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o REAR ECHELON L IEER/iL.

HEADQUARTERS UNITED STATES ARMY FORCI:
CHINA BURMA INDIA

SUBJECT: Procedure Governing the Ezndling of ULTR4 DINTER
Intelligence in the China-Zurma-Indiz Trz-tzrp.

IO

Theater Air Officer, APO 885
Commanding General, 14th 4A7F

wd e

d
_— Theater Signal Officer, ..PO 8
i Chief of Staff, Forward &chelon Eg, 4F9 279
ik Chief oif Staff, Rear Echelon Eq, L20 225
: Commanding General, Branck Kq, Rl Beh, 4P0 627
TC

Commanding General, Comi»at T

__1 |')-:. Cf 9

ops,
Commanding General, XX Zsomber Command
Chief, Special Branch, BiD, War Dept, Wagh,.., D.C.
Joint Signals Intelligence Boax¢. SEAC and iniia

Special Liaisqn Unit, SE4AC and India
Special Security Officer, Rsar Echelon Bag, LPO 28F

1. LIST OF AUTHORIZED RECIPIENTS: a. “te fo locing

officers of the China-Burma-India an¢ Eastern Egr Ccrazrsts are
regularly authorized to receive ULTRL DIXTIR intelligaraz:

Forward Echelon Heacdgiarters. CBI

Commanding General Lt General Joseph W 3tilwell
Chief of Staff Maj Generzl Thomas G Ezarn

AC of S, G-2 Lt Col Joseph X Dickey

Asst G-é 8 Ma jor Wesley B Edwards __

LC of S, G-3 . Col John E McCarmecn Wy

Lsst G-3 - Col Louis W Haskell e
Alde to Cmdg General | Capt Richard M T Young /
Signal_Officer Capt Earnest S King “7
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Rear Echclon Hezdguarters., CEI

Deputy Cmdg Generai
Theater Air Officer

Deputy Chief of Starff
Acting Deputy Chief of Starf

Theater Signal Officer
AC of 5, G-2

Asst G-2

Adsst G-2

"AC of S, G-3
Asst G-3

Commanding Officer, SIS

Special Security Officer

lizj Gen Daniel I Sultan
liaj Gen George E Stratemeyer

Brig Gen Eenjamin B Ferris
Brig Gen Vernon .Evans

Brig CGen Henry L P Xing
Col Earry I T Creswell
Col illender 3wift
Major Raynond Patterson

Lt Col Francis Hill
Lt Col Dean Rusk

Hajor Leonard Eickwit

Cant J F B Runnalls

Northern €ombat Area Command

Chief of Stafrf

£sst Chief of Stafr
iC of 5, G-2

4C of S, G-3

Signal Officer

Brig Gen Haydon L Zoz%ner
Ccl Kobart ii Cannon

Lt Col Joseph W Stilwell Jr
Ccl Henry L Kinnison

t Raymoni i Hezr

£
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Y-Force Operztional Stz:ff

Chief of Steaff
Asst Chief of Staff
4C of 8, G-2

LC of S, G-3

Signal Officer

Brig Gen Frank Dorn

Ccl John i ¥iddleton
Lt Col Joiin 4 Cleveland
Col Richard M Sandusky

Col Joszph E Ecinrich
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( . Z-Force Overational Staff

Chief of Staff Brig Gen Malcom F Lindsey
Asst Chief of Staff

XX _Bomber Cornand

Commanding General Brig Gen X b Wolfe
o ‘Chief of Staff

A-2
Asst A-2

A-3
Asst A-3

Signal Officer

Fourteenth &ir Force

'Commanding General Maj Gen Claire L Chennault
Chief of Staff Brig Gen E E Glenn

A-2 Col Jesse C Williams

Asst A-2 Major Wilfred J Smith

3;3 Col John P MNeal

Signal Officer (Kunming &rea)  Mzjor Mathew C Kautz
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(
' Eastern_Air Command
Commanding General tiaj Gen George E Stratemeyer
Deputy Commander , - Air V/ T M Williams
Chief of Staff Erig Cen Charles,B Stone
Deputy Chief of Staff . Col 4 R Luedecke
hsst to Deputy C of S +G/C The Earl of Bandon
Asst to Deputy C of S Col Hoviard ¥ ieans
A-2 ' , - +W/C A T Richardson
Asst A-2 ' Lt Col Wilkes D Kelly
Int Officer & &ADC to CG ¥ajor H Schaller
- Int Officer (Security) Major & Vi Grafton
F= - . Int Officer _ iz jor George B Dent
b Int Officer _ \S/Ldr W Duncan
Strategic &ir Force
Commandéing General 5 ila] General H C Davidson
(f_ ' Chief of Staffi Col iubrey S Hoore
i-2 _ Col M L Harding
hsst A-2 -S5/Lér S H Wisdom
- ' Tactical 4ir Ferce
""" Commander in Chief - w/il 8ir John E i Baldwin
Senior 4ir Staff Officer . ‘wdr V/iI Gibbs
Chief Intelligence Officer “W/C J P Hallet
Northern .ir Sector Force (5320 iir Defense ¥ing)
- Commanding General Brig Gen John F Egzn
“=2 Mzjor E Z Berman
Asst A-2 Major § S Hirsch
( =z o s e
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(- . b. In zddition to the above, the following personnel

are authorized to handle ULTRA DEXTER for special purposes:

(1) S/Sgt. John M. Bru, Jr., 988th Sig. Opn. Co.
- for transmission to the Commanding General

‘and Northern Combat Area Command recipients
forward of Ledo,

(2) A1l personnel of Signal Intelligence Service
and of Radio Intelligence Units under thLe
operational direction thereof, insofar as

; ; : - their duties in ccnnection with the process-
o _ : ~ ing and transmission of ULIRA DEXTER reguire;

S . g § 5 - it will be the responsibility of the command-
S 2 - ing officers of these organizations to re--

- ~ _strict the personnel therein hardling this
material to the absolute minimum consistent
with efficiency, and to insure their com-
pliance with the security requirements.

_ 2, :AUTHORIZATION'DF ADDITIONAL RECIPIENTS: The above
( list will be added to as the Commarding General or Deputy
Commanding.General-of the Theater reguire. Requests for'such
additions will be kept by each Headquarters to the absolute

Foi e minimum necessary for the efficient handling of the materizl.

When it does become necessary to aid a new recipient, the

following procedure will be followed:

2. The naze, grade, station, and duties of the pros-
pective recipient, together with a statement of the reasonz

necessitating his receiving ULTRA DEXTER, will be forwarded

.-ovef the authorizesd channels (defined in parasraph 4z below)
. to the Special Security Officer, Kear Echelon Eeadquarters,

for the approval of the Deputy Commanding General, except that:
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r (1) If approval has already been obtained di-
' rectly from the Commanding General, the
‘Special Security Officer, Rear Echelon
Headquarters, need only be notified of
such approval and of the fact that the
new recipient has been properly briefad;
i o

(2) When cfficers holding posts (i.e. Comman-
Gerj Chief of Staffj; AC of §, G-2; AC of S,
G-3) automatically entitlin: them to ULTRA
. DEXTER are transferrsd, specific approvel
- for their successor is not required: in
such cases tie departing officer will be de-
leted from the list; anc the Special Secur-
~ ity Officer, Resar Echelon Hesdgquarters,
will be notified of the new incumbent's
namc and the fact that he has been properly
. briefed. 3

. By When the Deputy Cornanding General's approvzal of

a new recipieht has bsen_obtained, or when the Special Secufity
( : Officer, Rear Echelon Headquarters has been néﬁified as pre-

scribed in subparagraphs (1) or (2) above, he 711l immediately

notify all headguarters concerned, so that their lists may be

brought up to date. Hec will also notify the preper section of

" MID, War Department, where corplete lists of recipients are

kept.

c. Before ULTRA DEATER material is made available
to a new recipient, he will first be properly briefed in ftre

security regulations contained in 4G 312.1 (12 Oct 43), at-

4tachéd hereto, and will sign Form A&, alsc attached hereto,

stating that he understands ths regulations and undertakes
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to use the material as pPrescribed the}éinl Briefing will be
given and the sign&ture to Form A obtained at each headqudr-
ters by the Special Security Officer attached thereto, or, in
his absencé; by the AC of S, G-2,

d. When an officer's name is for any reason deleted

‘from the list he will surrender hls yellow card (see para. 3g

below) and will sign Form B, stating that he is aware hls rlght

to see ULTRA DEKT&R has ceased, and that he undertakes not to
"divulge hls prev1ous knowledge of it to any one, nor to attempt

S galn access to it until again duly authorized.

g, When signed by a new recipient, or by an officer

're.unqulshmg access to GLTRA DEXTER, Forms A and B and any

surrendered yellow cards will be sent by air pouch to the Special

) Securlty Officer, Rear Echelon Headquarters, for filing.

£. When exceptional circumstances make the inclusion
of enlisted persoﬁnel on the list of recipients an absolute
necessity, their integrity must be bersonally guaranteed by -
the commanding officer requesting their authorization. - The
commanding officer must further be able to insure that under

no circumstances will they be assigned to duties involving

risk of capture, nor transferred to other duties than those

Tequiring their authorization to use ULTRA DEXTER, except to

return home.

(NOTE: Until Special Security Officers can be provided for




each headquarters where there are recipients, visits will be
made by Special Security Officers from other headquarters
periodically, to rebrief all recipients in the regulations and

to assist them in matters relating to security.)

3. RESPONSIBILITIES OF KECIPIENTS: 2.  All recipients
will -be responsible for meintaining a thorough grasp of the
security reqﬁirements, and for keeping themselves fampiliar

with the list of recipients at their ovn headquarters.

b. . AL headquarters where Special Sécurity Offiéers_
are assigned, such offiéc:s #i1l be responsible for maintain-
ing = cdmpléte and up-to-date liét of all reéipients in fhe :
"Theater; wherc Special Security Officers havéunot yet been
assigned, the AC of S,-G—z will keep such a iist. Ee will be
assisted in this by the Special Sscurity Officer, Rear Echelon
Headquarters, who will keep him informed of Changes as they

occur.

¢c. When a recipient wishes tc communicate with
‘another officer in th2 Thzatcr on any matter related to ULTRA
--DEXTER, if any dourt exists zs to whether tiat officer has
been zuthorized as 2 recinicnt, reference shall first be made

to the list before such comrunication takes place.

d. The above requirement applies with equal force

in cases where it may be desired to refer ULTRA DEXTEX material

I
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Securlty Ofllcer tg _rform uhe CEI headqugr s concerned ©
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to British officers. The Special Security Officer, Rear

Echelon Headquarters, maintains lists of British recipients

~in all formations under the India Comnand, and of both U.

and British'recipiénts in the Soufh East Asia Command. iHe is

assisted 1n tbls by the SyECl ¥4 LlalSJn Unit, SEAC and Indla,.

_whlch 15 the agenCJ respcn51bae ;cr ULTRn dsssnmln ticn and
securlty throug cut S.U.A;.ani India Co:sanas. -Whers'éritis&3*57¥i
"i'or 301nt format1 ns ex1st in clos: prox1m1ty to CBI £ _rnat;s“s?:
'Hﬁf{so that tnere 1s a reed for 1rterchnn"e of ULT\A DE2 ;T - iﬁ:;*ﬁlm

"telllcence betheen the twq, it 7_11 bs thn (3 Of'thé'Speciai;-

the nases of Brltlsh u1f1ccrs Wit h wrsh Uc""Ln;c tisn ¢ such

‘patters is authorized. S.s.h. (S.E.A.C.. end I) will similsriy

inform British ccomands of the nsaes of CBI recipients.

€.

€ Bach recipient will be furnished with a yellow
card, 1% by 2 inches, with the letlicr U, -ne inch high, cn

botb sides in red. Tho card will =2 1so bes

{9
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r his signetures an

~

rank. At any conference wharc U..Tii DELTER is to be discussce?.

4

all persons prosent shall be requirced tc show these 2ards, ecad
any unzuthorizel perscns shall bc exeluded fron the confercres

before such discussisn begins

f. The Comianding UIficer at each heziquarters rz-

celving ULTRA DEZTER shall be responsible for sc arranging its

1

delivery, circulaticn and filinz within his he-dquarters thet
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- : f v
no one but authorized recipients will have access to it in any
form but that of operational orders phrased to protect the

source, as prescribed in the regulations. This requirement

'applies to .maps and other docuuents which contain information

 from ULTRA DEXTER. .

" ULTRA DEKTnB materlal should not be kept on file

-f 1onger tban %5 nacessary for the re;erence of the rec1p1ents
zf,'u51ng it At headquarters where thﬂre is any risk of phy51ca1
'** Lcapture by the eneLy, all such paterial should be burned. when

'.;;read. o

h. All possible precauiions will be taken to avoid

giving non-recivients afiv knowledge even of the existence of

—_

this class of intelligence. In this connection it is 1muortant

—-....-—.————-—-—-.—.———.—-—-.—

non-recivients, and that documents containing it never be usac

for correlation or other purposcs in room occuvied by them.

i. The inclusion of an officer's name on the list

does not automatically entitle him to sce 211 ULTRA DEXTER

naterial produced, but only that which he nceds in the per-

formance of his duties.

i. In order to protect the source of our own nater-

ial, the same security trecatment should be accorded to any

British document marked with the word "ULTRA", as 1s prescribed




for natbrlal rnarked with cither of our ozn three interchange-

able words "ULTRA DEXTER", "UOLTRA CORRAL",'or "ULTRA RABID",

N ULTRA DEKTER COMMUNICATIONS: g. Authorized Chen-

ne1s Inslde Thcater' in SIS SjSuGu, uuthorized to carry

:fULTRn DE:TER, 1s now 1n use at all headqu*rtgrs recelving
iULTR

A DEXTER lt 1s held cluLbr bj the #»C of S G- 2 or. by -

elonﬂnts;of Radlo Intﬁllig: ce Ccup.nl undcr the rational

'dlrectlon'bf SIS ﬂtt“CPGu to the hee dquarters._ Thl; systen fjj

ﬂlone shall bp us d fur forL idg Jbssag s contglnlnc ULTRu_;_ﬁ

”=D:XTER 1ntﬁlllvencc frod Lew Deihig and for all interccm- ;ﬂ;_

munlcatlon oet\Ecn rec i i nts ocn matters rclated to that in-

:ftélllgence.

T -b. Authoriz ed Channpel Outside Theater: A&11 ULTRA

.

DEXTER information, e:t:acts thereofroi, or comments and
gueries thereon adcressei to Waf Départment or to anyrhead-
quarters or individual outsile the CBI Theater shall be routecd
through the Special Security 0fficer, Rear Echelon Hg., Wwho
holds authorized systecs for ULTR4 DEXTER cormunication to

ifar Department, Hg. SWPA, and Ezwaiian Depzrtoent.

c. Procedure: ULTRA DEXTZIR messages shall nor-
mally be addressed to the iC of S, G-2 of the recciving head-
quarters, anl shall be internzlly eddressed as fcollows:

"PAREN PERSOHAL FOR (recinient's name) FROLE (originator's




# name) ULTRA DEXTER PAREN", In place of "ULTRA DEXTER", either
of the other two iaterchangeable code words prescribed may be

“used, The procedure for handling personal messages, as laid
down in Reér Echelon Headquarters Circular Number 28, dated

: 1 March 1944, will be followed, with the folloa1ng additional

,prhcautlons,x;ih,.;__

"The original of an outgoing ULTRA DEXTER
i message Will hot be filed in the AG's
~.office after being sent, but will be re-
“s“turned to the originator for destruction -
~ - as .soon as it is no longer nceded by hlm -
‘r.,for reference._

“.(2) When the addressee of an incoming nessage
f is not available to receive the original
- on its arrival, it will be delivered to
- ~another authorized recipient, and not to
: Sanayestn TN LSRN 0 g duly officer, or any other person not
(:i o e o R - authorized to receive ULTRA DEXTER.

« “Glasgification:

[T= T

(1) The AC of S, G-2 War Department, requires
- that all ULTRA DEXTER material be classi-
S _ fied TOP SECRET and so marked in addition

----- - : to the prescrlbed code words. This classi-

' fication will in po way be interoreted : 2s
releacing ULTRA DEATER from the Ieguire-
ments defined herein or authorizinz TOP
SECRET Control Officers or other personnel
to handle, see, or discuss ULTRA DEXTER in
any form, unless thev are glso on the list
of authorized ULTnA DEXTER recipients.




{ (2) 1In order to avoid lengthy stereotypes, the
abhreviation TOPSEC will not be included in
radio communications, it being understood
that all nessages containing the word ULTRA

DEXTER or its equivalent must be clearly

. marked TOP SECRET before being handed- to

' rec1p1ents. v

By command of Lieutenant General STILWELL: |

..i_ k!
. 0/ f !’:‘ ? ,v/\)

: VERNON EVANS
Deputy Chlef of Staff




