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A ERIEF FISTORY OF THE SIGMAL DNTZLLIGENCE SEZRVICE

-

1., ‘Prior to Juna 1917{denartnent the Government conducted’

cr;,"ctanalytic actlnhes wh&tsoever. Froem June 1916 to abou'!: L.ay 1918

a consider=bls amcu.nt of 'r:or]: aloag these lmes ¥as cconducted purely es

e I:a...rlotlo exterprise at his ova ex?ense by }.{r. Y George Fa.byan, whose

- Riverbank Iaboratories at Geneva, Ill:.no:Ls orgamzed a small group o.f."

rlj wsll-ur._ined cz—ypta._a.lysts to "rark upon such codes and cln‘hers

es were forwarcded by tho ?rar. Mavy, S‘ta\.e and, Jus»lce Depa_rtnents. Ths

&

.

Lnders*gned airec‘,ed uhe u'yp"a__alyhc opera.tzbn.s end ..ralq_ng &t the :

r‘bank Laborator'-es fron the t:m.e ol t-m 1;:..,el;tion of this vork until

_ts close tnereat in 1819, except for a. porlc;d 61‘ & yeer vhen he was -

. e oy IRy
s, =

Ist Lisut., ¥ID, servinz et GIQL-ATP in ths Ge::s.n code solvipg- séctica,

2. In June 1917 the eryptanalytic mctivitier of the Tar Departmemt
were initiated by Colonel Van Dexmea, G-2, witk the coar—issioning of EH. 0.
Tardley as 1lst ILieut,, MID, Yardley, vho had been a telegrapher at the.

State Dorariment and had teken some intsrest in cryptogrephy, was given

t>0 civilisn employees to essist bim, The work grew repidly end by the

sutumn of 1917 the incressed staff was orcenized as a section dasi gnated
es YI1-8, which -vas subdividéd into 6 subsecticns with c‘mties as indi ted

very briefly below: - - =
(1) Ccode ard bipher solution subsection. - This subsection -
was vwhat would now be called the cypteralrtic subsaction. It was tke

largest of the subsections of LI-8 and performed the eryptanalytic work

rct only for the War Derzerirent but also “er 211 ci-er Governrent denmart-

Zents, ircludirg lawry, Stats, Justicz, 2né ithe tro cencorships--Ca2kla

T
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erd Postal, which were then sexza2rate orsanizations, 8

(2) Code and c1oher compilation subsection. - Despite the fact
that under Arny regulations the compilatlon and revision of codes, nas &,
anction of the Chief Slgnal Officer, corpilation activities under the-

Signpal Coros were apoarently 1n ‘a morlbund state. Info“mation bavlng been

1-

recelved that the Garmans possessed cooles of the Ver Department Telegraoh

Code, MI-S deered it adv1sable to establlsh a2 code corpilation subsectlon,

2nd that saosectnon p*oduced several codes suoh as Vilitary. Intelllgence_ 

Codes No, 5 and No 9, small.pocket codes for sec“et agen»s, and the li}e.

(3) Tralngng SUbSECuIOD. - In adalulon to tralnlng 1ts cwn-* -

—‘-:.' T T

versonnel kI—S trelned the r330r1ty of the personnel sent overseas fb;~'1}9
cryptanalytic duties with fleld forces, both AEF Eéd'Site‘ia .”;; .
() SBCTEu 1nks_subsect10o. - A 1aﬁoratory was eot?bllshed
.. = =2 = e g_
Tor the preparation of invisible inks for use by car ovm agents. It also
examined leute*s‘for secret 1£i rrltlng ard an average of cver 2000 1eeters

rer ree? viere eyaxlted for thn mllﬂtary and pcstal censorship from Jhly i,

3218 to February 1, 1919.

(5) Shorthand subsection. - This svbsection was orgznized to -
bandle texts in verious shofthand systems, es;ecialiy Gerran, which%ad
to be decighered, '

(6)_ Corrunications subseotion. - This was established in BI-8
fcr randling messages to and froe milita:y attaches ard intelligence
cflicers servipg abroed, In a pefiod of © conths it s=nt a2pnd received
abecut 25,000 such cmessages, practically all in code,

3. At the heighi of its develcrrent, which wa2s reached in Noverber

1018, 1'I-8 was, for threse days, a ratker large unit, corsisting cf 18




ek _ulplcz_tlc, polluical and economic thases of tbe corduct of the war.:i

officers, 2L civilian cryptOﬂraphers and cryptanalysts and 109 tyﬁists
and stenogranhers. The tlme had come for the establisirent of a definite
pollcy for the future. Noﬂ, the guidlnv heads of ;111taxy Intelliﬂence'

at tbat t1_e fu_ly'recognlzed the high 1mportance and value of the serv;ces

.'.--.

rendnreu by the cryptanaﬂvtlc bureau, cecause thqy bad been in positlons
vhere ths n*oducts of the dally act1v1ty of the bureau cane dlrectly to

notice ard they could nof fall to note »he 1nf1L°ncﬂ and bearing nhch =

the nc—k bad not only uron the nnlluary and caval but also upon tbe

e

_-..;- .‘
> _1-"' =

Tb°V‘therefore had Dractlcal eyper*ence 1n the matter and could brlng -

= _-,,_ -
- e e < - r-.

the ﬂe19nt of their ;051t10n of 1nflaence and thelr-actual experlonce—oc i

- .t

bear uron those in charge of the purse strlrgs, mith t“e result tbat they

vere able to oauain ands suffic1ent to 1r'eep a feirly large organlzataon

e 77 . - A
. ..

~1nuact for & year or two. An annual aprropriatiocn of #100;000 was recom-
rended in a C-2 study dated Ma& 16, 1919 to be used

2s follcgws:

Rent,‘light-,:and heggi:-' -;:f; | : '33,9Q0
Reference books :-."" i . ' 100
Personnel; Chief ey Py ;.-_ : - 6,0QO;-
‘ | 10 code é%a-gipﬁer experts € £3,000 SO,Odé-T:'
15 code éﬁé cirher eiﬁerts @ $2,0C00 30,0Q0-
o 25 clerks @ £1,2C0 - ' | 30,000 -
- Total 3100,000

The itex fer "rezt, light, and heat" is expleinadle when it is noted that
the Tixrean was 1o be roved from Tashirngton with 2 view to hiding its
. Of the £100,000 recormwernded, the State Decartcent was to pro-

vice I/Z,TCC and 340,0C0 was to be proviced for exrecditure ty the A, C. of




S, G-2 on "confidenti'.al memoranda” agﬁst i'm-:ds perfaining to "Contingency
lditary Inteﬁigence Division“-——-that is, by vouchers not subject to review bty
the Gcnn‘broller General. The paper con'ta:un_ng the recomendatlons made b;r
the A. C. of S G—2 'bo the Chief oi’ Sta.fi‘ Tas “OK-ed" and 1n1tlalled by
Act:_ng Sncretary oi‘ State Polk on Hay 17, 1919 and on Hay 19 it was
app*oved by the Secmuary pof i!a.I' over the Signature of General fUarc:h C}::Le...
of Staff. Tke plan as put. :mto efi‘ect the bureau was installed in a
private house a:b ZZ' Eas‘b .§8'l'.11 Street I“e*n Iorl' C:x_*y, and 211 per sonnel

L

together m'th e:xa°t:u:1g records ware moved ereto.

) i 1% 35 mportc:n‘b to no’ca that at 't.hat tme 1o pro’nsmn v"uatsoevnr

w2s made for ré.élo muercept as.a source oi‘ rar nat.erlal Tor cryptanzﬂ VELB .
A few mords on this subJect mqr not ‘be amss. Radlo :Lntercept of Tixed
station ma2terizl in the” U S by t.he Army cmr*no' our act:x.ve 'oar*ic:l.patlon
in the last war was rather fragzentary. Tre work.mas, o; course, a
responsibility of the 15331 Corps, but radio cozmmications could hardly
compate with cable- znd wire cc::mlmlca‘blons as a source ol'raw mellterlal
because not only did the large govenments use cable in prei‘erenc_e to
radio,but also radio as a neans of cc:...mm:_.catlon between widely separaue:d
Lfixed ta‘l:a.cns 28 then in its n_n.fancy. ’Pl:g Signal Corps did, _howevér; have ;

whzt were called "aocbile tr actor" un_lts stziioned on the southern border,

and in late 1918 one
large intercept station was established at Eoulton, Yaine, for the purpose
‘of -copying trazas-Atflantic radioc. The large intercept stations maintained

by the Sigral Corps in the AEF did furnish a large quantity of diplomatic

R e e

.traffic shich was forwarded as raw material to G-2 in Washington, but as

. ‘.
Soon as the war was over a1l these sources of intercept material were

‘ | 04

¢t m e it e mimimy
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2>andoned,

This was of ‘course
’ ] i 3

e to a certain e;»_yent but was .not by any m2ans the lt’qole tm»h .F.t any

B -e

" r2te by 1929 the ﬂcrr-r oi‘ m_essages fu.rnleb ed C-—2 bad dwindled-to a mﬁre

Tickle. In about lhe Year 1926 uhe mtercept °ta’t,;ons of the Coast Guard ’

sn]xaiuted to ne mlo*-ually a few radlo muercepts of wnat appeared ‘I:o be
Jaoanesa code me°sages but there were only sporaa:l.c occasional in ue“ce;:ts

aof t‘axs:nlssn.cns 1:1 tae Far East 5 They ‘—ere u.,ual' 1w i‘rdgmentary a.nd

._.; -

c..fford.,d very poor rzterlal Su:h as they v&e however, these c»cc:s.sa.onal

~essages were- 'tun:\ed over to G—2 ) Tbere we're therefor}a, clear 1nd:.cat.10ns
st ii' a serious attexupt were made to ob 5 th:Ls material better couy

coxld be obtained. Horever no pressure was brought on the S¢;nal Co"pa

“ set up a regula.r intercept service, and aside from a few relatively

mak efforts to ésté.blish an intercept station in the Philippine Department ._

“fere mas no real intercept service unt.:l_l alter 1929, when responsibility

]

—
—

crrPtanalysis was transferred from G-2 to the Signal Corps. Howr.this

oo O , _ e

— ——— ey




czne to pass will soon be detailed.

5. &8 :Lnd:.cated in Par. 3 above the $100,000 appropria.td.on set

!

7 %

up in 1919 too:c care of the bureau for the FY 1920 that is i‘rcm

July e 1919 to “une 30, 1920; buty;£en in June 1920 it came time to ;
set up the budget for FY 1921 the purse strings were already beginning
to be pullecl Highter. Many of ‘bhe "old-timers™ in G—2 had gone to other
ass:.gnn_nts, those remaln_ﬂg ancl tbe newconers in G-2 apparently had
neither tce ba.cl.grmmd nor tne 1r1..f-1uence to press the mauter.— The

ao“ropmat:.on was at once cu"c. in half that is, to $5O 000, of widch the

: -1._‘

"State Department share stJ_ZL'I_ con u__nued to be ‘140 000. The ﬂmeory vag,

’ .ev\ dently, that since the mrﬁ dona by the bureau-was UI"]_IZ‘.H.I'JJ.Y, if not sol 917', -
for and of interest to the State Danartment aJ_ or nearly all of the funds
should be provided by 't.nat demqrtr__nt. The 1|J Dspz rinent ovqloohed soze

. very important Do._r:us in the situa tion——pon.nus which will Te brought wp

and e_puas.,_zad 1ater 3o th:.s mma.ry 1n order not to break tne co*rﬁ.nm.tv

of the history at this po:Lnt it will bs stated merely that year by year

‘the funds provided for the maintenance and operatlon of the bureau becane

nare and more const:z'cted until by the autum of 1929 the following tabula—

tica, based upon a letter da*ed July 17, 1929 from Major 0. S. -xlbr;oht G-2

to the Chief Signal Officer (Gene:ral G._bbs), shows how tbe bureau had
been permitted to deteriorate: _. . - % ' T -
_Rent 33;000
Books,;c')os_t_age ,travel,transportation,nise. 2,370 ‘
Personnel: 1 Chief (Yardley) 7,500
) 1 Code & ciper expert 3,660
1 translator (Jap) 3,750 06

v smes s
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1 secretary , 1,800
; 1 clerk-typist 1,600 ,,'
) ; 1 clerk—ty‘p:.st . | 1,320 .
i CetEl T Upogal  g2s,000 00 ¢ G

In the i‘cx:-ego:mg total a*opropnata.on of 3?5 000 the State Depar'l:nent

furnished $15,000 ﬂ:e f-ar Dopartnén‘b 810, 000 The activities of ‘the

~bureaun had by "th:fLs time become 50 reduced t‘nat it was sending in only

: "y
occasimal transla‘b.ons oi‘ a fe’r Japanese ‘diplomatic

e & 5
* ® ~=.- =

.-,_.‘..

rwssapes. 1*0 research ?a‘n?‘csocver 'ras canducted in crypta:mlys:s.s, 'there

-

ware no training activit:.es no j_n'hercnpt no code tompilation, no -

secret ink work. ﬁae pea*son.nel conasued of six peruons 21l :..old dnd.

-

3732 of the total payroll rnen'b to one man, ¥&o had little 'int,erest

other tAn to continue as long as pOSSlbl" to maintain-hizself in the

. sinecure into ‘ninch he had 'bee*l pelmt, ted to establish himeelf. -

6. In the summer of 19:-2'9 EIJOI‘ 0. S. Albm.gh‘t Signal Corps, had
beenﬁ'asagned 5 G-2 to serve on t}w Staff of the A. C. of S., €-2 to
swpervise ard coo*c.lnate c*uc:'l'l of the cryplographic and crypuanaly'tlc _\
activities of the ﬁ’ar B\;par’ment as remained. Afier a careful siudy
oI the s:.‘caat:.on and an a::pralsal of how ihe existing cryptanalytic
bureau was and was no... serv:.':g t.he functions for ﬁ‘hlch 11; had been
intended, - Yajor Albright came to the conclusion that the entire picture
was wr;ong. He felt that the product (Ybulletin®) which the bureaun
ias *'t.um:i_ng out evez;y .few days was indéed of primary interest for its

o sake to the State Depariment and while the Var Department had
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only a secondary interest in the "bulletin” for the information it

gave, the prirary interest of the Tar Depa:-izent in eryptanalytic
.

stnd_°s in peace time was 't.hat it was in'bended to provide a means' ',

.-

for tra:ma_ng of personnel i‘cr nmedlate war-tine efi'ect:.venes...

UHajor Albnght foumd that. not only vias 'bhere very little 1.f any

burean, except far one c.lerk recelnng the leasp pay, were ge»c.ing

.Gompl_a‘m..on Co“p:ny“ for aJJ_eged Durposes oi‘ sacurlty') and i'ar

training being CODdU.Cu&d but also that a:ll the persons in the
v

2long in years"-—-‘the1r poten*lal usefujme s for po*‘qlble war t:une
service 'p'I'aCuICEllF nll Yoreover, the burezu was now hidden away

in a public office bulld:.ng in New York (under cover of uhe “Code

zwey fror direci supervision of anybodgr cwnected ‘ﬁlth ’fhe War

Department or of G-2, so that nobody kre‘ﬁ ﬁa‘b was going on, how

tre office wes ac‘mj_nist:ered, etc. Yardley devotﬁa nost of hls time

to T or itree private enterprises (co-r-nrual code co:np:.latlcm,

real estate brokerzge, consuliant in code nmztters to canmercial

firms) and he was having a "field day" at Govermment expense. “There

were, in addition, several other ‘maigh-ty feciors which motivated

Major 51b"’1£’ﬂ" in preparing a CG-2 study reco:‘-:ending that

ihe Dureau be tzken out of G-2 and its ‘funciions transferred to the
Signal Corp-s, chief zmong which ‘.'as the desirahility, if not necessity, of

Pl=cing all cryptographic and cryptanalytic work of the War Depariment under

on2 zzency, rather than distributing it azong tiree (The Adjutant General, -

for minting, Siorage, issue, and accounting of codes; The Chief Signal
0iZicer, for conpiling codes and ciphers; Military Intelligence for

sol:tion of codes and ciphers). A remorandz on the saze subject smas

08
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prepared by Lieut, Col, 7, K. Yilson of the War Plans and Tralnirv:;:‘;_j

Section cf G-2, a2rnd im also attached hernto " The reasons -

T

given in LaJor Albrloht's study'and in Col Wllson's zemorandum weren~'~~ﬂﬂ

e -'3 "_' M
' -

auparently deemed_valld by‘tha Chief of Staff, for~ka;cr Albrlght's ~-?}f?i_

.

recommendaticn; wers anproved in Anril 1929 and steos were soon 1nitiated

by G-2 and the Cblef Slgnal folcer to put them irto ef ect The recom-.

- -

nmencatiors carried with {hem merely the nordlng of 2 crhapges to be made in

AR 105e5,'5peciryin& the duties of the Cblnf Slﬁnal lelcer, these duuies@

b91n; enlargnd to 1nclude the printin 3 stcrage, dlstribuulon,__ and account—

1 . -,

ing of ccdes and “in.tlme of nar the 1nterce

e T e 7 ?

ptlon of ereﬁy'radlo apd Jxre

O -'.-.f_.___ =R o et e Y _._'\._’_ 2
tr&fflc, tﬁe gonionetrlc location of enemv r&dlo otaulons, ube solut;on.of
o : - - e 23 '-C' R

- _-7 =t .:____ . % = T o

1ntercenued eneny’code and c1nher meSSages, and laborauory arrargemcnts --';1

- ~-v : B -l

for the E”DlOFP“Hb and dEbectlon of secrot 1nks no - .V‘ft~

e o

7; Ecnever, uefcre anyhhlnﬂ coald be dene aoiually to transfer u?e f

e L e

ctivity a pew and ?Ery'd“SbhrDlDV factor entered intc the plcuure. In -l

-: -3

..':

Larch 1929 a new adx;nlsuratlon tooL offlce, 1n whick ir. Stimscon became

Sacretary of Sbaue For a fev weevs no "tmﬂletlns” irom the cryntanalytlc
i

- e
) e 7--_-.-. o =
.""— ..- e ~ =

bureau in Few York were_"lven‘hlr t}e intention t° ng to "go slow™ undll

S T = -__ T - s
e, ety = - .,‘-
R -

he Fad tecome suf ‘CLently Tell orlented in uhe auu4es of hls of flce to

DT :"'-"' { -'- e e =

warract brluglng to his autentlon the hlchly'secre vltles encaoed in -

._.;- T :_

'_b; var azd State Departments by means of ;uncs brovlded,ln Warce part Ey -

= -

darly in Lay 1029 chaver, the tirme was’ ueemed

.Tipe for this reasure, but it was with scme trepldbtlon that a few trans-

t th= latter anart ent.-j

" lations .of Japanese code ressages were placed on Yr., Stirpson's des? " His

-

.reac~1cn was vlolent and his ection crastic, Upon leerring how the raterial

was oblaired, he characterized the activity as beirg hizhly unethical and

*

PR .';'_ &P .
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declared that it would ceese irrediately, =o far &s the State Departmwent

vias cbncerned. To t teeth into his decision he gave instructions tbat

¥ o
- ,.l- 7

the necnssarv funds of the Su&te Department'would be w1tbdrawn dt once._r

LY

It was only after c0251d=rable cressure ty‘t e E C. of S., G-2 tbat he.

was dissuaded from thls ccukrse which nloht bav= nad serious consenuences

by svddenly throwing cut of erplc*mnnt the 51x reople concerred, at a time
4
of severe economic Cep-,551on. For these uoriers bad only vuncial tralnlng

in a2 Tield wholely useless to commercial 1ndusbrwal, shlpnlno or banklno

firms, or to cther covvrnmenu deparbmenbs, or to euucaulonal 1nsb1uut4ons

An arranpement was tberefbre maue to clcse tPe cfflce 1mmed;ately so- fa:

e =T
8 o : ¥ -.,,,

as actlve work was concorned but to keep the ner=onr°1 on tﬁe payroll for

the tire necessarv to wznd up affalrs qnd get the flles in shace ready

to turn over to obe Slgnal Corps THls toox 2 ccunle cf wonths, and at the
- ‘ Y _.!_ * - -

- iz e

end of June 1949 the emnlcyees vore gAven three ronths? pay "in adrance"

-

in 2 lurp sum, to ulde then over the uerloa in which they mlﬂht be - wobleos

Since they hed baen raid out of “COH;ldeDolEl fupds® t%ey had ne c1V11

service status zrd no ret lJETEDt beaeflts- moreover, they were ineligible

Tor u*ansfer to otk er Government “OSlthﬁS + The danger wes, of course,

that their dissai 1sfact101 w1th That nust bave appearzd to them as high-_v

. ~ L=

ha oded, arbitrary actlon on the part of a new off1c1al and tbat the1r-'

‘e = i 5 n-._.

helplessness in thb serious DeAsonal 51uuauicn created for them bv hls-'j

’.' -v'.

dra5»hc actlon Dh‘ lead tbem to 1naiscret10ﬁs which might prove rost

enbarTassing to the GOVETTDQDu and have serious censeqQuences upor natiqnal

defense, Tt turnﬂd cut that whatever their private feeli ings, all the dis-~

charged personnel, except the chief beneficiary cof tne old regire, rerained

lcyal 2nd did ihe test +h=- could to £ird jobs,

10




8. In October 1929 I ms.:ent ‘l:o Hew York to teke over the bcoxed up

records ard files ard to crvorsoe their tra.nsnortaﬂcm to We.shmgtc.... The

_crf-‘:.a:mly{nc a.ct:.uties, rasea.rch and trm_nmf ‘now bemg urder tha Chief

Jum “__ = 2 -—_.J_.‘ j"—

LI il Y

Signal Ofﬁcer, 3tep:§. vrare taken 'co raorv'?.niza -the bureﬂ.u a.nd ite work.

--:ﬁ-‘.

The fumds avallable were, of course, vory slm-—cnly what recaired of thc

!..'- o alm Gen
- .-Q

"18.1‘ };ﬂ.rtmmt’s con‘cri‘bution of. $10 000 for the FY 1930 vas amlz.bla,

because the rer:-.a_nder of tha S"e.te Ee:&rlzmnt s =h::'.ra of %18, COO ‘asg mdi- ,

. cated above, had &1ready 'baen \"L.hdra?m 'by ‘hhe St&te Dcne-r‘—ment An cu.fe!:

s

. of mnlo;&nenﬁ vias r.&de to! Iurs. Tilson, the Ja'c:a_ne:r.e erper‘[: With Ys.rdley, but

- =Y £ Sl hl = e L e
. L . . sy 5
. -;-..-_ > ~g e L S =1 S

_ she was una'ble to acceo;.,’ since 11: mvolved momg 'I:o “Iashlngton and d‘xe

gt e ok e e, o=
S amae £ 2T -

ada hmsband a,nd cnild in Hew York. Anou:cr e:n‘aloyee :...I". _Vz.c"‘or ".Tc* es}:obi‘

- .-.".. Ll - -_“— = ~ .-
= - ..—' g - = B $ - '., ‘.'*-..

- s
i - i -.'._-‘ R
L

fagd a 'business in }:e?-‘ York a.nd rei‘used :zove to rs.s‘uinvton. "-'"He i‘c:ale

. - % i i = - -

clericsl employees were.deemed unsuitable for cur pur'ooses and moreover, T a w R

- B _....--__—

having no Civil Service status u.hey could ::10" be ‘calQ'—n on by tre.z:ffer- .

An offer of ‘l:enp'ora.ry enployment was mds to Y&.rdle‘r but’ he. refh:sed the -

e

tendsr. Instead, ks proceaded sahretly to m‘e*‘*arc e book which fLst t
ap:sarsd in the .f'orm of e.r‘blcles in the Saturday r_,ven:ng Post and w‘uich '-"'.-

1n Duch expancad form .La.tsr appea:rea und_.r the '1:11‘:16 “Tha ‘\m rican Blacl"

Crember.” The book a::xd ar":x.cles ware h::.crhly seneatio..a.l a.nd rade dc**&vmg

diaclostn‘ss-concammg the most secret a.cnvl’ties ‘ever condu:x.&d .,_{ ‘ths e

& wE
e

Go7errment. -Before the appeare_nca o... tbe ar"‘lcles and book, however, he
had Teken certain s‘cems to pro’cect hl._self fron possidble prosecution for

his r:.lsclcsures, anong whlch ¥as to-rss;gn his ccmmission &s Major in tho
Yilitary Intellizence Reserve, Of course, had the =suthori ties understood

the real puroose of his resiznation “che;.r micht have preventad it so es to

recain some hold on him. But being in igzorancs of the real motives and

Ceening it just an act of picuse, the resizration was ncceptec. The unfortum=te
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co:seduencss atterdant wpon the publicztion ef the ook reed rno elaheration .

hereirn.. Suffice it to sary that

cﬁr'précarious relations with Jaran were broubht to
a boilirg coint when abcut 30, 000 copies of the Jaranese translation of The
" American Black Charber were sold in Tokyo in a period of less than a month : :
(perhaps the book was subsidized by the Japanese Goverrrent itself.). Thé _--- -

bed odor 1Dt0 which 21l cryptacalysts and CTYPhaPalytlc activities fell, as .ﬁii. &

S

a result of the dlfflcultles Whlcb the Dubllclty given the ratter by‘Yardleylﬂ

d15c1osures occa51cned hth governrent OfflClalS had 2 bad effect upon the-

atterpued reorcan*vatlon cf t%e cryptanalvtlc Lureau %V'uha Chief Sl?hal ”i'{:'

Officer. . Funds were kard to cet, and State Deparu*ené suptort was 1ack15r T P

. Al wot in the othsr direction alto~atnar. The mcst serious cornsequences

ef Yardley's disclosutss, hcwever, c=me lorye&rs later and their effeéts
can hardly be estimated. I refar here to the jolt vﬁlch his book gave

the Japanese cryptographers, 1ead1n6 chem out of their blissful ignorarce '; !

and causing then to develop raally'ccmplex methods which are now giving us

rany difficulties. The seme is true probebly es regzrds ths German and

,Italian cryptogrephers--their educetion has been entirely at Uncle Sanfs
expsnso ard the final cmsegquences of Yardley's work cen not yet be foreseen,

They ray well turn out to be disastrous. £

(DO g
L

. TEHowever, the Chief Siznmal QOfficer pProceecded, emergetically as.

Possible under the circumstances, to carry out the mission assigned him,

ZXo code and cipher solving section was placed under %he Jiar Plans and )

i
s e o
Fassing Mivlsion L:

- esaaar -

>

i -
co The COZ?ilation section was alrz2ady trere. A rather

empram i

tataldad e -
=1%alled directiveo wWnich wms Jreovared by G-2 angd eddroved by the Secretary

~12-
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of VWar fohi‘blu 47, becams the guidlng pla:: of the reorganized semca, g =

-vhiioh was now naz:ed. the Slgn&l Intelllgence Service. Its personnel g:on-

szstmg o:E' ::ysa‘lf and one or . ‘L—m olerks soon »as az.g:ﬂn»ed by a half dozen i

.,---.. . -

more _.mployees. Trainmg lltara’cu:re and courses were prape.red and put ’ ~

_,..,:. s Wt g

- into good usags at once. A. grea.t de&l was d:me in exp,.ndmg our cryptovra.v}uo
= B 4
werk also, by prepar.mg reserve eultions !cf e:::.s Ting codes, com’nlmg new -

codes a.nd c1pner3, developmg clpher- appam-ta:,' ard so on. Crypta.nalytio

= o ) o - 1-'.'-. "— ey - s -

= B s S

) work was p\.r{: on a flr:n tasis- of_rese rch e:zd L—un__‘a =iy nth e::mh.&51s on th"‘ .

= e - -
- R - i - - e .=

L

lattsr for t"aare c:ﬁs»ed no 1n"erce0t se:—n.co halel tpe raw r:z.ter_xal cou]d

et ey, ikl

———

| Zecce &n intercept service -. . .-

now 2as orgenized end grew ve;y slcrij. AL t&aeee af sigpal-intelligence

", v, =
L = = -

vere unified wder ons service Emd t&ken L._ﬂe*‘ smqy and action. Yoreover,

s The el gl

.J' R :-.;.__

cooperation =ith the Favy J.n the nOI"k s.lso i:itiated. How the actiﬁty
has exranded since ﬁ:en requires nb_ ‘co:n:ent-_a'i: this time, However, a few -
vords about relaﬁcns m.th t‘ua L-vy are pe**"" ;ﬂu" ) 7

10.. Cr'y'.:sta.:zuﬁ:ic ct!_*—.xu.es in cur :.‘.L""j’ Ds‘—;-_."a:x rt were p’re.cti.'ca-liy

<> P .

,pon-existent ux 11 a_f‘“er the close of the last 'r'?&r,'t':.lring vhioh, as wsi's

g S s m e o _.

roted above, whatever problems uhey l"nd in c"j-ﬁ_.__lysls vere rei‘erred to o

MI-8. But in 1921. i‘hs }Tzwy, recovmzmr te L..bcrtant role whlch crypt- -

. analysis was bound to pl-ay in f‘u“are began ‘bu:.lr’-;z:g up a large unit in.

the }aa'cy Depart=ent, *-'ith echelans aflest.- Tksreas t}:-a Army placed emphasis
upon civiilie.h training, the Mavy pleced enphasis upon officer training; and
for each dollar the Arny was able to obteain for cryptaralytic ard cr_,fpto—

graphic work the lNaty was able to cbtain ii-es to five dollars, until by

] S




1939, &s far as concerned numbers of o.i‘rice,r... and civilien personnel

engs.ged in these aotintles, a.mount oi" equipnent on hzmd and funds

gl T :'._--'_'_'.‘_ .. ’_Jr-'

a*mila'bla fqr rese.arch the Navy had con51derab1y outatripped ths ery R

= e B AT PR : sl e S
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However, it e be sa::,d w:.th sdme _justiﬁabla PI'ldO parhans, that 'B‘hlle

- .. -..—-—-—-.-- -
r. s, e

they were ahead uf‘ u.s m gmmﬁ y ‘We were &head in quali‘l:y', for e.ll the

mno*'ta.nt dervelopnents in 'both 'the cry‘otorraph:.c and the cryptana.lyu.c

fields must be credlted to .A.my personz:el At :[‘lrst, cooperation bc»‘r.een #

- - : o _'._--. -z _‘,__. R -

“the two services was mtemlt ent a.nd e.t .,:_:uer 'very 1nc-ilfferém.--thc uz:ual

2 - i . & e

mtual suspﬂcions and J,alou_sa.es psrv-aded our relatlo_z.shlps.' Bu‘i: Jamnly,

- e S

I‘or the past t}reo 'l:o flve ye&rs cooDe:ra.t\ on las ‘oaen fveh more wholuhcarted

LrE S G -,--"‘ - - L
- - =
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with the result that iu ...S.y now 'be s&ud W:L'I:hcrut reserve »th_..t ‘as rerard.s

§i e S s e

their cryptographic arnd cx-ypta.nalyi:lc act*v’ ulBS, cooper&tlon 'betvcen tha

:&r:-..y and Navy is so closa asg to be cha szme as ‘f:houl'fl ’c‘ney were. undez‘ or.a -

- J e £

he:ad. This, of course, is as it should 'be &:d must be :Ln order to ;_;aJ.n tma

desired result fram su.h acti‘nties. - - ' -

- - S~

11. It would be of u“'most value to ths ‘IA‘lII!ll..xg of this war if uh.ﬂ .

“f ., e W Th el .

e - "—:,:_ .__.-_'— '-"--‘-". et . _.,- -' =g S ‘_'._-, s

.-:__.a s % . P

C-over**-mnt vere now m e posltlon to read trs codes &nﬁ czphers of all

{'orelg; powers whose actions and probeble intentions ere of interest and

i:zport&nce in our pros-ecution of ‘i‘.he WEI, ‘I‘t could heve been :Ln this ,,_‘or'h_-;.. -

nste position hed 1t given to cry*o“'ﬁﬂs.lytlc s‘tudiee ths atten‘tlcn r-"'uc.h 1t

.

desarves darln,g peace tire a_nd IWd nrcr—ided funds for their contl.nul“‘y on-

-...-

5_ scale Sufficient for the purposa I‘or vinich they sre intended. T"m r.ﬂ.f:‘;er

cen be summrized ver}r succinctly in this statement: Actuel or p.;_;sicz_l

-

7artare is mter:n:lt ant ysbut mental, that is, cryp*analftic warfare 1s coz-

tinuoas. It is vital that this be understood by those who exercise the coztrol

>ver =zuch studies,and a few words on this point are given in the nert peTagraph.
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12, There are four ba:sic reasons why continuity in cryptanalytic

studies is so J.mporta.nt.. Ihey vdll be discussed briefly under separate

i N
a, WE_E ¥ w (W = ._-_-_. . < ¥ !-_,'- r, - o R
smbparagraphs.. ) : .‘_‘-__-.._,;.-_-_-_ 2B B e :;;'-._ : R :.:..', -'_ s T

1(1) It mu.st be reala.zed that cr*;atanalytlc ach.v:.tn.es have

no counterpart in civil lli'e. Tbere;.ore > on the outbreak of var there

is no important source from which trained, experienced person.nel can
=l

be.drawm for immediate usefulness. Since s}c:_l_l in cryptanalysis can

hardly be developed in a shor" t}_.e and cr;,-p.,.analytn.c unlts capable or

Producing qu:.c}' results can not be :unvronqed in 2 hur*y, unless uhere

..._‘

is 2 good—s:.zed nucleus of S’u.ch ‘t:ram.d and e;'p’*r"enced personnel no =

el . o e B - e X 2
';-. b r.‘." e _'._ - % ..:_ -8, s S z
- - Falgre. Cigel w

good c*yptmalyhc ovmratlons can be concmc:ved 111 Lhe early Dbase..» of a

war, that is, Ju.,t at the t:.me Tfhen results ca.n usua]ly be obt.a:.ned mos‘L

easzly and when such ,res-l.lts are exx,rennly mmrumt oreover, 1t is m

~ e 2

-

- the upoer Surata of crypuanalytic b‘ ains ‘I:r=t conul_.m:t*y in s‘a.ldle;s 39

st ipportant. It is possible, mder D*‘essure, to obtzin large num'ber.,

of recruvits of high mtelllgence i'mm colleges and universities, but
until they have had a2t least f:Lve years ac:u;al experience and tra:unng
they are molly unt::'epared 1o autacu the most difficult problems -
encowntered in modern, up:mfdaﬁe secret cozmunications. Consi der n,.he
Present ﬂpuzple“ system, i‘orl exé:npie. lIt;*equired alzost two years oi‘
concentrated effort to bv-eak down this system and it vas indeed i‘ortu.nate

that this bad been acco:nphshed by September 1939. If we had not been able

to start this stﬁdy until December 1941 it vould not have been possible to
'read those messages short af two ye&s' study, if at 211, because the
problem is s difficudt to begin with and moreover the volune of trafiic
available for znalysis would be so saall cozpared to what it vas befors

Decexber 7, 1941. oreover, if we did not hawe the to years' experience 15

w12 the ordinary pqrple“ tke task of reading the é':)ec:.al fpurple®™ now _J
e | |




occasionally employsd ﬁoul-d-‘be ez‘i:remaly nore difficult, if it could be -

cdone at a.ll befors too la.tc to be usei‘ul. Again our present dif‘ficultz.os

-..—..,d, 5 L8 ‘-‘v_"

.o £ >
& "\.. P

with Japar.uas mlitary ayste:xs a‘re in I&rva pa.r‘t acca51oned by our failura-

- " _,..\..- S T "-:-._ _,~.-~. ._'.4_“-_._ - — - .--_..-. Y -L— e T

to devote sufficlen" s‘hud;,' to thasel_ a_;stem over the past few yoers; but

it must be real:.zed 'tha.... limitatlcms o funds and perso_nel me.da s‘uch i

-

otudles impossible because mth t"xe small st&f‘f f SIS personnel from’ 1°3O

"to 1940 it was all tha.t this personnel could do to keep abreast of the

- \-,- i M s e L

Jaa&._sse dlnlomahc sys teas, for '.'.'h:.ch G-2 w»es c]smomg.- R

(2) Con J_nulty in cryptan..lytle sd:udn.es also recm:x_res co-)tn-lui; y

3 - ---- A - -.,‘-.';- - . .-..

_be co::du..,ted on ac‘ual_ uf‘&fﬁc &ud pur-ely ..heors“iﬁol stucies '—ay be i‘a.r oi‘f

‘t‘le real tarast aluovethsr no Jtter ho-r successful Con"ln..utj in utter-

capt Work zeans, of’ course, that ’c"xe equl,_un., and pcrsonpel of ths i‘n.er-

T s - M GRS -

cept service have to te m:.nta.,ned and thus these are avzilable on tho.cut.‘,fr

- % o

breoak of war, for irmediate, use.f‘ul WOrk Unless cry tanal ic studies are
3 P

pursued the need for ths mmuenance of adequate intercept stations soon

. @iseppears, for it presemtly befrms to lookx as though the work done by'tl.';e

J.Ttarceo«. D“I‘aOI’ElEl iz useless a:ad funds for this ectivity are withdrewm.

- e i .
b

(3) Continuity in cryptanalytic studies is recessary because E

- -

cryptacalysis is not a sitatic science or art--jt =ust progress as tha

p|ﬂ

: ; : ' . # .
ecryscograchic scisnce prograsses. In the rast fex years great strldes hava ;

been =ade in ths laiter, especially as regards the develomment of complex

electrical and = ac‘:amca’ crypwographic devizes angd machinery., lMoreover, .
- - .
the cryptenalytic work done cduring the last war has bezn Dudblicized. As
. ¥ ] z

alluded to above, "The American Black Chember® in sarticular has exercised

a wide influence in cutiin- certain patiaons which zad Seen cuite taczks rard
- =]

in their cryptozrephy en their guard, causing then to =ngazo in studies and

By




devslomments for the improvement'of their cédes and ciphers. The resik i.-.

-". -
‘-'-. -.

thet the crjptagraphlo systems of these mtlons ha.ve bacc:ne more and’ more -
= S 2 B __‘_A.k = - " -_J. d-t-.."'_-'__".

dli‘fi cult ‘to analyza. i But 11: 1s ﬁportant to note ‘t}at mprovenaut in

-

| cryptography. usuallj ccmes in . success:.ve s:nall steus, and if the opnosing
cryptanslyst can ‘feep i_n step '.nth ﬂ'xesa progressive increases in complcnty
he caa, as a ruls, be in' a pouﬁcm to read the new systeas al:nost as i‘ast

es they are put mto usage, but if tqere is much _of a Jag in the cryp‘-ar.alys:.s

ths cryp‘torrapny zgets too *"a.r a.nead fo‘ the crypva.nplysh to catch up ou:.ckly.

- -
-

(4) Fj_nally, it my be no»erl 'thnt contLuity m cryptanalytic

i e \-_- o % g -

7 stud_es 'brmgs mnrovements 13:1 our ‘own cryp‘con'raphic systeas and me hous,

el .-‘ b = - S - T 5 oo -,'_ -

without which ws ray be lulled into = false sense of. sec:ur;’c_,r angd rcm1n

blissfully ignorawt of vhat some forelm cr_.fp“amly‘m.c bureau nay be domg

with our supposadly secret ImesSsages, . __It can be 'said that the gre&tast blm"

e , W ,
that can be dealt to signal intelligence work is loss of continuity in

cryptanalytic studies, for i} meens that a disastrous blow has been delivered

technical efficiency of bothr the éryptogrgp}.ic and cryptanalytic _sex'":;.’:..-ces

- -

for =ar-time functioning.

“»
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14, Firmally, Lf we are not to repeat orce more the mistekes rmade

“at the close of the last wer in respect to s1gnﬂl 1nuelllgence worL,-every

sf Cfort shculd bs made to place the pPresent orgenization on the most firm,

L

Dsr:aﬁenL founcation it is possible to erect. The service should not be{

considered as merely an append=ge to the functions performed by -tkre hignal

-
T e -

Corps only in tize of war tut as a rercazent service thet opercotes on a
P I g

large scals in rcace time as well as in war time.

‘ B8 ’\3.1118::1 r'. Friedmen
June 29, 1942, . ' o Eead Cryptanalyst,
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