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_ . - FOREWORD )
" The following report on the military ciphers used by the Germans from February to -
November 1918, was written ebout December 1918 by First Lt. J. R. Childs, Infantry, and
except for minor changes is in the form in which he prepared it. There have been added note
7, by First Lt. H. C. Skinner, M.I.D., entitled “Note on Reconstruction of an Incomplete
ADFGVX Message”, and note 12, entitled ““A Mechanical Method for Determining the Key
for the Tra.nsposmon in the ADFGVX Cipher, Given Two Messages Having Similar End-
ings”, prepared in January 1919 by the undersigned, then First Licut., Mxhtary Intelligence

' Dnrmon, US.A

' Winax F. Friepuay,

a5 C‘ryp&aaalyat Chief of Signal Intelligence Seciion.
Office of the Chief Signal Officer, /

‘War Department,
Washington, June 25, 1934.
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GERMAN MILITARY CIPHERS FROM FEBRUARY TO NOVEMBER 1918

This suryoy of Germun Mihtnry Clphers is intehded to be ver) brief. A knowledge of thq\
principles contained in Hitt’s Manual for the Solution of Military Ciphers is presupposed.

One of the most outstanding features in the use of cipher by the Germans, whether on the
Western or Eastern Front, was theu- predilection for transposition methods. Of all their systems

. whxch have come under our observutxon there-were only two of purcly subsf.lt.uuon methods.

o oo 5 %

BT TR _.~ 1. .SUBSTITUTION CIPHERS - & % 3

One of these, strange to say, was 2 single mixed alphabet substitution used by Gen. Kress
von Kressenstem in communication with Helferich. Several very important messages were
sent in this very sxmple cipher. This cipher was preceded by tho preamble “777.”” This was
an identification to the recipient of the system which had been employed. The life of the 777"
Cipher was not of long duration. The system was too simple; the wonder is that it was ever
used at all. A message sent in the “RICHI” Cipher a few days aftcr t.he “777 " had been
solved, directed an immediate discontinuation of its use.

“The cipher prepared by General von Kress was solved here at once. Its Iurtbcr use and
operation is forbidden. (Signed) Chief Signal Officer, Berli

The second cipher based upon substitution principles nnd perhaps the only one which was
ever made extensive use of, was the so-called “Wilhelm” or “Fuer God” Cipher. This cipher
was used over a loncrer penod of time than any other cxpher which the Germans were ever known
to have employed. " ’

The cipher was known as the “Fuer God” for the reason that all messuges in this cipher
contained the address “Fuer God”, “GOD?” being the call sign of the wireless station to which
the messages were directed. * The messages were sent by POZ a station at Nauen, just outside
of Berlin. They were numbered serially from the first of the year to December the 31st, and
were sent at more or less irregular intervals, an average of about three a week.

These ciphers were identified as substitution ciphers from the resemblance which the frequcncy
tables of the cipher letters bore to the common type of substitution frequencies. Further evi-
dence was contained in the repetitions which occurred in the body of the messages. These
repetitions were factored as an ordinary substitution cipher; and they established the fact that
the number of alphabets in messages numbered from 1 to 30 varied between 11 and 18, and that
from 31 to 60, inclusive, the nhmber of alphabets employed reverted to the same cycle as from
1 to'30. In other words, there were but 30 keys and messages from 31 to 60, and from 61 to 90
were enciphered by the same keys as those numbered from 1 to 30.
+* "1t was also ascertained that the number of alphabets was limited; and that not only was the
same alphabet oftentimes repeated in the 13 nlphnbets for example, in the 13 of message number
1, but that the same alphabet also reappeared in the 13 alphabets of number 2, in tb 12 of 3
a.nd in the 18 of number 4, and so forth.

The number of alphabets finally reduced themselves to 22. They formed a modified

Vigenére Table.

(1)
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Tasur—1.—THE ALPHABETS FOR THE “WILHELM" CIPHER

ABCDEFGHIJKLMNOPQRSTUVWXYZ
,..,A|SQRYVXUZTWBDCAEJHKIFGPMONL
“"B|LOPNMQSRTUVZXYWCABHEDGJFKTI

G- C|PONMRTSQWYUXZVCABEDFJGKHIL
e D| IFHIJGNKLMPOTSRQVYUXZWNDBCAE
B | XUVZYWACBEDGIHJFKMONLTRSQP .
;\'{F UXZWYVAEBCFDIHGJNKMLSPORTQ(Q
T G|ACDBHIJFIGEMNLKOTRSTQYZVUXW -..°
- " H|BADCFGEIHJNOKMLSRPTQWXVYUZ
sy oo I | TRSQYWXZVUEBACDKFJIGHMLPNO
s wrd |LMONTQRPSZXUYVWBACDEGJHFKI
wrnaidll KIMOKNLQSRPWZTVUXYDBACEFJGIH,
MU L | IEHFGLOMJKNQPTRSXVYUZVBADC
;’)"‘,':‘”u__Hr-':cGNMJKOLQPSRVTZUWXYBEDCA.
N|CDABGHEJFIKMPOLNTRQSXUZWVY
faunsi1O| ECDBAFJIGHLKONMSPQTRZUXVEY
L P/RQPSZWTVUXYDBCAGIEJHKFONLM
22w Q] VYXUZWCABEDIHGFLKNMJQOTPSR:
WO 'R IBACHDJFEGILONPKMSQRUZTYVWHX :
e S IQYZVXABCEFDMJIGKAPLNSROYUT -
ot T|EDIGHFLMKPONRQJSUXTZWVYCAB
irice-mU/lRTSWVYZUXFACBEDJKIGHONMPQL
shsi HOLNPSRQXTYWZUVADCBHFIKEJG

FE3 A pi0es Bete 1 2 3 456 7 890 2 TR R
L" B . "HPJWDYVRAF : o wine i

Tha alphabet be.gmmng "SQRYV” was known as the “A” alphabet. that begmmn° “LOPNM”
g.s the “B” alphabet, etc.

-, Messages numbered 1, 31, 61, etc were dempherable by the 13 alphabets in the order
# JVCEPQHCMPQGP”. '

: Messages numbered 2, 32, 62, etc., were decipherable by the 13 alphabets in the order
' TBUULENFKEQGC”.

- 'The horizontal sequence above the tnble is the plain-text sequence. The vertical a.lphn.bet

on the extreme left gives the arbitrary symbol by.which the dlﬁ'erent. a]phnbets were known
n the 30 keys. Attached is a list of these 30 keys: i : ;

“Wen T g
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1....JVCEPQHCMPPGCP
2 _ -TBUULENFXEQGJ
'83.... YVOCBHEGCIECER . :
P4 L TOCEBPECRKEGPIVEGUCC
5... . HGIKEIINPOQJIBCEK
6. ..SOFCKMPKGCHCGNFMPQ
. hOQEPLENFJIECTY ;
8. .. LBUUGPIEGSOFPCCY
*g PBEREFCELDIIEUNY

g 10....GJINFIGNAKIEC
... ABCADECGFGE :
12.._DMNAGCDOPQG _
3. JNFLEGQE¢CTOKGC
14. - . LEGUOPQGROMGCKGJ
15.._..LEGTEGUABJKGKGJ - .
6..._.SCGIRGPHMNF ~ .°: _.

¥ T2 WMo BGPECRELEERPGE . 7
18....J GUKGCLOJJGC o e
. ... BGELEGIAOKSGCGRIEG

20....VOVEGCFOPRUMPQ
.. Y ECRGCRGCLIREREC
.22.___QBUROCHGEKGC 5
2. POPREUNPRAINEYEUSE
‘24 __FOPRJNFMFIONFGC
2 S EPJECRIGPEGPIONPGC
26....A0IGUKCGEHGC :
2. ..COREGCQXNITIE P
28, - HGIBCQEGREGYSGCREG
29 ___RMPAGUAOIIGC A
30.... | CONFRJODEGUBFCEKEE .

It will be noticed that the same letter, as P, for instance, in key no. 1, is repeated four
different times. Again, the E and Q and G which occur in 1 occur also in 2. Theso facts
pointed to the wse in these 30 keys of intelligible German words. The arbitrary letters, which
the keys in their present form contained, represented & simple substitution. This appeared
from the frequency, for example, of G and the inseparable combinations NF and NA, N never
appearing unless followed by F or A. It was therefore extremely probable that these letters,
arbitrarily chosen to represent the 22 different alphabets, in reality represcnted keywords in
German text. -

N was assumed to be the value of C, and F, H; and G, the most frequent letter which was
never absent from any of the series, E. This simple substitution was continued until familiar

German syllables began to appear and finally the complete keywords themselves.

&B5—3—12
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1...SPRINGBRUNNEN

2 __VOLLWICHTIGES
3....PROBIERSTEIN

- S MARIONETTENSPIELER
6....BESTIMMUNGSORT

6. . FAHRTUNTERBRECHUNG
e . WAGCENWECHSEL -

- 8._..WOLLENSIEFAHREN
9 __NOCHETWASMILCH
'10....ESSCHMECKTMIR
11.__KORKZIEHER
12..__.ZUCKERZANGE

+i. 13 ___SCHWIEGERVATER.

. - 14.__WIELANGEDAUERTES
15, WIEVIELKOSTETES
16.._.FREMDENBUCH _ _ _
17..._.BENEDIKTINER

3 18....SELTERWASSER
19....BEIWEMKAUFENSIE
7/ 20._._.PAPIERHANDLUNG
s e  PPERPEVERMIETER . ..
{ 3% ¢ 3. COLDARBEITER * - . ;
- - 923, __ _HANDLUNGSGEHILFE
r24.___HANDSCHUHMACHER
25___INSTRUMENTENMACHER
- 26._..KAMELTREIBER -
27.___RADIERGUMMI
28._._BESORGEDIEPFERDE
29 ___DUNKELKAMMER
30....RECHTSGELEHRTER
; = e - o 5




:/‘\ ‘

5
« .. JI. TRANSPOSITION CIPHERS

HERTRI

Reference has been made to the predilection for transposition methods on the part of
the Germans. Even substitution methods, when resorted to, usually contained in them some form
of transposition, such as in the “RICIII” the most lmportant military cipher used by the
Germnns

" One of the most common forms of t.r:msposmon c1phcr uscd by the Germans was the double
transposition. Occasionally, the simple columnar transposition was used, but this was extremely
rare as such a system of encipherment in 2 language such es the Germnn which contams the
common invariable combination CH, offers very little security. :

The solution of a simple columnar transposition involves merely putting tngctlacr the columns
containing the C's with the columns containing the H's with which- they belong. 1f, as often

. happens, in a transposition cipher, two C's occur in the same column, there must elso be two

H’s which occur the same number of letters apart as the two C's in a similar single column.
As an example of a simple transposition, there was intercepted by the high-powered station
at General Headquerters in May, a cipher “hlch read as follows:

ALTMARK 41 GRUPPEN'

HRLNY

RSNDC

DCNOA

BELNS MEUAG ACEFN

FNFPE OSGAA BNBDE DMWLR RTHNA TOSON .
. SNUIK LNIGP USUSS HFEIN RAADN HNRNE
. FAEUN EHBAS RTARR NUERI MGURE KCOBT
s AITOF ILTAN NUAEM EIODE DEHZK GNTCH

INADUG URSRT EDLZR ICAUN ZDKMRF ALCNL
"/ 'NEULU BESBH TENAH DNUST ANMSZ ‘

-

A frequency of the cipher letters in whxch the most frequent. German letters, E AN, I etc.,
appeared in approximately the same proportion as in German text and the absence of Q, J, and
Y indicated that the principle upon which the message had been enciphered was thut. of
transposition.

In the fourth cipher group of 5 letters there is a C which is foIIowed at an interval of
2 letters by a C in the fifth group. A third T follows the second C 2t an interval of 5 letters.

In the thirteenth group from the end there is an H followed by a K at a similar interval of
2 letters, as was observed between the first 2 C's, and, fu.rther there is another H which follows
the K at an interval of 5 letters.

There can be but oce conclusion, and that is that t.hese 3 C’s belong in a column which will
directly precede the column which contains the 2 H’s and the K.

s e L% v o) o salnsnse Teraeas o T 54 CH I o R T o R T 0 SRt
L AL -'.'.:-‘i .';‘ LESTENNN 7 Ty i.‘.‘.‘ : ".';;.--_-- - D Z 5 . ' G it .‘.. :

EEL waiimra mid By maal el DA Th el B ¥ 0w e TG A G, D0y D e

NG - G, Veen P WBE R o F s 3 olgiellvg
ON '

AT

AC

CH

| B i w0 nE R St g g . ™
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As yet the length of the columns is still unknown, though there can be no doubt that the

length must be at loo.st. such as to mclude t.he 8 lines wlnch ere contained in the series of
tho 3C’s.
* If a countis made of the letters which occur between the first C in the fourth group and the
Hin the fourtcenth group from the end (2 letters which it is believed are paired together) the
m.unber. will be found to be 123. This number is divisible only by 3 and 41. There are 205
letters in the entire message. If the messaga is divided into columns of 41 letters in length,
precisely 5 columns will result.

Again, one m;ght have chosen to place & third column avamst the ongmal two which had
beon selected :

atin fa .~1 c H ......
ot ad Gl g = aDZ S L R R -3 31
et CRK : a
il 652 b stieainid hizo e =
u : i 7o 2 s
, ON
C M T ES T A AT W e, PREERED in LT
T304 RUBJC SGAR RO B D.oGE SELRs
woac'z '\'5""_.1€-FEJJ“""CH & : =% s A =
e |

l ‘by pu\‘.tu:g a column contammg anHorK agamst the ACwhich appearedas a result of the matchmg

of the three C’s. There are a number of H’s from which to choose but the proper H would have
readily proved itself from the kind of syllables which would have resulted when the letters

immediately preceding it appeared in conjunction with those which were already possessed.

Compare two such combinations, one in which the correct H has been plnced against the
AC which it follows a.nd the other an H selected at random.

)._..-'. & o i R y -

N St

ST A e ' 2 8 (1) : ix by (2) - . -
1 daks sur Barewpoan -".J-.-! Hat ] C HL "CHS8 - i e S 0L SR T
) ' DZU DZM Sl
1o !.‘f':;‘l-’i:. :- ;‘L!J i) F“:tu 'c K B. 2 " c.K E " ; "- 3 S
1':*. ;4 LF L-J sGVTEIC :L:;:::'..: .";‘;:,'-NG E --‘ § NCU ‘A .- o ‘ ‘ g
PR W 41; LS o 0 NS T ,0 N A 7 "
) ' ATBEB ATG :
duy delday nadb sl nieal 2 0 A CH. AEH - : = o saila
: i 2GHT - SCHRR g ke My

In the first, the German word ZU has appeared. The second contains in its second line
& combination ‘“DZM" which, unless an error, is impossible in German. A count of the letters
between the C and H in “ACH” in the first gives also 41 which is & factor of the number 123
which was found to separate the other CH's.

e g w2 L
. &y 57

a
i

i o et SR T e P P VT
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and are 41 _lcttcrs

[There is no other conclusion but that the columns aro five in number

in length. The columns are accordingly cut as follows:

LI

=-m
-

... il
n,
- c..

=

~O

-

"z
=M
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o=
K o=
H X
= O

H O
Fe
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N B H L A

AL U T B

S DNTU
K M R AN
"E W NN Z

AXNECH
CIRHT
ECGCINE

F P M A N

YL EN.D
% A R P<U M
e B A A K

N UG D &
F s U U H

a =

L& )

MR

=

Z
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B
g

fey =g

P S KR U

L NNEL
M A B X €
¥ T H ON

E HC S s
0O F O
S E B

B g

R OB DL
S S 4 E N

G ITEHVN
AN ADUY

N O S DE
D NREU

A RIULS
B AT Z Z
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! By fitting the remaining C's with H's whlch nppear in the same honzontal lines the com-
p]etaly reconstructed key -becomes: : - A

P L L LR
P uZONOHMIPZEIAINN N TETN O W Zw
und:ﬁm42ﬁwmn>dmzmzrwuw
NTIHOEHMUOHBREMGCGZZP a5 H™O
cHrcCcmMZEZaORPMOTBEONZC>OHT
HsMZHmwxwmcmdvnHzrchhﬂ
rE R QUOEMYMZTE QRO X Q-
N UMM NN CQGE 2O 20 R
(NN EZMEANGZO NP ZEAT00NN g

GRS OO RN OORHYMG ZD e

The message is now in the original form in which it appeared before encipherment. The
translation reads: “Do not let Reservist Wenzel and Mrs. Margaret Fuhrman Lelea, who
are on board, disembark, but bring them back to Germany Notify Consulate. Conﬁrm
at once to tha Ad.xmrn.lt.y Staff the receipt and carrying out of this wireless message.’

In the case of a double transposition, which is the double epplication of the same columnar
key, it is impossible to attempt to reconstruct the key by the method of fitting together the C’s
with the H’s. The cipher letters in a double transposition are inextricably mixed together in a
way that has led a mathematician to say that the only principle which remains in the order of
the letters after their double encipherment is the fact that there is no principle.

There is but one method of solution. This is accomplished when two or more messages

are to be had of the same length and enciphered by the same key. This is only possible in the
case of two messages of identical length where the number of letters does not exceed 50 in each
message. If the number is more, the solution is only possible with three messages of identical
length. The method of solution is that of writing out the messages of identical length under
each other. The vertical columns which are thus formed are cut up and the messages are then
anasgrammed. :

The principle of anagraming two messages is made p0531ble by reason of the fact that, in
any transposition or rearrangement of letters in messages of equal length enciphered by the same

key, the letters which occupy the same relative positions in each of the clear text messages of




similar length wﬂl pass th:outh identically the same pcrmutatwns when put throngh the process
of encipherment.
The double trnnsposmons wlnch were used by the Germuns in 1918—notably, the Alachi,
Gechi, Omochi, Itochi, all modifications in one unimportant way or another of a double npphcn-
" tion of a smgle transposition kcy—wcre never used in sufficient quantity to make the method of
solutlon by means of anagraming two messages of equul length possible. .
It however happened on more than one occasion in messages sent by some of the smnIIer
stationsin the Black Sea area which made use of the Alachi and Itochi, ete., in communication
with Berlin and Constantmoplo that, instead of making a double apphcatlon of the key in the
encipherment of messages, only a smvle application of the key was employed. Tlus had the eﬂ'ect
of leavmg the message in the form of & simple columnar transposition.
- - Thus, on July 24, two messages were intercepted by our stations—one of them sent by LP
' (Berlm) to COS (Tlﬁls) by way of T\IKJ (Nicolmev) and the other sent to OSM (Constantmople)
" by COS (T).ﬂxs) ' g Ve . _
NKJ v LP 5 e
. .FUER COS ALACHI—266 el
mEHNTI_ XNFMU MAIR

LY
s HEXT agda

AWANM EEDEG

LA TCBz1T :
XDNGR CR1TU ESAUC EPCUT EBOTE TIIQL
7 UNNSET NOEHE ESNEL REGEZ VUIEE INNND
‘:"'-"Euomu ERHSS HXRTO MRINK UEAGT RETGH
"XNSFT FTEBZ USRET XLNPO EEIHF LSOCO
NZENR XNBRG PRINR EHLEO ESFRT UIRUI
AUARE NIEHN EMVBE AWASE GVEOX ILEXN
PLIEM HTSRO ARROE ATGNC DOACR AESKF
-TXASE IHSNR HACER HGGNS.EIEIR D
- 0SM v COS - o SR .
ALACHI-152 | R : ’
RRSCH NSEAT NWENT URZAF LBDLM IEAEE
FAIRL ROMGH NENMF NNSIU ZTDLI ORFAJ
ENFJN IAUBT OETRC AERIS RKRAD FAIIT
LLEUA HBHRS ENGIO VOALT RRJBU IEIGT
2 PFRKET

1STETEN NEWEL 1 TAE

LNITP SGMHB
AT :

The ﬁrst message resisted all efforts at a solution directed along simple pnnc:ples The C's
which were matched for trisl with the H's gave no promising syllables.

In the second message there were 2 C’s and 5 H's.

There was nothing to do but try each against the other. The columns were run tentatively
a distance of two or more letters in either direction from the C.

. ' i e oA

PRI
3 G &2
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comupn ! oo (First set) Oy e g wim et alesthedss (Second set)
.. ., +RORE RARS ., . , ~ EOEEEAESER
e EM.RU RH RG U CUENYT TH TE TS,
Ybwime-S @ 8A SB.SM - . .. ...RG RA RB RM RGC

CH CH CH CH weivt o o0 H CH CH CH CH
-,-.:_‘;_-.,.-_ri; +“"HN-HB HR HB E "2 CAN-AB AR AB AN
fapsuii N E WH NS NA "W« ERE- EH ES EA ES
e SN SR SE ST """ RN RR RE RT RE

In the first set the last pair of columns was ﬁnn.lly chosen from amongst the four. It was
hardly probable that the C would precede the H which immediately followed it in the cipher in
the first group. If this pair of columns was correct the syllables formed as a result of the con-
junction of the letters should suggest parts of German words. ““NA” in the second line below
the CH seemed to offer the best suggestxon “NA” might be the first letters in “NACH".

Since the “NA” was taken from & pair of columns in which one of the two CH’s in the message
had been formed, there was the single alternative of fitting the “NA” in this pair of columns
agm.ust the proper CH combinsation of columns w}nch was to be found somewhere among t.he five
peirs in the second set. ' R A : ) I

The column chosen in the first set, was pla.ced acramst each of the five columns in the
second set in succession, the ‘“NA” being placed each time in the-same horizontal line with
the CH in order to form the word “NACH” The correct palrs should prove themselves by the
appearance of other German words or syllables when once the two pm:s were correctly

fitted. - - i e g - e
‘ Tha first CH i in the second set when pInced agamst the NA in the last column of the first

set gaveno result. -~ . T . D dEn 2T BELAG
L #1E8X8 24 ':. R S . 228 SE2REE ESLAET
T . RG - ; e s w‘:r'-.
TSI, § . SMEO CirtioAl
¢ 2ETATI #2565 TaesCHTIN o sagzu-noeas
“TAREI-TIETE FEEWMBRE o yorens 19ras

TITATYG LR 2 z*?.'.'—' FRACH wa 2542 230 :-";z

EEEATBatae 2 a BPAN, .

The combmatmn “H:BRC:” which appea.red in the line a.bove “NACH” eh.mma.ted tlns
choice. * ,
.-~ The second a.ttempt. appeared much better: e o o

w3l e BB« oy, A marnt i
e . ARG TN T e e 5L iy R
’ - v = ._n _‘--;SHEE ,:. e ooy T
- ‘.CHTU e g Pies & FNisews LS e
HBRA sl
h NACH

STAB
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Another German word "STAB” Imd nppearod in addmou to tho q;,Hablcs “BRA", “CH”
“TU", and “MEE". L
A count was made of the number of letters mhu.h separnted tha “C" from tho “H", the ""H"

from the “T”, and the “T" from the “U” in “CHTU”. This gave 145, 76 and 21 lettcrs respec-
tively. The latter was divisible by 7, the 76 was one short of a soven Iactor and the 145 two
short. The columns were probably 7 letters in length. There were 152 lotters in the mes-
sage which would give 20 columns of 7 letters in length and 2 of 6. This would account for -
the discrepancy of two and one in the count between “C” and “H"” and “T".

~ These deductions were soon afterwards confirmed. The word “STAB” was a word of
frequent occurrence in the signature “GENERAL STAB POLITIK BERLIN o mth which we were
familiar. This enabled us to reconstruct the entire rect.anale -

'udaxzzuunnzmurmloauuu:on
OBERSTLEUTNANTFREIHERR
VDERGOLTZUNDMAJORGRAFJ
OCOLFSMEELTREFFENMITSTAB
ANACHTUNDZWANZIGSTENJU

>3

i "LIINBRAILAEINFAHRENWEIL  °700
___.f -TERNACHTIFLISPUNKTGEVE¢{:;;;;
A23uErr (lRALSTABPOLITIKBERLIN (oo .'."..:-'-'..”ftt.-'_'".“r‘

The cipher was a s:mple columnar t.mnsposzt:on " The messaga read when translated:
“Lieut. Colonel Baron von der Goltz and Major Count Graf Jolfsmeel, with staff, will
arrive in Braila on July 28th they will then continue their j ]ourney to Tiflis. Genersl St.uﬂ'

- Political Section, Berli = , L
. 3 . The key once solved by the reconstructmu of the transposmon in the one “Ala.ch.l" .the
second message should be decipherable by the apphcatlon of the same key. fe

121815 2 9 17 e

col LETEM! Lo 4.8 1 MM M-S 3 W T OWE

. ...  URTERNBAIMRLEDKNELOIHE o Tty

S MW" "AIEHHSRSNEOSLOUSTEDRSA o'~
ST RTBNGFGENEAORAEEXXSASWH - i

i tr iy cEUOPTGTPINDRCECATLNFIHA 3

sinied Trotite o NETIMFRHDEROGRGNNBRCXS .

: . ISEXSTISEGONEATOPLTERE.

c ot e D DATNDENNNXEZZEREOIUITG 3
Wqeerd¥ 1 'HYIFIBRRODAEVSEHEEITOY < S ey
2 taf iy cNCIMEZEHMNTNUKTEENRAME -

EEQUIUHANGGRIFGEIHUWRO 5 e
MPLMRSLCERNXETHSHTIAIX B
VCNADREEROCNEXXNFSANNI

BU

This operation was now repeated. The message was written under the same series of
numbers, reading from the first horizontal line of the first transposition and writing the letters
in succession vertically down the columns in numerical order from 1 to 22.

6353—13—3
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i e Tasis
0y ALZE0N%e _saiaw

o'l ¢ wn NSOBALDEINRICHTUNGVONQ

12
LI CABEY i3 4.8 1 B U 3N BT OW0EBIBI Y , "

' . _ZUFUENFVIEREINSXANHEER -  “.-.
Rt v ESGRXEICHHORNXISTGEDRA
eyt i H TETXABNAHMEDESANGEK O3 o W B
NI e A W Y  ENENTRANSPORTESDRINGE
=300 ‘Wil G i LY . -

"r'.:"_N_DERFORD_ER'L‘ICHX‘HEITERE
" TRANSPORTSMUESSENFOLGE

o yxadricn GtrUARANTAENESTATIONENINU
. KERAINEERFOLGTISTIICHBI
:TTEEIRYORSCHLAEG.EHIERU
EBERBESCHLEUNIGTZUMACH
ENXLUDENDORFFXOPZWEIXA
"-.huc i g oS B ‘-.,,-,;a;,::;
"ZU FUENF VIER EINS.. .AN HE.'EIRES GR. EICHHORN IST GEDRAHTET
ABNAHME DES ANGEKOMMENEN TRANSPORTES DRINGEND ERFORDERLICH. WEITERE

- TRANSPORTS MUESSEN FOLGEN SOBALD EINRICHTUNG VON QUARANTAENE

STATIONEN IN UKRAINE ERFOLGT IST. ICH BITTE MIR VORSCHLAEGE HIERUEBER
BESCHLEUNIGT ZU MACHEN LUDENDORFF 0 P ZWEL ANG "

“* ‘VWhen translated: B oo ¥ b Lt e wed tr el B -
<4 Referring to no. 541. - Army Group Elchhom has 'been adnsed by wire tha.t tha unloadmg
of the transport which has arrived is urgently necessary. Further transports must follow
‘as soon as arrangement of quarantine stations in Ukraine is made. Please expedxte sugg&stmns-
to me in regard to this. Ludendorfi. O P 2 ANG.” '
The “Alachi” wes & double transpos;tlon Every deductlon whlch had been made had
proved correct.
Until the day of the a.nmstlca a.nd for some few days afterwards tha “Alachi” double
transposition cipher continued to pass between Berlin and the East. Although it was never

- possible to anagram any two messages since no messages were ever found identicel in length,

yet on more than this one occasion after having solved the key from a single operation of the
transposition, it was possible to read all other messages for the same dey without further
experimentation by the mere double application of the solved key.

It was never the Berlin operator who was guilty of this error, but always the encipherer
from one of the numerous smaller stations at Poti, Nicolaiev, Constantinople, or Sebastopol -

~ located in the area of the Black Sea.

The encipherer at Constantinople was probably m(hﬁ'erent enough to consider that a
single transposition was suﬁiment for secl.nty

N e s, e T T T T
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III. THE ADFGVX CIPHER (WESTERN FRONT)

« 1 .This cipher which combined the use of transposition and substitution methods, was probably
one of the most intricate and most widely used systems of cipher ever employed by the Germans
in the course of their military operations from 1914 to 1918. The system first sprang into use
on March 1, 1918, 3 weeks before the initial spring drive of the Germans. Its appearance was
almost coincident with that of a number of new codes and ciphers such as the Trinumeral
Code, which suddenly came into existence at this time. At first, only 5 letters were used in
this cipher A, D, F, G, and X. These letters formed the radicals of & square which contained
the letters of the alphabet with J omitted. Twenty-five 2-letter combinations wero possible
with these 5 letters. The digraphs thus formed such as AA, AD, AF, AG, AX, ctc., were substitu-
tions for'the various letters of the alphabet. After the substitution had been effected, the letters
were then subjected to a simple columnar transposition. The keys were found to change daily.

The number of messages which were intercepted in the cipher varied from 25 a day upon
the inception of the system to &s great a number gs 148 during the last days of May.

+'The first solution df a key in this cipher was made by Capt George Peinvin of t.he French

' Clpher Bureau on April 6 and was the key for messages of the 1st of April.

:The cipher continued to be extensively used as late as the last offensive operations of the

; _Germans in June. From that time until the conclusion of the armistice, the volume of messages

diminished very considerably. Although only 16 keys covering a period of 10 days were ever

-solved the proportion of the messages which were deciphered by means of these keys was about

60 percent of the total number of messages which were ever received. This was true because
of the fact that the keys which were solved were t.hose for days on v,luch the greatest. number
of messages were received. . £
" _The cipher was used by the Germans in t.heu' commumcahons between h.\gher headquarters
prmcxpnlly, between the headquerters of divisions and army corps.

" Much valuable information was contained in these ciphers. On one occasion, the solution
of a key was accomplished so rapidly by the French that it was possible for an important
movement which the Germans had given notice of in an order enciphered by this system, to
be completely frustrated.

On June 1, the additional letter “V’’ was added to the other five. By the use of this addi-
tional radical, a total of 6, ADFGVX, a rectangle 6 by 6 was substituted for the 5 by 5 square
which perrmtted the add.lt.lonnl substitution of the numbers 0 to 9 and the letter J which had
previously been omitted from the square. o

On account of the fact that this cipher was used principally by army corps in the com-
munication of orders and directions for an advance, it became possible to forecast the approx-
imate time of some of the later German offensives of the spring and summer of 1918 from an
activity chart of the cipher. Several days prior to an operation the volume of messages which
were intercepted always increased noticeably above the normal.

e y——
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IV. THE ADFGVX CIPHLR (EASTERN FRONT)

i In the month of July 1918, this cipher, which had formerly been used exclusively on the
Western Front, began to be employed for the first time by Berlin in communication with the
German occupled territories of Russia, the station OSM (Constantmople) and the Germean
controlled Black Sea ports, Sebnstopol Nicolaiev, Poti, and other stations in the vicinity of the
region. The only difference in the sxmlla.nty of this cipher with that which was used on they -
Western Front was the preamble of the messages. Those which were sent to the eastern theater
of war were distinguished by the prefatory word “RICHI” from the westem ADFGVX mes-
aages, which were prefaced by “CHI.”

* The keys of the western ADFGVX messages changed dr.uly, those of the eastern, the RICHI
messa.ges, bad a life at first of 2 days and beginning September 1, they commenced to run in
3-day cycles. A total of 17 keys, covering a total of 44 days was aolved in this clpher from its
beginning in July to the end of November.

The first few messages which were solved, in August, oonta.med mforma.tlon that was of
Little value. THat is often the sarprise which a cipher holds in store. Ciphers which prove a
puzzle for weeks and months oftentimes when solved contain nothing more than a barren sum-
mary of statistics of station call signs or reports of wireless traffic. One of the most important
messages which was solved by the cipher section was enciphered by simple substitution mnrthods.
27 From the time of the debacle of Bulgaria and Turkey, until a few weeks after the conclusion
of the armistice, the content of the solved messages increased in importance. On November 2,
the key for November 2 and 3 was successfully solved within a period of an hour and a half by
the method which similar endings in two messages makes possible, and which is described in one
of the enclosed notes. A message in 13 parts which was deciphered by means of this key
contained the entire plans by which General Mackensen proposed to retreat from Rumania.
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. V. MISCELLANEOUS NOTES

The following notes on the solution of the ADFGVX and other ciphers are appended:
1. Known solutions for the ADFGVX cipher.
. Note on “RICHI” ADFGVX Cipher: Messages for tha month of September.
. Note on “RICHI” ADFGVX Cipher: The  gxnct factor’ method of solution.
. Note on “RICHI” ADFGVX Cipher: Solution of key of October 2§, 29, 30, 31.
. Note on “RICHI” ADFGVX Cipher: Solution of key of November 1, 2, 3.
Special note on “RICHI"” ADFGVX Cipher.
. Note by First Lt. H. C. Sk.mner, M. I .D.: “Reconstruct.zon of an incomplete ADFGVYX
message.”’
8. Note on ADFGVX C‘lpher W estern Front) Solutlon of kejr of October 8.
9. Special report on the double transpomnon cipher.
~10. Special report on ciphers.
.11, Translation of a captured German document: “‘Instructions for Grill Ciphers.”
'12. Note by First Lt. William F. Friedman, M.I.D.: “A mechanical method for determining
the key for the transposition in ADFGVX Ciphers, given two messages with similar endings.”

dpo-.hww

- 1. ENOWN SOLUTIONS FOR THE ADFGVX CIPHER Rt

(A) EOLUTION BY SIMILAR BEGINNINGS

The ﬁ.rst step in this solutlon is to identify the numbar of columns employed in the tmns-

position by the comparison of two messages whose text beo'ms the same and rups so over two
or more lines of transposition.

To understand how this is done, let us study ﬁrst two specimen messages whose bemnnmgs
are the same and which have been enciphered and transposed without however datroymg the
identity w]:uch ongmaily characterized them.

g “No.1. "150 TAUSEND R PATRONEN MOEGLICHT GEGUERTET" '
£ No. 2. "150 TAUSEND S PATRONEN EMPFANGEN" _ 5
Effectmg the c1pher subsmtutlon accordmg to the f(:ullovv'x.r.v7 key: A o

_—:;:~'_:;::.‘-:_= ;:-'3'5". eniiatl " ‘A DF GV

oO|»la(X"|X;| N
dirsSim|ojo
H|W || N[ R
bl |o| ke
QlomM|R|N|=
o | W | < |0z

MK e 0 "YU

3
i) e
:

B T T




and the following trensposition, the messages are written out thus:
g @ -,-.,-l'ﬂ‘l—l& S.IOfISTD-'ISiGHSUIGIJ . e "_.'}'.
" "No.l, XXADGAXGVAGDGGGVAX :
.wﬁg%-AdDGFADGVXVAxGFADD
Jaslrialt A XGVAXDFDDGVXDVDXF . . S
AE A R XVDAXGDGXDGVXDGDGV - u_akWilal o
Nt TR AR GEVECDE s A i T

:ramhwnhz'xxancnxcvacncccvax

T AGDGGGDGVXVAXGFADD
AXGVAXGVDFVXFDVAAX AP 4
XDGVAX q__fHJj;f;;

It will be notwed that as they stand the ﬁmt all but two letters of the second honzoutal
lines and a part of the third are identical in the two messages )
* -Beginning with column 1 and reading down the successive columns in numencal order the
messages are then commumca.ted as follows i R

. 12.H 40 — DJL v DFM — CHI-82 A SR T ' -
. VADDG GDDGF AXGXD DDXXA AXFAD.XGVVD
. .. XDADG DXAXD DGAAX GVXGX VAGFV GXDFV .
3'3GVGGG GFGGDAVVGX XXDEY LG :

( Y312 H 40 - DIL v DFM - CHIZ60 ° f’__ﬁ]fﬂ;j'ﬂf"ff“fﬂ;\m
W VAAGG DGGAA XDGXA AXADA VVDAD GGAXF
, - AcxxxcxncpvxnxcyvccvnAxcxpncvv

— BT

They are now in the form in whxch intercepted.

It will be noticed that in these messages the first two letters VA are identical. Now the
first message (CHI-82) is longer by 22 than the second (CHI-60). Then we shall look for a
longer interval in the first separating the letters which are the same as those in the second.
Suppose we divide the two messages roughly by 20, as the columnar transposition usually em-
ployed runs between 16-21. In that case if we count four in the first message we find GGD and
if we count three in the second we also find GGD. To check this let us see if t.he letter preceding
GGD is identical in the two messages. It is not. Thei'efore, we take for the poinf. of division
VADD—GGD, etc., in the one message and VAA-GGD, etc., in the other.

Contmmnv from the pomts of division, we count four as before in the first message and find
GFA, and counting three in the second message we find GGA. Here the second letteris not the
same in both cases but the first is identical and so also the third. e are safe in assuming then
that the second letter in one case may be an error and that we have again three letters which are
identical. However, 2 new difficulty confronts us. The letter preceding GFA and GGA is in
both cases D. Are we to include this in the series with GFA and GGA?

" One of two courses is open to us. Either we can count 2 multiple of our factor 4 in the one
message and a multiple of 3 in the other and leave this doubtful division for the present, or we can
begin from the ends of the messages and work backwards. '

Suppose for the moment we choose the latter course. Counting backwards four in the first
i message, we reach GV, and in the second, GV. But we are confronted here again with the diffi-
. i culty we have just left. ‘There is another letter D which precedes GV in both messages. Are we

T TR e AT LT T T -r-s rr— R
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to include it or not? Since we are unablo then to overcome our difficulties here as before, lot us

- choose the alternative method as outlined above and instead of counting four from the end in
. the first message, we shall count eight, and instead of three in the second, six. ‘This count gives

us in the first message XXX, etc., and in the second XFD, etc. Again in both cases a G precedes
the X.  Shall we include it? First let us multiply our count and count for the sake of further

“check, 12 in the first message and 9 in the second. We have AVV, etc., in the first message and

AXG in the second. Again the letter D preceding is common to both. Let us include this D -
then in our division and we have DAV, etc., and DAX, etc. Counting four forward from DAVV,

- we strike the next division at GXXX and in the second message after counting three our division

corresponding GXF. Again counting forward four in the first message we strike the next division
between X and D in the one message and F and D in the other. There remnin at the end of the

" first message, 5 letters and at the end of the second 4.

We are enabled now, therefore, to conclude that the columns of the ﬁrst. mossage are of 4
and 5 letters in length and the second of 3 and 4 letters. - -
We return now to the bevmnmg of the message and we have no hesitation in makmg our
divisions
CHI-82. |[VADD [GGDD IG F A etc.

CHI-60. [WAA [GGD G Aetc.

~ gince we know now that the third division cannot include & D, as that would restrict the second

division of the second message to two letters and that is manifestly impossible since the col-
umns have been proven to be 4 and 5 letters in length in the one message and 3 and 4 in the other.
We now have the masa.ges dnuded thus:

Gre TS pRlRRigiE
NADDIE GDD[GF Axcgn DDXXA AXFAD XGNVD
XDADG DXAXD DGAAX GVXGX VAGFV GKDFV

. BYGEE GFGGD AVV[EX XXDGV AG . ., . ..

el

cm_sO - = . -. 0T oo The T .- oy - Cl Caf N o .';~'l 7
‘WAAGG DGGAA XDGXA AXADA VVDAD GGUAXF
"BMGXXK GXD|GF VXKDX[E VVEGGV DAX[EX FDGVV

Havmg completed our divisions along these lines, we now write the messages in vert.lcal
columns, begmmncv a new column mth each new division.

2 3 lcwsnmunnuuunn
" CHI-82. VGGXXAVAAAXGXGGDGD

GDXXYFGFVXY : -
XDDGVGVGGVIXA gt
XGVA G G e ]

o M
[l

FXXVXVVXIFY
'x.D;‘: ,l :?-.
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*Some of these columns are found to be longer than others; these are columns which will
take positions to the left.  The long columns which are common to the two messages will fall to
t.he extremo left, followed by the remaining long columns. :

It will be noticed that in both set-ups all of the letters of the ﬁrst hne are 1dent1ca1 ell but.
2 of the second and 9 of the third. The two in the second which are not the same may be ac-
cepted es telegraphic errors. The nine letters of the third line which are identical and which

are not in the long columns will be placed natum]ly on tha left a.nd wﬂl take precedence af ter t.ha
long columns have been placed. :

- The steps then would be as follows: s . =

(1) The placing of the long wlumns common to both messages 3—-5—8—10——-11——-18 on
the extrerne left.

_ (2) The placing of the long columns remammg, 4—7—9—15 after thm

" (3) Following these the columns® 2—12. ': -~ idnen e &7
(4) After these the remaining mx, 1—6—13—14—16—17 -"r'.-:- goovant & b
Thooolumnawﬂlthenst.and - ] B Bomrreneeet witiu wag i wid Rz
= 41 93 28 38 AU mari iwih
XVAG GG VAXGDG
DYXG GF ADDVAX
DDDF DV DXFGVX A
DXDG DG DGVGVX : :
XDGG S e 2 T
XYaE ed gaxGpg T
DYXG GF ADDVAX
1Y EDFY DY ALAXIVIF “iodi iy
¥R LD YKXTEGXDY " ak B Y i B

I L S A

We are reasonably certain that these columns will be found to fall within the limits indicated.
Having completed, then, the determination of the number of columns and their relative
positions our next task is to ascertain their exact positions by a study of digraphic frequencies.
Begmmno with the left hand group column 3 is selected and placed sgainst 5, 8, 10,

., 11, 18 in turn and frequencies made of the digraphs in the vertical column. For this purpose

all _messeges which factor evenly for 18 and also those which run 4X18+410 as the CHI-82
and 31846 as the CHI-60 are selected.

Having made these frequencies we next choose a- colu.mn from the series 4—7—9—15
and match it with the three others and meke frequencies of the digraphs resulting.

We have now to match each of these three frequencies with the five previously made in

~ the series 3—5—8—10—11—18. Having found two pairs whose frequencies compare favorably

we assume these as correctly matched and with these as a basis for our frequency the operation
is repeated for each of the other columns until all have been successfully paired.

Having paired all columns the next step is to place the pairs in their proper position.
For this purpose messages which factor 2 over 18 are selected and are put up in turn with each
of the three pairs (3-5, 8-10, 11-18, assuming that these are the proper pairs) plo,ccd successively
on the left. Suppose for instance that when the pair 3—5 is placed as the first pair on the left
the frequency of the digraphs in the messages in which it is thus placed, gives us a frequency
which compares most favorably with our original table of frequency.

1 Reference to the known key will show that this is not correct. The letters D and V which are common

to these two columns in both messages arc not part of the identical beginnings and hence may be accidental
repetitions.—Editor’s Note.
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This pair is then assumed as correctly placed and Lhc opcrutlon is repcutul with messages
which factor 4 over 18.

A somewhat less accurate method in case therc are no messages of this deseription to be
found, is to attempt to place tho columns with roference to the pair representing H which |
would most usuelly follow the pair representing C. This method however is best adapted to

‘use when one or more pairs have been corrcct! placed.

e - . e em

B BOLUTION BY “EXAcCT FA.CTOI!" MLTHOD

This solution depends, not upon two messages whose be«mmnns are identical but upon
finding enough messages which factor precisely for the nuinber of columns employed.

For instance, on June 3, the key of which was determined by this method there were
11 messages found which factorcd for 18. The number of columns was then assumed to be 18
and hnvmg made frequencies of these columns and compared thcm amongst- thcm:chca this
supposition was confirmed.

Work from this point proceeded along the lines md.lcnted in solution A. Further de-
tails will be found on pages 26 to 29 below.

:"T':f_ "c: "sourrrov BY SIMILAR ENDINGS
It will be convenient to descnhe tlns method by quotmﬂ' from a rcport. rendered by the
w iter on August 13, 1918. '

ReporttoMa;or Moorman - : X 7, A AUGUST 15, 1K
In accordance with instructions I procceded ﬁrst to P.ms “here I acquainted Cnphun
Painvin with what I had done on the ADFGVX. We talked over in detail the result of my
solution and he suggested that in the final placing of pairs in position it would be convenient
to determine their position after the position of the first pair had been determined by tables

“of suffixes which would show up any CH combination. He seemed very much interested in

what I had written him of the apparent weekly rotation in the length of the transposition key,
and in the face of the three comcxdences of keys falling at mtervuls of 7 days, was inclined to

: accept it.

Since June 1, Captain Painvin has developed two new solutions of the cipher, one of
which, however, is 2 combination of his old solution of “cutting” similar beginnings with his
latest method. = W

The following two messages were sent on June 1 by the same station:

(1) + 14 ID XX OBERBEFEHLSHABER KOMMT NICHT NACH SELENS 7 A K" _
Tra.nsla._tiox_l: “14th Infantry Division: Commander-in-Chief is not coming to Selens. 7 A K”

(2)  "211 ID XX OBERBEFEHLSHABER KOMMT NICHT NACH SELENS 7 A K"
Translation: “211th Infantry Division: Commander-in-Chief is not coming to Selens. 7 A K”
'~ NEUFCHATEL. ' . R
7H9—DAXVGGI—0005-CH1106 o

IGAFFAI [FVAAG[IAVF‘GXID(VF‘XDID(XXAA]NXVDX
F ADFD FI/AXAD DIGGAX X XGXV G DFXV AKXGFYV

__II.AXFG Xl FXYDb AIRADXX X||DAXA_] [GAXVJEDGG
(a)
_IIFGGG F DAAX DI EKAGCX H
. 63633—35—4
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L ~_ CHALONS
"‘7H41mvccx-ooss—cal 108
EGAXX DXXAA AXADDIWAGXF DAXAA XDAAX
,_]lyxvn XFlXGF VA KGX VG [FVA AG IFGG GF||IGAF
FAMADX XX IGAX VA FXV DAVID ccxlmn F‘DFI[DF

xvm[xv FXD AV ch[le chl
(2)

lﬂ?l 21 12 ¢ 8

[ ] lT'-!IlIDl.'tOIJl 19 3 11 20 18
' W . YVDAXGFFXAGAGXXXAFADDF
vitivits y ADXAVXGDGXAAGVXGVFAD
e " YXFXXAVXXAFFGFFAGFXAG
e i ~DADAVADVXXGFXVXDGGVXG
XAFAAGAGXXXAFADDFXADX
4 btz d v s 3P B s i 4 ol 1R e {
XVVDVDGFFXAGAGVXXAFAD Y
DEXADXAVYECDCEXAACYIEYP
orft wf fstbasr A DVXFXXAVXXAFFGFFAGFX
m AGDADAVADVXXGFXVXDGGV A
AL T Y B X AF AACGACGXXIAFADDFE XA
giss s hetplannu DX F E R F Y R T QR T e
» o -It will be noticed that when the messages have been set up and transposed we may expect
4 to ha.va two messages which are practically identical but whose identities we shall have to

looL for in different parts of the two messages.

.. If we take the tiwo messages as they are intercepted and take the last 5 letters of message
(2), AXFCX, this same series is found in the body of message (1). Marking off this part
we take the 5 letters preceding AXFGX in (2) and identify and mark off these same 5 letters
in (1), AVFGX. Continuing this we soon have all the positions identified in the 2 messages

with the exception of 2 letters, the 2 letters in the messdge of 108 letters which are in excess
of 106. -

(l)CHI—lOG - BL IS LR il R _
GAFFA FVYAAG gvpcx;xvr‘xn XXXAA VXVDX
“"FADFD FAXAD DGGAX XXGXV GDFXV AXGFV
AIAXFG X]FXVD-AADXX XDAXA AGAXV AFDGG
() g : ' st o 2N BN
.._XFGGG FDAax,DXAGxF
" @ cHI - 108 oL &
GGAXX DXXAA AXADD VYVAGXPF DAXAA XDAAZX
DYXVYD XFXGF VAXGX YGFYA AGFGGC GFGAF
FAADX XXGAX VAFXV DAVFD GGXV.D FDFDF

',-xvaxv Fxn[av re¥ AX chl L e DO
L "2y . W) " ('J H . il ol

— T . TR S T - — tap




ik

21

-~ ‘Writing these messages then, as follows:

1 2 3 4 7 8 9 1011 12 13 14

18 19 20 21

s [ 15 18 17

(DGFAXX V AAGXDXAF A D GFFDX

)  AVVVX X DXGGFGXX D A ADGAA

i st . PAPFE ¥V FPAAZXPFY X X XCC ARG
tt i . FAGEAE D DDEVYVYED X A VEBXX
,AGXDA X FDXGAAXA X A AXFDF

S Sl Safly s

.(2)GDAVD(X]VXXFFGAG F (V) VDXAA
roshml .t GXXAA D XGGYGADA X F DFYVX
A R E G S YEFXAGREXXE Y D PEXFFRY
;o XADXA A DVVAGFXV D G DVXGG
.;"‘.“"_,'—‘”"““—IADFA'X XAGGFAXA A G FADXX
B e e e et e R Nz '

we find that in (1), column 6, as the only long column, fixes itself on the extreme left. Hence
this disposes of the extra X between columns 5 and 6, as 6 must be a long column in (2) also
and therefore will be included in column 6. The extra V between column 15-16 must re-
main unsettled as yet, as there is nothing to indicate whether it belongs with 15 or 16.

--- Rearranging our columns therefore we shall have column 6 on the extreme left.

Now, before proceeding further we should speculate as to what sort of phenomena we
have to deal with. For one thing it will be observed that there are five columns whose initial
letters do not agree. 5, 7, 18, 20, 21 in (1), and 2, 4, 6, 16, 17 in (2).

+  Assuming that one of these is a telegraphic error, what we have is probably 2 dlwraphs
which represent an address, and 2 identical messages have been sent to 2 different stations with
the difference of only 2 letters in the address.

Aligning the column 6 on the left therefore we shall have to choose for the next column
from either columns 7 and 15 or 16 and following this from amongst those columns whose
mJtlal letters are not in sgreement.

Now since the messages will end the same, and as (1) ends with F, column 7, as it ends
w1th F, must be placed the third from the left in (2). We have then only to dctermmc whether
15 or 16 is a long column to decide which column falls between 6 and 7. If 15 is chosen we
should have the digraph VF ending message (2). Since F in (1) is on the extreme left, the V
which should accompany it in case this supposition is correct, should be found and placed on
the extreme right. But there is nowhere in the fifth horizontal line of (1) a V. Hence we must
accept 16 as the long column which falls between 6-7 and which gives us an XF as ending mes-
sage (2). An X is sought for in the fifth horizontal line of (1) to complete the similar digraph
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XFin (2). As there are several we return to .(2) and find that reading vertically upwards we

G
have Glin column 16 in (2). Thus: T s
x,- ® E “ £ .". =Y
5 8 kD8 S A2 ZEELNE e WEERT \
e - - ’
1)1 ¥
X !
v
D
X
@Ix|v]V
D|F|X
‘:.l-Tr]; A .D v :
s | A [(6)] D.
G X |
sw ) D (X)) F . Beog -
.‘.f a2 '.G'-.-‘ PCL T | ..---D .;_..-- 3 e -. _. G = % Lo — .‘, . ..,' ..\..7__‘ : Z
z:.;.As{Glunites with {X in (2) so also ought a{Gjto be found in one of the columns in (1)
e. S% b o S T | o FRR A P . : : = gt

D
whlch when placed on the ext.reme n,,ht. mll unite a.lso th.h[ lm (1).

Boo W BRLNGEN w il srie=t=les mad Vel

__-.::_ . 'This is found in column 18 and thi.% column is placed on the extreme right and the process
repeated until all the columns thus fall correctly into place. (For another example of this

'method see “Note on ‘Richi’ ADFGVX cipher: Solution of October 28, 29, 30, 317, p. 29.)

:While working with Captain Painvin he gave me access to the volummous qua.nt.zty of
c.lpher notes which he has accumulated since 1914. I interested myself principally in double
transposition as this is the method frequently- employed by the Germans between Berh.n and
Consttmtmople, the East and Russia. _

.- From Paris I proceeded to London where I reported to CoIoneI Slocum and put myself
in" touch with Major Hay. He immediately put me in the hands of Captain Brooke-Hunt,
who has been working at ciphers in the East for 2 years and who has recently come to London.
I found him working on the ADFGVX messages, particularly those which pass between Berlin
and Constantinople. * He was also working on the von Eress double transposition messages, so
many of which have been received here recently. In the case of & double transposition the
only possible method of solution is to find two or more messages which are equal in length and,
writing them under each other, attempt to anagram them. For example, if after writing

oy +——r e — - e r—
A T - - Tt T e P g N L Okt :
el o - 2pac- S i .




* we should look for a column with an H and ax N or R tc form two digraphs. &
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two messages, one under the olher we found on cuttmg them into columns, 8 colurnn s
" follows: i T ,
N L D vipe ager a2 g ¢ ‘;":'a_'l‘ Fae 1 ppep W L sl

oo wiripee D nligainwen B e R S saET R REC 6 Tern 808 1 5y

e 45 08 18 H - avtn S el e Tl st sl el
: : "EN R T 8 ik 7 i R r.-::v ]

Such a method as this is of course greatly simplified thh the adxhtnon of more mo:sa"cq

. Having anagrammed the messages the method employed may then be reconstructed. °

. ."'The double transposition is effected by transposing a message nccordmg to a simple trans-
posmon key.

Amessa.ge ‘ oroE AR R TR PN L .-i:t.-‘. ity T ‘.' '

. “Forty-sixth Infantry Division: Objectwe for tomorrow \Ionl.lgny iy
would be written out zccordmg to the key. o TN JEOi .
- 7 g s e ane _.¢ 18 23370 e 10 -_ ; Y ) e
g Z..'"',f'. + - . “ 1-::-‘ Finlk .': % F 0 R T Y S I x T H x : " W Flha *realiy -.-’_‘ v

INFANTRYDIV

TR *ISTONXOBJIEC - - Fatuwd I30W
T e R e EEFORTORG | CoUAY R VEELLm
e s dien el R ROYRONTION P e S
o Bt g O 4 Sl o Tt ¥ 13 YXXO0OSKX s it s Toned ey, _:_:u{

The dummy letters or signature OSM will now be added‘ and the message trnnsposcd as
follows, accordmg to the same key: =~ . o ane o e

ol el e WA FII B TEBI S Sl il

) el ON:SIRIrTAOEW "'___".,"."_J
FEAR b S B & F E T 1 5+ 1 SRR T

Sy upspaeiat AT IRYRPFITOXETE - R RS P RS

e Sl et £ 3 2 T B E F 3 £ 3BTRS

I ’_- . - OMH IEMGXVCO ,.; o Towed :'..-.‘-‘- -:":i'f'.'-'

> 2 it NTDJOI _ s ed B L

readmg down the columns 1—11 in order and writing out honzont.ally

- The message would now be sent NYYTM TINFR etc. :

In solving, the process is reversed. After anagramming and having discovered t.he dumm\.
letters we are enabled to determine by the position of the dummy letter in the text after some
experimentation the position of the columns under which they fall and whether long or short
columns. Having determined this we have the letters in the columns fixed in both transposi-
tions, and by & process of trying and fitting the whole system is built up.

! The writer was certainly in error in regard to when the dummy letters were added, if such addition took
place. A memorandum by Capt. Brooke-Hunt (referred to on p. 22) shows that the dummy letter (or letters)
were added to the end of the second transposition rectangle. This makes a very important difference. However,
the dauble transposition ciphers solved during the time of A. E. F. participation in the World War failed to
contain any cases in which dummy letters were added, cither at the end of the first or the sccond transp-umtlon

rectangle. See also, in this connechon the quoted statement on p. 47.—W. F. F. S -
L IRt o e e T T e - ——Tra e St e e
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I have also discovered while in London that a cipher intercepted some time ago by us passing
between the Turkish Embassies in Berlin and Madrid was enciphered in Turkish and not in
French as we had supposed. The British have a cipher man who is gequainted with Turkish
and I suggest that any such messages mtcrccpted here should be turned over to them as we lmve
at present no one with a knowledgze of Turkish in our office.

Captain Brooke-Hunt was attempting his solution of ADFGVX nlonn- the lines ﬁrst laid
down by Captain Painvin: That of finding two identical beginnings and fmlmg that, along the
lines by which I arrived at a solution, of looking for this id‘entity within the body of the messages,
having once determined the length of transposition. Since leaving London we have received a
solution from him which indicates from the contents of the messages solved that his solutmn was
accomplished along these lines.

"~ Captain Painvin and Captain BrooLe-Hunt both agreed t.hat as yet no general mcthod had
been evolved and that solution must depend es it has in the past upon constant study and experi-
mentation with new ideas and methods.!

‘From Major'Hay I learned that work was contmumb on the FLG in his office and that his
study has revealed three FLG codes instead of the original nssumptlon of one. Solution of the
whole is dependent upon the arrival of certain maps which will give the names of towns and geo-
graphical points already located. Mn]or Hay e'qzects to be eble to send us these solutions

“shortly.

While in London I arranged to have a copy of all cxpher Leys solved there forwarded to us

_--and promised in return that we should send them any solutions we made.

At British G.H.Q., I found that very little cipher work was done there, as they depended
more or less upon their office in London for this. The men who had been working on c:pher
was absent but I spent my time instructing the man to whom they had nsswned this worL in
what I knew, particularly of ADFGVX. :
"~ The British acknowledge that they have had dlfﬁculty with the German 3-Ietter codes,
both on account of the increasing complexity of the German code methods and also from the
small quantity of text received. There was one code “lnch was, however, proceeding very"
satisfactorily.

I learned of several matters in connection with their hand]mg of codes which I shall briefly
outline and to illustrate which I submit three memoranda given me by them.

1. This is the form in which information obtained from decoded messages is submitted to
the proper authorities. ‘This form, for example, excludes practice messages or other information
which can be of interest to no one but the parties to whom the messages are addressed.

2. This is 2 map issued daily, showing in & visualized form the position of stations in divisions
in the region which & particular code may include and indicates also stations which have becn in
communication with one another.

3. Captain Hitchins informed me that he had found that it was imperative that a check be
kept upon the work of solution done at the armies. Each day each army sends to him a form such
as this containing all solutions made and any suggestions as to other possible values. These are
then checked up by the men in charge of the codes affected. While at G.H.Q., I visited the
Second and Fifth British Armies with one of Captain Hitchins’ officers who wished to correct the
careless work which these forms were brmgmn- to licht.

. While at British G.H.Q., a message in the KRUSA Code was received in blocks of five letters,
sent as such obviously to resemble cipher. Such practice may be looked for in our own work.

"It isa strange and interesting fact that no general solution for this cipher aystem was evolved by the
cryptanalytic services of any of the Allies during the World War, despite almost a full year’s concentrated atudy
8ee 8. I. 8. Technical Paper A General Solution for the ADFGVX Cipher System.—W. F. F.
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Returning-to Paris I found that in my absence Captain Painvin had solved one of the mes-

sages passing between Eichhorn and Berlin and also one from von Kress, the latter a simple
transposition. This was the only message, however, which yielded to a simple transposition
and that this was not their general practice is indicuted in the decipherment of one of thc
ADFGVX messages sent to Tiflis which reads:
R 7 c1pher mothod prepared by General von Kress was solved here at once. Tts further
use by OP is forbidden. ALACHI method, is only to be used in cases which employ the ‘divid-
ing system’ (in ciphers). For other cases, the new ITOCHI method, with dividing system, has
been on the way to Kress since July 18. New instructions regarding double transposition are
shown.—Wireless Section, General Staff.” (Berlin.)

8 Mo bl conbll e Bt i s.ds Fa 2. NOTE ON *“RICHI” ADFGVX CIPHER
sbs glive '1_. : (Employed between Berlin and the Black Sea area)

MESSAGES FOR THE MONTH OF SEPTEMBER

‘A st.udy of the RICHI messages for the month of September indicates the follo\nnr' facts:

(a) The same key was employed for a period of 3 successive days beginning Soptcmber 12
a.nd 3, and the keys ran in cycles of three throughout the month: 4, 5, 6; 7, 8, 9; 10, 11, 12;
13,14,15; 16,17,18; 19, 20, 21; 22,23, 24; 25, 26, 27; 28, 29, 30—a total of 10 keys for the month.
. (b) A study of messages previously solved indicates that the length of the transposition key
mey be determined by excluding all numbers between 15-22, mclusn e, for which messuges sent
by LP may be factored (LP has never been known to send 2 filled-up rectangle), and bulutmg
from those numbers which remain the number for which the majority of messages sert by NICJ
may be factored. (NKJ in contradistinction to LP makes a practice of filling up the rectangle
when the enciphered message falls 2, 3, or 4 digraphs short of the end.) '

(¢) Previous study of the messages for September 13, 14, 15 had indicated that the length of
transposition key was 22 and also that the key for the series of September 10, 11, 12 was 21.
Work has also shown that the transposition key for September 19, 20, 21 is 22. We havo here,
therefore, & recurrence of the transposition key, 22 separated by a space of 3 dn.} 3, .,eptember
16, 17, 18. This would indicate the use of two trampo:uhon lengths 21 and rccurnng alter-
nately over a 3-day period.

If t.he m&ssages of LP a.nd NKJ are checked it will be fou.nd 1f the seriesis nrrnnged as fOlIOWS

- AT 350 i 1 X 16
23’}22 1‘;}21
21 }"2

QO‘I&

7
8}22 }21
9
10 25
1;}21 25}22
1 27
13

_ 1;}22 29}21
1
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TR T e b L e T




26

that in not one of these series in which the transpesition Iength is assumed has LP 'made use of
an exact rectangle of that length, and further, that so far as the material at hand is concerned,
the majority of the messages of NEJ which Iuctor on those days mdxcates the fnctor wluch we
have assumed.
Enough material is not yet at. hand to postulate any theones of tha pracmce for October
but so far it would seem that the key continues.to run for a period of 3 days, October 1, 2, and 3,
. and that it is likely that two different factors have been substxtuted for 21 :Lnd 22
.. OcrosEr 6, 1918. , -
sl wek pisienmie % Aian & B NOTE OF “RICHI" ADFGVX CIPHER
BT .. THE “EXACT FACTOR" METHOD OF SOLUTION

In partial confirmation of our note of October 6 (see previous note), the key for September
19, 20, 21 has been solved and the supposition established that the key was not only the same
- for the 3 days, but that the lcngth of the transposition was 22.

The method employed in solution was the same as the one with whlch we succeeded in
sqlvmg the Western Front ADFGVX meéssages of June 3.
-~ ¢+ A count of the letters of the messages for September 20 and 21 had decated that the
same key was employed on both days. In confirmation, the factor 22 appeared to predominsate
in the messages of NKJ for both days. The messages for September 19 were examined next,
and a count of the letters also indicated that these messages had been enciphered by the same

key as those of September 20 and 21. In the order of frequency the letters for the 3 days were
as follows: .. j 23 ;

B L September 19 F X GD A V R
YRR T September20 XFGDYA  C . F T S
gt g " September2l GXF DV A
_.-' 2 As on the 20th and 21st, 22 was again the predominant factor. - TR o

.~ 'There were 7 messages for the 3 days which factored for 22. When set up in vertlcal
" columns, there were 61 honzontal lines from which to maLa frequenmes for t.he pairing of the )
columns.
The frequencies were- made by set.tmv column 1 agamst the rema.mmg 21 colum.ns in suc-
cession, and following this, the operation was repeated with column 2, and so on throughout
the 21 columns. Column 1 was easily matched with 13, and 12 with 2, and from these 2
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pairs the prominent digraphs; FG, XD, XF, XX weroe identified ns common to both pairs and
thus capable of being used as a test for other pairs. A final frequéncy of pairs was as follows:

1—13 | 12—2 | 5—15 | 6—16 | 21—8 | 7—20 [11—12| 14—4 | 3—17 | 0—18 |10—10
AA |l I awi I mn /i / / I
B 1 / / / / -/ By )
F J / / /
G ! / / / /
v O &
< . /
DA . & 5 =5 / ¥
D |/ / / = I / / / /
F o If 1" ol / I | )
G |/l /B )] KL Il 1! M\ mr |
v | H - " . I Ml - Vi i ! |
X |/ N / % & Lf / |/ -
FA |l i .t / / I M i
D !/ P B : 1/ ’ hy /
T_-‘.- -~ r ,Il . : I g
T R T R T A T mro\menr - |
e Mo gl b/ A 11 ' 1/ I 'R I1: 44
1l a0 |7 SR ;1 L W/ I/ ] /! m -\n i I mn
a3 GA g I s §. |14 i
D il I / I/ I 1 i 7
. I/ /i I 1 / I / /]
e i i | / {1l ) I I /
s L. =" i 1 / / / 1! i !
iR X | ] ! 1t / / / I I - |
VA |/ ! a4 - ik / / / /
D P, ==1dl - # P ¥/ / / ! / /
arser] e o 4 |l : S ¥ s / i i .
‘@ /- L m 1 /
v R /i / i i i / i /
X 1P W/ 1 /! VN /] /]
- XA T : / I Il Il i
D\ T /! / /1 I 1! 1 1 1 In!|
_ I i i 1) M {1 Il M / il
; G o M 1 I / i) 1 / i
. S e Y - / / i
. X | i Wy Ml 1 ey 1 M Mt
e I 2 t f 2
R EBEEDE T s RO T
TYBEQALIREL LT T09349% :
SR ENTE A L HERAE T s
& oA 1Y -i. 'J'. -— :. e .'J. _— 7 iy . ¥ ]
TR EV-ERILEERZX = e nE R g !
Yy cevVgsezrxs £ i al- e
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. A consolidated frequency of the whole was as follows: ~~ v o wi e

AN MMM (D) e GAJH (T) -
AD Ml Il (5) ; ; e A e ﬁﬂﬁﬂ?fﬂﬁi{ﬁﬂﬁﬂﬂ (T)
AT [/l (8) . peerd G0 RD =TGR THUINIREIIRLTREIRL I (T)
AG JH (X) e el e GG I (Z) . T
AV | (3) v hk GV MM (F) : €
AX [ (Q) ° . G S GX I (C) o
DA M (9) : g : - VAN (W) =
DD JHIN (K) : g L VD ML (D
DF MMM (B) d COVE MM (V) =
DG JHITHITHL TR I IR R TR TR (N) - Ve (P) ~
DV MMM (0) VV MM (D ; B @
DX M/ (0) Zero s . oD VX RN (L) iy
FA JHITHITHI N (H) E  XAMIN (B s :
"ED [l (Y) ; .o XD TR (] (A)
FF [lll (8) . XF MRS T (B)
FaG Mmmmwmmwmmmmm! (B) . XGHRMIII(G)
FV THITHITRIRRURINL 1T (X)) ) COXVIL ()
- FX R T (8) _ - XX mxwﬁummmwmmmmr (x)

The greatest dlfﬁculty was expenenced in pairing 3—17 11—22, and 14—4. In two of

these FG totaled but 7, while FV, an almost unknown digraph, appeared a total of 18 times. The -

final selection was msda after setting up several messages which fell two short of an even factor
and observing the behavior of the different doubtful pairs. In this manner 3—10, 14—16,
which had been originally selected, were discarded; and 3-—-17 the poorest of the 11 pa.us, proved

" by elimination.

“Early in the work, having established the length of the transposztmn as 22 two messages,
RICHI-168 and 222, from LP to OSM, were discovered which bore evidence of possessing similar

" beginnings over & line or part of a line. It was almost impossible to attempt to make the correct

cuts in the columns by means of this identity, small as it was, but it seemed evident enough from
the messages when 2 tentative division was made, that in RICHI-222, 12 and 2 were the long
columns. A substantiation was afforded by setting up RICHI-222 with each of the 11 pairs in
succession on the left, and as 12—2 alone gave XX as a final digraph, which had been previously

. identified as X, the position of 12—2 was thus fixed. After our solution it was proved that the

difficulty of-establishing the division of columns by means of the identity which we correctly
assumed 2s existing, had been further complicated by the fact that the identity ran for 14 cipher
letters at the beginning and there ceased, and was resumed after an mterval of two dlgmphs and
ran over 6 additional letters.

The fact that XX was X, was determmed from its frequency which followed a]most parallel
with DG (N) and after havmg observed that in the last lines of the 7 messages that factored 22,
XX appeered in the same vertxcal columns, in 5—15 twice and 1—12 three times.

1 323 3 4 5 6 7 8 9 1011 121314151617 18 19 20 21 2
FFGVDGFGDDFDGFGFGGGGPFG

1

2 VFDAXFFGGVFGXAXGGDXGXX
3 GGXVDGDGFXFFDDXFXADGVYV
-4 XDDXGDDADXDXXXAGDGXGGD
5 FA=XXEVE-VIAGVZI=YPVAFX
¢ IVEVYFDEVDXDYEXFFPAFGTIXRX
7 XGFDFDDVDXFDXXGGXVDDVY
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Armnged in proper order the columns fell as follo“s:' R Te TN ER R

= ; Y 33 7-20 10-19 1—13 9—18 317 TI—8 14— 6—18 N—-3 513

_=w=% .1 DF FG DG FG DG GG FG FV GF FG DG
=-1:.: 2 GF FG VK VX GD DG XG AA FG FX XX
~--—=.~.3 -FG DG XD GD FA XX VG DV GF FV-DX
Aiti4 XD DG XX XX DG DD GA XX DG DD GA
-2 15 AA VA W FG -F -V FG VX.X- XX XX
-4 -6 VW XX XV XX DG XF XV FV DA DX -FF .
_.-._-7,5‘,-_7‘.133_ DD xn XX DV..FX VV -XD DG FV FG

L

From the appearunce of XX in the first table it ‘was dcduccd that mthor 5—15 or l-—l'% feIl
- on the extreme right. RICHI-152 which factored for 22 less 2, was set up and frequencies
of the pairs taken, first with 1—13 on the right and then 5—15. The latter gave a very much
better frequency, and a frequency of- the digraphs made with 5—15 on the right and 12—2 on
. the left gave excellent results. The digraph GX was followed two out of three times by FA.
GX-FA was assumed as CH and working upon this clue the pnu's very quickly thereafter fell into

their proper positions in the rectanglc ‘ e o

Octoszr 9, 1918. ; .o Il e -
: - 4 NOTE ON "RICHI'.' ADFGYI CIPHER

BOT J‘.TIOV OF KEY OF OCTOBEB 23 29 30 31

Tha solutxon of ‘this key was accomphshed in the space of 2 hours and was obtained
without the use of a single frequency tabulation. The method employed was the one which
has been described in a former note: the method formulated by Captain Painvin, where two
messages enciphered by the same key are found to possess similar endings.

On October 30 it was observed that two messages had been sent from LP to NKJ for
COS addressed to the Kaukasus Delegation, the one RICHI 338 and the other RICHI 274.
. It was found upon inspection that the RICHI “74 was a duphcntc of RICHI 338 minus three

prefatory lines in the RICHI 338.

e 4t .w oy g oqr =w
@ T g L Y W 8

il

The mes.acres were dnﬂded as follo“s CoL e " :
LA AD X V[V

RICHI 338 VAXVYV VAXGA F AA AAAGA

DVGVV DAAAV VXDPD FVXDA XFAXX
GVFXV VIADGA GXAAA XFFAX VAAVD
FFVFX FGXFA FVGFX FDAVIV AADXD
"FGDXX DFXXA GADAA VDAAF AADAYV
DAXAA DXKXX XFDAV AVFGA FFADA
AFDXA AGVGD XXVGA AVDAD AXGXD
XGXFX XVVDX GVADG VXGFX VFDAF
FADFA CDDAX FDXGX ADXXX DXFXX
MXGAG FDGDV XFFDD XXXXP AFXFX
FDFXX DAXVD XAAIGX ADADA VAAAD
GFXDX ADPDFX XAAXF AVDXF DDAGA
AMGFFD FFAAF XGADD FGVAX KGGAF
VAFXX XAFFF AGF ,

et e e e e e =, T
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"RICHI274 AAXFA VDXFD DAGAA WAFAA DAVDA

1 2 3 4 5 8 7 8 9 10111213 1415

XAADX IGXAAA XFFAX VAAVD BAGVG
DXXVG AAVDA [GXDXG XFXXV VDXGYV

DDFGV AXXDF GDXXD FXXAG ADAFV
AFXXX AFFFA GFIVVV AXGAF AAADA

AXVIAG ADVGYV VDAAA VVXDEK FGXFA
"FYGFX FDAV|G FDGDV XFFDD XXXZX|

AAFDXG XADXX XDXFX XDFFA AFXGA

GVFXV VI]ADAV- AAADG FXDXA DFDAV
AVFGA FFADA AHE"XFD.FXXD.A XVDXA

VXGFX VFDAF FADFA GIVXDA XFAXX

- RICHI 274

S T LES BT

ot i Sp TS
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AU MO O <A g O
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VAIVVVAXGAFAAADAAXF
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RICHI 338

-
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When set up, the length of the-transposition key proved to be 18, giving 4 long columns
in one messago and 14 in the other. The difliculty which confronted us now was the determi-
nation of the relative position of the 4 long columns 6—12—15—16 which naturally placed them-
sclves on the extreme left. To accomplish this without the luborious compilation of frequency
tables was our aim.! This we succeeded in doing in the following manner:

(1) In RICHI 274, the 4 long columns 6—12—15—16 were placed on the extreme left.
The position™of these columns was thus limited to the first 4 columns.
(2) If RICHI 274 ended GXVD, RICHI 338 must end the samie and the columns which

‘ corresponded to these in RICHI 338 (2—1—17—11) thcrcforc aligned themselves within the

limits of the numerical order 11—14, inclusive.
(3) In RICHI 338 there were t'our short columns, 3—-9—10—18, which pluced themselves
on the extreme right and which thus fixed DAAX as immediately preceding GXVD in RICHI 274.
(4) If DAAX preceded GXVD in RICHI 274 it must also precede GXVD in RICHI 338. These
columns were found to be 4-—8——13 14 and thcu' hmlts were ﬁ\:cd within columns 7——1{)
inclusive. =

(5) Two columns remamed 5—-7 and thus these were provcn by elimination to be the
fifth and sixth columns. ) - ; R

\

¢ 12 15 16|53 714 sia:uz 1 17 1113 9 10 18
RICHI274 VDVAGVAAXAAAXFGFFG
- tw,res . XFYGXXADDFAAFDXDIF.
. EBPFPYADDGAFVYFXGXAAFD
i ne buwsn  FAADXAVVGAAFXGAVDG 5
n P et . XAXVGXGADFAAFXAAFD . : -
TV FECXPDAZXEDVAAZXYXY
x et FXAVFAXAXXADFDFFXX
# DGFVXXXDDXVXVXFGDF i
2 -:.cAAADXXVGFADFGXAAAF
: sy FDAAVEGGFIFADFIXIFED
~FDAAVVAXXFXDXDVFVD
St g AFDADFADAFAAFPTAADZ
¢ .DGAVXXVXGAAGDFADXX -
. FYAVCVDAACDAAXZVAAX
Ve . "AAXXVVADDFXAVIDAAX
‘. . GXVD. ;
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1 See in this connection note 12, A Mechanical Method for Determining the Key for the Transposition in
ADFGVX Ciphers, Given Two Messages Having Identical Endings.—W. F. F.
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(5) Havmo thus ﬁxed the posmon ox’ two columns there remained sxmply to place together
in RICHI 338 the columns which contained the same letters and which would naturally take
position s the sixteenth and seventeenth columns or, 10 columns removed from the fixed
columas, 5 and 7 in RICHI 274. (This followed from the fact that the text of RICHI 338
ran 10 letters ahead of the similar text of RICHI 274.) These columns were 3—10.

(7) The placing of the remaining pairs was accomplished by continuing to build up upon
this sequence by the same sort of cross fire between the two messages.

(8) Inspection of 5—7 had indicated FA as E and therefore the arrangement of columns,
when jnce paired in their relative order, was very easily determined by pairing them in such a
way as to bring out FA as the prominent digraph. Thus 10—3 was chosen in preference to
3—10 because of the number of AF’s which would appear if the ps.u- was placed in the latter order.

(9) To return to the system of cross fire building up of the pairs in the rectangle, the position
of 5—7 having been fixed as columns 5 and 6, respectively, in RICHI 274, the columns correspond—
ing or those which contained the identical letters with 5—7 in RICHI 274 were identified in
RICHI 338 as columns 10—3 and were placed for reasons which we have stated in a previous
paragraph as the fifteenth and sixteenth columns.
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(10) Our skeleton rectangles appeared then as follows:
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**(11) Our 10—3 having been properly placed in RICHI 338 as the fifteenth and sixteenth
columns, the 10 and 3 columns in RICHI 274 quLto nn.turn]ly place themselves in the same
numerical order of columns, i.c., 15 and 18.

(12) There remain now in t.he last of our ﬁve dn isions in RICHI 274 columns 9—18 which
cannot take position as the fiftcenth and sixteenth columns since these are occupmd by 10—3.
They therefore fall into position as the seventéenth and ewhteenth columns, in the order 18—9

rather than 9—18 for the sake of the greater number of FA’s in the former, o djgrnph which has

been identified as having the highest frcquency

(13) The process just outlined is now repee.ted The columns w}nch ere identical with
18—9 in RICHI 274 are sought for in RICHI 338. ~ Since the text of these columns in RICHI
274 contain in their last line the digraph, XA, 4 letters removed from the end of the messags, the
‘same text must appear in RICHI 338, 4 letters removed from the end. XA is found in columns
13—8, which therefore fall into columns 9 and 10.. Columns 14—4, which are left in thJs, the
third of our five divisions, accordingly take the position of columns 7 and 8.

(14) The fina] position of the columns was as follows:
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RICHI 274 VVDAGVAAXAFAXAFGGF

. "XVFGXXFADDDAFAXXFD

- GVFADDVGFAXXGFFADA
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‘ - 2 VGFGXFXDXAAVADIXVY . -
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;AAADXXAVFGXFGDAAFA

. _FADAVGFGXFXDFAXXDF

. cFADAVVFAXXDDXXVVDF

" (ADFADFFAADXAFADAXA

" DAGVXXAVGXFGDAXAXD

‘- _FAVVGVGDAAXAADAVXA
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.- DDXXVVDFFGAAADXXAV
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5. NOTE ON “RICHI” ADFGYVX CIPHER - v ok g

e NG, TP BT RN RS BOL‘UTION OF XEY OF NOVEMBER 1, 2, 3

s

" As this last solution was accomphshed by pnnc.lples mvolvmo' an mterestmg combmaﬁon
of several familiar methods 1t has been thought worth whlle to include this in a further
memorandumn. .

At 4 am., on November 1 a first and second part of 2 RICHI ADFGVX was communi-
" cated to OSM by LP, the second part of which contained 264 letters. §
On November 2 thls second part was repeated but bea.nng 8 preamble RICHI 266 instead
of 264. ,
~ The text of t.he two messages fo]lows

2—TLRICEZI264 DVDVF DVFAG XVXFF FVGGG AGGXA
“XDXGF XVVDD GFGFD FAVGV DAFGF
" VU .GXDPFD XVVDG DGVFF GDXDG AXAXV
CXLGVGAA AVFVYG VYVFDGD XAFDX AXGVF
S TTAEDDHVEDYY EGGDEGE CVAAD DGCDYF
S2%"YDDDX DVXDX DVDVA VGXVYV DFVFD
AXBED AYCR:EID DDADEG FYGDE AYAXD
ADDGG FDFAG GFAXG FFXDG GGVGA
- FPDFXZ DAGAY CDYVF CICGFY FDXAA
VAEBAG AAVED CGGFD VYVAGEY XAADD

ADG D D

DDAVA VYV GD
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DVVGF._
AADDG
DGVDF
GYFDE
YPFGDE
EXYXF
XDFFX
AGGFV
AVGDYV
‘ADDECGC
AAVGD

FVYVGGG AXDAD
DVVGY DAFGG
VVDAX GAXAX
PDFGEEXED FBXIGY
BEVYECA XECVFX
VAVGX VXGGX
DAGVG DGAVA
XDXDV DGGGYV
YFYFF GDXDX

FDVAG XAFDX

G

It was at once concluded from a compa.nson of t.he two messages that the RICEH 266
was the correct version of RICHT 264 which had probably been garbled in its encxpherment
If this were the case then we might expect to find an identical beginning in the two messages
which would extend as far as the garbled portion and from ihere, followinn an hiatus of 2 letters
(266-264), a similar ending which would extend in’ RICHI 266 m an order 2 letters removed

~ from the same similar ending in RICHI 264.

The messages were therefore divided off or cut with reference to t.hexr identical beginnings.
The cuts indicated a transposition key length of 19. This meant that RICHI 266 was an
We had then, therafore, but to set up RICHI 266 in 19 columns
of 14 letters in length and follow the division thus made 8sa checL in the cutting of RICHI 264.

The messages were then set up as follows: . A

exact factor of 19 (193<14).

0m1 2 3 4 5 6-7T 8 9 10111313 14 1516 17 18 19
RICHI26 DFGVVGVGGFVDVFGAXGD
FERMLAee P . N  FFGVAGYDFAGGDGYAGD
e YL YDXYPEDYDDGCRAFAL S
cimios exve FYSECLFDGVDGAFAGDGAGAYDYDY LY
“tyPGVADXDGGDXVAGCGVAYA ..
finorzci 300 IHDIH 9i’em- DG DF.GVGDVXVGVGAVGAV
-  YADGVGDDGGXXAFFFAGY
"DXAGDDFVAFGDAVGVGXG
42032 825772 YDAPPDGCEGXAGFDXIFVAA
55148 $L 922 BADBYDXALCXLCDERIPA
VEIAD A 82 DDDPYADAVIAXDXIPGADY
TIO%EA 2244 RDEDDDPARPYSDEEYDAYE
TYAL U CALAYS YVGDPAGDVXXDADVFXDAD
TR G TULey GCVYAXFXFDFIGDPDDDDXEE
ALYE® PUER% DEAG S D ERSR 3 E 2
X EBET YRSZED A TAZI T AR LG a3
29 8 A YD oA g Em Y SRR E"
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o ’:'."F_-‘.".""‘.';3ff:RICHI264 DFGVVGVGGFVDVFGAXGD
Lot et Y FFGVAGVDVAGGDGVAGD
BT e Y X YDXVFGDVDDFGGAFA
M YGVDGAFAGDGAGAVDYVDY
5 PCVYADXDCCDXVAGCGVAYA
X & DGDFGVGDVXVGVGAVGAYV -

g% VADGVGDDADVXAFFFAGYV
FGGFFVXDAVDDXADGGGA
gy AGFGFGAVDXFDDXFXAVD
% s GXGXGAFGDDVDAGXGAXG
XAFDDADDGXFADVXFVAD

i ' .VXDFXAXVDDDDDFDVGAG

wyer oo seedf ety (X DFDDVAVYVAGGXAFDDD

Fafl sl gt FXAX FXG 'DXFGDCDGDD e

In cuttmg RICHI 264 we had only to follow the begmmng of the columns as cut in RICHI

. 266. The division between columns 1 and 2 in RICHI 264 followed naturally from the identity 3

with the similar beginnings in RICHI 266. Since column 2 in RICHI 266 began FFVGGGA

(providing, of course, that our theory was correct) colunm 2 in RICHI "GG must llkcmse

begin FFVGGGA.

. A further check, if further check were needed, was gwen by the possession of the two mes-
sages of identical endings. Having cut columns 1 and 2 in RICHI 264 by means of a comparison
of the beginnings, we had now to lbok in RICHI 266 for a column ending as column 1 in RICHI
264 with AGXVXF. " This column was found in RICHI 266 in the position of the tenth column
ending with these identical letters. In the same way when column 2 had been cutin RICHI 264

. its ending GGXAXDX was found in RICHI 266,in the eleventh column. Employing this double
check, the columns in their proper length in RICHI 264 were very quickly reconstructed and the
short columns fixed upon as 5 and 9. :

From this pomt. the solution followed as described in our last note of Novemher 8 Tho suc-
cessive steps were, in their order:

First: The short columns 5 and 9 in RICHI 264 were placcd on the extreme right of the

' rectangle It was, of course, impossible to determine immediately the relative order of 5 and 9

but it was enough Ior the present to know that 5 and 9 would occupy in one order or another the

position as the eighteenth and nineteenth columns taLen in the numerical succession of the

T T

columns.
To avoid a repetition of an unnecesso,ry number of letters we sub]om only the three final
hnm of each message g g , .
s § saes sk X3 8.4 % €7 s 9 R R |m 1
; s 1
RICHI 266 v y B W A DF
DU i iiuzcs | XD
RICHI 264 B & e Dil xR n XD
© o o o am s e v D v

Second: If columns 5 and 9 occupied the posxtxou of columns 18 and 19 in RICHI 264, then
the columns containing et their ends the same letters as 5—9 would, in RICHI 266, occupy
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the position of the first and second cﬁldmﬁs, since the concluding text of RICHI 266 ran two
letters in advanca of the same text in RICHI 264. These columns were identified in RICHI

columns
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266 as columns 16 a.nd 3 and thay were accordingly placed in the position of the first and second

Third: With columns 16 and 3 plnced in pos1t.10n in RICHI 266, t.he same columns must
occupy & position as the first and second columns in RICHI 264. We had then to look in RICHI
266 for the columns which ended similarly to 16 and 3 in RICHI 264. These columns were
fourd to be 15 and 4, and for reasons which we had stated in the former parsgraph they must
follow 16 a.nd 3, smce t.he 1dent1ty of RICE[I 264 will follow two spaces removed from RICHI 266.
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Fourth In the same way columns 12 and 7 were placed in theu' pomtlons as the ﬁfth and

BEE]E]F emumanyapy

. RICHI 266 DGVDDF
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: mxth columns in RICHI 266 following the identity contained in columns 15— in RICHI 264..

Flfth This criss-cross buﬂdmg up was continued by th‘. same process as ha.s been
described. It can be followed without the necessity of further explanestion from the outlines

as given:
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RICHI266 DGVDDFDXA A VGVGDDXDF
T e ' XDFFADGAVDVDXDVG_QAX
AR D VDAGXFXFDGGFDDGXXD
RICHI264 VDDFDXAAVGVGDDFXDXD’
¥ & FFADGAVDVDXDVGXDADYV
D AGXFXFDGGFDDGDZXX

Having located the precise position of column 11 in RICHI 266 as the seventeenth col-
umn, our task was now a very simple one. Column 2 in RICHI 264 which corresponded in the
identity of its letters with column 11 in RICHI 266 or the seventeenth column must occupy &
position in RICHI 264 two columns removed from the seventeenth column. Accordingly upon
the identification of this column in RICHI 264 as column 2 it was placed in its position as the
fifteenth column. * Column 14 adjusted itself by elimination, within the limits set by the division
which has been described above, as the sixteenth column. .

Column 14, now that it had been fixed as the sixteenth column, ﬁxed &Iso column 10 in the
division aionvslde as the fourteenth column since the identity DVD in column 14 or the six-
teenth column in RICHI 266 must be preceded by two columns in RICHT 264 with the same
- identity. This, therefore, at the same time fixed the position of column 13 as the thirteenth
column since column 10 h&d been proved to be the fourteenth column as the columns were limit-
ed to one of the two columns, the thirteenth or fourteenth by the Iumts wh.lch had been fixed
earlier in the study. - -

The two messages as they ﬁnully appea.red were ds follows
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DEM NACH GEHEN NUMEHR SAEMTLICHE
SCHIFFE VON KOSPOLI NACH ODESSA BEZW. NIKOLAJEW.
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.U RO . 316 4 15 7 1218 6 17 3 19 1 1310 2 M4 11 9 B
T URICHI24 GAVGVDGGXGDDVFFFVGY
. FYGGGGGAAVDVGVFDADY
et .XGVGVDFXAFADDDVFVGD
. YVDDVFADAVAVVGDGAGGG
oirisie VVAGDVVXAGAFADGGXGD
i “PYFAGCAVYOCDYDYXCOVY LG
P o . DFGFDXGGADVVADAFVAV
i GGFDXDGVGDAFXVGADAF
. FXGFADVGAVDADXGXFDF
v 1l : ' GGXXFDXAAGGGADXGVYDEG
LAWY FFDXDAAAVDDXDXAVFGD
W T ST DVFDXDAAGVGVDDXFDDX
iy - s “FFDAAGDVDVDXGVDXAVD

wes o r smem v " ADXGXFDFGGDFGDXDX
DEM NACH GEHEN NUMEHR SAEMTLICHE SCHIFFE

VON KOSPOLI NACH ODESSA BEZW. NIKOLJEF.
The omission of the letter A in “NIKOLAJEW” in RICHI 264 was the only dlﬁerencc,
beyond a few errors in transmission which distinguished the two messages.
.- It is interesting to add that work on the solution of the key was begun in the afternoon
of November 2 and completed within an hour and & half.

Although we had no confirmation as to the number of days for which the key ran since

we had received up to November 2 only messages of November 1, wo had no hesitation in
notifying the French and British Cipher Bureaus in Paris and London that the key which
we telegraphed them was the key for November 2 and 3 as well as the 1st. Our supposition
proved correct and we were enabled to decipher the messages for the following 2 days &s soon
as they were received from our wu'eless station. : ee. e
\Novr.masn 4,1018. . . o ote TSR e DenaiBa ::.;_:.--..

" & SPECIAL NOTE ON “RICHI" mmvx CIPHER .
(a) The actxnt.y of the RICHI ADFGVZX Cipher, although having abated somewhat since

the conclusion of the armistice, contmues greatly above its former normal record of August and
September. '

The solution of tha key fnr messages ‘of November 16 17 18 brmos the total number of
successive days for which the messages have been read to 22. The solutxons comprise 7 differ-
ent keys, 4 of which were solved by our office.

Since, from December 1 to the 21st of the month, messaﬂes mll have been ciphered by the
same keys as those of November 10-30, according to du—ectmns from the Chief Signal Officer in
Berlin to the Black Sea stations as embodied in a deciphered telegram, it will be possible
without further work to translate the messages of December 1-9, inclusive, with the keys
which we have now solved.

(6) Commencing several days prior to the conclusmn of the armistice, RICHI ADFGVX
messages began to be intercepted which proved upaon translation to indicate that stations in
the rear of the German lines had begun to use this cipher in communication with German
General Headquarters and amongst themselves. The same key in use betwcen Berlin and
the Black Sea area was employed. Traffic of this kind was particularly noted between two
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stations, CM and CZ in the region of Metz, and betwecn SY (Spa) and neighboring stations.

" This communication continued 51multu.neously with the use of the CHI ADFGVX Cipher which

bad been employed on the Western Front since March. While the key for RICHI ADFGVX
has a life of 3 days, the keys for CHIL ADFGVX hava never been known to continue in use
for more than 1 day.
(¢) At the same time that the RICHI ADFGVX Clpher appeared on the Western Front,

a form of transposition cipher suddenly appeared and was employed from & period beginning
shortly before the armistice until only several days since.

. The fact that the principle employed was that of & double transposition was confirmed in
& message sent in the RICHI ADFGVZX Cipher recently deciphered.

~ From station SY (Sps) to station RVV (location unknown), via stetion N4 (location unknown)

Sent at 21:03, 9 November mbercepbed by station at G H Q Amencau EF.
German text: - = T =

"UEBER 2 BAYRISCHE GENERAL——KOI&[MANDO MUENCHEN: AN '7 RESERVENDIVI-

"~ SION: -LANDWEHR REGIMENT: AN FECH: NICHT DURCH KABEL. ARMEE-

SCHLUESSEL DOPPELT. EMPFANG BESTAETIGEN: O0.H.L. ROEM. 1 ARR.
11338 . GEI-EBIL!ORDRE WL R R s e TR

-. e M G0y i amaTe PR ey PR

Translatmn L BEX o BRErAERFY Vg LRESAERY

B “To the 7th Reserve Division, Landwehr Rgt., for the Director of Raﬂways, via the

" '2d Bavarian Army Staff: Do not send by cable.” Key for the army is & double
anenieils 4 encipherment. Acknowledgs receipt: Higher Command, 1 ANR 11338. Secret
: : Glﬂar ” . = . 5 :" 3B Rt : = SR P s iz i Wi Ha '77-". 27

B sttt o S g T e oy ar B nil anp glerea ST

Novnnm:n 20, 1918 N it Sl el s e e

v T ieey 8 endomare ot o I iy Bl am
"-'--j’_"" 7. NOTE ON RECONSTRBCTION OF AN INCOMPLETE ADFGVX MESSAGE
fiih ;
On N ovember 3, 1918 8 13-part m&ssa.ge from NKJ to LP (Constantinople to Berhn) was

mtercepted Two of the parts were missing and the thirteenth, RICHI 222, lacked the last 67

" and 11 additional letters. It was, however, translated without great diﬁculty, and it is worth

while quoting as an interesting example of the treatment of the numerous garbled ADFGVX
messages which are intercepted.

4~s:i-The measa.ga when properly set up appeared as follows

bl 2Rl Oy PP ‘ . L, X LR B e

'l'niuwnnsrrsmxnm:uuns ;

. FoV==D=F~G=GGAVGDAD :
R LA d G SR e D =D =YY BV EEA"
SRS Y= B =YD =0=L=VYDONYPR LA

Ty 't A=A-DV-—A-G-FFXGDAGG 2

! gt ~ 1 X=-—A=-—AV-G-V-GDAD-DDYV :

S G i P Po D= =T m=EE~-~CDF" i
bl bR e PR~ B~ ~GE6D~-VEA
‘ D~G--~V=D-D-~FX=-=G-GGG'
6 ~6--D-V-V-GDAG-VGF
et gy X m B e == D=~ = DXYV-XV-

i opitc e PaBl=TDeE=-F-~EXEX~2PF.

% . Pl=DD=A=F=05X Y L P e T
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+ =" . Now, by refercnco to the key-square which had already been obtuined by the solution of

the ADFGVX key for November 1, 2, and 3, it is evident that the initinl combination (F=) may
stand for any one of six letters or numbers, ie., #, 2, G, 7, Q, or T, and so on for the remaining
peirs. Fortunately, the missing letters fall in such a way that in all cases but five we are limited
to a choice among six values. Therefore, by setting up the translation in the following fashion
it was possible to pick out the correct letter by & process of elimination.

gIJILOO L RYR ~JD OUF UIJUD
2MCZVYV Z C4C M8 VRS RCMIS
GH2G77DERXG-ZIZMEEDHWM7P$QCHDUG2HLW
7TE8WNN W VAV EN "NDB DSB8EON
QKMHEE H 838 KB . EJR ‘JMKFB
PP41AA I X6X P5 AY3 Y4PO95
YU OFO R LORUJO O UfgUO9O0 R 0o J
4T ¥YBY £ ZVECIBNY ¥ ASRVYIEIY B . ¥ R
EARRILE7ATRZCHCTZLAET AT ZLGY T2 TYNZEIT-H
) AO NBN V WNVOEN N O7DNSN V N E
3F EKE S HESFKE E FQJEPE S E K
TR ASA X 1AXSPA A S9STYAG6A X A P
RR 00 DDIFFO D 0 R 9JRR 9L9 Y UI
CC VV 88CSSV 8 v ... XMCC XZX 4 REC
ZZT7TT7TNWW2QQ7RWET7-~-Z-XKTHZZMTGTA1G#2
VV NN NNS8S8BBN N N v SEVV 5W5 A DSB8
SS EE BBMKKE B E s PKSS PHP 3 JM
X% AAd 554384 .6 A > 6PXX 616 6 Y4
“RUJ ) & - PR ¥
cIM by i
.ZLHX ) A
VOE e ale
‘:S.FK = =3
X9FP - ;

1

o BT
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- A study of the message when sct up in this manner produccd the following translation, in

whlch thera are two doubtful values, both of which are numbers

(Continuatlon of Teil XII)

% TEILEN DER X 11 X ARMEE DEN MARSCH DURCH UNGARN AUF OBER SCHLESIEN
ANZUTRETEN X EINVERSTAENDNISS ERBETEN XX O X KXMXRIX1 X A—GR

X OPX 558 s
© % vt ADFGVX KEY FOR NOVEMBER 1, 2, AND 3
e s s B aetor S, k-B,F B ¥ X i
: G 3R C TA I|L|O|F]|S 5235
wl k& p(R[c|z|v]s]|x £32
 ecesnin St ~Flglale|7lelT R
LS EELY Yo |e|w[N]B]s i
e mammmoarezsytalulaiglele L
BT 2@ 827 L et s “ATHEEE
2 WM Y R XIYIALYLIAIS |6 & -
LIRS RTATEYEE & - T & T z e
£ 4 Yo 2 B EETR8 % B ey, ST, W H C. SKINNER

: _ = Fwst Lieutenant, M.I.D.
:NovemsER 4, 1918. - . | & : IR

= 3 Mg W WL e o T TR

s

,.
i
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- i 8 NOTE ON ADFGVX CIPHER a
WE DR (WetemFrom) g F el S

IRV |

. - - =

R O Vs A

wig = wk

BIUDTY 0]' KE'I OF OCTOBER !

The followmg trench messages were identified upon their mtercephon as having sumlm’
beginnings. The third message, CHI 92 which factored similarly to the first message CHI 136
when a transposition length of 22 was assumed, was found to possess a signature of 26 letters

-which agreed with 26 of the 36 letters which formed the 1dent1ca1 beﬂnnmgs of CHI 136 a.nd _

CHI 164.

Although five more lines were to be had in a message of CHI 110 which factored prec:.sely
for 22, experimentation with a few frequencies proved that, without more meterial, further work
was useless. This was true despite the fact that frequencies were limited in one division to four
columns, the long columns 1—14—21—22 and in another division to 4—18—20—15.

These facts more or less demonstrated the impossibility of & solution of ADFGVX where

the number of lines fall short of 45—50. (The method of solution with similar endings whera
the key may be solved with but two messages is, of course, excepted.)

Previous work on the RICHI messages of September 13,14, 15, where the transposition length
was clearly 22, had proved that even with 35 lines, hope of a success{ul solution might be vain,
particularly in this case where E was evidently the doublet VV and the text of the messages
available for our purposes varied so great;ly in subject matter as indicated by & count of the

cipher letters.

Certainly, so far as the method of solution with & number of messages which factor exactly
for the assumed transposition length is concerned, from experience with a number of such prob-
lems it would seem that, without as many as 40 lines at the Ieast from which to base frequencies,
one may entertain httle hope of a solution.

The following numbers of lines were used in the three solutions by the exact factor method:

Soessl 2 6 T ier e aare TR T
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1. SOUI LLY

o L i * Lines

b (TET e S S 87

. " Hept. 19,20, 2 2 S avusnus 61

Y '; ¥ e L.Oct 4, B, G---'....-__..'.---- 69

07 43 PPN v DOD 08.20

CHI-36 AXVDX GVI[FGA VDD[y_D XAADEK VDVGA

AFVXA GDVVX XAA|GG DXXG]A XGXVD

GIX A c;_v

AXAlGGG vxu_

nvc;xp_( VGDVG
‘AANGD VXDKAG ADFGE GVGXA DGAXA

I"_IX@ AVDVVI DVAXDNF DOD UM

'._IIGHQ
CHI-164¢ AXAVX VGAFG
"NXADD DDEXG
AGFXG GA[FAV

CATRIR G

"AAFV

XXV PD DEGXX

AXGG

- III. FRENCH STA.

09.36. DOD v — 09 35

G VIEVV

A DNYXV XAAG
18.47 — v PPN 19.15

FVADV DVVXF
FXVGIV_VFXVYV
VVXDX AVVFED
VXFXA RVXXX
XXXpe FGAAX

CHI-¢2 DAAAX GAAFD FXVXD VXVX-
iVVGAA VAXAV FDVVYX XVFDA

_:.:XEGDA VDAVA D
LYW .

PPN

g ==

e =

. CHI-136

v_DO

L]

S 1S
’ -

i

Vo @ " o ~ 208

VUXG VDGGV

xvcu
AVIGGV
VAGVY
GDIV VA

AGGVF

DVDXX
VEDDG

4

O < [ |

I
>

OU <@g
S A
QMM OONe
> QX
No-zz.c:nr:m'y
MM QOS
e <O
>0 <|0|xE
MM o0 ns
>0 <l< MG
O MUO<
R R
O @k e

< Q

O < MO <|>e
D> << M3
a0 0|on

oM <o nlds

< > <<n@
P A
P
PO I (W (o]
P T RO
O < MMMl
OO DoM<
N o< M T QX
S I I B P
O X< <<i|™
< Ooo<<|©
o< b mied

orn00MNP<|lo <<uodp|<jon
(]
»d
=
o

o> M aXi<|< UDKP><oO|<|<l
<> a<hmdl<

e MMM a<ld|d MO <O O|<[HR
1.6

i o Mo B
OO <l
P SPI G IR P
Kea<melE@
Q0o

U O e

Q@mo>»ol=s

MAAXH

NFXVV.

FXGVA

XKVVG
XlGCDV

VAXXG
VYAV =~G
DDGXI[G
FAVAR

AXADUV

o<
7]
E
0l

o
=
o
M < O
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CHI-02
v PPN

- 46

DXDDGVDDAGXDGGDVAAXXGD
AXDAAGVVDVDVVVFXAAAVDA

AFGXAAVVVDVVVXX-XVVFAY
AXDVFVGXGGXXGXVVFAFDVA

- XVYY

A Novzunzn4 1918
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.9 SPECIAL REPORT ON THE DOUBLE TRANSPOSITION CIPHER

(Employed between the German General Staff m.d General von Kress, Tiflis)

The inference that the transposition ciphers, which have been passing between Berlin and‘
Tiflis were double transpositions, has been confirmed by two telegrams of July 23.
.. On July 23 two of these ALACHI telegrams were lntercepted One sent by LP (Berlin) to'
COS (Tiflis), and the other sent by OSM (Constantinople).
having been found to consist of a simple transposmon on]y The ﬁrst. telegmm however,
faﬂed to yield to the same method.
~~--- The telegram wes then subjected to a double operation of the transposition by which the one
message had been solved, and it was found to yield itself immediately to solution.

Following are the two messages:

“ = EHN
LAXDN
NNS
ENO
XNS
NZE
AUA
BLI
TXA

TI.XNFHMU
GR-ORITU
ET NOEHE
MN ERHSS
FT FTEBZ
NR XNBRG
RE NIDHN
EN HTSRO
EE I

HSNR

From OSM to COS. ALACHI

RRS
GAI
ENF
LLE
TET
AT

CH NSEAT
RL ROMGH
JN T AUBT
UA HBHRS
LN NEWEL

MA

E S

ES

HX
Uus
PR
EM
AR
HA

152:

NW
NE
0E
EN
T

From LP to NKJ for COS. ALACHI 266

IR

AU

NE
RT
RE
IN
VB
R O
CE

EN
NM
TR
GI
AE

NOOQ™=H

WEE@WHO QR

T ek MR XMEH

Mg A
wom=2ZHn

AHEDHWMEYO .
QaFrCrzZHOaON

=k N

&
U'T
EZ
N K
PO
EO
SE
NC
NS

AG
IU
IS
LT
ET

This latter telegram was solved,

AWA
EB
VU
UE
EE
DS
GV
DO
DI

M= HP HO

LBD
ZTD
R KR
RRJ
LN 2

NN
TE
EE
GT
HF
B
R
CR
IR

LM
LI
AD
BU
0

-

EEDEGC
IFQL
NNND
ETGH
Ss0cCoO
IRUI
LEXN
ESKF

OkbH QX HA

EAEE
RFAJ
AITT
EIGT
SGMHB

=T oM

The key for solution of the second message was the simple transposition:
16-4-5-1-22-11-14-21-8-3-19-13-7-20-10-6-12-18-15-2-2-17

TR T T LA R YT

g
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" The first step in the solution of the first message was to transpose it thus:

1 =

18 4 8 l{:I83l9137:\3105131313.2917

URTERNBAIMRLEDKNELOIHE

.  AITEHHSRENEOSLOUSTEDRSA

P _RTBNGFGENEAORAEEXXSASW

B EUOTGTPINDRCECATLNFIHA

NETINFRNDEROGRGNNBRCXS

E S ISEXSTISEGONEATOPLTERE

£ “DATNDENNNXEZZEREOIUITG

T "HUIFIBRRODAEVSEHEEITOV

e . NCFMEZEHMNTNUKTEENRAME

., - EEQUIUHANGGRIFGEIHUWRO

_ MPLMRSLCERNXETHSHTIAIX

'&E”J**ﬂWCN@DREEROCNEXXNFSANNI :

The transposxtxon:sthen repeated as follows e e g~ Bl g ok

"-' 18 4 3 1 2 11 4 21 8 3191372)10612187.]5‘.'9[7

,-ZUFUENFVIEREINSXANHEER

ESGRXEICHHORNXISTGEDRA

“toi ol HTETXABNAHMEDESANGEKOM

A e M ENENTRANSPORTESDRINGE

iy " "NDERFORDERLICHXWEITERE

’ TRANSPORTEMUESSENFOLGE

 NSOBALDEINRICHTUNGVONGQ

UARANTAENESTATIONENINU

. KRAINEERFOLGTISTXICHBI

-  TTEMIRVORSCHLAEGEHIERU

"EBERBESCHLEUNIGTZUMACH

ENXLUDENDORFFXOPZWEIXA.

NG

The encipherer at Constantinople was probably indifferent enough to consider that a single
tmnsposition was sufficient for security. That the pract.icc, however, of using a single trans-

position in the ALACHI is not an isolated occurrence is indicated by & communication from the
British which says:

“ITO CHI and ALACHI are both double transpositions for certain. The Boclie has been
making the error of using ALACHI as a single transposition in the Black Sea arce; the keys
change dally, and when used as a double transposition, no ‘dummy’ letter is inserted.”

It is mterestmg to note the contrast between the careful methods of the encxphcrcrs at
Berlin and those in the East. In the ADFGVX telegrams, Berlin never sends a filled-up rec-
tangle, or if the rectangle fills itself up naturally, it is run over with the addition of X’s. Among
the Black Sea stations, the practice has generally been to fill the rectangle. :

September 10, 1918.
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-10. SPECIAL REPORT ON CIPHERS

During the week of August 12-19, quite a few miscellaneous ciphers were intercepted by
the high-powered station locuted at G.H.Q.

One of these was a simple substitution cipher passing between General von Kress at Tiflis,

~ and Helferich at Moscow. It was probably the use of this system by General von Kress which

was referred to in the solved messages of ADFGVX of August 8 and 9 in the following terms:
“The cipher method prepared by General von Kress was solved here at once. Its further

use by OP is forbidden.”

This same cipher had been noted pra‘nously 8s passing between SEW, & Russian station
at Nicolave, and Army Group Eichhorn at Kieff. It would seem to mdxcate therefore, that
the use of this cipher was in more or less gencral use among German representatives in the
Caucasus. No simple substitution ciphers have ever before been intercepted by us, so far as
we are aware; in fact, the use of purely substitution methods of encipherment by the Germans
on the Western Front is, and has been, since 1914 vnt.h the exceptxon of 8 very short period, a

~ thing utterly unknown.

A key for the ADFGVX clpher employed between Berlin and Const.antmople and the
East, for July 22 was solved by means of the method formulated by Captain Painvin of the
F&ench Cipher Section in Paris, and explained in the report of last week. By this method it

is pcssible to arrive at a solution with the text of but two messages, and without the labor of

preparing great numbers of frequency tables. In fact, at the time of the first application of
this method by Capt. Painvin on June 1, he completed the entire solution of the key within
less than an hour, and from information conta.med in the telegrams he was able to warn the

French of a heavy attack unpend.mw north of Montdidier.

Since July 3 messages passicg between Berlin and General von Kress have been mtercepted
every few days. These messages give every appearance of being trausposition ciphers, and in
the opinion of the French and British experts, they are most probably & form of double trans-
position which the Germans have been known to make use of at various times since 1914. The
system was in fact, the first employed by them on the Western Front.

-Some hints as to the nature of the method are contamed in tha ADFGVX messages which
were solved for August 8 and which .cad as follows

* The Alachi method is only to be used in com:r'umca.t.m, thh places w}nch employ
the ‘dividing system’ (in ciphers). For other places, the new Itochi method with ‘dividing
system’ was sent to Kress on July 18. New instructions regnrdmg double transposition are
shown. Wireless section, General Staff” (Berll.n)

i B

From this information it would seem that the prea.mble “Alachi”, *“Gechi”, “Itochi”,
“Richi”, etc., which always accompanies the German transposition clphers, mdlcates in each
case the parhcula:.method employed. .

; .Avucust 20, 1918.

I |

_ 11. TRANSLATION OF A CAPTURED GERMAN DOCUME‘(T

mBTRUCTIO‘iﬁ FOR GRILL CIPEERS

Prcparatwﬂ of the Grill.—(1) A square sheet of paper is taken and dnnded into sma.]ler or
larger squares, according to whether it is to serve as a grill for long or short messages. The fol-
lowing grill is for 100 letters, its sides being equal to 10 small squares. Itis advisable to prepare
the gn]l from colored paper, e.g., & cover for legal documents. ‘

o Y
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(2) The squarea are then numbered consecutxvely in rings from the outside to the center,
always with one figure less than that of the number of the sma]l squares forming the outer edge.
' (3) Each figure is then cut out once from each receding ring (lettered from outside to center
as (a), (3), (), (@), and (e)), thus: 1 once, 2 once, etc. Nine grill-holes are thus formed in the
outermost ring (a) through the removal of figures 1-9, seven holes in the ring () (figs. 1-7), five

"holes in the ring (¢), three in the ring (d), through the removal of 1, 2, and 3, and lastly, one hole

in the center ring (¢) through the removal of 1.

Since each figure appears once in each square, and a great many methods of arrangement
are consequently p0$1ble this system is proof against incompetent or unauthorized attempts
at decipherment.

 In the example, the small squares wluch 2s a possxble form, are cut out, are mked over.

(4) The following should be written at the corners of the gnll Left top 1;left bottom 2;

. right bottom 3; right top 4.

(5) If the s1da of the square is composed of an uneven number of small squares, the inner
ring will not, as in the illustration, consist of four squares, but of one only, which, if the grill
be turned, remains in the center. Such a single square is not to be cut out. The vacant space
thus left is to be filled in with ink.

"(6) Grills for 25, 36, 49, 64, 81, and 100 letters are to be prepared each week, and marked
(25)Anna, (36) Berta, (49) Clara (64) Dore, (81) Emil, (100) Franz.

N e SRR IR e Ay T e st o i 5 - R — e

- .



smeeh ey .

iy o

60

Preparation of the cipher.—(7). The grill is chosen according to the length of the text, thus:
for 38 letters, the Berta grill, for 55 letters, the Dora grill, for more than 100 letters, the Franz
grill, etc. The grill is laid on a squared paper, as described in (1), the corner figure 1 at left top.
The letters of the plain text are then written through the holes of the grill, from left to right,
as in ordmary writing, up to the last hole. CHis taken as a sinigle letter, there being a specml
Morse sign for it. The corner fizuro 2 is then placed at left top and tha following plain text
letters written through the holes which remain. The corner figure 3 is next plnced at left top
and writing resumed, the corner figure 4 finally being placed at left top, writing being continued
through the holes.

(8) With a text longer thuu 100 letters, & new square is described in the same way, the
corner figure 1 at left top, the grill being the same, or a smaller size. This second square may,
or may not, be filled with text letters. YWhen the clear text is finished, the word “End”, or
an X, may be written through the unfilled holes, the grill removed and the remaining space filled
out w1th nulls.

9 Iia hole hé.s mndvertent.ly been or:mtted and remains unfilled at the end, an X1 is inserted
in it. i

(10) If the text contains fewer than 100 Iet.ters, so that not all the holes are ﬁlled, the
word “End” or an X should be inserted in them and the process at the end of (8) continued.
In the case of nulls, letters are not used in alphabetical sequence, as e.g., X, Y, Z, but in their

‘order of frequency, thus many E’s fewer N’s, 'I"s, ete. or, words quite irrelevant to the text are

written in after the word “End.”

(11) When the cipher is finished, & different figure, chosen at random, is each time attached
to the null and the whole divided into groups, of 5, regardless of square and grill.

(12) Grills vary according to the length of t.he cipher text. Each telegram must therefore
begin with the name in clear text of the grill or grills used. If “Franz, Anna” be used, the
telegram must contain more than 100 letters etc. The large Franz-grill is used for messo.ges
up to 100 letters, then the Berta-grill. -

(13) The mpher-tett follows in groups of five letters, with a period after each group. The
receiving station returns each group as recewed to insure correctness but the telegram is not
repea.ted in entirety at the end.

. (14) Reception and decipherment of mpﬁer —Paper squared in confonmt.y with grills is kept
in readmess at stations. The cipher letters, as received are written cross-wise on squared
paper in the form of the grill whose name, in clear text, is the first word of the message. This
name is noted down, but not spelled out nor recorded in the plain text.

(15). If the grill.is now laid on the text, first with figure 1 at left top, the beginning of the
message can be read through the holes. Thereupon 2,3, and 4 gre laid in turn at left top,
untxl the entire text has been read. .

: (16) This grill-process is adapted as well to telephonic conversatmns and to correspondence
in v.b_tch secret o‘rders are g'x"en u.nd in v.h.lch the so-ca]led “General Staff Process” must, not
be employed. : Bt W JBee® o TR S SO0Y R e
;- Translated Oc'ronnn23 1918 T g R i
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12. A MECHANICAL "METHOD FOR DETERMINING THE KEY FOR THE TRANSPOSITION IN
w o & ADFGYI CIPHERS GIYE’*I TWO }1ESSAGES WITH SIMILAR E‘iDIl\GS

Tl:us memorandum wﬁl use for its ew.mples the messnl,es ngen in the memomnda da.ted
November 1, and November 4, 1918, this ofﬁce
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B2 BLOBLRT egralamonssy of

" MEMORANDUM OY NOVEMBER 1.

Afbar having identified the similar a-ect:ons the meesa.ges were set up as shown below (cf
Pp. 36 and 37): .

l:tisczio:o_unuu_uur.-u'

RICHI374 AAGAGVVAFFFDXAVAXG
AAXAXXXDDXDFDFVGFF
XFAGDGDAAFXFFVVAGD
FAAVXFAVVDGAGAADXG

. AAAGGXXAAFXADFXVFD
& . +» VDEIDXIVYPAVIAFXXGCAY ™
" DAFXFFAAFXDXXXAVFX
> XY FXXDXDCDIGCDEFYYF
- ... .~ FDAVXAXGAAXAFAADGF'
: " DAXGVFGFFXXDXFAAFD
DXVAVFVXIFVDDXF XD
_AAAADAFDADXFAF F X
"GAAVIDXXDXIFGGA DX
ADVDGFVAAAXVAG AX
AXDAVAVDAAXADF VX
G X

GX
FG
FG
DA
FF
FV
AA
AF
FX
XX
G X
AA
DF
DF
FF
G A

AADDFAAXDADDXA
. XAFGVAVXIXGAGF
1;%‘5z_,;Q3:3J ~VAVAFDDXAGVXIAX

qun;;;yaanDAncnanx
it g Wi ADAAGFFAVXFXIDF
e T A Y XAXGAVGEEXGGD
A e G CFAFPDPAADIVYIDF
it e gk s AT AXAZDYEFFANX
gt aisgl oy, o PYXFPPIAFZXZDDIX
Bt et s o ADXFPYDVEGVYVXAXFD
rans sl vma'AAGAGFDAGVFXFA
AAVXFXAFAVFXDX
DAFVXAXFADADDY
AVXAFAAAVXDXXD
AVVADGADDGFFXX VG
XXVVAADAAVAXXA AF
VD DVDXA GXXADAX

»obccmmt:'-daa-qwbbuwwuUUN-:db:n-:nu-:-:n-q

R OMKTOO>>Eg>0>0>MO <M>>0>
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Let us now draw up a table showing.the equivalency of the various columns, upon the basis
of each pau' of columns whose last threa or four letters are identical.

o207 HoAsd IkGaby Wi R B i B iy °.' it e = e a iy E et :-‘-.-,",'__;l L o
j RICHI 274 RICHI 338 BT e GE Luq
T T I (Y :‘wﬁm? ' O‘d‘:'mn ; H
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As regards the mathematical relations alone, the seiuence of numbers in the transposition
key may be regarded in the nature of & oycle The datemu.natmn,of the transposition key,
therefore, consists of two steps: _

1. Building up the numerical sequence in the key, ie. t.he cycle

2. Finding the exact position of one column in the cycle e

1. Since RICHI 338 has 14 long columns, and RICHI 274 has 4 long columns, then it is
evident that the identities in these two messages run nlong at an interval of 14 minus 4, or
10 spaces. The columns whose equ:valenmes are shown in the preceding table, therefore, wx]l
be 10 spaces apart in the cycle. That is, for example, if we begin to build up the numerical
sequence by placing column 1 under a space marked *1”, on cross-section paper, then the equiva-
lent of column 1, which is column 16, should be placed 10 spaces removed from the position
occupied by column 1 in the cycle, i.e., under the space marked “11”; and the equivalent of

column 16, which is colummn 2, should be placed 10 spaces removed from the position occupied by
column 16, etc. Since the numencal sequence is in the nature of a cycle, as stated above, when
one arrives at the extreme right of the series, one merely comes back to the extreme left. and
continues. To make the procedura perfectly clear the successive placements for six columuns,
beginning arbitrarily with column 1, ere shown herewith:
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Continuing this procedure, the completed cyclo is as follows: .. . -0 (i

1 alacrsoloul:nn 16 17

11‘7210318961512165714413811

2. Referring to the set-up of RICHI 274 as shown nbove, it is seen that the long columns
ere 6, 12, 15, and 16, and therefore they constitute the first four columns on the left. The cycle
shows that column 6 precedes the others in the sequence; that is, it is on the extreme left in the
transposition key. The completed key may be written, therefore, merely by advancing the
series of numbers in the cycle so that 6 comes ﬁrst. Thus:

6—15—12—16—5—7—14-4—13—8-11-1—17-2- 0-3-18-9

-

HEMORANDUH OF NOYEMBER 4

The two messages, after the identitigs' had bec'h found, were set up as follows:
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The t.a.ble of eqvuvalents is as follows: . o o A At a waib ot shna e 0
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The identities in t.hesa two messages run along at an mterval of two spaces (RICHI 266
. may be considered as having 19 long columns, RICHI 264, 17). Therefore, the equivalents
 will have to be placed two spaces apart. The completed cycle is as follows: :

B I 7 8 9% 10 11 12 13 14 15 18 17 18 1

11310214119531641571218617819

The set-up of RICHI 264 shows that columns 5 end 9, being the only short ones, f2ll on
the extreme right. The cycle shows that column 5 follows column 9 in the sequence. The
completed key may be written, therefore, by advancing the series of numbers in the sequence
80 that number 5 occupies the position on the extreme right. Thus:

31 6—4—15—7—12—18—-6—17 —8—19—1—13—1 0—2—14——11—9—5 L

The interval, i.e., tha number of spaces which must be left between equivalents in construct-
ing the cycle, will be even in number in all cases, since it takes two cipher letters to make one
clear-text letter. In cases where the number of columns and the interval possess a common
factor, the condition might arise where the cycle cannot be completed in one step, for after
a few placements have been meade, one comes back to the starting point. In such a case, how-
ever, one can complete it by taking advantage of such clues as are offered by the set-up of the
messages, specifically, the number and identities of long and short columns. It may be wzll to
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illustrate by one artificial example. Given two messages in which the interval is 2, the long
columns 9, 10, 14, and 18, and the following table of eqmvalants

Tazrx 3
Column ) Column

1 equals 15

2 equels 13

3 equals 16
4 equals 1 -

5 equals 12

6 equals 20

7 equals 5

S 8 equals 17

3 9 equals 10
) ) g 10 equsls 4
. ' " 1llequals 9

12 equsls 19
13 equals 8
14 equals 18
15 equals T3
16 equals}/6
. 17 equels 7
¢ B P 18 equals 2

g : _ 19 equals 14
us- ' 20 equals 11

Starting with column 1, the following partial sequence is constructed:

1 2 3 4 5 ¢ 7 8 ®* 1» 11 B2 I3 K 1518 17 1819 2

i 168 16 € W 11 § 1 4

oe Tha equivalent of column 4 is column 1, end we are then brought back again at our starting
pomt. The cycle shows, however, that column 10 succeeds column 9, with one column inter-
vening. Since columns 14 and 18 are long also, and since the table shows column 18 to be the
equivalent of column 14, it is evident that the latter must be placed between columns 9 and 10,
and column 18 between columns 10 and 4. From there on the sequance can be completed

P thhout further difficulty.

The advantege of this method is thatitisalmost entirely a mecha.mcal one, and meay save
tlme in determining the transposition-key in this cipher. It is also evident that it may be
'usad in ordinery simple, transposition ciphers of the columnar type.

Woriay F. Friepwan,
' First Lieuienant, M.I.D.
January 6, 1919.
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