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FOREWORD 

The following report on the military ciphers used by the Germans from February to 
November 1918, was written about December 1918 by First Lt. J. R. Childs, Infantry, nod 
except for minor changes is in the form in which he prepared it. There haYe been added note 
7, by First L i. H. C. Skinner, M.I.D., entitled "Note on Reconstruction of an Incomplete 
.ADFGVX Message", and note 12, entitled "A Mechanicat Method for Determining the Key 
for the Transposition in the .ADFGVX Cipher, Given :r'wo Messages Having Similar End­
ings", prepared in January 1919 by the undersigned, then First Lieut., Military Intelligence 
Division, U.S.A . 

Office of the Chief Signal Officer, 
War Department, . 

Waahington, JuM £5, 1934-

(w) 

WII.LL\.ll F. F RIEDllA:'f, 

~n4lyu, Chuf of Signal Intdligence Sedion. 
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, . - ~ . . . ·- . . 
GERMAN ~ILITARY CIPHERS .FROM FEBRUARY TO NOVEMBER, 1918 

- .... J • -

This survoy·of Germo.n Military Ciphers is intehdcd to bo -.cry brief. A knowledge o( thq._ 
principles contui~ed in Hitt's Mo.nuul for the Solution of Military Ciphers is prrstippo~cd. - · 

One of the most outstanding .features in the usc of cipher by the Germnns, whether on tho 
Western or En.stern Front, wns their predilection for transposition meUtods. Of nil their systems 

· which ~o.vc come under our observation, there ·were only two of purely substitution methods. 
. 1·.". :.. \" ' . .::,. . ~... ~ . : . . : 

. "' ·• ·: .: .-~ ,r ~ I • . SUBSTITUTION CIPHERS 
- \.· .. "l ."'\ \ ~~ - • 

,. 

One of these, strange 'to ·say, wns e. single mi...'l':ed alphabet substitution used by Gen. Kress 
von Kr~senstein ·in .com.municntion with Helferich. So>eral very important messages were 
sent in this very simple cipher. This cipher was preceded by tho preamble "-777." This was 
&Il identification to the recipient of the system which had been employed. The life of the "777 II 
Cipher was n'ot of long duration. The system v.·ns too simple; the wonder is that it was ever 
used at all. A message sent in the "RICH!" Cipher a few days after the "777" had been 
solved, directed an immediate discontinuation of its use. · 

"The cipher prepared by General von Kress wns sol-.ed here at once. ' Its further use o.nd 
opern.tion is forbidden. (Signed) Chief Signnl Officer, Berlin." 

The second cipher based upon ·substitution prin,ciples nnd perhaps the only one which WllS 

ever made enensi>e use of, wns the so-culled "WJ.lhelm" or "Fuer God" Cipher. T his cipher 
was used over a longer period of time than nny other cipher which the Germans were ever knov;n 
to have employed. .. · . 

Tho cipher was known n.s the "Ft{er God" for tqe ren.son thn.t all messages in this cipher 
eontained the address "Fuer God", "GOD" being the cull sign of tho wireless station to which 
the messages were directed. · The messages were sent by POZ, a station nt Nauen, just outside 
of Berlin. They were numbered serinlly from the first of tho year to December the 31st, and 
were sent at more or less irregular intcn·als, an average of about three a week. 

These ciphers were identified as substitution ciphers from the resemblance which the frequency 
tables of the cipher letters bore to the coiu.m.on type of s-ubstitution frequencies. Further evi­
dence was contained in the repetitions which occurred in the body o! the m~sages. Thcsl3 
repetitions were factored· as nn ordinary substitution cipher; and they established the !net tho. t 
ihe m.imber of a.iphabets in messages numb~rcd from 1 to 30 varied between 11 and 18, und that 
from 31 to 60, inclusi-.e, the nbmber of alphabets employed reverted to the same rycle ns from 
1 to·30. In other words, there were but 30 keys nnd messages from 31 to 60, und from 61 to !JO 
were enciphered by the same keys as those numb~red from 1 to 'Jo. ·. 
~ ·. } . It was also ascertained thn.t the number of alphabets W llS limited; und that not only was the 
sa.me alphabet oftentimes repented in the 13 alphabets, for example, in the 13 of message number 
1, hut . that the snme n.lpho.bet also reappeared in the 13 alphabets or number 2, in tr.: 12 of 3, 
lind in the 18 of number 4, and so forth. ' 

The number of alphabets finally r educed themselves to 22. They formed a modified 
Vigenere Table. 

(1) 
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TABLJ:-1.-TH~ ALPH ABETS FOR THE "WILHELM' ' CI PHER 
. . . 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 

SQRYVXUZTWBDCAEJHKIFGPMONL 
L 0 P N M Q S R T U V Z X Y W c ·A B H E D G J F K ~ 
P 0 N M R T S Q W Y U X Z V·C ABE D·F J G K_H I L 
I F . H J G N K L .M P 0 T S R Q V Y U X Z W D B C A E 

XU V Z Y WAC BED G I H J F K M-0 N L T R S Q P. 
V X Z. W Y VA E' B C F D I H G J N K M L S P 0 R T q 
A C .DB H J FIG EM N .L K -0 T R S T Q Y Z V U X W 
B A D C ·F G E I H J N 0 K M L S R P T Q W X V Y U Z 
T R S Q Y W X Z V -UE B A ~ D K.F J I G H M L P N 0 
L .M 0 N T Q R P S Z X U Y V W B ~ C D E G J H F K I 
I! 0 K N .L Q S R P W Z T V U X Y D B A C E F J G I H 
I E H F G' L 0 M J . K N Q p' 'T R s X v y u z v B A .D c 
HFIGNMJKOLQPSRVTZUWXYBEDCA . 
C D A B ~ H E J F I K M P 0 L N T R q S X U Z W V Y 
E -CDBAFJIGHLKONMSPQTRZUXVWY 
R ~ P S z ·w TV U X Y DB C A G I .E J H K F 0 N L M 
VYXUZWCAgEDiHGFLKNMJQOTPS~ · 
BACHDJFEGILONPKMSQRUZTYVWX 
QYZVX_ABCEFDMJIGKAPLNSROYUT 
EDIGHFLMKPONRQJSUXTZWVYCAB 
RTSWVYZUXFACBEDJKIGHONMPQL 

,;!::,;.;: •• :. :,.:., :V M 0 L N P S R Q X T Y W Z U V A D C B H F I K E J G 

. · . 
.., 

' ··· 

. .. : 

. . . ~ . 

. .. · .. 

.. 
. . · : ' 'l 

h .. r;t .: - l :: , i. : . .:1 

Numbers w~e expressed by the following letters bracketed between "Q's": 
·:· ·:I" i~U t:·)·l! · J! ~ ; !·. : ~ .... , ·: ··"' .~: : ~· · · .. . · ... ·· .. 
_:.,.,, , ... ::-::n __ ,_..;.::!., .. , .,.·.·: ~ _ , ,_._~ ~:.- . :. 1 2 _3 4 5 . 6 7 as o 

· · ·-:· · ~ ·~ -=·--... .. , :: - •! ··,_. ·-:':< ; . .,.·: H P J W D Y V R A F 

.·; .. :.;. 

. .. : , ·.: . . 
·: ::·:: The alphabet beginning" SQRYV" w'as known as the "A" alphabet, that beginning "LOPNM" 
a.S the "B" alphabet, etc. 
~- ·: .M essages numbered 1·, 31, 61, etc., were decipherable by the 13 .alphn.bets in the order 
u JVCEPQHCrAPQGP". . 

' M essages numbered 2, 32, 62, _etc.~ were decipherable by the 13 alphabets in the orqer 
~'.TBUULENFKEQGC". 
' _. ·. The horizontal sequence above the tnble is the plain-text sequence. The vertical alphabet 
on the extreme left gives the arbitrary symbol by .which the different alphabets were known 
n the ~q keys. Attached ~ a list of these 30 keys: . . . . . .. . . 

, ,., . , 
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L __ _ J V C E ·p Q H C M P P .G P 

2 ____ T B U U L 'E N F -K E Q G J 
. _3 __ __ V C B H E G C J K G E P 

; 4 ___ :_ I 0 C E B P G K K G P J V E G U G C 
5 ____ H G J K E .I I M ·p Q J B C K 

:· 6-- ~:_ S 0 F ·c K M P K G -c H C G N F M P Q 
. 7 ____ L 0 Q G P L G N F J G U 

g __ __ L B U U G P J E G S 0 F C G .p 

. 9 ____ P B N F G K L 0 J I E U N F 

~Q __ _ _ G J J N F I G N A K I E C 

1L ___ A B C A D E G F G C 

1Z __ __ D M N A G C D 0 P Q G 

, . ·.·. :· . 1.:L ___ J N F L -E G Q c· C T 0 K G C 

1~ __ _:_ L E G U 0 P Q G R 0 M G C K G J 
15 ____ .L E G T E G U A B J K G K G J .. · 
16 ____ S C G I R G P H M N F 

17--- - .H G P G R E A K E P G C · · 
18 ____ J G U K G C L 0 J J G C 
19 ___ _ H. G E L G I A 0 M ·s G P J E G 
20--~ - y 0 V E G C F 0 P R U M P Q 

. ~ .. . . 21 ____ .V S G C R G T G C I E G K G C 
22 ____ Q B U R 0 C H G E K G C 

23 __ : _ F 0 P R U M P Q J Q G F E U S G 
. : 24 ____ F 0 P R J N F M F I 0 N F G C 

25~-~~ E P J K C Y I G p ·K G P I 0 N F G C 
26 __ __ A 0 I G U K C G E H G C 

Z'/ ____ C 0 R . E G C Q M I I E 

28---~ H G J B C Q G R E G V S G C R G 
29 ____ R M P A G U A 0 I I G C 

30 ____ ~ C N F K J 0 G U G F C K G C ..... 
I ' • • -

It will be noticed thnt the sn.me letter, as P, for instnnce, in key no. 1, is repented four 
different times. Agnin1 the E and Q and G which occur in 1 occur also in 2. T heso fo.cts 
pointed to the wse in these 30 keys .cJf intelligible Germo.n words. The arbitrary letters, which 
the keys in their present form contained, represented a simple substitution. This nppeared 
from the frequency, for · exnmple, of G nnd the iosepnrnble combinations NF nod NA, N never 
app~ariog unless followed by F or A. It was therefore extremely prob11ble th1\t these letters, 
arbitrarily chosen to r epresent the 22 dillereot nlphabets, in reality represented keywords in 
German t ext. · 

N was assumed to be the value of C, nod F, H; and G, the most frequent letter which wns 
never absent from any of the series, E. This simple substitution wns continued until fnmiliar 
German syllables began to appear and finally tile -complete keywords themselves. 
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L--- S P R I N G B R U N N E N 
2 ____ V 0 L L W I C H T I G E S 
3 ____ P R 0 B I E R S T E I N 

~4--~~ M A R I 0 N E T T E N S P I E L E R 
_ 5 ____ B E S T I M M U N G S 0 R T 

~ : · ~ 6-· _ _:_ F A H R T U N T E R B R E C H U N G 

"7 ---- W A G E N W E C H S E L 
, 8 ____ W 0 L L E N S I E F A H R E N 

9 __ __ N 0 C H E T W A S M I L C H 

· ~ - 10 ____ E S S C H M E C K T M I R 
1L ___ K 0 R K Z I E H E R . ..... . " 

12 ____ Z U C K E R Z A N G E 

.; .. \, . 13 ____ S C -H W I E- G E R V A T E R . 

14--~- W I E L A N G E D A U E R T E S 
15 ___ .: W I E V I E L K 0 S T E "T E S 

' ... ,_ 16 ____ F R E M D E N B U C H 
17---- B E N E D I K T I N E R 
18 ____ S E L T E R W A S S E R 

1 ~ 19 ____ B E I W E M K A U F E N S I E 
. ·r 20 ____ P A P I E R H A N D L U N G 

21 __ __ P F E R D E V E R M I E T E R .-

··-
22 ____ G 0 L D A R B E I T E R ' 

23 __ .:_ H A N D L U N G S G E H I L F E 
-.. , 24 ____ H A N D S C H U H M A C H .E R .... ; ~ .. 
_,_ ·:. 25_-___ I N S T R U M E N T E N M A C H E R 

26~--- K A M E L T R E I B E R 
27---- R A D I E R G U M M I 
28--~- B E S 0 R G E D I E P F E R D E 
29 ____ D U N K E L K A M M E R 
30 ____ R E C H T S G E L E H R T E R 

. - -
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•• ,(; :·, ;: I . , .... ll. TRANSPOSITION CIPHERS 

. ·.· R eference ba.~ been made to the. predilection for tm~sposi tio.n . methods cin tho pnrt ~f 
the Germans. ·E ... ·c:n substitution methods, when resorted to; usuUlly contnined in them some form 
of transposi tion, s:.~ch as in the "RIC HI", the most important military cipher usrd by tho 
Germans. · · . · · · 

· · One of the most common forms oC tmnspo~ition cipher used by tho Germans wns tho double 
transposition. Occasionally, the simple columnar transposition was used, but this wus e:dremcly 
rare ~s such a system of encipherment in u lnngungc such as tho German, which contains tho 
common invariable combination CH, offers >cry little security. · . 

The solution of u simple columnur transposition invol-ves merely pu~ting together tho columns 
containing tho C's ·with tho columns contnining · the H's with which · they belong. If, llS or ten 

. happens, in a. transposition cipher, two C's occur in the sumo column, there must also be two 
H's which occ.ur the same number of letters npart as the two C's in u similur single column. 

As an example of. a simp!~ trnnspo~ition, th~r..c Wl\s intercepted by tho high-powered station 
a.t Generul H eadquarters in May, a. cipher which. rend as follows: 

ALTMARK 41 GRUPPEN. 
. ' 

B E. L N S M 1:' U A G H R L NV R S N D .Q D.QNOA A.QEFN .... 
F N F P E 0 S G A A B N B DE · DMWLR R T H N A T 0 S 0 N 

. ' s N U .I K L N I G P u s u s s H FEIN R A AD N H N R N E .. , ... 
.. 

.. l. 
FAEUN EHBAS RTARR N U E R I M G U R E K C 0 B T 

· ::; : · ; . :: A I T 0 F I L TAN N U A E .M E I 0 D E DEtlZJS GNTCtl 
.f. N AD U G URSRT ED L Z R I C. AU N Z D M R F A L C N L 

. ·.!; · · NEULU BE S B H TENAH D NUS T A N M s z. 

A frequency of the cipher letters in which the most Crequent German letters, E, A, N, I , etc., 
appeared in approximately the same proportion as in German text and the absence of Q, J , and 
Y indicated that the principle upon which the message had been enciphered was that of 
transposition. . . ._ ·_ . 

In the fourth cipher group of 5 letters there is a C which is followed at an interval of 
2 letters by a C in the fifth. group. A third C follows the second C at an interval of 5 letters. 

In the thirteenth group from the end there is an H followed by a K at a similar interval of 
2 letters, n.s was observed between the first 2 C's, and, further~ there is another H which follows 
the. K at an interval of 5 letters. · · · · 

There can be but o~e conclusion, and that is that these 3 C's belong in a. column which. will 
directly precede the column which con~ains the 2 H's _and the K. 

-.• ~: ;. •· !· o· .. , :!: - ~ ~· . : : -~ ·.: ··,, .··- -~~ ... , ·-: C H 
• ~ • • • •. 1.: ,; ': ; :\ : • • ' .I \ ; . . . : :: '· . ~ . . . . : .. .. ; ~. ,.. . D z 
::.:: ·· ·>::::!'.! ·L;: ~., ! :'\ : :-. .... ~ :~ . ~-: ; .-. r ·· .. · .. c K 

NG 
0 N 
AT 
A C 
C H 

.. . . . '. - . ~ . . 
: .· ... : . 

. . . .. . !. 

. . ' . ::. .. ~ . . . . . . 
··, • 0. • : :~ •• ' :: • : • • • •• 0 ; I : . : 

• • '."!". .·~ . : ~ ;- . ; :.:: t." • • • • 7 . : .. :.~ ; 
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L yet the length of the columns is still unknown, though there cnn bo no doubt that tho 
length must be at least such as to include the 8 lines which nro contnined in the series of 
the 3 C's. . . 
· ·: I! a count is. mnde of the letters which o.cc~r between tho first C in the fourth group and the 
H in tho fourteenth group !rom the end (2 letters which it is believed nre pnircd together) tho 
D'l,l~ber. will be found to be 123. This number is divisible only by 3 nod 41. There nre 205 
~etters in the entire message. I! the message is divided into columns of 41 letters in length, 
p~ecisely 5 columns~ result. . 
· Again, ono migbL hnve chosen to place a third column egainst the original two which bad 

been selected 
'- I l .• o I o ' • 1 

0 
• ,, , , • , ' ; , .: •; o: o: "~ 0 0 

1'0 : ! , : o• 
0 

• t 0 
: , :, ' , • ' o '!• .! , • , • •, 0 , 

·:~~1 ., : t.. . ~ 1 .; .. : · : , ~ : - : ,{·,·:·d.: !:-:: =. t-,,. , =,~ - · .~ :=4 ,._ :C H 
f, ' •/' ~·2' ''<~ .. ! ; .. : . r:t ·t1·.<!J ,~:.::::! ; .: ... t·: ..... _;: .. : :l D Z 

•,,' ,:, ·", ,• .,;; I , : , ,• ', "• ·'·' • • 

, . . . . . . 
.. ! ~ :, ::;~' > ' 'J~ .;::: -;. ~t~ :· : :t. :.~ ;; ·! : ;.· ,.,· . . ,J: ~~ ·.:. C K . ... . 

, :I • ; •; ••• -· I • ' • • • '; • L. • • 
l! .. ~l ,l; ...l;l! , ·: , ,.., .. ~!-·'\ .. ~' 'JLJ ~ .. . ... :";_, : : .:.: !:• .... !~ . I N G -~ .· . 

· : .. !\ .... : .. ~: :· .-:/i~l; --:: ~,~;, ,~ 0 N :, 'L; ' ( ·: . .-

~ - A T ' . . .· ,, I - -
~ - '3 "' • A c ., -. c ·,.., '(i .. ' ·.> ~A c -.. 

.::! ~"\ <•. ~ .. . . .. .. .:::. 

· ~1 0 2 (; ..... .:\ .. • 1 1' ; { n . j f 'I :C H : ·.: . . : r . -
- r: .. - 1'( "'": • • . , • :. 

: . . . ; ·: ' ~ I -. 

... : .· .. 

f ;:~ '!:::-.:.: 
-. ~ 

., 
·.: .. ~ .. 

.. .._. -
'- .. 

. , 
~ · 

·-

. ~ . -' · . . . 
.--: •• .: J ·., •• • 

-- ----- -.. . -. 
. ·;; = . . _; 

~ 

·by pti~tiig a. eolu.mn· containing an H or K against the ACwhich appeared as a. result o! the matching 
of the three C's: There are a number of H's from which to choose but the proper H would have 
readily proved itself froin the kind of syllables which would have resulted when the letters 
immediately preceding it appeared in conjunction with those which were already possessed. 

Compare two .such combinations, one in which the correct H has been plnced againSt the 
AC which it follows 'and the other .an H selected at random. · 
•• -~ ! · ) .::. . --~ .=--. ~.: · . . •. : .. .. ·.' ..... : ·: ~ J • ~- • • • : 

: . . ! ·.•. . ... (1) - - - . . 

DZU 
'J f .... - I • • ' , ' .. ! , - • • I . : l : ; ' . 
I) ..... ) .... I: > .~ ,, ... •: I . .. , ,, '·: ,o: c K B 
~ • '- : ... ~ ' L r ' ' -· :a ~ . ., ~ "' ,, t • ..-, : T • •. ,,_. ., J) .t,, , L • 1vi ... J:.Jt '-'•• • • .._. ...... . • .. . L. ··N G E 

!• · :.-;·r:·- :n! -:_!:."1!1!' ;: : ..; :: .! ·r.d ~·: ;.-. - . 
... -, -,::.-,·,, ... ;.: .. ,·n· ·~1 .,· :• • • • · • . : . ,~. , 1 .... 0 N S ., . . . .. ' .. : -.. ·- . . ... ~ . 

... 
.(2) 

·c H s 
DZM 
e-KE 
NGU 
ONA 

ATB ATG 
::.i _l; .!~~ .. _, :~ . .:! ..; ~··: ·. :~ : l~ :~~~,.-:~.: ~· :~ : A C H . A C H 

· ·'' ·: .c H T .: .- .. . . C H R . 

-.. ··=~· · . 

: . . · , .. .. ; 

. : . . -:_ . ! :.: 

~ . . . 

In the first, the German word ZU has appeared. The second contains in its second line 
a combination "DZM" which, unless an ei:ror, is impossible in German. .A. count of the letters 
between the C and H in "ACH" in the first gives also 41 which is a factor of the number 123 
which was found to separate the other CH's. 

- ' ,"'\ 

'· ..., 
";" r. 

~ . .. 
("', "' ... 
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.T here is no other conclusion but that the columns nro fivo in numbor and are "l letters 
in length. The columns are accordingly cut as follows: ... , : .... ·.~: . 1 ~ :. : 

!.: . . ·· 

...... ' ~ 

:.; : . 

1 ' B N 
E B 
L D 
N E 
S D 
M 14 
E W 
u 
A 

_- G 

H 
R 

.· .-. L 
.. ·'.N 

L 
R 

R 
T 
H 
N 

A 
T 

.o 
s 
p 

.· 

-v 

. D .N 
C . S 

D N 

J ' • 
A 0 R 

D F I 
N I C 
H L A 
N T U 
R A N 
N N Z 
E N D 
F-U M 

·A A R 
E E F 
U M A 
N E · ·L 
E I C 
li 0 N 
B D L 
·A E N 

S D E 

~ E U 
T H L 
A Z U 

. _. .. 
1 ' ,c; p 
N I 
0 K 
A L 
A N 
.C. I 
E G 
F p 

N U 
~ s 
N U 

-~· s 
-~ s 
E }:1 

0 F 
S E 
G ·:{: 
A H 
A R 
.B .+. 

J 

R 

R 
N 

u 
E 

R 
I 
}i 

G 

u 
R 

.E 

.K 
c 
0 
B 

T 
·A 
I 

T 

' K 
q 
N 
T 

c 
H 
N 

A 
D 
u 
G 

u 
R 
s 
R 

T 
,E 
D 

L 

~ 
., 
.: 

• 
B 
E 
s 
B 
H 
T 
E 
N 
A 
H 

D 

N 
u 
s 
T 
,A 
~ 
)d 

s 
z 

.> .:! l!:: .. ~ · -: !·.r;-:. ,- ._ .. :;'; ~y' : ... ::~ · ;; ·: :: -;;.;. ~ ·: . :a :::·: .. _,! ~- ~ ~~ =·~:·:·.! .l ,iJ : !..~ -;""''• :.l ·:.: -~ . .: ... -.. ~: : :-. _!·_: ... 
. .... -.~ .. : :~·-·- ~. :; ;"j • .,~ .!: .... ~ : -·:-: ' ~:.;.;;,: . :...:• ' ."': :,; : ~ 2·:·· ~- , ·.'·." .: ... ~-...-~·J~J~1- :- ' : ! . , ~ & 11':l l;· :J!' :: .··:.· i:~ ;: :· .. ~~ ~ =~fn; 

• • • • - • J • • • 

·--- : . ·) .... .. .. • · ··: .. > _ _.· ' t ! .;•.' . ._ , :*'}:r: .; •; ·; :_.J \J ! ; :·: ,: •I .::·~ : .. !- -~:: ~ ~(: 
. . . . .. . 
:. ~; •4 ~: .;· : ._:~) ... :. ..; 

' '.\ . . 

. ··:·. :: :·..: .. ": ;. ~ _ _. ;.,::·-; ?_;:~ ; ~· ) j: ;.~ <;::: ·:·i:L~'.· ~:i .. 1 : ~ :~,:.~ .. · ·-: :•i~ £ :: "1.:-:: ·;_;~. ;- t !!' l !..:~ ••. . :; 

.<r:· .- _.1; ··1f: :; ,l ·.;.:-.. :. .:~- - :1 ~ -- , .'.: :. :· .. : .:.:.r :: .; ·:d '. :- :: . 
"r.·:.··:: :: -:- · ~ 1: :: '. , =. :_{'\ ·P :'": '. ~ :! ·.:_.! .', , . ·,; :~ :· 1. . !. -. t f):.-~ :.} -~:_: ; , ;, . I • } · ~ ~ . ! ~ ... -:· ·;· ::i ·.! : : . ·.~'1·l 

. 1, • • -: ;, :~.~,::· :- : : . ; • ~ ~ .. •. · ~ ~~ · .• ;'.~· ~: , : . · . ... • · • ··~: ~1; . ; ,~ : ·~i:, :. :7~ r~::i ' ,: ": · !~~ - ) ··: ;'" .. : ·: ~~ · ' ~~--1 

. . .. . 
. ·. :: -~ 

.... :: .. ;. : ''; ~~ r ~-··.~· ~ : -. :-:!- :: .. , 
·· ·. ; : .- ~ _.,_ ·. . ~: .. : ... ::.: - tG :. ; .... 
-: :_ ·. ·-· ' . ~ : ... ' ' : ..... . .; ~ -~ . . -.. . : 

. .. i!~ j ~: .; ; ••. !s'!f 

. · ... : .. .• - _r_. • \ ,; ·~ =. 1 
. -. : . I. ·: ' '•"': ;. ~ ,;•" 

. . . ~ ... . 
.:: ·. : !.': .:· ·.:::!~ 

0 .... . 
f • • • 

_. _ : J ;, . I ~ ·: . > ::-·I .. j • ~ : :H •. .r.' . :; :' ; ' . !' 
; , ·· ·_; . ... ·; · t • ": -: •• , i ' .. : ... 

. ... ' 0 •• • 

' • ' I 

! : ~ ~ : :. · . .. ·.'J'( t i. ! . .. · : ~ I \ J: r,.! • 'I ' :::; --} 
. ,a , .,: ._.,_ ..• • -i 

- '"' '· .. :--r .• • . c,w . • ,J :::)C ' .• • • . ..... 
. - V"'" 

, ...... 
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~·: .. ' ; By fitting . the remaining . C's .with H's which appear in the snme horizont~l lines the com-
pletely reconstructed key -becomes: . '. . . . ·' ··: .. .. . .· ... 

I 
., 'i • .. i , i 4 . 5 

·A N B ·a R 'R ti c K B 
D B E F I R I N G E 
.N ·o t I c N K 0 N s 
H E .N ·L A tJ L A T B 
N ·o s T u E N A. c. H 

R .M ·M A N R I c H- T 
N w E N z ·I G E N E 
-E L ·u N b y 'p F A N 

·F R A u M {; b )l ·D A. 
:A .• R G .A R u s F (J H 

E 'i' H E F R u N G D 
:u .H R M .A -E s F u N 

- ·N -N t E L K ..:; 'p R. u 
.E A N ·I ·c ~ .H E s s 

: . .. "'\' H .T v ·o N . ·o F .o R T 
· B 'b R D L .· ··B E s T x· 

~ ' ' :- · : :A s 's E N ·. ... ii' I G E N . . . ' ... ~ ' 
.. -. . s 0 N ·o E ... . - ·' A N A D y 

., . -- R N . ·o ·E u ·· -· . ' ::r R A .I.; s ... .... .. , . •: ~ .· T s c H i. -'i' A 'B z z 
A N D z u C' ~ r ...... "" ~ :. '-' 

The message is now in the ori.:,ainal form in which it appeared before enciph.~rment. The 
translation reads: " Do not let Reservist Wenzel and Mrs . . Margaret Fuhrman Lelea, who 
are on board, disembark, but bring them back to Germany. Notify Consulate.' Confirm 
at once to the Admiralty Staff the. receipt and ca!rying out. of this wireless message." 

In the case of a double transposition, which is the double application of the snme columnar 
key, it is impossible t:o attempt to reconstruct the key by the method of .fitting together the C's 
with the H's. The cipher letters in a double transposition are inextricably mi.:ted together in a 
way that has led a mathematician to say that the only pnnciple which remnins in the order of 
the letters after their double encipherment is the fnct that there is no principle. 

T here is but one method of solution. This is accomplished when two or more messages 
are to be had of the same length and enciphered by the sa.me key. This is only possible in the 
case of two messages of identical length where the number of letters does not exceed 50 in ench 
message. If the number is more, the solution is only possible v,.-ith three messages of identical 
length. T he method of solution is that of writing out the messages of identical length under 
each other. The vertical columns which are thus formed are cut up and the messages are then 
anagrammed. · 

The principle of anagrnming two messnges is made possible by renson of the fact that, in 
a.ny transposition or rearrangement of letters in messages of equal length enciphered by the same 
key, the letters which occupy the same relative positions in each of the clear text messages of 

ri iW$ . W .,. W & * :;cJI!!!f fi F ..... ( f i t Uf fl~,_,.,., _.....,....,...,_.,.. • .....,..,.,....,. ......... tc,_,..., ,.w:_..\O....,•~ ........ ~. ·,.--.-~-q~ ..... Q.---:'1.1-..---=>.- :·P~+-~o,.,._ .-,,~ .... .,.,.,....., - ,--,.., ,..c9-:.,.., • ..., __ .-.00..,..,._....,..,,..,, ,,..,.,_,,_ _ _ ~_ >,..,., C"'lr.--
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similar length will pass through identically the snmo permutations when put th!ough tho proce:;:::. 
of encipherment. 

The double trnnspositi~ns which were used by. tho G~rrunns in 19 lS-notnbly, tho Alnchi, 
Gechi, Omoch~, Itochi, nil modificati<;>ns in one unimportant wny or nnother of n double npplicn:. 

· tion of a single transposition kcy-wcro never usc.d in sufficient quantity to make tho method of 
solution by menns of anngraming two messages of equnllength po~sible. . 

· . It. however happened on more than one occnsion in mcssnges sent ·by some of tho smnller 
· stations in ·the Black ·sea area. which made use of the Alnchi nnd Itochi, etc., in com.municution 

with Berlin and Constantinople, that, instead of making a double npplicntion of th(l koy in tho 
enciphermen~ of messages, only a single application of the key was employed. Thi:S bnd the effect 
~f leaving the message iii the form of a. simple columnar transposition. . 

· ~ :· · ··Thus; on July 24, two messages were intercepted by our stations-one of them sent by LP 
(Berlin) to COS (Tillis) by way of NKJ (Nicola.iev) and the other sent to OS~! (C-<>nstantinople) 

. ·. by cos (Tifli.s). . . . . . . ' . 
• - . . . .-~ . :. .. . ·.: . . . . ~··.; ·:·. . . . . .. .. ··-= . . ·. :. . .· :: -~ ':~; 

· '"'··~ ... ·; NKJ v LP : .· . . : ......... ·• . . .. . . ·.-·: . ~.·:· , . : , :· . ... . : .-;·:j.· .F.UER COS .ALACHI-269 . , 

~ ~~~ .E H NT I X N F M U ·M A IRA ICE IT A WAN M E ED E G -
X · D N G R C R J T U E S A U C E P C U T · E B 0 T E T I I Q L 

::;::.; .l! N N S E. T N 0 E H E .E S . N E L R E G E Z V U I E E I N N N D 
,:·::·::- .·. E N 0 M N E R H S S H X R T 0 M R I N K U E A G T · R E T G H 

.. ,~:~:'~ :~:· x N.:s F T F T E B Z U S R E T 
. .'·:' . ... N z E N R X N B R G p R I N R 

XL N P 0 
E H L .E 0 

E E I H F L S 0 C 0 

E SF R T u I R U I 
.. 

. . . "!·.:.- AUARE NIEHN .EMVBE A WAS E G V E 0 X I LEX N 
·p ·L IE M H T S R 0 A R R 0 E 

. . :·- TXASE IHSNR liACER 
AT G N C 
HGGNS . 

D 0 A C R AESKF 
E IE I R D 

- t)SM v COS 
ALACHI-152 

: : : i 

' 

RRSCH NSEAT NWENT URZAF LBDLM IEAEE 
FAIRL ROMGH . NENMF NNSIU. ZTDLI ORFAJ 

E N. F J N I A U B T 0 E T R C A E R I S R K R A D F A I I T 

LLEUA HBHRS ENGIO VOALT RRJBU IEIGT 
:,:- 1 :.- T E T L N N E WE L I T A E Z F P K E T L N I T P S G M H B 

AT · . , ... 

The first messo.ge resisted. all efforts at a solution directed along simple principles. The C's 
which were matched for trial with the H's gave no promising syllables. 

In the second messo.ge there were 2 C's and 5 H's. 
There was nothing to do but try each o.gainst the other. The columns were run tentatively 

e. distance of two or more letters iiJ. either direction from the C. 

~ r: - . 
" ' : I _) 

, : -: - .. 

... . ~ ·- .·_. 
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, ) .. ·:.r; I 1 ; . ··· (First set) 

r . R 0 R E R A 
,J : I • ·' • ' .. . 

... R M R u R H 
• •,") ·'! • •. 

:: l ... t • :! ; ~: r ~ : • s G s A s B 
c H c H c H 

'!'t :....."·t::.: IJ.: H N · H B H R 
': .:i: ~ '(:: :. 

. . . ·N E N H N s 
·;.;::~·· ;.t.; ::::·:.::: .. s N s R s E 

R s 
R G 

s M 

c H 
H B 

N A 
s T 

10 

, , o : ', o 0 o ' l o I ;_ . r. ·.·; ~ • (Second set) 

·' ... ! : . i· · · .... - ~ 0 E E E A E S 
. ·: T M . T U 

.• ' .. . . :! .• • .. ·.·. ! ! i 

.. . . ·.:· ·· RG RA 
:. · : : · .. . . · ·< C H C H 

· · : .. : ·AN · A B 
: . ·.· ···: . ..: E E - E H 

) ; . , . . ;, ' 

T H T G 

.R B RM 
C H C H 
A R A B 
E S E A 
R E R T 

E R 
T S 
R C 
CH 
AN 
E S 
R E 

; :. · ·: 

In the first set the last pair of columns was finally chosen from amongst the four. It was 
h ardly probable that the C would precede the H which immediately followed it in the cipher in 
the first group. If this pair of columns was correct the syllables formed o.s a result of the con­
junction of the le_tters should suggest parts of German words. 11 NA" in the second line below 
the CH seemed to. offer the best Sl.!ggcstion, . 11 NA" might be the first letters in 11 NACH ". . 

Since the 11 NA" was taken from a pair of columns in which one of the two CH's in the message 
had l?een formed, there Wll;S the single alternative o! fitting the 11 NA" in this pair of columns 
against the proper CH combination of columns which was to be found somewhere among the five 
pairs in the socond set. · - ...... - ::: ' · ~ .. -. .. . 

The column chosen in the first set, was placed against each of the five columns in the 
second set in succession, the "NA" being placed each time in 'the ·same horizontal line with 
the CHin order to form the word 11NACH". The correct pairs shoul,d p-rove themselves by the 
appearance of other German words or syllables ·when once the two pairs were correctly 
fitted. . -· ·. - . . : . .. - . . .. 

Tha first. CH in the s~ond set when -placed agiuiist the NA in the last column of the first 
set gave no result. · ·. - - .. -.~ ·. _.{ :· .:.. ' ' ~~ ~ _ . . ..:: _ _ r. 

'-• 
I • 

t - .;.r::.~o - I 

:~ ; : ~· :·:R S ... : :-, ... : :-1 

RG 

....: ; ·:. 
- - ,. . . ~ 

S ME 0 
-.: C H T M 

:~ H B R G 
: N A C H · .. 

-~ · .. 

-, .. · .. 

.. ..... . , ... . 

·~,. _.·. : ... : 

, ... . " .... .. .. ·..: : "' '": 
.. ...... 
I 

The ~~bination · " HBRG;, which. appeared in the line above "NACH" eliminated this 
choice. :.:'.) r~e secon~ a~tempt appeared much better: 

.. 

. · · . . ;. ::- .:·. · · :· . · ·. R S 

. · R G 
·.--=· . S ME E 

-~ . . ·.· .:. C H T U 

HBRA 
N A C H 
STAB 

...· :'. 

: .. :: ...... , .. 
: . . 

. : .... • t : • . ... : • • • •• • • • ~ - ~ • :'" : 

, ·: . : •... · . . :· . . ~ •. ! : 

. ... . · 
' , •.. • .... .... I •• 
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Another Gormnn word "STAB" hnd nppol\rcd in addition to tho syllublc:1 "BRA", "CH" 
"TU", and "MEE". . · - ·· · · · ·: · · · ,; · :, : 

A count was made o( the nurnbor of !otters which separntcd tho "C" from tho ''H", the "H" 
from tho "T", nnd tho ".T" from tho "U" in "CHTU". This e;u.vc 145, .76, nnd 21 lottor3, respi.'C­
tively. The latter wn.s divisible by 7, the 76 wns one short of a so-.cn fnctor and tho 145 two 
short. The columns were probably 7 lettc-1:":3 in. length. Thoro woro 152 !otters in the mes­
sage which would give 20 columns of 7 letters in length nnd 2 of 6. This woulcl account for · 
the discrepancy o! two and ono in tho count between "C" and ''H" and "T". 

· These deductions were soon aftcnvu.rds confirmed. Tho word "STAB" was a. word of 
frequent occurrence in tho signatu~ "GENERAL STAB POLITIK BERLIN," with ~-hich we woro 
familiar. This enabled us to reconstruct tho entire rectangle . 

. . .. . . . .. -
I.e 4 I 1 2:1 11 U 21 I a IQ 1J 7 :lO 10 5 12 11 U 2 g 17 

o ·s E R S T LEU TN A NT F REI HERR 

VDERGOLTZUNDMAJORGRAFJ 

O·L F S M E E L T R E F F E N M I T S T A B 

A N A C H T U N D Z W A N Z I G S T E N J U 
;·=·:-.;~ .. -. ' - . . - . . . • .... f 

·-:: :•J: :;;<:;-· ·": L . I IN BRA I LA E IN F. AHREN WE I . . ·· · : · ··--:• 
"- J·- "'--I . ... •• • ;, . . •• • • ··t 

_ , T E R N A C H T I F. L I S P U N K T G E N E ..... : .:.· : ." .. -. ~ 
..::. , . . .. •• - • • • • 0 • • • ~ - • • .. -: :-.; •• • • • 1 ._ 

...:.:::::..:.~::-:.:. ~.:. ~-A--~:. S T A · B P O __ L I T ~ K _BERLIN .· ·:·: .:~ .. ::;·.:. :::-.,:-:.! 
•• • • • • • • •• • t • • • • 

The cipher wn.s a. simple columnar transposition. The message rend when translated : ~ 
"Lieut. Colonel Baron von der Goltz and Major Count Gra.f J olfsmeel, with st.a.ff, will 

&rrive in Braila on July 28th; they will then continue their journey to T.i.flis. General Stuff, 
· P9lit~cal Sectio~, Be,rlin." . . : . . .. . . ., 
; ; 1 : ; The key once solved_ by the reconstruction of the transposition in the one "AI~ hi", . tho 
second message should be decipherable by the application o! the sn.me key. . . 

:.: .:i ·.:. ~: : i: :: :.·. : :. : -u ' ., · 1 2:z u u 2.1 ... , a 1e u 1 :::o 10 s 12 11 ~ :r • 11 

. URTERNBAIMRLEDKNELOIHE 
•J' ·!·-: .. :1 ,. i.b :/ • .. ·. A I E H H ·S R S N E 0 S L 0 U S T E D R S A 

' 1.·:<, · !·~- ·~ _;: .'
1::-::-.·R 'T B N G F G E N E A 0 RAE EX X S A S ·W 

. ' ! .. ' ·-~. :.: . .. • . ~ ~ !. . : • ... : : : ... '..,;.: • 

.·.,; , ~- · •: :. -:-·•·:- 1 , _: E .. U 0 T G T PI N DR CECA T L N F I H. A 
·;·:.: : · ~. , i· ; :·:·::_< .. -1 :, N E TIM F R H DE. R 0 G R G N N B R C ·X S 

. .. . 

ISEXSTISEGONEATOPLTERE 
-: :· .. : :·· .. ·:' :·. :.: :: .~-:: D A T N D E N N N X E Z Z E R E 0 I U I T G 
: .• ~-'.-: · ·.~·,.:.: 1 ·' . ·; ( H ·U I F. I B R R 0 D A E V S E H E E I T 0 V 

N C I M E Z E H M N T N U K T E E N R A M E 
::! !.: ~. : .• :.~ ;:•··) .. ; E E .Q . U I U H A .N G G R I .F G E I H U W R 0 

MPLMRSLCERNXETHSHTIAIX 

VCNADREEROCNEXXNFSANNI 

BU 

• • .. • • I 

. .. ~ 
I 

'· · ·: : : ~ 

·: .... 
• • • • • ~ #' •! 

··: . :·r · l 
.· ..... 

• 0 · ' 

This operation wn.s now repeated. The message wn.s v.7itten under the so.mo series of 
numbers, rending from the first horizontal line of the first transposition and writing the letters 
in succession ve~tica.lly down the columns in numericn1 order from 1 to 22. 

- .. . . •: ··· -:• .. .. , ':<_.+ '~ - ~ • 
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··~!:J" .' '.\;:;_;•· -:! · ; :. J4 4 I 1 22 U 14 21 I J 19 1l 7 ::10 10 8 U I.S 14 2 9 17 

. ZUFUENFVIEREINSXANHEER 
··E .. • . .!: ,··~: · · ./_ : :" E s·c R X E I C H H 0 R N X I S T G ED R A 
-·:·."p·r: ,::· .:· .. ;·,;.:.: i·:·H T E T X A B N AHMED E S .A N G E K 0 :.i 
(n: t ~- ~ i ·.I.": ~,,:f· .. ~ ···!d E N E N T R A N S P 0 R T E S D R I N G E 
-:!·:.:: ·r.:J .:: ,~:~·- ; : ,: N D E R F 0 R D E R- L .I C H X W E I T E R E 
1()' J !:;.;j: · .. ·!: :..! ·::; r. ~ . . . 

·. .. T R A N S P 0 R T S M U E S S EN F 0 L G E 

·1o· h:;iw 1~ ~.!_1 ·,.; :, ~- N .. s 0 .B A L D .E I N R I C H T U N G V 0 N Q 
r,·:·:·•t ")'.'( :::-: ::H_/; ~:: U A_ R A N T A E N E S T A T I 0 N E N t N U 

KRAINEERFOLGTISTXICHBI 

.. . · .... :, ! . -
· ~ T T E !d I R Y 0 R S C H LA E G E H I E R U 
· :-s BE R B E ·s C.H LEU N I G TZU MACH 

~E "N-X . L U D E N D 0 R F F X 0 P . Z W E I X A 

~. ~ . ~ - - :- -. -: ..... ... . , . -.. . . . . . 
"ZU FUENF VIER EINS. . AN HEERES GR. EICHHORN IST GEDRAHrET 

. . ' 

'. 

.. :. 

. . . 
·.· :·. :J 

•.- : , ... . · 

': 

ABNAHME DES ANGEKOMMENEN TRANSPORTES DRINGEND El\FORDERLICH. WEITERE 
TRANSPORTS MUESSEN FOLGEN SOBALD EINRICHTUNG VON QUARANTA~ 
STATIONEN IN UKRAINE ERFOLGT IST. ICH BITTE MIR VORSCHLAEGE HIERUEBER 
BESCffi.EUNIGT ZU MACHEN. LUDENDORFF 0 P . ZWEI ANG. " 

. . ·-- :~ . - ... . .-: : ,·_-
~; ·"· ·When ·~ated: · ·: .. ' · , .... ;·: :·,_ l :=· ·. · · : ~. : :: ·.: , • .-; · .. · ... :. : ' ·•· .. ;~ ~- .· . . ·: .- _, .. ·._; ' 

'~~~· ::"Referring ·to no. 541. :Army Group Eichhorn has been advised by wire that the unloading 
of $.~ . transport which. has arrived is urgently necessary. Further transports must follow 

! ,.s· soon as arrangement of quarantine stations 'in Ukraine is made. Please expedite suggestions· 
to me in regard to this. Ludendorff. 0 P 2 .ANG." 

The "Alachi" was a double tra.n.sposition. E >ery deduction which h2.d been made had 
proved correct. '" · : : ·. : · ; · - · · · · · · · . • · 

Until the day of tho armistice and for some few days afterwards the "Alachi" double 
transposition cipher continued to pass between Berlin and the East. AlthoUgh it was never 
possible to anngram any two messages since no messages were ever .found identical in length, 
yet ~n more than this one occaSion after having solved the key from a single operation of the 
transposition, it was possible to read all other messages for the same d.e.y without further 
experimentation by the mere double application 'of the solved key. _ 

It was never the Berlin operator who was guilty of this error, but always tho encipherer 
from one of th~ numerous smaller stations at Poti, Nicolaiev, Constantinople, or Sebastopol 
located in the area of the Black Sea. · . 

The encipherer at Constantinople wris ·probably indifferent enough w consider that a 
single transposition. WB;S s~cient for seccity. 

" - .j - -; - ' . ~ ·-=: - . 

- -. :-: .. '. .. : . • i ') .-
"· ·" .. 

,. . . -..._• c 

_! ~; :::::;1,')'~ :.> 1!~..:...: ·.· ..: -~ •: ·! I .... \ ·l. : -··· . _. - ';/ :: -· :. ·:: . 
. ~~;)!;·_ [ :·tt(.' ·;.·_j; : :-;1: : ... t :i·.;;:;.,.c: :. .. :.; } ! ... -s..: ·1 • ." ... '" • ... :. ·.~ : :v.:-: ' L: ~-:: '' : ·: .. ::..;·.: · .. :: ; -·~ ,. . . :: ·.: ·::-: 

· .. 2~ (.j \::.;-:: '!'.: -:.·• ~ -·· :: ~. --. :::: .< · : 1a· · ·J ·:~ •• ' ·;·::~. :. .: .. ~· : . ·- • • . • , ; . •. . •• ·.·: _r: 

: - - ...:. ::.. ·' 
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ill. THE ADFGVX. CIPHER. (WESTERN FRO NT) 

•: ; : ._This cipher which combined the uso of transposition nod substitution methods, was probably 
one of the most intricate nnd most widely used systems of cipher ever employed by tho Germans 
in the course of their military opomtions from 1914 to 1918. The system first spraob into use 
on March 1, 1918, 3 weeks before the initial spring driYo of tho Germnn.s. Its appeu.rnnce was 
almost coincident with that of a number of now codes nod ciphers such as the Trinumeral 
Code, which suddenly ~~e into existence at tllls time. At first, only 5 letters wt'ro used in 
this cipher A, D, F, G, and X. These letters forme'd the rndico..ls of n square which cont.a.ined 
the letters of the alphabet with J omitted. Twenty-fi~e 2-lette~ combinations were possible 
with these 5 letters. The digraphs thus formed such as AA, AD, AF, AG, AX, etc., wero substitu­
tions for·the various letters of the alphabet. After the substitution had been e!Icctcd, the letters 
Yfere then subjected to n simple columnar transposition. Tho keys were found to change daily. 

The number of messages which were intercepted in tho cipher nried from 25 n day upon 
the inception of_ the system to as great a number .as 148 during the ln.St days of May • 
. : .·.· The first solution· Of a key in this cipher wa5 made by Cnpt. George Puinvin of the French 
Cipher Bureau on April _6 and was the key for messages of the 1st_ of .April. . . 
· - ... The cipher CQntinued to be extensively used as lat.e as tho lnst offensive operations of the 
_Germans in June. From thnt time until the conclusion of the armistice, the volume of messages 
diminished Vf.ry considero.bly. Although only 10 keys· covering a period of 10 days were ever 

· solved the proportion of the messages which were deciphered by means of these keys wns about 
60 percent of the total number of messages which w~re ever received. This was true because 
of the fact that the keys which were solved, were ~ose for days on wlllch the greatest number 
of messages were received. · _ . · . · : · : :1 

· · . . The cipher was U:Sed by the Germans in their communications b~tween _higher headquarter$, 
principally, between the headquarters of divisions lllld army coiJ>s. 

' Much valuable information wns contained in these ciphers. On one occasion, the solution 
of & key was accomplished so rapidly by the French that it was possible for an important 
movement which the Germans had given notice of in no order enciphered by this system, to 
be completely frustrated. 

On June 1, the additional letter "V" was added to the other five. By the use of this addi­
tional radical, a total of 6, ADFGVX, a rectn..ngle 6 by 6 was substituted for the 5 by 5 square 
which permitted the additionnl substitution of the numbers 0 to 9 and the letter J which bad 
previously been omitted from the .square. . 

On account of the fact thnt this cipher was used principally by army corps in the com­
mUnication of orders and directions for llil advance, it became po55ible to fo:ecns_t the approx-· 
imate time of some of the Inter German offensives of the spring and summer of 1918 from an 
activity chart of the cipher. Several dn.ys prior to an operation the volume of messages which 
were intercepted always increased noticeably above the normal. 
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IV. THE ADFGVX CIPHER (EASTER~ FRONT) 

• · 1 In the month of July 19181 this cipher, which hnd formerly been used exclusively on the 
Western Front, began to be e'mployed for tho first time by Berlin in communication With the 
German occupied territories of Russin, the station OSM (Constantinople), and the German 
eon trolled Black Sea ports, Sebastopol, Nicolniev, Poti,· and other stations in the ~ity of th e 
region. The only dlfrercnce in the similarit! of this cipher with tho.t which ·was us_ed ~:m t~)....; 
W estern Front was the preamble of the messages. T hose which were sent to the eastern theater 
of war were distinguished by the prefatory word "RICHI H from the western .A.DFGVX mes­
sages, which were prefaced by "CHI." ' · ' · · · · · · 
- :·. : The keys of the western .A.DFGVX messages changed duily; those of the eas~rn, the RICHI 
messages, had a liie at first of 2 days and beginning Septe~ber 1, they commenced to run in 
3-:day cycles. A total of 17 keys, covering a total of 44 days wns solved in this Cipher from its 
beginning in July to the end of No·vember. . 

The first few messages which were solved, in August, contained information that was .of 
little value. · Tl:iat is often the siirprise wliich a cipher holds in store. Ciphers which prove a 
puzzle for weeks and months oftentimes when solved contain nothing more than a barren sum­
mary of statistics of station call signs or repor~ of wireless 'traffic, One of the most important 
messages which Was solved by the cipher section was enciphered by simple substitution ml'\thods. 
·:··-. ·From the time of the debacle of Bulgaria and Turkey, until a few weeks after the conclusion 
of the a.rmistice, the content of the solved ~eSsa.ges increased in importance. On November 2, 
the.key ·ror November 2 and 3 was successfully solved within a period of an hour and a half by 
the method which similar endi.n.:,o-s in two messages makes possible, and which is described in one 
of the enclosed notes. .A message in 13 parts which was deciphered by menns of this key 
contained the entire plans by which General Mackensen proposed to retreat from Rumarua. 

J • - • • -·· _ .. i "·. . . ... . - '~ 
. . .. . . . . . . 

~u,~; j f: , ~. ·~~t ; . . :..':: ::- .. ~- .·. --•: · · ::·-.. ' 
• • - • • • I .: <~ .. :J.: :.: . . :- · .::~,l-,. :::..J·: -

. . . . . . . _: ·.:· . --. .-:. ' .. ' •: .,;·,· .'.,:.·· :... _, ': ·.·: :.· ... ,_·:.-:· ... ··: · .; ·: ··.···- ~ -~ !·J ; ir~; .: : : ! _:~ . ::.; -, .. : -:- ·\. ~ ... 1 : :·,4 : :.· ~ . .. -

.-,! o:_: .. ~ ·-\.J~ r.~ .. J::: ·~::! ;_. , l -~~ -I: · ·:·1 -: ~ ; ;.. · . . : .!- ~= ·.·; ~,. ':'" ! ~ : •-~-; ~~- .. ':: t: : ;:: - ~ii·:·~ ~~·: ::r .. t -~ .;-t:·:, ;~ .. :· '" .i ': ·:·::r:: 

-<~.;;,s ;._ !~!; }:~ ~,,: •J!:: -.~;::: · .. J · · : ... ;. . • ; • - -: : .-. : :/.:·. :: -:~:~-; ·~:i_ ·: - ~~:~ -~ -~;: : • ·-~<.·;~.;:~~~ .... :·-~ .. -.'.:_~~--~~.:;_'_·::_.:·:- ~.-~.!;~_,,·~-~~.~-'-_._··.<.-: .. 
" 1 ;. ~ t·~\ • ~ •,L: (. j. ·.~ : .· . : : . • : . , :: .;_·. :. . -:-·: .' . : ,';: ' ·~· .. .. 1 ; . :-., ·: ';. , .:..,f -.~ 1 

b.!:.J .:·-): .. ~ . : !_, """:::!:-! : · · . :: t .::... ·_; ,·.: ' ! --:'_'i :._:: ,;l •• .: i, . . :. ! . ~-;:_!;.: ~-· ~:. ::'".~ i ~- :_;L ·.: .. : ·;.:_j__. t~ "":.:~:; ,: ·, :..:: ·.~; 
. .!-:. ~~~~ -:;; ; ::: _ :,~ -~~ ; .-,;': :.::r, :..:.::--,.: · ·:...:.:-· : .· · -:: f . . .. 

:. :: -.. -:c . ·~ -- = ·; ·=~- :~ .. ::=: ."': ·": . :; :t, :.:: - ~- :. · :~.,-.. .:.. • :' ) .. . 

~ . . . . . . ·· .. ·.· •· .. :·· ~.· .·.· .--,.· ... ·.·. •.·.·.·.· .. · .. -· .. , .. _,_ ·~ ·.:·.· · ..... : · ... . · .• .· .·.~· ... :: ·: H~ · : 1. : ~ . :, ~ •• J · : ·.:~ ,7_:;;:.~ J ::' •• •• :~ ·· ~--• • . .- · : • -
# • ... ... • 

. ;·i~ · ... .·. :...: .. --:,;. . L'; • ·:• :. : .> , . .::.··; .: .. ~ . .;· · . - =~-; ,! : ·- ~ • ':' .- ·. : .. ~- -- . '- ~- : • - • • - ! • ~ :. 0 • : ' ; . • • : • • ~: "' ~-

~--. ~.....,.,.-~.,..-,~ ....... :-:-. ....--,.....-......,.,..,......- -,,=-. -:- .=--... -. <'-:", -~--=--...-----........ -. __, ....... _..,.,...,, . ..,.._~. ~·. F .. ) P ,• ~~.' .. ... -: 
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V. MISCELLANEOUS NOTES 

The following notes on the solution oC the ADFGV:X: and other ciphers are appended: 
1. Known solutions for the ADFGVX cipher. 
2. N oto on "RIC I-II" ADFGVX Cipher: Me~sngcs for the month ol September. 
3. Note on "RICH!" ADFGVX Cipher: The· "e:mct fnc"tor" .method of solution. 
4. Note on "RICHI" ADFGVX Cipher: Solution of key of October 2S, 29, 30, 31. 
5 • . Note on ''RICI-II" ADFGVX Cipher: Solution ofkey of November 1, 2·, 3. 
6. Special note on "RICH!" ADFGVX Cipher. 
7. Note by First Lt. H. C. Skinner, ·M .I.D.: "Reconstruction of an incomplete ADFGVX 

message." . . . . . · · ; · · · . 
8. Note on ADFGYX Cipher (Western Front): Solution of key of October 8. 
9. Special report on the double transposition cipher. . · 

. ·to. Special report on ciphers. · · 
· . 11. Translation of a captured Gen:nan document: "Instructions Cor Grill Ciphers." · 
· .. . 12. Note by FirSt Lt. William F . Frledmn.n, M.LD .: "A mcchn.nical method for detenilln.ing 
the key for the trans~osition in A,DFGVX Ciphers, gi...-en two mes&ages with similar e~dings." 

· 1. KNOWN SOLUTIONS FOR THE ADFGVX CIPHER 

(A) SOLUTION BY Sll!ILA.R BEGINNINGS 

The first step in this ~olution is to identify the numbar of columns employed in the trans­
position by the comparison of two messages whose text begins the same n.nd runs so over two 
or more lines -of transposition. 

1 · To understand how this is done, let us study first, two specimen messages whose beginn.i.n.,C7S 
\. are the same and which have been enciphered and transposed without however destroying the 

identity which originally characterized them. 

No. t". "150 TAUSEND R PATRONEN MOEGLICHT GEG~TE'T" 
/ . 

. .. . .. · . , No.2. "150 TAUSEND S PATRONEN EMPFANGEN'~ 

: ·. Eff~ting the cipher substitution according to the following key: 
. . .. . . -.. . ' .-

. ··.· · : . F 
.: · . : - ~ ~ .·: .···-:-.-:! ~ · ~ ·. : :.: . ~ 

: . . . . : .. · . :: .: · .. :·'- -" ~· .:: ,_. . : .G 
. .. . . • : : . • . . • ··. • • l . ~ . ·. . • . • • • .. • .= · v 

. . ... ; .. :; i ··: ; ; . ::... :"' .: ~ ., ' 

. : : . .-· "J : ... 
. ~ ! ~ '! :J .; : . :. -: - · •• .1.:·. , -.:, :- ~ =· < : : . . :: . 
t: ·: · .. 1

., : j ·: : .'. ··:_· .. , · 1: i. ~ . . ~ ; . 11 .: = :: .. ·: .: -·· : 

Jf 5 y 

H 0 M 

R F z 
~ u 7 

A L 3 

6 G I 

.. . .: . ·. . . -

D w N 

X 4 8 

9 K v 
s E B 

2 Q p 

T c 1 

. :. 

• I • • .: 

. .. .. 

. .. ·., 

.. : : .· ·:··: 
. : -.. , ...... _ .. 

·.· : r 

.· : . . 
. · .. ·· 
.. · : ·.· . . .;. 

: · ·:. : . •: 

.·: ·. ·,, . 
. . . . - . 

.... ~: . ·;· ... . . .. :" . !: .. :. . . . : : .~ i ' -:. ,. . • • .- •. • . : • •. ' -: 

I ; "': : ~ • ; j • : ·: •. , • 0 • : . : . • f • • 0 : 1 : • ' :'j :, .. • • - ... ... '. - .. \ . . .. ·.: ... : : . . 

- : . . : · ... . : . .' • : .I : : : .: "! : ' . ....., .: .::: : ·· ~ . . : . ... ; : "; • a.; 

··:. ; . . ,'·. .·r. :: : . . ., 



and the following trc.nsp.osit~on, the messages are- written out thus: 

·. - , , . I U I 13 I 10 4 15 7 t : H 15 17 2 ~ 1 5 1l 

.-No.1. X X A D G .A' X G V A ·a' D G G G V A X 

. -··:;.-:-.:·:··; -· · A G D G F A D G V X V A X G F A D D 
:,/_.·_, -': ~ · · :,._ A X G V A X- D F D D G v· X D V D X F 

.I ~:,-~· ·: , : : 1 .: : .:-.· x V P .A X G D <:;;X o · G V X D G D G V 
_:: : : ~ ~ ~ :._: . F A X G. G v X G D G 

. ;-~ _· z,·. : !. i:', · .. :··-' No.2: ·x X AD G A·x G-.V A G D G G G V. A.X 
·A G D G G G D G V XV A X G FA D D 

_·. :>. -:· .. ' ·:~.!'. A. x ri v A ·x G .v.· o F: ·"f x F o v_ A. A x 
X D G VA x· .· . . . 

· : · . . .. . : : : • t ; :· .,. 

' . . · . . . 
. . . .. · . . , .. ·-

. ,..... : . ~< .. ~. 
. · :· : '·'· ... ::. . . :} 

. . . . ~ - :· ""-~ 

... . . 

It Will be·n~ticed that !lS they stnnd .the ·first, ~ll but two letter-S ·of ·the second horiZontal 
line;s and a part of the third are identical in the two messnges~ . 
· · ·Beginning with co1um.n 1 and r~ading down the successive columns in numerical order the 
mtsSages are then co~unicated as follows: .· · _:· . u··~· ~-- , .~. :·. ; _: 

12 -H 40 - DJL v DFM - CHI-82 ·· : .. ,;, : 

VADDG GDDGF AXGXD DDXXA AXFAD .-XGVVD 
,._ ';" ~~ • • o • • • • I 

,.. · _X D A D G D X A X D D G A A X G V X G X V A G F V G X D F V 
• t , .... .. . . 0 • • 

· GVGGG GFGGD AVVGX XXDGV AG ·. . .. .. · ·-: .. ! : .; 

". . ~:::=; ~_~:1_2 ,H_ 40 ~ OJL. ~ :orit .- ' CHI~O : -- ,. .;. --= . : . .. : ·.: ... . ~- ... , . - ,- :. 

VAAGG DGGAA XDGXA AXADA VVDAD GGAXF 
A. G X X X G X D G F V X D X ·G V V G G V D A X G X F D G V V 

- ;_ - · · • • • • • - • 0 • .. - ._ •• 

They are now in the form in which intercep~d. . . 
It will be noticed that. in these messnges the first two letters VA are identicaL Now the 

first message (CHI-82) is longer by 22 than the second (CHI-:-60). Then we shnll look fpr a 
longer interval in the first separating the letters which are the same as those in the sP.cond. 
Suppose we divide the two messages roughly by 2o, as the columnar transposition usually em­
ployed runs between 16-21. In that cnse if we count four in the first message we find GGD and 
if we count three in the second we also find GGD. To check this let us see if the letter preceding 
GGD is identical in the t wo messnges. It is not. Therefore, we take for the point of division 
VADD-GGD, e_tc., in the one message and VAA-GGD, etc., in the other. 

Continuing from the pomts of division, we count four as before in the first message and find 
GFA, and counting three in the second message we find GGA. Here the second letter is not the 
same in both cases but the first is identical and so also the third. We n.re safe in assuming then 
that the second letter in one cnse mny be an error and that we have again three letters which are 
identical. However, a new. diffic_ulty confronts us. The letter preceding GFA and GGA is in 
both cases D. .Axe we to include this in the series With GFA and GGA? 

· · One of two courses is open to us.· Either we can count n. multiple of our factor 4 in the one 
message and a multiple of 3 in the other and leave this doubtful division for the present, or we can 
begin from the ends of the messages and work backwards. · . 

Suppose for the moment we choose the ln.tter course. Counting backwards four in the first 
message, we reach GV, and in the second, GV. But we are confronted here again with the diffi­
culty we have just left. There is another letter D which precedes GV in both messages. Are we 

~ ..... _,,..._ ,..,,,_,,,.,. • ......,_~,~....,·. _,.,,k,...,.,.+.- .............. ...... ...,._ -""=?'!""'"'· ,...~· ..... *'3__,.1'..,)t'":'."-.......... _..,.--~..,...,.-....... -::-:--:----:~-·.~~~-;.-.--. ....... _-.-~""'--~~-~7':"" 
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to include it or not? Since we are unablo thon to overcome our difficult.i0:3 horo as before, lot us 
choose the alternative method ns outlined abo>e tUld instead of counting four 'from the end in 

.. the first message, we shall count eight, and insteRd of three in the second, six. This count givo.s 
us in the first message XXX. etc., and in the second XFD, etc. Agnin in both cnscs a G prcccdM 
the X. · Shall we include it? First let us multiply our coun~ and count for the sake of further 

· check, 12 in the first message and 9 _in the second. We have AVV, etc., in the flrst messngo and 
AXG in the second. Again the letter D preceding is common to both. Let us include this D 
then in our division. and we have DAV; etc., and DAX, etc. Counting four fo_rward from DAVY, 
we strike the next division at GXXX and in the second message after counting three our division 
corresponding GXF. Again counting forwnrd four in the first message we strike tho ne.~t division 
between X and D in the one message and F and D in the other. Tpere remnin, at the end of tho 
first message, 5 letters and at the end of the second 4. . . .. 

We are enabled now, therefore, to conclude that the columns of the first mess~ a.re of 4 
and 5 letters in length and the second of 3 and 4 letters. 

We return now to the be.,crinning of the message and we have no hesitation in making our 
divisions · · 

CHI:-82. 
CHI.--60. 

IV A D D lQ_Q D D jg F A etc. 
lY A A . IQ_Q D 0 !g G A etc. 

o o 0 ... . 

since we know now that the third division cannot include aD, as that would restrict the second 
division of the second message to two letters and that is manifestly impossible since the col­
umns have been proven to be 4 and 5 letters in length in the one message and 3 and 4 in the other. 
~ e now hAve the messages divided thus: 

CHI-82 ° 

~ADD{Q 
XDlA_DG 

. :0 .. 0 0 ~ V G G[g 

GDD[g_£ 
DX!AXD 
GFGGIQ. 

AXG~D 

D G !A A X 
AVVIQ_! 

.:.; ~( .\ . . . . - --
.. , .. - .... -. ' . . . . 

DDX(LA AXFlA..Q 
GV~GX VA{gFV 
XXIQ.GV AG : 

0 0 

XG(Y_yD 
G~DFV 

: , : · . . ,·, .. 
• o oo ' : . ·: .' : . 1 

... ': 
CHI-60 

~AA[g_g 

.. !AGXX~ 

DjgGAA - ~DG!LA AXjADA ~DIAD GGIA_!F 
GXD(g_t V~DX!Q VV{g_QV IQ.AX[Q_X FIQ.GVV 

0 • 

- Having completed our divisions along these lines, we now write the messages in vertical 
columns, be.,oin.n.ing a new column with each new division. 

1 2 a • I I 7 I t Ill 11 l2 Il U LS Ill J1 18 

·> CHI.-82. Y g g ~ ~ A Y. A A A ~ Q ~ Q Q Q Q Q 
I ' 

.. 0 .. • • • : .. . ; • • ! g F Q A Q Y. Q ~ A g E Q y g A ~ g 
• 

0 

~- A . ' : -. D D A D A X D G D X X V F G F V X V 
. •- .· - -- - -- --- -

·'' , 0 
0 

.. 0 • 

0 :o; .. ... ·D OD X D ~ G X D D G V G V G G V X A 
, : • • : •• 'Z • .. G X F D X G VA G G 

:'•: 

f ; 

. · .. 
· CHI.-60. Y Q g! ~A Y. A A!~ Q! Q Q Q Q Q 

·! g G Q A Q Y. Q ~ G Q E Q Y Q A~ Q 
A~AGAAQQF~~Y.XVVXFY. 

._ 

0

~::- _A .
0 
! . o G X D . , :y 

0 0
• 

.. . . 

: 0:0: ! 

: :=· # •• • \ 

0 0 ·~ 0 0 

.· ~ - : 

.. : 
--.: !.:· .. , : 
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- : Some · o{ these columns· are found to pe longer than others; these aro columns which will 
take positions to the left. The long columns which are common to the two messages ~-ill fall to 
the extrema left, followed by the rem:1ioing long columns. · · · · . 
- .~. It will bo noticed that in both sot-ups nil of the letters of tho first line aro identical, all but 

2 of the second and 9 of the third. The two in the second which are not tho same may be ac­
cepted as telegraphic errors. The n.ipe letters of the third line which are identical and which 
are not in the long columns will be placed naturally on the left and will take precedence after the 
k>ng· columns ba ve been placed. . . ·. : . ~ : :' '. · .. · ·!· . " : . : · : • ' · . · 

. · · ·· The steps then would be as follows: .. : · · ·· .: ~: · · -:· · .· ··. · · · ... : · · · .. , ·: .. ... · :. 
,. _.; · (1) The placing of the long columns common to .botb messages 3-~8-1G-ll-18 on 
the extreme left. ·. · ·,. · :· .. · · · .· · · · · · '· ·· · . ' .·: -.:. :. :. :: .: ... ,. ,., ' 

(2) The placing of the long columns remaining, 4-7-9---'-15, after these. :·. · .·: ·: : : ·. :: 
;. :_-: (3) Following these the columns 1 2-12. :: · · ·· •: .,. · :. · . ·. :: ·:. :t::.:·· · .-•:: ;,·,; 

(4) After these the remaining six, 1--6---13-14-16-17. · :- : .. : .. _•:· ! ~- ; ;_ · ·::·:: .-. ; .,:.: 
-;; ·• The col~.will then stand:.· ·. - ,; · :- ·. ·, .. :-.-:< · .. '.' · ,;.·:; :r::·. ·! .,·:; 

s a a w n u • 7 $ u 2 u 1 a u H u n 
CHI-82. Q Z -A! ~ ];! ~ Y ! Q Q Q Y A X Q ];! Q 

F!QAQQ J;!Y~Q Q.E !QQY!! 
. r-, :1 )':··,~ ~;: !, J :-~~ z,,r: t::! !. Q ! ! ! D Q D F ~ Y · D X F G V X 
-[cr) :-- ::.: ·J·: :: i<· ,,~._ii - - X X D G V A D X D G D G D G V G V X 

. CHI-60. Q Z!! ~ Q ~ Y! Q Q Q Y! X Q Q Q 
G!QGQQ 

:-:. .A' A Q! ~ Y 
·-; A x· G. X D V 

QY~Q Q.E !QQY!! 
GQFV QY AAXVXF 

- : 0 . .. . ..· :~ " · .... 

-; .. . ; . . . . :. .. . ·~· ~ : ~ ... 

•. . .,, ... - :.•-:: .... 

. • ' . '.I 

.. r.: .. ~.: c :-: 

We are reasonably certain that these columns will be found to fall within the limits indicated. 
Having completed, then, the determination of the number of columns and their relative 

positions our next task is to ascertain their exact positions by a study of digraphic frequencies. 
Beginning with the left hand group column 3 is selected and placed against 5, 8, 10, 

11, 18 in tum and frequencies zruide of the digraphs in the vertical column. For this puipose 
a.ll:messages which factor evenly for 18 and also those which run 4X18+10 as the CHI-82 
and 3X18+6 as the CID~O are selected. . . . . 

Having made these frequencies we next choose a .-column from the series 4-7_:_~15 
and match it with the three others and make frequencies of the digraphs resulting. 

We have now to match each of these three frequencies with the five previously made in 
the series 3-5-8-10--11-18. Having found two pairs whose frequencies compare favorably 
we assume these as corr_ectly matched and with these as ·n. basis for our frequency the operation 
is repeated for each of the other columns until all have been successfully paired. 

Having paired all columns the ne:ct step is to place the pairs in their proper position. 
For this purpose messages which factor 2 over 18 are selected and are put up in turn with each 
of the three pairs (3- 5, 8-10, 11-18, ass'uming that th~sc are· the proper pairs) plo.ccd successively 
on the left. Suppose for instance that when the pair 3-5 is placed as the first puir on the left 
the frequency of the digrnphs in the messages in which it is thus placed, gives us a frequency 
which compares most favorably with our ori.,oinal tabla of frequency. 

. . . . 
1 Reference to the known key will show that this is not correct. The letters D and V which are common 

to these tv.·o columns In both message!! arc not part of the identical beginnings and hence may be accidental 
repetitions.-Ed.itor's Note. · 

·. 

"':'" ... -~:"' .. . · $ . • .... ,. _. ·.-.. ..._ .;:. .. .. .' . . .. ~ T' p • • c' ,. , " 
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This pn.ir is then nssumed ns correctly plucetl nnJ tho operation is repeated with messages 
which !actor 4 over 18. · · ·- · · 
· A somewhat less accurnte method in caso there nrc ~6 messages of tlllii description to bo 
fo_und, is to attempt to place tho columns with reference to tho puir representing- H which 
would most usually follow the pnir representing C. This method 'however is best adapted to · 
·use when one or more pairs havo been correctly 'placed. · 

. B. SOLUTION BY 
11

EXACT FACTOH" .MJ::THOD 

This solution depends, not upon two messages whose beginnings nrc identical but upon 
finding enough messages which factor precisely for tho number of columns employed. 

· F or instance, on June 3, the key of which was determined by tl1is method there were 
11 messages found which factored for 18. The number of columns was then assumed to be 18 
and having mude frequen~ies of these columns and compared them amongst. · themselves, this 
supposition was confirmed. . . 

Work from this .point proceeded along the lines indicated in solution A. ·Further de­
tails will be found on pl).ges 26 to 29 below. . . 

... "":':......:__ ... _ -·- ~ .. - ·-
.~. :_:.'_ ,~ _:.~·. ~OLUTIOY BY SH.!ILAR EXDINGS 

It will be convenient to describe this method by qu.oting from a report rendered by the 
w iter on August 13, 1918. . ·· .· :_ .. .· . 
R . .M · -,. ·:[ . . - .. . - - ·-·· - ... - · -·---:---~--. ----:---~·-~:- ~:··: ·.A.uausT 13 1918. 

eport to &Jor .1.v. oorman: _ _ . . . . . _ .· . . · __ .. _._ __.. ' 

In accordance with instructions I proceeded first to Paris, where I ncqunin.ted Cuptnin 
Painvin with what I had done on the ADFGVX. We talked over in detnil the result of my 
solution and he suggested that in the final placing of puirs in position it would be convenient 
to determine their position ·after the position of the first pair hnd been determined by table!! 

· of suffi..""tes which would show up any CH combination. He seemed very much interested in 
what I had written him of the apparent weekly rotation in the length of the transposition key, 
and in the face of the three coincidences of keys falling at interrals of 7 days, was inclined to 

. accept it. . 
· · Since June 1, Captain Painvin has de.-cloped two new solutions of the cipher, ono o( 

which, however, is a combination of his old solution of "cutting" similar be.ginnings .,.,;th his 
latest method. 

The following two messages were sent on June 1 by the sumo stution: 

(1) ' 1114 ID. XX OBERBEFEHLSHABER KOMMT NICHT NACH SELENS 7 A K" 

Tran.sla_tion: "14th Infantry Division: Commander-in-Chief is not coming to Se!e!ls. 7 A K" 

{2) "21i :1:0· xx· OBERBEFEHLsHABER. KOMMT NICHT NACH SELENS 7 A K" 

Translation: "2llth Infantry Division: Comm~nder-in-Chief is not coming to Selens. 7 .A. K" 

NEUFCHA TEL. 
J ••• 

7 H 9 DAX v GGI - ·ooos CHI 106 
·: ~ . ;. 

•· : - . • • • : . (b) 

IG A F F AI IF v A A Gl lA v F G XI 

_II lA D F D Fl lA X A D Dl IG G A X 

_!I lA X F G XI IF X v D AI lA D X X 
<•> 

~ IF G G G Fl ID A A X Dl tx A G X 
~ 

--------~-

[X v F X Dl . tx X X A AI IV X v D X 

XI IX G X V Gl tD F X V AI tx G F V 

XI (D A X A AI IG A X v AI IF D G G 

Fl 
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CHALONS 
• . . ~ .. 

7 H 41 DTD v GGI - 0055 - CHI 108 
. . 

,- · ~ ~ 1' I•: .' 
• • 0 • • :. · < r. ' • 

!G G A X XI ID X X A AI lA X A D Dl tv A G X Fl ID A X A AI X ID A A X 
_Qj tv X V D X Fl IX G F V AI IX G X V Gl IF V A A Gl If G G G Fl IG A F 
_E__!l lA D X X XI IG A X V Aj jF X V D AI V .IF D G G XI IV D F D FJ IQ_E._ 

X v AI IX v F X Dl lA v F G XI lA X F G XI 
lOJ l•J 

'· · .. · ··. : 
• 18 7 6 17 2 14 10 u 9 13 1 21 u ' • 19 J 11 :n 11 

'·: · . ',;·! -•: .(: ... : ·· .: V D A X G F F X A G A G X X X A F A D D F 
_: . ·Z•."•::.·_. X A D X A V X G D G X A A G V X G V F A D 

·:-:_:1 : _. • . .- ::.<-: ~:· .~ ,·.:· ~ V X F X X A V X X A F F G F F A G F X A G 
~': .... ; ,• i).: :·-. : :: .. . 

,.: : . .,. , j._ .,,_, . , ....... DAD A V AD V X X G F XV X D G G V X G 
.. .. ~ '- t " • • • . • "" I • - • • 

·x A F A A G A G X X X A F A D D F X A D X 

., 

::.. :. :. ·~ .J: r ... . . • . ,! · ... - , ... .... 
. . 

. XVVDVDGFFXAGAGVXXAFAD 
DFXADXAVXGDGXAAGVXGVF 

· 9i!t ·.:·J ;.j-; · ,~·-~~-: : ·s.· A D V X F X X A V X X A F F G F FAG F X 

AGDADAVADVXXGFXVXDGGV 
-; · \ r ra 1 -- · •• • -- • · · •·· · ,-.t •. · .~ ... ' " X G X A F A A G A G X X X A F A D D F X A 

. ·.: ·. 

.·. : . , 

.. · · .. ~ .. · - ~ · .... ; · .. 

.. ' 

-.: ! ; i ... . ~ ~ ... · - . .. : : !- . ; • • 7 

; . . -It~ be noticed that when the messages have been set. up and transposed we may e.-q>ect 
to. b..a~e two messages which are prn.ctically identical but whose identities we shall have to 
l~ok for in dillerent parts of the two messnges. . 

... If we take the t·.':'o messages ns they are intercepted and take the last 5 letters of message 
(2), AXFGX, _ this same series is found in . the body of message (1). Marking off this part 
we take the 5 letters preceding AXFGX in (2) and identify and mark off these same 5 letters 
in (1), AVFGX.. Continuing this we soon ha>e all the positions identified in the 2 messages 
with the exception of 2 letters, the 2 letters in the message of 108 letters v;hich are in excess 
of 106. 

-· .. .. . 
.. . ... . 

:· ·_· (1) CHI - lOG :· ·' .. . . ·- , ...: . ' : .· . . : • ; • • • - - • - • • • : , - •• · ; • __ 1 •• ·: ·:: ! -· : 

.. . (b) 

G A F F -A F -V A A G JA · v · F G XI 

w;: f~J:?FD FAXAD DGGAX 
A lA X F G XI F X V D · A A D X X 

. <•> . . - . 
XFGGG FDAAX DXAGX .. ~( ' 

(2) CHI- 108 

XVFXD 
XXGXV 
XDAXA 

F 
- . 

XXXAA V XV D X 
G D F XV A X G F V 
A G A XV A F D G G 

. . - -.. 

' : .... : 

GGAXX DXXAA AXADD VAGXF DAXAA XDJ\AX 
D V XV D X F X G F VA X G X V G .F VA A G F G G .G F G A F 
F 'i. A D X ·_ . X X G A X V A. F X V D A V F D G G X V. D F D F D F 

. __ ..:·_x: V A. X V .F X D r;;:..:lA'-V-'--.,..,.,F,--=G_X=I lA X F G XI . . - - ~-. --: . · .. - --' _-
l~) (•) . - . - ... 

- ··.;' _ _ . __ ..._: __ :· 
., . 

·.=.--= ~ - ..:.._-

;1_ 1 

• 
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·, : · -Writing theso messages then, as follows: 

12345 6 

(1) G F A X X V 

AVVVX X 

FAFFX V 
____ ._ FAGXA 

, AGXDA 
: --4· ·-·· -- -·-·· ·~····. -

D 

X 
F 

I (2) G D A v D (X) 
- ··- ...- · ----.-· - -. 

GXXAA D 
2~- -\-~· ... .:..: ·-··· ·- 'A X A G X A 

XADXA A 
:- ·: _::.:....-~ ___ ,_ ___ - ·- X. A D F A · X 
! t : 

---- -- . ···: --- ·- -- ·-·- -- D 

7 I 9 10 II ll 13 U IS 16 17 I~ IQ :;n 21 

A A G X D X A F A D G F F D X 

D X G G F G X X ·D A A D G A A 

F A A X X F F V X X X G G A G 

D D X V V V G D 
FDXGAAXA 

X 
X 

A 
A 

V G G X X 
A X F D F 

V X X F F G A G F (V) V D X A A 

XGGVGADA .X F DFVVX 

VFXAGFXX V D 

DVVAGFXV D G 

F X F F F 

D V X G G 
XAGGFAXA A G FADXX 

F (V) l 

we find that in (1), column 6, as the only long column, fi.:xes itselC on tho e:ttreme lefL. Henco 
this disposes of the extra X between columns 5 and 6, as 6 must be n long column in (2) olso 
and therefore will be. included in column 6. The extra V between column 15-16 must re­
main unsettled as yet, as there is nothing to indicnte whether it belongs with 15 or lG . . 
'- ·c · ·Rearranging our columns therefore we shall have column o on the extreme left. 

Now, before proceedi.Dg further wo should speculate as to whut sort of phenome~a ,\·e 
have to den.! with. For one thing it 'l'fill be observed thnt there are five Cf:?lumns whose initial 

\. letters do not n..,<'Tee. 5, 7, 18, 20,21 in (1), -n.nd 2, 4, 6,.16, 17 in (2). 
· : As3uming that one of these is n telegraphic error, whnt we have is probably 2 digraphs 
which represent an address, nnd 2 identical messnges have '!>een sent to 2 difierent stations with 
the difference of only 2 letters in the address. · 

Aligning the column 6 on the left therefore we shall have to choose for the next c_olumn 
from either columns 7 and 15 or 16 nod following this from amongst those columns whose 
initial lette'rs are not in ngreement. 
·: ~ Now since the messages will end the snmc, nnd as (1) ends with F, column 7, as it ends 

with F, must be placed the third from the left in (2). We have then only to determine whether 
15 or 16 is a Ion<>' column to decide which column fulls between 6 and 7. If 15 is chosen we 
should have the digraph VF ending message (2). Since F in (1) is on the extreme left, the V 
which should accompany it in case this supposition is correct, should be found nnd placed on 
the·extreme right. But there is nowhere in the. fifth borizontnlline of (1) a V. Hence w_e must 
accept 16 as the long column which falls between 6-7 nnd which gives us an XF as ending mes­
sage (2). An X is sought for in the fii_th horizontal line ~f (1) to complete tho similar digraph 

.. ·: :.· .. · .. . · ~ . . · .. : .' :.1 ..... . J ~ } • •• • 
. ~ . . . . . : .. 

• • • • • 0 • 

L! ..... :!.. ~ - .: :· •. ·,. : :,_ .• . .. · •, ,· .' : · · : · ·~· ,;· , .·:: · ··-~ \ . ... .• . : - ' .. ; ·' - .... · . .. ~ 
. . . . . 

~: · ~ _._:· ,1 :..· ; ·! , : ·:~ : . • · . : _.,_. · · : .. ::: . · · ., , ; .~ : :~-,-. ,.,, : : • ~ ~ . : 

• 4' ~ : : : : : • 

• • I o • • 

- '. : . : __: . . • : -· . . . . ::: : .. ·: . : , j 1 .! 1 ,._. ~-: .:~-' • : .-. . 0 • • •• ••• f .: : • 

:; : : :-. . · '! ;.: :. : ·• ~ 0 ,l: i 0: ~ ~ ) • J 
. ,. ... · . . \ 

~ • • ~ 0 • • ; 

::. -; ......• 
·: ·. . .·· ·:· )· . 

.IL. • •• l · : 

I : j . . 

. . 
~l - • . • I . , , • . ; , · 'I 
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XF in (2). As thoro aro soverill wo return t o (2) and find thnt reading yerticnlly upwards wo 

hove~~) in colu:: ;6ln ~2)~ ~hu" .. ;: ·: " .. ; :· ~ •; _, <: =, " ..... 

• ta 7 

(1) v 
X 

v 
D 

X 
r-

F ,___ .. ·-
1. .... J .. ·- ' ·· 

., .-- -. .. 

(2) X v v 
D F X 

4;. • i'~ 'l . . A D v 
(I:..:.~ 

. - :a : .. A (G) D 

X (G) X 

-_, 1: ·- D (X) F ! • • . :~ ·~ : .· .... • • .. . : ,/_ 

~:,:: ··;~]~] :~< ~d~l ~ (2; ~' ~~ : ~ug~t :~ ~~~ ~\. found ~ o~e ~~ t~ c:l~ m (~; . 
~-~~: :h•~ p~~~.~~n"~~ ':'.t~';"~ ~~t ~~to ~-~~~~~m (1). .. . . -

. _,: .. • This is found in column 18 o.nd t~ column is placed on the extreme right and the process 
repeated until all tho columns thus !nil correctly into place. (For another exlUD.ple of this 

·method, see "Note on 'Richi' ADFGVX cipher: Solution of October 28, 29, 30, 31 ", p. 29.) 
-.-' .. :While working With Captain Pa.invin he gave me access to the voluminous quantity of 
cipher ' notes which he hns accumulated since 1914. I interested myself principnlly in double 
tran.Sposition as this is the method frequent.ly ·employed by the Germans between B erlin and 
¢on.Stantinople, the E ast and Russia. . · 

.: ·From Paris ·r proceeded to London where I reported to Colonel Slocum and put myself 
~· ·touch v.-ith ·Major Hay. · He ·immediately put me in the hands of Captain Brooke-Hunt, 
who has been working at ciphers in the East for 2 years and who has recently come to London. 
I found him working on the ADFGVX messages, particularly ~hose which pass between Berlin 
and Constantinople. ·He was also working on the von Kress double transposition messages, so 
mo.ny of which have been received here recently. In the case of a double transposition ~he 
only possible method of solution is to find two or more messages which are equn.l in length and, 
wri ting them under each other, attempt to anagram them. For example, if after writing 
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t wo· messages, one under the otl1er we found on cutting them into columns, a <"olum n 11s 
· follows: :~. · 1 ••• ; • 

. : . :: . ·! ' ~ . : :- : . . • . c . • I • • : •.J ~ : \ .' ·I. • - • ; I! • P\ ·: •• .:_: 

l . . "• "'\ . · ·: : •I ; ·. ·~ · 'I, - - E 
. . . . 

we. should look for n column with a~ Hand a~ Nor R tc form t wo digraphs: · 
.... . , 

: ·. , ... 
· · , . ·. : .. :· · · ·< :· .. _,-, " : ·! ~ . d C H · :: . : . ... : ;· : .. :· ·. : ~ : ~ : .:.! : .·; -.~! ~· .· ~ :1 

·. ·':: · · . .... · . EN · .:.- .. .. ~. ;·: .. ,.,.· .. _! <·-:-·.:.- , .. ,~:: 
. : S~ch a ~ctbod as this is of .cou~o greatly simplified v,;.th t~o n.dtiition -~( n;or(.l nH.'~~-ugcs: 
· . Having anngrnmmed the messnges t he method employE'd mny then be rcconstru~ted. · . 
. . . ··T he double transposition is effected by transposing a messngtl according to a simple. truus-

·position key: · . . . . . . 
• • • ' ' I ' j : ~ , ~ o •"" • • : ' ; • , • • o ' 1 ' ~~ : ' 

. A message: 
. " .Forty-si:'<th Infantry Dirision: Objective for tomorrow ~fontigny" · 

would be written out feccording. ~ the key. .· . . :.'·. : .. . . . . ·.! _.; ... .','t 3 :; .,_: '::.! 
; . . :- 4 1 I 2 2 I 7 8 11 9 10 

: . .. :. :·: : ·· • .' ··:= ·. ·.F 0 R T Y S I X T H X 
·· ~· INFANTRYD ·IV 

, .. ~ , . · ; . ! r 
• • • • l 0 • ·i' · . .,.···: . · . .:_ . : -

.: ·'1 · • . : :· .. ..;_,_' .-_. ,- !·-:: .. ~..-.·~-.:_:· IS I 0 N X 0 B J E C 
. _-.- · .. ~ · · 'i:· ;,,_: •; . ·. · T I V E F 0 R T 0 M 0 

.~ .. ·:~./:~~~:.: . ·~:~) :.~.·.~.<~-.' · :: . ::·~ t:.~::· .·R R 0 W M o· N T I G N 

I . : . .. . . ... , . 
·: ·:: . J • 0 

: -.:! · .. ·:: ; • :: l': 

.. . . ; · ... .. .. 
- . ; • ' • J ·~. • ~ ·; :\ :,;. ~ 

- . - : .: .. , : ·. ·· . .. · . .. ·, · · .... .. · Y X X 0 S M 
• ~ • • ... • , • l _., , , • • · • . ~I • • • • : . .. ... _ ~ ''• ! ··. i );.-·, ~.: ·· · 

The dummy letters or signature OSM will now be added I and the message transposed as 
follows, ~ccording to the same key: 

.. ~ ... . . •' :: ~ . : : : .: .··. ' 1 1 2 a a 1 a u i w 
ONSIRXTAO E W 

OYNNFMSFIIT . .:. .. . . . . 
• • . •• :. i.. ••• • ~ •• : • . ' 

. -·· :, . . .. · . . : R Y R F I V 0 X X Y B . . . 
• · ... '~ . ;_ · ·· ~·. ··1•· ·-= .;~ : . ,·.··. T T I R 0 R N S T X 0 

0 ••• : "' ·.- : · ; ·~ ·: :-: ; · "\ · .··:~;.·· · ·: :: ~· • • 

. · .. .. :: : ••• t •• • •••·• ,,, ... OMHIEMGXVCO 

NTDJOI 

reading 'down the columns 1-11 in order and writing out horizontally . 
. · T he message would now be sznt NYYTM TINFR etc. 

... · . .. :·f .:· · .. : 

• ::- • • •• J • :.. • ~' , I 

·····:! . '•! '· 

: . . . . : ' ;· :) 

... ~ .·. .. . 
• • • : .: . • ~ • l ; ' ':' : ' 

. . . . 
" •. :. ::,: . ·= :l'! ': l 

... ~ . • ~ • : .:··. t"" . . ..: . . -
. .. , .. .. ' ! 

In solving, the process is reversed. After anagrammirig and having disco,·ercd. the dummy 
letters we are enabled to determine by the position of the dummy letter in the tc.xt after some 
experimentation the position of the columns under which they fnll and whether long or short 
columns. Having determined this we h~ve the letters in the columns fixed in both trnnsposi­
tio~s, and by a process of trying and fitting the whole system is built up. 

1 Tbe writer WM certai~ly in error in regard to V>heo the dummy lettcr.s were added, if duch addition took 
place. A memorandum by Capt. Brooke-Hunt (referred to on p. 22) shov.·s that the dummy let ter (or lettcr.s) 
were added to the end of the &eccmd transposition rectangle. This makes a very irnport:lnt difference. flowever, 
the double transposition cipher.s solved duriog the time of A. E. F. participation in the World War failed to 
contain any cases in. which dummy letter.s were added, eith.u a t the end o( the first or t he &!:cond t raospo3itioo 
rectangle. See also, in this coonectioo the quoted statement on p . 47.-JV. F. F. . . • . . 



·' 
I have also discovered whilo in London thnt a cipher intercepted some time ngo by us passing 

between tho T url<ish Embassies in Berlin nnd :Mudrid was enciphered in Turkish and not in 
French as we hnd supposed. Tho British have a cipher mnn who is ncquninted with T urkish 
and I suggest that nny such messnges intercepted here should be turned over to them ns we l1nve 
at present no one with a knowledge of Turkish in ~ur office. 

Captain Brooke-Hunt was attempting-his solution of ADFGVX nlong tho lines first laid 
down by Captnin Pninvin: That of finding two identicnl beginnings nnd failing thnt, nlong the 
lines by which I arrived at n solution, of looking for this identity within the body of the rncssnges, 
having once detennincd the length of transposition. Since leaving London we have r~cei>ed a. 
solution from him which indicates from the contents of the messages solved that his solution was 
accomplished nlong these lines. 

Captain Painvin and Cnptnin Brooke-Hunt both agreed that as yet no general method bud 
been evolved and thnt solution must depend a.s it hns in the pnst upon constant. study nnd experi-
mentation ·with new idens and methods. 1 · 

From Major·Hay I learned thnt worl~ .was continuing on the FLG in his office nnd that hi~ 
study h.a.s reveaied three FLG codes instend of the originnl assumption of one. Solution of the 
whole is dependent upon t}:le arrival of certain maps which will gin the names of towns and geo­
graphical points already located. Major Hay expeds to be able to send us these solutions 
shortly. 

. While in London I arranged to have a copy of nll cipher keys solved there forwarded to us 
· - · ,,-=and-promised in return that we should send them nny solutions we made. 
_;,....------- . At British G.H.Q., I found that very little cipher work wa·s d~~e there, ns they depended 

- more or less upon their office in London for tbj.s. The m~m who hnd been working on cipher 
was absent but I spent my time instructing. the man to whom they bud assigned this work in 

•, 
Yt'hat I knew, particularly of ADFGVX. . . . 
· · ·The British acknowledge that they have had difficulty with the German 3-letter codes, 
both on account of the increasing comple:dty of the German code methods and also from the 
smnll quantity of te:tt received. There wns one code which wns, however, proceeding very · 
satisfactorily. ·· ·_ · · · -· · ·· - · 
· I learned of several matters in connection with their handling of codes which I shall briefly 
outline and to illustrate which I submit three memoranda given me by them. 

1. This is the form in which information obtained from decoded messages is submitted to 
the proper authorities. This form, for example, excludes practice messages or other information 
which can be of interest to no one but the parties to whpm the messnges are_ addressed. 

2. This is a. map issued daily, showing in a visualized form the position of stations in divisions 
in the region which a pnrticulnr code may include nod indicates also stations which have been in 
communication with one another. · 

3. Captain Hitchins informed me that he bad found that it was imperative that a check be 
kept upon the work of solution done at the armies. Each dny each army sends to him a fonri. such 
as this containing all solutions made and any suggestions as ·to other possible values. These are 
then checked up by the men in charge of the codes affected. While at G.H.Q., I visited the 
Second and Fifth 'British Armies with one of Captain Hitchins' officers who ;>.;shed to correct the 
careless work which these forms were bringing to light. 
_· . While at British G.H.Q., a message in the KRUSA. Code was received in blocks of five letters, 

sent as such obviously to resemble cipher. Such practice mny be looked for in our own work. 

· · ·, It ia a strange and interesting fact that no general solution for t his cipher system was evolved by the 
cryptanalytic services of any of the Allies during the World War, despite almost a full year's concentra.ted study. 
SeeS. I. 8. Technical Paper A General Soluii<m/M the ADFGVX Cipher Sv3lem.-W. F. F. 
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Rcturning·to Pnris I found thnt in my nbsencc Cnptnin Pninvin hnd ~olvl·d ono or th<' n~t·~­
snges passing between Eichhorn and Berlin nnJ nlso one from von Krr~s, tho lnttN ~ simplC' 
transposition. This wns the only messnge, however, which yielded to n simple trn n:;po~ition 
and thnt this was not their genornl prnctico is indicated in the deciplterm<'nt or ono of the 
ADFGVX messnges sent to Tifiis which rends: 
• · · "The cipher method prepnred by Genernl von Kress wlls solved here nt once. Its furth<'r 
use by OP is for_hidden. ALACHI method, is only to bo used in cnses which rmploy the 'divid­
ing system' (in ciphers). For other cases, the new ITOCI:II method, with dividin~ ~ystrm, hns 
been on the wny to Kress since July 18. New instructions regnrdin~ double tmn:;position nrc 
shown.-Wireless Section, Genom.! StnfT." (Berlin.) 

·, 0 : - • • ~ ... • • • • • • : \ , : : • • • : 

2. NOTE ON .. RICHI" ADFGVX CIPHER 

- .. . . . 

•• • . __ . · ._.. , (Employed between Berlin and the Blnck Scs. arc!\) 

MESSAGES FOR THE MONTH OF SEPTE~DER 

A study of the RICH! messnges for the month of September indicnt·~s the following fl\ct..">: 
(a) The same key was employed for n period of 3 successive Jays b<'ginning S~ptember 1, ~. 

and 3, and the keys ran in cycles of three throughout the month: 4, 5, 6; i, 8, 9; 10, 11, 12; 
13, 14, 15 ; 16, 17; 18; 19, 20, 21; 22, 23,24; 25, 26, 27; 28, 29, 30-a to till of 10 keys ro·r tho month. 
:. (b) A study of messages previously solved indicates that the length of the transposition key 
may be determ:ined by e:tcluding all numbers between 15-22, inclusi,·e, for which me$Sugcs_scnt 
by LP may be factored (LP hns never been known to send a filled-up rcctn.nglc.-}, --tUld ~luting­
from those numbers which remain the number for which the majority of m~ssu~es st'rrd:;y· N K.J 
may be factored. (NKJ in contradisti.riction to LP makes a practice of filling up the rectangle 
when the enciphered messnge falls 2, 3, or 4 digraphs short of tho end.) 

(e) Previous study of the messages for September 13,-14, 15 hnd indicated thnt the length of 
transposition key was 22 and also that the key for the series of September 10, 11, 12 wns ~1. 
Work has abo sho·wn tlint the trnnsposition key for September 19, 20, 21 is 22. We ha>o here, 
therefore, a. recurrence -of the tran~position key, 22 sepn.rated by a space of 3 dnys, September 
16, 17, 18. This would indicate the use of two transposition lengths 21 and 22 recurring nltcr-
nately· over a 3-day period. · 

If the messages of LP and NKJ are checked it will be found, if the series is nrrnngcd ns follows: 
:1 ~ ·.: ;_: ·. ! . . .. .. ........ . . 

D22 lD ~7 21 

~21 19} 20 22 
21 

H22 22} 23 21 
24 

lD 25} 
~1 21 26 22 

27 

'D 28} 
~4 22 29 21 

30 

. 
. i 

I 
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that in n?t on_e oC these series in which tho transposition length is ns~umcd has LP·mnde usc of 
an e:mct. rectangle of that length, nod further, thnt so !nr ns tho inatcrinl at bund is concerned, 
the majority of the messages of NKJ which foetor on those dnys indicates tho foetor which we 
have assumed. _ . . _ ; . . : _ . . . · - . 

Enough material is not yet at bnnd to postula.to nny theories of the practice ·ror October, 
but so inr it would seem that tho key continues. to run for n period of 3 days, October 1; 2, and 3, 

. and that it is likely that two difiercnt factors bn.vo been substituted for 21 ll.Ild 22 
: - · O~TOBER _6,1918. ·.- . -:~ - -- ·. --: -,, : 

.·-~ - •1,: , _ .. , ~ .:; . -. \ . ·.::·, - . J. NOTE ON "RICW" ADFGVX CIPHER _ . . · :·•; , •'•-: 

THE "EXACT FACTOR" METHOD OF SOLUTION 
. : .. . . . .. _, . -:.: 

In partial confirmation ~four note of OctOber 6 (see previous note), the key for September 
19~ 20, 21 bas been sol.-ed and the ~upposition established that the key was not only the some 

. for the 3 days, but that the length of tho transposition was 22. 
The method employed in solution was the snme as the one with which we succeeded in 

solving the Wesflem Front ADFGVX meisages of June 3. · 
· .: = A count of the letters of the messages for September 29 and 21 had indicated that the 
same key was employed on both days. In confirmation, the· factor 22 appeared to predominate 
in the messages of NKJ for both days. The messng~ for ~ptember 19 were examined next, 
and a count of the letters also indicated thnt these messages had been enciphered by the same 
key as those of September 20 and 21. In the order of frequency the letters for the 3 dnys were 
as follows: 

' ~ _· · . September 19 
·., ::. :: · .- : .-- : -· --.--, ·:-: :-._, · _.: -· .. Se tember 20 

' . . ... ~ -. . .. -..'. p 

. ...~ 

, . ··. ... . · · :· September 21 
· . . . 

FXGDAV 

XFGDVA 

GXFDVA . . . . . . ~ ·•· ... -.. . 
_; ._ ~on the 20th and 21st, 22 was again the predoniinant factor. -· - · ~ 
. : ·There were 7 messages for . the 3 days which factored for 22. When set up in vertical 

· columns, there were 61 horizontal lines from which to make frequencies for the p:llring of the _ 
columns. . . . 

The frequencies were· ninde by se_tting column 1 against the remaining 21 columns in suc­
cession, and following this, the operation was repented with column 2, and so on throughout 
the 21 columns. Column 1 w~ easily matched with 13, and 12 with 2, and from these 2 

-· 

·: . . ·- . .. -... 

. . . . ; .. ~· .. . 

·.·. 
, j ... 

0 -:.~ 

. ; -
1 - r. 
~ -

: · ..... 

'.: , 

i \ 
.. ,.:) 
~- ' 

r r 
: -ll 

. . : ~ 

~ - \ i. 

:' ::! . 
.-.r. • 1 
_ .. I .,', 

. .. 
•,(.:. 

. .. · . 

. '··· 
_., 

. .. : 
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pzills tlic prominent digrnphs; FG, XD, ·xF, XX were idrntifiecl ns common to both pairs nrHt 
thus cnpnble of being used ns n test for other puirs. A fin n! frequency of pui~ wns ns follows: 

A.A. 
D 
F 
G 
v 
X 

DA 
D 
F 
G . v 
X 

FA 
D 

. ~ J! 
' G 

!;.· .-

. ~. ·v . 
. x 

'- GA 
' It • o 
.. . 0. 

. .. D 

; ..... -

. , ... .. ' 
: 

' 
..... 0 

' 

J! 
G ... ,·v 

. ·.x 
VA 
:. D 

: ]! .. 
" G 

· v 
X 

XA 
. D 
. J! 
.· G 

.. . ,. v 
X .. , 

! ·: .. 

1-13 12-2 

Ill fH.I/11/ 
I I 

I 

II 
/Ill II 
Ill/ II -
II Ill 
I 
Ill Ill. 

I 
Ill . . 
fH./11 . fH.I/111 
II 
I fH.I 

: 

/Ill . /Ill 
l1JJ II 
Ill II 

·- I 
I I 
I 

i 
.. I . 

. . 
I 
Ill/ 

t 
. 

fH.I/1 !HI 
fHJ Ill 

I 
I ·.· 

IHJI /Ill 

5-15 G-16 21-8 7-20 11-12 
~ -

Ill II Ill II 
I I I 

I I I : 
I I 
I . -

~ . . - . 
I I I II 
II ... I 
fH.I fH.I/111 fH.I fH.I II 
Ill II II fH.II Ill 
I I -

I I 
II II I 

I II 

fH.I/ . fH.IfH.I !HI/ !HI/ Ill 
Ill I Ill 1111 fH.I//1 
Ill II II I Ill 
II : I I 
II I II /Ill 
II fH.II !HI Ill I 

I I II 
II II I I 
Ill I I 

I . I 
II II I II I 
/Ill I I I 

Ill 
I II Ill 
II Ill/ II I 

I I 
II I II Ill II 

/Ill /Ill fH.II Ill/ 
II II I fH.I 

I II 
fH.I/1 Ill/ 

I 
fH.I Ill/ fH.I/111 

,; ... .. :: .· .. . _: 

. . •: 

·- ' f.. (,1 -

..... -· . .. . 
l.1 r~ - . 

• r 
~· · .. 

. ... .. .·. 
,.!_ • • ' I - .. _ 

, ..... 

~ . . ./ .. ... . . 
--· ... _ ·"· - ·· r . i · .. -

14--4 3-17 

I I 
I 

I 
I 

I 
I I 
I II 
fH.II Ill 
Ill/ II 

I 
I II 

I 
Ill/ fH.I/11 
fH.IfH.I II 
II Ill 

I 
II II 
Ill I 

II 
I II 
I II 

I 
I I 

Ill 
I 
I 

I I 
II II 
/Ill Ill 
Ill fH.I 
Ill 

I 
Ill/ Ill/ 

.... , .. 

'· . -

,. ... ... 
'· ·-

9-lS 

II 
I 
I 

I 
I 
/Ill 
Ill 

fH.I 

/Ill . 
fH.I 
II 

/Ill 
II 
II 
II 
I 
I 
I 
I 
I 
Ill 

Ill 
I 
I 
I 
fH.I 

- ·"' . . \ ... . ·' 

lQ-11> 

--
II/ 

I 

I 
I 
I 
fH.I 
I 

II 
I 

Ill/ 

Ill 

II 
fH.I 
I 
I 
I 
I 
I 

I 
II 
II 
fH.I 
II 
Ill/ 
II 
fH.I/1 
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i . · . A ·consolidated frequency of the wbolo was as follows: 

AA IHJIHJfHUHJ/1 (D) 
.. 

·' .. 
GAIH/(J") · 

.. · ·: . 

AD IHJ /II (1:1) .. -·- - ···- G D !HI T1IJ T1IJ !HI fHJ T1IJ II (U) 

A F //// (6) ..... . -· ... ·- - · G F J1IJ T11J T11J !HI tHJ !HI T1IJ II I ( T ) . . .. . I: 

AGIHJ(I) ... -· - - .. .. - -· G G IHJfH.J /1 (Z) 
A v I (3) .. 

GV IHJ!HJ /II (F) -
AX I (Q) ' 

.. GX IHJIHJ II (C) . -

D"A 1HJ (9) VA 1HJ I (W) 
,: 

D D 1HJ IHJI (K) V D fHJ IHJ /II (7) -
D F !HI fHJ fiJI /1 (B) VF IHJIHJ/1 (V) --
D G IHJ J1IJ 1HJ IHJ 1HJ 1HJ fHJ !fJJ 1HJ 1HJ ( N) VG 1HJ I (P) 

~ 

-
D V IHJ 1HJ 1HJ J11J IHJI ( 0) v v IHJ IHJ T1IJ (M) 

_·-... r.! 
D X !HI I (O) Zero : V X IHJIHJ /1/1 (L) .. 
P A !HI 1HJ 1HJ 1HJ II (H) . . XA 1HJ Ill (2) -· 

. PD II/ (Y) X D 1HJ 1HJ fHJ 1HJ IHJ IHJ IHJ II I (A) 
P F Ill/ (8) X F T11J IHJ IHJ IHJ fHJ IHJ IHJ I II ( R ) 
P G !HI fHJ !HI 1HJ 1HJ !HI 1HJ T1IJ !HI 1HJ IHJ fHi 1111 I ( :E ) XG IHJIHJIHJ /1/1 (G) -.-
P V "IHJ IHJ IHJ IHJ IHJ /11.1 IHJ II/ ( I ) . XV. /HJ/ (4) ~ 

P X !HI J11J 1HJ 1HJ 1HJ II ( s ) X X 1HJ 1HJ 1HJ 1HJ 1HJ 1HJ 1HJ 1HJ 1HJ IHI T11J I (X) .. 
. The greatest difficulty was experienced in pniring 3-17, 11-22, and 14-4. J.n two of 

these FG totaled but 7, while FV, an _almost unknown digraph, appeared a totnl of 18 times. The · 
final selection was made after setting up severn.l messages _which fell two short of an even factor 
and observing the behavior of the different doubtful pnirs. In this mnnner 3-10, 14-16, 
which bad been originally selected, were discarded; and 3-17, the poorest of the 11 pairs, proved 

-by elimination. 
·· Early in the work, having established the length of the transposition as 22, two messages, 

RICffi-168 and 222, !rom LP to OSM, were discovered which bore evidence of possessing similnr 
· beginnings over a line or part of a line_. It was almost impossible to attempt to make the correct 

cuts in the coliunns by means of this ide-ntity, small ns it was, but it seemed endent enough from 
the messages when a tentative division was made, that in RICffi-222, 12 ·and 2 were the long 
columns. A substantiation was afforded by setting up RICHI-222 with each of the 11 pairs in 
succession on the left, and as 12-2 a1one gave XX as a final digraph, which had been previously 

. identified as X, th~ position of 12-2 was thus fixed. Mter our solution it was proved that the · 
difficulty of· establishing the .division of columns by means of the identity which we correctly 
assumed as existing, bud been further complicated by the fact that the identity ran for 14 cipher 
letters at the beginning and there ceased, and was resumed after an interval of two digraphs and 
ran over· 6 additiono.lletters. 

The fact that XX was X, was determined from its frequency which followed almost parallel 
with DG (N) and after having opserved that in the last lines of the 7 messages that factored 22, 
XX appeared in the sm:ne vertical columns, in 5--15 twice and 1-12 three times. 

• . . 

1 2 J . • 1 a 7 a o ro u u u " u ~ u n ~ ro n ~ 
1 F F G V D G F G D D F D G F G F G G G G F G 

2 VFDAXFFGGVFGXAXGGDXGXX 

3 GGXVDGDGFXFFDDXFXADGVV 

·4 ! D D X G D D A. D X D X! X A G D G X G G D 

5 FA-XXXVG-VXAGVX-VFVAFX 

6 XVXVFDXVDXDVXFFAFGVXXX 

7 XGtDFDDVDXFDXXGGXVDDVV 

Ph '""'"'· 4 ..,_,._. ';"*4 . , 1.. I ¢ 1FG ..,..-w .. 4..,4- Ut •A> 13 I 2 Sa;<. • • > . '(lilt:='" . ; .. ( ··':"" . :-1+'• : '!'+'. >:"""' ,.. •· • . , 4 '":"'~'· 
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.Arranged ln proper order the columns fell as follows: . ·- . ~ ~ : . . ... : ! 
.. ... 

~ .. . ... -· -· ~2 7-::0 IG-19 I-ll ~u ~17 %1-1 \ . -- ·---- .. ··1 DF FG DG FG DG GG FG 
14-4 6-15 11-:J ~ll 

FV GF FG DG 
·r .. . • ·' . . . 2 GF FG vx vx GD DG XG - --- - -- . AA FG FX XX 
.i_ _ _: - --:_ -: ·3 FG DG XD GD FA XX VG riV GF FV ·· DX 
.:\ .. 2~.~--~. ~ 4 XD DG XX XX DG DD GA XX DG DD GA . . 
:~ -=-'_~·~I__ ,· 5 AA VA vv FG -F -V FG VX . X- XX XX .. 
---~-! : - 6 · · VV XX XV XX DG XF XV FV DA DX ·FF . .. . 
. :·--'- ·:.. . .:· - 7 . DG DD XD XX DV .. FX vv · XD DG FV FG 

F~~ .ih~ appearance ~f XX in the first table. it ·~as deduced thnt cithc; 5-15 ~r 1..:....13 fell 
. on the extreme right.· RICHI-152 which factored for 22 less 2, WtlS set up and frequencies 

of the pnirs taken, first "-·ith 1-13 on the right and then 5-15. The lnttor g11vo a very rnnch 
b etter frequency, aml a frequency of- the digraphs made with 5-15 on the right and 1:?-2 on 

. tho left gave excellent results. The digraph GX was followed two out of tlme time~ by FA. 
GX-FA was assumed as .CHand working upon this clue the pairs Yery.quickly thereafte-r fell into 
their pr_oper positions in the rectangle. ·.: ._- .-.· . : _.( .. 

OcTOBER 9, 1918. .. · · ·· · . - ·· 
.·: 4. NOTE ON "RICH!~' ADFGVX CIPHER _. 
- .. - . . ·- . . ,·. 

SOJ.<J'."'ION' OF KEY. OF OCTOBER 281 291 SO, 31 

The solution of · this key. was accomplished i~ the space of 2 hourS nnd ~-n.s obtnined 
without the usc of a single frequency tabulation. The method employed wns the ono which 
has been described in a former note: t_he method formulated by Cuptnin -Pninvin, where two 
mcssnges enciphered by the same key are found to possess similar endings. 

On October 30 it wns observed that two messages hn.d been sent from LP to NK.J for· 
COS addressed to the Knuknsus Delegation, the one RICHI 338 and the other RICHI 274 . 

. I t was found upon inspection that the RICHI ::!74 wns a duplicntc of RICH! 338 minus three 
prefatory lines in the ~rem 33~. . .. .. .. . . ... . .. . . . .. ., : "=;' • • ! l ; ~..;, . 

The messages were divided ns follov;s: .- .~ , ... 

RICHI 338 VA XV V V A X G A F A A A D A A X VIIV A A A G A 
DVGVV D A A A V v X DIID D F V X D A X F A X X 
G V F XV YIIADGA G X A A A X F F A X V A A V Dl 
JF'FVFX F G X FA - F V G F X F D A VIIV A A D X D 
F G D X X D F X X A G A DIIA A V D A A F A A D A V 
D A X A A D XI [X X X X FDA V A V F G A F F A D A 
,AFDXA A G V G D X X V G A A v· o AIID A X G X D 
X G X F X XV V D X G VA D G V X G F X V F D A F 
FAD FA G D D A X F D X G X A D X X X D X F X XI 
(AX GAG F D G D V X F F D D X X X XI [D A F X F X 
F D F X X D A X V D X A AI jG X A D A D A V A A A D 
G F X o· X A DIID F X X A A X F A V D X F D D A G A 
~ IG F. F D F F A A F X G A D D F G V A XI IX G G A F 
VA F X X X A F F F A G F1 

---.--.--..... . -. -.-.-s<"('C~~ . ........ -.-··...,.,! • ..,., . ..,..J ).,...._P..,i -"".' lf.-W ...... ....... . . ffl ):f "! a ,, J"'fl'S'T f - <A • • =<J.-4 U ""!-_ _ _,....:r; • ..,... --~¥.....__._ ____ .,.....,. __ -r'.,........ 
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V D X F D D A G A AI RICHI274 I~A~A~X~F~A~~~~~~~~~ 
;x A A D XI 

DXXVG 

V X G F X 

G V F XV 

:A V F G A 

~IFDXG 
D D F G V 

A F X X X 

IGXAAA 

A A V D AI 

V F D A F 

VI~ D A v · 
F F A D A 

X AD X X 

A XI~ D F 

A F F F A 

X F FA X 

IG XDXG 

F A D F A 
A A A ·o G 

AI IF X F D 

X D X F X 

G D X X D 

G FI IY v v 

~A FA A 

V A A V Dl 

X F X XV 

GIIY X D A 

F X D X A 

F X X D . A 

XIIQ F F A 
F X X A G 

A X G A F 

AD V G V V D A A A v v X DIIX A X VI C::..:~'-G-=-...:.;_=--.:...._::;_,:__:_=:;_:..:;-=..:......:.;___:....---=.,-...:..:;._:= 
FDA VIIG !;.;: '~- -.' ·.):.;-.- F V G F X 

' ~~~~~~~~ 
F D G D V X F F D D 

.·:·· . ;. •. ::' .... : • ''; '· -: ; 1 2 J 4 .S 6 7 S 0 10 11 11 1l H U 18 17 IS 

· · .. ·· :: · RICHI 274 A A G A G V V A .F F F D X A V A X G 
:.-; - ·-::. 1 t ::· · • '. ·.• · .... . A A X A X X X D D X D F D F V G F F 
.: --:_ -::·: . ... ·.n:i• :····: rr ·• ·· .. X F A G 0 G D A A F X F F V V A G D 
"":;.,:·.:·,·: :·-='i . !::. ·> -~ FA. A V X FA V V D GAG A AD X G 

: . -. __ ... . ··- A A A G G X X A A F X A D F X V F D 
.. ... -' ' ... .' .... .-.. . V D X 0 X V F A V X A F X X G G A V 

· .. ' ··. ,-.: .:-.. · .... _.· .... . . 0. A F X F F A A F X D X X X A V F X 
. . .·· ·.· . . : : _ ·.• . XV F X X D X 0 G D X G D X F V V F 
. .· · .. : ·. - .... . ' . ·: .. ' F D A ·v X A X G A A X A F A A D G F 

: )', :,: :-U:\. : ,~·;,·'t,. ; - -~: ··o A X G V F G F F X x ·ri X FA A F D 
t; .:; : ., . ~-!:') !:.i: ~- · . ·.-: ! ... D X V A V ·F V X F V D D X F A A X D 
,: ~ _; ·;: -~ . .- / ·,·: :.·: ,-: A A A AD A F D AD X FA F D A F X 

· ·· ' GAAVXDXXDXFGGAAVDX 
:- ·· !. ~u :.: :.t ~ ·~ - i .::r - . · A D V D G F V A A A X. V A G A V A X 
· ::,:_ H: ., ;:; ·; ··=.·.·: · • •. ·A X D A V A V D A A X A D F X X V X 
., :- :: .: ·.=:: .::::: ~ · :· .. ;~ : ·; : .: · :. .· . · G X V D 

RICH! 338 V V D A F V A X F D A D A D G D G X 
AADDFAAXDADDXAXFFG 

: ·~ , . . X A F G V A V X X X G A G F A X F G 
-~. J_ '' V A V A F D D X A G V X A X D X 0 A 
:_~(-_:.:.__::: ___ .:_.:, __ ' y G X G X X A FA X X F G FA A F F 

~~_2_.:.._.~- ::: __ ~: .... V A D . X F D A D G D G D F >; D A F V 
:.:.3 .: _:- :. ' .. _A· 0 A A G F F A V X F X D F A X A A 
·_· ~·- ~' . .-\ ... _.:_ ____ --~-- X V X A X G A V G G X G G D V F A F. 
1 r • . .. ~ G G F A F D A A 0 X V X D F A A F X 
:::. ...... -'-·: ___ ,_ --....:... A V A X A X D V X F F A V X A V X X 
Q. · ~; - ~ :-: .\ :·. F V X F F X A F X X D D X X A D G X 
'T • • - .• • • • 

--· ·._ .:__ .:.__ - A D X F V D V G V X A X F D D X A A 
1-L~~--- ~ _:::;__ --~ __ . _; . A A G A G F . D A G V F X F A G F D F 
:·: · : .-: ·:: _-, --. · A A V X F X A F A V F X D X F D D F 

'! .1. ~- :_ ·: : D A F V X A X F A D A D D V X D F F 
~-;:··--.:-_-..:-·~ --:.:- -A V X A F A A A V X D X X D D A G A 
~: ·· -:- · -'~ -:_:-~-:-- ·: A V VA D GAD D G F F X X X G V G 
. .. - ·: :.; .. XXVVAADAAVAXXAAAAF 

VD DVDXA -- GXXADAX 

0 A V D A 

~ A G V G 

v D X G VI 

X F A X X 

DI IE D A V· 

X V D X A 

A F X G A 

'A Dl ~&\ F V 

A A A D A 

F G X F A 

X X X XI ... 
. . . ' . 

•• - •• J 

. ·. : :,· . . . , . . : 

• 1 

: . : .. 
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When set up, tho length of tho ·transposition key proved to be 18, giving 4 long c'olumi1":! 
in one messugo and 14 in tho other. The dilliculty 'Yhich coufruntcd us now wns the dl'lermi­
nation of tho relutivo position of the 4long_columns G-·12-15-lG which rir.turnlly plnred thl•m­
sclves on the extreme left. To accomplish this without the lnborio_us con1piltttion of frequency · 
tables was our aim.1 This we succeeded in doi~g in the fo~lowiug mnuner: 

(1) In RICHI 274, tho 4 long columns 6-12-15-lG were plnced on tho extreme left. 
Tho position-of these columns was thus limited to tho first 4 columns. 

(2) If RICH! 274 ended GXVD, RIC:HI 333 must end tlio s:1mo and tho columns which 
corresponded to these in RICHI 333 (2-1-17-11) therefore aligned themselves within tho 
limits o~ tho numerical order 11-14,· inclusi .. ·e. 

(3) In RICIU 338 there wer(l four short columns, 3-9-10-lS, whir b pluced tlH•msdvcs 
on the extreme right o.nd which thus fi:"<ed DAAX o.s immediately preceding GXVD in RICIII 274. 

(4) If DAAX preceded GXVD in RICH! 274 it must o.lso precede GXVD in RICHI33S. These 
coiumns were found to be 4-8-13-14 and. their ~1its were fixed within columns 7-10, 
inclusive. · · . · 

(5) Two columns retnnined, 5--7, and thus these were pr9ven by elimination t~ bo tho 
fi!th and si.~th columns. · · · · · · - · - · 

. .. .. ·. ' 

• 12 u 1& I s 7 I 4 I 13 u I 2 1 17 11 I l o 10 18 

RICill 27 4 IV D V A G V A A X A A A X F G F F G 
-:~· : .: ·.····: _,.--_<- ··: ·· .:.·:: X F V G X X A D D F A A F D ·x D X F . 
··,,;,., ·.- ::. :·: .. ·. · .: ; ~: .; ·· .. . G F V A D D G A F V F X G X A A F D 
L::<···;;~: ; · ,.:, :. ~ . ··: ·;.:. · F A A D X A V V G A A F X G A V D G 
·-: :; ·s r;:-;:: :: !': ; ::•·; ': :i" X A X V G X G A D F A A F X A A F D 

. ·•;...:: ,_ ,._ :· ~.V F G G X F D A X X D VA A XV XV 
, . . , .. , , :· · ' · •. · ... , · · < ... :p X A V F A X A X X A D F D F F X X 
..... .. ,.. .. .•. . . .,. .. . .. .. D G F V X X X D D X V X V X F G D F 

·, , _ ... ' .. ·· · .. ~ · .... . ·· · . · A A A D X X V G F A D F G X A A A F 
:.· · ,;.--·~ _ _" ~:· .. _::· :·.;2:·: .. - F D A A V G·G f' X FAD F X X F X D 
~ ~ -··· , . · - ~. , _ . . --··· -··· . . 
•. , .. ·: :"-: .' .·· .: . · ,: . ·· :-. F D A A V V A X X F X D X D V F V D 

- . . ! :· ·:·! .· ' ·:: : _ _; ; ; ; . · . -A FDA D FAD A FA A F X A AD X 
!: .. : ·:._,··.· . ::.' . ..: . : · . ·~·:.: · " . D G A V X X V X G A A G D F A D X X 
_; _, _, :· ;..!. ·, · ~ : :··. •:·. !. F .V A V G V D A A G D A A X V A A ·x 
.... ... :.:. .' · ,. : ::. .' A A X XV V A D D F X A V X D A A X 
·· . :· .. .. _, .. · , .. !: •·· G X V D . 

, . .. . : .·.. . : - ····. · ... l t ' , • I 

' 

. 
• • • f o. - " 

. . · : ·' 'i 

t..' ; : . f 

'· , i. ;; 

. ,. 
· _t • , · ;; 

., 
. . ... .... ;,_ . . : :.- .:, : .. ·.· : :;. 

1 See in this connection note 12, A }.[echanical }.fethod for Detumini11g the Key for the Tran3position in 
.ADFGVX Ciphcn, Given Two M·e3sagc3 Having Idcnl_ical Endings.-W. F. F. 

.· 
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• . , .. . r, .. · . • . I ll 15 16 1·5 7 t 4 I 13 H I 2 I 17 111 3 t 10 U 
· -:-~ .. ... .. .. ' ' RICID 338 V D G D F A A X A D V V G A D F D X 

-.! ! • . :~ .: ·:'; .·:: ; · .• , . . . A D X F F A D X X A A A F D D D A G 
- ... !.I J · J:··.:·! (. .. _.t · :' ·• .A A A XV V G X G FA X F G F X X G 
·:· :; J··:~; , ., ;; ~ · l .r·.t ~ ·' '.: '~!··-~~: D X D X F D A X A X lA V D V V A G A 

. ·-~·· x F A A X A G F G F G ·y F X X A X F 

. : l -, ~ : 1 :::~:'1 : _.. :, .. , 11 ..... ; ... D D D A FA X D F X A V F G D G D V 
. ". :;:;;_F X A X G. F A ·A D F D A A F A V X A 

!:<·i 11 " "!::~:!.,:, ·)h . i:·:....· G G V F X A A .V G D V X A X X G G F 
'.·: .... :· r :·: :~.:;·,1 ': ·J :· ~~ ··,:·. ·::: · D X A A F A A A D F G G F V F· D X X 

. X A A V A D .XV V X V A X F "A X F X 
;-·r: l :,-. , : t~.-.(1 ~. 1 , ~:" :: .) X DAD FA F F X XV F G D X X X X 
.;·;';·:-,_ ; ur:-~ j,; ::·~-;~ .:. .. D X D X V V F G F D D A A A XV X A 
; ,.!!~: · .. ~: .~: :.;::: !: ~ 1.~ :F X G F G D A A FA A AD r G G V F 
c : · .~- "'J" "·>" , , ;. r ,; .... X X F D .F A X F D X A AD F VA V F .. l \ -~ • ~ .. ! , , • •. I • <~ • • 

. .·· • .. · · ADXDXXVFDVADFAFADF 

. ~-',!J 'l•i .~J ;! •:! ~r,.:: •;;i ~ ~ . A X D A F A A A X D V A G D ~ V X A 
· . GYXGDAADXXVAVFVDGG 

' A. x· A A A D V A X A X X A A V A V F 
DXDAVXDAXADVXG 

., . : ·:..· . 
- ,. • r. .. 

·; ·:."! 

.J \. .. : ~. - : 

.. .. 
. , · 

. . . . ::·, -. . . . .. . ·. 

-. . . . . ·. - . :. ~ . :·;, . · .,.. _: .·.•;..: 

.. .. : 

. . ~ . , . . - ~ .. 

t- . • : ' 
• '- ,. : • • I I_, 

· (6) Having thus fi.."Ced the position of two columns there remained simply to place together 
in RICHI 338 the columns which contained the sn.me letters and which would naturally take 
position as the si."Cteenth and seventeenth. columns or, 10 columns removed from the fi.."Ced 
eo!um::1s, 5 and 7 in RICH! 274. (This followed from the fact that the text of RICHI 338 
ran 10 letters ahead of the similar te:xt of RICHI 274.) These columns were 3-10. · 

(7) The placing of the remaining pairs was accomplished by continuing to build up upon 
this sequ_ence by the same so~t .of cross fire between the·two messages. 

(8) Inspection of 5-7 had indicated FA as E and therefore the arrangement of columns, 
whim mce paired in their relative order, was >ery easily determined by pairing them in such a 
way as to bring out FA ns the prominent digraph. Thus lQ-3 was chosen in preference to 
~10 because 9f the nu~ber of AF's which would appear if the pair was placed in the latter order. 

(9) To return to the system of cross fire building up of the pairs in the rectangle, the position 
of 5-7 having been· fi.:'\:ed as columns 5 and 6, respectively, in RICHI 274, the columns correspond­
ing or those which contained the identicn.lletters with 5-7 in RICHI 274 were identified in 
RICHI 338 as columns IG-3 and were placed for r easons· which we have stated in a previous 
para..,o-raph as the fifteenth and suteenth columns. 

" ... ... · ... , :,,, . .. ·: . -=: 
-~ · . .~ . . "'" :-\ -:- - .. ~ .. . · ... ·.-\ -- ...... · ' .. ~, .. . • ·: .' .. . .... • 0 •••• • •• · -

\ 

------r---~----~~~~~r---------~~¥. ~·~·~-=- ~~~~-~- ·~'~. r~~~-~-~- ~--~~~- ~·~r~·-----~;~. --~---.~~. --,~~ ~ ...... - -·-·. •. ...... . --
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(10) Our skeleton rectangles nppcared then. a.s !ollo\\-"B: 

1 2 J t I I 7 I t1 10 11 12 U 14 IS 14 17 1! 
• 7 10 J 

. : .. _, RICill 274 ·. ·a v F G 
_ ... - ';. .. _· • ' • : • • I·: .. •: ~ :. -: -:::.:;:- X X XX 

;: .. ~-~ ·-;;_ i:_·;·· .; · .; ->. ~: . i ;; ;;~ ~~::·;_';~·;;, :~ ~ ::i· ;·\:t.::: .. ~:; ~;.-_· D D 
.... . 

FA 
' t. · · . : . . X A 

.,· · : D A · 
. . .. . 
• i: ·;_ ;; _·:: :: 

• • .. - • r ;': .; ! :·· ... ! ·:: .-:!"'- jl ._ ij \.'\:: :::: - GX , -·· .-:-.: ·.: ~: , ... FA 
. . . . --· . . .. . ~ : -

.. 

.. , . A D 
'.. . ·, . . 

s: 2 • : c a • r · a t to n u u 14 u 1& 11 ts 
I T 

-R!Cffi 338 
·.- , ...... ,. lO s 

:- D D · FA 

·- : ·: -. 

/. ... ,., - -
!- '- FA 
:;_~ vv 

i>. ,.... • • •· '- ;:. --~ F D 
::l x - •'-- .. c x· A. .­., 

,- ·.r. ·, ( - -'- ' .. F A 
:~.CJ~':iA GF 

' .! -r ' -- XA 
FA · ' . -r-

_t!_ ~: C .A 

•: 

.\ ' .-. ._ .... 

' - ·r .. -... " -"' A' D 

FA 

vv 
G D 
FA 
XX 
FA 
DA 
AD 

V X 

·- : -

·- : - . : ':( 

·-
.. 

- ' 

--- A D 

~' -·· D D 

·- . X A 
._ GX 

XF 
FA 

XX 
XX 
V G 
vv 
DF 
XX 
G V 
v·v 

. ' ' 

... 
. ;·· ·-. 

• o I o ' • ~ : ~ 

I • • : t , ' •; : , , ' :.",1 j 

.. , , , . 

. . . . ' · ; 

-.. · .. .... 

I :! • • • \. ! . _: 

;."t. ~ ' ·>; - : ·/' ~~~·_.,.. __ _ __, __ ,,....-r-. ~~_,.,_,_.,..,.,-:-,, -..,.......,.,~~-.,..._~~~.,.,---: ....... -...,.,-..---..-.-"TT"":--~-.,..-~ ....... ~-
. .. ·. -~;_,_ 
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(11) Our 10-3 hnving been properly plnced in RICHI 338 as tho fifteenth and si.xtecnth 
columns, tho 10 and 3 columns in ~IqHI 274 quito nnturnlly plnce themselves in the snmo 
numerical order of columns, i.o., 15 D.nd 1o. · . . -

(12) There remain now in the last of our five divisions in RICHI 274 columm 9-18 which 
cannot take position ns the fifteen th nnd si.."deenth coluiD:DS since these nre occupied by 10-3. 
They therefo re full into position ns tho seventeenth and eighteenth columns, in the order 18-9 
rather thnn 9-18 for the snke of the granter number 'of FA's in the former, n digrnph which bas 
been identified as having the highest frnquency. · · . 

(13) The process just outlined is now repeated. The columns which are identical with 
18-9 in RICHI 274 nre sought for in RICHI 338. - Since the text of these columns in RICIII 
2U contnin in their last line tho digrnph, XA, 4 letters removed from the end of the message, tho 

·same text must appear in RIC!II 338, 4 letters removed from the end. XA is found in columns 
13-8, which therefore 'rnll into columns 9 and 10. Columns 14-4, which are left in this, the 
third of our five divisions,._accordiogly take the position of columns 7 and S. 

(14) The final posi-~io1~ of the <;olum.ns yrAS ~ f~~ows: 

.. ::. :·. 

, I J.S U lG S 7 H • 13 . I . 11 1 17 2 10 J 1S V 

RICHI . 274 . v · V D A G V A A X ~- ~- A X A F G G F 
~ XV F G X X FAD D o·A FA X X F D 
~ G v FA o o v c FA- x·x c F FA o A 
CFAADXAAVGVdFXADAGV 

!~ · ;: "l X X A: V G X F G D A X A F A F A D A 
l . . . 

;: V G F G X F X D X A A- V A D X X V y 
:· .. ... 6 . .. · ~ FAXVFAXXXA~DFAXFXF . ,_ ·-

~ ~FGVXXXXDD~XVVDFFG 

. ~·~A AD X X A V F G X F G D A A FA 
.. 'i ' · • 

=~ADAVGFGXFXDFAXXDF 

c F: A ·D .. A V V FA X X D D X X V V D F 
- . . . ..... . 

·· .ADFADFFAADXAFADAXA 
......... '· . 

. · · -.· D A G V X X A V G X F G D A X A X D . -. ':....· . . 
· ~ FAVVGVGDAAXAADAVXA 

: . . ~- .: ~ . : .. : i X A X V V F A D D X A V X A D X A 
. ., . . . · .. .·. 

:::-G V X D 

X -~ 
v ~i 

;} .,. .- :;:) l 1..! 

, .. 
.; -:; . .-

~-.:;. 
'{ (I ·- -· 
•r ·' ':\ 
_, --
-~ 8 ' G ·-
'! v Q \ 

;>, 

•r v .. 

\ . . · .. .. . .. .. 

. . . ! 

\ 

~~~~~~- trF~· ~·~. ~~0~~"~~· --~~· ~~~~-~~~#~4l.~.»~. ·-.!~.~~.~ ... --~~~~·.~.'~~?~>~, 1~•F.~P~,~~~~. ~. -~. ----~~~~FJ~t~t4~~:--.-~>~<, ~>~.---. ~·~ .. ~'~ " :··:· ' .· :· ·: .... .,.. -.;-~~~)! .~ :t" -- - ~-' ~· .. .. . . : -· . ; ... - .. - . 
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r 1:.. " · • •· • · .. 1 u l::l 14 a 7 H 4 13 1 u 1 17 2 10 l 15 v 
. RICHI 338 ·v G D D FAD A A X A V G V D D X F 

. ~ .·.. /', ~· : ,. 

.. , """' .· · 

_, v 
.... -· 
r· - · ! 

.--. '-' 

' 
, j 

-·-
< 

'-~ :: 
' · ' 

·~ 

" -
c ., 

~-

' -· 

. ,: \ ...... 

.. 
"-' .. .., . ~-

-... -, 
..... . . 
~.. --~ 

.. A X D F FA AD X X D A FA AD G D 

.- A A A X V V F G G X G X .F A X F. G X 

: ~ D X X~ D X A A XV V D A:G V A A . 
. , X A F A X A F G G F X V F G X X F A 

D D D A ·F A X X F D G V FAD D V G 
- ~ F A X X G F F A D .A F A A D X A A V 

~ G V G F X A D A G V X X A V G X F G 

.. DAXAFAFADAVGFGXFXD 
XAAVADXXVVFAXVFAXX 

. . , , · . . , . •. . ,. . ~ _A D D F A X F X F.' D F G V X X X X 
. · : . ·~ __ : ..~ .. ;. · ..... :.: : .. . · D D X XV V D F F G A A AD X X A V 

..... : 

• • • h •• : ~ 

·: :· ._, : : - ' Ill · 
. . ... . 

· . j~:st.~-. -::.i_~ i!·:::·} <: :i :-:~ · r. ·: _ F,c x F c riA ·A F. A. FA o A v c F G 
"~~- !:_. ,_ ·:_~:: -:-:-r; ··:\: I: : .. ~ .-:·.x F- X D F A X X D F F A D A V V. F A . : - ·_ . • .- ' I t ·. : • • ; . :-

.... : ....... ~ . ·' t . .. i . ) -} .: : ~: :. ~ :::: . : .. . 

: · L:.. •n:.::;c =-: ':' ; ~,:::: -:·•?:·:. : A _X_. D D X XV V D FAD FAD F FA 
- · · · . . ·. · : · . . A D X A F A b A X A D A G V X X A V 

>:/":::.:~---~ !.~-;!~ ;_:_:, : "!~ - ·G X F G D A X A X -D F A V V G V G D 
!•:: ·. :-:c _:::-: f?. :-_;·~ :: ··; · A. A X A A D A V X A A X A X V V F A ­
:-.: : ' 1::;.: ·; '! 1 ::.:;.: ·~ I~:-.;.D D X A V X AD X A G V X D 
-~- ::. ·.: !~1:;:;1 ~; _ _.~·=:~j ~; :~-~ - .:.' :· . . ·. ·· . . .. .. . . . . ' - . . 

5.. NOTE ON "RICID'' ADFGVX CIPHER • • 0 ... 

·· .... . 
: SOLUTION OP' KEY OP' NOVE!dBER 1, 2, 3 

·- . . -~ . . 

.. .. · : ... · . . 
0 / .. . =: -: . :~~ 

• • I ~ : .,_,:.. 

. - · · '· ;: ~ V . • : ..:1 

·~' -.... : ~ ' .. ; ·. 

.As this last solution was accomplished by principles involving an interesting combination 
of several familiar me~hods, it ~ been thought worth while to include this in a further 
memorandum. . 

At 4 a.m., on November 1 a ~t and second par~ or' a' RICHI ADFGVX was communi-
. cated to OSM by LP, the second part of which contained 264 letters. . 

On November 2 this second part was repeated btit bearing a preamble RICHI 266 instead 
of 264. · ·· ·· · . ·-

. _ The text of the two messages follows: ..• . ~ . 
' .. 

. 2-TLRICHI 264 . D V D V F 
·' · . .-: X D X G F 

D V F A G ~ X V X F F 

., ., : : ·, G X D F D 

'~ :-: _;_ G V G A A 

...: .l; ·:: A G D D D 
~ ·~· ~: V D D D X 

A X D G D 
ADD G G 

·. F D F X X 

VAG A G 

DDAVA 

XVVDD 

·X V V D G 

A V F V G 
· v G D V V 

D V X D X 

A V G X D 

F D FAG 

D A G A V 

AAVGD 

V VA D G 

G F G F D 

D G V F F 

V F D G D 

GGDGG 

D V D V A 

D D A D G 

G F A X G 

G D V V F 

G G G F D 
D G D D 

,... .. I • 

F V G G G A G G X A 
FA V G V D A F G F 

G D X D G A X A XV 

X A F D X A X G V F 
G V A A D D G D V F 
V G X V V D F V F D 

F V G D G AVA X D 
F F X D G G G V .G A 

G X G F V F D X A A 

V A G G V X A ADD 

t ~ (' ~ •• , • • • ;" .~ .. ___,. 
-~ 

I 
! 
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2-TLRICHI266 D V V o · F . D v · o ' v G 

DGGGF XVVDD 

FGFDF AVVDG 

. . .. . 

.. .. 
•• • .t .... 

. : ! :. 

VGDDD ADGFV 

FAGDD · VG~ ·AA 

D ' F F D ·o . D. X G F A 

AXDXD GDAVG 

ADGDG DDFDF 

G 'A F G X G F V F ~ 
A · ~ ~V~ G A G V X A 

AXDDA . VAVVG 

D V V G F F V G G G A X DAD 

A ADD G D V V G V D A F G G 

D G V D F V V D A X G A X A X 

G V F D G D F G X D F D X G V 

V F ' G D G G G V G A X G V F X 

GXVXF VA V G X V X G G X 

XDFFX D A·. G V G D G AVA 

A G G F V X D X D V D G G G V 

A V G D V VF_VFF G D X D X 

'A D D G G ·F D VAG XAFDX 

A A V . G ."D ~ G 

It. was at once concluded from a comparison of the two messages that the . RICID 266 
was the correct version qf Ricm- 264 which had probably been garbled in its encipherrilent. 
II this were the case then we might e:q>ect 'to find an identical beginning in the two mes"sages 
which would extend as far as the garbled portion and from i:here, follo~g an hiatus of 2letters 
(266-264), a similar ending which would extend in RICID 266 in an order 2 letters removed 

. from the same sinUlar ending in RICHI 264. · · ·. · : :. .:. 
The messages were therefore divided off 9r cut with reference to their identical beginnings. 

The cuts indicated a transposition key length of .19." This meant that RICHI 266 was an \ 
exact factor of 19 (19 X 14). We had then, therefore, but to set up RICHI2.66 in i9 col~ 
of 14letters in length and follow the. division thus made as a check in the cutting of RICID 264. 

The messages were then set up as follows: · . :, ·· · · : . : . =. · 

·' ·: 1 ~ I 4. 6 I '7 I t 10 .11 12 13 U 15 15 17 1S lP 

· RICID 266 D F G V V G V G G F · V D V F G A X G D 
:: ·. ;~:.:i~•:.l:··.::_:!:=: .·;·.::' .. : ~- :_,!- v F F- ·a v A c v oF. A G co a v A co 
'":!·:-::. : :-. :: : =.: .:.1 :, .• : ··;:~c :. ::; ·v V X V D X V F G D V D ·o .G G 6 A F. A 

- iD !;r:; :rc) ;:_~ -;: z-:; ;r·:CJ. ~:; :_D . G V D G A FA G D G A G A V D V D .V 
: .-:- 3· F G V A D X D G G D X V A G G V A V A 

f,,,').,;,!:i •icC n!;; : f ·}:,_: :,:c.,·.;: · D G D F . G V G D V X V G V G A V G A V 

VADGVGDDGGXXAFFFAGV 

D X A G D D F v ·A F G D A v G v G X G . ~ ' ':' -. . ·.; v D A F F D ,G G X A G F D X X F v A A !\ .. ;.! t, ·- ·-· -:.; ' ,..... 
"' "1 ., 

'i ~ .. 
' G A D G v D X A G G X X G D G F X F A n .... ' .. - t • -

\ ' !-. .- r - ~ ,- D D D F v A D A v X A X D X F G A D v .. -- "' .. ·'· - . 
~ - .. -; ·.· v D G D D D F A F v X D G D v D A X G . i " ·"- . . .. ·' ,.. ,. c -- :, .- }~ -~ v G D F A G D v X X D A D v F X D A D ' <. - -

c ~ .• r ! .. .. ., .. .. G G v A X F X F D F X G D D D D D X G . '• : .. . 
"4 • v ,.:... -. r· ~ -;- ·- ,. .. - . 

" . -- :. -- . . u . .. .. . ; 

A ~_; 
,_. .. n .. -;; ~ ;) J /. ,: : -: ·, -" <..' ,_: ..... _ .... . ' - :... .. ·' 

• I ,, ~ . . 
"' 'T .... 1 "' '1, • -. , r •: ~ "' .... . . . .. ~ ~ . '.l .J .. '- .. '-· .. .. -

~! 1'j . • ,. 
~ "' .: "':' ... - ~ ... .. ;_, :I \ 'I 

" .. , .. I · : :..· " '- . . .. .. ' 
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. .. . -1 

- : · .. ! · ' ... ; ... : ' :: RICH! 264 D F G V V G V G G F V D V F G A X G D 
': ~ t .. I : ~ - : i . : : I ; • 0

•• .. • ' 

I. ... .. , . . . • . .. • . . • . .. V F F G V A G V D V A G G D G V A G D 
..... · • . '" .. . · •. . . • ·. t. . • , ..•. D V X V D X V F G D V D D F G G A F A 

. ' 

4 _:;_ 

=y G V D G A F A G D G A G A V D V D V 

FGVADXDGGDXVAGGVAVA 

D G D F G V G D V X V G V G A V G A V 

C , V A D G V G D D A D V X A F F F A G V 

FGGFFVXDAVDDXADGGGA 

A G F G F G A V D X F D D .X F X A V D 

GXGXGAFGDDVDAGXGAXG 

XAFDDADDGXFADVXFVAD 
:':·=::·.: . ; !· :-=!': · . . , ::··· .";.: ' ;. : .. V X D F X A X V D D D D D F D V G A G 
~:.~.~ r~ .! ,;-: ~: .. '! < ·. ·.~ · j : ! ;!:: : ; , . 

,,..._1 .. ,- ,..,,::::;·:·. ·~..: - ,.~~· - • . ~:::.:.~:: X . D F .D D y A -V V VAG G. X A F D D D 
.. ... . , . :· ; . . . , . -, .. - ... , .. .• . , F X A X F X G D X F G D CD G D D 
~ ... ' • • ' • : • 0 • • ! ' . . .... 0 

I o • ~ •' 

. ... 
I o • 

;. -. : fu ;c~tting RICHI 2M we h~d ocly to follow the beginning o! th~·cohi.mns ns cut in RICH! 
266. The division between columns 1 and 2 in RICH! 264 followed naturally from the identity 
With the similar beginnings in RICID 266. Since column 2 in RICH! 266 began FFYGG.GA 
(providing, of course, that our theory was correct) column 2 in RICH! 2GG must likewise 
begin FFVGGGA. . 

A further check, if further check were needed, wn.s given by the possession of tho two mes­
sages of identical endings. Having cut. columns land 2 in RICH! 264 by means of~ comparison 
-of the beginnings, we had now to look in RICH! 266 for a column ending as column 1 in RICH! 
264 with AGXVX.F. · This column was found iii RICH! 2G6 in the position of tho tenth column 
ending with these identical letters. In the snme way when column 2 had been cut in RICH! 264 
its ending GGXAXDX wa.S found iii RICH! 266, in the eleventh column. Employing tbis double 
check; the columns in their proper length in RICH! 264 were very quickly r-econstructed and the 
short columns fi.""ted upon as 5 and 9: 

From this point the solution followed as described in our lnst note of November 1. Tho suc-
cessive steps were, in their order: . 

. First: The short columns 5 and 9 in RICH! 264 were placed on the extreme right of the . 
rectangle. It wns, of course, impossible to determine immedin.tcly the relativo order of 5 nnd 9 
.but it was enough.for the present to know thn.t 5 and 9 would occupy in one order or another the 
position as the eighteenth and nineteenth columns taken in the numerical succession of the 
columns. · '· · . 

To avoid a repetition of nn unnecessary number of letters we subjoin only the three final 
lines. of en.ch message. . . . ·· · · 

:·•: :; .: ; .. : .,. ; I ' ' ~ ' • 
.. . !. 

RICHI 266 
,.. ,-: . '-

RICHI 264 

1 · ' a . ~ S 5 7 I I 10 11 1l 1l H LS I& 17~~ I~ 

D F 
., 

A X 
' 
. ' : · ... .. . 

·- · 
' 

... - , . r X D 
I . . . . -· 
'" 

, 
X D !:. - . 

.. D v 
~nd: If columns 5 and 9 occupied the position o! columns 18 and 19 in RICH! 264, then 

the columns cont~g at their ends tho same l~t~er_s_ 5:s 5-9 would, in RICHI 266, occupy 

:•... :r.-:- .. 

... 
~ 
t 

. t 
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l· 
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the position of the first and second columns, since the concluding text of RICHI 266 ·ran· two 
letters in advanca of the same text in RICH.! 264. These columns wero identified in RIQHI 
266 a.s columns 16 and 3 imd they .. wero accordingly placed in the position of the first and second 
columns. ·; - ~ •: ;~ .: . !

1
1
5 

-~ . a . 4 a .• .. ?_ • .. _o · 10 11. _u .. •3 . u 1~ 

RICHI 266 D G I G c; 

t.,~ ~ . .. 
·' .... .. 

'..[ ~ 
. .. .. 

1'1. 
. , 
~ 

RICH! 264 
. ........ . -- ' ,.... . . .... :-. -~- ·- · ... 

-X D 
.. 

D V 

V D 

F .F _ .. 
D A . 

· • 1.. 

·, ..... ~ .. . .. r !, ;; 
'-

· . 
~ •.. 
:. . ; .. . 
. . ;:I . . 

15 17 115 19j 
. I •I 

DF' 

AX 

X D 

XD 
DV 

r. . : !' •-: ~- • -· •• - . . (• ... ; 

Third: With c~lw:n.iis i6 and 3 placed in position in RICH! 266, the snme ·columns must 
occupy a position a.s the first and second columns in RICHI 264. We had then to look in RICH! 
266 for the colu~ which ended similarly .to 16 and 3 in RICH! 264. These columns were 
found to be 15 and 4, ·and fo;- re~ons which we had stated in. the former paragraph they must 
f?llow 16 and 3, since the identity ·of RIC ill 264 will follo:w two spaces removed from RICffi 266. 

-~~<- · :·:: ._,;1 •. ·~_ · .',. : · . . ·.·• · . . .. .. _: Jl 21 a 41 5 · , 7 • . _a· 110 ~ u __ u _ u u ~5 . ,17 ~~ 10
1

[ ·: · ; . ~ - ·._ 
.~ I ~.J .. H '••' ·-• .• ; ' . • ~ '••· ·· Jl$ at 15 4l ~ r 

:\J;..:·-1' _;·-:--: :.:·.::-_. RICHI266 ~ G V D .· ·· · . . :.:.. . : :·. ·~: ; _-... :.~-~i::. o ·F : .. : ..... . ,. · :>:.-
·i::i·a·.:;:, i::_;;_r. _, ._ .·.: • . :.·. =x D F F .:. :,;. ,;;-~: A X· ·. ·-: ,··,.::' ·"';.' 

· D V D A .·. , . . .• · . . ·· .. · _:,< __ ,_:., --~ .. ·.,·.r·_ ··.· .• · ~ __ X _D _ __ ;_·.·- ~-: :-,·:_:·-.: ~·-::.:_~i·.·.r._.·.-_='.· --:.::: .:J. ;.; -;·~ :l_L: ~l .. i: :=-.-·· ."";·:·_-- ·· .. . - ·,· .. -- · · . ... - . - -
;:r;<·: ::-~.::::0.~ ,~ ; ,RICill 264 V D D F .. · ~:·· .~ .. · ; ,. ··:,: c :_: ; :·.:.:··x D 
... l =.·· .•.= ·.:·. __ .: __ ; .-•. · .. :_ . . ·._ .. , . .. - .. 

• · . - . .. ,-; ·:" ·.· F F A D .· .. ~ ~ :..:. · ).: ~ ~ : _,~ , ; i t.r; ··. :) .: :; : •• D V ;- _;- :.·: :· .:: :, ·,~ 
.. •t' - .• ~-, : .. i ... , .. p 1 ... .. . , ... .. , • =. • • • ...... · . . . '' ' .. .. . ' . . D A G X ... -. , :: ,: ~ -: · -~ .. .... - .- , ___ :· -~ -·- :.:~: . .. ·~ - ~:.::·: ~:'.. ~:;.~-=- ~'..: 

~:.<:- ~::·: _:. r~.: _- , -·:·.: .:· -- - .· . . ··.·. -. -.· . ., 
., : : Fourth: In the same way columns 12 and 7 were placed in their positio~ as the fifth and 

sixth columns in RICH! 266 following the identity contained in columns 15:--4. in RICID 254 .. 

_ h~ ~ :5 ~ ~ ~ 1 a e .to u u u , 1• -~ ~- ~' ~ ~ . • ... ·• · 

:.'RICH! 266 D G V D D F . .. - . ·~ ... ·: D F . : .. ·. ·: ., .. ;o: :.·i 

,.,, ,, r ~- ·· '-·r:· .,-- ...... ,, ·: ,. ·X· D F F A D 
-.. .. J ; 1 ~..;. o ...... • .. ., _ • I • J • • ~ . 

•. ; ! .. :::·"'.: I ':,-:·· . ....... ;-,·-:< : D v D A G X . . . 
· - -~= · :·;~~; .. _-;_: -: · . . 

r . • RICHI 264: 
_, J ! · J .. l · .. ·: ·. -· ,·:·. . .. . . . . .. .. . 

k: · ~ . . :. , ... , .. 

VDDFDX 
FFADGA 
DAGXFX 

··.: •,-: AX ., ... : : :·· . ! 
·. '· · .: _: . ,· .. :~ ,. ~:::: X D ... :; . :. . · .. ··_: ~ 

Fifth: This cri~ross building up was continued by th~ same process a.s has been 
described. It can be followed without the necessity of further explanation from the outlines 
as given: 

RICH! 266 
I ,_. ... 

" .. ! 

l1
1
c ~ ~ ~ ~ ~ ! ~ 0 

DGVDDFDX 
XDFFADGA 
DVDAGXFX 

RICHI 264 V D D F D X A A 
.: ·_. : .• ~:, ~ : :: );.: :·i .._ ~ ,,. , ·. F FA n ·G A V D 
·:Jr·.l,··.: :.: r:~.:::t: at .~ .• ·. D A G X F X F D 

10 11 u 13 u ·~ 14 

. .1-- . X D .. 

XD 
• I . - ~ : D v ~ ·- . . lt.:.. 

>I •. • • - • !~ .. • • • ; • :: . ~ :. : :! ~. ~; ') ~ ; ~ ; 

\ 
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Sixth: 

'39 

. ' . . . 11~ . ~ _:, ~ ~ ~ ! ~J : :~ II 12 ll I( u 14 17 I~ 1~ 
RICH! 266 D ·c V D D F D X A A D F . 

~ ': X D F F A D G A V D 
.!. ~ :.D ·v D A _G X F x· F D 

RICH! 264 V D D F D X A A V G 

·; :1 .\ :;_ ·.- F F A D G A V D V D 

. . 1 .. D . A G X F X F D G. G 

1 {:· -: :·-

. ; b~ ~ ~ ~ ~ ~ ! ~ : . !~ 1; ~ ll 

AX 
X D 

·- · X D 

D V 

a 1s 111_ 11 - I~ 1~ 

~: -.-_ r :::,~·--· 1.:·:•:; r ·RICill 266 D G V D D F D X A A V G 

::;;;:~:~-~;~~';\~:,=:~':;i :!·(~;~·.;.!.< :·_x D F F-_ A D. G -A V D V D .. . _ 
. ,:, :.: ;, . . :, .,,:·c.,. ; . . :. " .. :, . D V D A G X F X F D G G 

D F 
AX 

'· -· .:- ..... .. .... ·. '· - .. . .. . . . . . . . 

·~ . :! 

- . • -. · : '· ;! ; 

. . . ; . \ . ~ ·' . RICill 264 v· D D F D X A A V G V G 
··.-tr_: ::: G ~ r: r:: ;:f·"• '· · ... : · ::·'_·_: :F F. AD G A V D V D X D . . D V -· :. ,_. ·,. ~ · · 
-:.:;~ ~_; ! !! -:c ~-I J.~: .. · _::,~-.. · .-. · · ... \ · · -- · ·· · · ·: · : · · ., :. : · · -' ,J· 

_X D 

XD 

!'!:: :.;. ~. ,=; :: .~;-,.,_ J , . :: !>. ~--.:.~ !_ ::: D ~ - G X F X FD __ G G F D : :. ~-- · : .: ; . :·: ... :, __ . : .. . . ) .. ; 
r' · · .. Eig·h·th - · . ···· · .·, ·': :; .: · ::· ··-· ·- ::: ; ::. ··.; · · · 
:.J,L~1· ~ =, .~ - ~.· .:. · . ... !··' . ·.·,., ., ,,., • • 
-·.1 -~-: ·~ : . ·• ·.-·-=•u:'·:· ...... .. ·_-- ·11 2l a -C{ ' II! 1 'Ill I~ 11 ~ 1l 14! 11 l4 11 ItS 1J( 
1:::,-.- d t:;•y' : (, ;;:::;. :! . · .. · :- .... ~ ... (!& Jl 15 41 12 71 Cl l8 . 8 l l'j 1 til{ 10 13{ J fll 

. . _ . RICill 266 D G V D D F D X A A V G V G D F 
.. 

··::· : .. ·. ..._ . . .. .. X D F F A D G A V D V D X D A X 
·.. ·. • : . . -: ,. ·: , . . ·: ~ V. D A G X F X F D G G F D XD 

XD 
DV 

Ninth: 

. RICill 264 V D D F D X A A V G V G D D 
..!..-...:--':--~-: F F A D G A V D V D X D V G 
('j :~ :; -:-- ~- . --

:::.:. - ·---:!....-.:. D · A G X F X F D G G F D D G 
., •"' .· . . - -
~~_:-__ :--~---·-------- - - ·· - ____ :,____ ___ - .: · - - - - · --· --

:: >-;: <· ~: I~ . 2f 3 ._ ~ 5 ej 7 . .,· II - ~~- 11 1.21 13 ur 1$ 1ej 17 118 191 
•· __ _ ;_ _ .... _, · (le 3j 15 4.1 12 7j 11 l8 a rrl 1 19j 10 Ill a 21 6 g( 

RICill 266 D G V D D F D X A A V G V G D D D F 
(_ ;·-~,__ :: __ :.:: ~ D F F A o· G A V D V D X D V G A X 

:i -~,:~--~: __ -_D_ V D A G X F X F D G G F D D G X D 

RICHI 264 V D D F D. X A A V G V G D D F X . X D 
-';__.:....~~ :.-:.._-:- --: ~ F A D G A V D V D X D V G X D D V 
·_i-:::--::.--:;·::=-:>-: D A G X F X F D G G F D D G D X 
~ ,_ ... ·- . ...: --·--=-;...__ -..:. , ·.=:.,-_;_:_;.;__; _ _ -·_;__:.:_.:. -"::_.~. :_ _ __:.. : ..:._ . : . -==--= 
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( Tenth: 

.40 

:; ·; ·· ~1 ·' ~ - ~ · . , 5 . e( 7 - 81 II JOf II 12113 14116 I ll! 17,18 101 
14 31 15 4 11 71 4 18 s 1il 1 JOj 10 13 14 2 I II 6 II 

· RICH! 266 D G V D D. F D X A A V G .V G D D. ~ D F 
.":. ;':, X D F F A D G A V D V D X D V G Q A X - . 
~ ~ D V D A G X.F X F ~ G G-F D D G ~X D 

RI~I264 V D D F D X A A V G V G D D F ~ D X D 
._ . . '" FFADGAV.-DVDXD .VGXQADV 

D A G X F X~ D G.G F D D.G D ~X 

::= .•. ?. : ·~ 

Raving located the precise position of column 11 in RICHI 266 as the seventeenth col­
umn, our task w~ now a verj simple one. Column 2 in RICID 264 which corre<>ponded in the 
identity of its letters with column 11 in RICH! 266 or the seventeenth column must occupy a 
position in RICffi .264 two columns_ remove~ irom the seventeenth column. Accordingly upon 
the identification ~£ this column in RICHI 264 a.s column 2 it wa.s placed in its position ns the 
fifteenth column. ·. Column 14 adjusted itself by elimination, within the limits set by the division 
which has been described above, a.s the sixteenth column. . . 

Colwnn 14, now that it had been fi.:i.ed a.s the si:rt.eenth' column, fixed also column 10 in the 
division alongside a.S the fourteenth column since the identity DVD in column 14 or the six- · 
teenth column in RICHI 266 must be preceded by two col~s in RICHI 264 with the same 
identity. This, therefore, at the same time fi.ud the position of column 13 as the thirteenth 
column since column 10 had been proved to be the fourteenth· c6lumn a.s the columns wei"~ limit­
ed to one of the two columns, tho thirteenth or fourteenth by the limits which hs.d been fixed 
earlier in the study.· · · · . · · ' · ·: · ·: -: :.' 

The two messages as they finally appeared were as follows: 
. : ... 
....:. .. · , 

, - r • •. • • • • ~ • • • ,. • • 

3 111 ' 15 7 Ii- 18 . II . 17 S . 111 . 1 ' 13 10 2 14 11 II 5 

RICHI 266 G A V G V D G G X G D D V F F F V G V 
.i. _ .. 

F V G G G G.G A A V D V G F F D A D V 
X G V G V D F X A FA V D D v ·G V G D 
V D D V F A D A V A V D G D G A G G G 
V V A G D V V X A G A F A D G G X G D 

:c.t ...-;: '";! .... ! 

.. - :. b V F A G G A V G D V D V X G G V V G 
·: :-:;. :]_;~D F G F D X G G A D V V, A G ·A F X G V 
"): 1\ ~-A V G G. F D X D G V G D. A F X V G A D 
C ;. ~, ,: A F F X G . F A D V G A V D A D X G X F 
,- .. 
'-' -· 
7 ' i 

v -.- D F G G X X F D X A A G G G A D X G V 
~ ; o G F .F D X D A A A V Db X D X A V V 
X ,_ .:;G=· D==:D===:V===:F::. =D===X:::::D==:A==::=A==::G=V==G===V===D===D=X===:F==:D 

D X F F D A A G D V D V D X G V D X A 
V D A D X G X F D F G G D F G D X D X 

DEM NACH GEHEN Nill1iEHR SAEMTLICHE 
SCHIFFE VON KOSPOLI NACH ODESSA BEZW. NIKOLAJEW. 

_____ ....;.. ____ .....;... __ ;...._~-~--------~~----------:__-~ --- - -
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• . l', :! : . .' .. .. .: . , . I 1& • U . 7 12 IS & 17 !I 19 l 13 10 2 14 ll 8 I . 
, . . .'.' RICHI 264 G A V G V D G G X G D D V F F F V G V .. . .'· ., ~ -; ; : "' ' 

X,'. ·.:·..:.· . , ; · · . . F V G G G G G A A V D V G V F D A D V 

· ·~ • ' · : ·. :..' ::. · ... , . : :•·; .. ... . X G V G V D F X A F A D D D V F V G D 
V D D V F A D A V A V V G D G A G G G . . 
V V A G D V V X A G A F A D G G X G D 

• • 4 • • • 

;<:: : : :. : ,·. ~ · ... . ,·; ~ .~ .·.: .. ·:, :.· .. ': =· o V FAG G A V G D V D V X G G V V G 

. . DFGFDXGGADVVADAFVAV 
:· .):! :· ·· . . - : :; .. . 

. · ~ . G G F D X D G V G D A F X V G A D A F 

.. . FXGFADVGAVDADXGXFDF 
: :; • : . .., f: ;~.; · . : : .!~ ... :·· ·.: ·.,.· . . · G G X X F D X A A G G GAD X G V D G 

.'·:.·:1 i i : .. : 1 • .: F F D X D A A A V D D X .o X A V F G D 

D V F D X D A A G V G V D D X F D D X 
· ·-:;:~,:_-~;-: ~:·: ;-:.:::.::::~ ;.:.::.. :~ · .:: F F D ·A A G o·v D V D X G V D X A V D 

-23~51.A :·.:::. ··.:·: :;~~:;_;_:-: ?: A D X G X F D F G G D F G D X D X 
_ . i:: :. r .. .. _ L :. . \, ... = ... .J : •. •• ~.=========================================== 

OEM NACH GEHEN NUMEHR SAEMTLICHE SCHIFFE 

VON KOSPOLI NACH ODESSA BEZW. NIKOLJEW. · 

· .· .: 

:. .! : .r,he. ~mission of the letter A in "NIKOLAJEW" in RICH! 264 wn.s the ~mly difference, 
.beyond a few erro~ in t!ansmission which distinguished the two messnge5. 
;~·-: . It ~ interesting. to add that work on the solution oC the key wn.s begun in the afternoon 
of November 2 and completed within an hour and a hal!. · 

·. Although we had no confirmntion as to the number oC days for which the key ran since 
we had received up to Novemb.er 2 only messng95 of No...-ember 1, wo had no hesitation in 
notifying the French a.nd British Cipher Burenus in Paris and London. th11t the key which 
we telegraphed· them wn.s the key for November 2 and 3 n.s well as tho 1st: Our supposition 
proved correct a.nd we were enabled to decipher the messages for the following 2 days as soon 
as they were received from our wireless station. · 
;\ ~.OVEMBER 4,1918. . .. .-.. .: .·. ·· ... · . . :,:: • .-. .. :r i .. · _ 

• • ·_ ... ·-· :. • • :: · • • • ·: .: : • .J •• • · ~ 
6. SPECIAL NOTE ON "RICHI" ADFGVX CIPHER 

(a) The activity of the RICID ADFGVX Cipher, although having abated somewhat since 
~e conclusion of the armistice, continues greatly above its former normal record of August .aud 
September. · · 

The solution of the key. for me~ages oC November 16, 17, 18 brings the total number of 
successive dnys for which the messages have been read to 22. Tho solutions comprise 7 di.ffcr-
ent keys, 4 of which were solved hy our office. . 

Since, from December 1 to the 21st of tho month, messages will bo.ve been ciphered by tho 
same keys as those of November lG-30, nccording to directions from tho Chief Signal Officer in 
Berlin to the Bl11ck Sea stations as embodied in a deciphered telegram, it will be possible 
without further work to trnnsl11te the messages of D e.cember 1-9, inclusive, with tho keys 
which wo have now solved. 

(b) Commencing several days prior to the co~clusion of the armistice, RICH! ADFGVX 
messages began to be mtercepted which proved upon translntion to indicate that stations in 
the rear of the German lines had begun to use this cipher in communication with German 
General Headquarters a~d amongst themselves. T~e same key in use between Berlin and 
the Black Sea area was employed. Trnffic of this kind was particularly noted between two 

~ ··" . .. . .. ..... ... •.• '• ~·--<1,,,...,..,_.....~-.7~'""'· ....,, ...... --..~--:-........ :--...,..-..--.-, .....,.....,,............~. ----........ ~ ................ ..,......__,~--~ ........ -... 
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stations, CM and CZ in tho region ·or M otz, nnd betwecin SY (Sp!l) and ncighbori~g stations. 
This ·c-ommunicntion continued simultaneously with tho uso of tho CHI ADFGVX: Cipher which 
had been employed on the Western Front since March. While tho key for RICHI ADFGVX 
has a life of 3 days, the keys for CHI ADFGVX have never been kno'\>'ll to continue in use 
for more than 1 day. _ . 

(c) At the same timo that the RICHI ADFGVX Cipher appeared on the Wester1;1 Front, 
a form of trnnsposition Cipher suddenly appeared and was employed from a period beginning 
shortly before the armistice until only several days since. 

. The fact that the ·principle employed wns that of a double transposition was confirmed in 
a message sent in the RICHI ADFGVX Cipher recently deciphered. 

From station SY (Spa) to station-RVV (location unknown), via station N4 (location unknown) 
Sent at 21:03, 9 November; intercepted by station at G.H.Q., .American ~.F. 
German text: --- --· · ·· --- ----- - ---·· ·--

"UEBER 2 BAYRISCHE GENERA.IrKOMMANDO, MUENCHEN: AN 7 RESERVENDIVI­
. SION: ·LANDWEHR REGIMENT: AN FECH: NICh'T DURCH KABEL. ARMEE­

SCHLUESSEL- DOPPEL T. EMPF ANG BESTAETIGEN: 0 . H. L. ROEM. 1 ANR. 

~-~1-~~~- ~.~~IMORD~·'.'-., ·.· ... :.-_:_· .. · .. .~ : :.. . ;;::_: ~ . · .. . · 
~nslation: . · ·~'--~ ·-·:~.:L . · ::::: :: ;, =:.~---:-.·:: :::: . .-;: :: :~>~::.~:.: · :;_.:':' 

,-:>·::-:-:·:··l!:'uTo the 7th Reserve Division, Landwehr Rgt., for the Director of Railways, Via the 
· ·2d Bavarian Army Staff: Do not send by cable. · Key for the army is a double 

~: :r·rr:.., n .: '11 ; , encipherment_ Acknowledg~ receipt: Higher Command, 1 ANR 11338 . .. 'Secret 
· ·. · Order." : · : '· , .: · · ·· - .... - - ... -- :: . · :.· · · -~' 

1'\"' . . • • . ·· . : . • ·: · · - .-~~ -· : •• - .::: ~-: -::; ~-·, :: • · :-:" :: : •• ·) ' ·! ~- -~ .; ·;·:-; ~ :-~ : r;. .. :·:: . .:.· .. 
;;; ~O:VEMBE~ .2~, 19~8· _., .·:· .·.-.-.' . -"- r· ·. : .. _, ~ -: -.. ' . . _,--(:: .-.: ;"; [ _.,:_ .. . :-: :.-,:l! :~··l 
s: ·.::·:·! -~: ;: 7. NOTE ON RE~ONSTRUCTION OF AN INCOMPLETE A..DFGVX ?r!ESSA.GE . . . . 
r~ .... ; ; .: ! ·: : • :. ~ ·· : · , • . . 
! : C. : -On Noyember 3, 1918, a 13-part message from NKJ to LP (Constantinople to Berlin) was 
intercepted. Two of the parts were missing and the thirteenth, RICHI 222, la.cked the last 67 
and 11 additional letters. It was, however, translated without great difficulty, and it is worth 
while quoting as an interesting e:mmple of the treatment of the numerous garbled ADFGVX 
messages which are intercepted. · · · · 
'i'!•:~The message when properly set up appeared as follows: · : . . · . 
j , _; :, ; o __ :: i_ :.:· :. :·· ·:! L ·i -.a · 4 15 7 u u ·s 11 a 1v 1 u 10 2 H u t • 

F-V--D-F-G-GGAVGDAD 
·: ·; .. :.::!,~u:_ f •• ~·- ,;- •• :.' ·_;. X - .F ~ - D - X - D - v· D v G v G G A 
--;r-: . .-.:.; ' .,,, . •::·i. :· .. · '·. V :._ G - V D - G - A - V D D V F G A A 

· ·:~ : -~ :' i.s •-: :i. ;:· .. ·· ·.r •~ , : A -:-. A - D V - A - G - F F X G D A G G 
, .. ·: ,·:o.i:•J: .,-··.=,..._ :-· ·,: : X - A - A V - G - V - G D A D - D D V 
_, _. ;.:.r._.-_,_, ; .,. f ;:; ' ,: .r. :.: F - F - G D - A - V - - G X G - G D F 
:·.:< •.,:; 1!.:-_., s ;(,. __ .: A - F -- A - G - X - G G G D - V G A 

........ , , , , ... , . . D - G - - V - D - D - F X - G - G G G 
... \ / • • 'j .. ... ~ ! : ~ · - _., .,; 
. ; ._ ... : .,. • ... r· ··' ·: : G - G-- D - V - V - G D A G- V G F 
• • • • •; ( • •-' ~ - J • • .• .. .. I " '• • . . . • • • "'· 

•• ~:~::.·· J .":i·a !'· ::;.·.; -, ~ .- G _---- D--- D X v_ V- XV-
~~ c~: ·n>: ~' :.· ·:·:, ;.,,; · D - D - V D - X - F - X X G X - X F F 
• ·:· ; r: .. ···;. :< i.··::1\ ·: :·- F _:A-DD- A- V- D X . :· 

·. . ·.: 

' . . 

I I , 'I 

. . ) :.··-~- .: ·' ' '" ,_;, ··:: : 

"'-,.,. •• ......,., _...,.,_~ . . : .... ~ ...... _.,.. _ _ ..... •.:-.. -._,..,.., _,..:_-: . .-_. ... , --:-.,-:-. .....,...__; _ __,_ __ . ;;:::1 ........ ,.......-. ..... --.,'""!'_ ..... -,_ ... ~ ... -.' .: 1.'1'. ·~ ·.~ ... ~- ~ .. ~, :10, ... ·- . . ... : P .. " , . ~·· .. - . 
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N ow, by reference to tho koy-~qunro which h nd nlrrndy bron ohtninrtl hy tho ~ol ution or 
tho ADFGVX key for November 1, 2, nnd 3, i t is cvidct\t tlmt the initinl combin:\ t.inn (F- ) mny 
stand for nny ono of si.'-:: letters or numbers, i.e.,¢, 2, G, 7 , Q, or T, nml so on for tho rrmninin~ 
pairs. F ortunately, tho missing letters fnll in such n wny that in ntl c:tscs hut {i,·o wo nrc limitctl 
to a choice among si."C values. Therefore, by setting up tho trnnslattion in tho follo,,;og !nshion 
it was possible to pick out the correct letter by a process of elimination. 

¢ J I L 0 0 L R Y R J D 0 U F U I J ~ D 
2MCZVV Z C4C . M 8 V RS RQMI 8 
GH2G77Q~R~G-ZI ZM ~~Q HWM7¢QQH Q ~¢2 HL W 
7 ~ 8 w N N w v A v E N N D B D 8 E 0 N 
Q K"M HE E 
!P41AA 

H S 3 S 

1 ~6X 

K B E J K 
P 5 A Y 3 

· J M K F B 
y 4 p 9 5 

Y !! Q·F 0 R . !! 0 R U ·J 0 0 . ~ ¢ U 0 9 0 R 0 J 
4 I V S V C Z V C ! M V V 1 2 R V X V C V M 

Q A R N I L I 7 Q 7 R Z .£ B G 7 Z L H 7 A 7 ~ L c· ¢ 7 ! 7 N Z ~ I 7 - H 
. AO N:§.N V WNVO~N N 0 7 DN5N V N ~ 

3 F _ E K ~ § H ~ § F K E E F Q J ~ P ~ S E K 
,-, .. · ~~· .·. 6 S · ; A 3 A X 1 A X 9 P A A 9 ! Y A 6 A X A P 

•' t • "' " , _ ! \ f o • •: o. • I -

B R 0 0 Q D I F F 0 D 0 R 9 J R B· 9 L 9 Y U I 
c c v v 8 8 c §. §. v . 8 v ~ . . .. -~ M c c ~ z ~ 4 R c 
ZZ!77NWW2QQ7B W~ I7--Z-~KT HZZ MTGTA1Q ¢ 2 

~ VV NN NN8B B N N N V 5EVV S WS A D 8 
S§ E~ BBM KK ~ . :§. 

. XX AA 55433A 5 

· R U J 
. C I M 

_ Z L H! 
. V Q E 

: . ... ., .; . 

: S .F K 

~9E 

... 

- . : •. ·- . : ::: .. · ... · 
. -

· ~·· 1 • . •· .. • . . • • • • • • •• 1_ : • :: : • • 

. .. ·. 
I: . ,, • · : - • · • • • o • ~ • • : ; ; . o • I o ..._ 

P K S S P H P 3 J M 
6P !X 6 16 6 Y4 

.. . .. i •• • :~ ~ - ··- • .. :. . • . .. :· !;·-: ;! ... ·!:· .. :: .. · ···-:· : ~ 

o• :·! .: .... - _; .· ·. · ... : .· _·:. .:_' · .. ~ ---~ :; :";:!' ·; 
.. ~ · .. : . ; . ' 

• • • ,/ 1,. • I o,o 

. . 
•• • :: • : • • • • • t : :- .: . • -. : • • ·. _... • . .. ...· ; 

' • • .o • - ~ :.: - · • .. .. - ••• : : ;_. . • , .:. • • · ..... l • . • • • ·' 

• •' • o .··. ·. -:' ·, o . : . ·.: '• ;, I • '·' 

., 
• ..... 0 ·' .. ' ~ -~ · .. ·• : .· . . : :: : .~. : 

E I • • : • .. • • ' • • • ' ~ • • • • • ... 
... .. 0 .. : :-

· I ·. . ; .: . . · 
'1 o: ·:I o I"'• 

. . 
.. ··. -.. ·. · .... :; ' ·:· ; ·.: . . ·. : .: ... : -.:: . : -:- .-· ·. ; : : . . . ! • : -.: : • . . • ~.. . : .. : 

... ' . · ·:: ·.:·: . 
'l :: ; : ~ .: .. . 

.. .. . . . . ... ·• · . ; ... 

. . . : -: '.-: '• .. ; • • • • . •. 't • : • ..:.; • ., . · .. .. ...: · :. .' !!' . ' ":. • • -:; • • · _. _ • • • : • • ; 

""' . ! :. : ~.. ~ .... .. : : · :' I~: • o" • : , o ; 0 r: • ; .: ·:·· .r.t, o ""'t • •• 
' .. 

·:·. - · ••• : .' , - ., , • • ., _ 0 - ·.·..: 

. . .. . ·. - .. 
. ... o·.: . : . : . ..... ..: •. ··'· :. : • . · . . ' .. : ... . . ::;: . ... · '· :-: .:- ·. ··:, .. : · -~. : -. ·: -.· : .,. . . .. . 

- · • 0 • • • •• 0 i. • I; ~ '" • ,' ; I~ •'"• • ; ' - .. • • • j : • ': ,"1 • ! • o • • : t : • • • : o o 1 : ' - • • • • • ~ ; o 0 . •• •• · ; ' ' ·: 

. : ... ·.. . ~ .- ' : . : .. : ~ .; : .·. . . . :.- . 0. : ! ; :· ~: ! ·.'·· .. _. , :: .... ·~ 

, • · : • .• ' ",o I • • · • · • . • :1.: 

: • : "'; ·: ";. ·o. _. .: • = :. ' .. ·: 1 .' • • : • -~ . .. . .. 
o . .. .... . 

···"' . '··· . • . . . . • . :"l.. - _., • . • : . • 
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~ · :: .! study of tl~e mcssago whon sot up in this manner produced the follo'l'r-ing translation, in 
which there are two dqubtful vall!-es, both oi which are ·numbers: 

· , . . 

~ ,. ·. ~ . . : . . , . .... · (Continuation of Teil XII) 

:!·::: TEILEN DER X 11 X ARMEE DEN MARSCH DURCH UNGARN AUF OBER SCHLESIEN 
ANZUTRETEN X EINVERSTAENDNISS ERBETEN XX 0 X K X M X R\! ·x 1 X A-GR 

·-x OPX . . 
-- ·· :. ADFGVX KEY FOR NOVEMBER 1, 2, AND 3 

~ .. ~ :t 

L s 
" 

., ... • 
r. ' 

.,. 
-.- ' ':'t 

~ '· . 
,;- . ,.. 

"" ·· ! 
(... 

..... ; .. 
J. . --

-.· ~JN O~MBER 4, 1918. 

. 
. ! : 

.. ~ 

,- A 

·o 
. F· 

. 
:~ . . 
- ~ 

.... :. 

A: o F G v X . 

u I L 0 F 9 

R c z v s X 

·¢ 2 G 7 Q T 

D s· w N B 5 

J M H E K ~ 

y 4 . 1 I A 3 6 

- ..:: 

.'!. -.--; . .. . •. - .. 
: i . . . -· .- '-~ . 

-.· ·- . .... . : ~ -

-~ . .. : • .- ...:. ·'' 8.. NOTE ON ADFGVX CIPHER 
. s: . i' ; -~ ~: :;: :.:: ·· ·.! 3: -~ ... ·: ~-~ :': (W~ Front) _ . · 

..... .,; ... -~ . . ... 
STUDT OJ' X!:T OJ' OCTO"BER S 

... . . . 

.... ~ ... :.. ~~ =-~. :~ 

~: ... 
. '-· . .. .. .. 

.-.. 
. ' . 

0 • .! ', - : · · · : -

: • . . 

- . 
::H. c. SKINNER, 

First Lieuienam, M.I.D. 
(; l -::. -. .:. 

,. --t 

~-· ·-: - -

··· ."The following trench messages were identified upon their interception as having similar 
beginnings. The third message, CHI 92 which factored similarly to the fiist message Cffi 136 
when a transposition length of 22 was assumed, was found to possess a signature of 26 letters 

. which agreed with 26 of the 36 letters which formed the ident-ical begin.nin,~ of .CEI 136 and 
CHI 164. . . 

.Although five more lines were to be had in a messa.ge of em 110 which factored precisely 
for 22, experimentation with a few frequencies proved that, without more material, further work 
was useless. This was true despite the fact that frequencies were limited in one division to four 
columns, the long columns 1-14-21-22 and in another division to 4-18-20-15. 

These facts more or less demonstrated the impossibility of a solution of ADFGVX where 
the number of lines fall short of 45-50. (The method of solution with siniilnr endings where 
the key may be solved with but two messages is, of course, excepted.) 

Previous work on the RICH I messages of September 13, 14, 15, where the transposition length 
was clearly 22, had proved that even with 35 lines, hope of a successful solution might be vn..in, 
particularly in this case where E was evidently the doublet VV and the text of the messages 
available for our purposes varied so greatly in subject mo.tter as indicated by a count of the 
cipher letters. 

Certainly, so fnr ns the method of solution with a number of messages which factor exactly 
for the assumed transposition length is concerned, from experieuc.e with a number of such prob- . 
lems it would seem that, without us many as 40 lines at the least !rom which to base frequencies, 
one may entertain little hope of a solution. 

The following numbers of lines were used in the three solutions by the exact factor method: 
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•- · • .. ~. ·:· -~. .'· •: · · Urtn .. 
. · . . . J une 3 •• -- --~~ --- -:_:___ 87 

. . ··. ·· · :. Sept. 19, 20, 2L--- -- - - -- 61 
· •• .' . : ·; • :·· - . OCt. 4, 15, 6 ••• ·------~--- - 6!> 

I. SOU ILLY 07. 43 PPN v DOD . 08. 20 . . · · 
· CHI- 136 ~ V D X G V IF' cr A V D D IY. D X A A D IL_y D V G A 

A IE .v X A G ·D IY....Y. X X A A.IG G D X X G ~ . X G X V D 
G.(~_A G. A · X A [Q G G V X A IG A D V G X ~ G D V G 
AA(Y_g .D VXDjAG ADFG~VGXA (Q_QAXA 

:··. XXIQ_yA VDVVIY..__.YDVAX D NF DOD ' UM 

... ll. G.H.Q. 09.36 DOD v - 09. 3s 

IY.FXVV . 
[XGVA 
X[LYVG 
X [g_Q D. v· 

CHI- 164 lA X A V X V G A IF' G F V A D V D IY. V X F 
'· :: ··.·:·tyXADD DD[XG_ FXV. .G!L...YFXVV 

·>·· .. ": ·._.. · i! G F £ G G i IE A V V V X D IL_! V V ~ D 
' .- .· .... ,. .. A 'A F V G V X ~ V V X F X A ILY X X· X 

·· ..;~.:·:. : ,.: . :. x · x V ~ D D ~X~ X X X t!LQ F GA. A X 

XVG~ VAXXG 
A V IG G V V A V - G 
V· A IQ V V D D G X [Q 
GDIY.VA FAVA{A 
A!Q_Q V F · A X A(Q__y 

AXGGA DIY....YXV XAAG .. . - . . ' ..... . 
. . . 

: ill. FRENQH STA.. 18.47 - v PPN 19.15 · · · .... :.· : 

· :'" . Cill-:-92 D A A !.21 G A A fl D F X Y] X D V ~ V X - .YJ A A X fl V G A YJ D 
~ :.i V V g) A A V AJ X A . V fl D. V V ~ X V F Ql A D V QJ X X F X. VI G V 
_\ . ·:: X ~ G D A · Y}. D A V A D V U ~ G V D g) G V V g) D D G D VI D A X . . 
;. ::: ~ . . : ;_: . - . . ' . : ·-: . ~ -:. ~ · .. 
!.: :: ~ ·- · -· 1 1 u 21 221 2 1 a n u 111 r • u 20· ur , s • ' 10 1:1 111 11 1 

- - cnil-136 A X D V F V G X G D X X G X V V F A F' G V A 
PPN v DOD X V V V G V G A A G V G G V D F V V X G G G - . . -
· < : . · • • _ •• ; V G A D A X D G D A D V D V X X X G G G D A 
~: ~·: ~ ~~ -~ .' -~ \. D. D V V V X X A V X V G V G A V A X V ·v V D 
: :"'. · ' ..! ~- . .': ~X V D A D A X X G A G X X A A V G V A X X F 

r ~ . . 
- -· · - c ·G V X D A G A X X A A X AD ADD GAD G 

V XV D : _ : ::· ·. ·. : . . · .•.. • .. ·. 

:~ :: CHI...:.l64 A X D V F' V G X G D X X G X V V F A F' G V A 
· DOD v - X V V V G V G A A G V G G V V X X G A V V X 

· · - ··- AVAXFFVVAGVXV XXAGFV"! AX 
7 ~- ~ .. : _-_ .. ·v V X V .V X V V F G A X F X F D F X V D F V 

·. · :· : ~ .... : ·.·x X G X A V A F V A X X A X X D X G V D A F' 

V F .G A D V V D G A X X X G V D V G X G V D 
.. GXAAVA-VVXGXADGDGADXDD 

: · '; :.=: 
AADGDVGAXA - . - . . - - ,. .. . 

0 •• - .: - - - - ·-· •• - - - - ... : ·- - .. - - .. -·. -· ... .. . 

- I 
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CHH2 DXDDGVDDAGXDGGDVAAXXGD 

·. . 

- v PPN A X D A A G V V D V D V V V F X A A A V D A 
AFGXAAVVVDVVVXX-XVVFAV 
AXDVFVGXGGXXGXVVFAFDVA 
XV V V ... , •, i - : • • 

~ No~EMBER 4, 1918. 
. . . . .. .. . .. """ 

:..· ... 
. , 9. SPECIAL REPORT ON THE DOUBLE .TRANSPOSITION CIPHER 

. . . 
(Employed between the Gcl'1ll!lil General Stnff and Gencrs.l von Kress, Tiflis) 

The inference tho.t the transposition ciphers, which ho.ve been pa!'Siog between Berlin aod ­
Tifli.s were double trn.nspositions, ho.s'bcen confirmed by two telegrams of July 23. 
:: .. On July 23 two of these ALACHI telegrams wero intercepted; Ono sent by LP (Berlin) to· 
COS (Tii:lis), and .the other sent b-y OSM (<:Jonstantinople). This latter telegram wo.s solved, 
having been found to consist of a simple transposition only. The first tel~crram, however, 
failed to· yield to tho same method. · · 
~ -·- · The telegram was then subjected to a double opern.tion of the trn'usposition by which the one 
message had been solved, and it wo.s found to yield itself immediately to solution. 

Following are the two messages: . . . :· 
s..:· • .:; .:.. 

. -" .. . , ·. - .... . . . • ~ 

. ·From.LP to NKJ for COS. ALACID 266: 
~ ~ .E .H NT I . X N F M U M A IRA 
! A X D N G R · 0 R IT U .E SA U C 

N N SET N 0 E HE 

EN 0 M N E R H S S 
XNSFT F T E B Z 
NZENR XNBRG 

AU ARE N' I D H N 
B LIEN ·H T S R 0 

T X A E E Il;tSNR 

From OSM to COS . .ALACID 
R R S C H N SEAT 
G A I R L R 0 M G H 
EN F J N I AU B T 
LLEUA H B H R S 
TETLN NEWEL 
AT 

E S N E L 

HXRTO 
USRET 
P R IN R 

EMVBE 
A R R 0 E 

HAC E R 

152: 
N WENT 
NENMF 
0 E T R C 
E N G I 0 
IT A E Z 

r . 

I C E I T 
E PC U' T 
REG E Z 

M R I N.K 
XL N P 0 
E H L E 0 

AWASE 
AT G N C 
H G G N S 

URZAG 
N N S I U 
A E R I S 
V 0 A L T 
F P K E T 

... . 
:- . : :. ·--
A WAN~ E ED E G 
E B 0 T E l' I F Q L 
V U I E ·E INN N D 

U E A G T R E. T G H 

E E I H F L S 0 C 0 
D SF R T U I R U I 

G V E 0 X I LEX N 
D 0 A C R A E S K F 
D I E I R D 

L B D L M I E A E E 
Z T D L I b R F A J 
R K R AD FAIT T 
R R J B U I E I G T 
L N I T P S G M H B 

The key for solution of the second message was the simple transposition: 

16-4-5-1-22-11-14-21-8-3-19-13-7-20-10-6-12-18-15-2-9-17 

_, 

"--...,_._,, ....... ---~'7'. -, - ........... ...-r.-.--•,:"'>,J...,., ...,,r, ........ ~_,.,....,r,.....,_,_..,,-:-.. ~~~-....-..,.~-.,-~-- ,..., .::"'•-:-. -,,C!"'!"'__,_..,._.-...,.::~.:' · 2 •>·''· " .... ~~~~r-::::-
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· Tho fl.rst step in the solution o£ tho first mes~n:;c was to tmnsposo it thu~: 

16 4 II 1 2::! II U :t a 3 19 13 7 ::0 10 t! ll IS U l 9 17 

U R T E R N B A I M R L E D K N E L 0 I H E 
: ' , . : ; .. . . -· ~ ~ :. 

. 'A I E H H S RENE 0 S L 0 U S TED R SA . . · .. · .. -~ 

. . 

. . 
RTBNGFGENEAORAEEXX~ASVI 

E U 0 T G T P I N D R C E C A T L N F I H A 
NET IN F R N DE R 0 G R G N N B.R C X S 

.: · ·\_ ·- ';·.····: ·. · .; I S E X S T I S E G 0 N E A T 0 P L T E R E 
. ·_-. : . ': ... ·. " ... : : · · D A T N D E N N N X E Z Z E R E 0 I U I T G 
._, ::-·:·· ,··;::., .. : . H u IF I B R R 0 D A E v s E HE E IT 0 v 
-.. 1:.. -.. . ·. : -. .' : 

:- . . • ·.- ·. 

; . . . ~ .. : 

N C F M.E Z E H M NT N UK TEEN RAM E 
-E E QUI U HANG G R I F -G E I H U W R 0 
M·~LMRSLCER~XETHS~TIAIX 

·~::! l: ::. _.; . -. --::- .: v C.- N A D R E E R 0 C N E X X N F S A N N I 
·. ·. :_: · · ... . _.' ·:... B U 

: ... ~ ·' - :-- . -: - .·: . . : : : :- .. . ··- .· ·. ·: -· 

· :_ The transposition is then repeated, as follows: 

. . . · . · ·: ~ ·. · a • 11 1 2::! 11 u 21 a a 19 u 7 :10 10 a 1.l 18 . ll : e n 
.:: .: ..... : ~ :-.:.; -,_z U F U EN F VIER E INS X AN HE E R 

E S G R X E I .C H H 0 R N X I S T G E D R A 
~ ,-._. ··: ·· ·< ·· · .. : ·:~ H T E T X A B N A H M E D E S A N G E K 0 M 

.:: ;' .: . ~ "< :.:-,.' , :. '-M E N E N T R A N S P 0 R T E S D R I N G E 
. ... . . ' '.. . ~ ' -. 

-~ • • • •• ' : ' • • • ' j. :. .. : N D E R F 0 R D E R L I C H X W. E I T E R E 
~ - ~~ - · ~ : . :·, - T R ~ -N S P 0 R T EMU ESSEN~ 0 L G E 

~ : . . -; : ~ ... ; -·: 

• • : :. ~ • : • I • ~ --: • • .-

. :.. . . ~ -.:. :. 

NSOBALDEINRICHTUNGVONQ 
UARANTAENESTATIONENINU 
K ~AI-NEE R F 0 L G TIS T X I C H B I 
T T' E M I R V 0 R S C H L A E G E H I E R U 
EBERBESCHLEUNIGTZUMACH 
EN XL U DEN D 0 R F F X 0 P Z WE I X A­
N G 

: . ~ ._ --

- . . ~ ... 
- "• J 

: : The encipherer at Constantinople was probably indifferent enough to consider that a single 
transposition was sufficient for security. That the practice, however, of using a single trans­
position in the ALACHI is not an isolate:d occurrence is indicated by a communication from the 
British which says: 

"ITO CHI and ALACHI are both double transpositions for certnin. The Boche has been 
making the error of using . ALA CHI as a srngle transposition in the Bluck Seu area ; the keys 
change daily, and when used us a double transposition, no 'dummy' letter is inser_ted ." 
· · It is interes ting to note the contrnst between the careful methods of the encipherers at 
Berlin and those in tho East. ln the ADFGVX telegrams, Berlin neYer sends ~ . fiUed-up rec­
tangle, or if the rectangle fills itself up naturally, it is run over with the addition of X's. Among 
the Black Sea stations, the practice has genernlly been to fill the rectangle. 

September 10, 1918. 

,_, . .... . c "t -:. II( • • ·- '':;.· · ~- ;we.. . . .. • .. • , 

----~----~--~----~--~------------------------~--~--- --

.I 
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10. SPECIAL REPORT ON CIPHERS 

During the week of August 12-19, quite n few miscellaneous ciphers were intercepted by 
the high-powered station locuted o.t G.H.Q. 

One of these was n simple substitution cipher passing between Genero.l von Kress at Tiflis, 
and Helferich nt Moscow. It was probably tho usc of this system by General von Kress which 
was referred to in the solved messnges. of ADFGVX of AugU.St 8 and 9 in the followillg terms: 

"The cipher method prepared by Gcnero.l von Kress wn.s solved here at once. Its further 
.use by OP is forbidden." 

This so.me cipher hnd been noted previously as passing between SEW, o. Russian station 
at Nicolave, and Army Group Eichhorn o.t Kieff. It would seem to indicate, therefore, tho.t 
the use of tlus ·cipher was in more or less gener~ use among German representatives in the 
Caucasus. No simple substitution ciphers have ever before been intercepted by us, so fnr n.s 
we are aware; in fact, the use of purely substitution methods of _encipherment by the Germans 
on the Western Front is, and has been, since 1914, with the exception of a very short period, a 
thing utterly unknown. ~ . . · 
- · A key for th~ .ADFGVX cipher, employed between Berlin and Constantinople and the 
East, for July 22 was solved by means ·of tho method formulated by Captain Pninnn of the 
French Cipher Section in Paris, and explained in the report of last week. By this method it 
is pcssible to arrive nt a solution with the text of but two mesMges, and without the labor of 
preparing great numbers of fr'equency tables. In fact, at the time of the first application of 
this method by Cnpt. Pninvin on June 1, he completed the eO:tire solution of the key within 
less than an hour, and from informntion contained in the telegrlllll.S he was able to warn the 
French of a heavy attack impending north of Montdidier. 

Since July 3 messages passing between Berlin and G-eneral von Kress have been intercepted 
every few days. These messnges give every appearance of being trnusposition ciphers, and in 
the opinion of the Fren~h and British experts, they are most probnbly a form of double trnns:. 
position which the Germans hnve been known to make use of at vnrious times since 1914. The 
system was in fact, the first employed by them on the Western Front. · 

·Some hints n.s to the nature of the method nre contained in the .ADFGVX messnges which 
were solved for August 8 and whi~h read as follo~s: 

"• • • The Alnchi method is only to be used in c~:mn:unicnting with places which employ 
the 'dividing system• {in ciphers). For other places, the new Itochi method with 'dividing 
system, was sent to Kress on July 18. New instructions regnrding double transposition are 
shown. W~eless section, General Stuff" (Berlin). 

• 
'From this information it would seem that the preamble "Alachi ", "Gechi ", "Itochi ", 

"Riehl", etc., which alw!Lys accompanies the German transposition ciphers, indicates in each 
case the particular .method employed. - -. - . . .. 1 

-, .. ; .AuousT20, 1918. · · ... .. - ---- · ' : ·: · ;. 

•• :. ' : • • .. • •• t ~-: .... : 
11. TRANSLATION OF A. CAPTURED GERMAN DOCUMENT 

... · ... -. ·~ . . : ·. :- .:• : - ... ·- . 
' INSTRUCTIONS J'OR OR ILL CIPHERS 

. PreparaJiun of the dril.l.-(1) A square sheet of paper is taken and divided into smnller or 
larger squnres, according to whether it is to serve as a grill for lorig or short messages. The fol­
lowing gri).l is for 100 letters, its sides being equnl to 10 smnll squares. It is advisable to prepare 
the grill from coloreq paper, e.g., a cover for legal documents. . . 

·: .. , ; . - ..... " 
. . 
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. : . ~ : . . ~ . . , .. 

(2) The squares are then numbered consecutively in rings from tho outside to the center, 
always with one figure IF than that of the number of the small squares forming the outer edge. 
· · . (3) E ach ~0'\lre is then cut out once from each receding ring (lettered from outside to center 
as (a), (b), (c), (cl), and (e)), thus: 1 once, 2 once, etc. Nine grill-holes aro thus formcd_ln the 
outermost ring (a) through the removal of figures 1-9, seven holes in the ring (b) (figs. 1-i), fi>e 
'holes in the ring (c), three m the ring (cl), through the removal of 1, 2, and a, and lastly, one holo 
in the center ring (e) through the removal of 1. 

Since each figure appears once in each square, and a great many methods of arrangement 
are consequently possible, this system is proof against incompetent or unauthorized attempts 
at decipherment. 

. In the example, the small squares which, as a. possible form, are cut out, are inked over. 
(4) The following should be written at the corners of the grill: Left top 1; left bottom 2; 

right bottom 3; right top 4. 
. (5) Ii the side of the square is composed of an uneven number of small squares, tho inner 
ring will not, as in the illustration, consist of four squares, but of one only, which, if tho grill 
be turned, remains in the center. Such a single square is n ot to be cut out. T ho vacant space 
thus left is to be filled in with ink. 

· (6) Grills for 25, 36, 49, 64, 81, nnd 100 letters are to be prepared each week, and marked 
(25).Anna, (36) Berta, (49) Clara, (64) D ora., (81) Emil, (100) Franz. . 

I<·· · .. • • ' I ,.. 
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~reparation of tM ciplLu.-(7). Tho grill is chosen according to tho length of tho text, thus: 
for 38 letters, tho Dertu. grill, for 55 letters, tho D ora. grill, for moro than 100 letters, tho Franz 
grill, etc. Tho grill is lnid on 11 squared pnper, ns described in (1), the corner figuro 1 at left top. 
The letters of the plain tc:tt nrc then written through the holes of the grill, from left to right; 
as in ordinary writing, up to the last holo. CH is taken ns a single letter, there being ·a special 
Morse sign for it. Tho corner figure 2 is then pluced' at left top and the !oll~wing plain text 
letters written through the holes which remain. The corner figure 3 is next p1nced at left top 
and writing resumed, the corner figure 4 finally being placed at left top, writing being continued 
through the boles. 

(8} With a text longer than 100 letters, a nev• square is described in the same way, the 
corner figure 1 at left top, the grill bGing the same, or a smaller size. This second square mny, 
or may not, be filled with text letters. When the clear text is finished, the word "End ' 1, or 
an X, mny be written through the unfilled holes~ the grill removed and the remaining space filled 
out with nulls. 

(9} If a hole h~ inadvertently been om!tted and remains unfilled o.t the end, an X is inserted 
in it. - - :l -

(10} If the text contains fewer than 100 letters, so t4at not all the boles o.re filled, the 
wont "End" or an X should be inserted in them and the process at the end of (8) continued. 
In the case of nulls, letters nre not used in alphabetical sequence, as e.g., X, Y, Z, but in their 
order of !requency, thus many E's fewer N's, T's, etc., or, words quite irrelevant to the text are 
Written in after the word "End." . 

(11) When the cipher is fi~hed, a-diff~rent figme, chosen at ro.ndom, is each time attached 
_to the null and the whole divided into groups, of 5, rego.rdless of square and gnu. 

(12} Grills vary according to the length of the cipher text. Each telcgro.m must therefore 
begin with the no.me in cleo.r text of the grill or grills used. If "Franz, Anno." be used, the 
telegram must contain more tho.n 100 letters, etc. The ·large Franz-grill is used for messo.ges 
up to 100 letters, then the Bertn-grill. . 

(13) The cipher-text follows i..ri groups of five letters, with a period after each group. The 
receiving station returns eo.ch group ns received to insure correctness; but the telegram is not 
repeated in entirety at the end. · · · 
. ·. ;_ {14) Reception and decipherment of cipher._:_ Paper squared in conformity with grills is kept 
in readiness at stations. The -cipher letters, as received are written cross-wise on squared 
paper in the form of the grill whose name, in clear text, is the first word of the mesSage. This 
no.me is noted do\vn, but not spelled out nor recorded in the plain text. 

{15)._ li_ the grill. is now laid on the text, first with figure 1 at left top, the beginning of the 
message can be _read through the holes. - Thereupon, 2, 3, and 4 are laid in turn at left top, 
until the entire text hns be-en read. . . 
:: ~ (16) This grill-process is adapted as well to telephonic connrsations and to correspondence 
in which secret orders are given and in which the so-called "General Staff Process" must not 
be.emvloyed. .·. · ,. .· : .·::. i ._, ... ·. · 
;· : .Transla.ted O cTOBER 23, 1918. ·· ·,:·: · ··:.: _, : 

12.' A .MECHANICAL ·METHOD FOR DETERMINING THE KEY FOR THE TRANSPOSITION IN 
: .. . - • . : - . . A.DFGVX CIPHERS, GIVEN TWO MESSAGES WITH SIMILAR ENDINGS 

. . . . . . : . 
This memoro.ndum. will use !or its examples the messo.ges given in the memoranda dated 

November 1, and Novembe~ 4, 1918, this offic~. 
.. ..... • • : \ , -0 ,.. , • . . ·:·,I ·· ; · ·- .... . ... ,!_ . ·_ , ... -·; 

#' ' + p ~ · - -·fC"~...,. ..... , ___,,.......,_,~.,.. ~---------
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Arter having identified the similar e.eoction.s, the m oosages were se t. up as shown below (d. 
pp. 36 and 37): · 

l 2 I 4 J I 7 i I 10 It 1l U H _LS 16 17 U 

RICH! 374 A A G A G V V A F F F D X A V A X G 
AAXAXXXDDXDFDFVGFF 

... ~ . . . XFAGDGDAAFXFFVVAGD 
FAAVXFAVVDGAGAAD~G 

A A A" G G X X A A ·F x· A D F X V F D 
VDXDXVFAVXAFXXGGAV 
DAFXFFAAFXDXXXAVFX 
XVFXXDXDGDXGDXFVVF 
F D A V X· A X G A-A X A F A A D G F 

.. .. 

. . . 

- ' · . . .. 

. . 

.~ -~ .:-. ; .. 
DAXGVFGFFXXDXFAAFD 
~XV~V -FVXFVDDXFAiXD 

. ~AAADAFDADXFAFDAFX 

· GAAVXDXXDXFGGAAVDX 
~DVD~FVAAAXV .AGAVAX 
AXDAVAVDAAXADFXXVX · 

G X VD 
:; _; ~ -: ·~~-· : ~ ... _~ ')':~ ."T£· ··!-.: ! ~:;: .. -.. . . ~ . ·.. .. ' 

- - ~ -:: :. ·· ; RICH! 338 V V D A F V A X F D A D A D G D G X 
AADDFAAXDADDXAXFFG 
XAF. GVAVXXXGAGFAXFG 

-::~ , . :: -... : ._,, .... . ~. - ...... · V A -V A F D D X_ A G V X A X D X D A 
· :, .~- ~_, :.:_:rr · ~·;· .;·~ :.~~~-;;. v G X G X X A FA X X F G FA A F F 
~ ·-_. ,··:-'·.r::· ..• :·:·: :-:., ::.VA D X F D. AD G D G D F X D A F V 
:.~ .. . : .... -.. ; ·.i: -;:: :::··.i AD A A G F FA v t F ~ D FA X A A 
- ~·-:::· ::· : ·: :>.:: .! i ~:-:·:_;·l X v X A X G A v G G X G G D v F A- F 
-··· :,~· '>:!.:··.·.:_. .. .- .. . . GGFAFDAADXVXDFAAFX 
··_"_;'< ~:: : ~:.·: __ ·~-' .·.~ :-~ -~:.i AVA X A X D V X F FA V X A V X X 
;..:-_..''.·_. .,·:.: ::·- .. :· ... _FVXFFXAFXXDDXXADGX 
~: r·: .' . · .:- ··: : ·. · .· .: AD X F V D V G V x ·A X F D D X A A 

".1 ·-. . .. '· 
... ... .. .. · .... . · -=~- ~:' A . A G. A G F D A G V F X F A G F D F 

AAVXFXAFAVFXDXFDDF 
DAFVXAXFADADDVXDFF 
AVXAFAAAVXDXXDDAGA 
AVVADGADDGFFXXXGVC 
XXVVAADAAVAXXAAAAF 
VD DVDXA GXXADAX 

.· 

.. . ... 

:: .... : 
.. 

: .·· 
·: , 

r ••• •• 

•••• : • 't 

...... 

... .... 

.. · ~ . . . 



,.--, 
l. . - Let us now draw up a tnblo ahowi.ng.the equivalency of .tho various colu~ns, upon the basis 

of each pair of columns whoso last three or four !otters are identical. 
. ::,:· ·u ~~ ~ · -~: i : ·,a.· . ~ : ; .... ; ·; ,,., ;: ·~ • ; : ~.~,. ·:· ;.: · · ... _.,, · .: ~ , 11 : , ": ::· ·: · ~l~: :·. · ·:;: • . ~·~ ! :i .... f; _.~ l ~ =-~! ·\.. 

. RICH! 274 RICH! 338 :: ;- ' ;;,11: ::,_: .!;1 

::. -

:· . - ·;.: ... . ~ -· .- . .... 
< • . .: :" • 

· . 

r.; • • ~j 

I • ' 

· -·· --., .. ,,. , 
l t •• l . . .. : ,.. 

.As regards the mathematlcai relatio.ns alone, the sequence of numbers in the transposition 
key may be regarded in the nature of e. oycle. · The d,etermination ,of the ~l'~Ul.SJ>(>sition key, 
therefore, consists of two steps: · · · · . · . . , ·· · 

1. Building up the numerical sequence in the .. kcy,.i.e., the l(ycle. 
2. Finding the exact position of one'sqlumn:in tlie cycle." .· · ·' 
1. Since RICffi 338 has 14 l01ig columns, and RICHI 274 has 4 long colUIIlllS, then it is 

evident that the identities in these two messages · run along at an mterval of 14 minus 4, or 
10 spaces. The columns whose· equivalencies are shown· in the precediDg table, therefore, will 
be 10 spaces apart in the cycle. That is, for· example, if we begin to build up the nUmerical 
sequence by placing column 1 ~der a. space marked'.' 1 ,, on .cross-se~tion paper, then the equiva­
lent of column 1, which is column 16, should be placed 10 spaces re.moved from the position 
occupied by cplumn 1 in·_the cycle, i.e., :Under t$e ·-~pace ma~ked "11 ,; and the equivalent of 
column 16, which is colunin 2, should be placed 10 spaces remo.>ed from the position occupied by 
column 16, etc. Since the numerical sequence is iri the nature of a cycle, as stated above, when 
one arrives at the extreme right of the series, one~merely comes back to the extreme left an.d 
continues. To make the procedure perfectly clear the successi.,.,.e placements for six columns, 
beginning arbitrarily with col~ 1, are shown her~with: : .. ; · 

1 2 ::a 4 • ·.• :1 a ll 10 : 1~. 1l u H .u 14 17 lS 

1 i I ! r• :" '··· Y' 
.. ·16 .. .. 

•r ."\. .. ,, 
' 1 2 ' : . , .. 

'" 
-. "1 .·16 · . 

'· - ..... . . . . . .. 
1 2 ' ,- 16 7 .. ... .. 

" . \ .. '· ' .. . -· .. 
1 2 ·: ... ~ . ! 

,. .... .16 7 G •: .!, .. r . . · . .. 
1 2 3 16 7 4 
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Continuing this procedure, tho· completed cyclo is as follows: ,._ 

1 2 2 4 a t · T S 0 10 II 12 13 14 IS 16 17 18 

1 17 2 10 3 18 9 6 15 12 16 5 7 14 4 13 8 11 

2. Referring to the set-up of RICHI 2i4 ns shown nbove, it is seen thnt tho Ion~ columns 
are 6, 12, 15, nnd 16, and tbe'refore th~y constitute the first f{?ur columns on the ldt. T ho cyclo 
shows tha t column 6 precedes the others in tho sequence; thnt is, it_is on tho extreme ldt in tho 
transposit ion key. Tho completed key mny bo wn tten, tbcrcCore, merely by nd\'llllCing tho 
series of numbers in the cycle so thnt 6 comes firs t. Thus: 

: ... 

6-15-12-16-5-7-14-4-13-8-11-1-17-2-10- 3-18- 9 

HEMOR ANDUY OF NOVEl!BER .( 
• I · • 

The two messages, after the identiti~· had bec·n found, wero set up o.s follows: - . . 
1 2 2 .( 5 6 . 7 , I I -10 11 . 12 13 U 13 16 17 U 19 

RIDID2M DFGVVGVGGFVDVFGAXGD 

V F F G Vi G V D ·V A 'G G D ~V :A G D 

D V X V D X V .F G D V D D F G G A F A 

V G V D G A F A G D G -~ G A V D V D V 

FGVADXDGGDXVAGGVAVA 

D G D F G V G D V X V G V G A V G A V 

VADGVGDDADVXAFFFAGV 
.... ., , . r - ·" • : --.. • • 
' · ... . ~ ::!:-.J .-: ' ~_- ··; . ..- ' _-· . .-F _:G ·c. F F V ·x D A V D D X A D G G G A 

_. • • , 0 • : ~ • • ·, . 

... ·· ' ·.· : ·. , <- •:·,,:: .-::·;·· "- :: ,·:·· :-~-~:· :·J. ·a F ·c F ci A v o x F o o x F x A v o 
.·.. . . . . . . . . . ... 

GXGXGAFGDDVDAGXGAXG 
• · .... ! 

0 •• • ••••• ,, ·, ... 

' • ( i. , ... . . 1 , .., •• 

--~~ ~· x: A F .. o o: i o . o G x F A o ·v x F v ·A o . ~ .. ..., - . . . . .. . 
VXDFXAXVDD D DDFD V GAG 

:-:.~ :--: ·' ··: • ·"=·:.:-. J_. .,_''x o F n o ~v ·A : v v v A · G G x A F o i:> o . 
•'; , • ·, '\' : - ·\; "t'- ''\ , ' l . .. - · . . . . . . ::- . . ...... _._ _ ... .. . . G GOD 
... _. :- :::· .... : .. ,__:; .:: -.: ·:: .:L_F: f ~.:~. . F. X G _.I? X F ? I? - ~ :. 

· RICHI 266 ·D F G V v· G V G G F V D V F G A X G D_ 

· ;:;-. .:-: V F. F G V A G V D F A G G D G V A G D 

. . . V V X V D X V F G D V D D G G 'G A F A 
4 ' • : 

0 
• ' J \ ') ! " " ' 1 1 ' " ' • •\ I • ' • • ' • 

'.·•:· ·-~~: .. r:r :_' ; .. ~ 7--. ~.,. D G ·v .D. G _A F .A G ·o G A G _A V D Y D V 

,,. .. :· .. . : , ,, .• :=. : .•• · ; , .--.,F . G. Y. A D X D-. G G p X V- A G G V A _Y A 

: · ;! : -:·J: ·.: -:.: . .~ !· .. :, D G D F G V G D V X V G V G A V G A V 
- .: ) : ._. .. ... ·, .: :: -' '· ~ i . ·v· A D G V G D D G G X X A F F F A G V 
'• .!:h,.· .. :· ·.: .... _: ·'· DX .A-G D D. F VA F G D A V G V G X G .. . 
·I ·: : :~ · _., -~ : ; ·.:: : • ! . • .. V ·n A.,.F F D . G G X A G F D X X F V A A 

'GADGVDXAGGXXGD G FX F A 

D D D F V A D A V X A X D X F G A D V 

VDGDDDFAFVXDGDVD A XG 

VGDFAGDVXX D ADVFX D AD 

GGVAXFXFD F XGDDD DD XG 

. ' ·. 

·. :· ; •. :. :. .• ! - .: •. . : ... ; ~ 

.. . ·. :. ·; :: : . :. l , \..··= 

. . ' 
• • o

0
\ • o 't:l; 

. . , 

. • t •• 

' . # o I 
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.The table of equivalents is as follows: . 

RICHI 264 RICH! 266 
£ L ~ ~ :. : . ;. _: 

Cohm>.D . Column 
1 equals 10 

:: ! .:i•l ; :;"'~ 't:.:::. i ..... :.· ·.;~ l~.: ! ~· :·: ~:- : ! ~{ :~ · · - ! .. ·. 2 als 11 
.. , r ~ .... , I ~ · ··. .,, j', ,, ;. II'• ,[""'· ~· -·it "\. "' • • \ · : : . equ 

!') . 

. .. .. .- . :· .. . .. . .. , .. .. • . 

:;.:: : ... =r:; ·.·.:: :'.'~'·:.'·~:~!·: .~·:~~~·· :·:-: ·<~:-~ : .~~~·.-. :· .. ·. '. :.·:·.': ! ~~: i .... . •· .... : il ~. ::. ·': : .:. ; : . ·;-~ .: ~ 

.. . J _., •• "l . "-- - ·. ' • ...... · ... · · ,. • · ~ .. 5 equals 16 . -·:- .: : . . · . - . -.~· -:.' . ' .. -: i 

. . . :o:}_. 6equals 8 :, I ',.. •• r '.' : :' :' r:: ;..•; •,, :c--. :! ) : j ~-~~~ ·:•: 

_· _:,:...::;..:-::---: .~ -~-.-.,·~- :-:..~· 7 equals 18 
. . 8 e:quals 1 

· :· ' .:. .' . ·. 9 equals 3 . 

. : ., -.' : .. ~ ~ .. ;· .. ,., ... -- ... .. : _ .)o equals 14 

. .- . .. , ... "·· , .. · .. · · ·· ... · 11 equals 5 
~: rr ;; H :· .·; · 12 equals 6 
C 2 :: ~~ :;::. ::: . ·i 13 equals 2 
~· <- . \ ·; - • · ; ~·. 14 equsls 9 
.~ ~ /·. ;:, ::· · ~ :.: 15 equals 12 
v· G \' ,... ,. ·. : ·16 equals 15 
, . . , . - .. : 17 equals 19 

·"'- ' r. "' ·:. .' 18 equals 17' 
:; -'- ;:. . ' :=. :; ·: 19 equals 13 · 

. . . , 

.. . - · .· 

The identities in these two messages· run along at an interval of two spaces (RICill 266 
may be considered as having 19 long columns, ·RICEI 264, 17). Therefore, the equivalents 
will have to be placed two spaces apart. The completed cycle is as follows: 

. 1 s a • a • 1 a • to u 12 u u 1.5 15 11 u ~ 

1 13 10 2 14 11 9 53 16 4 15 7 12 .18 6 17 8 19 

The set-up of RICHI 264 shows that columns 5 and 9, being the only sh~rt ones, fall on 
the extreme right. The cycle. shows that column 5 follows column 9 in the sequence. The 
completed key may be written, therefore, by advancing the series of numbers in the sequence 
so that number 5 occupies the position on the extreme right. Thus: 

. 3-16-4-15-7-12-18-6-17-8-19-l-13-lQ-2-14-ll-9-5 .. ~ 
. 

The interval, i.e., the number of spaces which must be left betwee:p. equivalents in construct­
ing the cycle, will be even in number in all cases, since it takes two cipher letters to make one 
clear-text lett~r. In cases where the number of columns and the interval possess a common 
factor, the condition might ·arise where the cycle cannot be completed in one st~p, for after 
a few placements have been made, one comes back to the starting point. In such a case, how­
ever, one can complete it by taking advantage of such clues as are offered by the set-up of the 
messages, specifically, the number and identities ·of long and short columns. It may be w-~ll to 
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illustrate by o~e artificial examplo. Given two messages in which the intervn.l is 2, the loug 
colUIIlllS 9, 10, 14, and 18, and the following table of equivalents: . 

-.; • · 

T.ui.JC 3 

Cob1mD Colum.a 

1 equals 15 
2 equals 13 
3 equals 16 
4 equals 1 
5 equals 12 
6 equals 20 
7 equals 5 
8 equals 17 
9 equals 10 

10 eq~ 4 
n eqtw.s 9 
12 equsls 19 
13 equals 8 
14 equals 18 
IS equals'f3 
16 equalslr6 
17 equ.els 7 
18 equals 2 
19 equili 14 . 
20 equals 11 

Starting with column 1, the following partial·sequence is constructed: 

12 I fll 711JaUt:l'DlCUUI1UlJXI 

1 15 z . 16 6 20 11 9 10 4 

:.~ .. ;. The equivalent ·of column 4 is column 1, and we are then brought back again at our starting 
_point. The cycle shoW!J, however, that column 10 succeeds column 9, with one column inter­
vening. Since columns 14 and 18 a.re long also, and since the table shows column 18 to be the 
equivalent of column 14, it is evident that the la.tter must be ple.ced between col\l.Illll.S 9 and 10, 
and column 18 between columns 10 and 4. From there on the sequence can be completed 

. without further difficulty. · 
- ;· . The advantage of this method is that it is almost entirely a mechanical one, and may save 
time in detennining the transposition-key in this cipher. It is also endent that it may be 

·used in ordina.ry simple, transposition ciphers of the columnar type. 
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