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Wah CEPARTIENT COFY NO. /5
The Adjutant Generzl's Office
Washington

48 311.5 (2-4-43)0B-S~3-i . February &, 1943

SUEBJECT: Security of Radio Decryption PPt rsetnn ey
¢ntelll~ence 3 -
2 duths ~ T 4y Ge 3
) ¢ Initizls £ $
TO: The Commanding Generals, : Date: '5?% 3 T
Lrmy Ground Forces SRRty st sy s
JIrmy ALir Forces
Servicss of Suprlv
Defense Commands
DCT:T‘“‘ﬂu“
Theaters of Operaticr
Service Commands
Ease Commands
The Cormander <in=-Chisf,
Southwest Pacific Ares
&1lied Forece
The Commanding Officers,
Basa Commands
: d Rzdio Decryption In tclligence will be iransmitted only in
oesszges devoted exelusi vely to such intelligence., It will not te
included in messages containin ing other intelligence inf? or*:tlon.
2, Distritution of such irformztion will te strictly limited,

xter", "Corral", or "Ratid", will be
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te the nature of the source and to insure
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The Adguuar"t General's Office (5 cys) ,7_;‘{'% R
Washinrton R

AG 311.5 (3-17-43)0B-5-B-}M ¥erch 23, 1943
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SURJECT: Security of Radio Intercepnt Intellirence.

f:

I3

TO: The Commanding Cenerals, FheResisssr st ven e
Arpr Ground rorces, - o 3

_gq--m Air Forces- tAuvth: T.‘-.G- : %

Arny Service For ces; :Initials: : i

Defense Commands; tDeter 3-23.43 :. B

Dena_"'me'ns- eRlirtssTLsLantrnisany

Theaters of Ope: rations; =
Service CO"'!“E.IIdS' £
Base Commands; -
The Co-a-wrde*-ln-Cue'F‘
Southwest Facific .ﬁ.rea; :
Allied Forces;
The Cor__anmn& O;_lce*'s,

Sese Commands

Letter this office 4G 311.5 (2-4- £3)03-8-B-Y, Fetruary &, 1¢ ©43, subject: E

. scurily of Radio Decription Intelligence, is ar-le*w.oe\_ by e’ﬂ"*nat‘.ng the £

T ternm ""’a"lo Decr:}‘_tio“ Inuel.:.lcence" ang snbsutut‘.r:g tl‘e*‘e or the term
t I

intellirence "
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Iqemora.nduzﬁ to-- Cormandlng'(}eneral, rﬁrrsu Army :
Jvea i 00 U Commanding General, Fifth ﬁrmy,
& .Com,and:.ng Genera.l Force 141‘

~
/

. Subject .. --¢ - Beecuri .,y of 1'1forr:1_».::1 on denved i’rom Field Intercept sources. .-’ ..~
;1 Reference cur B - 383.783 of 11 Jan 1943, it appears that a certain |
amount of information is still being given away to the enemy, which he must know -
can only come frem field intercepticn of his signals, .

The fact that we are intercepting his Plain Language =2nd Low Grade traffic
is kmowvn %o the enemy, 2s is.the fzot imown to us that he is intercepting curs.
. Tha* is not kmown to him is the degrees of success which we enjoy, how far we are able
+o ::.a}'e use o; unc.r:-mria intercepted, and above all, which links, and which of

=

W -

2. = thereforé follows tnat 1y A K
which reveals the results "‘bu in
centinust o -furnish information, ,
To take a concrete exam:)le, the enemy may well suspect th..‘t there is an
in‘c=rce.;t organization on his front, 2nd do nothing .oartlcul. r about it; - it ie cne
the gener*l hezards of wer, covered by his gcn-ral sscurity measures. But if |

-

earr.s tl’l—-t uhe intercept o:.’___‘.._' i mam Tam camd dles ascecadk Macadd aws 8B ™ A D A TATYTT™R

absolutely vital tc kesp secret
ield intercept sources if
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prcbably also alter all c
information will te los
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‘hade in an Intelllgence Sumary

;source of any’ 1nf'onnat10n derlved

e 0 24

No. mfo'ma.t:.on e’}lved _solely from f:.eld 1ntercept10n
".':.11 e 1ncluded A any In elllgence Swrunary or G-2 Report
.any? of whose rec:Lplents axre ._lcca
e 3 A

; : m‘ -1 'pti_én"whi'éh_ S of operatlonal 1mportance
will only 'be ps:ssei from Gcrps “$6. Di v151on ‘in High* Grade' c:.pher marked SECRET
(Bri:tish: MOST :SECRET. I(E)) or by Liaison Officer. ~ If it is necessary to’ pass
this information further forward to H. Q.5 not in pdssession of” High Grade cipher,
the information will, wherever possible, be disguised as an order, and in any
case no mention -of *be SCUECE will te made. - ;

Phrases ‘such as "Following from Yorkex", "From Y or 1ntercept source"
cr "From reliasble or usual source" will never be used except in messages in SECRET

-{Br_ ish KOST SECRZT (.J) cipher.

7. With regard to pzra l,.c, since it iz now evi

1T. 25 now evident that phrases such as

ella.ole source” or sirdilar are known %o ‘he enemy to conceal field interception -
formation they must nc longer be used. Camcuflage is the only bther expedient
and a few examples follow 5o indiczte the lines on wnich this nmay be achieved:-

Intelligence received. ¥Yhat the Commander wishes | How to convey it.
t0 pass on.

Litack of enemy untt in Warn the formation or '—lecce (or Air recce)

man ref, postponed for Tnath (Pemsadia iy ' )

two hours. ares

‘ at

Enemy unit on height
will withdraw to p:
posn. at dusk.




-—.' s '_ 5 e L3 & te g
r.; 8. 5 W:Lth regarﬁ to L}d 1’5 rm..t be taken as moma.t:.c tha.t ﬂvery conversat:.on 3
R/’F is non:.tored by the eneny. J.;.rgon dodes are-not sufflc:.ent H:Lsgu:.se and:thi

Jx\

el v-ust be” regarded as the. eq_ulva.lert of- pla:.n languages. It is; therefore :.mperative
W that any. J.nfomtlon ‘which hes to De. pg.sced by ?/T be so efi‘ec‘h:.vely d:.sgulsed.f .
=5 that the! enemy” camot possibly .deduce.the real source: from which’ the “intelligenc

_has’ ‘been obta:_nud. A furuher safeguard before us:.ng R/T is to wr:l.te out before=
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Subject: Use und Dissemination of
Radio Intercept Intelligeznce

The Secretary of Far dirscts:
I. Tkat a SECREZZ letter substantizlly as follows be addressed to:

The Cormanding Generals,
Army Ground Forces;
Army «ir forces;

Army Service Forces;
Pefense Commands;
Departments;

theaters of Cperetions;
lervice Ucrmands;

Bage Commends;

The Commander-ir-vhiel,
Southwest Pacific Area;
Allied Forces

The Commanding Officers,
Base Cozzands.

1., GSecret lettor, 16 Februery 1943, AC Sil.5 (2-4-43)
CE=-S=B=ii, Subject: Security of Rndﬁc Docryvption Intelligencs,
gnd secret letter, 23 ierch 1943, L& 311.5 (3-17-43) (B-E£-B=Y,

Subject: Security of Radio ;ncercep Intelligence, are hereby
reecirnded,

2. The value of informaticn concerninpg eneny activities
geined as o result of radic intercept either by treflic anslysis
or cryptenelysis has besen repestedly proved. Its perticular im=-
portunce requires that special rules be sct up covering the use
end the dicsexinetion of such inteliiverce whsthar it results
from traffic enelysis or from eryptenetlysis of radio intercept.

8. 4ll pertinent provisions of AR 380=5, dated 28 Septecbsr
1942, =ust be strictly comnlicd with, raorticular atteation should
be paid to pars:sraphe 3 (d), 18, 19 (a), 21, 39, <40 ané 45,

TR R Lo 80 8L, Geg
e eEE ) e N = S j
AEMORANDUM FOR THE ADJUTART G:NERAL: Inftiale



4. In order to =mainteir the necossery degree of security
for this type of infermation, the following additionsl regula-
ticns are hereby prescribed:

{e) The need for dissemination or use of tnis
matoriel viil be doteruined before wny distributicn
is made. Actual operetional recuirements and rot
acadczic interest will deterzime suci: need., The
importance of operaticnel use with recferecce to
possiu.e chicges i gyster of enozy communicaticn
wnich ey result therefroz nust be consicered.
Hamentery tactical advartuge murt be veighcd
exeinst the risk of compromdsing the source of
intellizexce,

(v) Radio Intercept intelligeszce will

on to subordinate comzmandsrs ozly in the form of

retionel directivsc wiicnever precticel, Then
s is not practical and suca intelligence nust
given out %Yo lover coumunders a3 inforrstion, uno
erence to its secret source shall be mede. In
ci seninaving special intellizence to lower ecneluns,
the quoting of exsct dates, tinmes, positions or
ectusl nomss of eneny umits in & mancsr waercby che
information, if intercented by tae enemy, can be
Tied vo the orizinal source, is grohilized,

'J

{¢) Every effori will bo made io avoid in-
dicatiry mny connection between source of intelli-
gence sud outcome of operaticns. itheu thic intel-
ligence foras the pusis of an operation, stens
chiould be teken for locel coumunders 4o see Tthet
the opcration cannot be traced to this tyce of
intelligence elone,

{d) Hesseces containins fladio Interc 9pt
Intellizence will contein po vther information
or irntelligence. Thege wessages will conzain
souewnecre near the be»innxnu, EDGC;&lTV dseig-
peted code words, such ee ' Doxter’, "Cerrel”
or "Rabid" to insure specially sccure end
limited hendling,

L5
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(e) Only cryptographic systems of the Aighest security
and of the suallest distribution will be used for trans-
nitting this intelligence or eny direct reference thorets.
Tlicnever advisable, special eryprographic systens for the
transmission of such inforistion ¥ill be furrnished by the
Chief Ligmal Cfficer.

(£} Personnel suthorized to hendie eryptogrenhic
processing of coraunicetions of Radio Intercept Intslli-
guuce willie Lept o un absclute mi..ious exnd muct have
G=2 clearance pursuent to provisions ef letter Adjutent
Ceneral's Yifice, i5 February 1943, &% 311.5 (2-12-43)

~n n_-

vE-5-0-l, Subject: Identificaticn Pnotogrephs and Folicy
with RNespect tu Jualificetion of Personnel ‘uthsrized
“0 ZPerforz Duties in Comectior with Secret and Confi-
dentisl Cryntozrapnic Systsas of the Army, as emondsd
ty letier idjutont Geperalt's OCfice, dzted € [fav 1845,

AN Y e pE e _aeX ey o ew ¥ 3 saly 2 T
' Ola..\.- \umo=so) wo=o=b=.., S&mo SuL‘-JOCto

{5} cuder no cirecumsteoncse vwill wori: ciess nmuabers,
file nusoers and perticulerly origirators! messa-c
number or uessage refercuce runber bo incorporeted in
oy commuxication of madio Iutercert intellirence,

ol

{h) Great cere will be exercised to destrc: 2ll
evidence, in exposed locttiong, of inzercest intellizence
§ources. Under no circumstonces will such informaticn
e subjected to toe Possinliity of cepture,

(i) Lo guotetions or €XLIACTE or repreoducticne of
fedie Intsrcept intellirence coumunications or any oora
Tion tnereof shall be smede excent ty soecific euthority
of the «-ssistant Chief of “raff, -2, Var nenartmen

Ceacrel Stuff,

Il. 7TIhat copies of the above directed letter be fursiched Tae
i:zs

of the wzr Uspartzent Ceoperel Staff.

Gol. V. SYEORG
najor General
J‘Lo Ga 0-‘-‘ :-., C’_z

- -
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COPY. No.27.

DYFORCE HEADQUARTERS
Office of the A.C, of S., G-2

B - 389/753/5 - © 19 Jul 43

Yenorandum to:  Commander in Chief, 15 Army Group.
Cammanding General, Fifth Army.

Subject o Security of information derived from field intercept sources.

Further to our memorandum B - 389/783 of 15 May L43.

1. + would appear that all originators of messages containing ¥ information
have not had the contents of the above quoted memorandum brought to their notice and

it is desired that this be done forthwith in respect of all formations under your
cormand.-

2. t is particularly important, now that operations have commenced, that
instructicns 12id down for the handling of Y information be strictly adhered to if
ccrpromise of the source is to be avoided.

3. The security rules given in paras 5 and 6 of the memorandum must bd
caplied with and in addition,. it musi be:.olearly understood that:-

(2) Information from Y sources must be confined to those officers who are
. required to take action upon it and that it must never be circulated purely
for information.
(b) In no case will the texts of Y ressages be reproduced in their original
Tforn; they will invariably bs parephrased or disguised.
(C) Y information must not be includad or discussed in messages concerning

other intelligence or operaticnal infcrmation except where permission has
bsen granted by this HQ.

L. 4is regards para 3(c) above, the only messages in which Y and other
inmtelligence information may be included together are the daily Intelligence Summary
=essages (ISWLS) passed betwesn the Intelligence or G-2 Sections of Corps and higher
fermations,

3. Arrangepents will at conce be mnde by each formation HQ to ensure that the
&istritubion of messages containine or diszcussing Y information which is designated
&3 such and the ISQIS referre

or G=2 Section alone.

6. Where ¥ ressr
indicaticn be g-ﬂ *
SCrrzet distributi
nstructions be

first =eontence

Section dist




PR T
- .

WAR DEPARTMENT

WAR DEPARTMENT GENERAL STAFF By authorit-!. l..~c- of 8., &2 ;
. 26 July 19 Iy
WASHINGTON Date - ‘mm‘

e 26 July 1943

VEMORANDUK FOR THE CHIEF OF STAFF |
i SUBJECT: Security of Dexter Intelligence

1. In accordance with your oral instructions of some days ago,
the following is submitted for your approval as a plan which will en=-
able the Commanders of the Southwest Pacific Theater and of the China-
Burma-India Theater to receive directly from this office enemy high .
level cryptographic material and information relating thereto (desig-
nated "Dexter" intelligence)s - ey s i
g a. Special communication links have been or are about %o be”
established for the transmission of Dexter intelligence between the
. War Department and the headquarters of various Commends and among
such headquarters.” Special security procedures and security regula-- -
.. +tioms for the handling of this material have been adopted in accord-
° ”  ance with the agreement between the War Jepartment and the British )
n " ' Govermment Code & Cipher School. Such regulaticns are attached here- .
° to as Appendix A. ~ i o

b. In order to make such security regulations effective, and
in conformity with our agreement with the British, an officer to be
‘known as & "Special Security Offiger"™ will be attached to the staff T
of each Cormander entitled to receive Dexter intelligence or from ‘

' wxhose headquarters Dexter intelligence may be transmitted to other
Sheadquarters or to the War Department. This Special Security Officer
“Sshall have sole charge of the receipt and transmission of all such
‘‘Pintellizence. He shall be equipped with the most secure cipher sys=
G tems, which shall be available solely to him and to subordinate of-
© ficers reporting to him. Such officer shall have sole charge of
$bringing to the attention of the Commander intelligence received from
Dexter sources and shall advise the Commander on all problems of se-
S curity in connectionwith the receipt, trensmission end handling of
: Dexter intelligence. Additional Special Security Officers will be

attached as the need arises.

Staff

2. Approval of this project is requested. There are also attached
hereto proposed radiograms advising the Thefiter C ders concermned of

this project.

Ly oraer oy vhe veoretary of War
JOSEPH T, McNARNEY
exuby Ohief of
NRELSOR ]
D

0. L.
Col. G.S.C., Ausst. to

S Incls. %

Incl 1 Appendix A
Incl 2 Radiogram for Gen.MacArthur GEO. V. STRONG,"
Major General,

Inel 3 Rediogram for Gem.Stilwell A. C. of 8., G=2
i - - A J
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Burn
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(cont
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security officers, and subject to
aporoved by him; end he will up-
any enamy cryptograghic system w
interzst of security.- The regu
sécurity standards for all c¢las
Inteliigence and will be strict
tions, in addition to the regul
Specizl Intelligence of the hig
5. Paregraphs 1 to 5, inclusive, will be burned i:
afier rcading. The contents of those raragraphs will
orally by the authorized holder of this document to his
to those others whe necd to be informed in order to diser

duties, .
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&Y SECUTITY SGULATIONS
" on.
RAEID.INTELIIGENCE

WITED STATE

.

]

l. « The thruhu importance of liabid Intclligence: as a source -of -
réliablc information. concerning cnemy activitics and intentions-has becn
repeatedly cvmons+r\tud It is thercfore vitel that corplcic secreey be
neintained to avoid disclosurc of anything tnht might rcsult. 1n1ﬂry1n5 up
this source. The eneny suspocts or knows that some of his cr ryptographed
traffic is being i rtercupucc._ hnu must bc kept from him is:the degrce of
success obtained, how far we arc able to meke usc of the nzterial inter--
ccpted and, zbove all, which circuits and which of is systcms jlbld us
uscful informati ;

O

2 Ais a gcneral.fulc, cxcept in the casc of officers vho are directly
rcsponsiblc for its cval L:twon, the source from which any intelligence con-
rning the cnemy is derived is only = matter of curiosity znd.is not of

opcraulonal importance. In the intercst of sceurity, the cfor, cxtreme
care must bc takén to conccal the identity of Rabid Int2lligence even in
documents with 2 limited distribution, sincc in modern warfarc no dogumcnt
con bc doscribed as absol: utcly safe, This source should never be discloscd
to those *ho do not need ito know, '

s The paragraphs which follow sct forth s;ccific sech rltv rug wla-
tions applicable to the disscmination a.d usc of ‘iabid Intcll 1gunce*'1thl“
all commands of thc Army and vithin tho T Department. . Their strict ob-

scrvence is csse Jtla¢ to assurc COﬂulﬁuunC, of this vitzlly imp ortan*
. seurcc of information for 211 commands now recciving it

('\

Le  Iitssages or othecr documents transmitting abid Irt;711cyncc, in-
formation bascd dircetly thércon, or 2ny dircet rc ference there. to, will
contain designated words to indicatc this sourcc and to insurc especially
sccurc 2nd limited handling, . One of thesc words will be buried within the

body of cach message near the be cginning and cryptographed as part of the

text, The words Ddainw, CO.LJL, /FD W.BID arc designated for this purpose.
They vill not be used in conjunction with any othcr yrords dlsc10511g or giving
2 clue' to their significencc. For cxemplc, such phrascs as "Dexter rcporu="
or "from L.abid source" +ill not be uscd.

Se KESsno»s or othcr doc“ﬁ‘nts transmitting Rarid ;*t:lllc nce vill
be confined to such intelligence and vill ncver contrin other intelligence,
or ortrational information, cxeept by “uuhc-¢t3 of . thes: iy Co o; Si; G2,
Tar Departmcnt,  or the Theater Conrendc

€. .abid Intclligence will be passcd on to subordinatc commanders
in the form of orcrational dircetives whencver practicablcs Such opcra-
tional dircetives will be so vorddd that, if they.arc capturcd: or intercepted
by the eneny, h: vill not bs ablc te dctermine the source¢ of the intelligence

"

=
s,
3

vhich the order is basad,

08




G 311,5 (27 Scp 43)03-S-B-if, 28 September 1242 (cont'c)

7+ “Then Tabid Intelligence must bz passed on to subordinate commanders
as 1n4orrat101, it will invariably bc parsphrased, and care vill be taken to
avoid quoting exact dates, times, positions, DlZC"° or the cxact nemes of
enemy units or ships, in order that, if intercepted by the enemy, the in-
formation may not be traced to the original scurce.

g, li=bid I"*C’lig:ﬁcc, -or any direct reference thereto, will normelly
be transmitted only in cryptogrephic systems of the highest sccurity (i.e.,
Converter 1~134C (SIGLBL) or cquivalent) and of ‘the narrovest distribution
which includes the originator and the addressces. *However, in exceptioncl
instances, where it is absolutely necessary 4o pass iabid Intell igence to
non-holders of these cryptographic systems, the information 7ill be camou=-
flaged and ascribed to somc other source (e.g:, reconnzissance or F.¥,
1ntcrroghtlon), only the barest essentials requircd for nccessary action
by the addressec vill be given; and.thc information will be trarsmitted in
the cryptographic systom of the highest available sceurity. Phrases such
as "highly rcliable source" or sxﬁll:r ones arc rccognized by thc encmy

as attompts to conceal iabid Intelligenec and they must no 70' ger b¢ relied
uren to canoufla :ge this source. The words DEXTL ., COiiL and AaEID vill
not be used in messages that are not cryptographed in systcms of the highest
security. :

9+ The commander vill take every precaution to i:
taken upon the basis of {2bid Intelligehce cannot be tr ck by the
enemy to this source. For example, appropriate land or air rcconnaissance
should zlwzys be undertaken vhcnever practicable, in suck menner, and
sufficiently in advance of thé proposed action, so thnt the cnemy is’ led
to believe that such reconnaissancc furnished the basis for the action.
Similarly, great care nus+ be tazken in tricfing airplsne crcws, in order
that only 'nccessary deteils arc given them and always in 2 form that cannot
be traced to this seurce. A1l personnel concerned in .an opcration shouwld
be forbidden discussion or conjecture, even among thcmselves, as to the
whys and wherefores of tnp operation L.nf1 the sources of ;n;on:ation upon
which it is based, i

hat a2ny action

-
B U
ad be
e

processing of

10, Personnel ?uthorized'to handle the erypto c
to 2 minimm n ;bc
-

v

gre
gra
nmessages transmitting Rabid Intelligence shall be kc;
A
ap

and, insofrr as p*:ctlczrlc such personncl shall bé kept away from those
forwvard arcas where there is substantial risk of capture by unb ENnemy .

L1]1 such pcrson}ne1 must be investigated and cléared by G-2, “lar Department
pursuant ts letter of Adjutsnt General's Cfficc 15 February 1 L,, 4G 311, 5
(12 Feb 43)03-S —~-L, Subject: Tdentifiention Pnotograrhs and Policy with
d#sspect to Qualifications-of Personncl jLuthorized to Ferform Duties in
Conncction with Sceret and ‘Confidential Sysicms of thic imy, ag amended

by AGO Ietter, dated 8 lizy 1943, 4G 311.5 (5 iy '43) R-5-5-if, same subject.

11, Mo rcfercnce to iabid Intelligenee will be madc in G-2 reports
or intelligence oL?TaTluS, ver diaries, bulletins, proccedings, or sther
documents, however limited the circulation, without spocific authority

m

of the 4L+ Ce of S., G-2, - Tiar Department, or the ;h::tcr CC““““d s
L; 3 D sty 2
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12, Documcn
gravhed version o
uscfulness ceasecs
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will such documcn
headguarters,
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ts containing iabid Intelligence,
f such documents, will be

turncd immediately

28 September 1943 (cont'd)

including the crypto-

after their

« This will norm2lly bec as soon 2s their contents have

those whe have to zct upon them.
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Under no circumstances
of recipicnts outside their

is of evident importance, will be

handled and trensmitted on the same level as Habid Intellizence and will
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WAR DEPARTMENT GENERAL STAFF
"MILITARY INTELLIGENCE DIVISION G-2
WASHINGTON

. 13 October 1943

Subject: Special Security Officer :" r the
Southws3t Pacific Thezterx

b F 2

The Secrstary of Far directs:
i
.I/ ¥
1. That’a secret security letter, substantially ‘he same
as TA3 A, a.tt.:u:jﬂed., be issued for transmittel to the Commandar-in-
Chief of the Southwest Pacific Theater.

-"A

-2, That such letter be returned to the Assistant Chief
of Steff, G-2, Tiar Departmeni, in order that it may be nand-carried
-40. dastination by the Special Security Officer for the Southwest
Pacific Theater.

= & 1 ”
o b e e

3. That copies of such letter be furnished to the Assis-

ief of Staff, OPD, VWar Tepartmeni, and to the ﬁ.ssmtant Chief
cf Staff, (-2, War Depariment.

<t
B
«t
(]
B
(1]

Ny AT
’ 25 L
. ' ' 4. That no other distribution of such letuisr~be made withl

cout ths anithoriiy of the Chief of Staff or /the Les* stant Chief

of
- Stall, G2, Tar -yana.rtmqnte——\

ACTION TAK®N: 14°0ct 43. Lir. W C-J_II-C,
S¥PA. Cys to: OFD and 2. 03 P S
sk 23-939 —
—-—.___.—4-"“—'-_-‘—‘_———-“‘_.—‘— Sy i :} . ~
e smdmiyed | . 'G30. V. STRONG,
g : . _,/ |

¥ajor Generzl, M b ’"“‘\
A. C. of S., G2, .

CozcusTreance

L. C. of S., 050 (W ) -
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AG 312.1 (13 0Oct 43)0B-5-B ‘ . bsk 23-939 Pentagon
14, October 1943 S
N ———
5 = s -n R ! i*“ = _‘
SUBJECT: Special Security Officer for ths Authi.. 3‘13"" gt

ﬁ‘,'"g.
1 l: Yeed =._..”.-f'. L
!ﬁ]i!%a shestianariaadtte

4 3 UGT {888 T

TOs Ccmmander-in—ChiEf, Southwast Pac'ific Arsa, Jaiﬁg R Y A et i

Southmast Pacific Theaier.

1. The Special Security Officer for the Southwest Pacific
Area is the representative of the Jjar Departeent on the staff of - =
the Cormander-in—Chief, Southwest Pacific Area, in sole charge Kt >
of the receipt and tran=mission of all yYlira Dexter intelligence LPLE
and in sole charze of bringing such intellizence to the attention - — -:
of the Commander~in-Chief and those senior intelligencs and opera-
tions staff officers desigated by the Commander-in-Chief He will
advise the Commander-in-Cnisf as o all problems of security in
connection with the receipt, transmission, handling and use of
Ultra pexter intelligence,

2. The Special Security 0fficer for the Southwest Pacific

rea will bs designated by the assistant Cuief of Staff, c~2, var
Depariment General staff, who-vill transmit +o him directly all e =5
orders necessary to insure the security of Ultra Dexter intalli- )
fence and the transmission to and from the Southwest Pacific ars:
of 211 Ultra Dpexter intelligence required., e will bs attached for
adninistration and discipline to the staff of the Commander-in-Chief, -
Southmest Pacific Area, : : '

AS a representative of the Tar Teparitnen

- 3e liission, t, the
Special Szewiiy Officer for the Southwest Pacific Area will.

2.. Be in sole charge of the receipt of a1 yltra Texter
intelligence and the transmission of all such'intelligence to and
from the Soutimwest Pacific iresa,

b Be equipped with special cryptographic systems which
shall be availatle solely to him and to subordinete officers and
non-comnissioned officers reporting to him, for the receipt and
iransaission of Ultra Dexter intelligence and related information.
Yo other channels or cinhars or personnel shall be used to tranenit
Ultra pexter intellijence or comments or questions in connaction
vith such intelligence, except Ly sopecific authority of the Assis-
Tant Chief of Stelf, (-2, War Department General Staff,

C.' 52 in sole charge of furnishing Ultra Daxtver intelli-
13 o

geces to the Comuander-in-Chief and to thoss senior intelld genceo
- and operations staff. officers desiznated by the Commonder-in-Chief,

-V
fo
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PASED ON ¢

2M/ecl 71833
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MID/SH

14 Octobter 1943,

& Advise the Commander-in-Chief with respsct 4o establish-
ing and eaforcing security policies and practices concerning the
production, receipt, transmission, dissemination and use of Ultra
Dexter intelligencs.

€. Advise the Ccazandar-in-chief with respect to the
expeditiols collection and transmission to the War Department of
collateral information required for the production or evaluaiion of
Tlira Dexter intellizemca. :

+ L, Haintain liaison wvith Signal Intelligence Service and
with all Sthers having access to Ultra Dexter or Rabid or T/
intelligence in the Soutmvest Pacific Theater.

2. Provide the Var Department with Ultra pexter or Rahid
or T/A intellizence availalle in the Southwes:t Pacific Theater.

M i e

hs uaintain direct commmication at all times with ths
Thief of stafl, =2, Var Department Ceneral Staff with
respect 10 all mabtters concerning Ultra Dexter intelligencs,

4. Ccmmnications between the Special Securiiy 0fficer for the
Southwest Pacific Theater and the Var Department will not be dis-
cussed with nor made available-to any person except by authority of -

the Assistant Chief of Staif, (-2, Tiar Depariment General Staff,
This applies o &ll cozmumications whether by mezans of spocial cryp-
tegraphic systems or by courier pouch or otherwise.

5« Thne Commander-in-Chief, Soutimest Pacific Area, will provids
ths Special Sscurity Officer with 2 suitable office for the secure
receipl, handling and storage of Ulira Dexter intelligence and re-
lzted =aterial and of his special cryptographic smaterial and will
pake availabls corxmunication facilities and channels for the receipt
znd traosmission by the Special Security Officer of Vltra pexter

nielligence and related information by means of his special cryp-

¥

5. The Commander-in-Chief, Southwest Pacific frea will issue

such éirectigaﬁﬂaﬁﬁlhﬁbist in establishing such liaisons ;s may be
. Lt L 2/ - - A i o = 5

recessary o enavie the Special Security O0fficer to accomplish his

Missi

By order of the Secretary of ¥ar.

14 oOctobver 1943,
§2 = &7 ltr. AG 311.5 (27 sep A3)05—$73j§,

23 Septamber
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(' By r~thority 4. C. OFf §., G2

Date, S 0 /r¥5  (Bwh_)
Initials”
WAR DEPARTMENT o~
J' WAR DEPARTMENT GENERAL STAFF ! ‘ )
‘-“ . MILITARY INTELLIGENCE DIVISION G-2 E \_.._
WASHINGTON

13 October 19L3

MEMORANDUM FOR THE ADJUTANT GENERAL:

Subject: Security of Ultr@ Intelligence. .;:
The Secretary-of Tar-directs: \
1. That a2 secret registered letter, in substan- .

tially the same words as TAB 4, attached, be transmitted to
The Commander-in-Chief
Southwest Pacific Area ) = P

P e e, &
The Commanding Genmerals . . 7% ‘nfpasls ™d * Qenin,
U. S, Forcasin China, Burma L
and India, Forward Echelon 14 “Yfi ‘

Us 8. Forces in China, Burma
and India, Rear. Echelon
U. S. Forces in South Pacifie

Area '

. 2. That copies of such letier be furnished to the
Assistant Chief of Staff, OPD, War Department, and to the
- Assistant Chief of Staff, G-2, War Department.,

3o That the Assistant Chief of Staff, G-2, War Depart-
ment, be furnished with 2 1list of 211 registered holders of such

letter,
Le That no distribution of such letter other than that 2
indicated in paragraghs 1 and 2, above, bg made vithout authority T i
of the Chief of Staff or the Assistant Ciief of $taff, G-2, War
__Depariment, /' J
'-"!"""""' ) i ‘ '—"""“""“‘"—"-—--—-——-—-\: /“
i ACTION TAKEN: 14 Oct 43, .  /
| Ltr. to C-in-C, SWPA, end CG'S, - / |
| GBI, RZ; CBI FE; SPA, CPAe C7Bp. . ./ VS i £
| to: OPD end G-2. bsk 25-939," % I35 GEO. V. STRONG, _ R
\ , SRl Yajor General, :
—— o o T Y B e o s i 67 e e pr
/.—'“ "/"' At Cn Of So, G"E.
FQEVICTORY i
2%
g

—r
(@3




s 8,
T.ar Depariment COFY N0, = - .
viashington 25, D.C.

s s o |t Sy

AG 312,1 (13 Oct 43)03-S-B-I bsk 2B-939 Pentagon

14 October 1943

SUBJLCTs Security of Ultra Dexter $rUsULsI I ase
Intelligence, : 2
!.ﬁual? g J-_L,;r:so :
TO: Comnander-in-Chief, Southwest Facific Area. sInitials: /¢ 1/:
Commanding Generzls, sDates: 14 Oct 43¢
UeS+ Ammy rorces, China, pumsa, India, S R R e
Rear Echelon;
U.S. Arny Forces, China, Burma, Indisa,
Forward Tchelon;
South Pacific Area,
Central Pacific Lres,
ST T T T TERMINOLO FURPOSL OF REGULATION
l., ©"Special TnueT¢1&ewce L is the designated U.S. Aroy
term for highly secret information obtzined by intercepting
and reading enemy nessages vhich have been enciphered in
Burn cryptographic systems of a high security classification, The
fter corresponding British term is "Special Intelligencet, For
Reading convenience and in the interests of security, Special Intelli-~
. gence A is referred to in the attzched regulations as "Ultra

Dexter Intelligence.!

2. "8pecizl Intelligence B" is the term used for informa-
g

Burn tion derived from reading enemy messages.in cryptographic sys-
After tems of a low security classification,
Reading

3. "Traffic analysist or uT/i Intelligence" is the term
used for information obtained by, or i fercﬁces drawn from,

BUTrn a2 study of the volume, ulrsctlon, patterns and other character-
After istics of the enemy's signal communication system and traffic,
Reading but withoul deciphering and reading the texts of such traffic.

£
ﬁa

-
v

Q

P

m
'ts

o n fikgy

Le The security regulations here € I
n cc, Those classes
<+
U

to Special Intelligence Bor to T/4 I
of intelligence, however, are covered by s
urn regulations, and all possible precaution sh
or handling and urars"*s:-o thereof, “rhenev
cading Intell 1gunce B and T/4 intelligence ‘should
the SpuCla$ channels and by specizl criptlog
vided for Special Intelligence 4.

rzte security

1 be taken in the
possible, Special
ansmitted over
xdc systems pro-

A
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AG 312,1 (13 Oct 43)0B-S-B-M Cent'd, 14 October 1943.

Burn
Lfter
Reading

Burn
Liter
Reading

5. The pssistant Chief of Staff, G-2, TJar Department General
£f, shall have sole authority to ceterﬁlne vhich enemy crypto-
phic systems are of a high security classl'lc ation, for the
pose of defining which ones fall within the class of Special

elligence 4; and he shall have authority +o upgrade the security
classification of any enemy system when he deems it desirable in
the interests of sccurity

6. The extrene importance of "Specizl Intelligence A" as a
source of reliable informetion concerning cnemy activities has been
repcatedly proved. If the enemy were to lea rn of the existence of
this source 1t would probably be lost i forcever, and this loss would
vitelly affect operations on a2ll fronts. The cxistencc of this
source may become known to the cnemy from documents vhich may fall
into his hands, from messages which the enermy might intercept, from
a viord which nlgﬂt be revealed by a prisoner of wer, from any ill-
considered action taken upon the "ﬂsws of such intelligence or from
any failure to observe proper security measures., Ixtreme secrecy
is therefore required and the attached regulations arc to be
strictly observed,

7+ Paragraphs 1 to 7, inclusive, will be burned immediatel
- < 3  J
after readinge
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intelligence, information based thercon, or any dircect or indirect
reference thereto, shall contain desipnated terms to indicate this
gource @nd te insure especizlly secure and lirited handling. One of
these terms will be buried within the body of cach messzge near the
beginning and cryptographed as part of the text. The torns ULTRL
DIXTLR, ULTRA CORRLL AlD ULTRL RLBTD arc designated for this purposc,
The designated terms shall not be used in conjunction rith any words
giving a cluc to their significance, For exanple, such phrasecs as
"from Ultra Jexter source" shall noi be used. lessages transmi ting
Ultra Dexter Intelligence shall b¢ confined to such intelligence and
shall never contain information from any oiher source, except by auth-
ority ¢f the i.C. of S., G-2, ar Department General Staff. In the event
information from another source is included in 2 message transmitiing

vy of the 4.C. of 8., (-2, Var
Depariumenv General Stnff), the entire message shall be treated as Ultra
Dexter intelligence and Landled zccordingly.

l. liessages or ouncr aocurmcnts tran mitiing Ultra Dexter

2. Ulirz Dexter intelligence ation bzsed thercon,
or any refercnce thereto, shall he tronsmitted cnly by personmnel and
by means of channels and ciphers approved by the 2.C. of S., (-2, Viar
Depariment General Steff, and shall be delivercd only to persons desig-
nated pursuant tc thesc regulations zs authorized recipients. Special
Sceurity Officers assigned to the s command shall havc sole
charge of bringing Ultra Dexter intel iience to th ention of
the Commander and shall advise the 3 r on al 1
security in comnection with the receipt, transmiss s handling and
use of Ultre Dexter intelligence. Recomnendations rmade b such officers

concerning security shall be followed.

3« Commanders avthorized to rcoceive Ultra Dexber intelligence
shall restrict the distribution of such information to their senior
intelligence and operaticns staf? officers, and nessages or other
docuncnts transmitting such information shall not be scen by, recad to,
or discussed with, any other person. The messegcs transmitting such
information, including the criptographc ersion, shall be destroyed
by fire as soon as action has becn “zken upon them. o records of such
information may be kept, cxcept 2t the hea rters of the Commander
or at intelligence centers designzted or approved by the ...C. of Sey
G-2, Viar Department General staff.

=)
]

Lo Ultra Dexter intelligence shall be passced on to subordinate
comnanders only in the form of opirationzl orders., Transmission of Ulira
dexter invelligence as such to subordinatec commanders is prohibited,
Opcrational orders shall be so worded that, if thcy arc capturcd or

0

intercepted by the cnemy, he vill not be azble to determine the source
of intelligence upon widch the order ie based, Such orders shall not
contein the exact time, date or rlace of an encmy operation, the exact
position or name of enemy unats, or the exact nenc of ships, revealed
by Ultra Dexter intelligencc,

Page 1 of 3 Pages (.18




AG 3L2.1 (13 Oct 43)0R-8=P-Y_ rantid.. T4 Antakew 1943,

5. I any action is to be tzken upon Ultra Dexter intelligence,
the Commander shall insure that such action canrot b: traced back by

the eneny to the source of such i intelligence. L nomentary tactical
advantage is not sufficient ground for teking any “1sk of compromising
the source. lio action may be taken against specific sea or land targets
revealed by Ultra Dexter intelligence unless appopriate air or laznd
reconnaissance has also beon unccrtgkcn. Names of cnemy ships or units
revealed by this source shzll not be quoted,

6. The utmost carc shall be taken in briefing zirplane crevs
for an opcration based on Ulzra Dexter intelligence, so that only such
details arc glxen them as niight have been obtained bv other neans, such
as air reconnaissance, and only such as arc essentizl %o the success of
the opcration,

7« Pecrsomnel authorized ito handle the cryptograp} c proc;ss;na
of conrmunications transmitting Ultra Dexter int telligence will be kept to
an absolute minimum and will be kept aviey Iron those forward areas where

an risk of capture by the enemy, L1l such personnel

there is substantizl
vill heve a G2 o 3 arance pursuant to provisions of letter
4G 311,.5 (12 Fel -B-1i, 15 February 1943, subject: Identifica-

tion Photographs and Folicy with Respect to Qualification of Fersonnel
Authorized to Perform Dutivs in Comnection with Secret and Conflucntla‘
Cryptographic Systems of the frmy, as amended by le tter, A6 3215 (5 ¢
43)0B-S-B~1l, & Hay 1943, subject same as original,

. 8« llo reference to Ultra Dexter antell iligence shall be made in any
surmary prepared by any command, however 71r1bed its eir on,

P
except by specific authority of the A.C. of S., G-2, T
Staff, 1o discussion of such ir ntelligence is permissib
the senior officers who arc immedia tely concerned with
taken upon it. JHo quotations, reproductions or zbstracts of riessages
or other doc;nenus transn 1tt1:g Ultra pexter "“tei;lg nce shall be

i
rthenu CEqPr i
-

nade, except by specific authoriiy of the L.C. of S., G-2, Tar Department
General Staff, and, except for opurati nal ord:rs as f‘luSC:‘lbL’i above,
no paraplrasce of any such message shzll be made vithout similar specific

uuthorltJ .

2. £ it is nceessary in any ricssege to ask questicns or makec
cerments on ylira Dexter intelligence, vhether upon matters of
intelldgence, operatiosns, roubtin 5 or security, such messagc shall be
transnitted only over the special chanrels and in the special ciphers

provided fer ylira D"HUC?“rtbé__écncL.

10, Recipients of Ultra Dexter inicllipence may noi under any
circumstznces carry on their persons outside of hecadquarters any
messagc, letter or other do cument an which Ultre Dexter intelligence
has been tronsmitted to thenm, $

7f 1l. The above regulations apply to all commands of the irmy
. and to the Yiar peporiment.

i B 8 e (4 Q |
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AG 312.1 (13 Oct 43)0R-S-B-1 cCont'd, <4 October 1943,

12, To preserve secrecy it is essential that the distributien
of this document be limited, Its reproduction is prohibited,

By order of the Secretary of Viars

COPIZS FURIITSHED:
A«C. Of S., Operations Division, W.D.3.S.
bl 8 Sy 052, T.D.6.8,

Page 3 of 3 Ppages.
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- WAR DEPARTMENT , ,,{ i ’ .
) WAR DEPARTMENT GENERAL STAFF = H \/-\) |

MILITARY INTELLIGENCE DIVISION G-2
WASHINGTON
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=Uu0J2CT 2 Shetclal eCurliv, JETigsr Ty Lne
A - & TP g
- china, surpa ead AN e tels

m1 .Secretary 2 7-"{'&“, 33 e, . e
‘ _lze Seeretary of War directs " 4y 9323 ot
W L VR el That a secret seourity letter, substantially . ~
e e seme as TAB A, attached, ve issued for transmittal To:
<iile - the—-Commending Cene*al U. S.,“O;CGS in unlﬂa Burms and
.. 'India (Rear and. ~orWard zcne ons) :
| N ﬁ'%';-“* ' ZLTrThatfsuch— etter ibe returned to-the. A5315uan$:
00 oHie? of stafl,iG=2, Y r Department,.in order: thatiits DAY
" . bes hand- cnvriea to desthat:on by the Special Security ...
" Qf2icsr for the Chinz, 3urme and India Theater.
® i e -
e, e 2. - 'Thzt copies o such lestter De furnished to
‘the -Assistant.Chief of Ste?f,.0PD, Wer Department;:and to
~ghe Assistant Chief of Staff, G-2, Viar Department, -
4 4, That‘no/o i uen leuter e R
made m1thouu the autacr eiff o the : . -

B .
Assistant Chief ToF Staf:

. bsk 25-23¢ ?entaganarrgw

@)
o)

iTcrma TaxeN: 20 ey 943
 Ltr. to CG's, USAF, CBI, Resr ant
i Torward Echelons, Cys tot~ G—23:

(
‘&

TRIBUTION complied with.
/b'S}c 28 £39 Pentagon.

| 5

)
=
wn




SOeCLGl'securluv Q"Plcer fo* the
chlna Burma and Ind*a lneater._v

2T Rear Bchelony - :
UsS. Arzy Forces, CH;na Bum 'India,
3 rorward. £ cmloq s

Py "i" A.uv
Lo = o _ : II" 1t1als L %/(fq
A.h “o‘ces, Chlna Buzma, "dia;:f 's Date

RN
-0 s e

‘;. Lne snec¢al 58cur1tv Officer: for the:
he¢uer'1s the: rEDTQSEﬂuaulVE of the: Ua: Departnnnt on* the
of'uhe Co“*-Ldﬁns,Geﬁeral U.S. Forces.in

China,-Burna.and
Indla in-sdéle’ chérgeof; the" "ece1pt anu'zr;n5ﬁ1551o* of all: Ult“a_,
pgxte* iﬁtelllgence cnd Ln ‘sole charge of bringing such. 1ntelllgence

‘to:the.atten tion- of the Conmc“dlnﬁ,General“and*thOSe,senior:intél—
ngence and operat¢ons staff: oﬁrlcers des*;nated by ithe Com vFﬂnd__nc,.'
General,. 'He will: -advise: the. Con “dlng General as- to-all “proolens
o£ securltv 1n connectloq w1tn thﬂ ‘recei ipt;  transmissior ?handl.ﬁ”

Chln&, Burwa and

; Security 0t icér: for the- Chine;”Burma; and.":
_ndﬁa Thedte“ W“ll be de=1gnaued by the Aséistant Chiel of Sta Pl
6=y SDWGaS e, Who will transnit to him- directly 'all: o*der= T
-essary te- insureithe: securlty'of Ultra Dexter:intelligence and .
:the; trans:1551on.uo and frem .th e'cHlna Burwa and-India Theater

11"t ra pexter 1ntelllwence requwred “He will be- ¢uu“cneﬂ Io“
admlnwstr¢tlon and- dlsc*pllne to-the sta;f’oﬁ the Conmandlng'
General ; 'U.g. Arﬂy?bo“ces 1n‘Cﬁ1na- Burma and

s

: ‘3~ Be€ in sole- cha: ge o‘_tre receipt: ofa
.~“ 1_1beﬁce and’the transmission. of- c.?:.ZLsuc:‘h

__rcm the- Cn_na, Burma .and- Indla Theatcr. o

,,lf/ Be’ bculDDEd W‘th =pbc1a1 erye anH*c systems whlch
ShaT) "be Tz a"“l;_FWe 'solely-to him'and to QLDC“dl?aue_QfllCG“S and.:
ofﬁlce“s repérting: to- him, for the receipt:znd”

of UWura DﬂXuev'*huelIJggnce and.¢elaugd _nfornaulon‘
Yo other-channels or- ciphers.or Ue*sonnc7 'shall be: used’ to trans

nmn_..;_-pr-n--w r.'q-ﬁ oze

irznssis :2_5..;"“.

=E itra Dexter. ﬂtbLllgCWCC or-c mment= .or’questions. in- ccqpec—
~iisn with 'such: lntelllceqce, cxc;uu by . S“ c1_1c auzhorlu' o* the

_"' j.,SSiS"G .&t Culef‘ 01 Dtaff C"'2 T:-D G.SI

-
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MEMORANDUY FOR TEE ADJUTANT GEVNERAL: L EE

71833
Subject: Spacial Sscurity 9fficer for the

.Centrel Pacific Area.

The ,cretary of VWar directs: '

l. That a secret security letter, substantially ..

the same as TAB 4, attached, be lssued for transmittal to N

2 the Commana.ng General, U.S. Army Forces in the Central N

Vi T Pacific ALrea. N
2.

That such letter be rebturned to the Assistant
Chief cf Staff, G-2, War Department, in order that it may
be hand-carried to destination by the Special

; 1l Security
q ' Officer for the Central Pacific Ares.
Y. ¢ty :
4 3. .That coples of such letter be furnished to
the Assistant Chief of Staff, OPD, Rar Department,. and.. to.
the Assistant Chief of Staff, G-2, War Deoartmentzr« v;;ﬁu
4., That no other distribution of such 1etter be
-.made. without ths authority of the Chief of Staff. or the ..
. Assistant Chief c_;f Staff, G-2, War Department.
, : - i
r ACTION TAZEN: 19 lov b3. \
! tr to CG,
{ USAF, CenPac Area. Cys +o:\ :
; iC —2 & OﬂD _WDGS. d:?\
\{L.fevn-2n—939 Pentagon. 0
43 AW T — e
104047 . ‘ 3 GEC. V. STRONG | S
Ageas 3\ ReCcZ T acaiorLDGED: 1 Major General, s :isiiiviiiseNin
Esemee2 il aoy, 19 Nov L3. ¥ i

.
._.-mr..»-.-u-‘

?-:—l-ﬂi/

f —-Ao C. Oa S' G"2c
2 3/evh-2B-939 Pentagon. a . ’

Y
l( .




® 46 312.1 (29 sov L3)0B-5-3 KLS/evh-28-939 Pentagon

19 loveuber 19L3

SUBJECT: Special Security Officer for the

. . v;'-":’:.:" /3 :“‘1‘3 C O
Central Pacific Araa. Plghye s ga s g Tarne &
[t 'a‘ i ii‘ i J..'-... PR
‘ it gy o mEe s '___'.,__,!Q
g ] " g o MOV
T0: Commanding General, United States Army Forces, jiai.: =, ;*GV s

Centiral Pacific Area.

- .

1. Ths Special Security Officer for the Central Pacific Arsa is
the razresentative of the Viar Department on the stafl of the Commanding
General, United States Army Forces in the Central Pacific Area, in sols
chargs of the receipt and transoission of all Ultra Dexter Intelligsance
end in sols charge of bringing such intelligence to the attention of ths
Comaanding General and those senior intelligence and operations staff
officers dasignated by the Comnanding General, He will advise the
Comzmanding Ceneral as to all problems of sscurity in connection with the
raceipi, transmission, handling, and usa wf Ultra Dexter intelligence.

-

2, Ths Spzcial Security CfIficer for the Central Pacific Area will
be designated by ths Assistant Chief of Staff, G-2, Var Departuent General

' Staff, who will transmit to him directly all orders necessary to insurs
. ths security of Ulira Dexter intelligence and the transmission to and. .
from the Central Pacific Area of all Ultra Dexvter intellizence required.
; E= will be attached for administratvion and discipline to the staff of

ths Commanding General, United States irmy rorces in the Central Pacific

A,..?a.
3. Hission: As a reiresentative of ths liar Departuent, the Special
. . Securiiy UfZicer for the Ceniral Pacific irea will:

e, D2s in sols charge of the receipt of zll Ultra Dexter intelligencs
z=¢ the transmission of all such intelligence to and from ths Ceniral

5. Ba eguipped with special crypiographic systens which shall bs
iy to him and to subordinate officers and non-commissioned
ing to him, for the receipt and transmission of Ulira
ce and related information. No other channels or

i+ o

[e] ‘i:’ oM
A
i
by
ch
E
4 e F

o= corments or questions in connection with such intelligence, excepi by

S

c-scific authority of the Assistant Chiefl of Staff, G-2, iier Denariment
-
v

c. Be in sole charge of furnishing Ultra Dexter intelligence to ths
. Comzandine Generzl and to these senior intelligencs and operaiions staff
s signated by the Commanding Czneral.

Yy
LS




._ ~ AG 312.1 (19 lov 43)CB-S-B (Conttd) 19 Novenmber 19L3.

&
~/ d. Advise the Comuanding General with rsspect {o establishing

S and enforcing security policies and jractices concerning the produciien,

receipt, transmission, dissexination and use of Ultra Dexter intelligence,
(G.8. Army .;ecur...ty Regulations for Ultra Dexter intelligence and for
Rabid and T/4 intelligence are inclosed as Tabs A & B, respectively).

& ec. Advise the Commanding CGeneral wita respect To the expeditious

3 = collection and iransuission to the War Department of collateral informa=—

e " tion required for the moduction or evaluaticn of Ulira Dexter intelli-

- - gence, ‘

: . .
i :.r f, uaintain liaison with Siznal Intelligence Service and with all
% ; = others having access 0 Ultra Dexter or Rabid or T/A intelligence in
o = the Central Pacific Area.
<3 A :

= . g. Provids the VWar Department with Ulira Dexter or Rabid or T/8 .
%] 2 o intelligence availabls in the Cen ‘:a.:. Paciiic Area.
s = '-:
22 h. Haintain direct commmication at all times with ths Assistani

A B Chief of Staff, G-2, iar Department General Staff with respect to all
5 natiers concerning U" tra Dexter intelligence.

Th B2
2 L. Communications between thz Speclal S"C'U.I‘luj Officer for the
o Central Facific Area and the -jar Deparitment will not be discussed with
+ nor made available to any person excspt by authority of ths Assistant
= Chief of Staff, G—2, War Department General Staff. 'This applies to all

-

communications wneither by mesans of special crypltographic sysiems or by
couriar pouch or otherwiss.

5, The Commanding General, United Ctates Army Yorces, Central
Pacific Area, will provide the Special Security Cf£iicer with a suitable
ol?ise Tor ihe secura recsipi, handling and storage of Ultra Dexter

Assistant Chief of vtaflf, G-2, UD
enio fm A.C. of S., G-2, WDGS, uncl

Assistant Chief of Staff, Gp

intellicance and related materizl and of his special eryptographnic

= material and will make available communication facilities and channels

P = for the receipt and transnission by the Speclal Securivy Qfficer of Ultra
o i Daxter intslligence and related information by neans of his special

3 “%: cryptographic systems. -’;‘_._'_,_,

é _ 6. The Commanding General, United States Army Forces _n_theﬁCen““al
2 S8a Pacific Area, will issue such d:rec ives and assist in ea-..ablz.s-tmg such
- q ?': liaisons as may be necessary to enable the Special bﬂcu:::r'y u' 1.:.0{9.{1:_ to

B Ye i accomplish his nission.

By order of the Sacretary of War:

TR - .

o % 11.. thu FENT i
: Yajor Osnsral, Ld/-Lf 1
Ljécls. The Adjutant Gﬂne.al.
5 (27 sep L3) Loy L0,
P h3 (Tab A)' " -../ ,“hx'.-f' -{‘"’

Inel. 1 - Cy 13r, AC 311.
03-3-3-4, 23 Se
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ADORESS REPLY TO * —— . - JV
COMMANDING GENERAL, ARMY AIR FORCES _ - .
¥ = WASHINGTON, D, & £

) By Authority of
WAR DEPARTMENT The Commanding Gencral

HEADQUARTERS OF THE ARMY AIR FORCES rmy Air Forces
WASHINGTON, D. C. LI o $Y. Prd L+

ate Imtials

14 January 1244

M2 CRANDUM FOR GENERAL WHITE:

l. Information has been received at Allied 2ir Force,
SWPA, that combined committee for "Y" Intelligence at London
is issuing regulations restricting the use of "Y" Intelligencs
within the theater, If these restrictions are followed, we
would be limited in trensmitting coastal observations of aircraft
directly to fighter sectors ard 2lso be restricted from bombing
operations esgainst targets discovered by "Y" Intelligence.

2. The actual effect of these regulations are not knovmn
officially but I believe General YacArthur's solution will be to
use "Y" Intelligence as deemed necessary for tactical operatioms.
It is requested that the Army Air Forces insure that properly
hendled "Y" Intelligence can be used for tactical operations.

The application is specifically required for fighter sector oper=-
ations and strikes against shipping.

Jrckmied bot wet 511:|fd bf}-ﬂ" de}""“*e——

& BR. E, BEERE
Colonel, G.S.C,
Director of Cperstions,
Allied Air Force

02%A
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” s . WAR DEPARTMENT
R i e, ; - MILITARY INTELLIGENCE SERVICE
e, WASHINGTON

19 Januery 1944.
MEMORANDUM FOR GENERAL WHITE:

Re the attached memorandum of 14 Jan 44,
addressed to you by Col. Beebe:

le It is correct that the British Y Comittee
in London has proposed security regulations, covering
radio intelligence, to be applicable in all theaters
throughout the world. However, the British have been
informed that the A. C. of S., G-2, considers these regu-
lations inappropriate for theaters outside Europe and
North Africa,

il

2. The British have taken no exception to the
G=-2 position. On_the contrary, in a cable of 17 Jan 44
.’ from the Special Branch representative in London, the
principal British Security Officer 1s quoted to the follow-
ing effect:

"He regards Pacific as entirely your baby
for security and dissemination, European and
Mediterranean as British baby and India as joint
regime,"

I

3. ©Security regulations promulgated by the Viar
Department are already in effect in the several Pacific
theaters and in C3I. Those rezulations, which were approved
by Gen, hiacArthur prior to issuance, are embodied in 2
documents:

2. AGO letter of 28 Sept 43, subject "Security
of Rabid Intelligence," of which copy No. 214 is at-
tached for your permanent files; and

b. AGO letter of 14 Oct 43, subject, "Security

of Ultra Dexter Intelligence," of which copy KNo. 22
is attached for your permanent files.

027-B
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4, The so-called- "Rabid Intelligence" regula-
r radio intelligence in general, including in-

formation from low level operational codes and informa-

tiondrawn from traffic analysis, i.e., the study of the

enemy's traffic according to type,; volume, routing, etec.’

tions cove
5. The regulations covering "Ultra Dexter In-

)

telligence" are superimposed upon the "Rabid" regulations
and constitute added safgguards for intelligence derived
from the enemy's most secret and most important crypto-

The provisions whigch govern the use of radio

graphic systems.
6.
intelligence for operational purposes are
Rabid Regulations, paras 6=2
Tltra Dexter Regulations, paras 4-6,
Col., Beebe refers to 2 problems, (a) transmis-

7
sion of coastal observations of aircraft directly to
fighter sectors, and (b) bombing operations against targets
I do not know enough about the first sub-

discovered by Y Intelligence.,
Ject to express an opinion on how these regulations apply

8.
to it; but i1t might be advantageous to have the appropriate
officer from the Special Branch take up this problem with

vhoever in the AAF would have the necessary information.
As to the second problem, "Rabig" reguletions

9.
merely provide that
always be undertaken whensver practicable, in such
manner, and sufficiently in advance of the proposed
action, so that the enemy is led to believe that -

such reconnaissance furnished the basis for the
egulations, however,

"Appropriate land or air reconnaissance should

it

action,”
10, The "Ultra Dexter" r
contain a specific prohibition as follows:
"4 momentary tactical advantage is not sufficient
ground for taking any risk in compromising the source.,
No action may be taken against specific sea or land

aBe

: n."nnl"l' F e 1. B R F T
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i

-targets revealed by Ultra Dexter intelligence un-

. less appropriate air or land reconnaissance has also
been undertaken." : . : _

: ' The words "revealed by Ultra Dexter intelligence™
are interpreted, of course, to mean revealed from that -

source and not revealed or confirmed from other sources such

as, for example, a report from a submarine, or radar ob-
servations from a ship.

1l. This point is very fundamental, because if
the enemy once traces a specific operation to informa-
tion sent in a particular cryptographic system, that system
is immediately lost; and almost no single operation, how-
ever damaging to the enemy, can compensate for the loss of
a major cryptographic system.

12, However, the prohibition does not prevent
the Commander from disposing his forces in the light of all
his information, including "Ultra"; where, for instance,
he is bombing Rabaul every week, it will not prevent him
from selecting the day of the week when he knows from Ultre
that the greatest concentration of shipping will be likely;
nor, where he has 7 harbor targets in his area to be bombed,
will it prevent him from selecting them in the order in
which, from what he knows from Ultra sources, the greatest
damage will be done., These remarks are only the personal
opinion of the writer, having no authority except as repre=-

senting the views of the of ficer tho supervised the drafting
of the regulations,

13. There has been so little of the "Ultra
Dexter" type of intelligence in the Southwest Pacific
Theater, until .very recently, that I would be fairly sure
that Col. Beebe is referring to information from low le vel
operational codes and traffic analysis. It is quite pos-
sible that he does not know of the "Ultra" source. It is
noted that he refers to "Y Intelligence," which is the Brit-
i1sh term for radio intelligence exclusive of the highest

level traffic, the latter being called "Special Intelligence."

The relatively mild provisions of the "Rebid" regulations,
which apply to the "Y" type of information, ought not to
interfere with bombing operstions if ordinary prudence is
used to throw the enemy off the track of the source,

l4, If Col. Beebe has gone back to Australia,
any cormmunication to him along the above lines would

02
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_ probably violate the security regulations.

2 If, therefore,
it is desired to do more than inform him that the pending
British proposal covers only the Eur-African Theater, and

does not apply to Australia, it 1s suggested that you allow
-us to advise you on the drafting of the communication.

Dpotectnees

LAlfred HeCormack,
Colonel, General Staff
Deputy Chief, Special Branch, HID,

7/15/ dzm m &
40’ mwfl %74 ﬂ»%w o /7 /ﬂm i S
Ame%fwa&mﬂ%ij
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ERIORAIDM! FOR THZ SECRUTARY, WAR DEPARTHENT GZNTRAL STAFF:

Subject: Distridution of Incoming war Departmsnt
Eessages containing certain code words.

1. The following cole words will occasionslly eppee> in incoming
messages:

CORRAL
DRXTZR
PLARL
, © RaBI '
THN3B
- i n‘I’?\A

e - YORKZR

2e Diéaémination within the ¥ar Depsrtment c? nessages containing
such code words, or any combination of them, is urler the complets
control of the A« C« of Sey C=2,

-y

3« It is reguested, theorefors, that in the future all incoming
m3&sagzos convaining any of the above words be formerded to C=2 on an
"EYES QNLY® busis, and that they be given no other distribution,

For the A. C. of Se, G=2:
3/ ey

R. Ce JACORS, JR.,
Colonel, Ceneral staff,
=ecutive officor, c-2.

R T B :"”:"" %;"5 "
’ ,.;’L.r“l‘sim.-«? 3
- . 027=
THENTHRE LRYLL F
e.277 % ' Special Branch
A ‘ File Cory
fange o [Menee return to Soesial Branck)

— v SLER J4as
DETE wssasinrire -2 IREE.




WAR DEPARTMENT

H%E ABJUTANT GENERALS UFFH:E
WASHINGTUN

oTqerndey .4t Cans

sTQ 9Y3 JoJ su

JuTuasoUO)) @oUSTTTTOYUT

PEIELEI

es[] puv Uol4TUTLES

- OPERATIONS BRANCH A.G.O.
‘ T _ ' E.
CLASSIFIED FILES ]

|- See: G 311.5 (16 Dsc 43) (1). Conf. Files. ﬁ’? Ve

) (O oaed ég)

i Thn )



| ~ SECURIY

QEARTS _O - g

SECREI =SECURITY ' COPY MO, &£
WLR DEPARTLENRT

washington 25, D. C.

AG 311.5 {29 Feb L4)OE-S-B '/rd 2B-23¢ Fentagon

L Yarch 1944

SUBJECT: Reguletions for the Dizssmination grEReRs :
and Use of Communication Intelligence : SE -
Concerning Yweather. : Auth: :

3 Indtd 3
: Dsta: -
TO: The Commanding Generals, gadgin; :

Army Lir Forces
Army Scrvice Forces
Commander-in-Chief, Southwest Pacific Area
Tne Commanding Generals,
U. S. Forces in the Europeazn Theazter
of Operstions
Strategic Air Forces in Europe
U. S. Army Forces, Central Pacific Area
U. S. #rcy Forces, South Pacific Area
U, S. trmy Forcss, Chine-Burma-Indiz,
Forward Echelon
U. S, Army Forces,; China-Burma=-India,
. Rea» Echelon
U, S. Army Forces in the North African
Theeter of Operations
Alaskan Departrent, Advance Cozmand Post
Alaskan Department; Hear Echelen

lotter AG 311.5 (29 Feb L4)0B-S-B, 2 Karch 1914, subject as above,
is amended by adding paragraph 3, as fcllows:

-

w3, Reprcduction of this lsiter and inclosurs hereto is prohibited.”

By order of the Secrstary of har:

/
/..%;\A, vire Y /

Vajor General,
;he Adjrﬁtan’c Geeral

COPIES FURKISHED: I

Assistent Chief of Staff, Operstions Division, WDGS
Assistant Chief of Steff, G=2, WDGS

SECRET-SECURITY

SECURITY
SECRET




( SECURITY
SECRET-SESRI TE : CorY ToO,
VAR DEARTUIT
¥ashinzton 25, U, C,

3

. AG 311.5 (29 Fsb 44)0B=5=3 KDH/nb = ZB=939 Peniagon,
2 March 1544
SURJECT: Rszuleticns for ths Disscmination and

Use of Communication Intelliszence
Conesrning Weather,

o5 03 02 Ao A no
3
<r

Mﬂogﬁ-

)
o m 3
S E R
=N

.
™ 84 08 oo ®a as

TO0: The Cemmaniing Gen=rals,
Ay Air Forces;
Ly Saerviece Forces;
Go*ﬁc.ndersiracnie.k, Southwest Pacific Aren;
The Comnanding Generals,

U, S, I’o ces in the Zuropean Thezter

o Onerations;
Stratezic &ir Forces in E*n'obs;
U, 8, Army Forces, Central Pacific Area;
U, S, Army Forces, South Facific Area;
U, 8. &rny Forcec, Chinms=Burma-Indie,

F

Forvard Echelen:

U. S, Ammy Forces, Chins=BurmselIndia,
Rear Echelon;

T. S, Army Forees in the Horth Afriean
Theater of Operztions;

Alasan Department, Advance Command Pos$:

Alzean Department, Rear Zchelon,

1. Inclosed is a copy of Joint Lettes, 19 January 1944, subject:
Joint ArmpelNevy Regulations for the Di ssemination and Use of Commnication
R Intelligencs Concerning Weather,
€. In eccordence with rarsgreph 1 (a) of the inclosei Joint Letiar,
cizzr ~eather texts oblalned by cryptanalysic are clascified 28 Srecial
Irntellizence & and the folloving regzulaticnc, in addition to Sthose set forth
in the incloced Joint Letier, srec heredy proccribad:

£, Veather intelligence resulting from cryptanclyeis ineludes (1)
clear weathsr texts, from '.hicn the source ie spparent, and (2) coded
amlysgs eni “éuomy® reports, im which the eoures ic to some extent disguised,

ztrems coeresy in the hc.nulnw end use of £ll such intelligenes, in vhatever
f’or, iz ossential to yreveant ths enemy frem learning of the existencs of
thlis ssurce,

b, Comnanders anthorlized to receive clear wcather texts obiainsd
br erytaralysis ere thoss to vwherm thig leiter ic addreszed 2ad Alr Fores
end Task Forcs commanders wvhen it is essential that they receive such textsz,

e ’ SECRETSECURITY

"
SECRET
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AG 311,5 (23 Feb £4)0B-5-B {Coatia,) 2 Harch 1942,

¢, Commenfiers authorizod to recelve coded analyses and Rdummy®
reports are ftlhioso authorized to recelve clear weather texte znd, in addition,
those subordinzie commanders vhoco operations make it eossentizl that ther
recelve cuch anclysea and reports,

&. Tersonnel suthorized to handle the cryplogrephic procescing of
communications trencnitiling weather intelligencs resulting fron cryptenalysis
will Be kent Yo an cbsoclute minimnm end 411 be kept away from those forvard
arsas vierc there is eubstantizl riek of capturs by the enemy, All such
pereonnel vill have a G=2, Var Derartment, clearznce pursusnt to provielons of
letter AC 511.5 (18 Dec 43)0B=S=-B=M, 24 Decarbor 1543, subject: Clearance of

Farsonnel for Oryptographie Tuties,

e, llecaanges or cther documents transmitiing wsather intellipgence
resulting from eryptanal ycis (including clear wezther texts, coded analyses
end fduns v“ reports), or any diract or indirect refercnce thereto, will con-
taln the wvord HYF*R to indicate the sourcsz and to insure especlelly cecure and
limited naniling, The word RITIR will be turled within the body of each necsage
near the bszinning and cryptogravhed as nart of the text, It «il) not be nead
in confunciion with any other words giving = clue teo itc significameco, Tor
example, such phreses as "from FYPIR scurco® +ill not be used, lessages transe
nitting clear weathar toxts Obtm.i'lﬁi by eryptanalysis will be confined to such
texts and wlll nsver contain informaticn from any other source,

£. With referenco %o parsgraph 1 (h) of ths inclosed Joint Letter,
storage wlll be ac prescribded in peragreph 21 b(1) of &R 320-5, 23 Septembez
1942,

£s The regunlations sot ferth in thie letter and the incloged Joint
Letter apply %o 2ll commands of the Ammy and to the VWar Department,

By oxéer of the Secretery of Var:

bt /&wxfo

k,..,'::’."' E, DULu;C‘D
rigadior Generci,
1 Iaed, keting the 4djutent Gazaersl,
L 1iptel etove,

CCPIZS FURIISHID:
Assistent Chiel of Staff, Overations Division, VDGS;
Acsistant Chicf of Staff, G=2, VDGS,
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Sub;ect: Regulations for the Dissemination
e e and Use of Communication Intelligence
Concerning Yieather,

SO S

The Secretary of Var directs:

k3

I. That a registered secret security letter substantially
as follows be sent to:

The Commanding Generals,
irmy Air Forces
Arny Service Forces
e Commander-in-Chief,
Southwest Pacific Area
The Commanding Generals,
U. S. Forces in the European Theater
_ of Operations
Strategic Air Forces in Europe
U. S. Army Forces, Central Pacific Area
U. S. Army Forces, South Pacific Area
- U. S. Army Forces, China-Burma-India,
Forward -Echelon
U, S. Army Forces, Chlna-Burma—Indla,
Rear Echelon
U. S. Army Forces in the North African
Theater. of Operations
Alaskan Department, Advance C, P,
Alaskan Department, Rear Echelon

1. Inclosed herewidh is a copy of Joint Letter, daved 19 Jan-
very 1944, subject: Joint Army-Navy Regulations for the Dissemination
and Use of Communication Intelligence Concerning Veather.

2. In accordance with pé.ragraph 1 (a) of the inclosed Joint
Letter, clear weather texts obtained by cryptanalysis are classified as

,-,,' s p ?‘_‘: ) ;/ t d nr / /
F rndad oot "’f[f (4 ma ¢9)
i 'f.a‘,“_-/':/’-{ Ll LA £ i [/ LU

(ot PTL 4 )

SECRET SELURTY




Special Intelligence A and the following regulations, in addition
to those set forth in the inclosed Joint Letter, are hereby pre-
scribed:

a. teather intelligence resulting from cryptanalysis
includes (1) clear weather texts, from which the source is
apparent, and (2) coded analyses and "dummy" reports, in
which the source is to some extent disguised. Extreme secrecy
in the handling and use of all such intelligence, in whatever
form, is essential to prevent the enemy from learning of the
existence of this source.

b. .Commanders authorized to receive clear weather texts
obtained by cryptanalysis are those to whom this letter is
addressed and Air Force and Task Force cormanders when it is
essential that they receive such texts.

c. Comranders authorized to receive coded analyses and
"dumry" reports are those authorized to receive clear weather
vexts and, in addition, those subordinate commanders whose
operations make i{ essential that they receive such analyses
end reports.

... d. Personnel authorized to handle the cryptographic process- - - -
ing of cormunications transmitting weather intelligence resulting
from cryptanalysis will be kept to an gbsolute minimum and will
be kept away from those forwerd areas where there is substantial

- risk of capture by the enemy. All such personnel *3ll have a

- y. -
: »3#'Y (-2, Yar Department clearance pursuant to provisions of letter
. .nl&;:’$ ; ¢ 311,5 {16 Dec ABSOB—S—B;H,'24 December 1943, subject: Clear-
g (Z) ance of Personnel for Cryptographic Duties.
Ly 3 ' :
o i ‘_} i',,". § e i
T L f’ v e. Messages or other documents transmitting weather intelli-
i

gence resulting from cryptanalysis (including clear weather texts,
coded analyses and "dummy" reports), or any direct or indirect
reference thereto, will contain the word HYPER to indicate the
source and to insure especially secure and limited handling. The
word EZPER will be buried within the body of each message near the
beginning and cryptographed as part of the text. It will not be
used in conjunction with any other words giving a clue to its sig-
nificance. For example, such phrases as "from HYPIR source" will
not be used. llessages transmitting clear weather texts obteined
by cryptenalysis will be confined to such texts and will never
contain information from any other source.
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f. . With reference to

— £, -
21 ofBURITY

paragraph 1 (k) of the inclosed
Joint Letter, storage will be as prescribed

in paragraph

21 b(1) of AR 320-5, dated 23 September 19/2,

g. The regulations set forth in this letter and the

inclosed Joint Letter apply to all commands of the

and to the VWar Department,

3.
prohibited,
II,
letter.
III. That copies of the above ette

Chief of Staff, OPD, Var Department/snd

G-2, War Department Jlmsee) Lizst”.

-

IV. That the Assistant Chief of Staff, G-2,
all registered holders of the abgve letter.

furnished with a 1list of

Reproduction of this letter and inclosure hereto is

That a copy of the inclosure hereto be inclosed with the above

hrmy

) )
W’I:"L'u
= |
];f_: :r“f ‘U
i

ity

2y

r,be furnished to the Assistant
to the Assistant Chief of Staff, -

Var Department, be

\
%) .
% V. That 21l requests for subject letter be referred to the Assist-
o iﬁ ant Chief of Staff, G-2 for approval prior to distribution.
:: . :\—‘E‘\ - 1 ik ==
B “‘ t\‘* y e ' ¥
g 2 ‘:-“ f .‘:'-* N fa '}'O
My 8 ok M{A ; :
i N % i‘."“r{ 2 R // T A% i
A ) i % {2 CLAYTOM/ BISSELL,
o T J St i=tg {/ pi
; ?.‘ac-’?"-“"”}‘ g Ma jorf [General,
% 7 2
1\\- -::\ \&\/ L],f- g‘f A- c. o) S., G"'20
W NX g Incl.
N ~ Cy. Joint Letter, dtd 19 Jan 44 TACTION TAKEN: 4 ﬁ;;“zz“'”““ﬂwv-ﬁ_hﬁ
s O e et v e Ltr to CGs, AAF; ASF; Cominch, SWPA:

e o (D i,

i ACTION TAXEN: 2 March 1944, i
1 I. Ltr, to CG'S, ALF; ASF; C-in-C, SwPA;
| CG'S, U.S, Forces, ET0; Strategic Air Forces
{in Burope; USAF, CPA; USAF, SPA; USAF, CBI, !
{Forward Echelon; USAF, CBI, Rear Echelon; ;
{USAF, NATO; Alaskan Dept., Advance C.P,; /
;Alaskan Dept., Rear ZEchelon, XX I1I, III,

; IV, V complied with.

/ XKDH/mb - 2B-933 Pentagon,

5 FM/md 2B-939 Pentagon

US Forces, ETO; Strategic Air Forces
in Europe; USAF, CPA; USAF, SPA; US:
CBI, Forward Echelon; USAF, CBI, Re:

{ Echelon; USAF, NATO; Alaskan Dept,

Adv Comd Post; Alaskan Dert, Rear
Echelon. Cys furnished: AC/S, OPD,
¥DGS & G-2, ¥DGS.

el P SR
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WAR DEPARTMENT

WAR DEPARTMENT GENERAL STAFF

. MILITARY INTELLIGENCE DIVISION G-2

WASHINGTON

11 Merch 1944

ET G 5 NS mEm A TRAGCM AT TDA
ITELI0RANDULL TOR THE ADJUTANT GZERAL:

Subject: Security of Zvecial Intelligence
within Zuropean, Xorih hfrlcan
’ end tiiédle East Theaters of
Opearations.

i That a rezistered ton seerad letter
substantielly as follows be addressed to:
Supreme Commander,
Allied ZIxpeditionary Forces
Tne Comraading Generals,
U.5. Forces in the Hurop=szn Theater
ol Operations
gic Zir Forces in zurope i

. ATmy -Forces in the Horth African
Thezter of Operations
3. Army Forces in the :iiddle zast

e In order that in certain combined opera-
tions British and Americen recinients of intellii-
sence resulting Lr m the solution of high grade

regulations, t“e enclosed Security Instruction 'A'
liemorandun on the Dissemination of 3ignal Intelli-
i the British and imerican Forces, snd
QECurlty nstruction 'BY, ‘95u7ut1018
ng the Security of orec1“l Intellig
ed upon for the Zuropesn, Horth 4
Theaters of Cperstions.

=

M ow
. FI
t.-.w} o

-4
(D
HJ(

W
wn
ct

tA' and Lscurily Tnstruction 'B* will
superseis G’ 312.1
1943, subject: Ze

azs &snd ciphe ‘:ay be bound by the same sescuriily

1 Aprll 1044 the _enclosed. Secur

(15 Oct AO) 03~-5-B=-1l, 14 Cctober
curity of Ultrz Dexter Intelligence,

ence,
rican

~
Ty




13 March 1944
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SCEIPT ACKNOWLEDGED

AGO,
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within the Zuropean, orth African and :iddle =ast
Theatsrs of CperstiornSand, wit
will apply to all commands oi

Se The,énclosed Security Instruction 'B!
conteins detailed regulations for mainteining the
security of Specisl Intelligence, defined as in-
mOTlatiOP obtained by crynto*raphic nieans fron

nery high grade codes and ciphers or those for

qecarity reasons placed in that categzory. The
Bnclosed Security Instruction 'At is a gezaral
guide for the handling of 211 Signal Intelligence,
including not only S»ecial Intelligeance but also
lowier grade Signal Intelligence.

4., The 2nclosed 3Security Instruction '4!
d Security Instruction 'B' will be distributed
nly over the special channels nresc*ibed in
jecurity Imstruction '3' for Speciel Intslligence
*35 111 be made available only to nersops
uthorized to receive Special Intelligence pursuant
uO Instruction 'B'. All provisions of Security
Instruction 'A? appli“abTe to Signsl - Intelligence

of lower grede than Special Intelligence (i.e.,
"Crypt Intelligence” and "Traffic n...J.ysw") will .
be separstely issued through command chaunnels as
Security Instruction 'C'.
5. Heproduction of this letter end the h
enclosures hereto is prohibited. A {“M

copy of each of the enclosures hereto S e
the sbove letter and be classified "Top. -~ .

furnished to ’

=t ¢ pies of the above letter be
iszistant Chief of Stsf?, G-2, Yar Devertment, for
TETY over»srecin channels to the zdéressees, and that
oniss of the above letter be distridbuted except over
121 cheannels throusgh the Assistant Chief of Staff, CG-2,
Tenartienc. ,ﬁ"
IV s That =1l rejuests for the above le
= sssistent Chief of Staff, G-2, iar De

719‘1& e e

a

omdr. Allied Expeditionary Forces; .
atazic AF in Burope; USAFNATO;

=14

SARTIR: 2,3,4 comnlied with, o e :
‘ r 2B-339 Pentazon. C sytgn 3is sell, g =
v najod General J Fir
- - . R Bells BF By G2,/ «
oo g
& Znels. . ) [ 30
gecurity Instruction 'A' )
Security Imstruction '3' ,
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SUSJECT: Security of Specizl Intelligece

*ithin European, Forth African 3 2 _ :
- -, " and Yiddle Esst Theaters of s Anthe T. A, B & -
_ Operations, b : Initizls: 4 &
. B . . ¢ Date:. 15 fl;-dz,.a :

TO: SLprem Co*czrc.e. Sl . :
; Fldied .m::ed. tionary Forces y
Tme Cm..lng Generals, . :
U, 8. Forces in t‘na Eurcpean Theater of Operations
U, S, irry Forces in the North African Theater of Operations
U, So Arry Forces in the liddle East
Strategic Air Forces in Europe

1; In order that in certain combined operaticns Eritish and
Arerican recipients of intelligence resulting from the solution of

high grade codes and clphers may be bound by the same e:a:it:r reg-
ulaticns, the inclosed Securitv Instruction ‘A ; Yemoran on the
Dissemination of Signal Intelligence within the British hm:‘ican
Forces, and the inclosed SE'-L::ltv Instruction 'B*; Regulations for

. ' La.:.taln__ng the Security of Specizl .Ln.e_hgence have been g"end
upon for the Luropean, North African and Liddle East Theaters-of
Operations.

ﬂz z:

Dbk

2. Effective } .ﬂ-"il 194L the inclosed Security Instruction
A' and Sec'f-ity Instruction 'B* will superssde letter, f-.C- 312;1
& t 43)03-5-B-Y; 1, Octcber 'm:,,c sub ject: Se"u:'“_":' of Ultra
'.'.rtn"“geme vithin the Buropean, NHorth "£fricen and l'iddle

bl

>

t Thezters of Ope“a ions and, within those Theeters. will apply
to 211 commende of the Army.

3. The inclcsed Security Instruction 'B? contains detailed
regulations for maintaining the security of Special Intelligencs,
cdefined a2s infarmation obtzined by cryptegraphic means Irem enermy
high grade codes end ciphers or those for securiiy reasons placed
in that category. The irclc'=e~. Securit:r Instruction *A' is z gener
gulde fer the hendling of 2131 Signel Intelligence, including not only

(=4

. Specizl Intelligence but 2lso lowsr grade Sign

L. Tbe inclosed Sec:::';‘.:** Instruction ‘A’ and Security Instruction
'E' v211 be distributed only over the specizal channels prescribed in
Security Instruetisn fBY for Special Tn\..elhve. ce and will be rade
availzble only to persons authorized to receive Specizl Intelligence
sursnant to Instruction 'Bt All provieions of Security Instruction

RS B

. ‘A applicable to Signal Intelligence of lower grade than Special
Intelligence (i.e., ”C:—_vpt Int-].l.;gnce" andé "Traffic Analysis") will —
be separztely iesned through cormmand channels as Security Instruction tad b

i, ) -




“hG'3 3.2;._ gg}__[‘ar J.L)os-s-é 13 Varch 19.,L

SQV-Repmductlon of t“:.s let.t& and the inclosures herﬂto is. B

a‘“"‘ “:.ted e 1 Mgl i

B-r order of the Secretarv of Tar:

2 1:1"15 : Ty &
Security Instmction v ie
f‘,_ - Security Instruction B!

bl




- il SECURITY INSTRUCTION *i% * ' o :

: ' I? e EMORAN"DU}{ o Wi T

. ' . on the " .y
, | DISSEMTNATION OF SIGHAL INQ'SL_IG:NCL B B g

YITHIN THE BRITISE /ND- mz&; AT FORCES.

1,- Intention of Memorandum.h il S " gl & ol "i‘

.This }denorandum is 1ntended to sarvg-as a eneral gulde to cll
, Comnande*‘s, Intelligence St.._ff.‘s, and Signmal-Intelligence Officers. st

‘equzl levels, for dealing with the handling, d_.SS%;.._."L.u_O"l and secu::.ty'
" of Signa l Intelhgbnce.

"2.-:. Nomene 1éture . : 5 i

=

. - 'Spécial nomenclature to be used in- s'g':c.ls and. written’ cormmnlcc.tlons
dea]_mg with Si g'".al Inte'l ligence. is' set out in An:exure (b),

.
' 5 t

3. Security. L = e =

The oreservat:.on of secrecy in the handling of Slgnal Iﬁtelligénce.. !
is a vital factor in thc conduct of the war, _ ‘
If this d‘.g“ce of securi ty is to be n.intc._med 1t is essential °
that the British and Americen Signal IntcLllgence Serv:Lces should pursue
the same methods at every lsvel and in every, theatre of war, Leokage A
. at any one point mey not-only JGOp”I‘d" se the flow of intelligence in the-

tuea‘c,re of war cencerned, but ‘also effectively dry up the source 211 over
the w rld - Py

Ls . Issue of Séétfritv Instructions, )

U'u.forn securlty instructions for the handling of Crwn Intr.,ll:L gence
and Traffic Analysis will be issued from time to time through tHe.s:.nlor {
Signal Intelligence Officers serving in the relevent theatre of wer of
throv_szh the Icczl Signzl Intelligence Boerd .,hgre one has been forrned

- The ha "dl_mg of, end cyphers used in cormectlon vith Special
Inuelllgence are dealt with in the special :Ln.'_stm tions referred to in
Par:.. 5 (:Ll). . ok h & ' ¢

..

5.-_ ' D}.s urlbutlon

(1) The governing -principle regar d.mr- the distribution of Signal
Intelligence is that it will only be d.sclosad to those Officers who have
the aosolute need to know it for the proper exec tion of thelr dutie

r

(11) Special Sec&rﬂtv reoulaunons 2s regerd Specl al Intelligence-

: in the Euron:.an Theater have been zgreed ond il l be issued By British i
A c..."ld lmerican c.h‘“horltlﬁs to a1l co*xcerm—.d ge : '

2 . Any aiterations in tnc, regulations for the ‘dissemination and security

oi‘ Sp~=c1a1 Intelligence may only be sent to autherised recipients of sueh - (33

< L »

T .




;-material and over: the special routes that have alréady been laid down, '
and ‘are. not tc be included in documents connected with Crypt Intelligence -

LY

end“Traffic Analysis, .~ --

(1ii) The leveisron which intclligence derived from Signal Intclligenc

will be disseminated are given in lnnexure (a).

6. . Handling of.Intelligence obtained from Crwpt Intelligence and Traffis
.,rﬁnalvsis.?ff s T e e e

e In general the British and American Army and Air authorities have
.agreed that-as a principle "In any action taken upon Intclligence derived

~i»"from Crypt Intelligence and Traffic Analysis and any decuments or tclegrams
ibased upon it, it 'is essential that its origin be disguised, .and that the . -
‘codes and cyphers used for its dissemination be absolutely securet,. In -
.4¢;qnggfcgggagggtg;ghjyggja?ay&?,phggvgt is_necessary in the text to -specify the
Mol SOUPCE, thi§'§hduld4b§rdone.by.using respectively the: single words PEART.
i and"THUIE  éncyphered in the text, lo other rcfercnce to source should be
made, BT T 5 e ' - < . P .

. 7« “Cyrhers to be used in simalline Cryot Intcllisence . °

ining Crypt Intelligence must zlways be sent as Most
t) in spceizl cyvhers to be authorized for the purposec, -
. o s b

8+ Cyphers to be used for-siegnalling Traffie Anzlvsis,

Signals containing information derived from Traffic Analvsis musit:

. "~ always bz sent in the highest grade cyphers available ts all addressess,

but nay be regarded as requiring o lower degres of security than Crypt -
‘Intelligence, . .

9. - Exchanze of results, e R

. y
» with the aprroval of the Chiefs of Staff, thst
) Irtelligence organization and the U,- S, 8ignal Intelli-
-gence Sa: grating in ¢ common theatre of war shall cocperate and
exchangs : ults of their Sasnzl Intclligence wnrk without reservetion,
. “and .shall mske these results evaileble to those Officers on levels as lezid
v idowd in Anncyvure (el; '

the Brif'

ct

) 6

uits may not be degraded below thesc levels without reierence
ondon Signal Intclligence Board or eguivalent /frncoricon a2utherity,

0 .k

heérmore it has been -tintuzlly agroed that the distribution of
-~
[¥2 81

3"- Yo

Y & '
10.~:Information<rezarding Sisnal Intelligence Units emploved in theatres' of

L, Yo

ier to corry out the above policy, thc British and U
Yierd ve agreed to infrrm  cech other of the Signz=1
that it is proposed to ¢mploy in all the

‘ Admiralty has associated itself with the farie:d: -
+- arrangements andé the Naval levels of disseminztion arc shown in Anrexurc
als ' .
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Prcwul*atwon Level “f w  ou e TR |

“Eritish Sarvies = "= ohcma gk ____“American Service

i P 0 i . .

 CGHETIED L‘LLED"FG%’.CS PR ey R e

Commander-in-Chief o’ h1¢1EQ Ferees
Chief of Sftaff
Senior Staff Officers (G-2) Intellicence .
AU BN i (G-3) Cperations ekt
R o M 1 3,5) Flans i o ’ ¢ ‘_ . -
8 .- Comrander-in-Chief L1lied Air Forces '~ * ! '°
. .- and his Senior Stars Cfficer. or C.C.S,
; ".-.&nd his’Senior Intellirence 0rficer, o -
Air—Fcrve Co”hand=rs ~in-Chief, ‘Alr Force Commandérs-in -Chief,
their Se dior Adr Staff- Officess ~ ,their £.0.S; and Senior Air
...and Senior iir Inte elligence . ....Intelligence &ta 5L B i‘lw :
Staff O_.J._c==rs -
Air Officers:comma rdﬂrg air . -+ 2Y83r Division G o""ﬂndera,
Forces or Gct::”ﬂs their .- -- ' "0 iinThies of. Staff Air Divisicen,
Senior iir Staff U’“ﬂceﬂs, and* " _:- " Frand Sedior 4ir Intelligence . -
Senior 4ir ~ntell igence Officers, . O”_-ceTS. )

Additicnal L.aff'Officers as mar be specially autherized by the
n-Chief, F o i S S

Commander-in-Chief, ;

% © Y . 4 :

G-8.0. A.H.T. or AR BROUF IDCRS . '
Comrander ' 'Co*wander 3
u.a.u. s ) 2 . i COGOLQ
Principal Staff CEficer ™" )
' i Iﬂte‘lﬁgence g 2 ali=2,
.Principal Staff Gfficer " g
e Operations CG=3. .

Principzl Staff Officer g
' Plans A : “G*S.

kY
G

S.C.l. I a) O + Intelligence Brarch, G-2,
-.S.C.l. ) s) . Sigral Intelligence;ﬁfficer.
Air Fcrce Commander ¢ S B ‘Air Ferce cr Divisicn Commander,
Senior air Staff Cfficer C.0.2. (A.F,)
Senior intelll"ence Cfficer R.4L.T, 4-2. (4.F.) y

rcdition al Staf fficers as mar be specially authorized. by
the Ccenrmarder, K o e




i . . " . ; e =t i ¢ H
( - . Promuleation Level . _ - :

.Tyoe of 'It British Service =~ - 3' ~up o .37 American Service

SPEGIAL

- ARYY HDOR
alt.d allaio

Army Commander . - " g g, Armv Cor\m& der

C.0:5. % « W el = :

0.8.0.1, (I) P 1 ' G2

G.8.0.1. (Ops) e 8 A

hdditional I Officers as Additional G-2 Staff Officers .
Specially authord.a.ed by Army . - as specially authorised by
Cornm nder R Arny Commr;:\der.

™
Fire
H
+ry
1)
H
o
)
6D
B
@
ry

Air Force Commander
Senicr Air Staff Of ficer Ca0.8: "(4:F:)

IN TEE EVENT OF A CONPS OR TASYE FORCES OR £IR FCNCE
C-ROUPS (U.S. WI'GS) OPERATING IVDEPENDENTLY. AN AR
CUF CO:INDER FAY DE "Tvrr» _SFECILL AU THORT TY FOR

.DISSE'.IE-?.!"-.TIOH 10 THE FOLIOVAF G: 2

Corps Commander Corps Cormander

E.'G.S. €.0,S5.

Principal S nif Officer (I) G-2 -
= i n (Ops ) G, _ .

'r'c"p Com J“la_ﬁder‘s p- 8 ” Ying Commanders (L4.F. ) A S
-Senior Air Staff Officer . 0.0.8. LT,  Ving

Senior Intelligence L85 0T A-2, Ting,

IT VAL CCMANDS

Navzl C-:,m'r."'lde“q—in-—CHief i

Force Cormanders and s;lccud
lag Cfficers, and their Senior

GL .8 o

Scaff Cfficers specially
guthorised b them
CRYPT cipients of !'Special'y 211 Intellisence Cfficers
1¥D in zdqu arters hlghc,r than Corps or Group (U,S. Ying)
TRLFFIC and in addition:
AKALYSIS
CORFS HDARS -
Corps Commander + - Corps Commander.
B.G3.8, _ ; C.0.5; -
. C.5.0.2, Intclligence. , G-2 -
u.3.0.2, Cporations T el
L1l Intelliigerce Officers - . " A1l G2 Intclligencs Officors
é&ir Intelligence Officeor L3¥ Officer:
. fdditicnzl I Officers es
authorized by Corps Commander. By
‘ f;.‘)o

s
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Item (¢) cmcermnp Speca.al Inl.e 1ligence rust not
under any CerUNSuanCES be dlsclosem to eny person not zware

of the existence of this sourﬂe. See Pro“ulga on Levels in

Anhexure (a).

Terrs _tc be ernloved. - Shert Title, “ -+ Definition.
(a)  Signal Intellisence .-Sig.Int, Comprises (2) the intercsption

of all enermyr and neutral
cemmunications and radio

ranspissicns, and their 7 i e
soluticn; (r) the Intelligence :
rﬁsul+in¢ therefrop, ard the - % -

reparation of Slvh Irtollﬂr-
enc:'i 2 useful form,

(b) Y Scrvice A Y (Br.)

The Orpznisation rocponsible
Radic Intzllizence Service R.I. (amer.) for the intercoption of all
: ' - enemr and neutral radio -
transmissions including the
' operation of D/F services, .

Codeo Hord, PO 8 s

Special Intelligenes Ultra Intelligence resulting from
d ‘ solution of hish grade codes
nd cyphers or of these for
Security reasons placed in

this caterory.

(¢) Crypt Intellirence Pearl nfgllicence resulting from 5
J g e : =7
sclution of lor end medium =

crada cedes and crphers unless =

pizced in the spzeial o category S

' o o ahove. .

: ////// . : b

(e) Traffiz iralrsis ' Thurb Intclliconce obteined from e

I
a stucy c; radio traffic end .
my o £

It is isportant to note that the

expressicn 'Y! is ‘restri *zc to
tHg gb“V"dcfiniulcn. "

Reference itexr (c): This new supersedes and takes
place of all previcus ccde nare

. - . such as Sirdar, fwell, cte.
. Relorence iterms (&) These coda viores will be changed 59 ;
EnC_\cJ from time te time =os mzy he tJQ-F L
.. econsidured -necessary, , ' o



Group Commanders
Senior Air Staff

Senior I.Officer

AGcditional Staff

autherized by Group Cmdrs. R.AF .-

"

.. . Anmexure (2) Cont'd

Air Division Commanders.
- z -8 C..0.5. Air Division '
R.AF. a g Ving Commanders (4.F,)
Officer. - C.C.s. A.F, Wing,
A-2, Ting. ‘

7 = s e
“Additional Staff Officers as
authorized by Air Division

or ‘iing Uommanders, :

Officers as

.-....-.-..OOC.........
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( BEGURTTY ISTRUCTIONAS! ( |
ey . i 2

THESD IVSInUO”Z NS CAWCEL PRIVIOUS RIGULATIONS O THIS SU3JICT

REGULATIONS TOR MAINTAINING THI DECURITY_

P SPECIAL THTZILIGEHNCE

EFTHITION , i el

Special Intelligence is the agreed name for the resultant most secret.
inTormation obtained by cryptographic means from enemy hizh grade codes and
c;pners, or those for security rezsons placed in this categ 0T

A1l = SSaces dealing with Special Intelligence vhether c containing
tae actual i ration or sumh&rles, abn?eCWations,:querles nd comments
thereon, are to be identified by the code word ULTRA, 411 other code
nanes (e.g. SIZDAR, 4V”O”IC) are therefore cancelled by tHese instructions,

VATUR '

. =

Information from Ultra can be regarded as reliable and zction may
be taken upon it in accordance with the security instructions given here-
under,

| SECURITY

1., Genersl

of the source of Ultra:

LY

nfor wation

tion. i is of tiae uimost
_mvo*ua“, i“ the conduct of the war, This consists of preveanting
the development of suspicions oa the part of the enemy that BRis commun-
1s are being read, thereby giving him no cause to change :is
vhic and signzls security system, If fron any document ihat
%

is hands, from any zessage that he might intercept,
t might De revealed by a prisoner of war, or from
a

onsider action based upon Ultra information, the enecy
n cause to belleve that his communicatioas were noi adeg tely
€€ ageinst the interception which He knows io be exployed :
im, he will effect changes which will deprive us of the
¥rnowledze of his operations and stratezy. The loss of ilis
icn wouid vitally affect operations on 21l froats. :
The source and contents of Ulira nessages are to be di 1oaeu
217 te those cfficers and their staffs who for the proper execut 1on
of their duties have -the 2bsclute need to know such-information,
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vel of oificers authiorized to
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In Ministries and Departments - to those staff off icers for
whom the MNinister or Head of Department considers the 1nformatlon
_1s vital to the prOper executlon of thelr duties,.

.« In Onerationzl Cor—:nds G.H.Qs,f br A,H.0s, b toqthose‘pfficers
hOldlﬂg the fOllOV’lng_.pos tg: e g o

-

Brltwsh Sevv1c= = " j' .
R T O?Elr ED pii_vD 'DRG?
i3 Comranaer-ln-Cﬁle* ’f.Allied Foféeswf;_;:f',;:t ¥:;;;;
-Chief of-¢ aff N e
- Senior- St orflcers (G-2) _“tcllloence ]
I M R (G=3) Operations. m"h, ,
? o B B 4‘1-" TS ey D’ans T I BN
_ Cdnmande —in;CH ef A*Lled #ir Forces, Sl
L T sk is’Serior Staff Officer or ;0.5 wand
o, o d his S¢110P Inte‘llve‘b- O;flcor - '
Air Ferce Co mrandsrs-in- GChia? % - Air POI’CE COF:. ;aFCiE“S—-ln-w..lt:f
their Senior Air Staff Off icers, their C.0.S; z2nd Senior-Air *
and Senior Air _nuellls-nce S aff - Inpelllgence_SLgﬁf Officers,
Cfficersy” - &% /7 e s e '
fir Officers Commanding Air F Air Division Commanders, '
Forces or COH*ancs, their Senior ¥ ° ° Chief of Staff Air Division
Alr Staff Officers and Senior . and Scnior. Air Intelllgcnce g R =
A;r Intpl¢1genca Officers, Officers,

Additional St af Officers as may be specially authorized by the Commander-
in-Chief, '

6.E0. A.0.0. or R GROUP PDW“S

Commander B ‘Commander

£.0:8; . 0,048
--Principal Staff Cfficer '

‘Intelligence G=2

Prlncmpal Staff Officer '

’ Operations G-3

Prlnc1pal Staff Officer -

_ . Plans G-5 : :

" G.S.0,1(I) (&) 0.C. Intelligence Branch, G-2
G.5;0.1(I) (s) Slgnal Intelligence 0f2icer
Air Force Cormmander Lir Force or Division Commander
Seplor Aix Staff 0ffiecer C.Q.8. (4,F,)

Senior Intelllgence Officer .
R.AF, [ bels s L8E,)

Additional Staff Officers as may be specially authorized by the Commander,

D - o }

L
550




British Ssrvice-(j 5 g & . Americd.  Service - - ’

e -

Tt 'ARMY HDORS- - :

' Army‘CQmmander_._ N T dy Army Commender

0.8, . | R L S T

B.8.0,2(L), " 7 LUy A G-2

G.§.0.2,(0ps) . - e s BV i ‘

Acditional T Officers as' -~ . . . . additional G-2 Staff Officers as
specially authorized by Army's- """ ' 'specially authorized by Army
Commander ., . e 2y _ - Commander -

Air Force. Commender T 2 PR £ir Force Commander

Senior Air Stzff Officer C.0.8:- (A.F.)

In the event of a Corps or Task Force or Air Force Groups
(B Vings) ‘operating independently.an Army Group Commander may
be given special authority for Ultra to be disseminated to the

following: - -

Corps Commander ° - . e C Corps Commander
B.G.8; " - 2 g 6.0.5,
Prineipal Staff Officer (1) . G2

. il n (OpS‘) . : G-3
Group Commznders R.A.F. Ving Commanders (A.F.)
Senior Air Staff Officer .~ C.0.8. - A.F, Wing
Senior Intellizence Officer K A-2 Viing

NAVY COMANDS

Naval Commander—in—Chief. _ - . e

‘Force Commanders and selccted
Flag' Of ficers and their Senior
Staff Officers specially.

authorized by them, p

i) L

3. Beeulaticns to ke acolicd to Authoriszed Recinients,
'-;;_-u;;_cers'whoiare-authorized-towrcceive Ultra must be properly
Lo the nature of the source and briefed regarding the

&

[

ot

ations, They must read these regulations and sign a
they have done so and fully understand the Penaltins for
ol the sstrecy- acts both during and after the war. '
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Liaison Units (S:L.U.) are attached to each Operational
ers authdbrized to receive Ultra, They are respon-.
nandling of Ultra and the gencral carrying out
regulations,  They hold.the special cyphers in

d and are the unit through which all Ultra

o
by S
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be passed,
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pief up ih'operationalﬂa:cas should be carried
the Senior Special Liaison Unit Cificer, or a Staff
uivalent rank of Brigadier, . '
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~where Operational Commanders ‘consider that additional
e specially enumerated in paragraph 2 should be

~In csase
(=} e,
ubs\qﬁ\Ultra,nthgyﬁmnstHapply through the Special

officers
authoriz
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Llalson Unltéj,o-ugbhlnaton or London over Ulér routcs, giving = - ‘-b"’&;

reasons: for the request.

SN el

;here 1na1v1dual offlcers hold*nb poste which entltle them to .
Ultra at Operationzl Commands-are changed, the Commandor making * uHc '
changze must pérsonally guarantee the new holder as.a rcliable Tecip-
. ient, | The new holder can then be initiated and leC;cd v1thouu?'
o il ref rence to Iondon or L'shlngton. . ::‘7; il B

i A :

J GO e -f an offlccr rel_nqul hes a post vhlcn has enultﬁed his, access
‘to Ultra, he automat;cel‘v forfeits his right to. see. thlS mater
and- will.sign an undcrtaxﬂne to thls cf“écc. ”,:- . 3

' E o

rae

o ¥a

9

- W fhen ofl*cers who havc bad an:intirate- k“ow1edge of Ultra material

s

loaVc these posts it'is highly undesirsble

4

u

that thf"_chould de trans—

ferred to posts wnlch mloht 1nv07ve ca“uu*e by the.ienen

Lrtb:ri?nd
.show,

e

'-“cc1bltnus of U btrs. may
read, or discuss Ultrd rgssag¢s or their cortcnts, with  anay-

1

e

not Lndgr cnv cir

e

cumsuance

(4

are

othnr pérson of ‘any service unless they are sat*sfled tnat .such persons

also’ aUuQDPlgCQ to receive it,

“ireeeived,

L ’ PR

-Up to date. 1ws£s of named authorized recipic

< 4n h1n¢stflcs . Departiments, Commands end G.u;.s.,
‘It is. the “duty of the Special L
lists at Ouurat_o“al Comnands and Commanders nu
Special Liz
staffs s bo are aquho ﬁzbd to.rece¢ve Ultre,

The names and posts of aTT Gutho*ﬁzvd Techl

should ‘be forwarded promptly by.the" Srec1¢l L«alson Units to Lordgn
that complete: lists of .all. authorized rc01p—'

or Vashington, in order

ients may be maintained at London and nhsnlngton

Dissemination of Ulira

T

A,

1son b 11ts to ?cep théss

ison: -Unit's ‘informed of the names of all

.-,\. -

nts must be'kept
whére Ultratis: -

t therefo ¢ keep the
;flcers on taeir

éents’ and any cn;nves

on. a currequ ba51s._

S, B b ', %

3 : Saty oo

1ts, Cornands, Srh.”s.
g, & S "

To Ministries, Dep-v"-wen g ard K.H 0s.,
both =% Home. :“i varsse , ] i Ll T
i E . ") - FELs e ,51;-_,-: s X
SRR Orlglnal glssuw1na ioh of Ultra rust be

rim:pcentra;ﬁzed dlSSuthut‘ng auubofity. st

o

"\D¢ssem¢ratloﬂ*to e autno¢1ucd “ccwoi;
-uast 1n al_ cases be._ il

.'.’ Y g

3 'f(i)'Adﬁ€¢ SPbClul*V aLtqof;zed routcs,‘. %o s
- {48) gt socclally au*“orlzcc cgp'e rs, which mus 'cifhir o o
s  ° be ong¢ time tables or swac1ul se tulngs of a maching.: "

w2 _cyphor vhich is agreed as sccure
. o+ -experts of bothithe Unltpd n;r*:om
& Sthtcs of- hncrlca )
e : s s b e e G T
el T .
'j'excent in the fo‘loW1ng cases when dlt“
plair language’ within tHe U,K.-

A
Ll L
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or uxthln thp

prov1dcd it lS not occup*é*‘ or enery terr¢to“* “ A
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"(l (2) mer teleprinters, only if “eie toleprinters are
completely: secure -and cannot be tapped by
unauthorized persennel,

.

(b) cver telephones, only if scramblers are used,

.{c) by safe hand of officer over reasonsble distances

and under circumstances unlikely to involve disaster,

(d) Ultra-matgrial;sent overseas by bag or pouch must
- .be encyphered unless the route is completely secure
ancd handling arrangements at either end are confined
to properly. authorized personnel. '
Note 1. Special Maintenance ergineers should be employed
for the teleprinter circuits., Teleprinters and
their staffs should be segregated from general
teleprinter rooms and access to them forbidden
to unauthorized persons, They should preferably
form part of a special section responsible fa» 3u-
safe dissemination of all Ultra material in the
Kinistry, Department or Command,

Lote 2, Bags and pouches should not be sent:

.(a) by air over routes which might incur forced
lendings in neutral or enemy territory,

(o) by sea on routes which might involve capture
by the enénmy,

o Crerational Commznds Overse=s

Normally Ultra messages affecting both higher and lower

o}
ions who arc authorized recipients, are sent direct from
sseminating centre to cach formation concerned,

1211y authorized routes referred to abtove ‘consist

s and -normally Special Communication Units-(S.C.U,)
communication with the disseminating centre, are
perational Commends, S.C.U. are also attached to
arters, unless a completely acdequate alternative

! system is availadle, Special Liaison Units are

for the safe delivery of decyphered Ultra messages

:d recipients at the Command or Headguarters teo which
ached, i

frig

»
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Intercommunication between Ultra Recinients,

Intercommunication -between recipients on'matters vhich in-

3 7 concern Ulira material, vhether.in the form of queries,
Tmeris, summarics or appreciations, must be ‘over the authorized
r2.routes and unless transmitted in sccordance with the CXCEP-

18 1n paragraph 4, A, must be sent in the specizl Ultra cyphers
her through the original disseminating centre or the S.L.U,
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S, o ther g0t10n taken._

s i ; i . L S

~..""10I'b-' g : . 4

.. order -cduld nst be ,rcc=d bhck to Ultra 1nforﬂ1tlon,'c £., ordcrs

U' Summﬁri . -topreciations and Pahérsq.;: BT g

s 3pav

R ) TN , W e RO G ".""

w; .. S.L, Units attached to the Staff. of gll rlﬂv Officers, There are

- operation based on Ult ra *nfor ation that only 3ucr de.nlls are

* ¥ 3 o : . > = :‘ = : \ .
. . ' f - - "
‘D, - Furthbr u“SSEhlPathQ by Re lecinie nus. Lk y . y

B i LT

If eny rec1blents consider thet any original Ultrs message
shouln have a further disiribution to, that alreadv given, they
v~ o Mmust not retransmit -direét but must re Ter the request tp thu
'Qu 5 “original disseminating centre.or S.L.U. who will undertake the .
‘ “further distribution to other- authorlzuo recipients as reguireq,
Trey will. alSO,lnAO”ﬂ'ng'OuhEP ntcrested recipients of the fur-

- R e W g
L.‘ i) res M0 ] H T 2 T

Eo S L Ln'LtS lﬂ. --url-"

14 is. ph#szcn17v'1ﬂoo,s ble angd* “elso undesirable to have

~in dddition a number of ' instances vhere ihe method of application
~of " these revnlgtiore is ' not _applicable to navel us"?g. The
Adm_raltv' tnbr&fore rcuﬂﬂn uhClr orn Ultra service to 211 naval
Ll"lluS. .

Emslovﬁent’of Haterial,;

T

r, s .

. tny actio n based. upor Ultra information which is taken by a
Comn ander nmust he so camouflags that the oc tion itself cannot lead
the enemy 6 the. conclusion tﬂ‘t 1t lS based on Ultra Tntelligence

Yomentary tact¢c4l ud\ nt
tﬁklng any risk of cormromws o,
‘uo action may be taker cg‘“th'shecff‘c sca or land targets
reveal~a by I‘L+1~=- unless ,ppror“lvte air or lund reconnaissance has

ulso been undertazken - Rt

age is not sufficicnt ground for
g the source.

Vhen thr° infor '2t10ﬂ is to be usad by 2 Commond 2s 2 basis
-for action to be texen p" a Su uOTQlﬂ&bC command which is not an

authorized recipient, the information when passed to the subordinate
command must be tr nnul_ued into tarms of an operational oruer, S0
worded thzt if . eathuryd Jo wﬂ*é*cnrtﬂd by the encmy -the crigin of the

rdSt‘n;ver contain the prcc time
tion; or-the name.of. enys, shln revea
ozders 1f trapsm*ttﬁr bv T/T "LS t

, datc or place of an enemy opera-~
le é- ‘by: ’1Vr;.' S1 ¢ch operational
g high- gradcjc; hers.,

The uunoqt care.is uO te bhk; vhen Drﬁe;1rr pilots for an

iven thsm zs might have. béer o :alned b tncr mEans, ‘such as zir
reconnglha_ ce,” and only-such as _re rasnnt1¢7 to t\e cucccss of the
okcrct;on. Ly e e ph s B

.

’Ehcn Ultra material®is” preéparéd” in- the fwrm of. & summary,
appre ;Ptlon or pnper, ubCSb-uquﬁ'a+C ll" bcc~m—_uub.cct to the

- we e % b

.
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Seme security regulatidns concerning dissemination, dlstrloutlcn,
handling and use, as the Ultra moterial itself, except:

() Where the information has also been received from other
sources.

(1i) Order of Battle information which may be included in
normal secret documents after 2 suitable lapsc of time
during which it is reasonable for the enemy to suppose
that the information could have been obtained by other
means,. ‘
It is therefore evident that in order to avoid undue restrictions

on information from other sources, . such information should not be

mixed with Ultra unless this is zbsolutely necessary.
7. Sefety

No original Ulirs message, and only such recerds as cannot give

eny clue to the nature of the source, may be kept at anvy QOperationzl
Headguarters below that of an Army Group, .

It is the duty of the Special Liaison Units to keep an accurate
log of 211 copies of messages .delivered to Commands and in the case
of formations below the lovel of Army Groups; to rctricve and destroy
t‘;br. %

3

0 .h_

[=

¢ number of hours during which the Commanders may retain Ultra
messagis d :pends on their proxi vitv to the cnemy, dbut destruction
should nors allv take place as soon as the necesszary action has bzen
teken, » S A

=

Recipicnts of Ultra at Operstionzl Commands rnay not under any
circumstences carry on their porsons or despetch sutside their
Beadgusrters Uétrb messages which have been delivered to them,

1% is the responsibility of the Commonder J.tc whem the Special
Liaiscn Units =re attached to sce that Spceial Liaisen Units are ncver
requircd to go within prebable risk of capt‘-b by tht enemy.

€ respo
roy all in clear Ultra rmessages, cypher po ds and material,
sider the situation varrants such action,

Spzcizl measurcs-nrc to bb taken to cunsure thet 211 Ultra material
vhether at Linistrics, Deﬁ"rumc nts, Home or Oversens Commands, is ot
211 times so earefully handled and kept that no unauthorized pcroJ.
can obtain access to it znd that it is properly dusuroybd at the

arliesti precticable moment,

s will normally bc kept ot
o iote ccntres nnlbb U bc

-7 =

nsibility of the Scnior Officer -f Special Liaison:
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WAR DEPARTMENT
WAR DEPARTMENT GENERAL STAFF
MILITARY INTELLIGENCE DIVISION G-2
WASHINGTON

11 Aarch 1944
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Subject: Securlty of Signel Intelll
Wilthin Euronean, North African
and !11&8le ZEa2st Theaters o
Cnerstions. -
e
The Secretary of War directs: \;‘
: . T
I/ That a registered top secret letter substan- “J
tially as follows be addressed to! »
Supreme Comzander, o
Allied Expediticnary Forces
T:e Commanding Generals,
U.E..Forces+in«the European Theater
T Operatlons
. .. Strategic Alr Forces in Eurone
: "'/ U.S8. Army Forces in the North Afr
' " Theater of Operat ons ;
: DBy arny For

ces in she Middle Za
Ny 1'9# .

1. In order that in certzin conbined ‘Onsra~--
tions British =2nd American recipisnts~of Signal
Intellizence may be bound by the same securlty
regulations, the enclosed Sec urity Instruction: GV, ..

‘sMenorandum on the Dissemination of Signal Intellice

within the: British and Amer_can Forces, has been
agree upon“or the “uvopean, Morth African and
iiddle East Theaters of Operatlons. B, s, oL

= ¥ - 4 - ,:’,‘&;‘ -

2. Effective 1 April 19éé)tbe,ancbcsed
Security Instruction "CF will supersede/AG 311.5..:
(27 Sep 43) 03-8-B-ii, 28.September 1943, cubjact**_'_ :
Security of Rabid Intelligence, within bne European,  °. - M.
North African and iiddle Zzst Thesters of Operations .{Fq:;;
and, wlthin those Theaters, will epply %2 all ' _
commands of the Army.

3. HReproductlion of this letter 2nd the
anc‘o=ure <omesn 1s prohlblt

1 P s
2c. ; air B
et e
ééaf 4

IZ.  That a2 copy of the enc’osur hereto be enclosed—ﬂf ey

"‘l.."




a7 oA OO TS A X g s Py

with 't.he anove 1etter and be classified "Top Secret,.™

-

Lile THhoat &

opies of.the above—2etter be furnished ~ =t
to-the Assistant Chief o Stafi, CPD, Var Dzpartment : -"“,"Jj,_ i
and the Assistant Chief of Staff, G-2, Var Department.fi..i%Z’ |
F2
IV. That 21l raquests for the z2bove letiter de
referrad to the JAssistant Caief of Staff, ¢-2, Var
Department, for aonr'ov:'l prior to distribution.

~ Incl losure:
Bt v Security _nswuctlon e

b S Ay
A - ; & M‘&v{"\

ACTION Ti¥EN: 13 March 1944, |
I. Ltr, to 3C, Allied Expty Forces; R T
. CG, TSAFETO: GG, USAFTHATOUSA: CG, USAF,: |
Tkt CG, Sura‘beglc Air Fopees in Europe;

\

.3

'II;A'CompEied wi‘c.l:i ITI, Cyz, furnizhed as ) e O 7" d
indicated, IV, e Comm]_.ed vith. ..

..-uui/S‘r‘—ZJ....g‘\Q ?enuagon s - % &3 3 "
8 R R e o ; e

-

s i
3 ATION TAREHRN ]
~ T ATITTT A s . :
B JRAJ.!'., b 30T 10, 3

. 13

R i
Sz, ZDINIQIS ., (\\.--?
Fieasicn 3.9 £, \{ ....... ]
Tty el P22 |
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HAR DEPART-THT

Washington °5, D, C,

. G 3171 (11 ¥er 44)0BS.B.E CJil/sr-?B.c3¢ Pentazon,

15 March 1S44,

SU3JZCT: Secvrﬂ";’ of Signal Intelligence

I T e
fidthin E '“uv-ooear Herth ifrican and : , :
Hiddle Dast Theaters of Operziions, ¢ Auth: T, &, G, :
: Initials:(xiﬁ/;—,t/ :
TO: Suprc.e Coumander, : Date: 15 iHar 1944 :
~1lie¢ Zxpeditionary Forces; TRERLTIEIEI I IR
The Coumencing Generals,
J, S n the E rations;
S i ter cof Operztions;

1s In order that in ceriein comhined oncrations Britis!
recipients of Signal Istelligrnce ey be bound by the sane
ticens, tho enclesed Security Inst-uctien 10!, Kemorzndum on |
af 84 '-: 1 Intelligenco within the Zritish znd Anmerican Force s, has beoh
agrzal voon for the Euronean 2 African and Hiddle Test Theaters of

{
Cp:r:ulcns.

3., Teprofuction of this Ietter and ths inclosure is prohipited,

By ordor ef the Sccrsiary ef ¥ar:

1 Trel, The sdjutany General,
S-ecurity Instruction 'C!

COPLS FUNHISHD:

issistont Chief of Staff, G-2, VTG (Spceial Branch)
assistant Chisf of Staff, Operatizns LUivisicn, TDCS,
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SECURTTY L3TUCTION 1C!Y

MEHOZ L NDUMN
or the ; g
D ISSEMINATION OF SIGHLL THTS LLIGEKCE
WITEL! THE BRITISE 4D AIERTICE \’ FCRCES ) :

1, - Intention of Memorandum
' This Memorandum is intendsd to serve as a gene:‘a'I guide to 211
Cezmznders, inuelllgence Staffs, and Signal Intelligence Officers =zt
ecual levels, for dealing with the hhnallnu, disseminatien and security

of 5ignal Intelligence,

P Némenclztvre
Special nomenclature to be used in siznals znd written cemmini-
catlons dealing with Signal Intelligence is set out in Anmesme (b},

The preservation of sec
ant Traffie Analysis ‘is a2 vita

1T this degree of security is te be maintained, 3it.is essentizl
thet tho ?"ﬂ*lsﬁ end American S*'*al Intelligence Services sheuld pursue
the seaime methods a2t every lsvel and in every theater of mar, Legliiss ot
any one peint may not only jeopardize the flow of intellizence in tha
theater of war conce rned, tut alse effectively dry up the scurecs 2ll over

e}
tihe wor le-

. 4e Iszuz of Sceuritv Instructions
Jniferm security insiructiens for tha handling of Crynt Tw"61.-
tissren and Traffic inalysis mill be issued from time to timc thr

) B
the ssznior Signal *PuGIITﬁL“CC Oficers serving in the relevant
£ war or thrcugh the lcc; Signal Inte lljgcrce Beard where o

5. D.'_‘:u"""‘ﬁ‘—"o”'

(1) The Eov*“n’ng ““ch101 regarc.ing the distribution of Coyot
Fasolligence and Traffic inalysis is that it will only bs @isclosad: to
those Officors vho have the absclute neeC te know it for tho Dropan

execution of thoir cduties,

(31) The levels on which inte lligcncc derived from Ciyot Tniol-
Ligeaec znd Treffic ¢ Analysis will be disseninzted arc given ininucxee (2)
6, Hzndlinz of Intclliooncs ebiaincd from Covot Trbeiitoones ond Traffic
annlvsis T
In generel the British znd imerican Army and Air dutho—~itics have
agroed that as a principle "In any action teken upon Irtvllle-nub io-
riveé from Cryot Intolligconce ard Treffic Aralysis and any docum.nisz o=
B telegzoms b_sca upen it, it is csscntial that its origin be dissuisce
anc thet the eedes znd cvpnerg used for its disseminaticn : abscT“*'Wy
scewr2,"  In zecordance vith the ub*v\., when it is nccossaryr in tho toxt
to spzeify the source, this should be denc by using respoetivily the
single werds PEANL ﬂnd THUIB cneyphcred in the text, No cther yoZovsmen s
o scures s;ou'f b made, ;

™
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C¥phevs_ t2 ba usad.in ﬂﬂsna111rc arvnt Int: T’lcﬂncc ;
Slgnals containing Crypt Intelligenec must alwava bc sent as
gre

Kelaks ~ A

Hest Scerct (U, S, Sceret) in'special cyphors to be suthorized for “he
ourpose,

Cvnhc*ﬂ o ba ~scd for sionalline Traffic Ahalvsis, )

grials . ntaiping information derived frem Traffic ﬁnuljSiS
mg§t alxay be sent in the hﬂgbcuu grade cyphers available te ul’
acdresaeng,hut m_y be regarded as requiring a lever do rit
Qac e acgree of soc 3 bl
han C“j?t Intelligence = =

\

Exchonze of results

o It h?f been agreed,~with the' aporoval of the Chi:fs of Stai

;"ft t% British Signal Intelligcnec organization and the U, S. Sﬂ~“~1
_nrcllzg;ncc Scrviee operating in a commen theater of wer sholl cocparate
ant <xchonge thz results of th,lr ignal Intelligenee work, rithout
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on, and shall makc tho b i

Dy 5 axc onlsc results available to these Officers en
laid down in Anncxure (a) ‘

wthe o, i ¢ - ‘a4

o S§E1$:prmorv, it has been ru.uullv cgreed that the distribdticn of
t;“:dﬂ >Sules may not be degradad bolow these lovols without 1:£ Icnee

the or cquivalent Amorican authority,
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- In ordor to carry out ths zbove p011cv the British and U, S,
éltha?v and 2ir Authoritics have agreed to inform cach othor of tha
Signal Intclligcnes Units +ho : e e
B intclligenee ‘Units thet it is propesad to "m“?c in-2ll theators
o Vs g

T taag 3 = Az - 3
The British Amiralty has 2ssocintod itself with th: forzgoire
emrongements and the Naval lovels of disseminction zare shovmn in inncﬁurc
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«llnCXUT- (2)
LLVETS O VIiIOH DNTRLLIGENCE DERIVED FRON CRVPT TITE LLIGSHCE
AD THAFFIC ABAINSTS MEY EE D SENTISTED TO GEFEnal 4
INTELLIGENCE STIFFS OF ALLICD SERVICE A 5
- s P ki b e A .
“Promuleatisn Iovel - - i e e =
: - £ - Sl 2tmd L
= - ae .. s - -
British Scrvice - b .- kmeriean Servies: |
- COMBINED ALLTED- FORCE . '
Commonder-in-Chicf of Allicd Forces " RN
Chicf. of Staff ,
-, Serior Staff Officors . (G-2) Intcllicence
' ¥zt * . (C~3) Ooerations
. T B | n _7(6_5) Pl ns .
Commander-in-Chic? 41134 4ir Forces
cnd his Senier Staff Officar or €.0.5, '
and his Senier Int21ligeonce Officer,
Lir Fered Comnanders-in-Chief, Air Foree Commardors-in-Chice
thoir Scnicr Air Stoff Officers, their €,0,5, and Senier iir
oot their Senjer iir Intolligonce Intc}ligone: Stofe 0fFic: a
Staff Officers ' ‘ >
Air Offié+rs comacnding Air Ferces Di
cr Common thed ! o -
S-&. i'b_f\,

G.H.0, A.5.0, o= VY ROUP EDCRS

Cemmarder Cormander
C.0.8, .08, °
Prineipal Staff Officer e 12

Intelligenee G-2 '
Principal Staf Officar

Opzrations G-3
Prircipal Staff Officer

Plans G-5 -
G.8,3,), (1) &) 0.C. Intolligenes Bronel, Gu2
Gl dad, (T) (8] . Signel Intelligonce Officor
4ir Forec Commonder Air Force or Divicien Commander
Semior Air Stoff Officer C.0.s., (A.F.)
Senior Intelligenez 3fficor R.ALF, A2, (AF,)

. )
. Dhosd ic
et N,

by tho Commander,

2lly zuthorized

E

-
t
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EHIY AT

] ' EHMY o

Army Cemmander
C.0.S.

o3 specifically Addi

ficers 2]l G2 Stoff Officors
Army Commandcr 1

tion
3 specifically cuthorized by
om

0
Army Commander,
. -
4Lir Forcs Commander Air Ferce Commonder
Scrior Air Staff Officar G088, RE.)}

£11 Intclligence Officers ir
then Ccrps or Group (U.S .’ﬁ 1_5 5 B
DS EDS

Qg

.
l_h
D.-
(oN
}_l
ct
-
9
33

.

Corps Commender Corps Commandor
B.G.S. | C.0.S,
G.S.0.2, Tntclligeneo 6.2
G.5.0.2, Op:rztiens G.3
------ 411 Intelligines OFF A1l G-2 Intelligenes Officers,
Air Intellsi. i fir Officer i
CORPS 2 T'SK FORCES R LiIP FOTCE GROUPS (U, S, ETHGS)

OFEE.TTEC TDEFCIDEITIY
Corns Commender Corps Commander '
B.G.5. C.0.8.
Prineipal 3taff Offiecer (I) G2
Pringipcl Steff Officer (Ops.) G-3
Greup CC““.-.‘_'CTS T S Wing Cemmanders (&,F,)
Son or Air Stoff Officer . ' C.0.85. AF, Ving,
Scrior Imtelligenee Offiter L2, Wing,

NAV.LL COLTLLND
Yaval Commzndors-in-Chiz
Force Commanders cond selectod
Flag Officers ond their Senior
Staff Officors specially
cuthorizod by then,
MISCELL.MEOUS

_ oir Divisicn Commandors

) 0.8, 4ir Divisien
Group Cermaonders R..L.F. - Wing Commanders (ii,.F,)

icnlo; L33 Staff Officor C,0.5, i.F, Wing,
enior I Officer :';-2, Ving,
....,-';‘-.dc?_.-i.tiom.l Staff Officars as £AAIEIan2] Steff Officors oa E2
cutherizzd by Group Commanders, Fec st wbroe DY LAT Divigisn ar -
TS : ELD W OOy




Lnnesmure (b), . ¥ ¥

& NORDNCLITURE FOR ICTIVITIES RELTING TO TR . @ -~ + i
« - STUDY OF FOREICH SIGN.IS,
. Zazms te %o cmrleved Shert Title Dofirjtion, f
(1) Signal Intelligonce: | Sag, Int, - Comprises (z) the inmtercsation §
L of 211 crnemy and noutrol {
' conmniccotions and rocie ;
) i r transpissions, and thoir - f
e selution; (b) the Intelligszee i
resulting therefron, and the
preparation of suech Imtelliga-
n o

(1) Y Sczwvies Y (Br,) The organizaticn responsibla
Radie Intclligoree Scrvice R, I. (imer,)  for the intereoption of 11
' cneny ané neutrol rodis
) tronsmissicons including tue
cperation of D/F scrvieds,

(iv) Troffic inclysi

s al
Sglergiiec

[op!
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The Adjutant Generalt's 0Office
Tashington 25, D. C.

.AG 380.01 (8 gl 44)0B-S-B F1&28-93¢ Pentagon

. . 10 July 1944

SUBJECT: Security Regulations for Specizl Intelligence.

TO: The Commander-in-Chief, Southwest Pacific Lrea
The Commanding Generzls,
UsSe Lroy Forces, China-Burma-India,
Thezter Heedguarters
U.S. LIy Forces, Central Pacific jrea
U.S. sroy Forces, South Pacific Lrea
Llasksn Depariment, Rear Echelon

1. In order that the handling and dissemination of Special Intel-
ligence by U.S. and British forces in theaters of operations in the
racific and isia may be governed by the same securiiy regulations, the
incloscd Regulations for Meintaining the Security of Specizl Intelligence
have been zgreed upon for tnose theaters.

2. The inclosed Regulations will become effective in each thesater
in the Pacific and jisia upon a2 date to be presc:‘i‘facd by the War Depart-
""" ment. The date will vary for different thezters irr order that certain
provisions will not become mandatory until necessary preliminary arrange-
. ments have been rade which will permit them to be carried out. (n the
effective date for each theater, the incloscd Regulations will supcrsede
letter, 4G 312.1 (13 Oct 43)0B-5-2-1, l4 October 1943, subject: Sceurity
of Ultra Dexter Intelligencc, with respect to such theater and will epply

to 211 comnands of the Lrmy within such theater.

3. The inclosed Regulations will be distributed only over the
special channels prescribed therein for Spocial Intelligence and
made available only to persons authorized to receive Special Int
pursuant to the incloscd Regulations.

~ 4. "Reproduction of this letter and its inclosure is prohibited.,

)
-

By order of the Sccretary of Tiar:

1 Tricls
Regulations

i:.}-.'-




FEGULATIONS FOR MAINTAINING TEX SECURITY
OF SPECIAL .L:--_._..JLG CE

1, DEFINITION. Special Intelligence is the designated term for
highly secret information obtained Ey intercepting and reading enenmy
messages which have been enciphered in cryptographic systems of a high
security classification.

2., GEWIRAL, The extreme importance of Special Intelligence as e
source of reliable information concerning enemy activities and inten-
tions has been repeatedly proved. Preservation of this source requires
that the enemy be given no reason to suspect that his corrmunications are
being read.” If from any document which might fall into his hands, from
any nessage he might intercept, from any word revealed by a. prisoner of
war, or from any ill-considered action taken upon the basis af such
intelligence, the enemy were given cause to believe that his communi-
cations are not adequately safeguarded agazinst the interception which he
knows to be employed against him, he would effect changes which would
deprive us of knowledge of his operations on all fronts. ZExtreme
secrecy is therefore required and these regulations are to be strictly
observed. -,

3. CODE WORD FOR SPECIAlL INTELLIGENCE. All messages or other docu-
ments transmitting Special Intelligence, information based thereon, or
any direct or indirect reference thereto, will contain the code word
Ultra to indicate the source. UVhen transmitted by wire or radie, the
word Ultra will be buried within the body of the message near the
beginning and cryptographed as part of the text.

4, AUTEORIZID RECIPIEITS. The levels upon which Ultra may de
disseminated, and the number of officers at any level authorized to re-
ceive it, are severely restricted, as follows:

2. Ultra will not be made available %0 staffs below the level
of Army or equivalent Alr Force formations, except that (1) Ultra
may be passed in the form of operational orders to lower formations,
as vrovided in paragraph 9(c) below, znd (2) in exceptional circum-
stances making it imperative, the Commander-in-Chief of the Theater
may authorize Ultra to be nassed to lower formations down to the
level of divisions or equivalent Air Force formations if they are
operating indepen denulv, but only in strict accordance with para=-
grarh 6 below and only if the phrsical security of the receiving
headquarters is assured,

b. Vithin headquarters authorized to receive Ultra, it may
be made available only to officers holding the folloving posts:

[k
()]



(1) Commander and his Deputy
Chief of Staff and his Deputy
Senior Intelligence Staff Officer
Senior Operations Staff Officer

Senior Planning Officer ) At Army Group
Senior Signal Officer ) or
Senior Signal Intelligence Officer ) higher level

(2) Additional intelligence and operations staff officers
absolutely necessary for its hendling and use, as specifi-
cally authorized in each instance pursusnt to paragraph 8(b)
below (except that in the case of formations below the level
of Army or equivalent Air Force formations, no recipients may
be authorized in addition to Commander, Chief of Staff, and
senior intelligence and operations staff officers).

L. To officer will be entitled to receive Ultra solely by
reason of the post which he holds.

i

5. DISSEMINATING AGENCY WITEIN ZACH THEATEZR, 411 Ultra produced
or received within any theater will be transmitted to o single agency
wnich will be charged with responsibility for disseminating the intelli-
gence derived from such Ultra to authorized recipients over authorized
chennels, Within any theater of combined U.S.-British operations (a)
such egency will include both U.S. and British personnel who will be
Jointly responsitle for dissemination to British and U.S. recipients, or
(b) where it is considered desirable, there may be separate U.S. and
British* agencies which will dYe responsible for dissemination to British
end U.S. recipients, respectively. In the latter event, such separate
agencies will cooperante to the fullest extent practicable in order to
avoid duplication of effort in the collation, evaluation and dissemination
of Ultrae, to obviate the necessity of separate transmissions of Ultra
fron production centers to each such unit, and to permit wherever
Possible the use of common compunication facilities and cryptographic
Systens for the receipt and transmission of Ultra messages,

5

-
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6. SPECIAL SECURITY PZRSONNIL, CEANNELS AND CIPEMES FOR ULTRA
(SZZ DIaGRAM aTTACHTD),




2. 4pmroval ef Ckannels., Zxcert in strict accordance with
paragraph 10{a) below. Tltrn [ntellizence, information based
thereon, or any referencs +: 2, will be Srarsmiticd only By
personnel and by means of channels and c¢inhers aprroved, in the
case of U.S. commends, by the Assistant Caief cf Staff, G-2, Var
Department General Staff, or, in ‘he case of 2ritish commands,
oy the chairmon of the Signal Intelligence Zoard London.

L. CSEvecis) Securiiz Personnel, Svecial Security personnel,
to be knova as Epecial Security Officers (S5.5.0.) will be attached
by the 4.0, of 8,, 3:3, W.D.6.8,, to each U.5. headguarters
entitled %5 rsceive Ultra, and like personnel. to be kaown as
Special Iinloon Uzits (5.1.T.), will be attached by the

%o each British headquarters entitled
0 reerelve Tlive, Such persomnel for purposes c¢f administration
and dig:cipiine will be sudject to theater control, They will
hold em=cial cryptograthic systems, or special settings of
machine ciphers, for the transsission of Ultra and will have sole
responsivility for (1) $ke decryptographing of 2ll Ulira nessages
received at the neadquarters to which they are attached and the
safe delivery of the decryptosraphed texts to authorized recipients
and (2) the cryptographing of all Ulira messages sent fromz such
headguarters, They will also advise recipients at such head-
juarsers regarding security in ‘he hendling of Ultra and the
carrying out of these regulations,

2. B ions Persomnel. Vhere necessary to provide
for the pr spission of Ultra messages, special commni-
cations ps i1l te attached to disseminating centers and
operationa rters and will be responsidble for maintaining
direct radio ications between such centers and headguarters.

&. Scecial Sccuritv Revresentsntives. The

may designate, for each theater having Britieh head-

Qua-ters authoriced to receive Tltra, an officer, with such
assistanis as may advenr Cesiradle, who will represent the

. on all matters invoiving the sscurity,
trenemission ani exchange of Ultra and vho, except for adminis-
tration and discipline, will supervise all Bri<isk special signal
intelligence security personnel within such theater., The &« G, of
S., 6-2, W.D.G.S., may designate, fer each ‘heater having U.S.,
headguartsrs authorized to receive Ulira, an officer, with such
assictants as nay appear desiradble, who will r es he
Department in 2ll matters involving the secur: s
and enchange of Ultra and vho, except for admin
discipline, will supervise &1l U.S. special sgcurity personnel
within such theater., Such officers a2t their assistants will be
attached to thenter hendguprisrs Ffor administrotion and discipline
only

€,
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e, se z Pouch. Zxcept as specifically
azh 8'a), Ultra materisl may be
baz or pouch only if f{2) the

e nd cees not pass over enemy, enemy-
territory, or the material is enciphered
in an 3proveu cryptograph¢c systen, and (b) the handling
arrangements at both ends are confined to personnel authorized
pursuant to varagraph 6,

aatnorl ea pur

7. CLASSIFICATION OF ZIB-Y CHY?TOGP..“IC SYSTZHS. The A. C, of

S., &~2, W.D.G.S., in the case of U.S. commands, and the
in the case of British commands, will have sole

authority to determine which enemy cryptographic systems are of a high
security classification, for the rurpose of defining which ones fall
within the class of Special Intelligence, and will have authority to
upgrade the security classification of any enemy system vhen desirabdle
in the interests of security. Such classifications and any changes
therein will be forwarded from time o time as they are raie to Theater
Commancders over the special channels.provided pursuant tc¢ peragraph 6,

[

(88 —1

8., ZPROVISIONS APPLICAXLE TO R=CIPIENTS.

&. 3riefing., 3Sefore Ultra is made available to any authorized
recipient, he will first be rroperly initiated into the nature of
the scurce and briefed re g.rc1n5 the security regulations, and

.L

will sign a form stating that he has read and understands the
reguTﬁt ons and will ccmnly therewith, 2Briefing will be carried
out either by the senior S5.5.0. or S.L.U. officer or, if no such

officer has been designated, by the senior intelligence staff
officer or such other officer as the Commander may designate.

D. Additional Recivients. In the event that a Commander
considers it essential that any officer in addition to those
specifically enumerated in paragraph 4(b) (1) shouwld be author-
ized 4o receive Ultra, he will make application through the
S5.5.0. or S.L.U. to the Yar Depsrtment, in the case of a U.S.
recipient, or to the in the
case of a Zritish recipient, giving reasons for the request.
When an officer who is not alrerdy an authorized recipient is
assigned to a post which entitles him to Ultra, a sinmilar
application will be made, unless the Commander making the
assignment personally guarantees that such officer isg a
reliable recipient.

£. ZRelinouishment of Pest. If an officer relinquishes 2
post vhich has entitled him to receive Ultra, he automatically

forfeits his right to see such material and will sign an under-

taking 1o that effect. In such a case it is highly undesirable

==, 5N



that the officer be transferred to any post which will subject
hin to the risk of capture by the enemy.

}e

8. Discussion with Hor-—ecinierts. Yo authorized recipient
of Ultra will under an Iy circumstancesshow or read any Ultra
material to, or discuss it with, any person of any service unless
he is satisfied that such person is also authorized to receive
such materiel,

-

e. Lists of Recivients. The S.5.0, or S.L.U, at each
headguarters which receives Ultra, or, if no such officer has
been designated, an authorized recipient designated Tty the
Commander, will maintain on 2 current bdasis & list of all persons
at such headguarters authorized to receive Ultra and will trans-
pit over Ultra channels to the disseminating agency the names
and posts of all authorized récipients ané any changes therein.
The dissenminating agency will transmit this information over
Ultre chennels to the in the
case of Eritish recipients and ¢o the Assistant Chief of Staff,
G-2 Var Department General Staff in the case of U.S. recipients.

f. QCormmunication between Ultrs Recivients. Communication
between recipients on matters which in any w;y ccncern Ultra,
whether in the form of queries, comments, summaries or aprreci-
Ations, will be transmitted only over tkhe ltra channels suthor-
ized pursuant to paragraph 6 hereof. If any recipient considers
it essential that any Ultra should receive distridbution additional
to that already given, he will not transmit it directly but will
request the §.5.C, or S.1L.U, to arrange for the additional dis-
ridbution.

4

S MPLOVIMENT OF ULTRA.

2. Action Zased on Ultra, Any action based upon Ultra must

be so canouflaged that the action itself cannot lead the enemy
to the conclusion that it is based on Ultra. lMomentary tactical
advantage is not sufficient ground for taking any risk of com-

pProm=ising the source. No aciion may be taken against specific
sea or land targets revealed ty Ultra unless appropriate air
or land reconnaissance or other suitable camouflage measures
have also been undertaken.

Q. Briefins of Pilots. The utnmost care is to bde taken,

ng l for an operation based on Ultra information,
1ils are g‘ en them as might have been obtained
by otner menns, such as air reconnaissance, and then only such
as are essential to the success of the operation. In no event
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will the source of such information be disclesed, and whenever
practicable the information will be attridbuted to some other
scurce, The risk of capture cakes it imperative that these
provisions be strictly observed.

£. Orders to Subordinate Commands., Inen Ultra furnishes
the dasis of action to be taken by a command which is not
authorized to receive Ultrs, the information when passed to
the subordinate command must be translated into terms of an
operationazl erder, so worded that if captured or intercepted
by the enemy the origin of the order could not be traced back
to Ultra. Such orders must never contain the precise time,
date or place o* an enemy operation, or the name of any ship
or tactical unit revealed only by Ultra. Such operational
orders if transmitted by radio must be in high grade crypto-
graphic systems.

10 UM ARISS, APFRECIATICHS AND PAPIRS.
a. Zestriction on Use of Ultra. Any summary, revort esti-

mate, appreciation or other paper based upon or ;nclualng infor-
pation from Ultra sources automatically becomes SubJECu to the
seme security regulations concerning dissemination, distrivution,
handling and use, as the Ultra material itself, unless

(1) the information has 2lso been received from other
seurces, or

(2) the information relates to Order of Battle and
(a) sufficient time has elapsed to make it reasonatle for
the enemy to assume that the information was ohtained from
other sources Jnown by the enemy %o be available to us,
and (b) the Theater Commander hrs specifically authorized
such information to be so included,

In any cass, the source of such information shall not be dis-
closed,

b. Aveidinz Restrictions on other Intellizence. In view
of the above, it is evident that, in order to avoid subjecting
informatien not from Ultra sources to the special security
reguiremenis for Ultre, such information should not be mixed
with Ultra except when absolutely necessary.

&+ Intellizence Records, War Diaries, etc. No information
from Ultra sources, and no reference thereto, shall be included
in any intelligence journals or logs, war diaries or other
similar records.

-
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11, A0TY OF ULTRA MATIRIAL,

&. Retention of Wltra Material., No Ultra material, and |
only such records as cannot give any clue to the nature of the
source, may be kept at any operatioral headquerters below Army
Group. It is the duty of the 5.5.0, or S.L.U, to keep an accurate
record of all copies of messages delivered to any headgquarters and,
in the case of formations below the level of Arny Group, to re-
trieve nngd destrov them., The number o

of hours during which Commanders
zay retain Ultra messages depends on their proximity to the eneny,
but dEStTUCulOE should normally take pl as soon as the necessary
action hos been taken.

gsical Zanrdling of Mltra Within Hondavarisrs. Svecial
be taken to Imsurs that all Ulssn material is at
banédled ond kert tind ro =mauthoriced ps-son can
to i% Recivients ¢f Tlira ot coezational commands
any circunsiionces carry on their versens, or disvatch
headqurrters. Ultra messages whizh nave baen deiivered
rdinarily, Ultra mey be received, discussed or worksd
room which is reserved for that purpose alcne and to
ersorn who ls not authorized to receive Ultra has accass.
1possible to set aside a room exclusively for this
g, room or other segregete‘ place shall Ye vrovided which
Jltra recipients may use peri iodically, or when required, for reading,
ilscussing or otherwise using Ultra, ‘hen circumstances require
that a commander or other recizient receive or discuss Ultra at
any other rlace, every precaution shnll be taken to insure that
no unauthorized person shall see such moterial, that such discussion
does not take place within the hearing of any unsuthorized nerson,
And that the Ultrn materinl is retnined only for the zinimunm period
of time necessnry for reading nnd discussing it.
£. Safetv of Spvecial Securitv Personnel. It is the responsi-
0ility of the commander to whos specinrl security personnel are
atinched to see that they are never recuired to go where they
would be subjected to the risk of cnpture by the enemy.
&. Degtruction of Ultra Mnterinl., It is the responsibility
of the senior S5.5.0, or senior S.L.U, officer attached to any
headguarters to destroy 21l messnzes and documents containing
Ultra and all specinl cryotogrephic paterial, should he consider
the sizurtion warrants such action.

12, SSCURITY OF RECULATIONS a¥D) CODE WORD., These resulations shall
be transmitted only over channels nuthorized for the transciseion of
U“trﬂ and sknll be made available enly to persens authorized to receive
jlira, The meaning of the code vord Ultra shall not be disclosed to
any person not authorized to receive Ulira. '
e 5
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VAR DEPARTMET
. The Adjutent Generalts QOffice

vy,

-
¥4 igbon 25, D.Co

AC 380,01 (2 Nov 44)0B-S-B - CJit/1q 2B-929 Pentegens

2 Noverbsr 19LL.

SUBJECT: Securiiy Regulaticns for Specizl Intelligcnec.

LE
E:’f
1 )
N
N

70t Goomanding General, U.S. Forcss, Incdia=Burza Theator sssfeTa s

2 RE 1L
Comnanuing General, U.S. Army Forces, Pacific Ocazn Areae,

1. Refersnce is m=de to letter Lhis office, 10 July 1944, AG 350,01
(8 Jul L4)03<S=B, subject as above,

2. In accordsnce with the provisions of paragrzpa 2 of lelter referred
%0 above, the effective dato of the Reguiations for Maintzining ths Security
£ Special Intslligence will ba 10 Hovember 1944 in the Indis~Burme Thezter
and the Pacific Ocean Arees.

. 3. Reprciuction of this letter is prohibited.

By order of the Sgerstary of War:

I
(P
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COPY XO,

-w‘l' VAR DEPARTEET :
The Adjutant General's Office
Washington 25, D. C. .
AG 311.5 (15 licv 44)03-S-3-K /md 23-939 Pentagon
16 November 1944
STx=ZCh urity Regulations for Pearl SRR B8R

Sec
end Thunmo Intelligence.

H Authk: 11 S8 Gt :
¢ Initlals: « /4 %
™: The Commandser—in-Chief, : Date; 16 Tov &4
Southwest Pacific Area RS TREEE - B AR H
The Commarndirz Generals,
V.S, &rmy Forces, Pacific Ocean Areas
U.S., Foreces Indie~3urma Theater
TU.S. Forces Chirz Tneater
Alagkar Departoert, Rear Echelon
1, =ffective upon receipt of thig letter, Urited States irmy
Security Regulations for Rabid Intelligence, reference letter AG 311,5
(27 Sep 43)0=~-S-3-M, 28 September 1943, subject: Security of Rabid
"""" Intelligence, are superseded by the inclosed Regulations for Maintair—-
. irg the Security ¢f Pearl and Thumb Intelligence,

2. This letter and ite inclesure will be made availadle only to
erscn
o the inclosed Regulatione,

3, Letter, AG 311,5 (27 Sep 43)02-S-3-M, 28 September 1943,
subject: Security of Rebid Intellizence, will be destroyed by ourzing,
¥o report{ of destruction is required,

" 4, Reproduction of this letter and its inclosure is prohibited

2y ecrder of the Secretary of Var:

Lt ¢
IDWARD F, WITSSLL
Erigadier General

i Imcls Acting The Adjutant General

As listed abeve,




XBEGULATIONS FOR MAINTAINIKEG TEE
SECURITY OF PEARL AWD THUMB INTELLIGZNCE

.

l. Scope and Purpéée. These Regulations are designed to safeguard
the following types of intelligence:

a. Crypt Inte*llgence- Information resulting from the solution
of enemy codes and cipherss unless such information has been placed
in a special category for which separate regulations have been issued.

be Traffic inalysis: Informetion resulting from (1) the analy-
8is of enemy radio trafiic, short of crthanaTycls- and (2) the
operation of directiozn {inding equimment.

2e Security. The.extreme. importance of Crypt Intelligence and
Traffic Analysis es sources of relisble information concerning enemy
activities and intentions has been repeatedly proved. Preservation of
these sources regquires that the enemy be given no reason to suspect the
degree of our success in acquiring such intelligence. If, from any docu-
ment which might fall into his hands, from any message he might intercept,
fron any word revealed by & priscmer of war, or from any ill-considered
action taken upon the basis of such intelligence, the enemy were given
cause to believe that his communicztions are not adequately safegucrded
ageinst the interception which he ltnows to be employed against him, he
would effect changes which would deprive us of knowledge of his operations
on all fronts. Zxtreme care is therefore reguired in order to preserve
the security of such intelligence from 21l uncuthorized persons, and
these Regulations are to be strictly observed.

Se Code “Jords. Lll messages or other documents transmitting Crypt
Intelligence or Traffic Analysis or any refercnce thercto will contcin a
code word to indicate the source ard to insure hendling ir accordance
with these Regulations. The code word for Crypt Intelligence is PRARL;
the code word for Traffic Analysis is THU.B. In transmissions by wire
or radio, the appropriate code word will be enciphered in the text.

4. Security of Code “Tords. The mear ning of the code words Pearl and
Thumb shell not be disclosed to ery persen not cligible under these Regu-
lutzons to receive Pearl and Thumb Intelligence. It shall be the respon-

;1ltj of ‘every person elizible to receive Pearl and Thumb Intelligence
to vake 2ll possible precautions to preserve the secrecy of the codc words.

Se Classifiication. All Pearl and Thumb Intelligence will be
classified SECRET. -

6+ Authorized Recipients,

2« The levels upon which Pearl and Thumb Intelligence may be

cH

5
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disseminated, end the officers at any level eligible to receive it,
a:'¢ restricteds The governing principle is to limit dissemination
c1.ly to these who have abcolﬁte nced of the informetion for the
execution of their duties.

b, Except as otherwisc provided in these Reéula ions, Peerl and
Thimb Intelligence will not be made aveileble below the level of
Corps or, in the case of Air Force formetions, below the level of
Greup (British) or Wing (U.S.).

ce Tithin heesdquarters authorized to receive Pearl end Thumb
Intelligence, it mey be made available only to officers holding the
follow1ng posts:

(1) Commender and his Deputy
Chief of S5talf and his Deputy
All Intelligence Cificers
Senior Cperations Staff Officer
Senior Flenning Staff Officer
Senior Signal Officer
Signal Intelligence Officers

(2) Acdditional officers absolutely necessary ror its hand-
ling end use within such headquarters, as specifically cuthorized:
in each instance bty the Thecter Commander who shall satisfy him-
self as to the necessity therefor and os to the reliability of
the individuals concernec.

) In exceptional circumstances meking it imper“"ve, the
r Commander may cuthorize the passing of Pearl and Thuz
igence to commznds below the levels prescribed i“ sub-

ph b _bove, but 0“13 if the physical security of the

—

de Persons eligible toc be recinients of Pearl and Thumb Intelli-
gence in accordance 1 i‘h the foregoing provisions must be thoroughly
briefed in these Regulctions before such intelligence is actuclly
mede available to them

7+ Tronsmission ond Hendling.

c. Llessages containing Pearl or Thumb Intelligence or zny refe-
rence thercto will be transmitted only in cryptographic systems
spec;flcallv authorized for that purpose. For U.S. forces such autho-

izetion will be by the Th cter Commander; for British forces such
cuthorization will be sy Cb f Signzl Intelligence Service Offi-
cer in the respective the

bs Documents containing Pearl or Thumb Intelligence, including
cryptographed versions of such documents, will be burned immcdictely

.
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aefter their usefulness ccases. 4t headquarters below Army level,
this will normally be as socn as their contents have been absorbed

. by those who heve to act upon themes Such documents will not be
carricd on the person of a recipient outside his. hcadquarters) except
as dictated by absolute nece551uy. .

c. .In order to avoid subjccting to these Regul lations intelligenoe
h_vlng less stringent security rcdquirements, such intelligence should
not be included in tho samc documents with Pearl or ihumo Inteclligence,
except when absoluuely necessary.

8. Operatiens Based on Pecrl or Thumb Intelligence. Commanders will
take every precaution to insure that any action tiken upon the basis of
Pearl or Thumb Intellicence cannet te traced by the enemy to this source.
For example, appropricte land or air reconnaissance should be undertaken
vhenever practicable, in such manner, and sufficiently in advance of the
proposed act*on, so that the enexy is led to.believe thot such reconnais-
sance furnished the basis for the action; end orders directing such recon-
naisscnce, as well as eny other cperztionsl orders based on Pearl or -
Thumb Intelligence, must never contain precise names, dotes, times or
other detzils known only through these sources, znd must be dispatched in
high grade cryptographic systems. Similcrly, grect cere must be tcken in
briefing cirplane crews, in order that only necessary detzils are given
then and always in a form thot camnot be truced to this source.

8. Exceptions to Restrictions on Disseminction. It is recognized
thet, from time to time, special circumstances will require that persons
not eligible under these Regulaticas to become recipients of Pearl or
Thumb Intelligence may yet require information derived therefrom for the
proper perfcrmance of their duties. iecordingly, the following exceptions
to the restrictions embodied in these Regulations cre authorized:

te In Tire or Redio lMessages: Then, in the Jjudgment of the
Thecter Commcnder, circumstorcss require that conclu51ons based on
Pecrl or Thumb Intelligence be possed to commends or personnel other
thon those provided for in paragraph 6 above, such conclusions moy
be so passed, subject to the following rules:

(i) The code words Pearl or Thumb will not be used but the
classification SECEET will be retained;

(2) The conclusions will be so stated os to give no indi-
cetion whatever of the source. Specicl care must be token in this
respect with Pearl Intelligence to avoid any apparcnt relation
tetween the stotement of onclusicns and the content of the cnemy

* message an which the conclusion is based; to this end no exanct
strength figures, times, or other precisc detzils that have .
appeared in cn enemy message will be included.

(3) Lcssages coptaining such conclusions will ulways be sent

3
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in the cryptographic systen of highest secu;ity available.

(4) The message will always include the express Eulpﬂlﬁulcﬂ

Q that the conclusions may be used by-the recipient only as the
basis for opecrational orders and shall not be given further
disseminztion.

be In Orders of Battle, Sumsaries, Appreciaticns and Other Docu~
ments: .incn, in the. JuAZmCLt ol The Theatcr COMmMANGCT, CLrCUmstances
Justify the inclusion of ccnclusions derived from Fearl or Thumb Ine
telligence in any crder of battle, surmary, appreciation or other
similzar document the distribution of which is not restricted to the
commands and personnel provided for in peragraph 6 above, such con=-
clusions may be so used, subject, however, to the following conditionst

(1) The code words Pearl or Thumb will not be used, but the
classificotion SECEET will bte retcined;

(2) The conclusions will be so stated as to zive mo indi-
cation whatever of the source (see sub-paragraph o (2) above);

(3) The further disseminaticn of such conclusions beyond
the document in which they are thus permitted to appear will be
prohibited.

10. Persornnel Hondling Pecrl or Thumb Intelligence.

o+ Personnel whose duties include crvvuog raphing, transmitting,

filing, or handling messagss or other documents required by these

. " Regulations to contzin the words Pecrl or Thumb will be kept to the
minimum number necesszary.

be Belore undertckin ies. such personnel will be care-
fully briefed, to insure oz understand g of *qe content and impertance
ef these Regulations. -

Ce The handling of Pecrl and Thumb Intelligence will be res-
ricted to commissioned personnel insofar as possible, but

(l) enlisted perscanel mcy perform the necessery crypto-
graphic duties involved in the transmission of Pearl zhd Thumd
. Intelligence provided they have the normal security clearcnce
reguired by their respective services, and provided the require-
ents of sub-paragraphs 2 and b cbove are observed;

(2) when any cfficer who is & recipient of Pearl and Thumb
Intelligence shcll requd ‘re enlisted personnel to assist him in
the - hhndllng of such mcierial, and when their duties do not in-
clude the cryptographizz of messages, he may moke cppliecc tion to
the Theater Commander for pe*wﬁss on to use such persomnel and
such permission m=y be granted upon the persontl guaranty of the
« Officer requesting such permission as to the relicbility of such

.
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personnel, and subject to the undertekinz of such officer tho-
roughly to brief such personnel in these Regulations before ony
such use shall be macde of their services.

. 11, Persoanel Producing Pearl or Thumb Intelligence., Nothing in
the'se Regulations snall bs construed %o prohibit signzl invelligence per=-
sonnel directly engcged in the production of Pearl or Thum> Intelligence
from having access to such intelligence to the extent neccessary for the
proper performence of their respective duties.

12. Questions Concerning Regulatioms. 411 questions with respect
to the interpretction or applicction of trese Regulctions ‘vhich czrmot e
disposed of by the Theater Commonder should be directed by him, through
the most secure chennels, to the iAssistant Chief of Steff, G-2, Tar
Department or the

.13, Dis
...... tial that the <risu
ey it in order to safeguar

tribution of Regulztions. To preserve sccrecr it is essen-

g . Lo : :
on of tThis document be limited to ";hese who regquire
the security of Pearl ond Thumb Iatelligence.

oo
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s WAR DEPARTMENT
- WAR DEPARTMENT GENERAL STAFF
I' . MILITARY INTELLIGENCE DIVISION G-2
WASHINGTON

o — IS T = AT =D AT
I ORATDTRY 708 Tz ADJUTANT GENERAL:

o
A4
.
SUSJ=CT: Regulations for the Disserination and Use of (:::§L5§;
o

Cormunication Intelligence Concerning Weather,//

=

£ Y

The Secretary of Tar dirscts: b,

u/// -y

i That 2 Top Secret letter substentially as follows be sent s

J/f to:

ot " - " e - )

Ez;; The Cormanding Generals,
: Army Adr Forces

Army Service Torces

The Comzandsr in Chief, Southwest Pacific Aree '
Tae Comranding Generals, L’S
{'/ﬁq U. S. Aroy Forces, Pacific Ocean Areas .
S

Us S. Forces, India~Burma Theatier i e g e
U. 3. Forces, China Theater : . tin
Alaskan Departmsnt, Advancz Corrpend Post ” -
Alasken Dspartment, Rear Zchelon

ks The inclosed Re

. of corunicetion intslli:z
' ' upoz between the War D=»
effectiva herswith.

5 ulatiors for ths diss:m;n”‘on and use
encs concerning weather have beesn agreed
artment and the Favy Department and are

U.I

2.  Letter, 4G 311.5 (2
as above, 1s hersby supersed
ort of destruction is regq

9 Feb L)) 03-S-3, 2 March 194k, subject
ed and will be destroyesd by ern_16. o
uired,

3. This latter and its inclosure will be made available only
to persons autborized to receive cor—unication intelligence conc.rnlng

-

weather pursuant to the inclosed Rezulations.

v

vﬂyﬁ;}?-  ~ k. - Reproduction of this letter and its inclosure is prohibited. ;
. i F 4
\-- J 7 ; )
ﬁz;d IZ. That 75 numbesred copies of ths abovs meanti
/ dslivered to the Assistant Chief o? Staff, G-2, WDGS
by him, and that no additional copies of the letter |

his express au*hc“i°°ticn.
e i i e

e | ACTION T? I“"‘T
ACTIOLFT:-KJH.«GQ&%IEAS. ] epfr‘:"‘:*.z; *17, A0.0.
5% addressnes -as indiceteds °F i
II.7E 7526ys of ltr. farn. G—*x‘
Distrivution

Fi/er ~p-939 Pentavcn.

N e Mt




FAR DEPARTRENT
The Adjutant General!
Vizshirgten

4G 311.5 TS (23 Mar 45)0x-S-B-M

SUBJECT:

COrY NO

FN/er 2B-93S Pentagon

6 April 1945 sgaeEEs

Regulations for the Disserinszticn and Use c7 : Auth:

Cemrunication Intelligence Ccncerning Weetrer, @ Initi

: Date:

The Commarding Genersls, SRR

Army Lir Forces

Army Service Forces
Comrender.-in-Chief, Scuthwest racific =rea
The Ccmzanding Generais,

U.5. army Forces, Pacific Ccean areas

U.S. arry Ferces, Indie-burza Theztler

U.S. Forces, China Theater

s2lasken Department, Advance Jcmmend Fost

Llaskan Depariment, Rear Zchelcn.,

l. The inclcsed Regulaticrs fer the disserinzticn gnd use cof
compunication irnvelligence concerning weather have been egresd upen
between the War Departiment and the Navy Deperiment &nd ere effective
herewith.

2. letter, AG 311.5 (29 Fet 44)0z-8-EF, 2 Larch 1944, subject as
ebove, is hereby superseded and will te destrcyeld ty burning. Kke report

of destruction is required.

3.

Teois letter and its inclosure
o

persons authorized tc receive ccomruniczti
weather pursuant to the inclosed REagulstii
L. Reprcduction of this lstter zné

By crder of the Secretery of ¥a

1 Incl.
Regulations,

11 be pecde availeble only to
cn intelligence concerning

VAR

g s
/ ke jdr General,

THe &djutent Geners

—_—
v

-

s 8% wy as e 4.

—~—
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R:GULATIORD FOR TEE DISSzZiIML. TION AND US“ OF : ) Yo o
7COIIE|.‘L.N.LC-I‘LTJ-OIV IM?_L.LIG-.:.\uu COI:C:"RI\-LIGJ WEAI.ﬁ._? - B 2

' . . =

¢ 1. Scope and Purpose. These Reguletions are designed to sefe-
guerd weether intelligence derived from cryptenalysis. The governing
principle is to limit dissemination to those who have absolute need ef
the informetion for the execution of their duties ernd to prohibit th
use of such intelligence in any menner which mesy lead the enezy te
believe thet h*s weeuher coues ere being read, Lo

-

2. Code Werd. 411 messeges or other documents trensmitting weather -
intelligence derived from cryptenalysis will centain the code word LIAIX
to indicate the source and to insure hendling in sccordance with these
Regulations. In trznsmissicas by wire or redio the word MARX will be -
buried in the bedy of the message and c“vntobraoaec es pert of the text.

3. Security of Cods Word. The meaning of the word MANX shzll not
be disclosed to eny psrsen not eligible under these Regulations to
receive MANX intelligence. It shall be the responsibility of every
perscrn eligible to receive IANX to teke zll possible preceautions to
cbserve the security of this code word.

4. Clessificetion, I will be classified Top Secret.

. g Levels

B Levels of Disserminztien,

&. 3Ixcept es provided in peragreph 54 below, IAXX will not

b2 dissexmineted below the lavel of Air Force.

b, In normel circumstances the Weether Ssection o
Torce concernsd will produce 8 mzp enclysis, without eny in

source, vhich 7ill be pessed dowm to United Stetes Wing or British Group
levels. If the mep is besed upon or conteins eny MANK, no ma2tter how
disguised, such m2p snzlysis will be pessed in ocne-time pad or high

grede mechine cipher regerdless cf method of trensmission. Wings or . -
111 then zdd their locel cbservetions zné issus forecests.

lep enelyses es issued by 4ir Forces will cerry no indicetion of the

ce d will net be classified below Confidentizl.

e ]

u

c. It shzll be perzissi

_ i
dcwn td United Stetes Wing or Brit
in'IZANX so thsi they mhy better £DD

for the senior weether officers
roup levels to be indocirinated

them,

, d. In exceptionel circumstencez, such &s special operetions,
LRX ey be mede eveileble dcwn to Unitsd Stetes Wings or Tritish Groups,
provided thet such dissexinciion hes been specificelly av.laorized by the
Theeter Cormsnder in eech instence,

~

. ks



e. TForecests or ccnclusions derived in —hole or in pert frem

mep enalysis ere to be issued to flyinz personnel ené other unindoctrin-

eted persons only in such fern es to give no indicetion whetever of the
source. Such forecasts znd conclusicns cen then be disseminated in the
ncrmzl menner..

6. . Fersonnel Hendlings MM,

s LMANX shall be restricted to
officers znd non-commissioned
officers (or 0 thor]

-
Commender or of sary for its processing

ies’ involve encipherirg
e

+
W
- 1} - - = - .
11 be kept to the minimum

he hes bzen

11 have access to AKX until
nd has signed en osth

P | & - - < - e mmyy ) = . -
fully indoctrimat e Regulsticas &
identicel —ith th etteched herete.

¢, Tersonnel who heve hed ezccess to LANK will be kept ewey
from formerd erees or missions =here thsre is & substzntisl rlsk of

T liethods of Hendlino MARX

o
whiech uninéoctrinet rs
exposed or being used. Do
outiside such offices.

g+ RAIX shell
joi=

teining MLIX shall not be taﬁsn

b. Reproduction of documents conteining M.NX =nd the dis-
tributica to zny person not zuthorized to receive MANX in ezccerdence
with these Reguletions is prchibited.

Gs documents contzining MANX vill be destroyed by burring
immediately efter their usefulness cecses., 4t snerationagl heesdguszrisrs
such desiruction will normclly be within 48 hours of receipt. lzps on
which MAMX 15 plo ted will porm=lly be des*ro red by burning within 15

1= c

; xcept thet one complate set of weether maps conteining
mainteined &s long =s necessery within each thezter et an
guthorize he:dqua ters to be designeted by the theester comrender,

i EX , kission reports,
surmeries, or i:;;ar docure:us. however l:imited the c1rcu‘etlc“.

8. Ioensmission of MAMN, liesscges conteining MAIX will be pessed
only in cne-tixe pad or high grede mechine ciphrer, regardless c¢i method

of trenszission.




,be treaced by the enemy to th1= source..

Wer Department. .o° .- g 1

N
%

ol

Se. Operetions Based:oh'HANx' Commsnuers will take cvery pre- -
ceution to insure that eny ection teken upon the bas*s of MANX c_nnot '

. 10 Qnestlons Concernlnz ?egylat1cns. All Questions w*th respect
to the 1nterpretztlon or epplicetion of these Reguletions which cennot
be disposed of by the thecter commender should be directed by him, -
through the most secure chennels, to the &SSIStunt Chief of Stef G-2,

N e
1



(Date) *

Fd

i o ; ' i having 5een indoct;ineted
in NANX, fully undgrstend the importance of meintzini the security qf_
such informstion &and do hereby solemnly swear thet I will not now or
hereefter discuss the existence or contents of such informetion with
Perscas who ere not authorized recipients, end will de so then enly to
the extent demanded by the performence of my dutiss which ;ecessitate

my being = recipient.

So help me God.

(Nams )

Swmorn bafore me this date

Attesting 0O B |
(Attesting Officer) p (088




| Suhjdt: Instruetions govemming the handling and dissemimatiom of ULTRR

s I produced or received im the Scuthwest Pacifie Area.

T 3 Direstor, Central Buresu.

Officer ia Charge, Special Security Officers (Us; )
Officer ia Charge, Special Liaison Umit (Bri _
Major Jolm R. Thompsoa _ ¥

, Tile A3 380,01 (8 July 19kk) OP-8-B!

produced or received withia the Soutlwest Pacifie Area will

" B transitted to the Assistant Chief of Staff -2, Genersl Headquarters who is .
ibility for disseminating the imtelligense derived frem

|
|

ch ULTRA to designated recipients over authorized channels, Disseminatiea
thorized recipients whe are operatiemally interested

,
E
g
gﬂ
|

*

rsomnsl to be known as Special Security Officers

(880) will be attached by the Assistant Chisf of Staff G-2 ef the War Depart-

ment Gensral Staff to each United States hsadquarters entitled to reeeive ULIRA
to be known as Special Liaison Units (SIU) will be attached

The duties of SSO and SLU personnel are prescribed by joint agreement betweea
the United Sfités and Great Britain to be as follows:

"They will hold special cryptographic systems, or special settings of

responsibility for (1) the decryptographing of all ULTRA messages re—
ceived at the headquarters to which they are attached and the safe

_ égo machina cyphers, for the transmission of ULTRA and will have sole

N

dalivery of the decryptographed texts to authorised recipients and .
(2) the cryptographing of all ULTRA messages sent from such headquarters.
They will also advise recipients at such hsadquarters regarding security
in the handling of ULTBA and the carrying cut of these regulations.®

=)
1=
¥
(S

.

k. The following instructions will govern the handling of Special 070-

Mdn;mpro@cdwcmmm“maiﬁbyitmmm
: T




-

" G=2, Cemeral Headquarters.

. mmlmmﬁuuummwmmmcu'm_
Assistant Chief of Staff G-2, Gensral Headquarters. Whils Central Burean
remains in Brisbans, nchdannw-ﬂlboerractedhtlnormgoftu
mummxmra—z,mmmmnmm, Brisbans.

be. mummtchiotorstarru-zundammm
hmthituotSpcmmmgmdnhwmwtﬂldaur-
zins the method and priority of transmissionm. He will then deliver the messages
tothsSpeciﬂSocurityotﬁmortotbSpecmmﬁaonUnittermiuim

- .. Se cmﬂnmqmlmntaintechnicduﬂsmﬁthothercrypto-
paphicagmhnbydkwttrwmmmtofmnguthichmm
classified as ULTRA. 111 messages of this nature which are classified as ULTEA
tﬂlbedalinmdtotheusistanbmfotstaftﬁ-a,emdw,
mumarmmutrmumwappmumm.

© 6, The Chief Signal Offiecer, General Beadquarters, Southwest Pacifis

Area, will make available atquropﬂateloc&timtbatollaingtwﬂitiu
tcSpocidSunrityOtﬁwsdodmtedtotrmitSpeanpn-
mwmmwmmmumwmmmtwdm

pent and dscypherment as above indicated.

t ™ Mhmwucmrrummafwnmm

b. Secure storags of cryptographic cyphers.
¢. Appropriate and secure o.i'ﬁ.ce space,

Byeou:ﬁndofomrnlm‘&m:

R. K. SUTHERLAND,
Lisutenant General, United States Army,
Chisf of Staff.

070-8
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i VAR DEPARTLTIIT '
Q The Adjutant Cencral's Office
fiashingten 25, T.C.
AG 311.5 (4 Aug 45)0B-5-B CY/mjm 2R-939 Pentagon

6 August 1945

SUBJECT: Security Regulations for PINUP Intelligence.,

TC: Commander-in-Chief, TU. S, Army Forces, Pacific; : ) :
Cormanding Generals, : Auth:™ T, #&IG, :

L. S. Army Strategic Air Forces; s IrdSals: :

Cs S. Army Forces, Micdle Pacific; ¢ Date: 6 Auglbt 1945:

U. S« Forces China Theater; gsfftrertyas Sty sy

Ue 8. Forces India-Burme Thezter;
Alaskan Department, Rear Lehelon,

-

l. rifective upon receipi of this letter, Regulations for Kaintain-
ing ths Security of Pearl and Tincs intelligence, reference letter, AG
311.5 (15 Kov 44)0B-5-B-if, 16 Novezber 1944, subject: Security Regulations
for Pearl and Thurb Intelligence, zre suparseded by the inclosed Fegulations
for Yaintaining the Security of PINUP Intelligence.,
S 2. This letter and its inclosure will be made aveilsble enly to. persons
authorized to receive PINUP Intelligence pursuant to the inclesed Regulations.,

. R tier, AG 311.5 (15 Mov 44)0B-5-B-Y, 16 Hoverber 1941-., subject:
Security Regulations for Pearl znd Thumb Intelligence, will be destroyed by
burninz. ¥No repert of destruction is required,

- 4s FReproduction of this letter and its inclosure is prohibited.

By order of the Secretary of Var:

h

1 Incl, %&Mﬁ?
Regulations. IRARD T WITSFLL

jor General

J
cting The Adjutant Generzl.

™
=

-
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LT 14 1o A c YNE
HEGULATIONS 0D L ALTAINING
STCIR AR P e L3¢ X 4
= ¢C| L a).I-Ju T‘ I‘;-T. .l.al_lI b 5 i B

-

1. Scope and Purnose. These “eﬂulatlons are desipned to safe-
guard the rollowing types of intelligence:

d. Crypt Intelligence: Information reswlting fron the
solution of enery codes and ciphers, unless such information has
been placed in 2 special category for which sepazrate regulations
have been issued.

b, Traffic Analysis: Informction resulting from the study,
short of crypiznzlysis, of enemy communication networks, comrmuni-
cation precedure, cryptographic procegure, and call signs coupled

3

n
with the use of D/F and other iechniczl zids.

¢c. Flain Ilsnpuage: Infermation resuliing from translations
of enery plain l=nguage traffic znd ahrrevizted plzin lensuage
intercepted on enezy military cireuits. Commercizl nlezin language

traffic is excluded frem the zbeove definitien-

2, Security: The extreme importance of Crypt In
Traffic Anaiysis and Plain Languzge 2s sources of reli
concerning enemy activities and intentions has been r
Preservation of these sources requires ihat the ensry
reasen vo suspsct the degree of our success in zcguirir uch _rtelli-
gence. 1If, from anmy decument which might fall inte his hands, from any
message he might intercept, from any weord revealed by z priscner of war,
or irom eny ill-considered acticn tzken upon the hasis of such intelli-
gence, the enemy were given csuse tc believe that his comrunications
are not zdequately safeguerded agsinst the interception which he know
to be employed against him, he would effect changes which would deprive
us of lmewledpge of his operatinns on 21l fronts. lotrers care is
therefore required in order to preserve ths securit ty of such intelli-
gence from 2ll unauthorized persons, and these hegulzstions are to be
strictly observed,

-
~

e given no
<

(j"'r

3« Code Werd. All messages or other docurecnis ir ns—lttlng Cryol.
Intelligence, Tratfic &nzlysis or Plain Language or any reference thereto
will cont:in a coce word to incdiczte the scurce and to insure handling
in aeccordance with these Regulztic

-
v

bs

al

e
1S
=

> 1ne code wordé for Crpt Intelli-
gence, Traffic anelysis end Plain langueage is PIUP. In transmissions
by vire or rzdio, the code word will be enciphered in tke uext,

4e  Security of Code Word; The mecaning of the code word PINUT
shall not be disclzsed te any pgerson not eligil'le under these Legu-
lations to'‘recaive PIITPY Intelligence. It shall be ihe responsibildty
of every person eligible to reeceive PINUD Intellipence to tate all
possitle nrecautions to preserve the secrecy of.ihe cade worde




5. Classification. All PINUP Intellipence will be classitfied

6. Autrorized Ticcipients.

2. The levels upon which PINUP Intelligence rmay be disseminated,
ard The officers at amy level cligible to receive it, are restricted.
The governiny principle is to limit disscmination only to those who
have at'solute need of the informziicn fer the execution of their
duties,

b. Ixcept as otherwise provided in these feogulations, PINUP
Intelligence will not be rade available helow the level of Corps |
or, in the case of Air Force lormaiicns, below the level of Group |
(Eritish) or Ting (U.5.).

Ce wnithin hecaaguartcrs authorized to reccive PILUP Intelligence,
ray be rade availzble ornly to of'ricers holding the folloving posts:

(1) Cormandzr and his Leputy
Chief of Statt znd his Depuly
A1l Intelligence Cf'f'icers
Senior Omerctions Staft Otticer
Senior Planning Staft OFficer
Jenier Sigral Oiticer
Simal Intelligence Officers

. (2) Additiocnal ofricers ehsolutely necessary lor its hand=-
ling and use within such heacdquarters, as specifically autiorized
in each instance by the Thezter Commander vho shz2ll satisfy hin-
self as to the neceusity therefor end as to the rclialilitly of
ilie individuals concerned. '

(3) In excentionsl circumsiances making it imoerziiwve, the
Thezter Corender may zutherize the rassing of PLIRN .urxﬁl—
sence to cormands below ithe levels preseribed in subﬁaraurphs
b a=d e zbowve, out only if the shysical securiily of the re-
Ceiwinr headcuariers is assured,

d. Persons eligible to be recipients of PINUP Intelligence in
atccordance with the foregoirng provisions nust be thorcughly briefed
in these LCrula ions telcre such intellipence is actually rzde

41ab1z 1o ther
‘1 v\“.-

7. Transrission znd landling.

S !e:sa-ec containinz PINU® Intelli’ :ence or am refcrence
therebo.1ill be transmitted orly in crymte iraphic sysitLs

-
€



specifically authorized for thzt purpose. For U.S5. torces
such authorization will be by the Theater Cormander; for

tish forces such autnorlvaulon will bs by the Cnief Signal
Inuel_lﬁcﬁca oervice Officer in the respective thezter.

U. Uocum.nts eemtaining or referring to PINGF Intelli-
gence should be addresscd only to authorized recipients by
name or appointment and nerked on inner cover "to be opened
by addressee only." Such decuments, including cryTiographed
versions, will be burned irmediately after their ucelulness
ceases. 4L headquarters below Armyy level this will normally
be as socn £s their contents have b:en absorbed by Llhes=e who
2ve Yo act upon ther. Such docume will nebv be carried on
the person of a recipient outside h1= headquiriers, except as
dictaved by zhsolute necessity.

¢. In order to avoid subjecting these Reculaticns

tellizence havinz less strincent security rsquiren "

intelligence snould not be included in thz same documenis vith
PINUP Intelligence, except when absolutely necessary.

8. Ch=ra ,iens Ezsed cn PTITP :Lelli;nnceq Commanders will
take ewvcry precaution to insure {Lhsl an, aciisn tzken uron the
basis of R"U“ Intelligence cannot te tracsd !ir the encry to thi
source, ior cng.ﬂle, appropriate land or zir reconnzissance should
te undertaken whenzver oracticable, in such manner, znd sufticiently
in advance of the proposed zcuion, so thzt the ener is led to be-
lieve that such reconnzissance fwrmshed the basis for the action;
ard orders cirecting such recemuzissance, as well as am- other
operztional ord °rs based on PIRUP Intelligsnee, must never contain
precise nzres, dales, tizes or other cetsils knovm only throuph these
sources, and must bte diswatched in high L"udn eryptogrerhic sysiens,
Similerly, great cere rmust re tzken in briefing alrnle:a eTET Sy o
rder t:at only i ccessary Geteils are given tlen and alweys in 2
sour

orn thet ecapnot e traced Lo inis

by O

9. iLxcepiions to lestrictions on lisseminztion. It is
recoynized LVhal, from 1ime lo time, -special circumsiances will
require vhat persons not eligitle under these llegulatisors <o igcome
recipients ol PINUP Intellipence mzy yet reciire information derived
tuETCflOm for the proper perflormznce of iheir duties. iccordingly,

Lhe Lellowing exceptions to the resirictions eriodied in these negu-
lati~ns zre authorized:

ze In uire or Ilzdisc lessages: uhen, in the judgrent of
the Trezter Cormander, circurctancss require thas -*2113'~ns :
bzsced on ’L.”“ Intelligence te passed o cuiTands or pergommel :
other 4l'2n these nrovided for in paregraph 4 abewe, such :
conclusicns mey ke so pessed, oul jecv to ke folloninmp rules:

CTh




(1) The code word PLIUP vAll not pe used but the
classification SYCHRT will beé retained;

(2) The conclusions will be so stated as to give no
indication vhatever of the source. Upcecial care rust be
teken in this respect with Crypt Intelligence to avoid any
ecparcnt relaticn between Lhe statement of conclusions end
the ccntent of the enexy message on which the conclusion
is based; to this end no exact strength figures, times, or
other precise details that have epreared in ar Eneny ressage
will be included,

(3) lessages containing such conelusions will elvays
be sent in the eryplopraphic system of highest security
aveilable.

(4) The message will always include the express
uls ions may be used by tLhe
irient only as the basis for operatinnal orders znd
1n is

- =

not be piven further disseminztion.

(7]

Surrmsries, Anoreciaticns and Cther
icrent of ihe Theaier Co—mznder. circuo-
conclusions derived from PINUP
attle, s ummary, anoreciziion or other
similer document the distribution of which is not restricted to the
commands and personnel crovided for in paragraph 6 zbove, such con-
clusiens ==y be so used, subject, however, to the following con-
& :

Imtelligence in any order of b

(4]
-

) The code word PINVP will not be used, but the
classification GECKLT will be retainad;

(2) The cenclusions will be so stazted as 1o give no
irdication vlatever of the source (see sub-pzrzgrzph 2 (2)
above);

(3) The further cissemination of such conclusions beyond
; o7
the document in which they are thus permitied to anrmear vill
be prohivited,

13, Persomnel Eandling PINUY Intellirence.

"

&, ZPersomnel vhose cduties include eryptographing, irans-
citting, riling, er fancling ressages or other documents required
L. these jwegulztions to contzin the word PTHNUP =1l be kept to
thie rinimum numbicr neeessary

..-/ o
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. b. Zefore undertalking their duties, such personnel will
be carefwlly briefed, to insure an undcrstanding of ths contént
ard importance of these Fegulatiens.

¢. The handling of PINUP Intelligence will bz restricted
to commissioned personnel inscfzr as possible,but

(1) enlisted persomel mzy perform the necessary cryoto-
graphic cuties involved in the transmissiocn cf PINUP Intelli-
gence provided they have the normal security clearance
requircd b, their respectise services, aznd provided the
requirements of sub-paragraphs a and b ahove are observed:

(2) vwhen any ofricer whe is 2 recipient of PDUP Intelli-
gence shall require cnlisted personnel to assist him in the
hanéling of such material, 2nd when their duiies do nst
include the cryptographing of messages, he mzy make appli-
cation to the Theater Cormander for pernissicn to use such
personnel and such pernission may be granted uoon the versonal
guzranty of the officer requesting such permission ac tc the
reliabilidy of such persomnel; and subject to the undertaking
of such officer thorouzhly to briel such personncl in these
Resunlations betore any such use shzll be made of their services.

ence. Nothing in these
siznal intelligence per-
P -

1l. Personncl Procducing PINUF Intellig s
Regulations snzll De conSirucc Lo proniois e
. sonrel directly cngaged in the »roduction o NUP Intcllipence from
having access ic such intelligunce teo ihe extent necessary for the
prover performance of their respective duiies.

13, Qmestis
tc the interpret
be 6ismosed of b C
through tke mest sccure chaanels, to the 4s

g
Lar Department.

)

ns loncorning fepulations, £11 ou
ztlor or application o
v the Theater Comrmande

-

¥ by

2. DListribution of kegulations. To preserve secrecy it is cssen-
tal vhat the cistricution ¢i this docurment be lirited ts ihase vho
resuire it in order to safepuard the security of PINUP Intclli ence.

f
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WAR DEPARTMENT :
WAR DEPARTMENT GENERAL STAFF ¥ID/s3
MILITARY INTELLIGENCE DIVISION G-2 SRG+dk

WASHINGTON LT 73225

iID g1l f‘\\
29 February 1944 \5§§
LENORANDUL! FOR THE ADJUTANT GENERAL: Q:} N\
;o - \\."I
Subject: Regulations for the Dissemination X\
e e end Use of Communication Intelligence ¢or
s Concerning Veather, Vg
—_ N
The Secretary of Var directs: .
I. That a registered secret security letter substantizlly V\
as follows be sent to:

The Commanding Generals,
trny Air Forces
brmy Service Forces
e Commander-in-Chief,
Southwest Pacific Area G
The Conmanding Generzals,
U. S. Forces in the Eurcpean Theater
af Operations
Strategic Air Forces in Europe
U. S. Army Forces, Central Pacific Area
U. S. Lrmy Forces, South Pacific ‘res
U. S. Arry Forces, China-Burma-India,
Forward -Echelon
U, 8. Ar=y Forces, China-Burms-Indis,
Eear Echelon '
U. S. Army Forces in the North African
Theater. of Operations
Alaskan Department, Advance C, P,
Alaskan Department, Rear Echelon

1. Inclosed herewith is & copy of Joint Letter, deted 19 Jan-
uary 1944, subject: Joint Army-Navy Regulations for the Dissemination
and Use of Communicztion Intelligence Concerning Teather.

2. In accerdance with peragraph 1 (a2) of the inciosed Joint
Letter, clear weather texts obtained by crypianzlysis are classified as

=
f
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Specizl Intelligence A and the following regulations, in addition

to those set forth in the inclosed Joint Letter, are hereby pre-
scribed:

e. Teather intelligence resulting from cryptanalysis
includes (1) clear weather texts, from which the Sourae is
pparent, and (2) coded analyses ang "dummy" reports, in
which the source is to sore extent disguised. Extreme secrecy
in the handling and use of 211 such intelligence, in vwhatever
form, is essential to prevent the eneny from learning of the
existence of this source.

b, .Commanders autkorized to receive clesr weather texts
obtzined by cryptanalysis sre those to whom this letter is
addressed and Air Force and Task Force commanders when it is
essential that they receive such texts.

c. Comranders authorized to receive coded analyses and
"dummy™ reports are those zuthorized to receive clear weather
vexts and, in addition, those subordinate commanders whose
operations make ii essentizl that they receive such analyses
end reports.

.. d. Personnel authorized to handle the cryplographic process- -
inz of cormunications transmitting weather intelligence resulting
frezm erypienslysis will be kept to an zbsolute minimum end will

be kepl away from those forwerd areas where there is substantisl
risk of cepture by the enemy, %11 such personnel will have a

G-2, Ter

s Decartment clearance pursuant to provisions of letter
AZ 211,5 (16 Dec ABSOB-S-B-E, 24 December 1943, subject: Clear-
ance of Personnel for Cryptographic Duties.

. lessages or other documents Transmitting weather intelli-
resulting from cryptznelysis (including clear weather texts,
analyses and "qummy" reports), or any direct or indirect
nce thereto, will contain the word HYPER to indicate the
and tc insure especielly secure and limited handling. The
ZH will be buried vithin the body of each message near the
ryptographed as part of the text. It will not be
uncvion with any other words giving a clue to its sig-
For example, such phrases as "from HYPTR source" will
llesseges transmitting clear weather texts obtsined
*s will be confined to such texts and will never
“ion from eny other source.
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f. . 7With reference to paragraph 1 (R) of the inclosed
‘ Joint Letter, storage will be as prescribed in raragraph
21 ©(1) of AR 330-5, deted 28 Septenber 1942,

g+ The regulations set forth in this letter and the
inclosed Joint Letter apply to all commands of the Army
and to the Var Department,

3« Reproduction of this letter and inclosure hereto is

prohibited, ﬁ‘“ ‘| ﬂ":’, :,l s
II. That a copy of the inclosure hereto be inclosed with the above w3
letter.
ITI. That copies of the above 1,}3‘?'113?1_2..1?9 furnished to the Assistant
Chief of Staff, OPD, Var Department‘dng to the Assistant Chief of Staff,
G-2, War Department fli-toel LG -
IV. That the Assistant Chief of Staff, G-2, Ter Department, be
v furnished with a 1list of 211 registered holders of the above letier.
&/ e -
Y V. That 2ll requests for subject letter be referred to the Assista-
o X % &ot Chief of Staff, G-2 for apsroval prior to distributicn,

* Wy
¢}
.

CLAYTOY| BISSELL,
Ma jox /General,
Ao C- Q1 So, G-2.

TE Cy. Joint Letter, dtd 19 Jan 44 TACTION TAKEN: 4 Mar I~ e

S\_‘mmm——“-—--—.-«--..wd....-._,_.n,,,_.,u_‘________mm_mﬂ__ Ltr to CGs, AAF 3 ASF; Cominch, S%PA: i
{ ACTION TAVEX; ¥arch 1942, ' o lus Forces, ETO; Strategic Air Forces
b1, Ltr. to 03'S, AAF; AT C-in-C, SWPA; ¢  jin Europe; USAF, CPA; USAF, SPA; USAF
i ca's, U.s, Forces, E70; Strategic Air Torces { CBI, Forward Echelon; USAF, CBI, Rear
'in Burope; USAF, CPA; USA®, SPi; USAT, CEBI,: jEchelon; USAF, NATO; Alaskan Dept,
‘Forward Echelgn; USLY, C3I, Rear Zchelon; i }Adv Comd Post; Alaskan Dert, Rear {
USAF, NATO; Alsosken Dept., Advance C.2,: ! fEchelon. Cys furnished: AC/S, OPD,
‘4Alasicen Dept., Rear Zcnelon, I, 111, /  1UDGS & G-2, vDGS. :
; IV, V complied with, ¥ £ FM/md 2B-939 Pentagon NS
/ ¥DE[mo -~ ZB-933 Pentazon, / ‘ SR
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4G 311,65 (29 Fab 44)0B-5-3 KDH/nb « ZB=939 Pentegon,

SURJ

5
v
-_.,\1

CorY rO,

-5z -.-v—
W2 DEARATRIENT

Hasmnt,to.z 2B, 0, 0, j

Z Harch 1544

nam

Z0T: Rezuieticns for thaz Disscrmination ond IR R C S B R R g
Use of Communication Intelligenss H H
Conezrning VWeather, thath: T, A,.G H

‘ clnitialsﬁ%_:
iDzts: 2 llarch 44 %
The Commanding _Genarale, R RR R R RS R R R ¥

Lroy Liv Forces;
Lroy Service Forces:

Comc.ﬁ.da*wi o=Chief, Southwest Pacific Area;
The Commending Generals,
U, S, fcrces in the Ezropean Thezter
2 Cperations;
Stratezic &ir Forces in Tareps;
U, 8, immy Forces, Central Pasific Ares:
V. S. Army Forees, South Facific Arec;
U, 8, arny Forces, C:siﬂ =Durma=Indie,
Forvard Zchelen
U, 8, Amay Forcee, C‘....n;.=£.z e=India,
Rear “.he“on'
T. §, Army Foreces irn the Fe-th Afriean
Theater of Opsratians;
Ala "a'l .Je-oartﬂent Aav—nce Commznd Post:
Alzg=zn Da-_nartnent, Renr Ichslon,
1. Inclosed is a copy of Joint Lettes, 19 January 1944, subject:
Jeint Asmr-Tevy Regulations for the Dissenminstion and Use of Commnication
Irntelligenca Conecerning Wweather,

addition to those set
ad 2

1neleced Jeint Letter,
¢ are classified 28 Srcecla

al
forth

£, Weathsr intelligencs resulting from cryptamslyelz ineludes (1)
clezr weathsr textc, frem whien the sousee ic Dp”"ent and (2) eodel
enclyess eni “éummyb reports, in vhich the soures ic %o some cstent diszuised,
Extrens ceeresy iz the hendling end usc of nll cuch intelligenes, in wvhzfever
forz, iz cosential to wmrevent the ecnomy from learning of the eristenss of
tals source,

¥, Comnanderc azatherlized 4o receive elear veather terts obicinsd
by eryvtenairsis ere thess %o wheo this letter -ie addreccel eof Alx Toresn
ond Tash: Fores commanders when L% io cosensial that they receive such texts,
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5 (29 Teb 44)05-5=3 {Contia.) 2 ¥arch 1944,

Gov-miera euthorizsd to receive coded analyses and RiummyF

c.
reportc are thote suthorized to recelve clear weathsr Cextc 2nd, in eddition,
those subtordinzis commanderc whocc operations meke it essential thal thoy
recelve guch analyass and reporis,

d, TFerconnel zuthorizei {to handle the cryplographic proceecing of
conm ::n..cJ‘o 18 ¢rencoi tting westhor intelligencs rezulting froz coyplentiycis
vill be kont to an ebsclute minimum end w11l be l.ept cway fron {hose fom=xd
arsas whe:e there 12 substantisl rick ¢f captura by the eneny, 411 sueh
pareonnel vwill have a G=2, ¥War Denartment, clear s rursuant to provisiona of
letter AC 311.5 (15 Dec 43)0B=-S-3=}, 24 Docerbor 1943, eubiect: Clesrance of
Farsonnel for C-yplographic Iuties,

e, lleszages or octher decuments transmitiing wsather intellipence

resulting from eryptanalysis (including clear wezther texts, coded analyeses

and fdun=g¥ renoris), or any direset or 1*16*.:- t reference thereto, 141l con~
tain the word EIF"R to indicate tho sourcz 2nd to insure ecpeclelly cecure and
limited handling, Ths word FYTIR will be ‘H ried within the body of ezch nessaze
near the bsgin:‘.i"f, ent cryptograthed as mart of the text, It v.LZn’.1 not he nezd
in conjunction with any other wordc givinz a clue to its significaneo, TFor
example, sush phrases 25 "from KIPIR source’ will not bs used, lescages ¢rans-
nltting clezr weather fexts obleined by erypianalysis will b-a coniinel te tuch
texts and will nsver ceataln informaticn from anF other source,

f. With refercnco to paregreph 1 (h) of the {nclosei Joint Letter,
storage will be ac prescribed in peragraph 21 (1) of &R 320-5, 23 Septeaber

1942,

€. The regzuletions sst forth in thie lstter and the inclosed Joint
Letter epply %o 211 commands of the Army and to the VWar Deopartment,

By orier of the Secrestery of Var:
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:zé.g:-,iic:- Gen '*:.l,

1 iael; Leting the Ldjutan
Le lictel arovwe,

COPIZS FURTISHD:
Assictent Chiel of Staff, Onerati ons Divisioxn . WDGS5;
Acsistant Chicf of S¢aff, G=2, VIG
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‘ weshington 25, D. C.

4G 311.5 (70 Feb LL)OB=SI F'/rd 2B-230 Fentagon .

L YVarch 1944
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TC: The Commornding Generals,
Armzr Air Forces
Arny Scrvice Forces
Co;‘-“.r:‘.a:‘;:e:‘-'...n--Ch...El , Southwest Pacific Area
Tne Corman nD Generals,
U. S. Forces in the Europezn Theater
of Opsretions

.
.

Siratcgic Air Ferces in Europe

U. S. Army Forces, Central Faﬂi_fic AT

U, S: Arcy Forces, South Pacilfic Area

U. S. f&rmy Forces,; Chins-Burms-India,
Ferward Echelon

Us S% .«‘1..""7‘_3‘ FQ“CuJJ China-Zu ma‘indi&r

-

S. am:? Forces in the North Africen
Theeter of Oporations

laskan De“artr-nt Advance Cormand Post

askan Du")"*‘*"\r:m;. Bear Echelen
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Ietter AG 311.5 (29 Feb 44)0B-S-3
~

£t Harch 1914, subject as sbove,
s amends i

o 2
by esdding paragraph 3, as fclleows:
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"3, Repreduction of this lsziter and inclosure hereto is prohibited.”

Bs orcder of {Lhe Sccretary of Hhar:
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