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Refer to G, S, P. 103, . )
[Code and Signal Section.

NAvY DEPARTMENT,
OFFice oF NAvVAL OPERATIONS,
Washington, October 10, 1917.

AN
CODE AND SIGNAL MEMORANDUM NO. 1.

(C. and S. Memo. 1.)

N 1. This memordndum is confidential and will be handled in accordance with the provisions
of paragraph 13.

2. Distribution of this memorandum is indicatod herein under “Allowance of publications
for classes of ships.” Its distribution is practicully the sume as that of the General Signal
Book.

3. Under present conditions there has been a lnrge increase in the number of signal books,
codes, ciphers, radio regulations, radio and visual calls, ete., issued to the service, and, due to
Jack of published instructions on the subject, some uncertainty and confusion as to the issue
and use of publications of this kind has resulted. This 1nen:orandumn is issued with a view to
furnishing in compact form information on this subjeet, to hereasing (he efliciency of confi-
dential conununications, and to simplifying the question of handling this elass of matter on
board ship, at naval stations, and in the department. Additional memoranda will he 1ssued
from time to time in order to bring up to date the infornuation contained herein.,

Organization for Handling Codes, Ciphers, Siznals, cte., in Department,

4. Matter of "this kind is handled in the departmoent by three offices: (1) The Oflice of
Naval Intelligenco, (2) the Director of Naval Conununications, and (3) the Code and Signal
Section of the Division of Operations. It should be noted here that at presont theso thiree
offices, while in cooperation under tho Chiof of Naval Operations, are in different buildings and
maintain separate records. It is important, therefore, that requests for publieations, general
correspondence, and returns of publications handled by these oflices bo properly addressed to
each office and not included in the same correspondence. It is planned eventually to nssign
the Code and Signal Section to the Office of the Director of Naval Communications when oflice
facilities becomo available.

Office of Naval Intelligence,

5. In addition to the scrvice of Intelligonce, the Offico of Naval Intelligence handles cer-
tain codes and ciphers, but these are limited in issuo to attachés und special agents, and do not
concorn tho sorvico at largo.  Thoy are not further considored in this memorandun.
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Dircetor of Naval Communicatjons, B

: } 6. This office handles the following:

United States Radio Regulations. %

—  Extracts from Radie Regulations. ,

—  War Time Radio Instructions for United States Merchant Ships (W. R. L.).

—  Radio Signaling Instructions for United Stutes Operators of Merchant Ships (W. R. L-A).

~  Commercial Traflic Regulations,

= Radio Signal Calls and Changes. (Up to und including Change No. 5.) (“'\

—  Commercial Radio Calls. :

Cade and Signal Section.

7. This seetion hiandles the following United States publications end changes and addenda
thercto:

-~ General Signal Book, 1913.

— Battlo Signal Book, 1913.

— Service Radio Code, 1914.

- Navy Sceret Code (1908).

= N. C. B. and N. C. B. Ciphers.

= Seceret Fleet Cipliers. -

S. C. Ciphers (Sigeode Ciphers).  (Now being. prepared to supersede “‘Sccret Fleet £
Cipher.”)

— D. P. Cipliers (District Patrol Ciphers).

- M. S. Ciphers (Merchant Ship Ciphers). At present i-]ut*!'io ciphers are included in War
Time Radio Instructions for United States Merchant Ships (W. R. L), issued by the
Director of Naval Conmunications, but hereaftor they will be published scparately
and handled by the Code and Signal Section, the War Time Radio Instructions for N __:'_."}
United States Merchant Ships continuing to be published by the Director of Naval =
Communications. K"

Cover for Naval Ciphers.
United States Recognition Signals.  (Now in preparation.)

— War Instructions for United States Morchant Vessols.

— Visual Calls Memoranda,

Radio Calls.  (IZxcept connnercial ealls.) .

— Signal Letters of United States and Foreign Government Vessels (four-letter visual calls).

= Code and Signal Memoranda.

Record Book for signal Books, Codes, Ciphers, cte. ;

s The old Navy Sceret Code (1887) and the Navy Secret Code (1908) are considered as
hnving been compromised.  The former is practicully obsolete; the latter can be relied upon for
seercey only when hlinded and heveafter will be issued only in spurinl.\en:;os. The following
publications are no longer issued or recorded:

Larrabee’s Cipher Code. “_
Useful Curves, Scouting, and Torpedo Danger Area. )
Naval Militin Tactical Signal Book.
Radio Signals (1913).
Western Union Code. S -
- Nore.—The International Signal Book (Iuternational Code of Bignals) is issued Ly and should Le requested %
for from the Hydrographic Oflice, <

3

9. This seetion also handles tho following allied publications, furnished the dopartmont by
allicd Governments for issue:
All allied codes, ciphers, lists of call signs, signal books, etc., a complete list to date e
being shown on page 9. T ‘c%
’ Nore,—Fro.n this point thiz memoranduw concerns ouly the matter handled Ly the Code and Signal Section, ~
"""7 vReept whers rederenes i made o the Director of Naval Communications (D, N. C).
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U / Issuing Oflices for United States Publications.
2 a 10. United States publications, except N. C. B., and N. C. I. Cipliers, may be obtained
1 from the following issuing oflicors.

Commanders in chief of flcots.

- Commander Unitod States Forcos in Kuropean walers.
Senior oflicer base.l on Gibraltar.
Commander, division two, Pacific Fleet.

A . .
@ Commandants of navy vards, naval stations, and naval districts.
handling, publications are issued in somo cases undor the authority of the comman-

dants of yards and in some eases under that of the commandants of districts.  Where
such an oflicer has an office in a navy yard, publications are handled by the district
communication superintondent.) Tha N. C. B. ad N. C. B. Ciphers will for the
present+pe handled cither directly by the Code and Siginal Section or throueh isshing
officors 11?‘»4]‘01' special instructions from the departinent,

Issuing Offices for Alli~d Publications,

(Due to facilitios for

" 11. A stock of all allied publications is maintained at the following points, with issninge
officers as indiented: ’

@ Navy yard, Boston, .
Navy yard, Now York. District communication superintondent.
Navy yard, Philndelphin.
Navy yard, Norfolk. Aid to the commandant.

12. The British Mereantile Tables and accompanying instructions and Key Memora:dum 6
= p (Auxiliary Patrol Recognition Signals), which are published periodieally, may be obtaived by
o / naval vessels upon request, from the Commuander in Chief, Atlantie Fleet, or commun.dants of

¥ ,
¢_§ ' vards or districts on the Atlantic and Gulf coasts. Tn this connection, and as n mutter of
;} information, British Mercantile Tables and accompanyior instruetion. are issued by Dritizh
issuing officers at the principal Atlantic and Gulf ports to anortant Usited States merchant

vessels engaged in the Atlantic and Mediterranean (aelndiog ol ves=els careving an armed
enard),  Arrangements for this issue are made throuch loeal nay ol distriet aathorities,
fssus of Publications.,

13. Upont arrival within communieating distance of an issuisg oilice. after an apprecialle
absence, and also before sailing, commanding officers shall direct the oficer whose duties vequire
the handling of codes, signals, ete., to report in person to the issvicr ollicer with o corefully
r) prepared list, sizned by the commanding oflicer, showine the Urited States o d allicd e des,

c signal hooks, ciphers, ote,, on hand, in ovder that the issiine oflicers nay clhieck and hring (e
outfit up to date. The issuing officer will not he expected to vizit u ship to cheek up poblica-
tions. In this connection it should be horie in mind that facilities for sieraze nnd js<pa ape
limited on hoard flacships, and issuing officers niloat should not Lo enthad uper o farai hopoy
publication which it is po=sible to obtain from issuing officers at lone stations.  Flas ofiicors
will cause a similar veport to bo made of s outhit<, When this et ois sebmitted it may e
accompanied by copies of worn-out publications that it is desired to veplace. When such
. worn copies are replaced by the issuing oflicer, they shall be destroyel by burning in the
¢ presence of an officer and roport forwarded to the department (Form C, and S, R),

14. Where the issuing officer has reason to heliove that the above report hns not heen made,
ho will request the report from the commarding officer concorned.  In enses of nowly conmis-
sionad vessels, the commanding officer will request his allowanee of publications feom the issui o
oflicers as soon as thers are appropriate facilities on board for safecuarding them. IF this

f‘:} roquest i8 not rececived, the issuine oflicer will inform the commundine oflicer that putlications
<) will be furnished when ready to receive them,

15. Whero transportation for an issuing oflicer is recessary, such transportation will le

’_ * Mirnished by the vessel concerned and not by the issuing officer.  In all cases where publica-
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Lions are obinined from issuing oflicers a copy of the transfor receipt (C. and S, Form 5,C. and
S. Torm 6, and C, and S, Form 7) will 1, forwarded to the department, immediatoly by the
Issuing office. It is hishly importang that this be done promptly in order that the department’s
records may ho kopt up to duto and duplication avoided, Issuing oflicers will submit a report,
of publications on hand on the first of oacly month and in addition wil] inform the department
of any prospective shortage,
g g » {5 H 3 Y o "}
ey (a) jlfen-of-u-ar.- Allowances of Publicutions for Classes of Ships. ,-!r'fp.
United States publications— | ‘
Complete sot (excopt that furgher copies of the Navy Secret Code will be issued
only in special cases).,
Allied publications —
Complete sot.
Nore.—For the purposes of this classification,
marines, submarine ¢
seagoing yachts for distan
included in this clussificati
submarine tenders, Ve
Coast Guard cuttors as
() Naval transporis comma
United States publications —
Complete set, (except Navy Secrot Code). i
Allied pullications-—
Complete set,.
() Auxiliary vessels of the

the following are 7ot included: Sul-

essels of naval distriets, yachts (except
t service), and nuxilinry vessels, The following are
on: Seagoing yachts for distant service, destroyer and
stal, Prometleus, Baltimore, Sun Francisco, Dubuque:
signed to the fleet,

nded by regular officers (including ex-

hasers, mine sweepers, v

German | iners):

; o~
Navy (this ineludes chartered vessels when conama nded 1y reserve = ]
ofiicers, ex-Gertan veesels when commanded by reserve officers, and Jorimer vessels of the Naval E’i
Auziliary Service, svch aqs ¢ ¢ “Jdason,” whether conananded by regular or reserp officcrs):
United States phlications -
Coniplete set except, Navy Seerot Codo, N. (. B., and N. C. B. Ciphiers.
Allied publications -
A “short set.” This meludes all publications except the A. F. R., A. D. p. 17,
and eollateral publications which concern them only. At this date the short
set coniprises the following (sce par. 21 for full titles) P, Q, R, S, HH, JJ, RL,
55, YY, 47, AC, AD, AJ, AL, AM, AN, AP. §
(d) Submarines:
United Staies publications— : ’ : 6}‘
Complete set, (exeept Navy Secret Code, United States Recognition Signals, N. (. )
B., and N. C. B. Ciplers. )

A
Allied pullications — :
None unless on distant service, in w
allied country concerned.
(¢) Mine Sizeeepers (atlached to ficet):
United States publications—
Complete sot except Navy Secrot Code, N.C. B, N.C. B. ciphors, and United States @
Recognition Signels. @
Allied publications—
Short set (see (e) above).
(f) Submarine chasers (attached to fleet):
United States publications—
Service Radio Code, 1914.

D. P. Ciphers. - -

Deck and Boat Book (nonconfidentinl—to be obtained on requisition). )
Extracts from Radio Regulations (D. N. C.).

ALY
hich case they will 1e supplied-direct from the

DECLASSIFIED

aubority \ND 947023 5

———




i

Allied publications—
None unless on distant service, in which case they will bo supplied direct from allied
country concerned.
(9) Vessels assigned to naval districts:
United Statcs publications—
Service Radio Code.
D. P. Ciphers.

Dock and Boat Book (nonconfidential; to be obtained on requisition).
Extracts from United States Recognition Signals as furnished by district authorities,
Extracts from Rudio Regrulations (issued by the D. N. C.).

(=]

Nore.—The most important district vessols mny be furnished the following in addition,
prov‘ic!od (1) it is considered desirable by the commandants, (2) a commissionrad
oflicer 5 in command, (3) propor facilities for safeguarding are available, and
(4) vessolg are on offshore or important harbor-entrance patrol duty involving frequent
communication with seagoing naval vessels.

Genera! Signal Book.

S. C. Cipher.

M. S. Cipher.

W. R, L.

W.R.L-A,

Allied publications—
W/T Commercial Call Sions (CB 1283) :
W/T Ship and Shore Stftions (CB 1284) and amendments thereto.
Extracts from Current Koy Momorandum 6.

() Troop transports with a senior naval officer and a large armed guard on board (to
be issued to the senior naval officer):

United States pulblications—
Complete set (except Navy Secret Code, United States Recognition Signals, N. C. 18,
and N. C. B. Ciplers.
Allied pulblications-—
Complete set (except A. D. P. 17 and addenda).
(1) Armed guard officers (or pelty officers in charge):
United States publications—
Service RRadio Code.
War Timo Radio Instructions for Unitoed Statoes Merchant Ships (W. I:. I, issued
by the D. N. C.).
Radio Signaling Instruetions for United States Operators of Merchant Ships (W. R.
I.-A, issued by the D. N. C.).
M. S. Cipher.
War Instructions for Unitod States Merchant Vessels.
(7) United States merchant rvessels in the Atlantic and Mediterranean trade:
United Statee publications—
Service RRadio Code.
War Time Radio Instructions (W. R. I. and W. R. L.-A, issued by the D. N. C.)
M. S. Cipher.
War Instructions for Unitod States Morchant Vossols.
Alied publications—
Mercantile Tables.
War Time Instructions for Oporators and Masters of British Morchant Vessols.
Nore.—These allied publications are furnished by British issuing officers to the masters
of more important United Statos merchunt vessels in Atlantic and Mediterranean
waters and include all vessels with United States armed guards. (See par. 12.)

DECLASSIFIED Th
Authority NND ol ZOQ-_QH : 6

-

e —




8

- = i Trunsporting and Safeguarding Publications,
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ARt S Publications of this nature are dividod into two classes: (1) SECRET and (2) CON-
FIDENTIAL. :

Secret mattor is assigned registored numbers. It is not intrusted to the mails under any
circumstances and it is invariably transportod by commissioned officers. It should be safe-
guarded to the utmost and kept in safes or confidential lockers provided for that purpose, and
where inadequate facilities are provided it shall be the duty of officers concerned to bring the
fact to the attention of proper authorities and to uso every endeavor to obtain adequate pro-
tection. Matter of this kind may be handled and inspected by commissioned officers only and
then only by such officers as whose nctual or prospective dutics makes their knowledge of the
publications desirable. Secret matter shall bo handled by officers of the regular service if
practicable. Reserve, N. N. V., and Militia officers, when detailed by proper nuthority to
duty requiring the use of these publications, may handle them, but it shou'd be understood
that the possession of a commission does not, entitlo an officer of even the regzularservice to study
seeret publications unless in connection with his duties. It <hould be borne in mind by all
concerned that, notwithstanding the character or qualifications of officers, long experience
has demonstrated the fact that the fewer the people having knowledge of or access to secret
inforination, the smaller is the chance of its being compromised by inadvertence or espionage.

18. Sceret United States publications:

N. C. B. Ciphers.

N. C. B. Cipher strips.

D. P. Ciphers.

M. S. Cipliers.

S. C. Ciphers.

U. 5. Recognition Signals.

3 Navy Secret_Code.

Secret 1I1:dio Calls.
Seiret Merchant Redio Culls.

19. Confidential matter may or may not bear a registered number, depending on the
character and distribution. It may be transported by registered mail, but is invariably put
under double cover, the inner cover sealed securely with wax and marked “Confidential.” It
siall be handled by commissioned officers (Regular, Reserve, N. M., or N. M..V.) unless the
publications contain specific authority for its being handled by others.

20. Confidential United States publications:

v — General Signal Book.

—Battle Signal Book. 7
—Service Radio Code.  (May be handled by cortain enlisted men.) %
~= Radio Regulation.  (May ho handlod by certain enlistod mon.)
—"Extracts from Radio Regulations.  (May be handled by certain enlis{at\i\en.)
— War Time Radio Instructions for United States Merchant Ships (W. R. LY_ (Contains
special instructions). : _
— Radio Signaling Instructions for United Stafes Operators of Merchant Ships (W. R.
L=-A.  (Contain spocinl instructions,)
— General Radio Culls.
— District Radio Calls.
— Visual Calls Memoranda. (May be handled by cortain enlisted men.)
— Signal Letters of United States and Foreign Government Vessels. (May be handled by
cerfain onlisted men.)
—  Code and Signal Moemoranda.
21. List of allied publications.
The following are lists of allied publications, comprising a ““complete set ”” at this date
‘“tober 25). List (a) is arranged in sequence of department’s reference letters; list (b) is

>

@ oot

-

. . . . - . . [ it

cinged with connocted publications -in groups.  Spaco iy provided for additions and for

netos whon items are suporseded or vo into effoct. . =
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i- Allled Publications.
Depm:t- ) .l
'?;:a:r.a Title. | Ad'ﬁg_‘“y | Notes,
= F | A F.R.Signal Book, 1915. .. o0oommmnne oo F——— e
% - 7 Instruetions for Telegraphists (A. I, R. Sig. Book, | 1) 1) D J| ........... ke e A
. TP | Auxiliary Code No. 33 (Code) .. onemrnntvenseen e e L CB032 i
—Q | Auxiliary Code No. 13 (Deode)........ovewreeenmeeneoeee oo oo
— R | Wireless Telegraphy Commercial Call Si ens, February, 1017... ... 5 58 b e P SR
8 Wireleap Telegraphy Shore and 8hip Staticps, Feliruary, 1917 .. ... ¢ B 1 .
=V | Addendium No. 13 to A. . R. Rivnal ook, . vooeoo . | CBORIBE oiusasinessisinsis
- W Instructiofg for Entry of Allicd War Vessels into Allied Delended |
Torta (A. PoNO 1) SsiaTEg ! G038 i iiiinne neame
—X | Addenda No.dto A. D. P. 17 (CB 0338). ... ouven i ioinns, I CBO33BA ...,
—— AA | Interallicd W/T Call Signs No. 1. Short Title, Tist ICN No. 1...! CDOS47 ...
b1 W/T Signaling Instructions for Operators British Merchant Ships, |
. .5 ] B0 e e N n e s s et aasical CB370 . ...
3 — 1] ADcd WL Code A i i et s ca e e e CBOMS0 ...,
“~— KK | W/T Meworanda (Leviathian, May 15, 014 3 (O =~ = (S SN S,
~LL | Auxiliary W/T Call Signs....o.eeenmnmenenmneeeeoeneaneooon CB3I6 ... . ...
MM | Allied W/T Instructions, 1917 (Documnent M. P. L.). .. ... ........ LB LSS B
— NN | Allied Operating Table (Code F) . e ennn e eeeeeen 511 L
o — QQ | Mercantile Talbler No. 3. oo iei i CBAW \oivpnaynpansasing :
7 —RR | Q) Wircless Telegmphy Commercial Call Signs, 1st Sup. 5/17... .. CRCIBEN i s sstiniiannse
‘ - BS (1) Wirclers Telegraphy Shore and Ship Stations, 1st Sup. 517 ... CB1284A
% =TT [ Interallicd W/T Call Signs No. 1 (corrections to Dritish publica-
L B & £ 2 T e S
——UU | Gorrections No. 1 to Auxiliary W/T Call Signs (CB 316). ..........0 ... .
—WW | Allied Tiecognition Sivnuls No. 1 (Document R, E. €. No. 1)....... CBO4GY ...,
— XX Addendum No.12to A. F. R. Bignal Book. . ... coonereennnn ... CBOMSN: s asssiasnimensm
XYY | Key Memorandum No. 6K. .. ... i, e £ b
e A Mercentile Tables No. 4. ..o oot B b e T
— AD Correctione Noo 1 10 A, D P 170 vomsmnammmmmenne v ssssssmmasifess s s S0 s sosasavbt b s oe s
—AC | War Tnntfu(-tinnn for Mercantile W/T Operators, June, 1917........ T
’} — AD | W/T Instructions for Mastera of British Merchant Ships, 6/1917. . .-, 0 1 B
— AR ' Allied Operating Table No. 2 (Code ¥, No. 2) . o vevvieennnennn. ... CBISH i,
— AJ | Mercantile Tables Nou 5. vevvineenennnnn. S R ! CBA32 i
=— AL | Mercantile Taliles Ko, 6. .o cniimimirirniniiiieiciaincnnnnnans | L B
—AM  (2) Wireless Telegraphy Shere and Ship Statwns. oo L, DB IZESA? e :
~ AN I (2) Wircless Telegraphy Commercial Call Siens .. oooiiin.. ... . O FERIACE e mieeg ;
= AT | Key Memorandum Gl oovonninninnnnnnn... B T | EBIIM covisesserseivnusnieTi
I T e W W bsammsmas s S S R T N
‘r) AT Doivcsmns soaminnsscstmie s womereseeimie o imia Bomsa/maian £ A A R RV S A S R R e e B :
~ AU fmearaimnicairaieo o a4 P W e T e S e e S e rmem s mrime e '
R ey P !
T e ) D
7 P o Y T et o T L | S
ey I i i mmmim et et im0 A B AT A S ST
] * !‘ - O,
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28 LIST ¢« qn,»
ﬁ,_‘ A. F. R. Publications,
S Admiralt :
art- : miralty
s Title. No. Remurks.
lettor,
F A.F.R.Signal Book, 2915...............oooencvvennnnnni i
J Instructions for Telegraphists, A. ¥, R, Bignal Book, 1915........[.............
v Addendum No. 11t0 A. F. R. Signal Book...................... CB 0112M |
7 MM | Allied W/T Instructions, 1917, (Document M. P..L.).............. OB 414 |
NN Allicd Operating Table (8 18 O CR 1310 ' Superseded by AP,
{ WW | Allied Recognition Signals No. 1 (Document R. E. ¢, No. 1)...... ! CB 0461 |
,r' XX | Addendum No. 12 to A. F. R. Signal Book. ... CI 0112N
: AF | Allied Operating Table No. 2 (Code FF, No. 2). ooueiienn . (D 1344
’ AA | ListI.C.N.No. 1, W/T Call Signs........coeeueeeno ... BT || i AL DB, S
TT | Toterallicd W/T Call 8igns No. 1 (correction to British Publication |............. | . .
CB 0347). '
= |
A. D. P. Publications.
w Instructious for Entry of Allied Vesselsinto Allied Defended Ports CB 0338
(A. D. P.17).
X | Addenda No.1,A.D.P. 17 (CB 0338)................. I, CR 03384
AB | Correction No.1t0A. D.P. 17 ..oovoonneiineniininine
Y, AA IMI.C.N.Nn.I,“{I‘GnllS:gnu-....:.......:.. ........ wesaees CDB 0347 R‘hamedﬁtlu&.l". R,
TT | Interallied W/T Call Signs No. 1 (Correction to British Publication |............. .
CB 0347). =
j :
‘ |
- —————— - —_—— - = =
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LIST “B.”——-Oontinuod.
Mercanijje Tables,

BN itk SR — B
De-
. Admiralt
:ms Title. No. ¥ Remarks,
: letter, X
. et i = —_—
@ QQ. | Mercantile TablesNo.s....... . VA e 0 e CB 430
ZZ | Mercantile IOIENG, e sss355 00 f CD 431 g
AJ MemntileTableaNo.5.-..............-.......................-.. CD 432 ;
AL | Mercantile OB wscsiisanssemmnrensgns [l CB 433 ]
HH W,ii"?&gnlagl{’mtmctionu for Operators of Britisl, Merchant Ships, CB 370 | Superseded by AC. 3
Pry, . :
Z/AC War In?tyctiona for Merchant w/r Operators......... . ... I3 418 k!
/}l AD | W/T Instructions for Masters of British Merchant Ships, June, 1917. . CI} 439 [
.
i ¥
L% i .
|
|
f
I
Ve d
9 |
Key Memorandum 6.
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|
Pl i ST CB 1340
Sl o e I CB 1354 Ij
|
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LIST ‘B _Continued.
Lists of Calls, Ete.

ri- ; Admiralty
mont's Title, No. - Remarks.
letter.
gy el I
R W/T Cominercial Call Signs, Febroary, 1917................. ... i CB 1283 ’
5 . W/T Shore and Ship Station, February, 1007.... ... ... ... ..., CB 1284
Inn [ W/T Comnmercial Call Signs, Supplement 1.............. ... ... CB 1283A(1)
88 W/T Shore and Ship Station, Supplement 1............ . . ... .. CB 1284A(1)
AM ' W/T Shore and Ship Station..................... . T CB 1283A(2)
AN W/T Commercial Call Signs...oeeeun oo CB 1284A(2) | ®
LL Auxiliary W/T Call Signs.........o..ooooiiii Ch 316 Supply exhausted, will
4 vu Correction No. 1, Auxiliary WIE GalbBIoHa oo emmasssnaie OB 316 soon be superseded.
{
i
B
i ;
. . i
| |
! .|
|
| .
- | !
7 | !
B e B .'
Miseellaneous,
r ! Auxilinry Cols (0008), N6\ 2T -wanssnsvmsmvssnisnaissssnis duidos CB 0322 |
2 Supply exhausted.
Q. | Auxiliary Cude (Decodo), N0 13:.vueeecessissisiisissoconemmns CB 0323 | PPl exhanste
33| Allied W/ Code Avevnaeas T CB 0480 |
: |
j |
J |

In this connection the following additional noles are supplied:
Ati.—A few copies of AG—Secret W/T Call Signs of Transports and Fleet Auxilinries have

been issued.  Further copies will not be issued at this time.
#y HE—W/T Memorandum (Leviathian, 15 May, 1917)
- ver under a now identification letter.

AL und Al are specinl publications of very limited distribution.

11

is being revised and will be issued

Fack
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Reports and Returns.

. 22, The following forms are being provided for use in connection with reports and returns
of codes, signal books, etc.: ’

C&S5.—Report of Secret and Confidential United States Publications distributed by the
Code and Signal Section of Operations.

C&S6.—Report of N. C. B, N. C. B. Ciphors, and Naval Code A-1,

C&S7.—RReport of socret and confidential Alliod Publications distributed by the Code and
Signal Section, Division of Oporations.

C&S8.—Report of destruction of secret and confidential publications distributed by the
Code and Signal Section, Division of Operations.

Forms C&S5, C&S6, and C&S7 aro combined quarterly return and transfer receipt. They
supersede the present form N. Nav. 2-Q, Annual (or Quarterly) Return. Supply of these forms
may be obtained from issuing officers upon request.

23. Publications without registered numbers nced not be reported on quarterly returns, or
upon transfer. %

24. Upon sinking, capture, or destruction of a naval vessel immediate report by dispatch
shall be made concerning disposition of Secret or Confidential Publications. Any circumstances
such as safes having been left unlocked, or Secret Publications having been left unguarded,
which may possibly involve compromising of secret matter shull be immediately reported to
the Department, Division of Operations (Code and Signal Section).

. W. S. Bexsox,
Admiral, U. S. Navy, Chief of Naval Operations.

O
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C. 8. P. 121.

CODE AND SIGNAL MEMORANDUM NO. 2.
(C. and S. Memo. 2.)

NaAvY DEPARTMENT,
NavaL COMMUNIOATION SERVICE,
CopE AND SIGNAL SECTION,
= Washington, December 1, 1917.

1. This méworandum is effoctive upon receipt. It supersedes Code and Signal Memorandum
No. 1, which, if ?o:,a.ined for reference, shall be marked “ Canceled.”

2. The distribution of this memorandum is indicated under “ Allowances of Publications for
Classes of Ships.” The distribution is practically the same as that of the General Signal Book.

@ : ORGANIZATION FOR HANDLING CODES, CIPHERS, SIGNAL BOOKS, ETC., IN THE DEPARTMENT.

3. Matter of this kind is handled in tho departmont by three offices: (1) Offico of Naval
Intelligence, (2) ‘Office of the Director of Naval Communications (Southern Building, Wash-

: ington), and (3) the Code and Signal Section of the Naval Communication Service (State, War,
~ { and Navy Building). It should be noted here that these three offices are in different buildings
~} . ,' and maintain scparate records. It is important, therefore, that requests for publications,

! correspondonce, and roturns for these offices be addressed to the proper office and not included

in the same correspondence. Since the publication of C. and S. Memorandum No. 1, the officer
3 | in charge of the Code and Signal Scction has been made the assistant to the Director of Nuval

Communications for codes and signals and this section is now a branch of the Naval Communi-
cation Service. Iowever, owing to the arrangement of offices in the department, the mail
address of this section remains, for the present, the Code and Sigual Section, Division of Opera-

tions,
Office of Naval Intelligence.
4. In addition to the service of intelligence, the Office of Naval Intelligence handles certain
_ codes and ciphers, but these are limited in issue to attachés and special agents, and do not
concern the service at large. They are not further considered in this memorandum.

Director of Naval Communications (Soulht.:rn Building).

5. This office handles the following publications which hereafter will be distributed through
the distributing stations in the same manner as deseribed for the publications issued from the
Code and Signal Section:

— United States Radio Regulations.

—- Extracts from Radio Regulations.
-~ War Time Radio Instructions for United States Merchant Ships (W. R. I.).

Ly _ Radio Signaling Instructions for United States Operators of Merchant Ships (W. R.
J I-_A)o
— Commercial Traffic Regulations.
— Radio Signal Calls and Changes (up to and including Change No. 5).
- Commercial Radio Calls,

27296—17—1 (3)
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Code and Signal Section.

6. This seetion handles the following United States publications, changes and sddenda
thereto and weighted covers for binding:
— General Signel Book, 1913.
— Battle Signal Book, 1913.
— Service Radio Code, 1914,
— Navy Sccret Code (1908).
— Nuaval Code A 1.
— N.C. B. and N. C. B. Ciphers.
= Secret Fleet Ciphers.
/7 8. C. Ciphers (Sig. Code Ciphers).
¢ = D.P.Ciphers (District Patrol Ciphers).
/ — M. 8. Ciphers (Merchant Ship Ciphers). :
! — United States Recognition Signals.
/ — War Instructions for United States Merchant Vessels.
= Visual Calls Memoranda.
[ — Atlantic District Visual Calls.
— Radio Calls (except commereial calls).
— Signal Letters of United States Government Vessels.
3 — Signal Letters of Foreign Men-of-War.,
+ = Code and Signal Memoranda.

— Reeord Book for Signal Books, Codes, Ciphers, ete.

7. The old Navy Sccret Code (1887) and the Navy Secret Code (1908) are considered as
having been compromised.  The former is practically obsolete; the latter ean be relied upon
for secreey only when blinded aud hereafter will be issued only in special cases. The following
publications are no longer issued or recorded: '

— Larrabee’s Cipher Code.

~ Useful Curves, Scouting, and Torpedo Danger Area.

— Naval Militia Tactical Signal Book.

~ Radio Signals (1913).

~ Western Union Code.

Note.-—The International Signal Book (International Code of Signals) is issued by and should be requested for

from the Hydrographic Office, .
The Deck and Boat Book is not confidential and is obtained upon requisition.

. This saction also handles the following allied publications, furnishod ‘ﬁ{bc department
by allied Governmonts for issuo: L Y
All alliod codes, ciphoers, lists of call signs, signal books, otc., a complate list to date
being shown on page 14,
Issuing Offices for United States Publications.

9. United States publications, including class G, N. C. B, ciphers, may be obtained from
the following issuing officers: :
Commandant, navy yard, Portsmouth.

District Commuaication Superintendent, navy yard, Boston. —DECLASSIFIED

District Commuanication Superintendent, naval station, Newmport. .
- ' o Authority Nﬂb CM JO3AR

'; Commander, submarine base, New London.
District Communication Superintendent, navy yard, New York.

District Communication Superintendent, navy yard, Philadelphia.
Comnmandant, navy yard, Norfolk.



¥

- Commandant, navy yard, Charleston.
Commandant, naval station, Key West.
Commandant, naval station, New Orleans.
Commander, naval forces in Canal Zono.
Commandant, naval station, Guantanamo.
Commandant, navy yard, Mare Island.
Commandant, navy yard, Puget Sound.
Commandant, Fourteenth Naval District.

~ Commander in Chiet, Atlantic Flect.
Commander, United States forces in European wators.
Senior Officer, Gibraltar.
Senior Officer, Azores.
Command¥g in Chief, Pacific Fleet.
Commander) Division 2, Pacific Floot.
Commander in Chicf, Asiatic Flect.

The above list indicates the officors to whom publications will be forwarded from the
department. Naval district organizations are charged with issuing the necessary publications
to naval district vessels, merchant vesscls, and radio stations within the district. They will
arrango to obtain supplies from the nearest issuing officer.  The naval operating base, ITampton
Roads, and the naval training station, San Francisco, will obtain their outfits of publications
from the commandants at Norfolk and Mare Island, respectively.

Issuing Offices for Allied Publications.

10. A stock of all allied publications is maintained at the following points with issuing
officers as indicatod:
Commandor in Chief, Atlantic Fleet.
Navy yard, Boston
Navy yard, Now York }District communieation superintondont.
Navy yard, Philadelphia
Navy yard, Norfolk. Aid to the commandant.

While it is practicable to maintain a complete sot of allied publications only at the above
points, allied publications will, in many cases, bo distributed through other issuing officers in
accordance with instructions from the department in each ease.

11. The British mercantile tables and accompanying instructions and Key Memorandum 6
(Auxiliary Patrol Rocognition Signals), which are published periodically, muay be obtained by
naval vessels from United States issuing officers on the Atlantic and Gulf consts. In this
connection and as a matter of information, British mercantile tables and accompanying in-
structions are issued by British issuing officers at tho principal Atlantic and Gulf ports to im-
portant United States merchant vessols engaged in the Atlantic and Moditerranean (ineluding
2ll vessels carrying an armed guard). Arrangoments for this issuo aro made through local naval
district authorities.

12. Upon arrival within communicating distance of an issuing oflice, after an appreciable
absence, and also before sailing, communding oflicers shall direct the oflicer whose duties require
tho handling of codes, signals, ctc., to report in person to the issuing oflicer with a carcfully
prepared list, signed by the commanding oflicer, showing tho United States und allied codes,
signal Looks, ciphers, cte., on hand, in order that the issuing officer may check and bring the
outfit up to date. The issuing officer will not be expected to visit a ship to check up publications.
In this connection it should be borne in mind that facilities for storage and issue arc limited on
board flagships and issuing oflicers aflont should not be called upon to furnish any publication

27206—17—2
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_~Ach it is possible to obtain frem issuing cfficers at shere sta‘ions. Flag officcrs will causo a
* similer repert to be made of flag cutfits.  When t. is list is submitted it may be accompani-d by
copics «f wern-out publicaticns tlat itis desired to re place.  Whensueh worn copis erereplaced
by the issuing officcr, they sl.all be destroycd by burning in the presence of an officer and report
ferwarded to the department (Form C. and S. 8).

13. Where the issuing cfliccr Las reasen to belicve that the above report has not becn made,
he will request the repert from the ccmmanding officer concerned.  In cases of newly commis-
gioned vessels the commancing officer will request Lis allow ance of publications frcm the issuing
officers as soon as there are appropriate faci'ities on heard for safeguarcing them. If this request
is not received, the issuing officer will inform the ccmmanding officer that publications will be
furaished when ready to reccive them. _

14. In home wuters, issuing officers will furnish publications only to vessels in the imme-
diate vicinity and then only when satisfied by report or otherwise that such vessels have not
previously received such publications.. This applies to mailable publications as well as those to
be transported by officers. It does not apply, of course, to district officers charged with supply-
ing publications to vesscls of that district. Vessels in Atl ntje home waters which will not fall in
with issuing officers will be furnished publieations by the department. Such vessels in the Pacific
will be supplied by the commander, Division 2, Pacific Fleet. Vessels in European waters,
except at Gibraltar and the Azores, will be supplied both United States and allied publications
by the commander, United States forces in European waters. Vessels at Gibraltar and the
Azores will be supplicd United States publications by the department through the senior officer
present and allied publications by the commander, United States forces in European waters.
All vessels and stetions in Asiatic waters will be supplied by the commander in chief, Asiatic
Fleet, except thet the cepartment will supply Guem. '

= 15. In a recent cese, the master of an American merchant vessel, when attacked by a sub-
“rine, destroyed Lis United States cenfidential publications but allowed the British publica-
tions of similar clarncter to be captured. - Oflicers issuing United States or allied publications
to United States merchant sLips will obtain a statement in writing from the master that he
understands theinstructicns as to the care of these publications and that they are ta be destroyed
in case capture or sinking is imminent. K

16. Where transportation by an officer is necessary, such transportation will be furpished by
the vessel concerned and not by the issuing officer.  In all cases where publications are obtained
from issuing officers, n copy of the receipt will be forwarded to the department immediately
by the issuing office. Forms C. and S. 5,C. and S. 6, and C. end S. 7 will not be used for
this purpose. It is highly important that (] is be done promptly in order that thy department’s
records may be kept up to date and duplieation avoided. Issuing officers will su Wit a report

- of publications on hand on the 1st of ench month and in addition will inform the department
of any prospective shortage.

17. The issuing officer at the Canzl Zone is the commander, naval forces in the Canal Zone.
In addition to supplying vessels stationed in these waters, he will particularly see that United
States naval and United States merchant vessels passing from the Pacific to the Atlantic are
equipped. Naval vessels will report to him as preseribed in parogroph 12.

18. When publications do not contain tho date upon which they become cffective, the
department announces by dispatch, the placing in effect of cach publication. Upon receipt of
such information issuing oficers will prepare & memorandum giving this information, copy of
which Le will furnish with cach copy of the publication affected which may be issued thereafter.
Attention of issuing officers is called to the importance of tl.is provision as failure to furnish such

o memorandum would result in serious confusion. For example, if an Alatlantic dispatch of 10

December announces that o publication js placed in effect. on the 15 December, a vessel com-

g
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missioned on the 22d December recciving this publication would have no way of knowing that it
is in cffoct unless the issuing officer furnishes a memorandum to that efTect on issue.

19. All United States publications except N.C. B. ciphers issued from the Code and Signal
Section are now assigned a C. S. P. number, beginning with C. S. P. 100 (cover for naval ciphers).
Specinl weighted envelopes and covers are included. All forms, blanks, etc., used in this sec-

tion bear C. and S. numbers, beginning with C. and S. No. 1.

The following table shows the

C. S. P. numbers assigned to ‘date and also the number of each allowed to ships, flag oflicers,

or stations, entitled to receive it.

In this connection it should be noted that United States

corrections to allied publications are assigned identification letters in the same manper as
allied publications and do not earry C. S. P. numbers,

Uniled States publicationas,

C.B. P.

Number L each ship, flag officer, or statlon cotitled to recclve it

No. Titla,
100 | Cover for Naval Ciphera. .. .. .ooeeeneeiaeeaenanns One.
101 | B, C-Cipher Ny, X ooz il 2 ol ol e One,
102 | U. B. Rerognition Signala No. 1..... A One,
103 | C. & 8. Memorandum No. 1. covenniennreienneannnn. Large vessels, 2. Others, 1.
104 | Visunl Calls Memorandum No. 3. cieneeecnnnnnnans One fur each signal book and four additional.,
105 | Signal Letters for Foreign Men-of-War. . .. ..o....... -.| Large veasels, 3. Cruisers, gunboats, etc., 2. Small
vessels, 1.
106 | Signal Lottera for U. S. Government Veasels..........[ Largo veasels, 3. Other vessels, 2.
107 | Reserve N. Q. B. Cipher G 26 in weighted envelope..! One.
103 | Naval COUe Y ooiimimis s wissis eess s s One (two volumes),
100 | Change No. 6, Service Radio Codo. e evnvvinnnnn.... Ono for each book.
110 [ Change No.'8, General Signal Buok. ..o .. One for pach Look.
11 | D.P.Ciphar No. B..cacconcncicsninsiivaminnnaaansy . Ono. ~ I
112 | Cover for Secrot Radio Calls_ ... ... ... .._........ One.
113 | Secret Radio Calla Ko, 1............. ek e e One.
14| M. 8 Ciplier NO. 8. . c.ieiiivomoiiiosvomenmvassosaie s One.
115 | Record Book of Signal Basks, Codes, efc. .oooona... .. Large vessels, 2. Other ves=els, 1.
116 | Correction No. 2, War Instructions for U. 8. Merchant | One.
Veasals,
117 | Secret Merchaut RadioCallsoo.oo oot One.
118 | Cover for Radio Calls. .. .. cioicemmiicacuaicanenaaas Rattleships and large cruisers, 3. Other vessels, 2.
119 | General Radio Calls No. 1............. e P — Battleshipsand large cruisers, 6. Cruisera, gunboats,
de:lroyers, etc., 3. Auxiliary and small veasels, 2.
120 | Cover for U. S. Recognition Signals............... ...l One.
121 [ C.and S. Memorandum No. 2. ooirinniieinaaanann. Larze vessels, 2. Othier vessols, 1,
122 | Atlantic District Visual CallsNo. 1........cooooo... One for each signal bask. Four additional for large
voszale, 2 for smaller vesswola,
123 | District Radio Calls No. L. civeieieininccnennneananns Large ve-sels, 2, Other vessals, 1,
124 | A.and P. RadioCallsNo. 1. ... ... o i Large vessels, 3. Othier vessels, 2,
125 | Secret Rudio Calls No. 2. .. iieeeiaeaaan One.
126 [ B. C. Ciper No. 2. . cuuiniiinnieiniirieniiarenanas One.
127 | Mo B GIpler NO 8. ccvcncsrmmmnmnnsometrmmerms sy One. .
123 | P CID oMo .o oo isnsoesmsmmesin s an s sosms One.
129 | General Radio Calls No. 2. .o cen oo iiiiaanen Battles®:ips and larre cruisers, 6. Gunhoats. de-
stroyers, etc,, 3. Auxiliary and small vessels, 3,
130 ; C.and S. Memorandum No. 8. .. cccvrnvinrecccranaes large vessels, 2. Otlier vessels, 1.
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Radio Calls.

20. Asstated in paragraph 6, the Code and Signal Scction now prepares and issues all
radio calls except commercial calls, A system of radio calls bas been adopted comprising six
separate lists as follows:

Secret Radio Calls,
General Radio Calls. :
District Radio Calls. C' -
A. and P. (Asiatic and Pacific) Radio Calls.
Sceret Merchant Radio Calls.
Commercial Radio Calls.
(a) Secret Radio Calls include and are issucd to important men-of-war in the Atlantic.
They are changed at frequent intervals. ' .

(b) General Radio Calls includo vesscls, radio stations, officers, etc., in the Atlantic and /
in general correspond to the present “Changes in Radio Signal Calls,” except that calls in the /

Asiatic and Pacific are not included. They are changed at frequent intervals and do not / :
include distriet vessels. ‘ ! Q

(¢) District Radio Calls include naval district vessels (except of twelfth, thirteenth, and - .
fourteenth districts) and certain shore stations. They aro issued to radio stations and district
vessels and to other naval vessels in American Atlantic waters.

(d) A. and P. Radio Calls include vessels and stations of the Asiatic and Pacific stations
and in general correspond to the present “Changes in Radio Signal Calls,” except that only
Asiatic and Pacific vessels are included. This list will be changed from time to time but less \
frequently than the Scecret and General Calls. In addition to vessels and stations listed tkere- :}
in, it is distributed to stations on the Atlantic const and to men-of-war in American Atlantic %ﬁ»
waters.

(¢) Secret Merchant Itudio Calls includo calls for all United States merchant vessels, This >
list, however, is furnished only to United States and alliod men-of-war in the Atluntic and cor-

tain radio stations. Itis not furnished to merchant vessels. Each merchant vessel receives

its own secret call only. .

(f) Commercial Radio Calls contein calls of ships and sfations corresponding to the Berno
list. It should be noted that this publication is not handled by the Code and Signal Section
but is issued from the office of the Director, Nuval Communications, Southern Building, Wash-

ingt‘on. L - . - - Ny
21. While the general distribution of each class of radio calls is indicated above, more @
detailed instructions are contained in cach publication. These instructions should be con-

sulted by issuing officers.
N. C. B, and Naval Code A 1. X

22. The distribution of the N. C. B. is handled cither directly from the dep'nrtmcnt or by

- special instructions to issuing officers. Officers holding reserve N. C. B. outfits will, however,

issue an outfit to destroyers not already supplied, and to new destroyers when commissioned,
without reference to the department. Class G, N. C. B. ciphers will be issued by issuing offi-
cers to all holders of the N. C. B. The Naval Codo A 1 is soon to be issued, and will bo sup- @

plied through distributing officers to all holders of the N. C. B.
%
Authority J\J/]D v 702 &
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Communications will be supplied by issuing officers on the following bnsis:

on the first page thereof, are announced:

9

Radio Regulations, Eic.

23. Tho various forms of radio regulutions issued from the office of the Director of Naval

(@) Radio Requlations.
All naval vessels except distriet vessels and submarine chasers.
All radio stations.
(b) . Extracts from Radio Regulations. .
All naval district vessels and subinarine chasers.
(¢) W. R. I. (War Time Radio Instructions for U. S. Mcrchant Ships), W. K. 1--A
(Radio Signaling Instructions for U. S. Operators of Merchant Ships).
41l United States naval and merehant vessels and radio stations in the Atlantic.

\ S. C. Cipher No. 1.

24. The following minor modifications of the distribution of S. C. Cipher No. 1, as given

The Naval Attachés at London and Puris will be the only sttachés furnished this
cipher. It will not be furnished to the Marine Barracks, Wushington, An-
napolis, Quantico; Paris Tsland, San Diego, nor to the Advance Base Head-
quarters, Philadelphia, nor to the Naval Prison, Portsmouth. A note to this
effect should be made on S. C. Cipher No. L,

Allowances of Publications for Clas<er of Shipr.

25. The term ‘‘complete set” used in paragraph 26 comprises the following in connec-
tion with United States publieations, but issuing officers, in checking up outfits of vessels,
will consult paragraphs 20, 21, and 22 also in conneetion with issues of radio ealls, N. C. B.
and Naval Code A 1.

General Signal Book.
“E Battle Signal Book.
Service Radio Code.
Secret Fleet Ciphers.
S. C. Ciphers.
D. P. Ciphers.
M. S. Ciphers (in Atlantic only).
U. S. Recognition Signals. ;
War Instructions for United States Merchant Vessels.
Visual Calls Memorauda.
Atluntic District Visual Calls (Atlantic home waters only).
Signal Letters of United States Government Vessels.
Signal Letters of Foreign Men-of-war.
Code nnd Sigual Memoranda.
Record Book for Signal Books, Codes, ete.
Radio Regulations.
War Time Radio Instructions for U.S. Merchant Ships (W. R. I.) (in Atlantic only).
RRadio Signaling Instructions for U.S. Operators of Merchant Ships (W. R. I.—A) (in
Atlantic only).

The term “complete set” applicd to allied publications refers to list “A" on page 14, ex-
cepting where a note “limited distribution’ appears, in which cuse specinl instructions are
furnishedjthe distributing oflicers.

27206—17—3
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(@) Men-of-<war and Vesscls of the Transport Foree.

United States Publications.
Complete set.

Allied Publications.
Complete set. -
Note.—For the purpose of this classification, the following are not included:

Submarines, submarine chasers, tugs, mine sweepers, vessels of naval
districts, yachts (except scagoing vachts for distant serviee), and auxil-
lary vessels. The following are included in this classification: Yachts
for distant service, destroyer, mine force, und submarine tenders, Vestal,
Prometheus, and Coast Guard cutters attached to the fleet, mine planters
such as Aroostook, Shawmut, cte.

(b) Auziliary Vessels of the Navy (this includes chartered and ex-German vessels when
comananded by Reserve Officers, former vessels of the Naval Auziliary Service,
such as the Jason, whether commanded by Regular or Reserve Officers):

United States Publications. - '
Complete set.
Allied Publications. '
A “short set” as indicated by the asterisk on list A, page 14.
(¢) Submarines,
Tnited States I’ublications.
Complete set, except U. S. Recognition Signals.
Allied Publications.
None unless equipping for distant service, in which ease they will be sup-
plied with a “partial set,” as follows:
Allied W/T Code A.
Current Interallied W/T Call Signs (List I. C. N.) and corrections.
Current Allied Recognition Signals (Doe. R. E. C.). :
Current Mercantile Tables and accompanying instructions,
Current Key Memorandum 6. '
() Mine Sweepers (attached to the flect).
I'nited States Publications,
Complete set except 11, S, Recognition Signals.
Alhed Publications.
A “short set.”
(e) Submarine Chasers attached to the fliet (and for dixtant aermiee).
TTnited States Publications. .’
Service Radio Code.

"

s
w

".

D. P. Ciphers. DECLASSIFIED

M. S. Ciphers.

W.R.I - sy \ND 94702

W. R. I.—A.

Visual Calls Mcmoranda.

Atlantic District Visual Calls (home waters only).
Signal Letters of U. S. Government Vessels.
Cover for Naval Ciphers.

Record Book for Signal Books, Codes, cte.

Signal Letters of Foreign Men-of-war (distant servico only). "
Deck and Boat Book (nonconfidential—to be obtained on requisition).
Extracts from Radio Regulations. . 5

LI i
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(9) Submarine Chasers attached to the fleet—Continued. .
Allied Publications.

None unless equipping for distant service, in which the following will e

g-q— Rt

3 . supplied:
__q' = Current Key Memorandum 6. o _
: Current Mercantile Tables and accompanying instructions.

W/T Commercial Call Signs (CB 1283) und smendments thercto.
W/T Ship and Shoroe Stations (CB 1284) and amendments theroto.
(f) Tugs equipping for distant service.
United States Publications.

hd % Complete set except U. S. Recognition Signals. ;

.' Allied Publications. SIS
' \\ Current Key Memorandum 6. '
Current Mercantile Tables and accompanying instructions. 4

W/T Commercial Call Signs (CB 1283) and amendments thereto. i

|' gg W/T Ship und Shore Stations (CB 1284) and amendments thereto. E-‘

(@) Vessels assigned to naval districts:
United States publications.
\ Service Radio Code.
' D. P. Ciphers. '
Deck and Boat Book (nonconfidential; to be obtained on requisition).
B ) Visual Calls Memoranda.
' Atlantic Distriet Visuul Calls.
\ Signul Letters for U. S. Government, Vossols.
Extracts from Radio Regulations. -
|/ Nore.—The most important district vessels may he furnished the fol-
v/ lowing in addition, provided (1) it is considered desirable by the com-
mandants, (2) a comwmissioned oflicer is in command, (3) proper fucil-
% ities for safeguarding are available, and (4) vessels are on offshore or
- important harbor-entrance patrol duty involving frequent communi-
cation with scagoing naval vessels.
(General Signal Book.
. S. C. Cipher.
@ : ‘M. S. Cipher.
W.R. L.
W. R. I.—A.
Signal Letters of Foreign Men-of-war,
Cover for Naval Ciphers.
Record Book of Signal Bouks, Codos, ete.
Code and Signal Memoranda.
War Instructions for United States Merchant Vessels.
_ VQ Allied publications.
W/T Commercial Call Signs (CB 1283) and amendments.
W/T' Ship and Shore Stations (CB 1284) thereto.
Extracts from Current Key Memorandum 6.

(%) Armed guard oflicers (or petty officers in charge). -
‘*‘g? W.R. L
J@) | W.R. I—A.
' M. S. Cipher.

War Instructions for United States Merchunt Vessels.

DECLASSIFIED
Authority D M0
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- J (1) United States merchant vessels in Atlantic and Mediterranenn trade:
United States publications.
W.R. L
W. R. I.—A.

M. S. Cipher.
War Instructions for United States Merchant Vessols.
Allied Publications.

Current Mercantile Tables.

War Instructions for Mercantile W/T Operators.

W/T Tnstructions for Masters of British Merchant Ships.

Nore.—These alliod publications uro furnished by British issuing ollicers
to the masters of more mnportant United States merchant vessels in
Atlantic and Mediterranean waters, and include all vessels with- United
States armed guards.  (See par. 11.) _

Transporting and Safepuarding Publications,

27. Publications of this nature are divided into two classes: (1) Secret and (2) Confidential.
Secret matter is assigned registered numbers. It is not intrusted to the mails under any
circumstances and it is invariably transported by commissioned officors. It should be safe-
guarded to the utmost and kept in safes or confidentinl lockers provided for that purpose, and
where adequate facilities are not provided it shall be the duty of officers concerned to bring the
fact 1o the attention of proper authorities and to use oevery endeavor to obtain ndequate protec-
tion.  Mutter of this kind may be handled and inspected by commissioned officers only and then
only by such oflicors as whose netual or prospective dutios make their knowledge of the publi-
cations desirable.  Sceret matter shall he handled by oflicers of thoe regular service if practicable.
Weserve. N. N, V., und Militia officers, when detailed by proper authority to duty requiring the
use of these publications. may handle them, but it should be understood that tlie possession of a
commission does not entitle an officer of even the regular servico to study seeret publications
unless in conmection with his dutics. Tt should he borne in. mind by all concerned that, not-
withstanding the charncter or qualifications of oflicors, long experionce has demonstrated the
fuct that the fewer the people having knowledge of or secess to secret, information, the smaller
i~ the chance of its being compromised by inadvertence or espionnge.
25. Seeret United States publications. ’
N. C. B. Ciphors. ' \
" N. C. B. Cipher strips. \
— Naval Code A 1.
— D. P. Cipliers.
T M. S. Ciphers.  (Hundled by musters nnd first officers of merchant vessels. )
— 8. C. Ciphers.
— U. 8. Rocognition Signals.
—Navy Seccret Code.
— Secret Radio Calls.
— Secret Merchant Radio Calls, ,
29. All allied publications are considorod socrot, oxcept in enses where thoy contain
authority for handling by other than commissioned officors. _
30. Confideniial mattor may or may not bear a registered number, dopending on the
charactor and distribution, [ may be transported by registered mail, but is invariably~ put
under double cover, the inner cover sealad securely with wax and marked “Confidential.” It
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shall be handled by commissioned oflicers (Regular, Reserve, N. M., or N. N. V.) unless the
publications contain spocific authority for its being handled by othors.
31.

2
83. The following is a list of allied publications comprising a *“complete set” at this date, E
17 December. List A is arranged in the order by which the department’s reference lotters l
were assigned; list B is a classified list. The asterisk indicntes publications included in a ¥
“short set” (sco par. 26). The status of publications on 17 December is indicated by foot- :
notes. These should be kept corrected in accordance with information received until the receipt e
of tho ““Record Book for Signal Books, Codos, ete.” E;
’ .
;

- — Goneral Signal Book.

" —"Distriet Radio Calls,

- — Signal Letters of United States Government Vessels.

- ~—Rocord Book for Signal Books, Codes, Ciphers, Etc.

32. If capturo or sinking of a vessel is imminent, it shull be the duty of the commanding
officer to tako cfficient means to prevent any secret or confidential United States or allied pub-
lications being exposed to capture by the enemy or otherwise falling into the possession of
unauthorized persons. If time permits, publications shall be burned; otherwise they shall be
properly weighted and thrown overboard. In this conncction, attention is invited to tho last
paragraph of this memorandum.

13

Confideniial United States publications.

— Battlo Signal Book.
— Service Radio Code.
—-Radio Regulations.
—— Extracts from Radio Regulations,
— War Time Radio Instructions for United States Merchant Ships (W, R. I.).

~— Radio Signaling Instructions for United States Operators of Mcrchant Ships
(W.R.I—A)
— General Radio Calls.

— and P. Radio Calls.
— Visual Calls Memoranda.
— Atlantic District Visnal Calls,

— Signal Letters of Foreign Men-of-War,
— Code and Signal Memoranda. f

List of Allied Publications.

—

- Authority MND (T‘-l 702&
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— _ .
Allied Publs'mncm.
p ____________—_________—-———~——________________-——————___,_______
lr)n.;:m ’ Title, Admiralty No. Notes.

At st nin e il s
l
"

A. F. R. Signal Book, 1915.. . SRS o R CBOlI2 (A, H Cv")
— J | Instructions to Telegraphists A. F. R. Bignal Book.......... il CB 112A | H, -
—*p Auxiliary Code No. 13 é(‘-ode) ............ T LT s CB 0322 | B.
29 | Auxiliary Code No. 13 Decode).... 0007777 "o A R R e CDB 0323 | B,
— "R | Wireless Telegraphy Commercial Call Signs, February, 1917 .. 177770 CB 1283 | A, H, [
i = *8 | Wireless Telegrafhy Shore and Ship Stations, February, 1917, .../ 27" CB 1284 | A H.
-V Addendum No. 1110 A il Signal Book...,,. " Y2 917 e euennenn. . CBol2M | B, H.
] — W Inﬂ.mPculo;n for Entry of Allied War Vessels into Allied Defended Ports (A. CB 0338 | A, J.
-——AJAC i&dden’(]i_l;dh%} }I‘% J;l”é'.') P.]&'f (CghUSSB} .................................. CB 0338A A, %
= nteralli /T Call Signs No. 1 ort title, List ICNNo.l................ CB 0347 | A,
ZugK | alied WIT Code an.>" - 7 Short Litlo Comm————_ CB 0480.| A, H.;
—*KK W/T Memoranda Leviathian, 15 May, 1917)......,................... .................. | A. -
*LL Au;:hnv W/T Call Signs......... a3 L T R N L P CB 316 | A, y
*MM Allied W/T Instructions, 1917 %Document Moo L)ocaccl oo yeresis CB 414 | A, I,
- NN | Allied Operating Table (Code F). ... Sihsn RSO = sy CB 1310 | J O
~_TIT | U. 8. Correction No.1toI. C. N. No. LE@CB@n.. ... " TN P A H .
~ *UU 1Tections No, 1 to Auxiliary W/T Call Signs (CB 316), .71 1777 ey e - A
= WW [ Allied ccognition Signals No. 1 (Document R. E, C. Nq b ) CB o461 | A
— XX [ Addendum No. 12 to A. F. R. Signal Book. . . .. ... R CBoli2N | ¢
— AB | Corrections No. TS B e i - o  EE T T A, T
~ JAC | War Instructions for Mercantile W/T O emtors- CB 418 | A,
—®AD | W/T Instructisns for Masters of British Eierchant Ships. ... ... 00000 CB 439 | A,
— AE | Secret M ercantile Cal) e S 1 et CB 431 | A
~*AF | Allied O rating Table No, 2 (Code F, No. 2). .. .. """ ¥ e 0 CB1344 [ A,  _
= AJ | Mercantile Tabl Mo B eeniancii L I e i CB 432 D, G.
~ ®AL | Mercantile Pt A TR Wi e CB 433 | A,
= ®*AM | Wireless Telegraphy Commercial Calj Signs (2d Supplement). 01T CB1283A-2 | A H. | .
2 *AN | Wireless Telegraphy Shore and Ship Stations (2d Supplement)... [ 1T CB 1284A-2 AL H. i
'; *AP | Key ot LU S st ekl L A g s CB 1354 | A’
— "AQ [ Mercantile Tubles TP R | CB 434 | E,
- AR | Addendum No. 1 to Mercantile Tablea Mo, Foac0. 00T s | CB 434A E, F.
— FAS | West Atlantie W/T Call R b L ’ CB 558| G.
— AT | Document I. F. R o K6 R gt BBt A,
~ *AU | U.Ss. Correction No. 1 for W. A.C. No. 1 ) [N T M .| G,
== AV | luterallied W) Call Signs No. 2, List I. C. N. No, 2, [ 1 im0 o CB 0533 | G.
*AW | A uxi.iary Code No, 23 Code).. .. CB 0465 | G.
~ ®"AX [ A uxi.iary Code Ny, 23 E])ecode) ,,,,,,, ! CB 0466 | G.
— AY [ Convoy Cipher No. 2.~ 77" "r=e CB 0497 | F, G.
— AZ | Mercantile Convoy Instructions, 1917 CB 585 | A, F.
*—BA [ U. 8. Correction No. 1to List 1. C, b I e e e G.
BC [ Addendum No. 1310 4. F. R, Signal Book T T O S CBonzp | p, g, £
=~ *BD | Secret W/T Call Signs for Transports and Mest-Kocimnioy i, o MR A, L
— BE | Addeadum No. 23 o e e A CB o043 | D, G.
* - *BF | U. 8. Correction No. 1 to Code ¥, No. 2 (CB 144) e ] ] A, C, G.
—*BG | Key ey i S s e CB 1375 \E,
~— BH | Addendum No.5toAuxiliaryCode.........-..-........ R CB 0367 | B,
“=*BJ | U. B. Correction No. 210 Auxiliary W/T Cal] Si%u CB816.....on.. . 00 PP I W
~ BK | Bulletin Indicatif de Correctioas, Document I, F, C. (French.)...... ... [/ % T

e T SNy

® Short set. : E. In offect in Atlantic after 1 January,

A. In effect in west Atlantic and Europan waters, F. Limited distribution.

B. In effect in west Atlantie, G. Not vet in effent, $ : -

C. In efiect in European waters only (east of longi- | H. In effect in Pacific. b

tude 30 west), ; J. In effect in Pacific 1 Jaauary, 1918, ; o

D. Held in reserve at issuing stations, - o . %

‘l ._-.:-
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List B.
A. F. R. Superseding and Related JLublications,

‘ %’E:; Title. Admiralty No. Notes.
(58 T FIAFR Signal Book, 1915............ .. " CB 0112 | A.
—J | Instructions for telegraphists (A. F. R, Signal Book) . CB 01124 | H,
—V | Addendum No.11to A, F. R. Bignal Book .......voumnmonnooinnons CB 0122M B, H,
V' < xX | Addendum No. 12to A" F. R, Signal Book. ........ CB 0112N | C.
. —BC | Addemdum No. 13 to A. F. R. Signal Book.......... CB 0112P! D, G.
—MM | Allied W/T Instructions, 1917 (Document M, P, L.). CD 414 | A,
—WW | Allied Recpgnition Sif,"l:il.l! No. 1 (Document R. E. CB 0461 | A.
“NN | Allied Operating Table (Code F)..........,e..ooseourtsso ool tere e CB 1310 | J.
= AF {-Allied Opersgjng Table No, 2 (Code F, No. 2).... S e R CB 1344 | A,
— BF [ U.S, Oorrectmi\No. 10 Cods F 2 (CB1344)....,. .00 000, i rmmmreny | oot A,
\ Bl s vl e
o .l OSSOSO S IO,
] " “A. D. P. Publicationa.
— W | Instructionsfor Entry of Allied Vesscls into Allied Defended Ports (A.D.P. 17)’ CB 0338 | A.J.
—-X Addenda No. 1, A, D. P. 17 (CB 0333).,......... T ST CB 0338A | A, J.
E = AB | Correction No. 1to A, D. P. B2ACB OB o ci0cnnmmmmncmmmnst crsaes bonsston s A, J. 3
Mercantile Tables,
~ AC | War Instructions for Mercantile W/T Operators............ CB 418 | A,
= AD | W/T Instructions for Masters of British Merchant Ships Cl3 439 | A
AJ | Mercantile Tables No. 5. . . ... .. i ieeeeeeeeeanaaa.. CB432 | D, G
~2h | Merantile Tables No, B, ucuvssnrcsicsiinosmiinn o me sy CB 433 | A,
—AQ | Mercintile TEION RO P...., oo siisivmnns i o e s bian CI3 431 | E.
— AR | Addendum No. 1 to Mercantile Talies No, 7., J[ 11011 CB434A | E, F.
i
O ____- ............................ - __________________li________
Key Memoranduwn 6
AP | Key Memomandum 6L . ....iveuiiiinnniinmnnnnnenneansnnnssns oo enn CI 11354
-~ BG | Key Memorandum ¢M

..................................................
........................................................................

....................................

.................................................

B 1375

..............

..............

..............

A. Tn offect in west
B. In effect in west
C. In effect in European waters only (east of longitude

D. Held in reserve at issuing stations.

Atlantic and Europenn waters.

. In effect in Atlantic
Atlantic only.

E

F, Limited distribution
G. Not vet in effect.
H. In efiect in Pacific.

30 west),

Authority MND ﬁ["‘ 703&).
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List B—Continued,
Convoy Publications (Vessels on Convoy Duty).

Dopnr_'t— I — o
 ofaniy Title. Admiralty No. Notes.
— AZ | Mercantile Convoy Instructions, 1017......... . .. PR S e 585 . -
— AY | Convoy Cipher No. 2. . .o A R R c(f;Bo-sg? 3. .
Lista of Calls, Eie. : P T
~ R | W/T Commercial Call Signs, Febru 1017, L 2 CB 1283 | A, H. ﬁ!, i
 / T B.| W/T Shore and Ship Station, Fehrl?n?;r. L S e © CB 1284 A: H. e 3
F /| AN | W/R Shore and Ship Stations. 2d Supplement. . 11T CB 12834(2) | A, H. !
i —AN W/T Commercial Call Signs, 2d Supplement......... """ RO CcB 1284:\52) A, H.
£/ —LL | Auxiliary W/T Cal) L O L ceveedl . CB316 | AL ¢
i/ —UU | U. S. Correction No. sransiliary WIT Call Bignn (GB 318). cuesen e o). 2318 A.
g — BJ | U. 8. Correction No. 2, Auxiliary W/T Call Signs (CB 316; ...................... A. !
—AA | Interallied W/T Call Signs No. I'(I.C. N. No. 1) «.......0. 5 CB0347 | A, H
— TT | U. 8. Corrertion No. 1 to I1.C.N. No. 1(CB o L) RTINSO o A AH P
— AV | Interallied W/T Call Sigus No. 2 (LC.N.No.2), ........o.o.o..0"" CB 0533 | G. o R
=DA | U. 8. Correction No. 1 to I. Co M. No. 200BOBBR). .. .. ouensivinitnnion e e 00 G.
209 D | Sccret W/T Call Signs for Transports and Fleet Auxiliaries. . ... .. . . 0 10|/l 77 mmmseeee A. !
21S | West Atlantic W/T Call Sipns. . ..._. mrn e s S B CB 558 | G.
_ AU | U. 8. Correction No. 1to W. A. O NoU YRGB IR) s vmssmicsccviinisnnie slrmmsaamn arr G.
~AE | Secret Merchant Call Signs...oooo T CB 431 | A,
—AT | Document I, F, C. (French Secret Merchant Calls). ... ... T - Al
........ { s ummaras s gy h S _.._ S
Codes.
] :
I L ATHOR WIT 008 v oocoswnmcivvsnsss s v sinmmmmmmmnnmmensmensssmsoss | Cn L'HS{ A. .
~— ¥ | Auxiliary Code (Code), No, 13, /11111111 Iirimrmmmmmeeee e seee e J CB 0324 B.
—y | Auxiliary Code (Decode), No. 13...... 111 1 1 i it CB 0323 % B,
—AW [ Auxiliary Code (Code), No. 23.. . c.eeerrreervennannoracommsrorom [ CB 0465 y
~—AX | Auxiliary Code (Decode), No. 23........ R R S e ! CB 0466 2
—UE | Addendum No.23:.oAuxilinryCode....-.........................‘...-.._' CB 0470 | D, G.
—BHU | Addendum No. b to Auxiliary Code............ SRR RS s o Sdazie ) i CB 0367 | D. i
A. In effect in Atlantic. ) Q. No:ﬁ“ in effect. ¥
B. In effect in west Atlantic only, H. ln eHect in Pacific. {
D. Held in reserve at issuing stations, 1
. i {
: f
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Reports and Returns,

34. The following forms are bein
of codes, signal books, ote.:
__ C&S5.—Report of Secrot and Confidential United States Publications distributed by the
Code and Signal Section of Operations.
— C&S86.—Report of N. C. B., N. C. B. Ciphers, and Naval Code A-1.
— C&S7.—Report of secret and confidentinl Allied Publications distributed by the Code and
Signal Section, Division of Operations.

— C&S8.—Report of destruction of seeret and confidential publications distributed by the
Code and Signal Scction, Division of Operations.

— Forms C&S5, C&S6, and C&S7 are combined quarterly return and transfer receipt. They
supersede the esent form N. Nav. 2-Q, Annual (or Quarterly) Retura. Supply of these forms
may be nbluinmf\';'mn issuing officers upon request.

35. United States publications without registered numbers need not be reported quarterly,
upon transfer or upon destruction. They will be included, however, in reports of issues made
by issuing officers. Reports of allied publications arc not required from vessels in European
waters or at the Azores. .

36. Upon sinking, capture, or destruction of » naval vessel, immediate report by dispatch [
shall be made concerning disposition of sceret or confidential publications. Any circumstances
such as safes having been left unlocked, or sccret publications having been left unguarded,
which may possibly involve compromising of seeret matter shall be immediately reported to
the department, Division of Operations (Code and Signal Section).

D. W. Toop,
Commander, U. S. Navy,
Director of Naval Communications.

g provided for use in conncction with reports and returns

DECLASSIFIED
Authority 4 €2
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C.S.P.130. .

CODE AND SIGNAL MEMORANDUM NO. 3.

(C. and S. Memao. 3)

Navy DerarT™mEeNT,
NavaL COoMMUNIOATION SERVICE,
Cope AND SiGNAL SECTION,
- Washington, December 19, 1917.

-

\\ COMPROMISING OF CODES AND CIPHERS.

3
-

1. The distribution of this memorandum corresponds in a general way to that of the
General Signal Book. It is based largely on information furnished by the British Admiralty
as the result of its experience with codes and ciphers during the past three years.

2. The two principal causes of the compromising of codes and ciphers are: (1) Capture of
books and the work of secret agents, and (2) enemy’s ability to reconstruct codes and ciphers
from intercepted messages. ;

3. The capture of books is the worst case because not only does the enemy obtain the
latest code but is also able to get a mass of valuable information from old messages intercepted
by him. Officers using codes may assist to limit the amount of information thus obtained by
the cnemy by so wording their messages that the construction of messages never remains
constant and the phraseology is varied.

4. The enemy’s ability to rcconstruct a code may be considered under two main head-
ings: (1) The code may be compromised through excessive use; that is, it may remain too long
in force. Steps are being taken to prevent this but difficulties of compiling, printing, and
distribution prevent codes from being altered as rupidly as may be necessary; (2) the code may
be compromised through misuse. This is found to be the greatest source of compromise, and
officers concerned with the use of codes should study the subject with a view to avoiding the
most common errors. It is largely for this purpose that the information contanined in this
memorandum is published.

5. The enemy, has the following aids to reconstruction of codes and ciphors. Some are
unavoidable, but they are of such a nature, novertheless, that care on the part of oflicers
using codes will prevent the enemy from sccuring more information than is absolutely
necessary. _

(a) Direction finders, which fiz the position of the scnder and also that of the 1'ec.¢u‘f;r.—T]1.ese
enable the enemy to tell when ships are meeting, entering or leaving port, mine sweeping
or performing other routine duties and thus to make corresponding deduction as to the subject
matter of messages.

(b) Numerous previous messages and obsolcte codes.—These give the enemy the form of
messages and what certain senders normally talk about, pnr:t.iculur]y routine mgm}la at more
or less fixed times of day, such as orders for raising steam, daily sweeping reports, time signals,
coal reports, ete. ) ) _

(¢) Current iniercepted messages.—These furnish the cnomy with v:nlunbla n_d'ormntmn,
particularly if care is not taken to avoid unnecessarily long messages, mixing codes in the same
message, repeating messages in code and plain language, or repeating messages in two or more

3100017 ®)

athority mbi’_/j_ 30

-

|
!
i
f.
{
t
I




4

codes without paraphrasing or altering the number of groups. The frequent introduction of
dates, numbers, places, and punctuation are also dangerous. :

(d) Cumpamng a ciphered or coded message with the literal translation; either written or 8ig-
naled.—This is particularly snnple if there is a repetition of the same group.

6. I'requency of groups.—It is a well-known fact that if you take a sufficient quant.lt.y of
material you will find that individual letters in the English language invariably occur in a fixed
order of frequency. Ior example: I is first, followed by T, then A, and so on down to J and Z,
the least frequently used. The same prine 1ple holds good with complete words. If, thercfore,
the code in use is based upon the principle of one word, one group, the enemy could take a
large mass of official or nonconfidential documents which he might obtain, dispatches which
arc published in the press, reports of spoeches in Congress, confidential documents which he
has captured, and arrange all of the words which occur therein in the order of their frequency
of recurrence. If he then adds up the frequency of recurrence of the groups of sufficient inter-
cepted messages and parallels the most frequently used words with the m(mt frcquently used
groups, he would obtain the significations of a large number of words, -

7. Comparing frequencies in new and old books.—With a cipher in use for some months,
the enemy carefully counts up how many times each group occurs. The cipher is thon changed—
a fact that the enomy notices at once. He then counts up the frequency of recurrence of the
new groups, and makes a fair assumption of the new words. If the old code is compromised,

he knows the significations of the old groups and therefore those of the new. It must be
remembered that the enemy will presumably count up frequencies in two different ways, viz: .

(@) By combining all intercepted messages.
(b) By treating each arca or station separately.

It is obvious that in the Dover area the group for Dover will be frequently employed, and -

in the IJarwich area the group for HHarwich, whereas the group for Harwich will be appreciably
less used in the Dover area, and neither Dover nor Harwich will be mentioned at all in the
Mediterranean messages.

8. Usc of material.—Having gotton a certain amount of material from purely mechanical
and unskilled work, as shown in the preceding paragraph, he could then proceed to utilize it
as follows:

He has discovered, we will say, that CARUT rcpresents “Dover,” and HILOV represents
“Harwich.” e takes an intercepted message, four consecutive groups of which are:

ILURO .
CARUT - .
ZAFYL C

HILOV \

As CARUT represents Dover and HILOV represents Harwich, it is a fair cﬁsumptlon that the
group between (ZAFYL) represents either ‘“for’” or “to.”” Comparing other places where

ZAFYL occurs, he finds that it can not represent ‘“to’’ and must therefore be “for.” Itis, -

thorefore, a fair assumption that the first of the four groups montioned above represonts "lo[t "
This process could be continued ad infinitum.

9. The enemy notices that two particular groups, ROLIV and IRIQO, Iraquantly i‘ollow
one another in messages, but are separated by one constantly changing group. For example

Authority N@_M
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(@) @) () :
ORISO DI LOR VAMYS
ROLIV ROLIV ROLIV
COVIN TOMIT SOLI X
IRIQO I RI QO IRIQO o
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Tho cipher is compromised and the translation of these three columns is found to be, 8ay:
' i (@) 17 officers 254 mon.
(b) 5 officers 98 men.

- ) (c) 55 officers 438 men. e
The cipher is then changed and the enemy obscrves that where they formerly intercepted
ROLIV and IRIQO, they now find ARITO and ZIFUR. It is obvious that these are the new
groups for “officers” and ‘““men,” and they can trace these through from new cipher to new
cipher, even though they do not obtain a copy of a later one. Furthermore, they mark the
adjacent groups as figures, .

10. Assuming for instance, that the enemy notices (as they must inevitably do) that some
one starts a largo proportion of his messages with the two groups IVOP, SIMIQ. The cipher
is compromised and these groups found to be, say, ‘‘Submarine sighted.” The cipher is then
~changed, aws enemy observing that where they formerly intercepted LIVOP, SIMIQ,
. they now find ROTIB, SURAT, It is obvious that these are the new groups for “Submarine
sighted,” and they can trace these through from new cipher to new cipher, even if they do not
obtain a copy. Further, they mark down the adjacent groups as positions, courses, etc. -

11. Two particular groups, say, ARISO, BUXIZ, very frequently immediately follow cach
other. The cipher is compromised and these groups found to be, say, “Passed north.” The
cipher is then changed, and the enemy observing that where they formerly intercepted ARISO
BUXIZ, they now find LISAB, NIVOP. It is obvious that these are the new groups for
¢ Passed north,” and they can trace this through from cipher to cipher.

12. Unusual groups.—Not only are froquently used groups of assistance to the cnomy,
but also unusual groups, when they do occur, often have an obvious signification. In many
cases the enemy has a very good knowledge of the subject of a cipher message which he inter-
cepts. For example, something unusual happens to the steamér Franz Joseph in a Mexican .
port. Thereupon a fixed combination of four or five consecutive and hitherto unknown groups
oceur with remarkable frequency in a Jargo majority of the dispatchoes sent and received by the
senior officer present at that port. It is obvious that this combination of groups represents
the name Franz Joseph spelled out. Similarly, an action is fought and the enemy intercepts a
long cipher message from the flag officer concerned. Shortly afterwards the press announces
that “the commander in chief of the fleet reports that, etc.” It s not difficult for the enemy
to guess that the substance of the intorcopted message is whf.l_t. is pub]isl}cd in the press, and
although the latter version may be properly paraphrased, yet it affords him a. large amount of
material. . Then, again, the foreign secrotary of some power sends for the American ambassador
and. has a.long conference with him. Some hours afte? the ambassador:s depfxrture a long
cipher message is dispatched from the embassy to Washington. The foreign oflice concerned
consoquently lias an almost exact knowledge of the substance of that message, although of course
it does not know the exact wording or arrangement of the thses. _ _

13. It must be accepted that within a few days of the introduction of a new code or cipher
the onemy must know the significations of some 200 groups. It can not, thorefore, be too
strongly impressed upon officers who draft messages that one careless officer in drafting and
coding messages can give the enemy more help toward solving codes and ciphers than is afforded
by hundreds of properly drafted messages.

14. If messages are begun with expressions similar to “your 10226 in code, the groups for
“your,” “ten,” “two,” ‘‘twenty-six’’ may be readily understood by the enemy. For matancz,
if ship ABC is heard calling ship DEF and transmitting a message w1.th. the time group 10226, :;ln
if in a few minutes, DEF calls ABC and transmits a code message, 1t 13 freqlt?ntly the case that
the second message commences with the groups representing “your 10228.” The time group
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at the beginning of a message and the words “your” “our,” and “my,” if proceding it, should
be in plain language. In the Lody of & message, they should be coded.

15. The use of the same phraseology, particularly at the beginning and end of a message,
is liable to compromise the code or cipher. For example, constantly beginning a mcssage
with the groups representing say, ‘“Expect to arrive” or “enemy submarine,” or ending with
those for “acknowledge,” will soon disclose the signification of those groups. Moreover, if
the code used is one which depends on a keyword, it may be possible to discover the entire
keyword from merely s suspicion (confirmed by experiment) that just one interceptod message
starts or ends with some particular phrase. Tho word “acknowledge” at the end of o message
should always be in plain language. :

10. Similarly, unless not only the phraseology but also the structure of messages of a
routine nature, such as fuelyeports, reports of movements, etc., are constantly varied, there
is a danger of gradual comprofgise. It is of the greatest importance that not only the wording
and arrangement of routine messages should be constantly altered but also that their length
be continually varied. .

17. Scientifically constructed codes contain a choice of several groups for the more conumon
words and phrases. This is being done in the codes now in preparation in the Navy Depart-
ment and will be continued and enlarged upon in future codes. It is impossible, however, in
many cases, to foreseo that certain words and expressions will be frequently used in a given
field of operations. Of course new groups can be provided but owing to the fact that when
the present system is in full operation, there will be a code in use, another in reserve, and
another in proparation, it is difficult to supply such groups immediately that the demand for
them arises.

18. As now codes are suppiied to the servico it is highly important that officers who draft
messages and those who use the codes should have a thorough knowledge, not only of general
information, such as-that contained in this memorandum, but also the more detailed instruc-

tions included in each code. . . ‘ _
19. In order that the office preparing naval codes may improve them with successive

.ssues, all officers concerned are enjoined to keep rocords of the following and submit them
promptly to the Director Naval Communications (Code and Signal Soction).

(a) New words or phrases.

(b) Words or phrases which aro frequently used, but which do not appear to have

sullicient alternative words provided.
(¢) Words frequently used which have to be spelled.
(@) Dofectsin the arrangement of the code and suggestions for improvement.
20. It is desired to impress upon all concerned that the enemy has a large, scientifically
organized, and eflicient office, whose only duty is the breaking of codes and ciphers, and that
codes and cipher systems which may appear absolutely socure to a person not expert in such

work may in the hands of the enemy’s cryptographers be comparatively simple. In this con- .
neetion and 4s a warning against an undue sense of socurity, attention 18 invited to tho fact , *

that men who have made a study of such work are able to decipher ancient inscriptions, manu-
scripts, etc., in which the language, written characters, and subject matter were entirely un-
known. Comparoed with this, the deciphering of cipher messages in which the language and
general character of the subject matter are known is relatively simplo.

D. W. Tobv,
Commander, U. 8. Navy,
Director of Naval Communications.
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