Cognitive Autonomy: The Next Frontier
in Intelligent Decision Making

A Holistic, system of systems approach to development
of resilient Al and autonomy

Name: Dr. Kimberly Sablon

Title: Principal Director, Trusted Al and
Autonomy

Event:

Controlled by: OUSD (R&E)

Controlled by: Critical Technologies
Category: Critical Technology
Distribution: A

POC: Dr. Kimberly Sablon, 703-692-6930

Distribution Statement A: Approved for public release. Distribution unlimited.

HTTPS://WWW.CTO.MIL @ @DODCTO in @OUSDRE



Distribution Statement A

Unlocking Decision Superiority

THE OFFICE OF THE ASSISTANT SECRETARY FOR CRITICAL TECHNOLOGIES

The DOD has emphasized use of Al for a decision advantage
— Commanders Decision Cycle -

Sense

Reconfigurable Al-sensing;

Interactive data fusion in DDIL environments;
Context-aware data;

Logistics status;

Adversary Actions/Reactions

Communicate/
Act

Rapidly adaptable and trusted human-Al
teams; Data interfaces to support sharing and
management in autonomous operations

Plan/Decide

Hierarchical distributive and collaborative

¢ intelligence;

Al-accelerated planning and decision making;
Complex uncertain data environments;
Rapidly adjust plans based on operational
situation



Al in the Commercial

Sector

Computer vision for image and
video analysis

Predictive analytics for consumer
service and sales forecasting

Autonomous vehicles and drones

Robotic process automation

NLP /LLM for virtual
assistants/chatbots
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Role of Al in Military Systems
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Al for the Defense
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Sector

Adapt in highly dynamic, uncertain,
unstructured environments

Distributed and scalable across
diverse, asynchronous environments
(edge-cloud-fwd centers)

Need to operate in resource-

constrained environments (energy
efficient)

Discriminate between targets and
decoys (multi-scale)

Robust and Resilient

The Best Al Work is not in the DOD...How can we leverage to address DOD
problems rapidly and responsibly?
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Al Transformation Impact

THE OFFICE OF THE ASSISTANT SECRETARY FOR CRITICAL TECHNOLOGIES

Warfighter Direct in-mission use cases
Capability (often highest stakes)

,:é’ Mission Al-based mission enablers (e.g. logistics, training,
qé? support maintenance, information dominance)
@Q

4
Q
QO
Accelerated science Al-enhanced design, discovery, and development
- - across all S&T domains.
and engineering

Business processes and Assist and automate common processes, improving
administrative Support organizational effectiveness (lowest risk).
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Challenges we’re tackling...

THE OFFICE OF THE ASSISTANT SECRETARY FOR CRITICAL TECHNOLOGIES

1 itested, Congested, Resource Constrained with
Novel Aversary Technologies

Distributed,
Hierarchical Al
Framework

- for C2 on

Mature and cemdns

accelerate
pipeline for
resilient Al /Resilience
~ of perception *
against multi-
modal
adversarial
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Roadmap at a Glance

THE OFFICE OF THE ASSISTANT SECRETARY FOR CRITICAL TECHNOLOGIES

Vision: Robust, Resilient and Scalable Autonomous Operations
with the Warfighter as the Center of Gravity

Reconfigurable, Multi-modal, Trusted Perception

(moving from passive to interactive)

Al-tunable sensors combined with cognitive architecture that optimizes capabilities in
accordance with mission functions; emphasis on resiliency against multi-modal
adversarial attacks

Centralized Al
el LA Trust/Coordination in Human-Machine Teams

Scalable, modular and multi-functional robotic systems, integrated
. 2 control and optimization of autonomous resources; systems
Distributed and Scalable Al engineering approach to warfighter trust; multi-agent testing
Frameworks

Development of a hierarchical C2 and C2 "on-
demand" capabilities that can enable resilient
battle management across enterprise and tactical
edge environments; orchestration of
heterogeneous Al models at scale — across H H
diverse, asynchronous and distributed . DIStrIbUted AI
environments

Cross-Echelon, Resilient Autonomous (Viral)
Networks of Autonomous Systems

Collaborative and federated learning, reasoning in complex and adversarial environments,
collaborative real-time Al-generated courses of action with systems that understand
functions and limitations, decentralized coordination across Warfighting functions

Developing the infrastructure to support Al development and acceleration across the R&D enterprise
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)\ Integrated Intelligence: A System of Systems /

7/ Approach for Enhanced Capabilities

THE OFFICE OF THE ASSISTANT SECRETARY FOR CRITICAL TECHNOLOGIES

Threat/Object Recognition Determination
(Situational Awareness)

Teaming

Decision Making
Multi-Level Cognitive

) &
Distributed

Multi-Modal Recognition Reference

Tunable Perception

Reasoning

Mission Goals

Mission Operating
Environment

Command & Control
(C2)

Interoperable Synthetic DOD Policies & €
Operational Environment Risk Factors

Context parsing in detecting and mitigating deception tactics is critical
for survivability and should be considered up front!
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Unveiling the Hidden Risks

THE OFFICE OF THE ASSISTANT SECRETARY FOR CRITICAL TECHNOLOGIES

Al-Assisted Deception

Fool Human Perception
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Enemy tactics assisted by Al will
create a much more dynamic threat
environment and will continuously
change as their mission progress.
This is very different from what our
traditional tactics are good at...
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The Brittle Truth...

THE OFFICE OF THE ASSISTANT SECRETARY FOR CRITICAL TECHNOLOGIES

Al systems can be brittle and prone to breaking. We
have to understand the vulnerabilities and fragilities of
Al-enabled systems to use them responsibly/counter

Adversarial Attacks| 2] Sl
and Interpretability ol

-: COUNTER .
AUTONOMY

St
-

7

vl
Model inversion/

Decision s & S’ (i SRR
Manipulation

&

Data Poisoning

How do we protect our systems? How do we counter opposing autonomous systems?
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Fortifying Al Resilience via Continuous
Adversarial Testing and Red-Teaming

THE OFFICE OF THE ASSISTANT SECRETARY FOR CRITICAL TECHNOLOGIES

Current
Approach

I
| o

I Required 223

: Approach %

1

A Sandbox for Continuous adversarial testing and red-teaming approaches must be applied throughout
the system lifecycle — from development to deployment
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Harmonizing Deployed Al Models at Scale

THE OFFICE OF THE ASSISTANT SECRETARY FOR CRITICAL TECHNOLOGIES

Al Orchestrator

o
m
w

AlO Runtime Service

Al Orchestrator Model Broker

Model Management e B A
|m—————m e — - = = &——Model Interface Channel
Registry

HTTP/REST

gRPC/HTTP

N e ContainerMadel/ JSON

Text Classifier Model Risk Scoring Model

Text Classifier Text Classifier BayesianScorer BayesianScorer
(replica 1) (replica 2) (replica 1) (replica 2)

Compute - Container

Compute - Container
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Scaling Harmony: Distributed Architecture for

ALY
N L
M

Model Orchestration and C2 on Demand

THE OFFICE OF THE ASSISTANT SECRETARY FOR CRITICAL TECHNOLOGIES

We must leverage advances in Distributed ML and Edge computing to enable Distributed Al architectures

that minimize the dependency on massive data aggregation for Al-empowered Decision Superiority

Adversarial Attack &Y
Degrades Critical

Network Transport

IOBT Endpoints
Command Post / o -
Decision Maker .- Edge Intelligence

Cloud /

Enterprise

. Inferencing at the Edge AND
\. Continuous, Defended, .
@ <. Federated Learning. -~
| |
T SOog
Network
Real-Time Al Processing to
enable Decision Superiority
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Distributed, Hierarchical C2 and C2 on Demand

Capabilities

THE OFFICE OF THE ASSISTANT SECRETARY FOR CRITICAL TECHNOLOGIES

@ Execution Agent Delegate

e Platform Agent

Federation Segment

Execution
Agent A

Control Segment
Agent

C2 Interface

Execution
Agent B

UC2 Allocation requests & status

0
v

L

Federation Segment

Control Segment
Agent

C2 Interface

Execution
Agent C

Hierarchical agent structure implementsan
autonomous C2 chain of command
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Federation Segment

Control Segment
Workflow

C2 Interface

Execution

Agent D

|
Execution
Agent E

Cross-domain (air, ground, sea, underwater, efc.) uncrewed systems (UxS) are becoming critical enablers

of modemn warfare
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Towards Autonomous Networks of Autonomous
Systems: The Power of Human-Al Synergy

THE OFFICE OF THE ASSISTANT SECRETARY FOR CRITICAL TECHNOLOGIES

Many controlling many One controlling many Autonomous viral networks of
UxS UxS autonomous systems equipped with
Autonomous C2 systems, common
operational database (COD), Al
Orchestrator to support integrated
operations across domains

Note: An autonomous viral network should be able to rebuild, reconnect and reorganize
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QQ DoD Responsible Al (RAI) Foundational Tenets

RAI Governance:

Ensure disciplined governance structure and processes at the Component and DoD-wide levels for oversight
and accountability and clearly articulate DoD guidelines and policies on RAl and associated incentives to
accelerate adoption of RAI within the DaoD.

» Warfighter Trust:

» Ensure warfighter trust by providin

SUre \ rust ? education and, trainin{;, establishing a test and evaluation and
verification and validation (TE/VV) framework that integrates real-time monitoring, algorithm confidence
metrics, and user feedback to ensure trusted and trustworthy Al capabilities.

« Al Product and Acquisition Lifecycle:
* Develop tools, policies, processes, systems, and %uidance to synchronize enterprise RAI implementation for
the Al prr(])duct throughout the acquisition lifecycle
approach.

hrough a systems engineering and risk management
Requirements Validation:

In(:é)r orate RAl into all applicable Al requirements, including joint performance requirements established
and app

proved by the Joint Requirements Oversight Council, to ensure RAI inclusion in appropriate DoD Al
capabilities.
Responsible Al Ecosystem:

Build a robust national and global RAI ecosystem to improve intergovernmental, academic, industry, and
stakeholder collaboration, including cooperation with allies and coalition partners, and to advance gfobal
norms grounded in shared values.
« Al Workforce:

« Build, train, e

_ _g_uip, and retain an RAI-ready workforce to ensure robust talent planning, recruitment, and
capacity- building measures, including workforce education and training on :
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Symphony of Minds: Warfighter Trust

THE OFFICE OF THE ASSISTANT SECRETARY FOR CRITICAL TECHNOLOGIES

Bringing TEV&V, R&D and Acquisition under the same umbrella to develop
commonhn frameworks for providing evidence for assurance and to develop
calibrated levels of trust in human-machine teams (HiL/HolL)

Ethics and Security by Design
ﬁ Building a pipeline resilient to inadvertent bias and
adversarial action; operationalizing value alignment
/ Warfighter-in-the-loop
i Experimentation and evaluation
/ Derive trust and performance requirements through

prototypes/simulations; and warfighter-in-the loop design

Center for
Calibrated Trust
Measurement Calibrated Metrics Framework for V&V
. Standards, methods, and processes for providing
and Evaluation evidence for assurance; and for calibrating trust

(CaTE)

D

Workforce and Education

- RAl-ready future workforce via science of
responsible Al test and evaluation certification and
degree programs;



Foundation for Al Fortress:
Securing Critical
Infrastructure for

Autonomous Operations
via Al ' Hubs
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Bridging the Gap: Uniting Research & Operations

THE OFFICE OF THE ASSISTANT SECRETARY FOR CRITICAL TECHNOLOGIES

R&D efforts often are supported by mission focused programs with immediate
operational goals or purely with research funding that is not sustained, resulting in
short-term storage for data, limiting of sustained and common data, development, and
simulation platforms, and limited connection within the development pipeline.

DoD's Al Workforce and Envisioned REDO Pipeline (OUSD(R&E) & (OUSD(A&S))

AI Navy DEVRONs

E Engineering Programs D Acquisition/Development Programs 0 0&M Programs
Signal Intel/ISR
Processing |mage[y USER APPS l:] o
Processing "Advanced | ; ] %] g
DoD Research Centers o-- Q Core Al Operatlonal Army Software Factories @
Service Labs . Trusted Repository. ! C3tal°g JADC2
Al/ML &

Engineering Cent ]
ngllneenng Eﬁ X TEV&V AI Integration Air Force Software Teams @
Rapid Prototyping Offices @
. CDAO/JAIC NMI
External DoD Partners Decision- N anguage / ’ Autonomy
Makin Processin .
9 Network 9 '“*.,\
Processing
Al R&E ENABLERS DOD'S DATA SCIENCE ENABLERS
Labeled Datasets, Synthetic Data, and Modeling & Simulation <Data/lnf0 Archives < Local Data/Info < Device Data/Info

Al R&E Infrastructure App Dev Infrastructure
Developmental T&E Platforms Operational DevSecOps Platform

Supercomputers Cloud, Cloudlets, & Devices
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Data-Specific and Multi-Data Integration

THE OFFICE OF THE ASSISTANT SECRETARY FOR CRITICAL TECHNOLOGIES

Al Research Hubs provide common infrastructure (networks, data storage, and computing) for
researchers across the DoD S&T enterprise to share previously siloed data, establish common
standards and development tools (labeling, synthetic data generation, M&S environments, and

i | dS
test harnesses) Fusing EQ/IR and SAR

imagery for
Ground targets

FY23 Al R&E Hubs

Fusing EO/IR and SAR
imagery for
Maritime targets

Radar
Trusted \ 1. Accelerate the development and sharing of Automatic Target Recognition
Al/ML and (ATR) / Machine Learning (ML) tools, across the services, for multi-domain
TEV&V T applications.
2. Develop ATR tools that can render significant advantages in delivering
accurate target ID and shortening kill chain in contested environments.
i 3. Amplify existing investments made by the services and foster productive

collaboration resulting in cross-service dataset sharing and tool development.
i. Develop tools for rendering single or limited aspect views of EQ/IR
imagery of targets into 3D models to facilitate association with
LIDAR corresponding SAR data.
ii. Develop co-registration tools for EO/IR and SAR imagery.

Battle
Mangemt

N7 A

-
. DEVCOM
ARMY RESEARCH
AFnI— LABORATORY

Common, security-appropriate infrastructure across DoD S&T to share previously siloed data, establish common

standards and development tools, addressing core data-specific and multi-sensor fusion problems




Large Language
Model
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Generative Voice
Model

”

Generative Video
Model

@

Generative Image
Models
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Unlocklng Multi-Modal Potential: Leveraging

Foundation Models for New Operational Capabilities

Generative Code
Model

Generative Autonomy
Models

Generative Signal
Models

==

Multimodal Foundation
Model

Generative Decision
Models

Generative Scientific
Models

Rapid autonomy/
robotics dev
Revolutionary HMT
Next gen Uls

New wargaming/
COA approaches
Rapid coding

Cyber warfare
Improved psy-ops
Intel analysis process
improvement
Multimodal synthetic
data

Increased research
efficiencies

Move toward AGI

Initial creation of unimodal generative models developed and maintained in each hub will over time lead to

multimodal systems that will create new operational capabilities for DoD personnel and increase efficiency for S&T
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Building a Community of Action - The Warfighter is

the Center of Gravity

THE OFFICE OF THE ASSISTANT SECRETARY FOR CRITICAL TECHNOLOGIES

S~ Ral=—
* * 1 SN W\
Driving Joint Operational Capabilities
with Mission Partners

IPT2
Distributed
architecture -
autonomous
decision making
(CEC2/HMIT)

IPT1 ’ A IPT3
Multi-Modal COA Continuous
perception within ' Trusted _Adversarial
5CD | Al/A lesting & Red
i3 / leaming

Tech

TAI/A CoA will be organized under the JRASE to focus efforts of researchers and engineers on a system of

systems approach to research, development and integration of Al-enabled components across warfighting
functions, echelons and domains with emphasis on rapid reaction experimentation
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Summary

THE OFFICE OF THE ASSISTANT SECRETARY FOR CRITICAL TECHNOLOGIES

* The identified critical technology goals for Trusted Al and Autonomy include:

* Inferencing at the Edge AND Continuous, Defended, Federated Learning are critical for operating in the
DDIL environment

» Trust and Resiliency

* Al Federated Infrastructure

» Collaboration and Workforce

+ Considerations for the Defence Industrial Base

* To advance these goals, Trusted Al and Autonomy is standing up the following, supporting and
expanding as funding allows:

* Al Hub S&T Capability Incubators — expanding from the 5 pilot Hubs covering EO/IR, sonar, SIGINT,
Modelling and Reasoning, and Maneuver to new data modalities including SAR, radar, LIDAR, and HSI

* A Community of Action to focus on a system of systems approach to Al-enable capability. Initial IPTs:
*  Multi-modal perception within CCD
* Distributed architectures-autonomous decision making
« Continuous Adversarial Testing & Red Teaming
* Center of Calibrated Trust Measurement and Evaluation (CaTE)
* FFRDC Calibrated Trust Center @ Software Engineering Institute
*  Academic Autonomous Systems Test & Evaluation Center

« International Initiatives — including AUKUS RAAIT, CENTCOM experimentation support, and US/UK Agile Defence
Proposal Process





