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Agenda

[- Culture Check Challenge] ee

. Cybersecurity and
AO Ecosystem/OVL resiliency is a journey;

not a destination.
* FireSide Chat — D.C. Holtzman , ,

* Risk-centric, Agile Cyber Assurance
(Authorization to Operate)
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Culture Change Challenge:
Unperceived Bias

G

Cool, you 3D printed the save icon!

Two thirds of children don’'t know what a floppy disk is

Children aged 6-18 were shown the photos below and asked if they knew what each was.
Figures shown are the % of children who either said they didn't know what the item was
or gave an incorrect answer (children answered in their own words)

Do you know the answers to these?

Ceefax/ Overhead

[_loppy Music Video
Teletext projector disk cassette . - 9
Do you realize your own bias*
Wowiter  Fewsior gd e Edwy  WaHb Communication is key to culture change
record player telephone” phone’
"we accepted the answer "phone” in each case
You

Q
“Change your thoughts and change your world.” — Norman Peale
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Agenda

* Culture Check Challenge ee

. The most dangerous
[ AO EcosystemIOVL] phrase in language is:

We’ve always done it
* Fireside Chat this way

* Risk-centric, Agile Cyber Assurance |
(Authorization to Operate) — Admiral Grace Hopper, USN T
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Operation Vulcan Logi

BLUF

See Handout

>

arlo-solutions.com/ovl

OPERATION VULCAN LOGC

Cperation Vulcan Logic (OVL) is 2 mature, proven. agile Bcosystem that achieves the intent of the RMF,

BACKGROUND:

« The ATO exexution process in general. to date, has been very
resounce and Gime intenshe, While the ATOapproval process is an
Inportnt contributon o implementing crbersecurity and
managing risk, delays in fielding new systems and capabilities can
briigg thekr owa rishes by extending the use of kegacy (often bess.
secure) capabilities.

+ DODs RMF implementation intent is to deliver secure, reslent, and
survivable mission functicrality, where the system design achieves
the right balance b sy dey T
that the system can perform all necessary mission unetions, ina
cyber-contested emaronment, with an apprapriate level of risk.

+ Operatic VulcanLagic (CML) s 2 risk centric. agile. authoriztion
Ecosystern where the Autharizing Oficial (AD), the programs, and

the sy tzation have clear
cutined Criters, Observabl (COB)

and temphites to leverage, based on over 2,000 successiul
implementatons.

+ OVLis rooted in the terants outined in NIST SP 800 160 and the
i of practxcing Security
Engineering— whichare Cyber Security and Reslency Enablers,
throughout the system devedopment lifecycle (SDLC). ks this same
Systems/Systems Security Engneering that willl be relled upanto
produce the evidentiary data, and analysis.

+Far the AO toassess, determine. and articubte the riscof use for
systems/capabilities withing ther boundary,a Sexible process
flerw has been outlned toassist the programs and CRAs (Cyber
Rk Assessor play a simibir role as Security Control Assessor
{SCA)in communicatingwitha common frame of reference.

’ PHAGE 1

Yarsynarn Secunty Ergrsenng.
Evereay Dam & Ansban

Callabaration weh ACVCRA

Ly

* O ek snvenument and way shesd * ToolAgrossc - Foas on Evsdersary Dat

Architectires *  Mappingol Aubomscn Seruiegy o and Al

System Boundaries

ot AcquauticnSescution

Clinially define Rish of Lse Posture

+ Functioml Reqarenents Decompen o Stratapy Meed Quine M gati fr Risks

+  DataFlows * Masirsius e of previous Periaert Poversion 1e860g ared
+ Technologes anenrients aralyus et CONMON

< Previos Assessments *  OperatonalUse Parpective

Test Resals (Rt Blusre)
Standard Acquistion Spemn Engreering Data

Grow & v

PROGRAM MANAGEMENT

+Faciinae Rk marsgement acrois
SRakeholdars in an tegratid, holkc
e rediprogty

Senees wewey end o journey|
of Costiuur dsse e
§ mssoney

COLLABORATIVE EXECUTION ENABLERS

“Parinerdhips wih ol sthaedeidors
nablis 3 Poltc viaw and enables

*Single, Lead AD ko each systemyicapabilny

+Sukahokser colaboration via “A0
Commities”

Streaming expaCmtions and increase Agity

_~
@ ¢
CDAD

CPERATION VLLCAN LOGC

B COMMUNITY FEEDBACK I

CRA Training - “This traing was wery well s togeeber — The only
suggeston | have 5 w0 ges tis training outas soon as3 CRASCAR son
boarded. | am also implemensing s traeing for all my SCARS a5 | noed them
wknow what lnow, | kate 1o sy tomake ths traseg Mandatony, butn this
case, | think ksheuld be for all SCAs and SCARS™ Gary "Sccar™ Ennis, AFNW-

CNXZT Security Cormrol Assessor, Assesmeres Branch. Grourd Based Seranegsc

Distarrens (GBSD)

CRA Training - “The tramwrg needs tobe provided 1o the Frogam alo, The fllow dingam

neads 10 be stressed. The responsbily w0 provide all the recessary documenseon o the CRA

and the independ et role of the CRA needs 1o be emphasized s the Program, ™ Desise Madison,

Ertarprice Infcemanion Sysems Security Manager (1I55M), Cybersocurty, F-15 Lightring B joire

Frogram Office

CRA Training « "My only sugpestion would be for $e example doamentnion 1o be sadible wnoa.CaC

haiders™ Aaron Owens, Divector of Securiy (DiaS). Second Froem Systess.

DSOP = “Thuryru very dutailed, and | think they cowr quite 3 b 1o hedp organizations sdopt DeSecOps. | especial-

Iy lowe the call 20 actsands) inthe documents. e noed for change t acually mplemert rmavaton,” Brian Fax - Drecor

of the Natsonal Securryand lntelligence Fortolo, 18F

DSOP « "Thank you for the cpparmunty 1o review e DSOP CONOPS. My ovsrall thoughes on the doasmeet wre the & & very

ey frsendly, especaly with the “Tigs to Success™. From my penpecove wibhan AD providing s sformenion, tshows the progect

that you are wantieg the progect 1o be succesdul and pring tem what you are locking for up From <o thae the propec would be able 1o
arwwer the magorry of the quesbors. you would have " Steven Friskowsia — cna, dhs gov

OVL implementation of the DAF Fast track - "Whe Faar Track really providés s agility. & means we're not sude ance we go down a
roadand fird oo six maonts e thae there's a beter path. |k allows us 5o expermen boldly and remowe mems the arent adding te valee we
inivaally hought they wauld, Eempowsrs you with freedom, than demands you tossercse £ jpudiously.” Brandon [obes, NH-04/GS- 15, Chief
Security OFicer, AFLCMC Det 12, Kessel Run

BSAMPLE ONBOARDING MODULES I

Mogube 0 AD's Penpective Modude 4; v of teidencs, Artiacts, Camnuan tisanin
* M Holaman infarmation Tock Honmaring Pan [Corton)
Module 11 OWL « MO Deservwnsion Brief Wit Rusks

e b it A0 Deervaration Brief Guide e Murtenance

CRA Recommendinnn Leme No Secury Irpad (NSD)

* Background o o
* Elaments « [DSCP CONGPS Fappiiatie STIGs and Scars
= Fant Trackand AMF + Drat AD Autwrtabon Lemer Fel Awearaent. Regoort
« mCsC Recipracey
Module 2: AD ”
o Ity oducton Module 51 CRA Asstsiments Reposkory  (MASS/ e, 0]
+ Rk aod Respocnbies. = WOt Briefing Modude 7) Agile Authorization
* ADCRs = Assess-Only Process Ecosystem
+ AD Obpectiees, Enablers, and « Securky Asewret Pl (SAP) + Puming AT ol Ths Together
Colatwations = Pk Amesert Regont (RAR) = Phasad Approach
. AD Playbook vl 1) « Securky Amesme Repornt (SAR) « Summary
) < Planof Ackn and Miestone (POASM)
m&(‘;‘:::e- Risk Assessar ICRA) N o Uoxrebmaion Paclage .

AN Responsibibuies (Mirirsal Requirerserts) -

A Cojpcoes 10
dingviD

CRA Plaptaod
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BOTEATGINE you OV G WORL O Bshed o1,

AAOL W RHODES W, [ Cal USAE. Program Manoger, DAF SAP
Entenpene Wformanon Tedvokngy Progam ManapeTere Office”

Proven Risk-based
Ecosystem

Over 2,000 Authorizations
Across domains
Achieved Reciprocity
Agility in execution
Continuous updating

Collaboration with Industry

via NDIA A
<

CDAO



Enabling the Data, Analytics, and Al
Adoption Strategy

Strengthen
governance and
remove policy barriers

Invest in
interoperable,
federated infrastructure

RESPONSIBL
Al

assurance Advance the
data, analytics,
and Al ecosystem

Deliver capabilities for
enterprise business and
joint warfighting impact

governance

Improve Expand
foundational QUALITY digital talent
data management DATA management

ENABLERS

Q

Cyber risk is highly fluid, Temporal and Contextual.
CDAO

7 Operation Vulcan Logic (OVL) is a risk centric, agile, authorization Ecosystem
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CDAO Organizational Risk Tolerance Baseline (ORTB):
Foundational Areas of Risk — Analytics based impact

1. Account Management (Aligns to ORTB: AC-2)
Monitor and Enforce user and group account creation/deletion

2. Administrative Privileged Accounts (Aligns to ORTB: AC-6)
Privileged user/service accounts are only authorized to perform security
relevant functions. Review and approve annually.

3. Audit Review, Analysis, and Reporting (Aligns to ORTB: AU-6)
Review and analyze Information System (IS) audit logs for indications of
inappropriate or unusual activity and reports findings to designated
personnel IAW IRP

4. Boundary Protection (Aligns to ORTB: SC-7)
Monitors and controls communications at the external boundary of the
system and at key internal boundaries within the system

5. Continuous Monitoring (Aligns to ORTB: CA-7)
System level monitoring metrics, including control monitoring frequencies,
are defined by the organization and approved by the AO

6. Data Integrity (Aligns to ORTB: SI-7)
Employ automated tools to report system (hw/sw/fw) and information (data)
integrity violations. Ensure automatic integrity validation of all electronically
transmitted software and data

7. External Connections (Aligns to ORTB: CA-3)
Agreement/authorization used to approve external connections and
manage the exchange of information should be defined (ATC, ISA, CSA,
ICD, etc.) and reviewed annually

8. External Media (Aligns to ORTB: AC-4, MP-7)
If authorized, place configuration control process on all external media
including auditing. Institute external media whitelisting. Implement
processes to monitor logs and audit usages.

9. Information Flow Enforcement (Aligns to ORTB: AC-4)
The information system enforces approved connections for controlling the
flow of information within the system and between interconnected systems

MNICTDIDILITIMAAN A

10. Least Privilege (Aligns to ORTB: AC-6)
Reviews, at least annually, the privileges assigned to privileged user accounts including
Designated Transfer Agent and Trusted Cloud Credential Manager roles

11. Operational Change Management (Aligns to ORTB: CM-8, CM-8(3), SI-7)
Automated mechanisms shall be used to detect the presence of unauthorized
hardware/software/firmware within the system. One or more of the following action shall
be taken upon discovery of unauthorized components: disable network access by
unauthorized components; isolate unauthorized components; notify designated
personnel identified in IRP

12. Proposed Equipment (Aligns to ORTB: SA-22-applies to C.L.A. impact High on

non-SAP systems, CM-3)
Lock down all mission support systems and migrate off unsupported operating systems.
Review support agreements (hw/sw/fw) annually

13. Protection of Information at Rest (Aligns to ORTB: SC-28, SC-28(1))
Encryption is implemented to complement protection of information at rest, using
approved cryptographic methods for data encryption

14. Secure Baseline Configuration (Aligns to ORTB: CM-2, CM-6)
This Information System's secure configuration includes DoD Security Technical
Implementation Guides or industry best practices and verified conformance prior to
introduction into production or operational environments

15. Security Categorization (Aligns to ORTB: RA-2)
Enforce proper security categorization and review annually

16. Separation of Duties (Aligns to ORTB: AC-5)
Separates defined duties of individuals and documents separation of duties of
individuals

17. Vulnerability / Anti-Virus Scanning (Aligns to ORTB: RA-5)
Conduct routine anti-virus scans on traditional IT systems and hosted applications.
Institute continuous monitoring protection on all IT systems to include maintenance
and testing support systems

*Red font indicates specific JSIG, Non-Tailorable controls
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CDAO Organizational Risk Tolerance Baseline (ORTB):

Draft Al-Specific Areas

Al Foundation (Aligns to CDAO ORTB: 4/5/6/13/17)

* Encrypt any stored Al-related data and models

* Regularly patch Al components (hardware and software) on
known vulnerabilities and update threat definitions

» Account for vetting of Al supply chain

Data Integrity (Aligns to CDAO ORTB: 4/6/9/11/17)
» Depict provenance and lineage of datasets used for training
models

* Implement mechanisms that ensures the integrity and
authenticity of ingested data against adversarial attacks.

» Ensure privacy of personal data, anonymizing information where
necessary

» Establish data retention and disposal mechanisms

Model Management (Aligns to CDAO ORTB: 3/4/11/17)

» Depict architecture, justification, and rationale for the selection of
a specific model

« Establish regular evaluation and validation procedures of training
models

» Ensure rollback mechanism for models, configurations, and
training data

Operational Resilience (Aligns to CDAO ORTB: 3/5/14/17)

* Regularly employ red teaming testing methodologies and maintain logs of
outcomes

» Continuously monitor system performance metrics against predefined
benchmarks or thresholds for validation

User Interaction (Aligns to CDAO ORTB: 1/2/10/16)

* Incorporate mechanisms for users or other stakeholders to provide
feedback on model output

* Implement oversight on user interactions, including data input, queries, and
code base changes

Responsible Accountability (Aligns to CDAO ORTB: NEW)

* Implement tools and/or methodologies that can elucidate model decisions
* Implement DoD Responsible Al (RAI) principles

Seeking Collaboration with
Industry to flush out, path
find, validate

*Draft Al-Specific Cyber Risk Areas are derived from—and aligned to—CDAQO ORTB Foundational Areas of Risk

DISTRIBUTION A. Approved for public release: Distribution unlimited.



Agenda

* Culture Check Challenge ee

* AO Ecosystem/OVL Artificial intelligence is a
tool, not a threat

« Fireside Chat !

* Risk-centric, Agile Cyber Assurance
ke (Authorization to Operate)

— Rodney Brooks , ,

J

Q

CDAO

10
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Risk-Centric, Agile Cyber Assurance:
Authorization-to-Operate Fireside Chat

 What keeps you up at night regarding Cyber, Al and Agile Authorizations in the DoD?
 What are your challenges with Agile Software development? DevSecOps?
 What are your top 3 Cyber and Agile Authorization challenges?

* What are your top 3 recommendations with respect to Cyber, Al, and Agile
Authorizations?

How Can CDAO Help You?

Do You Have a Success Story?

Q

CDAO / Industry Round Table: To Be Announced in April e

11
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AUTHORIZATION TO OPERATE)
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Agenda

* Culture Check Challenge ee

« AO Ecosystem/OVL Cybersecurity and
resiliency is a journey;

not a destination.
* Fireside Chat

* Risk-centric, Agile Cyber Assurance
(Authorization to Operate)

[- Back-up info on Operation Vulcan Logic]

— D.C. Holtzman , ,

13
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Operation Vulcan Logic (OVL)
n-Boarding

=  Menu

=  OPERATION VULCAN LOGIC (OVL)

e ONBOARDING TRAINING REGISTRATION

OVL Dawnloads VL is a mature, proven, agile Ecosystem that achieves the intent of the RMF.
FAQS

Contact Us

| What is Operation Vulcan Logic? : pe
) AO Perspective U

Copy link

val process

the ATO app
ing new systems and

process in general, to date, has been very resource and time ints
security and managing risk, delays in fiel

= The ATO execution
is an important contributor to implementing cyb

en less secure) capabilities.

capabilities can bring their own risks by extending the use of lega

= DODs RMF implementation intent is to deliver secure, resilient, and surv

e mission functionality, where the system

ch that the system can perform all necessary

design achieves the right balance between mission and cyber functionality st

mission functions, in a cyber-contested environment, with an appropriate level of risk.

= Operation Vulcan Logic (OVL) is 2 risk centric, agile, authorization Ecosystem where the Authorizing Official (A0), the

An Authorizing Official's Perspective on Agile

programs, and the systems/capabilities seeking authorization have clear outlined Critena, Observables, and Behavior (COB)

expectations and templates to leverage, based on over 2,000 successful implementations Authoriation

In this video, Donny discusses his approach to authorizations using

= CVLis rooted in tenants outlined in NIST SP 800- nd the inna nsibility of practi {Systems il 2 : et
CVL is rooted in the tenants o ed in NIST SP 800-160 and the innate responsibility of practicing Systems/System Operation Vikon Logic (OL); Click to leom mave.

Security Engineering — which are Cyber Security and Resiliency Enablers, throughout the system development lifecy
(SDLC). It is this same Systems/Systems Security Engineering that will be relied upon to produce the evidentiary data, and

anal

y of practicing Systems/Systems httpS ://&flO-SOlUtiOﬂS.CO m/0V|

em development lifecycle

= OVLis rooted in the tenants outlined in NIST SP 800-160 and the innate responsibilit

Security Engineering — which are Cyber Security and Resiliency Enablers, throughout the
(SDLC). It is this same Systems/Systems Security Engineering that will be relied upon to produce the evidentiary data, and
analysis

= For the AQ to assess, determine, and articulate the risk of use for systems/capabilities withing their boundary,  flexible

process flow has been outlined to assist the programs and CRAs (Cyber Risk Assessor play a similar role as Security Control

Assessor (SCA) in communicating with a common frame of reference.

Purpose of Training
= The Cyber Risk Assessor (CRA) is responsible for providing the Authorizing Official (AQ) with an independent "Cyber Risk J

Analysis” and acceptable “Risk of Use” for the system or capability throughout the entire Operation Vuulcan Logic (OVL)
Ecosystem Agile Authorization process while focusing on criteria, cbservables, and overall behaviors. This training

s the CRA with the knowledge, skill and ability to perform security assessments utilizing the Operation Vulcan C D a o

14
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Operation Vulcan Logic (OVL) Authorization Templates
Simple, Effective, Agile

AO Determination CRA Risk Recommendation Authorization Package
Briefing and Supporting Meets all DoDI 85610 and
Evidence \ .
POA&M POA&M DAF pollcy rGQUIrementS
PPSM, Scans, STIGs, etc., ITesc ITCsc for RMF
HW/SW List AO Determination Brief CRA Risk Recommendation
SSP/CONOPs #=,  DRAFT Authorization AO Determination Brief Authorization Memo has
rese CRA Risk Recommendation =';v" Authorization Memo IiSt Of BOE that WaS Used

i - - to increase reciprocity

Not a workflow or set of
“artifacts’

Risk Analysis informed by
threat/intel, stakeholder
tolerance and operational
mission parameters

nnnnnnnn

Provides the AO with an independent Assessment
Not a one-time product, developed over time working hand in hand

Authorization starts the lifelong commitment to improving cyber every day (\ )l

Standardization is Flexible for Authorization Packages; No One-Size-Fits-All Approach cbDAO
15
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Agile Authorizations:
Enabled by Disciplined Systems Engineering

\\
PHASE1 ) -
, Focus on what is known
Systems/ Systems Security + Architectures
Engineering, *» System Boundaries .
New - Inifafion Evidentiary Data & Analysis « Functional Requirements Contln ue to mo ve forward
[concept/requirements Phase Roles : g:'c:raz:?ion
definition). PM e
Existing- Operations / Maintenance 1SSM . P::vir::i:i:smmenn
Standard Acquisition * Tes! Rosults [Red/Blue/Erc.) ArthUIate R’Sk Of Use
Systems Engineering Dara * Erc
: :g :::::‘l;::i::rion Brief (o bt s : ;Skzl:lludrl':lz:ﬁon Path I te ra ti ve
5 AO/ CRA
* Architectures + MOU/MOA
* System Boundaries Phase Roles « Information Technology
+ Functional Requirements Phase 2 * AO Categorization and Selection .
Decomposition |,.|::; + AODR Poh:,;:: Checklist (ITCSC)* Ag’ I e
* Data Flows » CRA * Risk assessment
« Tachnologies * PM and way chead
* Previous assessments * ISSM » Previous assessments,
* Test Results (Red/Blue/ Eic.) Scope the assessment analysis resuls / E
* FEic. criTePriu and u::::m:s + Operational Use Perspective | R’Sk Based
PHASE 3 >>
" i " » Authorization Path Continually Execate Risk A =
Requires solid foundations ;s e
* Information Technology Phase Roles |
Categorization and Selaction . .:gDR i » CRA Risk Recommendation A
. . Checklist (ITCSC)* Phase 3 5 Phase 3 Letter*
Systems Engineering Up Front - P = can ST - 0 Avioizionveno® |
and way chead + ISSM e * AOTag-up Brief(s)*
* Previous assessments, —
Provide determination

i Its
analysis resu briefing to AO

y Lifelong Commitment shreiond Uns Eoey ek - | CDAO
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Operation Vulcan Logic (OVL) Ecosystem:
Systems Engineering-Based

Operation Vulcan Logic

CDAO

Agile Authorizations: Templates and Guides
Determination Brief

OVL Ecosystem / Strategy

5.4 P

ATO Package of the Future

AD Drtorminsiion Brisfing

Will document the key items neoded for
reciprocity:
Authorizetion Meme,
Ao + Anachment 1: Conditions.
«  Anachment 2; Body of Evidence.
Anachment 3: Plan of Acion and Milestones.

AQ Ecosystem
Program ISSM A

Program-level Systems/ Systems Securiry
Engineering Evidentiary Data & Analysis

Aftachment 1: Conditions
Documents any conditions on the ATO,
Security is a journey, never a desinanion.
Identifies the Risk of Use 1o inform the Consumer.

- Attachment 2: Body of Evidence
Key artifgcts that supported the
auhorization.

Informs other AOs and consumers 1o
increase reciprocity.
Available by request.

DevSecOps Conops (as applcable)

L)

Attachment 3: Plan of Action and
Milestones

Appendix classified as appropriate per
the goveming classification guis

PHASE 1

PHASE2 ) PHASES )

!

16 Jun 2023: Distribution unlimited.

i i
7 H :
1 i
| * ADDesminoson Brief : = Authorization Poth |« Auborizoson Path
1 I . -
Systems/ Systems Security + Architeciurss I+ A Boundary f‘é‘?g’:h‘"“ + Schedsle |+ Schedie Cansinually Exscute Bick Aszeszmens
Enginesring, = + System Boundries |+ Archiecures * MOU/MOA | * MOU/MOA 3
i e Evidentiory Data & Analysis « Funclional Requirements |+ System Boundaries Phase Roles 2 aorsmckcn Tectology, |+ efomation lechrology Phase Roles
[concept/ requirements Phase Roles = Dscompcsion 1 = Funchonal Recuiremaents * A Phose 2 Cotegonizaion ond Selecion | Ctegorizosion and Selecson * AO * CRA Rk Recommandasion
definzon). M * Data Flows ! Decompasition * AODR i Checklist [TC5€)* . Checkbst [ITCSC)* Phase = AODR Pheso 3 Laner :
Bxsting- Operarons / Maintenance 1S5M * Technologies 1 » DowFlows * CRA + Risk assessment |+ Rakossessment .« RA B O + AD Authorization Memo
* Provious Assesmnants | » Techaologies * PM and way aheed I and woy ahead o ISSM + A Tog-up Brieffs]*
Standard Acquisition =+ TestResults [Red/Blue/Exc] |+ Previous assessments - ISSM = Previous assessments, TR TR
Systems Enginearing Dara = B |+ TestResults (Red,/Blue/Erc) Seope the ossassment analysis resuls | anchysis resshs Provide determination
DISTRIBUTION A. Approved for public release, | i criteria and outcomes = Opengtional Use Perspeciive -
! I
1 I

+ Operational Use Perspective briefing 10 A
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