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WAR DEPARTMENT 775
-%E-Eamcs OF THE CHIEF OF STAFF o

WASHINGTON

MAY 23 1944

Dear MacArthus:
Both ths VWar Departrment and tha
" _ » Wanich rspresents ths Briiish Chiefs of -
taff on all matiars relating o Ulirs, have been for some
tize copcermed over the absance of axy wmiform policy, wmi-
forzly appliad, with respect to tha handling and use of Japa-
nese Ultra in theaters of coperations, The naturs of the Drob—
lem, and the msasurss which the Wiar Tepariment is now propos-
ing for its solution, ars sst forth in the attached memorandim
and its Tabs,

- Taiform rezulations aad centralized cont=ol over ths
handldng of all Japanese Ulira wheresver Droduced, a3 proposed
in the attachad papers, a2rs essaatial to tha adeguata sa®e-
guarding of this vital source of intelligence,

Your early commsnts on the attached proposal ¥ill be
apprecilatad,

Faithfully yours,

Gena2rzal Dougzlas Maci=thur,
Commander in Chief,
Soutgwest Pacific Area,
Bristans, Aunstralia,
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S 1, A large volums of ertremely valuable FUlirs? intel-
ligence is alrsady being obtained by reading Japanese military and
air commmications enciphared in hizh-grads cryptographic sysiems,
This work is participated in by large U. S.,British, L

organizations in Washingion, London, Brisbane and

Kew Delki, Thesas organiszations- exchange’
Gecoded messages, and each of them disseminates Ulira to various com=
zands, It is reascnabls to hops that, if the cooperation betreen ihese
organizations continues and if the resulis achizved do not becerme knowmn
Yo the enemy, the volums of Japaness Ulira intellizence will greatly
iacrease in the futuxs,

2+ Inhersni in the presant arrangsmenis Zor producing and
disseminating Japaness Ulira intelligence, however, is ihe grave dan-
ger tnat ths whols structurs may collapse i a 3inzls blinder in the
hapdling of Ultrz in agy theater leads ths spaxy to suspact that his
bigh-grade cryptographic systexs are bsing read, Each Commander must
recoznize tnal homever securs he may consider tha handling of Ulirs
#ilhin his own theater, he may lose this vital source of intelligence
1f adecuate mea2sures are not taken to insure miforaly strict adnar-
ence in all thsaters to wniform securiiy regnlations,

3s To achiays this end, ths War Departmsnt has agread with
. Londen, to adopt uniform methods for the
dissemization of Ultrz, Joint U, S, = British Tlira security regu-
. lations bhave be2n issued for ths Buropean, North African and Middie Zast
. Thzaters, and ars now in successful cperation, The arrangemants in the
Buropsan -Theater ars outlined in a latisr to Ceneral Eisenncwar datad

Ly The Jar Deparimenti is now proposing to the British mnia
form rsguialicas for the handling and use of Ulira in 211 theatsrs in
ths Pacific and Asia . The circumstances leading to the pro-
posal of tnsse pew rezulations and the reascns for including certain
Drovisions are explained in a leiier from the A, C. of Sey G2, W.D.G.S@

, _ 5. Particular attention is called to0 ) of the
proposed rezulatiocns, which provides that ths War Derariment will atiach

to each U, S, hsadgquarters receiving Ultra, specizl securiiy perscmnel

#20, 2xsept for acministration and disciplins, will bs under the con-

trol of the War Depariment, and that all such U. S. special sacurity

- personnel In each theater will be mncer the irmediate supervision of

a rspresentative of the War Deparimeni, Tha new regulations will govem

the handling within each theater of all Ultra, whethar produced within

- or without ths theater ) '
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6. 'In oxdsr to carry out the arrangsmzents for handling
Ulixs in tze Zaropean Theater, ths War Deparizent has already as-
sizmed LB carafully selacted and spacially 4reinad officers to its
datachment in that tesater. Six such officers have alrsady been
sant o the China-3urma-India Theatsr, and mors ars to follow, Sizi-
lar asTengements ase being instiiuisd in the Centrsl Pacific, The
. S. Cc=mandsrs in those thaaters have welccmed ths services of these
©IZigers and ziven them foll coopersiiom, The Far Departcent proposes,
wo2m the Ioclosed regulaticns ars pul into effsect, 4o provide your
tteatar 23 rapidly as poasibls with similar carefnlly sslacted and
goacial traired officers, in ths m=bers requi-esd to pernit Ultra o
=2 tandiad in accordancs wiith ithe repalations.




Dear ilenzies;

Relarencs i3 pacda to paragraon 8 of the azreement, dated
17 Yay 193, betweea ths U, S. 7ar Separtnent and British Jovern-
zen$ Cods and Cipher Scnool, which provides that all recipiapts of
high-grade signal intelligence (“I1tra®), whether 3ritish or Areri- i
¢an, shall be bound by ths Security regulations annexed to ths agree- .
ment, and that if at 3 later date either country wishes to modify
thea in the lizht of further experisnce, this may be dore by nutual
agreement,

. ]

45 you know, U, S, regulations conforming to tha reguire-
m2als of the agreerent wers issued in October 19L3. Also, in karen :
124, ths Wax Dzparizent accested a modification of the sscurily
I2gulations, proposad by G. C. & C. S. pursuant to ths azreement,
bub li=ited its acceptance to ths Luropean, North Afrizan ang liddls
Eas? Theatars of Opsration becauss vhe modifications pProposed appeared
unsuitabls in certain respects for tha Pacific and isiatic theatsrs,
e for which the U. S. undar tha ggreen2ni has assumed the main responsi-

bility with respect to Ultra,

S —
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Thers is inclosad herewith a pew sst of re
a2 proposed as 3 podification of existing regulati
and Asiatic Theaters., These rsgulations havs
Bpecial regard Lo the fact that Japanese Ulira is procuced not only
by the War Department and G, S. & C. 5. but also by a [. s,

Tzaniza®ion in Brisbane and both Briiisn ang U. S. organ-
izations in India,  Because of Uhzb fact and becauss of the ciffarent
intellizence requirements of the several widely separated theaters
in the Pacific and Asia, it is fell that the collation and evaluaticm
of" Japanese Tlira from all sources and the preparation of Ultra nes=
sages to field commands cannot be ceifined as in the case of German
Ulira to a singlas cisseminating agency for ali iheaters, but nmusg
take place within each theater as well as in ashington and Lencon,

Tte rroposed regulations permit that to be Cone, and provide for cane 7
tmalized centrol only of the securily aspecis of the handling of Ultra
w¥ithin theaters, .

gulations, which
ons for the Pacific
been prepared with
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: The inclosed regulations, like those for Eu:ooe, liorth
friza and tha Middls Sasit, recognize that in comoined U, S.
>ritisn operations within any theater the maximm security and
E;ici-r-cy in the handling of Ultra can be acanisved cm'_l.y Dy having
si.. g,_a agency to receive all Ulira and disseminate it to both U, S.
tich recipisnts within the theater. However, regulations for
_ t‘r_s Pacific and Asiavio theatsrs must taka into account the fact that
{ present soms of those theaters inclucde only U. S. forces. Also,
as the sitvation da7slopa in theaters of combined operations it zay
cecoma Inmpractical to adners in evary case 1o ths ;,cl_:ﬁent of only
a single such agency within each theater, The propesed repvlations
r.nersfo-a provide for a compbined azency only in th2aters of combinsd
czerations and permit separata U, 5. and British agsnciss in such
theatars when the situation reguires,

o td
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Tha provosed regulations ars cai.ng forvarded by the Tar De-—
partaent to the U, S. Thsater Comd.nce“s concermned, for their comments
p-ior to final acdoption., They are therefors proposed at ihe presant
tize subjact To0 such changes as may appear desirable afier tha comments
of the Theater Comrancers are received,

8. of 5., 0~2.

iajor CGeneral Stewart @. lenzies,
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TLE %O, SUBJECT DATE
' ULTRA DiXTEXR INTELLIGENCE 15 Asril 194
SUMMARY '
. Letter for Lieutenant General Simpon B, Buckner, Jr., Commanding

Ceneral, Aleskan Depariment i{nforming him of existence of Ultra Dexter
intelligence and enclosing cory &f security regulations governinz its
dissexnination. States that vresent flow of Ultra for Alaska does not
Justify assignnent of a Special Sccurity Officer from the War Depertment
to his staff. Eowever, arrangements have been made for passing Ultra
tc Alaska over existing HNavy Ultra channels fronm Fearl Harbor through
the Army Speciel Security Officer on General 2ichardson's staff.

COQEDINATIOR
OFD Concurrencs ( ) -
Inel: .
Ltr for sig Chief of , CLAYTON BISSELL

Staff with incl. Hajor General
E AO c. Qf so. 3-2;
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Deax Ducknert _
| ﬂawwmmtmhmmbrxwﬁammtlymu-"

curing Zutelligence froa roading enciphered enszy redio oomninics-
tions, This oxiresely impartent intelligenco is inmowm ea *l2ra”,

Ths meoarvation of the sturee of Ultra requirss thet the
enaxy be previnted froa obtaining even the slichtest hint that s
secrot conmmications have bemy corproxised. Toorefors the moed
siringent sacuwrity msasred sust be . observed in {ts handling.

| o e et t s mr | Bt 53 Bt B L AL T B T B L B LI e &

The plan lag boan to aszim on officar, nown a7 a Opetdal
Securlyy Cfficer, to each Comamder who requires Lltra, This offli=
cer iz equipped with spsciel cryptorrapidce gystoms end sorwwe aa &
direct chanzel for tho transmiszion of Ulira frea ard to the ar Tee
pertnont. Uissmisation within tho theater Lz smmpervised by this
efficer cooording to Spocial Seority Segulaliona.

Tha flovr of Ultra pertineat to your thestor dose not Suse :
£ify the ascigoont of 2 Special Geouwrliy &fflcer to your glall 2t ;
proSonve Udwover, the Navy doss heve a goecial Otra chsincl e
CHNCPCA to COINCRPAC, The Specizl Socuriiy Cificer assigned to
Uererzl dlchardson nas nade erronpemonts to use tids clieonnel for
forrmmding Tlira 0 you intdd such time a8 ve =1 bo 2hls €5 estobw
1ish o o chennnle -

"I m enclosing & oopr of o Afiuviant Gemerel lottor datsd
1 October 1943 wioh conxtaing the security romulaiions for the dig
semination of (U1ltra in 3l thezierw, ileass give thiis matior yor
personul allentlcon anxxd toke fll necessary steps (o inawre tizt tiess
realadtions e sotionlously odsarved as to aay Ulira recsived by
you throuza the lavy. I you cosiro to zzio agy cosents on Ultma
itona; plecps do 3o anly tirouss the davy, tsing tho some chennal
t'zrough wileh Ultra 1o rcceived.

e S -f‘—_'__— ) - nT
Licutesnant Conersl Siaan D, Suvekner; Jre ,
Commanding Censral, Aleskan [epartaemt.
Incls 1 ¥ i '. L e ——
AG 1tr 312.1 (13 Oct 4 |_

B-S-8-¥ atd 14 Oct 43. Copy £31 ‘ I
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1. DEFINITION, Spocial Intslligence is tho Gzsigsnated
“ora [or highly secrsi information otizined by inte

r2ading ensqy £2s3azes which have bess enziphsra
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srstezs of » hizh securily claszsifizztisn,

2. CS5ZRAL. Ths axtrems jamartance of Spacisl Int

22 8 soures of reliadls informatlon cimserni
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intenticns

n2s T2sa repeatedly wrovad, Frosarvation 2f this "'o""c::
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the ensqy be given no rizson Yo susnsel thet his s

2is Rends, from &y nmessazs o nighy

2zpilon wilea he kaows %o ba o loyed 2zaingt him, he would effcct
chengss waleh wovle deprive us of ¥morladge of his opsrutizns on all

Tonts.  Dxtroms sscrocy is tharefors remuirsd end thesas eguliniliony

ars to ba strictly obsarvado

otlher documenis {ransafitting Specizl iatsllipgence, infcrmation based

1t rof:rance thereto, will contein

"h2a trznam

= to indicate ths soircs, zire

ttod Uy

c= Talio, ihs word ¥ltra will bo turlad within th ocdy of tho nassags
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4. AUTHORIZED RECTPIENTS, ‘The 1ovals upsa waich Ultra 5

=27 be disseninalsd, arnd the mundbar of officers at =ny level authorizzd

LRI

o rocaive it, ars savarsly resirictad, as follows:

B D

a. Ultra 7ill not bo rmade avallabie ©o staffs talew the

=

Ry

ieval of Army or eguivalent Air Forze formaticns, oxcspt that -
{1) Ultrz 22y ts pazsed in ths Torm of opsratiocna2l ordars o 5};"
1:-\'.-!91- formatina a3 = L'-‘-g
law ormatlens, as providad in paregraph S(c) belsm, end S
g
A > E R
(2} iz oxcantional cirecumstances muing it ioperativye. ths %
. =
Cozmsndsrein=Chiaf of the Thoater nay z‘u'rno:' ze Ultra %o |
b3 pasced o lovsr foxmstions dommn 1o the lovsl of diviszions F X
f o

o oquivaisat Lir Force formations if they are oremating i
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1% may be mads aveilable énly Yo offisars holding the

folicwing posts: .

ws

(1) Comnender 2nd his Deputy
Chiel of Staff and his Dspuriy
S:m...or Intelligsnce Staff Officser "
Senior Cperz rations St “aff (fficer '

Senior Plamning Officer ) At Army CQroup
Sonior Sigral Oi'ficar ) e R
Sanior Signel Iantelliganca 0Sficer) highzr la72l =

bt e cn B s fud b A b
BRYLE

;H:y}.‘.'g‘-'&;:u

(2) &2 2ditionel intelligencs arnd operations steff officers

9 —

el s
ol

absolutely naceszery for its nendling end uszs, a3 opacifis

2

cally suthorized in eazch instance pursuant “o peregraph 3(b)




balow {except thut in the casy of formations bslew tha
ieval of Army or equivalent Alr Forca formations, no
recipisats may be authorized in addition to Commander,

> &nd senior Ainisliigonce 2nd oparaticna

S. Mo cfficar will bo entiil=d to rezsive Ulima solsly.

ty Toacon of thz zost vhich he 25,

o nan?

T Cigsry e =
5 LISCENITILTING ASENCY TITZON EACE TEATTR A1 Uligs

Britich persezmal who will

%o Britisk and U.S. recipients, or (b} vhers it is consicares

will t3 respomsidls for disseminatien ¢ British aad U.S, recipizats;
Tespeeilvely, In ihe laotler event, zich separats agenciss will

0

ocperata o the frllest extent precticebls in ordor to avoid duplie

catlon of 2ffort in the collation, oviimaticn end dissenis stion of
Ulira, to obviale the nacessity of seizzato trnsmissions of T tra

-

~rom progducticn centers to each such imit » &2 tc permit whersver
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noaslible the use of cocamon communiecation facilitlss

systezs for tho recaipt and trunsmisg’on of Ultra me

6. SPECIAL STCURITY PERSOMEL, CHAMNELS AND CIPIEPS FOR

ULTPA (SEF. DIAGAASI ATTACHED).

) == - 2 A
ef Channals, Ixesnt in striet accordanea

with parograph 1C{a) below, Ultra Intelligancs, information

only by rarsonnel and by meanp o’ chaz nn2ls and ciphers approved

= |
e Y A ) ™ M ) —\.-‘T
] I the casa of U.S, comnarids, by *tho Assistant Chiel of Ctaff, |
G=2; Var Dopartmant Geﬂe‘e" Staff, or, in ths casy of British /

cemmands, by

{ Londen, /

entitled to rscaivs Ulira, Such perscnnsl for vu—moszss of
aixinistiration and dlscipling will bs subject to theaiss
centrol, They will hold spaciel crypiographic sysiszs, or

3pacial settinga of machins

[¢]

iph:rs, Tor ths transnission of
Ultra 2nd will have sols responsibility fo (1) ths décrvutos

graphing of 211 Ulira maaszgez re2sived at ths hesdquarser
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E.‘ = - ' | o
to =hich thay are tached and the safa dezlivery Ythe

dacypiographed texts to euthorized recipionts and (2)
ths cryptographing ol all Ultra 223238ges sent {ron such
headquartars, They will also edvise reciplents at such
hzadquarters regerding security in the'handling of Ultira

and the carrying out of thsss remulatiecna,

[ 3 - 3
Co “ommunicatlons Personnal, There nacasgar o

~ccomnications psrsonnel will bs esttached to dié:c:inatiﬂg

csntars 2ad opsrmiional headjquariers and will be responsibls
or maintnining dirsct radio commmiszaticns batwssn such
cenvors ond baadanariers,

] o
e SMEC
=

I A~ - ad I
Lonisn may dozignats, for each theater having

Brilish hoadquarters authorizsd <o rsceive Ultra, an orficer,

with such zssistents a3 may appeas Jesiravls, who will
ranresan?d London on 211 matisss

involving ths szcurity, iramszisalon and exchangs of Tlira

security porscnnul within auch
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tasater, - The 4.0, of S,, =2, \".D.G,S,, nay designata, for

L]

each theater having U.5. headgusiors sutihorized to racaiw

fficer, with such aasistants as =ar appear dssirabls,
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Li.‘ fé.\

n3 cecurdly; tronsmdesion end erchangs of Ulira and Wi,

ol

except for administration end discipline; 1l superviss all

U.S. speciel sszcurity psrsomsl 7itiain such theater, Cueh

cificers and thelr sssistants i1 ba at-acnﬂd to theatsr

headquarier for adminisirni or aud diseiplins oniy,

2o Us2 of Courier, Ban or Mouch. Excopt &z specif ically

‘zuthorizad pursnent to paragraph & )1 Uitr2 mate

s w
4.2 28y DS

cr

renspiited by courler or by bag or pouch only if {z) the
roule is completely sscurz ond Guss not pass over esnemy
enemyr-occupisd or neutral terzitor

enciphared in an epuroved eryoio

7> GIASSITICATION O CimilY i TJGCAPHIC SYSTENS, The ALS.

Loy o

of S.; G-2, ED.G.S., in the cans cf U.5. conmands, and

ey \

London, in the cass

Q

£ British comme ands, will

5 suthority 4o detsrains whleh eénemy cryptographic syatams
zr2 of a high sezuriiy clessificatlon, for the Surpose of_iefining
thich enss fz11 witxin the cless of Special Intelligonece, and will
havs puthority to upgrads tha securit~ classixlcation of =ny enamy
sysi22 whan deslrabls In ths interests of securitiy,

ard any chenges thsrein will be formazfed from tims to tirs es

thsy are mads to Thazter Commanders ocr ths anecial channals
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providsd pursuant to paragreph 6.

v

U.S. recipient, or to ‘ London, in®

m=n% personelly guarentess that such officer is a reliable

T T

8, PROVISIONS ARi‘LICABLE ™) ¥TCIi ITHTS.

8. Briefinz. Befors Ultre is mads availabls to any
authorized recipient, he will first bs properly. initiated

into ihs neture of the source and briefed regarding tho

3 il 2% N bt Ak i £ a0

sacurity regilaticns, and w11 3imm & form stating that he

L, 5,

has read and undersianids tha regulaetions and will comply

therewith, Briafing will te carried out either oy the

]
[P

senior 5.8.0. or 5.L.U, officer or, if no such offiecsr has

Ly

bzen designated, by the senior intslligsncze steff officer o

&

such other othsr officer za the Comrandor rmay

FL
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spaeifically emumarated 2n paregranh 4{b) (1) should be

o
authorized Yo receive Ulire, he will maks spplication through -

o
(§)

N
62]
0

r. - =5 ) "
0. or S5.L.U, *o ths Tar Dopartzent, in the cass of =

ths case of e British recipient, ziving reasons for ths rejuest,

*nen an offlesr who is not alreadr an authorizad recipient 1s

cssignad to a post which entitlss hiz to Ultra, 2 sinilar

application will be made, unlsss “he Cowmender caring ths 2s3sipn=-
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. PRelinwuishnent of Post, If an officar ralinjuishss
a post which has entitlsd him to mceive Ultra; ho antonntically
forfsits his right to 2=» such moterial and w111 sign an wdere
teking to that effect. 1In sﬁch a cass it is nignly undosiradle
' that the officer be translerTod to any post which nill subject
hin to the risk of capturs by ths anamy,

d. Discussion with Hen-recinienis, Mo cuthoriza
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of Jitra will undar any circusatences show or road any Uitra

matsrial to, or discusas it with, any person of any s2rvics unleas
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the basis of action to bs taken by & coumend which is not
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10, SUIEIARITS, Al MECIATIONS AND UATERS,
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() sufficiont, tims has elansed to maks it reasonzble for
tho onemy to assume that ths informa*ion was ob%ainsd froa
othar sources anwn by the enszy to be available to us,
and (b} the Theater Comandsr has specificully authorized
such information to be =o included,
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eiosed,
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sixzllar records,
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Ary Group, to rsirieva and destroy them. The nuaber of -
hours during which Commanders may rstain Ultra messages
depends on their proximity %o the ensmy, but dsstruction

should normally toks place as sooa 33 ths nesessary ection

has teen takan.
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recaive Ultra has access. When it is imposzsidble to sot aside
a rocn oxcluslively for this purnoss, a roox or other segrezzisef
place shall ©s provided which Ultra recipients may use

pericdically, or when requirsd, for reeding, discussing or
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- otherwisse using Ultra. "hen circumstancas require thet 2
commencar or other racipient receive or discuss Ultra at ey

other place, every uroczaution shall to taken to imsure tha% no

wnzuthorized person shall sss such matarial, iscuasion
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des3 not take place within ths hesring of eny uncuthorized
parsen, and that the Ultra material is ratainad only for tho

mirnimwm pariod of time necessary for reading and discussing it.
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reuiations whall bz transamitiad only cvar chann
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6.7 )

c. Safety of Spoacisl Securiiy i'ersonnsl. It is the

rasponsivility of ths commander to whom specfal sacurity
personnsl are attached to see that they ire nsver reguired
to o wherse they would be subjected to the risk of canture
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by the eremy.
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€. Destruction of Ultra Materinl. It is ths roaponsibility

of ths senlor $.S.0. or sanlor S.L.¥. officer stiached to any

head uartars to destrey all mesceges and documsni
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Ultra and all spsciel cryptographic meteriel, should hes consider

the situation wirrants such agtion.

i2, SECURITY 6F REGULATICHS MDD COND 10D, Thas
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vrzzanission of Ultma en:l shall ta mads availuble enlr %o

23 euthordzed to rsceive Ultra, Th2 meaning of the cods :
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Uiltra sghall not b2 disclosed to any perzon not anthorized to

racelive Ulira,
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