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ORGANIZATION AND WORKIXO CF GESMAN NAVAL
COMMUNICATION INTELLIGENCE.

("Punkaufklasrung"; "B-Dienst?).

Xs
Ia relation to German Naval
Organisation.

The German Eaval Intercept service and related Inielligeace
activities formed part of the division of Naval Commmications,
vhich in turn formed one of the six mumbersd "Naval ¥ar Staffs®
("Seekriegsleitungen®, abdr., "SKL'). lLgte im 1944 these Var

Staffs were as follows:

OXN: Naval High Command: @rand AMdma. Doenits

Btabschef SKL: Viecs Chief of Eaval Staff: Vice Adm. Meisel

1 X1 Operations: R. Adn. Hans Neyer

2 SKL/BdUop:  U/B operations: R. Adm. Godt (Doenits®)

z SKL: Intelligence: R. Adm. Otto Schmls
SXL: Communications R. Adm. Stummel

5 8K Radar Tesearch

6 SKL: - Nydrography & Meteorology

(*Doenits retained high command of submarines.)

2.
Suddivisions of % SKL, "Marinemachrichtemdienst®,
Haval Communications Service.

Chef MED: R. Adm. Stummel

I. Ceatral Office. GCaptain Moeller.

I1. German Communications. Captain Lucan.
Radio commumications, stations, frequencies, etc.
Xaval codes and ciphers. Security.

Recognition signals.
landlines.




111. Radio Intelligsnce ("Punkmufklasrumg®). Capt. Iupfer.

htmopt; traffic analysis, low-grade recoveries.
Cryptanalysis.

IV. Radar. 2This secticn was formed in Angust, 19%3, ia
an attempt to cembat Allled location of U/3%s and
included research on Allied mon-radar leocatiom devices
as vell as radar. Special effort wvemt into comstructioa
of search receiviag equipment.

Lecation: After the dembardmeant of Berlim ia Nov.,
; 1943, section I moved $o Koralle with Doeaits and
i staff. Bections II and III1 moved to Bismarck and
/ later to Ibersvalde. Yhea the Russians reached thse
i Oder im 1945, ¥ SKL moved te¢ ¥ilhelmshaven arss.®
(*Ref. Wltra/2IP/20/337).

TR

4 N SKL/III 'ruhnrnurug'

(Radio Intelligence).

(2) Intercept Fet.

e intercept met was erganised, in part at least, imte
Naval D/¥ divisions (N.P.A.), Baval B/7 main stations (M.P.N.5.),
and Neval D/? subsidiary statioms (X.P.N.8.). Before the loss ef
Italy the German Navy prodably maintained about 50 imtercept
stations cevering th.c Nack Sea, lou_tm. Baltie, Arctic,
and Ailantic waters. Imphasis in the case of Atlantic statiens
was of course on British naval and R.1.7. traffic, mlndiu /T,
Of particular interest was N.P.A. FPlanders, located iz the Castle
of Sint Andries near Bruges, whers ihs cperators esptured from
U-66% were trained. Ia addition to interceptiom, D/F werk, aad
the traiming ef B-Diemst Whﬂ. M.P.A. Flanders received and

_TOP-SEUKLH-vEmtr




droke lov to medium grade British Haval traffic, such as Lexe
and Fexo. BSome of the other principal outlying stations performed
similar intelligemce duties, and issued routine summaries for
their respective areas. B-groups were also maintained on various
command staffs im cecupied territory, to whom were seat daily
recoveries of delivery groups and lstiered ceordinates feor
the Muglish positiea reporting system.
(2) BHeadquarters of & SKL/III.
All high grade zaval traffic was forwarded %o B BXL/III
{a Germany, together with D/F's, traffic analysis, =ad lov grade
dscoding results. The home station was organised ixte 2 sections,
sccording to the Jep. Hav. Att.: Sinswertmag® ("Bvsluation”)
and cryptamalysis. The mumber of workers was said te de 500 in
the early part of 1944, but it is mot clear whsther this figwre
spplied to both sections or te cryptanalysis alome.
(1) "Auswertung® ("Zvaluation®).
The full extent of this sectiea's fuactions is

20t at present kmown but its varicus sud-
divisions covered the following activities:
Intercept of enemy traffic.

Reconstruction of letter coordinates (from
positioa reporting systems such as sp/g221h) .

Recovery of delivery groups. (Ref. Ultra/ZIP/36/310).
The above duties suggest that the svaluatioa section

was Tesponsidle for D/F correlaticm and traffic amslysis
in general. |




(11) Oryptanalysis.

The internal organisationm and workings of this section
are as yet littls mown. After the armistice vith
Italy, officers of the Italian Naval C.I. orgsaimation
(5.1.8.), informed the Allies that they had worked in
close collaboration with the Germans, and yet the
Italians had never found out much about the inside

of the Cerman organisation. Home and Berlin had
exchanged technical information and captured crypt-
ographic documents, Eome, however, im the role of a
mbordina.to. Neither maintained s permanent liaiscn
with the other, although visits vere exchanged.

(Ref. GCCS Intell. Memo. #$66).

The Gerzan R.II‘: bulletin and
handling of Ultra. ‘

A German Haval .R.I. Bulletin, dated 23 June 194k, was
captured in Italy in September 154i. A weekly publicatiem, this
bulletin offered the most complets cross-section ever seen hers
of % SKL/III's work. Just what sectiocn of U BKL/III cowxpiled it is
not clear, but it contains a large amount of material that would
probably come from the "Ausvertung® section. Presumably a correlation
Toom existed, to which wers pessed the final results of the entire
C.I1. organisation. The bulletin is carefully organised and

spparently follows a relatively fixed form.




1)

(a) -Distrivution of Bulletin.

According to the introductory printed pages, 25 copies
of the bulletin vers made, 22 of which were distributed and 3 held
in ressrve. The distribution list is considerably longer than
is customary in the case of USN R.I. bulletins.

Distridution outside of Naval Eigh Command (8 copies):

Naval Group Command West, Staff (located at Paris
and in charge of Naval surface umits based oa
Biscay and Channel ports as well as coastal
defense and Channel convoys

Battle Oroup (Task group Tirpitz and 4th ID Flotilla
in porth Norway) .

Comsubs Norvay/Adm. Northera waters at Narvik
Naval Ligison with Wehrmacht Field Headquarters
Gerzan Naval Command Italy

10th Flieger Corps via Air Fleet 3 (VWest Burope)

GAP Lofoten (the part of the luftwaffe responsible for
recemnaisance on Aretic conveys for Russia)

Szall Battle Units Command, (set wp sarly im 19%4, 4n

charge of midget subs, explosive motor bdeats,
special coamandoes for mining and sabotage)

Distribution withia Naval Nigh Command; °

€ copies te various sections inm Cominch and CNO {ncluding
B/B operational command (i.e. Chief of 6Kk, 1 S5KL
section, 2 SKL/B4¥ op)

% copies te ONI (3 SKL)

1 copy to radar and slectronics research (5 5KL)

3 copies within 4 SKL itself including ome to the INMC.
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(v) Grades of R.I. Informaticn and its Disseminmatica
Wy dispateh.

Tvo kinds of R.I. information are distinguished accord-
ing to their source:
"B.reperts or B-information®: Dbased on traffic amalysis
and the reading of open or eacoded messages.
*1.3-reports or X-B-information®: Ddased en the
decryption of high grade traffie.
The captured bulletin comtaimed both R gnd "X-3', the latter
being distinguished from the former by framing or boxing in heavy
Black lines. To avoid aay uncertainty vhich might artse ia the
iaterpretatioa of the information presented im the bulletia
a standard form is indicated for degrees of reliability. Any

\mmluithumuﬂAht:knumtm“mpAﬂof

the reader. It should e noted, bowever, that this highest
degree of reliadility could apply te a geod D/¥ £ix as well as
%0 a decrypted statemeat. “Probadly® er Sspproximately® and
Spresume® or Spresumadly® qualified the lesser degrees of
reliadility in that erder. Ia addition te the bulletin,

"I_3 situation reports® were issued daily by radie. XNe cn-plu
of these have been seea hare. GCACS descrides them as datly
summaries, semt out over ths signature of tal.1. organisation,

which oentainm information from all iatelligeace sources, vat

wainly from B-service itself. (z1r/38/233, p- 1). Ia sddition
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to the above standard dissemination, B.I. material of an urgeat
cperational nature might de seat by dispatch provided it was
properly paraphrased aad made mo reference to source. This practice
vas to be limited to the most exceptional circumstances, particularly
in the case of "X-3" informatiocn, for, as peinted out by the
mutnﬁ printed introduétxnm #Should the enemy learm that

X-3 reports are obtained by the deciphering of his radio messages®,
he would destroy the work of months - even years - by changing

his cipher data, and thus ome of the most important sources of
information for the execution of the Naval war would be destroyed.
Had the German Navy observed these instructions more carefully,

1% might have Deen impossible for the Atlantic Section to demonstrate
the existence and source of "X-3* information.

(¢) The Captured Bulletin's Information, its
Organisation and Scope.

If the captured copy of 23 June 195# is a fair sample,
the German Naval R.I. Bulletia shows the advantage which comes from
centralising the correlation of all interception results. (The
captured dulletin covers the period from 12 - 18 June.) It includes
studies on topics of current operational interest such as the
Teconstruction of Atlantic convey cycles as well as charts shoving
locations of contacts and attacks reported by Allied umits. At
the request of OP-20-G, the Bﬂl Communications Security section
(OP-20-E) examined the document dut found "no evidemce that U.S.

eryptographic systems have deen successfully gth.ckod'. Other
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than the monitoring of BANS circuits, German attention was con-
centrated on British Maval circuits, most of whieh had been
subjected t0 close analysis. Although the information on

US - Gidraltar conveys was accurate as far as 1t wvent, it was
not classified by the Germans as "X-3", Information on US - UX
convoys, however, was in part classified as "X-B". No report
has been received from the Eritish on the sources of the German
information given in the Bulletin dut these scurces would pre-

sunably be descrided as "low-grade®.

Ooncatnuoa.of German C.I.
on Allied Convoy Traffic.

The captured Bulletin tends to confirm the natural
supposition that the German Navy's C.I. organiszation would con-
centrate its energies on urviu. the most important operational
part of the Navy, the U/3, and thus would specialize in Allled
convoy $raffic. That the enemy was adept at exploiting all.
sources in !n.rriviu at a clear and current picture of the convoy
situation wvas showa many times in U/B traffic. There were
sxceptions, involviag curious cases of omission difficult to
explain, but on the whole German R.I. did furnish the U/3
Navy with that essential roﬁunito for the successful prosecution of
the U/B war: good convoy intelligence. The stereotyped mature
of convoy traffic may have simplified the German prodlem so that
analysis and delivery group recoveries would suffice to kesp the
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econvoy chart well posted and up to date. Against this backgroumd,

however, they ware able at times to read the actual convoy messages
in combined cipher and tlms clarify and correct their plots as
well -l.l accumilate invaluable knowledge of convoy habdbits and

progcedures.
6.

Use of Non-BI Material.

It will have been noted that four copies of the KI
Bulletin were routed to 3 SKL (German ONI) and that the daily
"X-B situation report” drew on non-communication sources. The
captured Bulletin of 23 June, however, contains little that can
be traced directly to outside sources except for the use of
Agents' reports in connection with Gidraltar convoys. ZThe
extent to vhich the German RI organiszation was itself responsidle
for the correlation of its ova material with that from mon-RI
sources is not known. The faot remains that it undoudbtedly
furnished the most important intelligence for U/B Command.
Before discussing German Convoy Intelligence, it is necessary
to review the kinds of information sent to U/B's at sea, witk
particular refersnce to the various sources, doth RI and
Non-RI, which were acknowledged in U/B traffic.

i e v I
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INTELLIGZNCZ DISSEMINATED TO U/B's AND THZ SOURCES
ACKNOWLEDGZD IX U/B TRAFFIC

1'
Dissemination to U/B's at Sea.

A constant effort was certainly made to infora U/B's at
sea of any intelligence which might assist them in their task.
Thus, in addition to information on convoys and independents, doth
general end particular in its application for the offensive war,
mndreds of messages concerned Allied A/S activities. Intelligence
for the U/B's defensive war included not only the numbder and
disposttion of A/S units, wvhether surface or air, but also
tactics, mne.nt. and especially A/S location devices. From
tinme to time general estimates of Allied defenses for the various
U/E operational areas were added to the voluminous files of
instructions which U/B's were obdliged to carry and which were
kept up to date by radio transmissions. The mature and tempo
of the U/B war required, in German eyes at least, a reliance
on radio communications not only for the dissemination of
current intelligence for offensive operations but also
every scrap of information that could de gotten together on
Allied defenses. Hence the reader of U/B traffic was supplied
wvith a surprisingly large background for Judging German anxieties,
suspicions, fears, and misconceptions, together with plans and

hopes, or exvedients, for counter action. As the U/B task changed
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or as the conditions surrounding its execution altered, the
intelligence sent to U/B's was modified.
2. .
The course of the war as reflected
in Intelligence sent to U/B's at sea.

(a) During the winter offensive, 1342 - k3,

Intelligence disseminated to U/B's during the winter
offensive of 1342-43 was almost altogether on convoys, with
emphasis on US-UK lanes. Other intelligence wvas issued only in
80 far as it bore wpon or could be worked in with the convoy
o:rf_mun. Intercepts of Allied contact and attack reports were
rarely repeated on U/B circuits, and then mersly to request a
clarification from the U/B's concerned.® Reports of XN/V sinkings
in distant areas wvare occasionally relayed on appropriate circuits
wvith requests for the identity of the U/B's responsidle for the
sinkings. '

(») During the summer of 1943.

As the U/B went on the defensive and scught cut distant
areas for operations, a distinct type of U/B message gradually
became a commonplace, and was to remain such: vis., the repetition
of Allied contact and attack reports. These Allied reports becane

® Yor examples, see 1034/2/1/43: B-Service report of attack on
U/B in 08 M. - 55 ¥W,; Mohr (U-124) replied. Also 1324/5/2/43
to Group NORDSTUEN: "We have two Jnglish reports of attack”.
Gretachsl (U-707) replied.

ol g
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s kind of substitute for U/B unit transmissions in view of the increas-
ing need for radio silence on the part of the U/B. The general
defanss situation reports for the Atlantic became remarkable for
length and for new editions. Instead of convoy intelligence on
the o0ld scale, traffic situation reports for distant coastal
areas and the Caribbean were on the air.

(¢) Resumption of convoy offemsive. ¥inter 1943 - Lk,

The renewal cof the North Atlantic convoy offensive brought
back the convoy intelligence messages. Indicative of German
difficulties in finding the convoys of an enemy who was reeding
everything the German Navy put on the air and reading it curremtly
was the appearance of new types of I..ntcllucnu nessages! the relay
of D/F fixes on Allied unit transmissions and special reports
from intercept parties on board U/B's. Allied knowledge of the
U/3's whersabouts was reflectsd in the constant flow of mes:ages
which endeavored to analyse the success of Allied location devices.
The repetition of contact and attack reports continued, increasing
noticeadbly in the spring of 1944, particularly for ths Biscay area,
and gradually vorking around to include the Indian Ocean as well.
The disposition and habits of USKF CVE groups were pressing concerns
which necessitated revisions of current orders on the defense
situation in an effort to determine vhers and when U/B's might safely
surface. Attupﬁ were made to evaluate all the undserwater sounds

reported by U/B's in terms of nev kinds of asdic, search buoys,




counterdevices for the acoustic torpedo, bluff, or marine biology.
(d) After the summer of 194k,
The German attempt to fight with an outmoded U/B which
ocould not escape detection by a superior enemy gradually filled
U/2 traffic vith messages conceraing the prodlem of U/B defense.
A time was Teached vhen U/B traffic seemed to reflect more Allied
activity than German activity. ¥ith the introduction of the
Schnorchel U/B German interest in underwvater sounds was intensified
and concern vith Allied radar rezained as acute as ever. Operational
intelligence messages bacame very amiux accounts of Allied
shipping in coastal areas. Ia April 1545 the "Harke® gesture towards
a revival of convéy varta.fo was accoxpanied by convoy intelligence
indicating that ths convoy plot had Deen kept up to date even
though mot used. '

Sources anknzvlodg-d in
U/B traffic.

A summary of the variocus sources of intelligencs which
vere acknowledged in U/B traffic will not contain any startling
revelations, for these sources are the ones which the enexy is
expected to bave. They should de borne in mind, however, for it
was against this background that one had te Jjuige possidle sources
vhen no acknowledgment was given.

LR
Aerial Reconnaissance.
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It was not salways possible to knov when convey intslligence
could be accounted for by GAY :lghtincn. even when the convoys vere
in the areas of GAY range, for acknowledgments were mot con-
sistently mede. Such a source could usually be presumed with a
degree of safety in the Mediterransan, along the England-Gibraltar
convoy lane, along the Arctic route to Eussia, and to some ex-
tent over the western approaches to Oret Britain. Attempts wers
made in the spring of 1544 to home U/B's on England-America con-
vYoys by means of special LR A/C in area 20 V.

Sudbmarine Roez;naiumo and
Observations of Enemy Conduot.

Submarines were themselves used in the effort to
accumlate detailed o‘agomuou of shipping and defense in
distant coastal areas. The cumulative results were customarily
repeated as "Situstion and Traffic Reports” for the benefit of
U/B's about to enter the area concerned. Some of this informatienm
could de traced to a particular U/B's own transmitted reports,
but here again there was no certainty on many points. U/B wvar
logs were sometimes acknowledged as the source. Wheam Schnorchel
U/B's undertook a close-in blockade cf British ports during the
vinber of 1944-45 their situation reports on British coastal
ntqn becane especially detailed and systematic. The "Halm"
("Blade of grass") series of Offisiers sent to U/B's on 13-1k




Yebruary 1345 offered a correlation of information on shipping
which undoubtedly used ﬁon-ﬂ/h sources. By such means U/B's vere
given a clear and ascurate summary against which to judge the
significance of their own observations. In addition %o
Teconnaissance, U/B's were required to make special reports oa
Allied location devices, briefs of which were transmitted by radio.
In this way it was possidle to follow the struggles of the U/3
with allied radar, from the reports of radar transaissions inter-
cepted on the early U/3 search receivers through all the subsequent
attempts to isclate the mysterious source of Allied superiority.
A numbered series of "kkperience Messages" kept U/B's informed of
Lll}d A/3 behavior and German interpretations.
6.

Agents.

(a) Gidraltar area. Information from agents, as seen
through U/B traffic, was confined largely to the Gidraltar area:
Ceuta, Cape Tres Forcas, Gidbraltar, Alboran, Cape Spartel. The
Germans followed all ship movements in and ocut of the Straits.

Cape Spartsl would report sise and composition of an inbound convoy
and its escort, giving exact time of sighting, line of bearing, and
speed. Gidraltar would follow up with what ships had put in to

or out of Gidraltar. German aerial reconnaissance would pick up
the convoy after it had passed into the Mediterransan. All of this

{nformation was relayed on Mediterransan U/B circuits, or on
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Atlantic circuits in the case of an outbound convoy. Clandestine
traffic from the agents themselves was availadls to the Atlantic
Section.

(v) Agents elsevhare. Particularly active in 1943 were
the agents at Losenco Marques and in the Cape Town arsa. Their
traffic was al=o available to the Atlantic Section. It was
possible to identify information passed to U/B's with specific
reports which had gone in from these ageants - both Italian and
w. Occasionally information, presumably froa agents,
vas disseminated on independent ships out of Takoradi, legos,
Igypt, Persian Gulf, etc. In 1945 agents furnished information
on shipping in Cherdourg, as well as the location of a minsfield off
Tastnet, Ireland. Inaddition to details on sMpping in the |
ﬂbi'dtnr area, Japaness Military Attache traffic from Lisbon
$o Berlin carried much informstion on trans-Atlantic convoys
including dates of departure from the U.8. A "reliadle" Italian
agent claimed the U.S. Naval Attache's office in Lisbon as the
source of his report on the disposition of the U.5. Fleet.

(PP3 33, 3/11/B8). The reports of agents in Jogland vers seem

in CGlandestine traffic ¥a Spaia. 7Thers is at least one case in
which the sailing date of a US convoy (UGS 27) was attriduted to
ax agents’ repors. (2013/16/12/h3 to "Alsterufer” and "Osormo”).
As a rule, however, German U/3 traffic reflected only a small
part of an organization vhich was appareantly extemsive and active
but wvhose ocutline could not be discerned.
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Prisoners of ¥ar, Survivors
of encounters at Sea.

Statements from survivors vere occasionally passed
immediately to Control by U/B captains. On one such occasien
informstion on an Mngland bound ccavoy (SC 118) was forvarded
while the opérntion was still in progress. U-266 (Jessen)
sank a straggler and captured the ship's captain and engineer.
¥ithin & fev hours Jessen transmitted the following!

Prisoner's statement: Rudloff's convoy sporoximately

45 ships of which 15 are tankers. Broad formationm,

10 columns. Destination North Chamnel. Ianer and

outer defanse. Steamer frequsncy at present 50 meters.

Convoy formation: 10 columms, sach with 4 to 5 ships.

Distance between columns 900 meters. Distance betveen

shipa 550 meters. OSpeed 7-8.

(2031/6, 0047, 0120/7/2/k3).
Some information on the general routing of convoys and independents
in the Somth Atlantic and oan the Caribbean-Nev York run was
gained in this mamner. V¥ith the inorsasing effectivensss of
Allied A/S measures U/B's were urged to mke prisoners, especially
from A/C shot down, and interrogate them on tactics and devices
for U/3 location. In December, 1943, a prisoner from s ¥ellington
helped materially in dispelling German fears of submarine
location by amasingly effective search receivers.

8.
Radie Interceptkon.

(a) Direction Finding: Prior to the fall of 1343 1little
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or no attempt had been made to supply U/B's with curremt D/F's.
Beginning with the resumption of the North Atlantic battls,
however, U/B circuits relayed an increasing xumber of fixes
on Allied unit transmissions. During January, 1944, for examples,
no less tham 51 D/P fixes were sent to U/B's in the North Atlantic.
®he ares coversd was usually north ofh0 N. and east of 30 ¥., but &
fev fixes wers mads as far vest as 56 ¥. It does mot appear that
offective use was or could be made of this information by U/B's
at sea, although a certain amount of correlation with the curreat
convoy chart was attempted from shors for their immediate benefit.
(b) Traffic Analysis: Acknowledgments of traffic
analysis as a source of 1nforiatinn wera sometimes seen in |
Mediterranean traffic, and more frequsntly in Arctic U/B trs!ﬂo.
In 1944-45 U/B's 4n the Far East were furnished with the remlts of
Japanese traffic analysis on the movements of major fleet units

47 the Indian Ocean. Although the acknowledgzent of trnffic

' azalysis as a major source of information on Atlantic convoys was

extremely rare, it was assumed in the Atlantic Section that German
knovledge of the convoy cycles cams primcipally from this sourcs,
particularly im viev of the stersotyped nature of convay traffie.
8CACS recognised that valuable information on Atlantic convoys vas
galned through the recovery of delivery groups and the stuiy of call
signs, on which it was known tiat Serman C.1. placed considerable

emphasis. (See ZIP/26/252, p. B). Captured German documeatss

*In addition to the Naval RI Bulletin of 23 June 1344 already
referred to, see ZIP/SAC/P.7, a GAT RI bulletin.
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bave confirmed the extensive uss of traffic amalysis not only in
reconstructing comvey cyoles dut also in the correct identification
of conveys by desigrator and number. RAF Coastal Command $raffic
vas alse exploited in comnectiom with convey movements. The GAT
C.1I. organiszatioa worked in close collaboration with the Xavy in
such matters. ®

(c) Allied transmissions u-phh language or in self-
evident ocode: The repetitions of N/V distress signals, BANS
submarine contact and attack reports, and A/C reports on U/B's
wers frequently acknowledged by the phrase "according to B-Service”.
It became quite evident that German intercept service guarded the
BANS circuits with care and that U/B Command corrslated thess
reports with his submarine tracks, issuing orders and reprimands
on the basis of them. The Atlantic Section watched the repetitions
of these Teports in German $raffic and invited CONINCE!'s attention
to the advantages derived from them by the enemy.

() Interceptioa by U/B's.

Although there aTe a fev cases of U/B monitoring on the
international distress frequency in comnection with attacks on
merchantmen, U/B traffic does not show this to have beea of any
importance. It was certainly never stressed by Command. The
only serious attempt, by U/B's at sea, to exploit Allied radio
transuissions was that madse on convoy voice traffic, for which

$Tained operators were provided in 1943. (See "B-Dienst on Bcard
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Chapter V).
U/Boats"). The most persistent attempt at interception of Allied

transmissions was that directed against radar. In addition to
varning for the individual U/B, radar interception was intended
to build up a knowledge of Allied radar characteristics and
tactics. Zerly in 1944 certain U/B's wers equipped with special
search gear and trained mem to carry out "Feldwache” tests in
an effort to determine what frequencies the Allles might be

using which the standard U/3 receiver could not pieck up.
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GERMAN INTEZLLIGRNCE ON ALLIZD CONVOYS IF THE ATLANTIC.

1.
"Convoy Expected'.

\

The snemy possessed at all times a reasonadly clear
picture of Atlantic convoys with varying degrees of accuracy as
to routes and day by day plotting. Although independents wers
not neglected, information on convoys was obviously more important
for the U/B war. Even when group operations wers adandoned,
knowledge of convoy gathering and dispersal points, ports of
entry and departure, and the shipping lanes in coastal areas
remained essential. As a rule, convoys wers referred to in
terms of general course, e.g. "northeastbound convoy", followed
by area and date of expected arrival, the area usually being
the patrol line itself. In only a few cases, during the fall
of 1943, wers convoys ever referred to in U/B traffic by
initials (e.g. 1626/16/9/43, "ON", "ONS* to Oroup LEUTHZE] That
the enexy knev the correct convoy designators and numbers, however,
was clearly shown in Blackade Runner traffic (Dec. 1343 - Jan. 194k),
to say nothing of the evidence nowv availadle in captured documents.

2.
In relation to cipher
compromise.
The "convoy expected" messages came from a background

of correlation which included all the sources mentioned in the




preceding chapter, with the addition of important ﬁunctu;tion from
the reading of convoy dispatches in combined cipher. General
convoy intelligence is being discussed here defors going into
cipher compromise (for which, see next chapter), because the
latter r-prooontl'bofinenont of the "convoy expected" messages,
both from the German point of view and from that of the Atlantic
Section. There is no way of determining at present to what

extent information from cipher compromise was interwoven with

the standard convoy expectations. JFor the most part general
convoey intelligence and expectations of particulur convoys were
pot sent in the Offisier cipher which was shown by experience to be
the normal means for relaying decryption fitellisonco. There
could be no assurance, however, that decryption intelligence had
not played a part in patrol line shifts and formations not

ordered by Offizier. There is no reason to bdelieve that the

Germans were always consistent in observing their own security

Tegulations.

. ¥
Convoy Ohart for Blockade
Bunners, Dec. 1943 - Jan. 1944,
The most complete single statement of German convoy
intelligence ever seen here in German Naval traffic came in a
series of messages to homebound Blockade Runners in December

1943 and January 194L. These messages apparently reproduced




the enemy's current convoy chart for the North Atlantic, in-

cluding the Gibraltar lanes. The convoys then at sea wvere correctly

{dentified both by designators and numbers, and accurate information

on convey cycles, speeds, and general routing was givea.

(a)
")

")

3)

(v)

US-UK convoys, CGeneral:

Convoys from Halifax to England (abdrev 'EX') and
Sidney-Canada-2England convoys (abbrev 'SC') and
English convoys (abbrev 'ON' or 'ONS') generally
navigate a great circle from which deviation occurs
only if threat from U-boats warrants. Therefors
convoys are paired on fixed lanes. The northern
portion of these fixed lanes is by far the most
navigated". (0105/17 Dec. ALLZ 66).

'HX' and 'ON' convoys bave a day's rum of 204
miles. '5C' and 'ONS' a day's run of 180. 'HX!
and 'ON' convoys run at intervals of 6 and 7 days
alternately, 'SC' agnd 'OHS' at intervals of 13 days.

Stragglers are to be expected after svery convoy,
They are routed on constantly changing courses.”
(0253/17 Deec. ALLE 67).

US-Gibraltar convoys, General:

"Designations: 'UG' = US to Gidraltar

'0U' & Gidraltar to US
Add 's8! for slow, 'F' for fast.
(0854/5 ALLR 91)

(1054/22)

Cycle: 10 days

Speed: 204 miles per day (8.5 knots) for 'S'.
(0854/5ALLE 91)

Boute: Between 32 X. and 36 ¥. from 63 ¥. to Gibd.
(0854/5 ALLZ 91)

Bscort: ... varies. ((Details)) not exactly kmown

(e)

here. JFar ranging recce by A/C ard close
escort by DD's and DE's must be assumed”.

(1540/8 ALLZ 92).

Dead Beckoning for particular convoysi

On 16 December 1943 Blockade Runners "Osorno” and

' B =" A 1
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"Alsterufer” received D/R estimates for the following convoys: EX 270,
8C 149, OX 215, OKS 25, and UGS 27. On the 18th; England-Mediterranean
convoys KMS 36, MES 33, and MKS 34 wvere added. (1900, 1933, 1948,
2013/16/12 DAN 7-10; 1013, 1037, 1102/18/12 DAN 33-35).

D/R plots on OUS 26 and UGS 30 were sent on 5 Jamuary,
(0854/5 ALLE 91). The anvoy identifications were correct. D/R
estimates for US-UK convoys were given in terms of successive
Sgtanding lines®. For example, convoy EX 270 was plotted for 18
December as being somevhere along a line extending from 51 N., 36 ¥,
to 43 K., 35 W. The "standing lines" for EX 270 and SC 149 ran
approximately from the standard eastbound convoy route "B" on the
north to standard route "C" on the south and did in fact lie across
the routes taken by these convoys. Had any one of the "standing
lines" west of 30 ¥, been cocupied by U/B's after the fashion of the
preceding winter, contact would have bdeen made at about the
estimated time. OGroup RUEGEIN, then in the area Z. of 30 ¥., was
informed of these "eastbound" convoys, dut, strangely enough, the
timing given to the U/B's was not as accurate as that givea the Blockade
Runners. The plotting of ON 215 end ONS 25 was rather poor. 0US 26
and UGS 30 were plotted with fair accuracy in the area detween the

Agores and Bermuda.

North Atlantic Convoys (US-UK).

Agccumulated evidence indicates that convoys which were




not "expected® by U/B's were simply those in which the snemy could
not take an cperational interest. As the Horth Atlantic began

to fill up with U/B's in January 1943, the mumber of "convoy
expected” messages increased, accompanying the formations of

Iln.'l for practically every major eastbound convoy from the middle
of January to the end of Hay. On the vhole a high standard of
accuracy was maintained. Convoy diversions were sometimes learned
from decryption in time to rearrange U/B patrol lines appropriately.
In sddition, the large numder of U/B's and the pattern of their
arrangement in groups tended to negate convoy diversions by

covering the major possible diversion routes. Contacts v;ro thus
made by U/B's other than those for which. tha convoy was originally
intended. German knowledge of the entire convoy situation vas

in this wvay constantly clarified and amplified. During the summer
of 1343 there was no check on the comvoy plot such as had deen
furnished by U/B operations. Despite this lack, comvoy expectations
began again promptly and accurately with the resumption of the
North Atlantic offensive in September, 1943. More "convoy expected"®
messages marked the unsuccessful campaign of 1943-LL than the
campaign of the preceding winter. JFrom an averags of about 7 a month
during the winter cempaign of 1942-43, these messages rose to an
average of abonf 10 per month during the following winter. This

increess signified ths lack of success, reflecting not only a

|
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carry-over of umnsed petrol lines but also the willingness of
patrol lines to take Vestbound as well as Eastbound convoys.
Turthermors, convoy intelligence assumed a nev function in
1943-L4Y which dad bBeen unhsard of in the North Atlantic during
the preceding winter; varning to U/B's of the possidility of
encountering carrier borne A/C and other forms of A/S astivity.
Of the 38 HX and SC convon' vhich sailed for England from 13

September, 1943 to 22 February, 1944 mo less than 34 vere referred

to in U/B traffic; of the 35 OF and ONS convoys during the same
period, 27 were mentioned. Thers ars sesveral instances in which
U/B Command showed 2 knowledge that could not have been gained
simply from convoy cycle plotting, quite epart from the presumed
snd confirmed cases of cipher compromise. JFor example, when
Group CORONEL was formed in December 1943 to operate against

%a slow westbound convoy", Command wust bave known nmot only that
O¥S 24 and ON 214 were not proceeding tn similar rout'u. as had
bsen customary, but also that it was ONS 24 which was taking

the northerly route. The insight which the Cermans gained
solely by analysis of the heavy volume of stereotyped combined

cipher traffic on US-UXK comvoys prodably found valuable

supplemeatary information in loecal British "low-grade®” communications.

US-Korth Africa Convoys.

Although the German Havy had no advance information on

the North African landings in November, 1942, they had no difficulty

30



in bduilding up a knovledge of US-Korth Africa convoys from agents in
the Gidraltar area, traffic anglysis, and CAF reconnaissance.
In addition a lar;i amount of convoy radic traffic in the
Nediterransan was sent in combined cipher. U/B group operations
and convoy sxpectations on the US-Oibraltar lane may not have
functioned with a smoothness comparable to that on the US-UKX lanes,
but no lack of intelligence seems theredy indicated. Thers are,
bowerer, the posaible failures of intelligence which are discassed
in paragraph 6 below. |

(a) %o summer, 1943. Operational Intelligsnce.

During the only period in which U/3 groups kept vigil
on the US-Gibraltar lane (winter 42-43) at least 4 esstbound convoys
were "éxpacted”, one of them UGS 6, on basis of cipher.compromise.
Only 1 westbound convoy, GUS 4, is known to have been awaited;
eipher compromise also played a part in this case. ‘The Dest
operations, with the possidle exception of UGS 6, seem to have
resulted from accidental contacts. Oroup DELPHIN's destruction
of the tanker convoy M-l in January was dus to an early sighting
by a U/B bound for the Trinidad area. Comsubs recognized the
target, hovever, as the first Trinidad-North Africa convoy.
¥hea U/B's (Group TRUTZ) returned to the US-Gibraltar lane im June
1953, after an absence of two months, they wers certainly provided

el




vith good intelligence; in fact the formation of Group TRUTZ must
bave been dus in large part to compromise of Flight 10's routing
dispatch. The enemy was also aware of GUS 7A and, later, of GUS €A,
but did mot shov any realiszation in traffic of UGS 9 which was
proceeding near Flight 10.

(b) 1Interest increases in winmter 1943-hk,

Information on US-Gidraltar convoys did not reappear
in U/B traffic until the fall of 1943, vhen U-177 (Gysas), returning
from an extended patrol of‘f So. Africa, was given D/R positions
for UGS 18. The positions wvere a good 10 degrees ahsad of the
convoy's progress, indicating a German plotting at 10 to 10.5 knots
whersas the convoy was making 9. OGysae received the information
primarily for warning. Warning seemed the purpose of subsequent
dissemination of intelligence on these convoys, which increased
noticeably during the winter. In December D/Rplots on convoys
UGS 26 and GUS 23 were sent to 5 U/B's which were crossing the lane.
The positions vere much nearer the truth than those for UGS 18 had
been, but they did not show any exact knowledge of the standard
route. While not precise, they were still sufficiently accurate
to have effected contact by a suitably disposed patrol line. From
January to March, 1944 each successive UGS and GUS comvoy (UGS 27-3L,
GUS 26-32) was referred to in terms of Gibraltar arrival or
departure for benefit of U/B's trying to enter the Mediterranean
Thersafter such information wvas disseminated only on the few
occasions vhen U/B's were ordered to individual patrols in the
Gidraltar approaches.
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Information on US-Gibraltar convoys:

One assumes that the Germans kept a current plot on
UGsS-GUS eonv;:yl in which some confidence was felt. It is there-
fore difficult to account for certain failures to warn supply
subs or to change their R/Y positions during Juns, July and November
1943. Two supply suds were sunk and one endangered in positions
which either show poor convoy intelligence or a Silure to
correlate and use such intelligence as was at hand. Although
no D/R positions farther west than 37 W. were ever given to U/B's,
Blockade Bunners had been furnished with D/R positions on UGS 30
and GUS 26 as far west as Bermuda. The latter had been originated
by a non-U/B section of the Navy (1 SKL), but it is hard to
believe that U/B operational command (2 SZL/B4U op) did not bave
access to all availadle information and that it was not capable
of plotting convoys all the way across with operational ascuracy,
or what was deemed operational accuracy.

(a) Case of refusler Cszygan, U-118, sunk 1410Z/12

June 1943, in 30.49 N. - 33.43 ¥. vy TG 21.12
(Bogue).

Plans for Czygan's refueling station in 30.L45 K. -
33.40 ¥. were announced in U/B traffic on 31 May. On 12 June he
was sighted on the surface and sunk within 6 miles of this position.
No change had been ordersd in his E/V assignment despite German

knowledge that between 31 May and 12 June consideradle A/C

2%




protected Allied shipping had passed through this area. At mo
time during this interim did Command show any real awareness of
the true situation. He d1d know about Flight 10 and GUS JA but he
apparently knew nothing of UGS 9 or of 2¢ 21.12. Cxygan was
varned late on 5 June that an eastbound convoy with A/C escort
could be expected on 7 June, but this was after the Bogue had
attacksd the TRUTZ line. Command had Flight 10 in mind and not
06S 3. The danger from UGS 9 was much greater than that from
Flight 10, for the latter had cltered courss to north after passing
through the TRUZZ line on 5 June while 20 21.12 bad turmed south
to cover UGS §, which was proceeding along 29.30 H. Schnoor,
U-360, another supply sub, was in the immediate vicinity. Command
shoved no awareness of UGS § until after Manseck (U-758) had acci-
dentally sighted the convoy and had been so heavily bombed for
his trouble that he prepared Command for the loss of his boat,
after having explained that he had been attacked by carrier-borne
Planes. Manseck pulled off to the south. Not until then wers
the two supply suds warned that Manseck's sightings wvere prodably
on an eastbound convoy and that they should watch out for carrier

A/C while going to Manseck's rescue. By following Manseck's

southerly course Schnoor and Cxygan were drawn out of harm's way.

Bat after Manseck had been found, still aflcat, and turned over
o Schacor's custody, Crzygan returned to his original R/V assign-
ment — in time to meet TG 21.12 on its return sweep. It should

be pointed out that the area south of the Asores had been used
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for refueling B/Y's many times in the past without mishap. One

‘might also argue that Command had every reason to bdelieve the

3=4 day old wake of a convoy a safe place for a refusling E/V.
Csygan's sinking, however, surely indicates, besides ignorance
of UGS 9, that Command was unprepared for the offensive nature of
8 %ask group that might engage in free ;anlnnrc of its own.

(b) Cass of refueler Mets, U-L87, sunk 13 July,
1943, in 27.15 N. - 34,18 ¥, by 70 21.12.

The important nature of Hets's assignment in July has
been deelt with elsewhere. His loss was an irreparable misfortune.
(ne might then expect that the bDest of German intelligence would

" have been concentrated on his safety. Yet hs had mot quite arrived

at his assigned R/V position, 27.09 N. = 33.27 W., when he was

sunk 17002.13. C&R's plot for GUS 9 at 2000Z/13 was 27.01 K. -
33.39 W., wvithin 9 miles of the B/V position assigned to Met:z.

In blocking the US-Gibraltar lane to the north of 30 N. with

Oroup IEUTZ, U/B Command had contributed materially to the southerly
routing & GUS 9 which had brought 26 21.12 to Mets.

(c) Case of refusler Bartke, U-482, November, 1943.

The loss of U-115 and U-LS] may have started the policy
of varning U/B's when crossing the US-Gibraltar lane, for this type
of message vas not seen during the summer of 1543. Oysae wvas
wvarned in September. YNevertheless, Bartke was twice sericasly
endangered by convoys during his November cruise without receiving
any warning from Control. V¥hile passing from one E/V position to
another in the area nid-wvay betweean Bermuda and the Asores he was
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surely within 60 miles of GUS 19 on the evening of 7 November.
Again on 9 November he crossed UGS 23's path not many miles ahsad
of that convoy. Bartke later reported that he had been depth
charged and damsged on 8 November. Approaching Biscay on his
return cruise, Bartke was givem a D/R position on a Gibraltar-
Ingland convoy. Yarning messages vere not sent because of a near
collision on the German U/3 convoy chart; U/BE's were varned, wvhen
warned, wn/:nrgnoto chance of sncounter. ZFor one thing,
Command's day by day knowledge of a U/B's position was not
necessarily accurate. Hence it seexs reasonable to suppose that
Bartke would bhave been informed had the German chart shown u.v
cénvoyl at all between Bermuda and the Agzores.

(4) Comment on German Intelligence US-Gibraltar
convoys, August and September, 1943.

As of 15 September, 1343 BAU gave the following account
of US-OGibraltar convoy routes in Operational Order #56 (Nemo
document ) :

"The convoy routes lie detween 30° and 40° North

latitude; the convoys coming from America travel in

the southern part, those going to America in the
northern part of this lane. Extensive detours,
particularly to the south, after attacks on this
traffic."

On 16 August 1943 Current Order #11 carried this statement
to all U/B's at sea: '

' "For the protection of America-Gibdraltar convoys,

one or more carriers are located in the area CD
((from 34 %o b3 ¥., 26 to 35¥.)) and DN{from 26 to 3k K.,

ULy,
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35 to U5 ¥)). Many repulsed attacks and the
unexplained loss of several subs homevard bound
testify to this. In sum, carrier-based aircraft

can alvays be counted on in the whole sea ares

between Gidraltar, New York and 25 degrees North.

All the machines, even the carrier-based planes,

are probably fitted with radar...®

One assumes that the September information on convoy
routes was available in June and July. Current Order #11, however,
sesms to speak directly from the costly experiences of June and
July. And yet Operational Order #56 declares that:

"Since the spring of 1943 the snezy has assigned

auxiliary carriers to the area between 25° and

40° West, which is othervise bard to patrol. These

are sscorted by from 2 $o U4 destroyers, watch over

the area mentioned and in case of U/B attacks come

to the aid of the endangered convoys.®

Apparently the detailed implicatiom of this paragraph
were not anticipated, or, if anticipated, vers left dlank to
be filled in by experiencs.

1. |
UK-Africa Convoys.

At times inbound and ocutbound U/B's were informed of
convays on the UX-Gibdraltar lane, either for purposes of operation
or for warning. During the period frem April to June 1943, 5
Offisier messages were sent to U/B's along the NV African coast
{nforming them of D/R positions on UEK-African convoys. Ihese
cases could be studied hers to a limited extent only since the

convoys were entirely British and mo convoy files were available.
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It was later learned that GCACS presumed these to de instances
of compromise, prodably derived from dispatches sent in combined
cipher #3. (See Appendiz on "Cases of Presumed and Confirmed
Compromise of Allied Commmications, 1343-L5").

Analysis of Goavs.y comunications

made by Atlantic Bection; Recommendations

submitted to Cominmch. :

Because of the reneved persistence of convoy intelligence
{n German traffic in the fall of 1943 the Atlantic Section felt
obliged to follow up its studies on cipher compromise by aa
examination of convoy communications procedure and habits. It was
of course recognised that the tremendous convoy undertaking could
not in practice satisfy all the demands of security theory, but
the apparert eass with which the German Cl organisation maintained
1ts hold on Allied convoys, particularly US-UK, suggested that
some improvement could be made in our own commumications, quite
apart from the introduction of Naval Cipher #5, which had immediately
folloved the demonstration of extensive compromise in #3.

(a) Tindings.

It was found that standard procedurs made the task of
enemy traffic analysts relatively sasy. In addition to the heavy
reliance on combined cipher, tadles "X" sand "3%, with the subsequent
overturdening of a vesk system, the timing of the many radio dis-

patches conserned with sagh convoy cbserved a pattern as regular
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as that of the sailings themselves. In the case of HX-SC convoys
during the fall of 1943 the ocean routs was broadcast by CINCCHA
spproximately 4 days prior to each sailing. On the day of sailing
and at a set interval after the sailing, sach convoy was again
anouncod in the fixed pattern messages from ports of departure and
from the authorities concerned with escort relief at the ocean
meeting point. The ocean meeting point usually gave riss to exchanges
of dispatches between escort commanders and shore commands. A convoy
diversion would be followed immediatsely by a BAMS broadcast. In
the case of US-Nediterranean convoys correct identifications in
Blockade Runner traffic hed arcused particular interest here, dut
intensive study of available data had failed to prove cipher
compromise. The investigation of UGS-GUS communications for the
periocd from November 1943 through January 19k, however, did show
beyond question that t?tftac ansiyysis of the Mediterranean end
alore should suffice for mantaining and correcting knowledge of
the convoy cycle. A surprisingly large smount of fixed patteran
radio traffic was broadcast in the vorld-wide tadle of Combined cipher
for the information of practically every Allied cﬁlnand of any
description in the Mediterranean area. These dispatches followed a
fixed timing in relation to the convoy's progress. The check
made by agents at the Straits or by GAF recomnaissance seemed almost
unnecessary as far as EajOr Convoys wvers concerned.

() Recommendation.

The results of thase studies were made availadle to USE
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Commmications Security and COMINCH. %o eliminate the dependence
on combined cipher in the Nediterranean the introduction of mors
c¢ipher machines was -huhnod. For US-UK convoy communications
certain remedial measures vere drawn wp and submitted to the
Director of Naval Communications, who incorporated them in a
memorandum for Cominch (F-34). It was recommended that:

"a. All shore authorities and ships in Vestern
Atlantic be notified by dispatch that messages

should de sent in 'A' or 'K' rather than in ‘X'

or 'S! Table when the 10th Flees CAR is the only

U3 authority included in the address.

b. All shore authorities and escort vessels in

the Vestern Atlantic be motified by dispatch that
messages addressed to US authorities in addition

.%o 10th Tleet CaR, but of vhom no immediate action
is required, be sent as in (a), above, with appropriate
passing instructions in the text.

¢. Cinccna make greater use of aircraft to carry
bhome messages for ships and that such aircraft report
last location of convey rather than that escorts
break radio silence to report positions.

d. Aduiralty modify convoy insiructions particularly
to stress the great danger of breaking radio silence

and using homing procedure in the mid-Atlantic.

e. Admiralty and Cinccma examine the standard reports
required by shore suthorities and escorts in
comnection with convoys with a viev to eliminating
unRecessary reports or stersotyped patterns."

e, A wgel ggy T
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CHAPTRR IV

COMPEONISE OF NAVAL CIPEEES $3 and #5.
(Angle - U.8,)

¥ith two Appendices listing cases
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COMPROMISZ OF NAVAL CIPHIRS 43 and #5
(Anglo - U.S5.)

¥ith two Appendices listing cases

of presumed and confirmed eipher
compromise.

Shttlticn:‘w.
with comment.

For the period from January through June 1943 thare
are at least 39 cases in U/3 traffic of presumed or confirmed
compromise of Allied naval radio oomio;ttons. These cases
are listed in Appendix A together with cases which nppnrod
after this period. Appendix B, taken from a Eritish study,
11sts confirmed cases of cipher compromise for 1342. %he
enemy sources referred to in Appendix B wers not availadle
to the Atlantic Section of 20-G. Nearly all of the 3O cases
for January-June 1943 whose sources dave been idantified
involved Xaval Cipher #3, tadles "X" ana "5%, and it is
probadle that those whose sources were not idemtified likewise
involved this cipher.
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PABULATION for Jamaary - June 1943.
(The case numbers refer to Appendix A)

Month Precise Source Confirmed Total
Unknown i Scurce ldentified

January 3 1 (case 1) b
(British Nav. Code)

Yedruary “ 1 (ease 5) 5
(Nav. Cipher #3)

March 3 1  (case 3) &
(Nav. Cipher #3)

April 2 1 (case 3) 3
(Xav. Cipher #3)

May 1 g (9) 15 (16)

June 6 2 I S

5 1k (15) 39 (k0)

(Appendix A contains 40 for this period rather than 39 with the
addition of a case in May, taken from British records. The German
message involved was not sent to U/3's. See case 5 for May.)

After the introduction of Naval Cipher #5 in June oily
2 cases of confirmed ccmpromise wers recorded, one in October and
one in Eovember, 19%3.

(a) Comment.

Tor a discussion of delay in Allied eontmeuo-n the
reader is referred to the chapter on German Inhlii.moo in Yolume I.
The present chapter's concern is with cipher compromise in relatioca
to the Atlantic Section of USH CI and to the informaticn currently
available to 1t. The tadulation above, howevser, imcorporates a

British study received after the compromise of Naval Cipher #3

AN = Wkl = p
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had deen dotlnitolyvamnltntd here. In no one of the 3 cases
listed above as confirmed for the periocd February through fporil
1943 was the compromised Allied dispatch available to the Atlantic |
Section. Nor were these dispatches found in the Mavy Department's

files.
!

2.
Fears of Compromise, |
Fedruary, 1943, \

{
i

The highly successful attack on Convoy ON 166 ia February!
1343 orystalized suspicions of cipher compromise, although conpmio&a._
could mot be demonstrated at that time. Last minute shifts in the ] "-‘

t

patrol lines of Groups RITTER and NHEPTUN at 23224 and 23304 on ’
18 February showed clearly that German Admiralty had abandoned

the idea of operating on an expected Iastbound comvoy (EX 226) )
and was rapidly reforming his lines for a Westbound convoy (OX 166).
¥ithin a few mimutes of these changes, at 2343A/18 a third growp

of U/B's, KNAPPRN, was formed to swing out to the southeast of the
NEPTUS-RITTER line and thus cut off any possible southerly diversion
of the convoy. It was XNAPPEN that made contact on the morning

of the 20th, U-604's (Eoeltring) hydrophones having picked up

_ the convoy screws. Threes diversions had been sent to OF 166

on 17-18 Fedbruary in Naval Cipher #3, tadle"8", as the convoy
attempted to clear the U/B arsa by proceeding on a southerly course.




In addition, several position reports had been ssnt by the convoy
befors 17 Fedruary in table "S®. ZThat U/B Command had accurate
information on the convoy can scarcely be gquestioned. The dis-
position and shifting of the U/B groups between 18 and 20 February
suggest knowvledge of the convoy's diversion rather than reckoaing
based on the convey's own pos reports. Of the three diversions sent,
the first one, 10012/17 from CINCWA, seems the most likely suspect,
not only from the point of viaw of the time lag, but alsoc in viev
of the U/B aisposition. Zhis first diversion would have sent ths
convoy through the RITZER line just to the south of its mid point.
The straggler's route would have passed through KNAPPRi's line.
Fears Gz;lunlut.d.

On 26 Yedruary the Atlantic Section seat a nnémdu
to CONINCH calling attention to the extraordinary and effective
sequence of changes in the U/B lines from 1€ to 20 February, and
the fear of compromise was orally communicated to COMINCH by the
CO of the Atlantic Section.

4,
Further evidence, March

1943.
a) BAUBGRA?, Convoy EX 229

®) Convoy TO-2
e) Convoy UGS 6.
(a) RAUBGRAF, Convoy HX 229.

The RAUBGEAY operation in mid March on HX 229 and SC 122,
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®the greatest success yet achiesved against a convoy", was probadly

assisted in large part by a compromised diversion dispatch, seat

in the world-wide table of combined cipher. U/B traffic suggests

that EX 229 was the one involved in compromise rather than SC 122,

which was procid.ing on approximately the same route with HX 229.

After the operation was well underway Command recognised that he

had two convoys, but the one first contacted and the cne which

Command seemed to bDe looking for ¥as presumably EX 229 rather

than SC 122. It will be helpful to list ths critical Allied and u/3

dispatches in their chronological relation.

O41704Z March:

16022/13

1847a/14

19204714

i

Original route for EX 229, sent in XNav.
Cipher #3, "N".

HX 229 diverted; ordered to turn due sast on
reaching 49 N., 48 ¥, (*J"). Sent in Hav.
Cipher #3, "N".

(The presence of U/B's across the original route
Detween Newfoundlend and Greenland was known.)

RAUBGRAT ordered to form nev line off Newfoundland
for 15 March in expectation of a "mortheastdound
coavoy®.

(EX 223's original route would have bisected this
line at about 50.30 X., L7 V.)

Before RAUBGRAT could reform on the line for the
15th, it was suddenly ordered to head for area
49.%0 X., §2.1%5 ¥. at high speed.

BAURGRAT line ordersd for 12004/15 fro= 51.15 K.,
42.0% ¥, to 49.27 K., 10.55 ¥. "Get hold of
eastbound convoy to which further groups can

bde detailed later.*
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It {s difficult to account for BAUBORAP's sudden shift without
assuming compromise. Between the time of the order for the first
BAUBGRAT line and the high speed heading (121LA to 1857A/1Y4),

5 RAUBGRAT subs transmitted ,two to give their positions and three to
report land-based A/C. Thers was nothing in thess reports vhich
could have justified Command's conclusion that a NE convoy not

Yot sighted was turning into an ¥ convoy. It was not until
23004/14, more than four hours after ' BAUBGRAF's "diversion”, that
Command had anything like a sighting from a submarine. At that time
¥alkerling (U-91) reported having seea smoke clouds at 2030 inm
49.57 B., 46.45 ¥., but he had deen dombed and forced off by A/C
before he could investigate. Valkerling remained close, for he made
contact on a DD the following evesming. It was Feiler (U-653) who
finally established contact on the convoy itself on the moraming of
the 16th. Yeiler had been aotm from the group and was headed
for a refueler off to the southeast. Meanwhile RAUBGEAY U/B's

were going through several maneuvers involving such fime points

as a2 15 mile shift to the south, accompanied by such phrases as
"The convoy must be found !* (OL43I/15). Daring this interim Command
was consistently putting his successive reconnaissance lines a

few miles too far north for EX 229. The lines would have caught

SC 122 had that convoy not been several hours shead of the line
schedule. The possidility of a compromised u:ﬁm: to SC 122

 can not De altogether excluded, for the heading point ordersd at
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1847A/1% actually lay between the routes of SC 122and HEX 229, but
orders to U/B's shoved no avarensss of two convoys and U/B maneuvers
pointed to EX 229. German uncertainty as to the precise locaticn
of the convoy and Command's failurs to arrange his U/B's vitk
requisite precision before Feiler's accidental contact probabdly
indicate that Command did4 not possess a complete recovery of the
EX 229 diversion dispatch. It should be noted that neither in the
case of HX 229 nor in the case of OF 166 were the critical German
messages sent in Offiszisr setting.

(») Comvoy %0-2.

On 18 Narch U/3's in the Trinidad area vers infornod by
Offisier message of the expected arrival of a comvoy (T0-2) at
Trinidad on 21 March. The convoy's position as of 20004/13 March
was given along with three points on her ocean route. Her ETA
was sxplained by the Cermans as based on dead reckoning with a
speed of 13 knots. This Offisier was reed on 22 March and in a
memorandum of that date the Atlantic Sectich called COMINCE's
attention to 1it, stating that "the message gives an acourate
description of the convoy's course ..." This juigment was not
based on the convoy's dispatches, which were not available in 20-0
dat oa the daily convoy position estimates of COM 10th Flest C & R.
'h.on-accus to the convoy files had been gained later on, no dis-
patch could be found in 70-2's file which would bave accounted for
the 2000A[13 convoy pesition given ia the German Offisier. The
following correspondences, however, were found in NOIC Gidraltar's
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Secret 2242A/10 March to USS Roper and Decatur: sent in Naval
Cipher #3, table "8%:

BIC Gibraltar German Offiszier
Point 71 18.05 K., 43.56 V¥, %It is proceeding via
" G: 15.02 K., 51.55 V. 18.09 X., .02 V.
* H: 11.30 ¥, 60.02 V. 15.09 K., 52.03 V.
Speed of advance: 13 knots 11.33 X., €0.09 ¥.* 13 knots

(The adove positions are the
mid-points of Oerman grid
squares.)

It was later 1@-& that GCACS traced the German Offiszier to two
Allied dispatches, one from F.0. Gidraltar on 10 Narch (2247A) and
the other from FOC WAY on 13 March (1%02), both in naval cipher #3,
tadle "S"., XNeither of these dispatches was seen in the convoy
£1les in C & B, Presumabdly the second of these dispatches contained
the estimated position ef the convoy for 20004A/13.

(¢) Comvoy WS 6.

-h Pebruary some 5 U/B's of the TH0 ton class departed
Trance under orders "Seewolf". Their heading point. was deciphered
as off Cape May, a deciphermeat soca confirmed by clarification
from Contrel which resulted from aa error by one of th§ U/3's. Troa
area 42 N., 45 V. "Seewolf® U/3's were suddenly diverted to the seuth-
ward vhere they intercepted UGS 6 om 13 March, west and a little
south of Mores. That the adove operation involved the ocompromise
of UGS 6's ‘ocan route seemed highly probadle, but gaps in German
sraffie (mrumnsmmuonnumum) made
complete investigation impossible. Bridence tending to confirm
compromise in this case turned uwp in Jamuary 1944, when Narbach (U-953)




was informed in Offisier setting .tht '\mt’u March 1943, traffic pro-
cesded to port ((Casadlanca)) via OJ 2196 ((34.03 X¥., 08.00¥))".
(1517/19 Jan. 'L4). Point "Z" om the ocean route for UGS 6 was
34,04 ¥., 08.01 ¥,
%lprolius;suuilhod.
May 1943. Convey EX 237.

The Atlantic Section's wall chart on § May showed
Convoys HX 237 and SC 129 on a diversion route that would safely
clear the south end of the long RHEIX-ELBE patrol line whose position
off Flemish Cap had been sccurately fixed by decryption. A% this
point the current reading of traffic stopped temporarily, but U/B
contact seemed very unlikely. Whea B'B' ghort signals, with the
group oount knowa to be predominantly convoy sighting reports,
wvere fixed by D/? the following afterncon in the convoy's path, it
was clear that RHEZIN-ZLBE subs had made a rapid sweep to the
southeast and had found the convoy, for there were mo other U/B's
in the general area at that time except the members of these groups.
¥When ths traffic Decane availadle, a fev days later, .ttontiog was
immediately concentrated on three Offizicr messages. Grammatical
variations of the orid "Iin ervarteter GCeleitzug” ("an expected
convoy") were tried and the compromising information came ous.

(a) Iavestigation of first Offizer.

;f?"l(im;,;amm and ELBE

=—=0ffizier O—-
An expected convoy was in LD 2684 ((BC 768u=

43.57 M. - 48.25 ¥.)) on 6 May 2330B. Precise course
not known, but approximately eastward. Speed 9.3."

T0P-SECRET-4i.TRA i
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A careful study was at once undertaken but for several
days ylelded no satisfactory result because the Atlantic Section
had not received all the pertinent Allied dispatches. Not until
access to COM 10th Fleet Convoy and Bouting had been gained vis
COMINCH was it possidle to find the source of compromise. The
sxamination of the convoy files shoved that German cryptanalysts
bad had a good depth with which to work, for the diversion of the
convoys, complicated by a bad fog off Newfoundland Banks, had
led to frequent exchanges of dispatches between shore authorities
and the escorts - all in Naval Cipher #3, tadle “S". On May 7,
for example, there were at least 6 transmissions from escorts
(5 from C2 and 1 from ¥6). While there vas no way of determining
how many dispatches the Germans hed read, the first Offisier could
be traced without question to

¥6 Secret 0621302 to Cincena (in Nav. Cipher #3, table "S¥)

HX 237's position 43.56 X., 48,27 ¥., course 131, speed 9.5.

Allied dispatch Gerzman Info.

time: 21302 23303
43.56 ¥. 43.57 ¥. (mid point of
kg.27 v. 48,25 ¥. Ger. grid square)

The Oermans hed apparently falled to make a complete recovery anmi
rexmsined in ignorance of the southerly diversion until the evening
of & Nay.

(v) Investigation of second Offizier.

51
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"0025/9
To: Orowp EHEIN

—==0ffizier Kn--

The expected convoy, according to surs report;

is further scuth and further ahead than umcd.

A patrol line must therefore de drnn ui:

2000! oa 9 May extending from 00 ((®D 71927=

43.33 K. - 34.55 ¥.)) to VA 9154 ((cxu15h-

39. I = 35.02 ¥.)). Maintain radio silence."

Although thers could be little doudt that the second
Offisier derived its information from compremise, it was not possible
to identify the specific Allied dispatch in question. It was clear
thet German Command had discovered the southerly diversion between
20513 and 23103 on 8 May, for at 2051 the failure of the U/B's o
make contact had led to am order for a sweep on course 060 speed 8,
thus indicating that a northerly route was desmed possidle. At
23103 the order to sweep on course 060 was cancelled and U/B'g
were put on course 120 at top speed. U-359 (FPorstner) made con-
tact the following afterncom in 41 N., 37 Y. Any one of several
dispatches between CINCCHA and convoy escort, which resulted from
difficulties in trying to change course, would have yielded the
information, especially CINCCNA 060900Z to ¥6 and CINCCNA 0615302
to escorts, both in tadle "S5°.

(e) %he third Offizier and the Straggler B/V.

*0952/11

~—=0ffiszier X-—

To: ((Group)) DROSSKL

Jastbound Clausen convoy will de in Nav. Sq.

9552 ((kh4,21 ¥., 27.15 ¥.)) at 1600B May 11.

The Clausen referred to in the third Off{sger was the C.0.

of U-403. Zhis U/B had regained contact on EX 237 the preceding day,

e



10 May, by following an obliging tug until it rejoined the conwr'
The tug was the ship "Dexterous”. It is mentioned here because
®Dextercus® was in part responsidle for the dromdcast of Straggler b:-VA §

for the 11th that was sent to Oroup DROSSZL in the third Offizier.

Allied (CINCYA Liverpeol German Info.
090901)
¥ 14002/11 4n 1600B/11 4m L4.21 K. - 27.15 V.
22 %, - 27.20 V. (mid point of German grid square)

Becort had informed CINCYA Liverpool that Dextsrous” bad strayed
and requssted that she be informed of R/Y positions, adding that what
books she hald was not kmown. CINCYA Liverpocl broadcast the R/V
positions in 090901, which was sent in Nav. Code #3, Aux. Vessel
System SP 02358/4l4 and marked BANS. It was assumed here that the
message must bave been repeated in Naval Cipher #3, as was the
custom ia such cases, dut me such dispatch could de found in C &R,
There were other pussling points for which satisfactory explanatiens
could not de obtained. (For British conclusicns see Appendix to
this chapter, case b under May '43.).

‘.

Demonstration of Compromise
accepted. Action takem.

The demonstration of Compremise was at ence submitted to
COMINCE., Msanwhile the British had arrived at the same conclusion
and recemmended certain precautions for the month of June until a
aew basic beok (No. 5) could become effective. ZThs imsecurity of
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naval cipher #3 was attributed to:
(a) "compromise of portions of aviation base book
dus to heavy use over long periods.
(») overload of 'M' and 'S5' tables in spite of 10
day change.
(c) ease with which enemy can classify messages in
naval cipher 3 due to distinctive combined
call signs.”
(Ref. Ultra personal for Admiral King from
Pirst Sea Lord 072250, 072255, 072302 June *"43).
The proposed countermeasures consisted largely in weekly changes of
"M® and "S" tables. In viev of the continuing evidence of com-
promise, which increased markedly during this period, the interia
cipher safeguards could not be accepted as satisfactory. In
consequence Naval Cipher #5 was brought into effect on 10 Juns.
Ts
More compromise - to 10 June
1943,
Daring May and the first 10 days of Juns 22 cases of
compromise {confirmed or presumed) appeared in U/3 traffic.
Three of thess cases are of particular intarest to the U.5.

Ravy.

a) COMINCE U.S. SUB NOTICES: GIRMAE OFFIZI IRS:
Conf. 291613Z/May ({Positions are converted from
(in part) grid))
"USS Herring on patrel 15313/31 May:
within 20 miles of 54 N.
42 ¥, USS Haddo on patrel 0n evening of 29 May an
vicinity 51 N, - 3I5W.° dgerican sud was on patrol

within 20 miles from 53.57 N.,
41.55 ¥. Another one in
50.57 XK., 34.55 W. submerged
by day, en surface at night.'

5y
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COMMENT: While the last phrase in the Offizier did not
appear in CONINCH, the Germans had presusadly
read it Defore and may have assumed that the
last sentence in the subd notice, which they
did not read, contained this ordinary and
sensible conclusion. TIME INTERVAL: L5 hours.
Conf. 051606Z June: 1729B/8 June
"Hake on patrol vicimity "Aaerican sub Hake on 5 June
53.20 = 37.00. Haddo on patrolling area of 53.21 K.-
patrol vicinity 51.00 = 37.05 ¥.; sud Haddo in 51.03 N.-

35.00. Herring 54.41 - 34.55 ¥.¢
28.48 submerged by day en-

route 54.45 - 28.01. ETA 23113/8 June

051800 thence to 54.01 -

22.02. ETA 061800 sur- *USA submarine Herring vas
faced at discretion." 54.39 ¥, - 28.45 ¥. on 5 June;

COMMNT:

course not known, proceeding
submerged by day."

TIME INTSRVAL: 71 bours.

(b) Tlight 10 (with note on GUS TA).

COMINCE secret 211344Z May informed CESP, NOB Bermuda, and

others in Naval Cipher #3 that 19 British LCI(L)'s were to sail

about 24 May from Norfolk to Bermuda. NOB Bermuda was to direct

from Bermuda to Oidraltar according to the ocean route vhich was

given. In Offisier 11063/2h May, German Command ordered 16

subs t0 leave their stations 4in the North Atlantic and head at

once for area 35.15 N., = 42,05 ¥. The U/B's had to reach their

destination by 2000B/31 May. 4a explanation was not forthcoming
until 1832B/29 May:

o

2.

Action is planned against West-Xast convoy expected

in the patrol line from 1 June to 6 June. Speed

' - "5.

Beginning 1 June an Mastbound convoy is expected
approximatsly in arsa of Struckmeier's position con~
sisting of storm landing boats of 250 tons and of

their attendant tankers protected by escorts... No
operation against this. Take advantage of opportunitie
for shots against valuable targets (tankers). Do not
report vhen you sight this convoy...* ,

SRS S s .
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The West-East convoy was undoubtedly FLIGET 10. The position

of Struckmeier (U-608) should have been approximately 33 ¥. - L3 V.,
since he was the third man from the south end of the line (Group
TRUTZ), which had been ordered on 26 May to run dus north and south
along the 43rd meridian from 39 to 32 X. It was %o be cccupied

vy 0800B/1 June. Position "H" for Flight 10 was given as 33.01 K. -
43.15 W, in the COMINCE dispatch referred to above.

Eote on GUS JA.

If it seemed peculiar for a long patrol line to expect a
convoy at its southern end rather than at the middle, this oddity
may have been explained on 1 June (10213) when Group TRUTZ vas
informed by Offizier that:

"Beginning noon today, count alsc on Westbound
convoy. When you sight it, operate on it."

The “"westbound convoy”, GUS JA, would have passed through the
porthern half of the TRUTZ line, according to its original route

as ordersl in CMSF secret 2L0300% May. ZXnowledge of this route
would explain the peculiar formation of TRUTZ, as designed to catch
two convoys at the same time, but would not account for ths long
delay in informing U/B's. CMSF 2L0300Z was not bdelieved compromised,
for it had been sent in BOX 38. 7The possidility of snother source
for compromise, however, could not de excluded, since at this tine
daily position reports were being sent in Naval Cipher #3 by various
shore authorities.
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Comment: !'hi.mw'l own Ultra
intelligence during U/B decline.
1f one may judge from U/B traffic, German Ultra intelligence
had never been better than it was just at that period wvhen the decline
i{n U/B fortunes became so evident. The increass in Ultra intelligence
dtlﬁumtcd to U/B's during this period may and probably does
represent a corresponding increase {n the amount available. The way in
which it was used, however, saggests a desperate and hurried attempt
to give all possidble information to the U/3's at sea. In trying to
give his men an additional advantage, Command certainly disregarded
security regulations - without cospensatioa - for ths risk he ran.
In effect, he was sacrificing his best source of mtolli.gonoo_st a tize
when his fleet was incapable of using this intelligence. The last
U/B group attempt in May to destroy an America-kngland convoy
(Group MOSZL, HX 239) made use of a decrypted dispatch giving
straggler R/Y positions, yet the cperation ended on 24 May in miserable
failure. At least & U/3's were sunk, and Command had to stop the
opora.tion wbile the convoy was still in sight. As U/doat after
U-boat was requeated to "Report powition at once' ("Standort sofort
melden"), Command was trying to reviev the total situation in a series
of long messages. He promised suitable changes in operational
areas until such time as his doats ceuld bde provided with adequate

protection against aircraft. It wvas just 12 hours later that he
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ordered the southern heading to intercept Flight 10. German R.I. had
surely influenced his choice of the Gibraltar lane as the place
where he might find convoys less well defended. Our decryption
of his plans, however, had led to the formation of the Bogue task
group, vhich reached the Truts patrol line bdefore the convoys.
9.

Compromise of Naval Cipher

#5 feared. September 1943.

The dispersal of the U/B fleet during the summer of 1943,
following the abandonment of Atlantic convoy lanes, made it impcssible
to Jjudge hov effective the introduction of Naval Cipher #5 had been,
since German information on convoys could not de put to any
immediate operational use. Instead of convoy intelligence, U/B's
were receiving relays of Allied contact and attack reports. With
September's resumption of the offensive against convoys attention
was again directed to the intelligence wvhich appeared in the timing
and arrangement of the patrol lines as well as in "convoy expected"
messages to U/B's. Group LEUTHRN was prepared for the initial
attack with the familiar signs of convoy intslligence. In additionm,
two of LEUTHRi's 21 U/B's were equipped with intercept teams prepared
to hear and D/F convoy voice traffic. At 16268/16 Septembar Comsubs
sent the following to LEUTHREM:

"]. Operation on westbound convoys only. Beginning

21 September, Convoy 'ONS' is expected; 23 September,
Convoy 'ON'. DBoth westbound. Possidbly late.

0B SR T Ui T4 3
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2. VYhea sighting eastbdound convoys, mo operation,

but take advantage of favorable chances to

attack. Report only if sud is observed by

enemy. After using attack opportunities,

- speediest Teturn to position in patrol line."
The convoys were readily identified as ONS 18 and ON 202, which
sailed 13 and 15 Sqainbcr respectively. The convoys were delayed,
as the Germans had anticipated, and U/B's vere kept informed of their
progress. Om the morning of 19 September U/B's were $0ld to expect
one of the westbound convoys "begimning today®. ON 202 wvas attacked
that night (200300Z). Inasmuch as the convoys had alresdy been at
sea for 4 and 6 days, it was necessary to account for/‘a!:cnrsq of
revised German information. ZThere .vu'o of course the possibilities
of GAT reconnaissance and of D/F un unit tmmlltﬁu. but the
fact that convoy escort bhad reported to CINCWA' twice on 16 September
and once on 17 September in Naval Cipher #5 compelled the Atlantic
Section to fear cipher compromise, especially since the dispatch
of 17 September had been sent in the World Vide tadle (*X%). A
detailed statezent of the reasons for this fear was promptly sub=-
mitted to CONINGHE, The Pritish, however, were not convinced in view
of fact "that exemy at times pou.cuu gensral picturs of convoy
cyclss and nomenclature from various lowgrade scurces including
¥I1*, (GCACS 191858 Sept. to 20G).

10.
Gsrman avarensss of standard

convoy routes.

Quite apart from subsequent shifts in anticipation of
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the eonvoyi, LE=UTHN's original line lay across the standard route
used by the majority of ON and ONS convoys since July. There vas
26 reason to doubt that German Intelligence had been keeping accmurate
" tabd on North Atlantic convoys during the period of U/B imactivity
and had an idea of the standard routes now being used. It might be
noted that the standardiszation of convoy routes simplified the
Atlantic Section's problem of deciphering the disguised German grid
positions, for it had long been the practice to consult the convoy
chart in the process of deducing disguised U/B heading points and
lines, particularly in thoss cases which read “convoy expected".
11. :

Bvidence accurmlates. SC 142

and U=220.

After the first LiUTHIN operation U/B dispositions showed
sven more clearly that enemy coverage of convoy movementis was
reliable. On 22 September (1115B) a large minelaying-supply U/B,
U-220 (Barber), was warned of an sastdound comvoy (SC 142) in
vicinity of 52 K., 33 V., an area through which most of the east-
bound convoys had pauid since July. Again, two dispatches sent on
17 September in table "3" could have accounted for the message to U-220.

12

BX 257, ON 203. COMINCH communicates
apprehension to First Sea Lord.

On 23 September LEVTEXY boats were informed that their next
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operation would be against an sastbound convoy about 27 Sept. The
convoy was EX 257, DBut on the following day plans were changed
and U/B's were directed to proceed eastward at high speed to inter-
cept what was clearly ON 203. 7his conduct was strongly reminiscent
of the period when the Germans wers known to have been reading the
combined cipher. All the information necessary to account for the
German activity could be found in dispatches sent in eithsr the
"M* or "S" tables. Eence, even though there was no definite preof
of compromise, a detailed statesment of the situation was again
submitted to the appropriate authorities in Admiralty and to
CONINCH, who: communicated his spprehension to' the First Sea lord.
13.
Compromise of Naval Cipher #5
confirmed. October 1343. EX 261.
On 13-20 October U/B's were en route from the mid-North

Atlantic, whers Oroup SCHLIZITEI's operations had proved discouraging,
to form a new line (Group SIEGFRIED) off Newfoundland. At 22394/19

they received the following Offizier:

"Zastbound corvoy will be in FEav. 8q. AKX 97 ((area
51 to 51.54 M., 29.30 to 31.00 ¥.)) at noon 20
Octobar. No cperation; count on strong A/C. Take
advantage of chances that are offered."
The convoy, EX 261, had been diverted by CINCCNA on 15 October
in Tabdble "M", the nev route lying well to the south of both
standard routes A and B, 0Of the messages from escocrt, sent in

Table "S", C3's Secret 181659 to CINCVA was established by the

————————— %
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Atlantic Section as the source of German information.

03 Secret 181659 to Cincwa (ZTable "s®)

"HX 261: request BAMS for

noon R/V 20th: 51.36 - 30.50.°
That the Gerzmans had not givea the position as prociuiy as they
might have was understandabls, for mo operation had been intended.
GCACS concurred in the Atlantic Section's comclusion.

1.
80 146 diversion compromised.
Boemder 1943.

By 7 November the last attempt to mass U/B's off New-
foundland was breaking up. U/3 groups bad been well informed on |
eastbound convoys but had deea powerless before A/C. Torced to
try mors umorthodox tactics, Command formed Group EISENHARY in an
effort to escape Allied detection. As convoys 5C 146 and EX 265
proceeded on a diversion course to the south of ZISHRIEART's loose
and spravling arc, Command countersd by moving EISEEHAR? to ths
south and east, explaining on 12 November that:

SThe shif% in convoy routes which has occared

41 the last few days necessitates a shift in

your position.® (1232/12).
and again on 1l Eovember that,

*The persistent avoiding action of the convoys to

the south makes anothr removal of the line necessary®.

(1113/1h).

Late on the 1ith (2300) U/B's received ths following in Offisier

seiting:
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"l. Slowv mortheast bound convoy which is running
approximately via Oreen IW 63, 5350, and Green
A¥ 8610 is placed tonight by dead reckoning
approximately in Green SP Lg8.*
The correspondence between the German Offiszier and the points
contained in CINCCHA's diversion dispatch, sent in Table "N", could

not have been mere coincidences.

CINCCHA Secr. 1006062 to Offigier
Bscorts 3C 14§
Hev stragzler's route grid squares
Point 0: L46.22 K., 32.25 V. 1;2.36 N. to 46.30 K.
.00 ¥, to 35.30 V.
Point P: 50.40 X,, 25.L40 V, 50.24 ¥. to 50.42 N.
25.30 ¥, to 26.00 V.
Point Q: 55.18 N., 17.10 ¥. 55.12 K. to 55.% K.
17.00 ¥. to 17.30 V.

The nev stragglers' route had been repeated in BANS 100615Z, bdut
past experience threw the veight of suspicien on cxxccn'-‘u-
patch in tadle "M®, Of CINCCHA's diversion, however, the Germans
could have reed only the lest part, the part giving the stragglers'
route, since their dead reckoning position for the convoy indicated
that they did not Enov the diversion route of the convey itself.
Lack of agreement betwsen Point "0O" and its German court erpart

was probably explained by a garbled German intercept copy or by

a partial recovery. HX 265 had also been diverted by a dispatch
in table "M". An Offisier sent to EISZNHART on 15 November
(2113/15) menticned that "HX coavoy stoc‘iu EE is 4in the same

area”.
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Indications of g;hi.ud Cipher

Compromise cease in U/B traffic.

After KISDMHART's attempt to operate on SC 146 no further
cases of combined cipher compromise vere seem in U/3 sraffic, 17
the German C.I. organisation wes having difficulties at home, for
vhich, mortu.u to a JEA repcrt, Italian detrayal was btlamed, the
U/3 at sea was scarcely im a position to exploit convoy intelligence.
U/B's had been told in October 1943 that locating convoys was the
principal prodlem of the U/B war and that the sclutioa of this
prodlem was the U/B's ﬁu Tesponsidility. Yo assist the U/3 an
effort was made to locate convoys by radio intercept teams oz
board, by relays of D/T fixes from shore, and finally by VL/R A/C,
But instead of finding convoys, U/B's were deing found by A/S
forces, while the cmvoys proceeded more or less in psace.
Whatever ths cryptanalytic situation at home may have been,
U/3 traffic sesmed berren of any high grade intelligence during the
remainder of the war. Other than decodes of BEritish low-grads
traffic, of which thers is mo complete record hers, U/3 sraffic
carried only occasional decryption intelligence taken from merchant

sigaals. (YesAppendix A.) .
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APPRNDIX A TO CEAPTEL IV.

CASES OF
PLESUMED AND COXFIRMED
CONPROMISE
of Allied Communications
1943 - 1945
Listed belov are Gerzan messages which are delieved or
are known $0 bave contained information derived from decryption
tntelligence. The compromised Allled source (dispatch and system)
s givea where known. This list cannat be regarded as exhausiive
‘even for U/B traffic, Wat it does include all cases suspected and
exsmined for compromise by the Atlantic Sectiom of 20-G. The list
bas been checked against British (0C & CS) investigations insofar
as records of these investigations were availabdle. '
It will be moted that in nearly all cases the Germaa
messages vere sent as OFFIZIZR messages. That Ultra intelligence
availadle to the Germans should have been disseminated in the
cipher system reserved for matters of umsual importance and secrecy
is natural emough, but the possidility remains that use may have
been made of decryptioa intelligence im the normal or common U/B
traffic. (The plaia enigma system). Hence, in a fev instances,
messages of particular intersst have been included in the list
evea though thess messages were mot sent as OJTIZIR.

imewtmr - (5




NOTX ON COMPROMISE OF MERCHAN? SIGHALS.

Members of the Italian Naval C.I. organisation stated that
Merchant signals wvere easily read and that there was mo difficulty in
obtaining a supply of documents from sunken ships. References to
*Nerchant Navy Code® appeared in JEA traffic in Novemder 1942 vhen
the German C.I. organisation turned over photographic coples of
the document to the Japanese, together with other relevant material.
(See Chapter VI this volume, paras. 6.) Little information, however,

is availabdle through U/B traffic on direct use of Merchant signals
before 19%4. Of ths confirmed cases vhich appear at end of this
Appendix, the case recorded for March 1944 arcused considerabdle
anxiety, for the Allied dispatch invelved contained a U/B estimate
which vas based on Ultra intelligence. (For a discussion of this

point see Chapter VI this volume, para. 12).
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GESNAN DISPATCH.

DECBER, 1

Eo OFTIZIER messages are available
for this month. As a possidle case
of compromise the following 1s
recorded!

11k4/22/12

Spara. 3. Objeat: surrcunding a
convey going southwest, which i3
expected on approximately the

23rd, HH {1 ((AL 31, area 53.15 X. -
22.45 V.)

JANUARY, 1943

1) 1108/7

OFTIZIZR X
Agcording to B-service it has demn
established that an English umit
was dstailed on 3 Jan. te patrol
Neumann's ((U-117)) las$ pro-
visioning area. Purpose may de!
eithsr to search for survivors
(of sinking by Group Spits), or
%o chase subs on the Basis of D/F's
from the nmumerous massages seni
¥y Neumann's provisioning group, -
or both. TYour attention is once
more called to most extensive
radio silence &ring pro- ;
visioning... Avoid unnecessary
transmitting.

2) 2218/7

OITIZIR L
Toi Iruas ((U-175))

Ogcupy next the sector uﬁt—mrth—
west of I 38 ((Freetown)).

TOP-SECRET-ULTRA

SOUECE.

Xo satisfactory acocunting for
this information could be fournd
in Comvoy & Routing files for
this convoy, OF 154. The U/B's
involved were Groups SPIZZ and
UEGESTUR(. The resulting
operation was the most success-
ful convoy operation in Decembder.

Brisish Naval Code, General
Table Avea 1 (K 1). Time lag
4 days. (Enemy Intell.
Report #52.)
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Prosumadly convoys leave thers

for B 99 ((Trinidad)) in a 10 to

11 day rhythm. Next departure
possible on & Jannary. Passage
points of a December convoy wers:

B3 3696 ((08.51 M. - 13.57 ¥.))

R 1515 ((09.27 K. - 35.03 ¥.)) Precise source unkmowm.
¥ 1352 ((10.03 ¥. - 50.03 ¥.))
Another convoy on 17 Decemder was in
latitude of X 38 ((08.15 X, -
13.10 ¥, '3')), course 235, speed 8.

3) 1349/9

OFFIZIZR O
To: Group FALKR

English passsnger ship 'Capetown

Castle' from AX 8224 ?(53. 3 5. -

33.25 ¥.)) to AL 6134 ((56.15 &. -

1925 ¥.)) will pass the line pre- Precise source unknown.
sumadly on 9 Jamuary. You may leave

position ir line only upon sighting

the ship.

§) 1156/25

OFFIZIER 8
From: Comsubs
To:  Reeder ({U-214))

1. Tanker convoy route is suspected

from LP 49 over 13 22 and 89 as well

2. 3Straggler route prodadly runs

over naval squares 4770 and 6910 Precise source unimown.
of the large square west of dis-

gaised square J7 as well as over

J? 05 eastward.

((Interpretation of positions

LP 49 is probadly X0 99 - 10
IZ 22 s probadly DS 72 - 20.
X0 37 is prodably DG 87 - 27
= is DH 4690 - 30,27 K. -
) ¢ 4 OE is probably DS 55 - 22.40 X.-32, .
R) 4770 - 21.27 K.-44,03 ¥, gquares west of

FP-prodadly DS
(DR) 6910 - 22.03 X. - 36.51 ¥.))

- n
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PERRUARY 1943
1) 2312/10

OFFIZIER 1
Trom: Comsudbs
o1 All subs on Series 1

Positioa of apparent attack ares
of an American U-Boat was squars
PP-5354 on 9 Peb. ((FP-585%,

no information.))

Precise source unkmown. Zhis
case was studied in some de-
tail but without results. %The
Germans presumadly had reference
to one of U.S. Submarines based
on Rosneath, Scotland (Squadren
50) and the position must have
been one of 3 possibilities off

¥. Trance. The logs of USS
M. n‘l!iﬂ‘, Mb. and Plack-
fish vere examined but gave no
leads that could be followed.

2) 175414

QFFIZIZR ¥
From: Comsubs
Toi All subs on Series 3.

Group BOCHRN including Luis ((U-504))
on 16 Fed. 1200A de in recomnaissance
line from JH 8285 to 8J 7785. Course
285. Day's rua 150 l(:?nuaa%)luu.
Sequence! Bargsten ((U-521)), Mark-
vorth ((U-66)), Becker ((U-218)),
Schwandtke ((U-43)). Other doats in
ssquence in which they set out from
Cxygan ((U-118)). Xastbound convoy

is expected bdeginning 17 Pedb. Another
1i%tle patrol line will de north of

Al 64 ((or: =morth of you in AI 64)).
((Interpretation of positions:

JE 8285 1s probably OR 8285 - 36,45 X.-30.06 ¥
8J 7785 1is prodabdly DG 2785 - 32,15 H.-30.06 ¥,
AI 64 1s probdebdly CE &% - 35.50 ¥. - 27.40 V.))

3 Ip/as

OFFIZIER N
From: Comsuds
%ot All sudbs on series &

Steaner Coulgorm left Freetown 12 Fed. for
3eldanha Bey. Passage points: G0 27,
G 9570. Speed 9.

Naval squares

((@0 27 = ares 24.11 8. - 00O. ;U.

GH 3570 & 29.15 8. - 10.33 &.

Precise source unknown.
Convoy TGS 5.

Precise source unknown.




4) 2322/18

Trom:
Tot

Comsubs
Group EEPTUN

Last disposition order rescinded.

On 20 Feb. 0000((A))

be in new

patrol line from DE TU38 to 5269.
Yestbound convoy is expected on the

20th.
((n;zggjs = AX 2438 » 59.45 ¥.-30.24 ¥,
ot ]

= AK 0269 « 56,45 ¥.-30.12 ¥.))

2330/18

Tos

Group RITTAR

Order for period up to nov cancelled.
On Yeb. 20th at 0800((A)) be in patrol
line froem sq. IZ 5299 to UK 9423,
Westbound convoy expected.

UK 9423 = AK 9L23 « 52,45 ¥.-30.05¥.))

2349/18
Celrich ((U-92)), Hoeltring ((U-604)),

¥alkerling ((U-91)) and Zurmushlen
((U-£00)) will form Group KNAPPIN and

oecupy on 20 Feb.
frem XI 9293 to 9684.
is sxpected on the 20%h.,

((A)) patrol line
Yestbound cexvoy
Tara oa Diana

19 Ped. 0800((A)).
((;.I 3 = ALK 9293 = 53.03 ¥.-28.0%5 ¥,

AX 9684 « 52.03 ¥.-27.2% V.))

5 230/27

From:
2ot

OFFIZIR ¥

Comsubs
Group ROCHIN

eration with & Doats including Basbh
({U=106)) 1s intended, on a westbound
slov convoy, froa 2 March on, in area
zaval square 90 of the large

vest of EL.

Byuare
On 26 Feb. 2000((4))

convoy was in CB 9979, course about
260, speed 8.

TOP-SECRET-ULTRA-

Convay ON 166, which lost 15
ships to RITTER-KHAPPEN, I%
vill de noted that these
changes in patrol lines wers
made in less than 1/2 hour. I%
is difficult to ascount for
this sudden redisposition of
subsarines (they had been ox-
pect an Zastbound convoy,

HX 226) without assuming some
good last minute intelligence.
Pirst OX 166 diversion (CIECWA
Secr. 10013/17) could asccount
for U/B disposition. Liks the
other Allied traffic conceraing
this convoy, it was sent in
Combined Cipher #3, table S.
(See 84 13-0C).

JOC Gibraltar's daily situation
report, 2000/26 Feb., in Com-
bined Cipher #3, tadle S Area 1.
Time lag 1 day. (Enemy Intell.
Report #52). This case
{llustrates difficulties of
compromise investigations.
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((Mav. Sq. 90 4s DF 90, area
28.03 XK. - 36.03 ¥.

@ 7 DH 4979 = 29.27 X
“ n 1. F— . .=
20?25 v.))

MARCH, 1

1) 1304/10

OFIZIR Y
Xeller 2(8-130))_
Henke ((U-515))
Bamermamn ((U-172))
Rueggederg ((U-513))
Rasch ((0-106))
Starm ((U-167))

B¢ in positions at 1P¢3((a))

12 March in recomnaissance line

from Nav. Sq. ((CD)) 8381 ((36.51 X.-
39.50 ¥.)) of the large sq. vest of
disguised 8q. ¥X ((CK)) to Nav. s}
((cp)) 2221 ((h2.51 X. - §1.02 ¥.))
of the large 3q. west of disguised
8q. YV ((CE)). Courss 270, speed of
advance 5 knots. Do not arrive
sarlier than ordered. Radio silence
except for ((or, until)) tactically
significant reports. IXast-bound con-
voy expescted deginning 12 March.

2) 1s47/1%
So: RAUBGRAY

Disoontinue operations. BHead for
8q. U? 43 ((2C 34 = area of 49.%0 ¥.-
§2.15 ¥.)) at high speed.

T Op-SECRET-ULTRA

FOC's Gidbraltar's dispatch was
not availadle in Convoy and
Routing's files. COMHAVEU also
sent a convoy situation report
for 2000A/26 Peb. which in-
cluded 6US 4 (COMNAVEU Secr.
261639 to all US Commands con-
cerned with etc.) but it was
sent in ECM., It was not thought
that ECM had been compromised.

CONYOY UGS 6, from wvhich 3 ships
were sunk in the action which
resulted from this message. A
gap in German traffic makes
complete investigation impossidle
but it is Delieved that com~
promise of a routing dispatch in
conbined cipher #3 was involved,
especially sincs these U/B's
vers diverted from a planned
operation ("Seewolf").

These messages concern U/B
formations for Convoy EX 229,
A% the conclusion of the

gl
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1320/14

%ot Oroup RAUBGRAY in the order
Bertelsmann ((U-603))

Kapitsky ((U-615))

Zarsmshlen ({(U-600))

Schamong ((U-}68))

strelow ((D=435))

¥alkerling ((U-91))

Mgnseck ((U-758))

eras? ((U-66L))

Uphoft ((T-84))

Take positions at 1200((A)) 15
March in patrol line from Bq. I
1383 ((AJ 9883 = 51.15 X.-42.05 ¥.))
to Ik 5081 ((BC 358 = 49.27 X. -
40.55 ¥.)). Object: To get hold
of esastbound comvoy to which further
groups can later also be detailed.

3) 1119/18

OFTIZIRR S
Froan: Comsubs
Tot Trinidad Subs

Convoy with speed of 13 was in Nav.
s?. DT 6222 on 13 March at 20¢¢((4A))
( 23-57 'n - 21.15 '.))o I‘ i.

f.03 VA ﬁ????:‘fg'g? ok

52.03 ¥.)) and XB 7476 ((11.33 X. -
60.09 ¥.)), at which point--accord-

ing to dead reckoning--it should
arrive about 21 March.

§) 2005/20
: ‘ OFYIZIZR D
Fron: Comsubs
To: All subs on Series 1

A convoy steering course of 250 to
270 is expecied to de in YH 36

>x
at $9¢9((a)) 21 March. Pich ((T-168))

TR Qpa
-~

LT WEER
e e R

I L
: ',\; k\

3 %
operation Ger. Command callsd .
{% the "greatest success yet °
achieved against a convoy®. '
Both the original route and::
the diversion route recommended
by AMnty. vere semt in #3 *N%
(CESF Secret OUITOLZ amd C AR
Secret 131602Z)., While
neither messags was in orrIZIm
setting, the circumstances 1\
lead one to precume that S |
cipher compromise was 1nvolnd..'i \
(Bee SA 13-B, case 2). 4 »
Yi
Ay

¥

Combined Cipher #3, Table S.
Convay T0-2. GCCS recorded

two dispatches as sources:

7.0. Gibraltar and TOC VAY
reports, 2247A/10/3 and 1%02/13/3
Time lag 9% - 5 days. (Faexy
Intell. Beport #52). Another
andidate would be XOIC
Gidraltar's Secret 2242A/10/3
to USS Boper and Decatur,

time lag 7 days 12} hours,
although NOIC Gibraltar's dis-
patch does not acocount for com-
voy position as givem for
20004713 (See 8A 13-3, case 2).

®"Almost certainly bdased on
Special Intelligence, of which
the precise source was not

"
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4s $0 be there at the tine
mentioned, and to wait a fev hours.
If convoy is not found, sweep on
mn sags for the courses zeationed.
udm.n.g convoy, without attack-
shadow for group Sesteufel.

prodably AL 2125 = 60.45 K.-
.u"z?) ~ .

((Presume same message
-u!co ajm/s:mﬂuu

ZIP/25U/24) ).
APRIL, 1343
1) 2253/11

OFFIZIRR I
Froa: Comsuds
- Tot All subs on series 3

Position of Nnglish steaner
"Mandalay® on § April was approx-
imately Eav. 8q. FX 60 ((area
09.4%5 8, - 26.39 ¥.)) and 1t is pro-
' ceeding over FX 3290 ((06.%5 S. -
26.21 ¥.)) and T3 }10((00278 -
17.57 ¥.))

2) 1909/12 (1902/12/% ass. 34T/2h)

OFFIZIER ¥
From: Comsuds
ol All suds on Series 3.
Southbound convey will de in Nav.
lq. X %850 ((13, 9! - 18.33 ¥.))
13 lspru Psp@((B)), speed abdout

3) 1315/15

OITIZIRR A
Trea: Coasuds
Tot All subs on Jeries I

Presumadly a floating dock April
at mcm? no;.:u K. r.:rjn

confirmed." (ZIP/20U/24).
The convoy was probably
OX 173.

Precise source unknown.

(Zaemy Intell. Eeport #52.)
Original routing dispatch (RO
Baires Comf. 272245 March) was
sent in 7.8.SHIPCOK Argentina
Area 1543/1544A. It is not
knowa whether this info. was
subsequently relayed in mbi.nod
cipher. (8A 13-3, case 3).

Precise source not aafirasd.
(21P/200/2%) Convoy was
provabdly 08 5. (34-19).

Combined Cipher #3, Zable X.
From dispatohes sent on 3 April



((05.09 K. = 51.09 ¥.)) speed 2.

On 11 iprﬂ at 220¢((B)) 4n ¥B 1566
((01.03 ¥. - 42.27 ¥,)), course 085,
weed

MAY, 19413

1) 1432/3
OFFIZIER X

Southbound convoy going via Freetowa
was by dead reckoning in adout XK
4590 ((14.15 ¥, = 18.15 ¥.)) en 2
Nay at 98¢3((B)), speed adout 7.5.
Prodably floating dock on 3 April

at 22¢4((3)) in 2 LE79 ((05.09 X. -
51.09 ¥, - vicinity French Guiana
Coast)), speed 2, on 11 April at
22¢0((3}) 1n ¥ 1566 ((01.03 ¥. -
42,27 ¥.)), course 08%, speed k.5,
probabdly for Freetown. VWith a
speed of 3.5 can be expected there
beginning 4 May. All Nav. 3q.

2) 2307/7

OFFIZIZR O
%ot ((Groups)) REKIN sand ELEE
An expected convoy was in LD 2684
((BC 7684 = 43.57 5. - 4§.25 ¥.))
on 6 May 2339. Precise course not
nown, but approximately eastward

speed 9.3. :
3) 0025/9

OFFIZIR X

Tot Oroup RHXIN

The expected convoy, according to sure

report, is further south and further
ahead than assumed. A patrol line
must therefore de drawn up by
20¢9((3)) on 9 May ex_tending

.5, apparantly going to Freetown.

and on 10 April (20112).
(Znemy Intell. Report #52).

The convoy was probably
08 k6, (84 19).
| Combined Ci #3, Table 8,

p. 14, 1.8¥6 Secret 0621302 to
CINCCHA. Time lag 23 hours,
28 min. Convey EX 237.

(84 13, cass 1).

Could have come from any one
of several dispatches sent
between 5 and § May in
Table "S",

from
0G 2927 ((BD 7927 « 43.33 K. - 34.55 ¥.))

to VA 915% ((CER154 « 39,45 X, -
35.02 ¥.)). Maintain radic silence.

1oP-SECRET-ULTRA

Al

(cr. 8A 13, case 2).
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%) o0952/11

CYPIZIER X
2ot ((Oroup)) IROSSKE

Eastbound Clsusen ((U-K03)) convoy
will de in Nav. 8q. 9552 ((kk.21 X. -
27.15 ¥.)) at 1600((3)) May 11.

5) (The following is inserted on
basis of GCACS Enemy Intell. Report
#52, although there is mo record of
such a message hare: ;

1/11 *Unidentified steamship in

6) 22%1/19

OFFIZIER X
"Sidney Star® left Montevideo 12 Nay
for the Clyde via Nav. 8q. FX k391
((08.39 8. = 30.57 ¥.)) and IS

((15.51 N. - 36.03 ¥.)); will arrive
((Clyde)) 1 June. Speed 14.5.

T) 165%/20
orni= ¥

1. teaner left Rie May 11, via
1&'.‘&'-.01..-15'.
Speed 9.%5; dus in Freetowa May 24.
2. Steamer left Rio May 13 via
1h 8. - 26V,, 01 8. = 16 Y., speed
8.5; dus in Frestown May 26.

7OP-SECRET-ULTRA

CINOYA Secr. 0909013 May ia

mto l"o M‘ ,3. mw
Yessel system 5P 02358/hk.
Time 2 days. (SA 13, case 3).
ZIP/26U/24% states that Combined
Cipher #3, table S, aren 1, was
the source. XJnemy Intell.
Report 952 lists a dispatch
P00 0901/9/5 in iux. Tadle
Area 1 (I as seurce.

Convey EX 237.

Combined Oipher #3, Zadble S,
ares 1, from 10343/9/5/43.
Time lag 1% days.

Routing dispatch was RO
Montervideo Conf. 1121052 May
seat in HCM 61. Diversion dis-
patch was C & R Conf. BANS
1520562 in Ship pad 539. Infe.
repeeted in Combined Clipher #3?
(SA 13, case 7) Precise scurce
;;:;oa. (Fnexy Intell. Rept.

Steansrs veres 53 MARIJA
PEIRINOVIC and IXPIRE ARUND
respectively. Routing dispaSches
Rio Conf. 112324 and 122352 May,
beth to Con route and both im
EOf Mk.II. 15333, koexy Iatell.
Report #52 attributes German
info. to dispatches of 11 and
13 Joy (not identified) in
Comdinsd Cipher #3, tabdle X.
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g) 2218/21

OFFIZIEE E
Po: Oroup MOSEL

The expected convoy was in square

¥ 7682 ((BC 2682 « 49.27 X. -

43.45 ¥.)) on 20 May 17¢9((3)). It
is to be in Square 06 ((ED 1148 -
50.21 %
17¢8((3)), and 1s %o
for square IJ 358 (
52.09 §. - 33.25 V.)

9) 1252/22
' OFFIZIR I

Position of large convoy bound for
Freetowva was plotted 22 Nay PSg¢((B))

appreximately Nav. 8q. X 1335 ((17.33 K

17.21 V.))
10) 1252/23
OFFIZIR

Aux. Cruiser "Bulole" was in Nav. &q.
B8 1720 ((08.33 X. - 27.33 V.)) en

% Nay, on 15 and 18 May an un-
recognised English uait om patrel.

11) 1106/2%/191
OFFIZIER 3

Johannsen ((U-569)), Rendtel ((U-6Y1)),

Garistophsrsen ((0-228)), Balts
((9-603)), Bruemning ((U-6%2)),
Funger ((U-336)), Krech ((U-558)),
Engel ((U-666)), Hause ((U-211)),

Struckmeier ((U-608)), Trojer ((v-221)),
(0-951)), Ziehm .

Narbach ((0-953)), Presel
((=232)), Strelov ((T-435)),
Reichendach ((U-217)) head at ence
for Mav. Sq. 87 of $he large Iq.
west of 77 ((area of GO 87—

35.15 X. - 42.05 ¥.)). Square

must be reached by May 31, 2¢4¢4((3)).

 OP-SESRET-LIGE-

Combined Cipher #3, Table 8,
area 1. Straggler R/V
positions, Comvoy EX 239.
CINCCNA BANS 201310 in Iacom
8P $2406 pad 332 only dispateh
containing this info. in C &R
f1les. (See 8A 13, case k)

) Intell. Report #52 lists
1718492 and 201224 4n ¢#3, 8,
as containing same info.

Precise source mot confirmed.
(21P/20U/24). Convey was
probdably 08 47. (84 19).

Precise source unkasown.

Combined Cipher #3. CONINCH
2119443 to CESF and ¥O3
Bermuda. Time lag 61 hrs.
22 mins. Tlight 10.

(3A 13, case 10).
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Subs arriving with less than
50 chm are to report posit and
fuel on hand at once.

1832/29

OFFIZIZR SCPHIZ
Group TRUTZ

1. Aoticn is plannsd against west-
east convoy, expected in the ((patrol))
line from 1 June t0 6 Juns. Speed

8 - 8.5.

2. 3Beginning 1 June, an sastbound
convoy is expected approximately in
area of Struckmeier's ((U-608))
position® consisting of their attendant
taakers protected by escorts...

* Apprex. 33 N. - B3V,
12) . 2032/27
OFFIZIZRR P

AKX
on 24
it

An American sud was
((55.03 x., 35.15 V.
2194((3)) proceeding to its pa
aear AX 7657 ((52.15 X. - 36.25
Another American sud was on pat rol on
the 24th at 2299((2)) near AKX 7182
((53.03 X. - 39.15 ¥.)). Both subs
are submerged during the day. All
Nav. 8q.

13) 1905/29
OFFIZIRR ©

in
))

A stragzler from aa eastdound con-

voy is procnd.ug over fonoﬂn‘

Fnhim: 3q. M 9355
(53.15 ¥ -hoha\l)) AKX 189%
((55.27 X. « 34.00 ¥.)

Combdined Cipher #3. Tadle S,
area 1. CONINCE Conf.
US Submarine Notice. Time

lag 3 days. (84 13, case 6).

Combined Otpher #3, Table K.
CINGWA 2720143 (repeated in

2417052,

Adwty. Mvupool 272015Z BAMS).

Tine lag B4 hrs.?Oni.u
(I..ﬂl}. m.S
Convoy HX
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1k) 1456/30
OFriziz v

On 28 May Bnglish steamer "Lombardy’
received order to deviate from

pressnt course and 10 head, via 03.25 5.

31:"2 'o. f‘r o6-ﬁ '- - 31.2‘ 'o

15) 1531/31
OFTIZIR D

On evening of 29 Nay an American
sud was on patrel within 20 miles
from Nav. 3q. AJ 6831 ((55.57 XK.~
41.55 ¥,)) another one in Nav. Bq.
0 1321 ((50.57 ¥. - 34,55 ¥.))
subssrged by day, on surface at
aight.

16) 1917/31
OFFIZIER X

Position 31 May $&3) of comvey
running to the South Atlantic by way
of Frestown, vas, acoording %o dead
reckoning, Nav. 8q. XK 7995

;(m.;s N. = 17.21 ¥.)) speed about

o, 30m
1) 1021 '

OrFrizim X
2ot Orouwp TRUTI

Froa today moon on, count alse oa
westbound convoy vhen you sight it,
operate on 1t.

“FOP-SECRET-ULTRA * g

Combined Cipher #3, Tadle W?
Diversion, C & R RANS Conf.
2815022, was sext in OUTCON L3k,
GC & CS assumes this mag. must
have been resnciphered in #3,
X tadle, for BErasilian area.
(8a 13, case 9, Fnemy Intell.
Repors #52.) *

Combined Cipher #3, Tadle S.
COMINCE Conf. 2916132 US suwd
potice. Time lag 45 hours,
18 min. (84 13, case 8).

Prodably from Combined Cipher
#3, tadble N, but mot confirmed.
(Toexy Intell. Report #54).
Convey was probabdly ¥3 30.

(8a 19).

Possidly from daily situation
report in Combined Cipher #3.
Convey was 6US TA, whose
original route wvas sent in
BCH 38 (CMEP Becret 240300%).
(See 3A 13, case 10).



2) 102/7
| OFFIZIER I

Ascording to dead reckoning,
convoy bound for Freetown was

roximately in Nev. 8q. B 26%0
gﬁg-@ . - 15.15 V.)) at

T June.

3) 2%9/7

OFFIZIER D
%o: ZXsmeoke ((U-119))

((Results)) se far: The British
steaner "Alva®, 1584
into your minefisld and sunk.
%) 1202/8

OFFIZIRR 8

Eaglish passenger ship "Orion" oa

5 June in Nav. 5¢. 0% T971 ((N5.%7 8.-

06.3% R.)), enrcute from Durbdea

to Frestown, EZA 13 June; speed about

2. 4 second steamer proceeding
from Durban to lagos; BPA 16 June;

speed about 15.
5) 1211/8

arrizila ¥
Trom: Comsuds
t Y] All suds on Series &

On § June a convey caming frea
Durdan is expected ian Capetewn.
Unknowa steamer from Durdan te
Busnos Aires was in Nav. 8q. G2
5633 ((33.39 8. - 18.26 2.)) ea 5
June 220¢. Days rum 156 miles.

6) 1729/8
orrizim ¥
dmerican sud "Hake" on 5 June

patrelling area of Nav. Bq. AKX 7263

tons, bas run

Precise source not confirmed.
(zzP/28U/24).

Convoy was probadly 0S LS.
(84 19).

Combined Cipher #3, Zadle 8.
CINCCEA Conf. 0323232.

Zime lag 92} hours.

(8A 13-1, ease 2).

Prodn source wnknown.

Precise seurce unknown.

Cenbined Cipher #3, ZTable 8.
Cominch Conf. 051606% US sud
Hotice. Time hf T14 bours.
(8A 13-1, case 1).

——}GF-SE{}?H*H e = A 79 s



((53.21 ¥. - 37.05 ¥.)); sud
m in Nav. Sq. 8787 ((51.03 ¥. -
34,55 v.)).
2311/8
OFFIZIER X
U.8.A. * was in Nav.

submarine "Nerring
8q. AKX 6588 ((54.39 K. = 28.45 V.))
on 5 June; course mot kmown; pro-
ceeding submerged by day.

7 1557/10

OFFIZIR ¥
Tos Kamecke ((U-119))

Steaner "Nighland Count®, Tonnage
unknown, suak in about Nav. l}

3B 7583 ((4%.03 X. - 63.05 ¥.))

! Presumably ran intc your minefield.

Same. Time lag 77 bours.

o record of ship HIGHLAND
COUNZ. If error for S3 HALMA,
then probadly from Combined
Cipher ¢#3, tadle 3. XSHQ
cenf 0403352 to Admty.,

info. CINCCEA and mm

Combined Eaval Cipher #5 introdused ea.

10 Juns, 19%43.

EE N EENEREENE N

8) 1319/25 (June)

QriZIm D
Tot Staats ((U-508))

Your stsamers received instruotioms

onmhlhhmtopnudmlu
Sq. Ir 5138 ((00.33 8. - 08.21 V.))

SEP?BAER, 1943
1) 19%6/1

OFFISIER Y
ot Simermacher ((T-107))

The following American declared ares
Sea area detwveen
a5t~

has besn announced!
37.08 X. and 37.38 5., Th.ME VW,
wards $o the 200 meter line.

-

Souree uwaknown.
(zIP/26Y252, Mppendix I1I)

'!H.s sase vas investigated

with the assistance of COMINCH
but precise source was not
found.
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2) 1626/16

orrizZIR P
%ot Oroup LEUTHZN

1. Operation om westbound convoys

only from 21 Sept. on, convoy:
0ES® is expected, from 23
September on, convey "0X". Both
westbound. Possidly late....

(Pollowing the LEUTHIN operation ea

Convoys OES 18 and OX 202, U/3

Command continmed throughout Sept.

_and early October to arrange his

g:upn or dasis of convoy intelligences.
se messages vers not in OFFIZIER

settings. are too numercus
$o quote but are listed here for
reference:

1115/22/9 te Barder ((T-220)),
?ﬂnﬁznﬂ. on eastbound comvey
50 1k2).

2336/23/9 to LIUTHRN, indicating
plans for operaticm against
eastdound comvoy (EX 257).

1457/25/9, plans changed, operatica

%o de % wvestdound convey
(ox 203

1645/24/9 fermatien of BOSSBACH
(for OX 203 operation)

1102/25/9 to ROSSBAGH, conseraning

delay in convoy arrival.

1701/26/9 to ROSSBACH, further oa

Convoys ONS 18, OF 202.

This Germen message led to
reopening of compromise question
with British, ia view of con-
voy dispatches in Combined
Cipher 75, Sable M. British
conoluded compromise of #5

ot involved in this case.

Jach of these cases wvas checksd
carsfully. Although the
results did not show clear
signs of compromise, COMINCH
and ADNTYI. were currently
informed of the fears which
continuad to De emtertained.
British delieved German Convoy
Intelligence ocould be ascounted
for by traffis amalysis and
low grads sources.

convay speeds & EPA. (ONS 19 mow added).

2054/27/9 to ROBSBACK
2055/28/9 to ROSSBACH
2232/1/10 to ROSSEBAGH ).

gl /b



OCTOBER, 1943
1) 18%5/2

OFFIZIER S
%oi Group ROSSEACK

1. You may defimitely count oa

the arrival ia patrol line eof CUS
eonvoy on or before 3 October; and
sa the arrival of OF convey beginning
3 Octoder. Hemce gontinus sharp
lockout.

2. GCautious enemy comments oa the
'LEUTHEX Convoy' confirm that the
enemy has deen dsalt a telling blow.

2) 17s2/8

OFTIZIR R
Tos Schrewe ((U-537))

8 October g% noon, wvest bound con-
vey in AL 37 ((area 57.45 X, -
18.25 ¥,)); 9 October in AL 1
““0!55.1‘0].-2535' )

Nav. Bq.
3) 2=33/19
OIrIIIRR B
Iastbound will be in AKX 97

convey
((51.27 X. = 30.15 ¥. *3')) at noon
20 Octoder. Xo cperation; sount
on streng A/C. Take advantage of
chances that are offered.

§) 1205/22
ormim R

((91)), i1
i(uqsz ) v-m" (w230}

Vu auun: ( u-zn)).
Boddembderg ((U-963)), lamky

(u-08)),

31, 'tnud.orft ((0-26 )),
((u—lug) . Coavey was EX 261.
((u-k

“riry-SECRET-ULTRA: .

I-h‘holl

As above.

mmaswm

Source mknowa.
Convey was ON 205.

Combined Og:u' 75, tadle 8.

Convey HX

C3 Secr. 151659 to CINCMA.
Time lag 28 hours, 41 min.
(54 13-5, ecase 1.

8CCS ocomsurred.

Precise sourse unknown.



Reich ((u-hzs)) Heller ((U-842)),

Popp ((U=-552)), :ucmn ((3-592))

Boshmer ((0-5'(5 Gunc- ((T-226,

Yon Lehsten ( 0-373 , and Yeber t(U-M)).
will make up growp sxmmm and vill
take positions in patrol line in this
order on 28 October at 1200((A)) from Sq.
Green 7C 1928 ((prodably AJ 9928 = 51,39 K.-
40.45 ¥.)) to Sq Oreen YY 59;5 ((provadly
30 3338 = L&.57 N. - 38.45

2. Iastbound convey is expected beginning
24 October, evening.

3. Mores will follow.

VD3R, 1

1) 2300/15

OFTIZ R X
%ot Oroup AISZHHART

1) Slov northeast bound convey which Combined Cipher #5, Tadle N.

rmugg;p?mintol: via 8q. 5 Partial recovery of CINCClA's
esn IV of BD 49« 45.08 ¥.- diversion dispatch Secr.

E

48 ((2D 268 « 48, L5 N, -1.45 V,)).
213/15 |

OFFIZIER R
Tot Group EISENHAR?

hs v, n 5350 ((BD 3350 = 50.33 ¥.- 1006063 to Escorts.
25.b5 ¥.)) and Green AX 8610 ((AL 6610« Comvoy SC 146.
5.2 l. - 17.15 ¥.)) is plased uu;m (SA 13-6, case 1).
b3y dead reckoning approximately in

The EX convoy was HX 265.
2. Convoy referred to in Offiszier mag. HX 265's diversion had also
of 14 Nov. ((2300/18, quoted in pars been sent in #5, "M', As
above)) is prodably further south far as knowa, hovever, this
thana has desa assumed. Nscorting OFFIZIIR did not involve

A/C were located at noon today

further compromise.

spproxzinately iz Greean 5P 02 ((2D (8A 13-6, case 1).

82, ares of 45.09 K. - 31.k5 ¥,))
and 03 ((IDSJ, area of 45.09 X. -
30.15 ¥.)). Ceurse of the convey from
this square apparently to Greea LI ?1
((AM T1, area of 53.15 X.-15.15 V.)

EX convoy stesring XE is in the same
area.

e :«;?_I-JLT q&
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MARCH, 194k
1) 1839/30
%03 EHerwarts ((U-843)).

Report wpon latitude-
of Sq. blue biue AB ;;ufm 38

£ 16.03 S, - 15.33 ¥.))
ful’:.l 3 33

2. Position at 1300A/30/3.
3. 1If, vhen, and vhere you vere
obuerved by snemy before that dase.

APRIL, 19WY4
1) 2a3/22

OrriZIm R
Eaenert ((U-550)) and
Wittenderg ((U-256)).

Convoy and independents uc
travelling via Green Sq.
£922 (($CA 39221 %1.03 l -
68.30 ¥.)), thon 53'{? ((;379!
.03 N. - 68.46

are in about green Sq N
43: area of 39.‘%5

. Ipeed abo
M
1) 1802/10
OFrizZIia 3
3-report: on §/8 Commandant
dmerican Nastern Sea Frontier ordered

§ allied merchant-ships to set
navigation lights at night.

2) 19%9/24
OFFIIIR X

2ot

':sf“

35“ "
3)

N

Allied merchant shipping vas varned
on 15/8 of an obetruction in apprex.
#3B 7765 ((43.21 X. - 64,25 ¥,

Our assumption: ftorpedoed steamer.
I this is correct, U/B conserned
report vhen opportunity oscurs.

8P 2272/29.
Com Mth Fleet 2912432 BAMS
$o B3NS 2141, BETMS 221.
(Sa 13-10).
"Enemy submarine estimate for
301200Z 1 southbound eastern
half of area Ol degrees north
25 degrees west.,"

P 2388/682.
CESF 2119412 BAMS,
(34 13-11)

Time lag: 24 hours.

P 22712/31.
CESF 0820193.

Time lag,
(3A 13-14% and Snppuunn

MSEA

&P 2272/32.
. Halifax. Oonf. BAMS

151 2.
( u’ﬁ.m

24



1) =021/2

s’y
Oz 1/9 Commander American Zastera 8P 2272/31.
Sea Frontier sent to 4§ independents CES? Conf. 010511 ¢o 3
the crder to proceed direct froa Brit. ships.
79.2 ¥. to Cape God Canal, then ~ Time lag, 37 hrs., 10 mins.
via lLong Island Scund to Port of (84 13-1%).

Destination, Nev York.

JANUARY, 1
1) 2326/19
OFFIZIER N

Outbound convey was te be in Nav.
8q. AX 9496 ((52.03 X. - 05.35 V.))

at 2200 today. Precise scurce waknown.
No reply received from
2) 186/0 Britiek in ansver to 20-0's
quary.
OIFIZIR X Coavoy probadly
08 105/XMS T9.

Asoording to B-repert, R/V for

ot ors of eutbound convoy is at

?oo 20/% 4in Nav. 3q. 2P 1257
(%0.27 ¥. = 09.25 ¥.)).

B’I




COKPROMISE OF OSP 953.

Case of the Blockade Runner "Rio Grande",
sunk by TF L1, 4 Jamuary, 1944,

On & - 9 December, 1543, Blockade Runners received the
following instructions in "Alle" messages 60, 61, and 62.

"1. A/C or warships challenge merchantmen with 2 letters
which change daily. Answer consists of 3-flag signal and
international call sign. 3-flag signal changes about every
5 days. Details of changes not knowfor either call

or ansver. 3-flag signal alsc possidble by blinker. A/C
to de shown name plate outside of bridge. In comnection
‘with B/S exchange the ports of departure and of destination
and dates are frequently requested.

2. Since there are no available data on secret call-signs
(2-1etter challenge, 3-flag signal answer) it is of course
possible for the blockade-rumners to imitate 2nd part of
R/S procedure, hovever, the secret 3-flag signal must be
{ntentionally hoisted in an unclear manner to de 1llegible.
The challenge NEJ used up to now by warships is no longer
practised, although it has not yet dean officially recalled.

3. Use international call signs of assigned cover-ship.

In case scuttling is unavoidable, when transmittiing distress

signal use enemy secret call sign assigned by v/e,

¥hen the Rio Grande was intercepted she attempted to

send an RERR distress signal on 500 kos., using the encoded call
sign of the 55 James Lykes. The suspicion of C5P 953's compromise
wvhich was voiced by Com 4th Fleet was confirmed by the Atlantic
Section. An examination of CSP 953 indicated that the Germans must
have had a rather old edition of this publication, for the challenge

procedure NEJ was discontinued 1 November, 1942,

S i g 1 R e
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APPENDIX B to CHAPTIR 1V,

CONFIRMZD CASES OF ALLIED CIPESR CONPROMISE
IX 194%2. (This info. from GCCS Enemy Intell.
Report #52, dated 18/6/43).

Kav. Cipher #3
Allied Nsg. Contents Ger. Ref. System Time lag
1121/6/7/42  Novements of Aa. 29/7/%2  $3 "  2 days
Nerships in X. Atl.
0957A/20/9/42 Siaking of Norv. 24/9/k2 #3 ™t § days

freighter "Olav
Portenes® 4n 45.50 K.
ulw 'l

18022/21/9/42 Survivors of simking  24/9/k2 #3 "s* 2 durs
of *0lav Fortezes® :

17532/5/10/4%2 Departure of Dutch 8/M 13/10/k2 #3 ™" 7 days
"L.15% from Freetown

135/7/10/52  from Frestown Rdo. 2/10/%2 3 W 12 days
. : Departure of uait,
prob. 3.3,

1758/11/12/42 X.A.8. attack against 18/12/h2 3 st 7 days
Jone, (Ital. & CGernem
forsknowledge of)

Br. Nav. Oipher ft
 19%14/12/8/h2 S$inking of EMS Caire  Captured # %0t 1
documeat
: (Ital.)
0949/15/8/42 Tormation of Cemvey  29/8/k2 #4 °C' 14 days

AF. 1

1242/16/8/42 Unit from Kilindimi  30/8/h2 #0013 aays
. via 3imondstown %o
' England

TOP-SECRET-ULTRA
: ’ ¥7
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Allied Nsg. Contents Ger. Ref. Systez  ZTime lag

0506/22/9/42 English S/S Eares- ? & (A3) 1% days
field overdus in
Indian Ocean

0958/25/10/42 XCSO Capetown %o Admty. ? 4 (A3) 37 days
quoted by Japanese
-om 1/12

o641/7/11/%2 u Zransport left 13/11 & (L) 6 days
Archangel 7/11

2120/23/11/4%2 1ish 5/X left Malts i/xz
25/11 for A/S duties also by
< 7195 Ital.)

& ("C%) 10 days

British Naval Code

13594/23/10/42 Br. travlers on fixed 28/10/42 (x 1) b days
patrol. Orimgrs-
Shetlands-Tarces-
Iceland area

Auxiliary Table Aves 1 (I 1)

2330/11/11/42 Br. Merships (2) 1a 15/11/%2 b days
area north of Pelsame

t/19/11/k2 Br. "Eramhan® arriving 3/12/%2 . 1% days
Pailippeville

13024/26/11/42 Rr. A/S trawler recv. 2/12 6 days
info. oa mines ia
ares Melilla
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11.

13,
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15.
16.

CHAPTIR ¥V
"B-DIZNST® ON BOAED U~BOATS

L I B B I B

Tadle of Contents

U/B radio intercept teams, Fall, 1943,

Previous Warning ia U/B Traffie.

U/2 D/T Equipaeat.

¥arning from Traffie of Beginning of U/3 D/PF en 2410 kes,
U-66% (Graef).

Renewal of o, Atlantic Battle, Sept. - Sov., 1943,
LE9THERN's Suscess, ONS 18 - OX 202,

ROSSBACH's Failurs.

Comsube turms to U/B Radie Intercept Teems,

B-0roup performed well in SCELIEFTXN Operation, nw
attack falled.

Exanination of U/3 Commsnd's Analysis.

Allied Precautions.

Allied Deception.

Special L/R air scouds for Cenvey location, Novemder, 1943,
Sudeequent use ¢f D-Dienst on board.

Standing ¥ar Order Comsubs Xr. 256 {captured document).

39
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"B-DIENS?' OF BOARD U-BOATS

U-Boat Mii.lntu‘upt
!mu. Fall 1943,

' ¥ith the resumption of the North Atlmtic convoy
offensive in September, 1943, U/3's made a serious attempt to
exploit convoy and A/C voice transmissions by means of B-Dienst
personnel trained to take bearings on voice traffic (2410 kes.,
124.5 lot&l) and to sorrelate the plain language and codewords
used in convey commumications. This activity came as no surprise
to the Atlantic Section, for German interest inm and experiments
with U/3 interception on 2410 kos. were vell advertised in
past U/3 traffic. For mamy details, including shore training
and persommel, the Atlantic Section was indebted to OP 16 2's
interrogations of a B-Dienst party captured in August, 1943,
(ex-U-664). During these interrogations, OP 16 3 frequently con-
sulted the CO Atlantic Section. The results were made availadle
Just at the time vhen the German Navy was making its most con-
certad effort to home on convoys by intercepts at ses.

2.
Previous warning in
U/3 Traffic.
!ho first kmova instance of convoy veice interception L 4

n !/3 ucu-r.d An some of the earliest curreat traffic read by

490



the Atlantic Sectica in December, 1942. U/B Group Panzer was

expecting & north-east comvoy (EX-217) by 5 December some 300 miles

‘porth of Flemish Cep. At about midanight on the Ltk Steinaecker

(u-52), a meaber of the growp, reported hearing an English trans-
mission on 124.5 meters in 51.27 K. - 47.35 ¥. Whether or mot the
shift ia patrol line erdered two Bours later was due to Seinascker's
repert is mot kmown. Steinaecker made first contact en the conwey
at moom on the 6th. Noething further om voice interception vas

seen until April, 1943, whem four U/B's in Group Meise reported
voice interceptions and signal stresgths. Greap Neise vas patrolling
the area morth of Flemish Cap in anticipation of 3C 126 and

EX 233, It was evident that Comsubs sought 40 overcome the bad

fog and weather conditioms of 15-17 April and to establish com-

tact by means of voice interceptions. The attempt failed completely.
Convoys 5C 126 and EX 233 wers divarted far to the seuth of lou;.
vhose members apparenily were ut&cqtm transmissions from ONS J
vithout reslizing that they had the wrong convey. A stuly of this
oparation was submitted to Cominch om 21 April with the coz-

clusion that U/3's were not yet able to taks dearings cum a frequency

as high as 2410 but might de in the near future.®

*Phis conclusien did mot vhelly agree with British findings, which .
{aterpreted the above operatien as "imdication of direction
finding bdeing used ca this frequency wave (2%10)". ‘

JOP-SECRET-URTER 9



.
U/B D/F Rquipment.

2110 kes is 4n the medium frequency dand (300-3000 kes).
U/B beacon signals fell in the lower part of the /P band and
1t was ressonable to assume that U/B D/F equipment would de
extended to include the upper reaches of M/7, altheugh the
reliance on signal strengths for estimating the convoy's distance
precluded such equipment in the Meise case. There iz mo
indication that U/B's were ever able to take dearings on H/¥
(m 3000 kes). The known development of U/B D/Fing went
in the other direction with an attempt early in 1944 to take
bearings on VL/? transmitters (VL/F = below 30 kes), including
those cn the U.S, Cmﬁ. for navigation purposes.
N,

Yaraing from traffis

of bdeginning of U/3

D/? on 2410 kes,

Zarly in August 1943, it vas dlecoversd from traffic
that eight code-groups were being added to the U/B Short Signal
book for reperting bearings and signal strenths on convoy voice
trensmissions. A fev days later U-664 wes sunk, and B-Dienst

p ersonnel becams svailebles for interrogations.

5.
U-66% (Graef).
Ascording to PJ/¥, an operator named Dobberstein left

g



St. Andries, the C.I. training station, in April 1943, for Brest,
where he was assigned to U-664%. VWhile thers is no trace of
intercept activity in the traffic covering U-66i's peaultimate
cruise, the period (May 1343) womld fit in micsly with the

Known progression of Serman experiments on convoy voice inter-
ception. U-664 laft Brest late in April and took part in Growp
Dozau's unsuccessful attempt in May on Convoys 8C 130 and EX 239.
Por B-664's final cruise there is agaim no Tecord in traffic

reed of & functioning B-Dienst unit. There is, however, the
interesting message (1936/16 August) which ordered U-664 mot to
use har SADIR recsiver under any circumstamces. Flotilas were
also instructed to remove the equipment from U/3's being out-
fitted with it. The interrogation reports established that SADIR
was part of the 3-Yienst equipment aboard U-664, as well as
standard equipment for intercepting A/C signals by shore B-“ienst
stations. BSpecial ecperators with such receivers as SADIR .
were probably to assist the U/B im its unequal struggle with the
carrier task groups. While there is no csrtainty as to Command's
plans for U-664's last cruise, it is interesting to mote that '
Oraef Teceived orders (1909/25 July) to cruise out with ¥ilamowits,
a supply sub (U-%53), sunk while outbound. Zheir destination vas
appqrntly the general refueling statioa west of the Asores.

o oL R
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Graef's association with ¥ilamowit:z may have deen accidental
and is subject $to other explanations, but it does suggest that
Command was trying a.nev method for protecting his tankers.
In both June and July tefuslers (U-11%8 and U-4S7) had been sunk
in their B/V areas by A/C from carrier task groups, and at the
time of U-L59's departure Command varned that a carrier force vas
in outer Biscay. In viev of the recognized inadequacy of German ﬁu:ch
Receivers during the summer of 1943 and the lack of any replacement
at that time, it is Teascnable to suppose that Command would have
taken some extra precaution with his dwindling supply subs and
have dravn on B-Dienst personnel and equipment to intercept A/C
traffic for uarnin.g purposes.® The Germans had temporarily
abandoned convoy operations and hence had no opportunity to carry
on with plans for intercepting convoy t$raffic for group attacks.
6.

Reneval of No. Atlantio

Battle, Sept.-Nov., 1943.

Troa the recpening of the North Atlantic convoy battle
in September to the withdrawal ;f the last patrol line from the
Newfoundland area in November, sevea large groups operated.

The first three, Leuthem, Rossback, and Schlieffen, were each
provided with two B-Dienst U/Boss suitadly disposed in line for

®I% is presumed that SADIR was withdrawn bDecauss of reradiation, the
same treuble which afflicted GSR and led to so many changes in @SR

pelicy and apparatus. It is worth mentioning here that in Octoder,
19%3,the Germans introduced A/A suds as protection for U-tamkers.
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taking cross bearinmgs. The last four, SINGFRIED, KOERNER-JAHN,
TIRPI?Z, and EISKNEARY, had only ome, Poel (U-%13),

When Comsubds hailed Group LEIMHEN on 23 September for
its vindicatioa of the U/B arm and its "proof of the new weapons®
{2056/23/9), the B-Diemst groups wers presumadly congratulated
along with everyone else. ¥o preceding convoy speration had com-
bined 30 many aids for the commanding officer. In addition to the
acoustic torpedo, improved GSR, radar, radar counter-devices,
and new tacties, B-Bervice mot oaly followed the operation against
ONS 18 and OF 202 very eclosely from shors, but also furnished

information on the spot.

8.
JOSERACK's Tailure.

IEnthusisasa was shoert lived, for the next three west-
dound convoys, ON 203, 208, and OES 19, all slipped arcund the
north end of the RBOSSBACH 1ime. Contacts had Deen made but the
risks involved in transmittiag $o Control had discouraged U/B
captains. Oomsuds' reaction cams quickly in the form of a Curremt
order (4, 1035/1137/6/10). The location of the convoy was
the "chief prodlem of the U/B warfare® and the respomsidility
rested on the U/B's themselves. Short signals for sighting

SR TR R
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reports vere to de held ready for immediete transmission. Fot
even the slightest hint of the convoy's whereabouts might be

vithheld from Control.

’ Comsubé. t‘u?;l to U/3
radio intercept teams.

Despite assistance of German L/R reconnaissance A/C
and shore D/P, Bossbach failed again with SC 143, On 11 October
the B-Group in U-584 (Deecke) was requested to report its
axperiences, presumbdly as part of Command's attempt to analyse
the fallures and determine whether or not full use was being
made of shipboard intercept possibilities. U-584's report was
substantial and fairly detailed. Voice frequency bad been heard
over a radius of 200 miles. Convoy diversions had been detected.
Information on the mumber of A/C's, the period of their coverage,
and their radio frequency, as vell as the gemeral disposition of es-
cort groups was submitted. B2efore the next operation began, Group
Schlieffen's sttutto; vas especially called to the importance of
voice interception. U-413 (Poel) and U-631 (Krueger) wers singled
out by name, for they wers the two vith B-men on board.
(1150/15, 1852/16). The adove sequence suggests that U/3 cperational
Command was alowver tinn Allied C.I. 4n attriduting =mejor
importance to German intercept teams, for, inm addition to-
emphasizing the need for cantion in convoy and carrier voice trans-

missions, the Atlantic Section was at this time calling Cominch's
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atteation to the possibility of deception which could be practiced
by B-parties with volce transaitters.
10.

B-group pysformed vell in

Schlieffen operation, al-

though attack failed.

@roup Schlieffen's operation against ONS 20 and ON 206,

16-18 October, marked the climax of German efforts with B-Dienst
in the Atlantic. A premature sighting of ON 206 confused the
Deginning of the attack, for Comsuds apparently assumed the
convoy to be OHS 20, the éa- he seemed to know more about. The
B-Dienst U/B's were called uporn to clarify the situation, but
Comsud's initial confusion continusd to show up in his misinter-
protatl{on of their data. The sinking of Krueger on the night of the
16th placed the full burdem of B-Service on Poel's U/B, A careful
_analysis of the cperation indicated, however, that Poel's group
performed well and that the operation's failure vas due in part
to faulty correlation of information at home. Command
did make use of Poel's bDearings in directing the attack but
wuld mot form a clear pictwre from the various types of reports
wvhich all U/B's sudbmitted. At a critical moment, for example,
there vas consideradle hesitation in trying to decide between a
radio bearing reported by Peel and a conflicting hydrophone bearing
sent in by Hungershausem (U-91). After tho'opor;ucn had been

~
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discontizued, Poel's B-men were requested to report. Somewhat
on the defensive, they explained that through lack of experience
they could not always distinguish immediately betwsea convoy and

remote sscort groups. Om the 20th Comsubs summariszed the

problem as follows:

Firong data concerning location of convoy have criginated
in at least sonme cases from the circumstance that during
a convoy oeperation subs have taken medium frequoncy
bearings on A/C or escort groups vhich are at a distance
from the convoy. As long as subs are far from coavey,

a bearing on escort groups is a valuadble clue to the
convoy's position (for example, noom of the 16th). During
sweep and pursui$, on the other hand (moom of the 17th),
bearings om remote groups ars misleading. In the future,
therefore, whem reporting bearings, report also the odject
en which bearings are taken, insofar as this is known.
Procedure regulations will follow.® 0716/20.

P, .- U/B Command's
Analysis.
Poel's bearing, moon 16th, had been am ascurate one on

OF 206, them approximately 130 miles NEE of U-313 and on a cu.nr-ioa
course te the NW. I% was disregarded im dispesition orders, ]
apparsntly decpuse it did mot agree vwith p;'oeding sighting ?
reports wvhich had been correlated with ONS 20's plot, and it vas \
thns pery interpreted as coming from a rm.uoort gToup.
About noom of the 17th, Poel reported a radio dearing of
approximately 10° 2 and, from the same position, Nungershausem
rtperful hydrophone bearings of 170-250° ¥. Coamsubs did not
attempt u elarification fer five hours. It is believed here that
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both U/B's were probably right but that Poel's bearing was on
OFS 20, them adout to alter from a KW to a S¥ course, and that
Rungershausen had heard stragglers or rear sscort of ON 206,
then clearing the infested area on a 5V course. Whem Comsub's
clarification finslly came, it rejected Eungershausen's evidence
altogether. Using Peel's bearings Command drev the wrong con-
clusion and sent his boats on a swesp to the EW. Neanwhile Convoy
OES 20 was cutting in behind the U/B's on a SW course. Comsud's
consistent exclusion of OF 206 from consideration, despite his
gensral awvareness that the convoy would be ia that area, was
probably a major factor in the failure.
12.

Allied Precautions.

Although the U/B ara failed to reestablish. itself in the
epea Atlantic ‘d.urtng the group eperations of October, 1943, the
threat of radie intercept parties was appreciatod and efforts
vere incrsased to deprive the enemy of any support he might derive
from this source in the struggle for advantage. cmn\m
disseminated warnings to Atlantic forces and CINCWA sent in-
structions and defined states or degrees of radic silencs to de
enjoined according to the situation. INarly in November mr;u
reported tvo cases im which U/B's ®used R/? in apparent effort
to obtain D/T bearing of reply. Correct cenvoy call sigzm and
pﬁoutic alphabet employed®. (Comnavew Secret 051651 Novembder, 19h3).
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Operators were warned "against answering transmissions made with
incorrect procedurs or with foreign accents". Other cases of
presumed deception by U/B intercept parties were reported, dut
20 one of them was ever confirmed by Atlantic U/B traffic.

13-

Allied Deception.
The Allies, on the other hand, did practise deception

as & counter-measure. As early as 2 November CINCWA drev up a
proposal for detaching a group or single ship to simumlate
convoy R/? traffic. In mid-December, an attempt was made to
‘eaTTy out this counter-measure for the confusion of Group Coronel,
then in area 55 K. - 5 ¥,

14,

Special l-/l air scouts for
eonvoy location, November,

1943,

Following the failures of October and sarly November,
Comsubs amnounced on 13 November, 1943, that, effective at once,
reliance would be placed on special L/R air scouts (JU-290) for
the location of convoys and the homing of U/B's. U/3 groups
were dra\m' in from the mid-Atlantic and concentrated in the
Yestern apprsaches within the range of GAF recomnaissance. No
blame could attach itself to B-Dienst on board, for the difficulties

of U/B operations were too fundamental to be overcome by a device
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which was tried on & limited scale and which at best pre=-
sapposed tome degree of modility for the U/B. On the occnsion
' of this general shift in tactics, Comeudbs gave the standard

explanation to his men:

"Founded assumption is that enemy air reconnaissance,
using location methods which in part we have not
Yot been able to pick up, has contacted our line

ts and has gone around us,”
(1903713/n/h3)-

15.
Subsequent use of B=Dienst
on Board,

The U/B radio intercept project seems gradually to
have been abandoned, at least in the Atlantic, for as U/B groups
came in chesr to the convey gathering and dispersing peints
raedlo bearings were more often confusing than not, Certainly
Comsuds paid more attention to the reconnalssance A[C. A fow
U/B's on inshore cperations arcund the British Isles contimmed
to carry B-groups. One of these, Albrecht (U-386), claimed
that R/T interception® warned him of an impending search for
his boat during an cperation off North Ireland in Jenuary 19h%,
Daring 194k, U/B redic interception was confined largely to Arctic
wvaters, vhere in fast it is st11]1 being used to a considerable extemt.
*Some R/T interception by U/3's could have deen on VH/F (above
30 mes) since this squipment (LO 1f UX 39) was reintroduced
for operational crulses during the winter of 19131944, During

the remminder of the war, shipboard interseption was largely confined to
Arctic waters,
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Standing \‘g.o:rdar Comsubs
Xo. 256 (captured document).

Standing ¥ar Order No. 256,"Observation of Enemy Convoy
Yoice Traffic®, was issued in October, 1543. It warned U/B
operators that they must distinguish between ground and sky waves,
disregarding the latter, and that they mst meke certain of
the dearing's sense by checking with several bearings before reporting.
(Poel's group did report one reciprocal bearing in the Schlieffen
operation but it ceme after the operation had already Fisslsd).
German equipment was said to D/F ground waves accurately over a
range of 50 to 100 km. The digest on convoy communications pro-
cedure included types of traffic and originators, together vith
methods for identifying the convoy and originators ani methods
for determining the sea area, direction, ami speed of the con-
voy. &2 codewords were listed with c;nm designators and
eall letters of the radio guard ships, Of the 101 convoys
jdentified with codevords there were 3 GUS, 4 UGS, 4 F?, % 27, 1 TH,
and 2 T convoys. Although St. ¥.0. $#256 contained mothing of a
startling nature it bore adequate vitness to the care with which
German Communicatioms people had wrked om voice interception.
Had the German Navy bDeen able to master the overall problems of
a mid-Atlantic U/B offensive, it is probdadle that St. ¥.0. 256 would
have been a modest introduction to U/B radio interception at sea

rather than an unintended, final summary.
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GERMAB.JAPANESE COCPERATION 1IN
COMMUNICATION INTZLLIGENCE.

(Zased on info. availadle as of 8 Dec. 'Ll).
1.

Introduction: Little evidencs

of effective exchange.

¥While information on German-Japaness eoopmtlion in
C.I. is st1ll incomplets, it seems evident that effective
exchange has never been established, daspite the endeavors
of the Japanese Naval Attachs and the apparsnt willingness
of the German Havy to shars its material. On the whole the past
history of Gm-hpnnuo cooperation in C.I. seems to be an
account of professions and intentioms, without any evidencs of
combinsd efforts in ;tudm:‘ high mﬁo naval ciphers or of
an exchange of ultra information from such ciphers. The Germans
have talked darkly about their successes with such ciphers but
there is no record here that the Japanese have sven done that
mach. 7This conclusion is dased largely om the earlier
Japansse-Naval Attache traffic which became available in
1544, and on the few days of Uerman Naval Attache traffic which
have been read for 1942 - 1943.° The mors recent dispatches

" of the Oer. Nav. Att. (including the Offisier messages) wvhich

have deen read since the fall of 1944 lack any refersnce to
Joint cryptanalytic work. 7Ths summary given immediately delow
lists only those identifiadle '

¢ See note at end of Chapter.

TV r-3ERET-LLTER - -




itexns which have Deen mentioned in available traffic as either

exchanged or ready for exchange, but does not list the "operational

intelligence® renorts which have been seen in increasing rumbers

since the summer of 1344. Some of these may contain elements

from C.I., as indeed was claimed fﬁr a Germam report of December,

15%3 (see para. 7 delow), But it is not possidle to give a

detailed derivation for them.

(a)

to Jau

2x 8.

BAMS intercepts (Indian Ocean).

Via dispatch to GNA, Tokio. Instances availadle from 1942, 1943,
and 1944,

(»)

Comment:

General information
Comment:

Presummbly passed for correlation
with Axis submarine soctivity in
Indian Ocean. German information
on current locations of Jap subs
vas apparently very limited, at
least prior to estadblisiment of
U/B base at Penang. In July,
1943, for example, JEA stated
that Oerman Eavy had many R.I.
reports of M/T's sending cut
submarine wvarnings in Arabios
Sea, Oman Bay, and off the coast
of AMden. The Germans presumed
this was due to Japanese subd-
marines and asked the JEA to
sheak. At this very time the
German Monsun U/2's were depart-
ing Yestera France for Indiasn
Ogean operations and the estabdlish-
ment of the base at Penang.

on British D/F via JEA dispatch, July, 1944,
Germany recognised the "amasing progress’

which England had made. Radio trans-
missions of over 10 seconds wers certain

i pme .
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(e)

to de D/T'a with effective and
reliabtle results in Indian Ocean

as well as in Atlantic. It is
interssting to mote that in another
dispatch of the same dny (10 July)
the JXA socounted for the loss of
the Satsuki #2 as follows: %... she
was first located by D/T..."

Traffic 8.

British Xaval frequensies ) ready for ship-
British call signs and call siga ) ment, Xov. 1942,
gonstruastion.

The same vith addition of similar ) To de shipped
information om U.S.X. and outline ) August, 1944,

of joint British and Anerican ) Net sent.

Naval Communications. : )

(principally for Atlantic and Ned. )

This material was requested by ) Sent dy dispatch
dispatch in viev of transpartation ) fall, 194k (7).
difficalties. )

(a) Gaptured Documents.

"lerchant lm Code® " ) Included in material
) ready in Novesber, 13u2.

(e) MNerchant signal Recoveriss, 1942, ) Included in material

") ready in November, 1342
) with promise to inolude
) any subsequent recoveries.

(£) Presamsdly from decryption, exact source amot Xnown.

Tia amtch to ONA, 9 Septemder, 1942, N/V movements;
Allied escors R/Y (1) in Indian Ocean. '

Jm to Germny Exchanges.
() 24XS imtercepts.
Yia GIA, 19h_h,. '

(v) Allted 4/S A/C Reports (?)
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Via GNA, One instance known, July, 1944, snd this may have been
s BANS, There was also the Operation Transom deception messags
which the Jepanese reported on request.

(e¢) Allied submarine positions and ship movements.
(Sources not given but D/F is presumably one source). The
submarine positions have desn seen in increasing quantities

in Germsn Yar EZastern coamumications with growing U/3
sotivity in Japaness waters.

(d) Decryption.

Yia GHA dispatch 26 Octoder, 1544. Only instance seen here.
Japaness C.I1. deciphered a message 'from New Delhi to sgents

éprom in Penang) containing request for information on
%Ifl armament and speeds’.

2.
Barly proposals, 15L2.
Germn successes with British
systems to De exchanged for

Japaness ascistance with -
USK systaems.

As early as January, 1942, the JEA was reporting
very favorably oa Gtrnn progress in decryption and was urging
Joint Tesearch in cryptanalytical work. K¢ was confident that
the Germans would solve the problem, "evem though they have
troubles in the methods to be used ia attacking the funda-
mentals®. Thars was slso a "change" which wuld "give some
troudle in breaking the sytens®, but the Germans had already
achieved some finished results. *They have been vorking at
it very cleverly and have recently drokea into the Inglish

Navy systems with some success, and lave gotten some cluss to

v m
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solving the US Navy systems.* Lacking adequate data on USE systems,
the Germans hoped to meet this need through Joint research with

the Japanese. The JHA proposed that intercepts of what the
Japaness regarded as the principal USE systems . ' De forwvarded

vis the GHA to Germany, where "the Germans will endeavor to

break them". It is clear that the JEA approved of the proposal,

at least as 3 temporary measure, "although you ((Tokyo)) may de
oconsidering other plans...”

Tokyo's 2i1mca.

The reply from Tokyo is not available. If any was
sent at all, it was surely non-comaittal, for ian April, 19k2,
the JEA drought the subjeot up again. It was apprarently
aecessary to remind Tokyo that "The cryptanalytic sestion of
the Oerman Navy is orgsnised on an extremely large scale, and
seems to Do obtaining fairly good results®. JFor the third tisme
Tokyo was informed that the Germens desired cooperative investi-
gations, "from the standpoint of joint operations®, and were
willing to turn over their decryptiocn methods, 'oipoctally those
on USN systems”. The JHA had planned to assign a Lt. Comdr.
Mishina to joint work with the Oermans in these matters but
this officer had besn transferred and no qualified person was
nov available. The Attache respectfully inquired of his
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superiors vhether they might be disposed to send a specialist
on the submarine which was about to lesave for Germany,
(presumedly I-30). It is unlikely that the I-30 carried such
a specialist to Furope, Dut on her raturn trin to the Orient
she did carry secret doocuments and & shipment of German enigma
~ oipber machines, some of which wers unloaded in Singspore before
thcl;uh struck a mine and sank.
5,
The Joint Comzumications

Agreement.

Ia Juns, 1942, Vice-Admiral Noamura reported the
clauses of the "German-Japanese Naval War Commmication Agreement”
which had just been concluded with Vice Admiral Kaertens, then
ief of German Naval Commmications. The Tth clause provided
that: '

*The Jepsenese and Cernen Navies will colladorate

ir regard to radie intelligence."”

5.
German C.I. relayed to

Tokyo via GHA, Aug. -
Bcpt.. 19“2.
The fev days of German Naval Attache $raffic wvhich
have been read for 1942 suggest that Germany made a show of

complisnce with "Clause 7°. The Germaz Naval Attache received

YR nepae
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intercepta of U/B sightings broadcast (BANS) for the Indian Ocean
area, and on 9 September he received what appearsd to be results
of German deoryption, giving the movements, pessage points, and
speeds of the following ships in the Indian Ocean: "Eelen Moller®,
*Catrine’, British Sovereign®, USA tranaports "Cremer® and
"Mastsuyeksr® (sic), and the Australian "Mamunda®, In Mtln.
the GEA was informed that at 0600/8 SBeptember an Allied unit was
to relieve another umit in 23.15 6. - 90.10 E., (about 1440 miles
N.W, of Perth). The above items bore "3" serial numbers and vers
probatly taken from the current German C.I. Bulletins. It is un-
fortunate that evidence available is not sufficient for judging the
extent of German 0.I. information which reached the GHA in the
above zancer.
6.

Cipher Katerial for Shipment to

Japan, Nov., 1942. Indication of

German Progress, Nov., 1942.

Nerchant signals.

A message of 26 lcv-hu'.. 1942, from the JEA stated that
in response %0 Tokye's request the Germans had turned over certain
material on the British Merchant shipping oode and had promised %o
forganise any recoveries made hereafter and deliver them by the

time the mbmarine is Teady to leave'®

(*The submarins referred to may have deen ons of the German subd-
marines wvhich sailed for the Indian Ocean early in 1943, either
U-150 vhich departed Kiel, & Fedruary, 1553 to R/Y with the 1-29
in ipril, or ths U-511 which departed Loriemt 10 May, 1943,
carrying Adm. ¥omura home.)
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Matters urgently needed by the Japanese were to be forwarded by

dispatch upon request.

(a)

(v)

Contents of the material then available:
200 pages of British Naval frequencies and call-
signs of every sort, including main points of call-
sign construction, "but apparently practicslly no
specific call signs for vessels are included’.
fNerchant Bavy Code".
The Oermans held an original of the document it-
self and wvere supplying photographic coples to
the Japenese. (7his publication was th‘. earlier
form of Mersigs). The British had changed the ksy
words end the substitution table on 15 March, 1942,
but the basic code appeared to de the same and
the Germans were ;raduall} accuzulating the
mazber of messages needed to recover the nev ksy
words and mabstitution tadle. 4is of November, they
had recovered only about 20 of the new key word
groups.

Neglect of Z&lmu ™

and the JMA's Complaint
of December, 1943.

The JEA traffic for 1943 which has been seen in the
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Atlantio Seotion is singularly lacking 1n my references to the
project for cooperation in radio intelligence. It is evident
from the JEA's complaint in Decsmber, 1943, that the whole
business had fallen into neglect, at least as far as Jopanese
assistance was concerned. To wvhat extent the Germans had con-
timued to send oryptographic materizl is not kmowam,® but thay
had at least given the Japanese some cpmtif:nal information
gained from radio intelligence, for it was an instance of this
that occasioned the JNA's complaint. Oerman radio intelligence
had varned Japan via the Ger. Nav. Att. in Tokyo that the
Azericans wvere prevaring to challenge the increasing activity

of Japanese ships and convoys in the northern New Guinea area.
The situaticn vas compared to that which immediately preceded the
BEattle of the Solomons. The JYA shared the Oermsn feer that a
sudden change was imainent end iztroduced his ples fer cooperatiom
¥y pointing out the odvicua: "If, at this time we could learn
the plans of the snemy or the movaments of his vessels, it would
help us consideradly in plamning our own operations.” The
Germans, he declared, fully appreciated the importance of
erypto-intelligence, bui, although doing their dest with limited
personnsl, they were handicepped by lack of materfal. "By mutual

*There seems to have been at least one sxchange in 1343,
See vara. 16 delovw.
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exchange of material Detween the Japanese and German navies, it
is hoped that there will be a gradual development of orypt-
analytical intelligence. Even when it is difficult to get con-
crete decrypted material, analyses should de possidle.® The
Germans had evidently put the JEA in an embarrassing position,

if one may Judge from the following parsgraph which summarized

his own reactions:

"dith regard to our cooperating in this matter,
although 1t was our intemtion to exchange in-
formation frequently, these exchanges have been
reports on the general war situation. At a time
when one feels more than ever the necessity for
mutual alliance and cooperation bDetween Germany
and Japan, the best plan for Japan is not to
change the obligations set forth in the comruni-
cations agresment. It is an important matter
from the point of viev of joint cperations. In
addition to considering this matter anev, I humbly
urge that we do all ve can to resalise cooperation
in this matter. (Where nothing else is possidle,
ve can at least exchange informatiom about this
problem)®

4 further statement is amdiguous, but seems to imply
that ths JEA recognised how little material of operaticnal value

the Germans could actually furnish the Imperial Navy at that time. **

8.
Possidble explanation of
Neglect Clause 7 in 1943,
In view of Germany's initial determination mot to share
her technical advancements with the Japanese, notably the ?-¥

acoustic torpedo, it is quite possidle that she had not deen

** See Note at end of Chapter.
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completely honest with Japan in matters of radio intelligencs.
It will have been noted that the material deing prepared for
shipment to Japan in Novemder, 1942, did mot include Naval
eiphers or codes, at lsast no mention was M.- of anything but
Merchant Ship Code. Tet the British recorded cases in 1942 of
German success with Navil oypher #3. (The source of Rritish
information was not U/3 traffic.) OCertataly U/3 traffic uwp to
the summer of 1543 showed an impressive total of Cerman decryptions
in Naval ci.pha' #3, and some success with Naval ‘eiphc #5 was
obtained in the fall of 1943. It is conceivadle that the Germans
aight have shown these to the JEA and have conmvinced dim that
they vere of operational valus to the Germans ealy, dut it sesms
more likely tha$ for security reasons the Germans kept these things
$0 themselves and did mot press for mpmteton until things began
to go badly for them. lud:.n'cphnuloa could, of oceurse,
work equally well from Tokyo $o Berlin and mean that ths
relustance of the Japanese to share with the Germns vas dased
on reascns of security. Certainly the professions of mutual aid
revived lﬂrbﬂﬂ.. increasingly vigorous as Axis fortunes vaned
in 19%%, ' |

%

Oupmttg:.\. 1905, _ -

The first actual statemmt from Tokyo om C.I. cooperation
ever seen in the Atlantic Section bore the date 3 February, 1984,
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*¥ith regard to Japanese-Jerman Naval collabdoration
in the matter of radio-intelligence, we intemnd %o
make it our poliecy henceforth to cooperate in as
positive & manner as possidle; but the situation at
present 1s that as yet 1ittle of the material we
have on hand is worth offering to the Germans.

At present, every tine special information that
seens important is derived froa radio-intelligence
reports, it is comzmmicated to the German Attache in

Toky0.e,.®

(Remainder of this message was not intercepted,)

As far as is known here, and especially subsequent ¢o
3 Pedbruary, this cooperation has been largely confined to the
relay of submarine sighting and attack revorts in the Indian
Ocesn 2nd to the reley of Allied subzmarine locations in East Indian
waters. While information is admittedly scant, the following case
from Hay 1944 may be charscteristic of actual German-Japanese
coopersat ion.

10.
Aa Exchange on Crypto-
prodlem, May 194%,

On 16 Msy 1944, the Germans intercepted an A/C
sighting report of a paval task forcs which had been relayed Yy
Colombo, and sought to expleit it with the sssistance of ths
Japanese cryptanalysts.

18 May: German Eavy requested via JNA any information which
oculd be used in connsction with the inmtercept.
25 ¥ay1 Tokys replied But could not help, The Japanese had
likevise picked up the sighting report. They




assumed that the A/C had mistaken an Allied for
an enemy task force, although it was also decmed
possidle that the report had beem a deception message.
Comment: The sighting report was part of
a deception plan for Operation

*fransok” and was sent in self-
evident code.

b b 9
The situation in general
. combined Intelligence,

May, 194%L,

. Meanwhile, onlzo May, the JEA raised the whole mudject
of general combined intelligence, and in so doing provided the
follewing summary of the situation as of that date.

(a) The Japanese raintained liaisoa in operational

intelligence.

() "Cerzan Havy and Alr Force are nov offering the
Intelligence reports that hed not previcusly deen
given to the Jmou.l'

(¢) The Germans vere "having trouble getting current
intelligence and the opsrations sections of all the
services pay close attention to the Japanese intelli-
gence reports®,

(d) 7The Japanese Iad, bowever, seat little useful information
and the Germans were dissatisfied. OGermany did not
understand why Japan did not furnish special material,
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for example, from prisoners of war and from their
Attache in Russia.
(e) Tokyo wvas requested to send weekly:
*Our intelligence reports.” ‘
"Lessons learned iz air and naval battles vith the
English and Americans.”

*Weekly ¥ar Reports" from the Navy.

The Japanese Arny veekly var reports were already
being received.

Yeakness ot‘uﬂ’;m
Intelligence, Summer, 194k,

That the Germans were having trouble in getting current
intelligence late in May, 1944, wae vell demonstrated by the
Allied Landings in Normandy and the sabsequent campaign. Accord-
ing to the reports which the JEA and Asbassador Oshima were re-
oelving from Gersan Headquarters and relaying to Tokyo, the Oer-
mans wvere not only surprised dy the landing dut contimucusly and
grossly underestimated the number of troops which gathered
in Normandy during Juns and July. At the time of the break-
through at 5t. Lo, the Japanese represeantatives in Oermany were
informed that "P-tﬁon'n Army® was st1ll in England, vhence he
had thrsatsned an invasioa of Dieppe throughout July.

13.

- Concrete Liaison July,
154k, Desaription of

S.- &
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Following & very friendly interviev with Rear Admiral
Stummel, Chief of Haval Communications, the JEA declared en
10 July that he had degun concrete lisison with the head of
Naval Comzunications Intelligence, who at Bm. agreed to place
Japanese in the Oerman C.I. organiszation. Furtheracre, the
Germans would make wp a shipment of all types of C.I1. material
now on hand for forwarding on the Japanese submarine which was
soon to reach Lorient. MNeanwhile, hovever, it was requested that
the Japanese indicate just what prodlems were of espesial interest
$0 thea. During this vieit the JEA learned the following about
the German organisationi

Two main ssctions: ZEvaluation

Cryptanalysis

Total personnel: about BDO

German difficulties wers dlamed on Italy's detrayal,
wvhich had increased Allied security measures.

"English and American countermeasures are very

vigilant (secure), especially since Italy's 'Stad’

in the bdack' of last year when the communications

intelligzsnce situation was realized by the enewy."

At present, although they are bdending every effort,

the results are not satisfactory. It 1e said that

this is especially true where American communicsticns
are concerned.”

1%,
German RBequests.

The Germans in tarn made certain demands upon the
Japanese, of which the last is somewhat surprisingt

IS
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(a) "All types of British and American material, includ-

ing captured documents."®

(b) T"Adsolutely all available informaticn on the dis-
positions of the British and American Fleets."

(¢) "They would alsc like to have the forms of all
types of Japanese Naval traffic ao that they can
distinguish them from British and Aserican traffic.®
: 15.

Japansse Compliance.
Tokyo complied with this last request on 26 July sending
a brief description of "the extarnal forms of Japenese Naval
Comzunications” in terms of the different types of call-signs

and the different types of textual grouping.

16.

The JEA's Plans and o

Instructions. Japanese Proposals.

As part of his immediate program for cooperation the
JEA planned %0 assign his special sscretary to duty with the
German organization, "after the code-clerk on the Nomi arrives”.

Before going further, howsver, he apparsatly wanted "$o knov as

scon as possidle the views ani desires of the central authorities con-

cerning this matter®. The Momi (1-52) vith i%s code-clerk never
made port, but the central authorities did comzunicate their views.

TEFa mpa, s —ne rps owe~
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Two and one half years after the first iknown dismssions of
Clause 7 the JEA was being told that *We desirs that you negotiate
as fully as poesidle with ths Germans in this matter®. ZThe Japanese
proposed the tqiloving stepsi :
(a) The assignment of Japansess r;nu'ch specialists to
the German organization, in order to effect technical
lieiscn. Tour to be sent from Japan by next submarine
transport, two reserve officers and two non-coms, pre-
pared to stay in Gerzmany for agipmimtol; one Year.
In the interim qualified special clerks nowv attached
to the JIA's office will be assigned.
(v) YIf ¢ccasion warrants®, German specialists to de employed
in joint research in Japaa.
(c) Exchange of Material:
(1) Material offered by the Germans $o be sent on
the Homi's return trip. )
(11) MHaterial offered By the Japsmese to De sent
by Cermen vessel or by next Japanese cargo
submarine.
(111) "For the immediate present we will axchange
material gathered since the last time (August
of last year)."
Comment: If the.above statement means a mutual

sxchange, it may refer to the I-8
(*P1ieder®) vhich arrived Yest France
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late in ingust, 1943, and to the U-511
(Satsuki #1, Ro-500) which reached
Japanese waters in August. It {s nct
known here that these subdbmarines did
carry such material. There are no
known departures of submerines in
either direction during the month of
August which might fit the adove.

17.
Contents of Katerial (Traffic
Analysis) offered by Germany

in 1984. Very similar to that
offered in 1942,

On 25 iugust, 1944, the JHA reported that he had
received the material which had been destined for ths Momi's
return trip and that he wuld forward it by the mext appropriate
transportation.® The Imperial Navy could judge from ths 1liet of
contents what was of immediate necessity, sxtracts of vhich
could dbe sent by dispatoh.

Contents:

(a) British Navy: OCall-signs (shore stations, ships,
convoys), frequencies, commumication circuits, areas,
abbreviations, British and Au_ﬂm merchant ship call
signs, outline of British and American Naval (Joint)
communications.

(v) American Navy: As above. Also "American Army field
radio cipher machine (it cannot be heard by ear)®.

*The large consignment (70) of German enigma machines and all

nom-orypte material destined for the I-52 were destroyed at
Lorient in September.

/8
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The above material applied principelly to the Atlantic
and thmm areas; information on Indian and Pscific Ocsan
arsss was not abundant.

18.
Material requested Wy
Tokio via dispatch.
On 31 August Tokyo requested that the followi;g be
sent by dispatechi

(s) On the British: Call signs for ships and escorted
convoys and the basis of their deduction. Various
types of abbreviations. Outline of comsunications
used Detween the Eritish and American Havies, in-
cluding oall signs, code identification, frequencies,
progedure, etc.

{») Onm the American Bavy: BStructure of the "XU mumersl-
letter® call sign system, and period of its use.

Basic material necessary for traffic amalysis.

(1.0. Materisl which has appesred in the past

vhere there has beeen a aoni.ction betwean opsraticns

and communications conditionms.

19.

Critical situation,
Fall, 194%,

One assumes that efforts toward cooperaticn have increased
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sincs the summer of 1944 with the dangerous situations in vhich
both Germany and Japan find themselves. It is evident, however,
that the situation itself tends to defeat these efforts, for
exchange other than by dispatch has been practically impossibdle.
The report of an interview detween Vice Adm. Ade and Admiral
Neisel on 30 October sounds characteristic of the Axis plight.
Adm. Meisel pointed out that:

"¢ is extremely important to Germany, fighting

a defensive battle, to fix the time and place

of enexy attacks. Especially at this time,

whan there is a great possidility of enemy

landings in Norwey, the Germans sre uncertain

as to the place selected.*

*In view of the brilliant successes of the Japanese Navy" in
repelling the October thrusts of the U.S. Navy, Admirsl Heisel

asked whether the Japaness had ussd special long range reconnaissance
planes %or did it bave any other specisl help?® "Other special help®
surely includes C.I. Vice Admiral Abe replied diplomatically and
referred the matter of "lessons gained from the batile" to Tokyo.

The parsisteat "shelving® by the Japanese of German requests
for information vhich was of th; utnost importance as the situation
becsme more desparate, and their long-standing neglect of Clause 7
had pegotien 2 similar attitude on the part of the Germans by March
of this year. Vice Adm. Abe urged Tokyo to release more operational
{nformation and estimstas of enemy plans together with Japanese
counterplans. He complained that the lack of such information was

making effective liaison virtually impossible, that conferemces with




German officials wers difficult to arrange and when arranged, he
received the same "diplomatic® treatment which it had formerly deen
his hadit to administer.

By comparison with the German attitude indicated adove there
is some inconsistency in the message to the Cerman Neval Attache, trans-
mitted the day before the JNA's report to Tokyo. The consent contained
therein for the formation of a German Armed Forces communication
intelligence liaison with the Japanese General Staff may have been
inspirsd by the hope that more practical results could de obtained

by cooperation in Jepan thaa via the existing comsunication system.
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K.B.
The following additional information was made available through

traffic read subsequsat to the writing of this chapter.

. A report from the Germsn Naval Attache in Septemder 1342
(enly part of which was intercepted) implies thet the Japaness
weTe moTe concernsd at that time with ths possidle compromise of
their own ciphers than with decryption of ememy ciphers.

"At desire of Japenese Navy prolonged confsrence vas

held 29 MAugust on basic communiestion gusstions:

docunents captured at Nanking showing disposition of

Jap fleet have apparently aroused. ths impressioa

that their own communication service is inadequately

secure. Japaness communicatior practice is modeled

on Inglish and American. Crystal controlled trans-

mitters. Cipher procedurs only by hand substitution.

Radie, cipher and technical persomnsl separate] each

understands only part of the field. Control station

procedure unknown.® (PPA 91, 2 Sept. Rub9).
L ¥ore than a ysar later, in March 1945, even the reports oz the
general war situation meationsd above were being sent to the Germans in
& form which indicated only a perfunctory comsideration for cooparation.
In an sxchange of information reviewing the general war situation
between the German Naval Staff (Rear Adm. Vagner) and the Japansse
¥aval Staff, the Japanese gave "information on the Greater Jast Asia
Area situation and general conditioms, based on weekly intelligemce
reports of the army®. The lack of curreat and specific information
from Tokyo again placed the JNA in an embarrassing position for, in
response to gquestions concerning Japanese subds in the Singapors area,

bhe was forced to refer to a German Intelligence resport om sud operations.
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Hence his request, included in the repori, that the Japanese Navel Stafs
"arTange immedliately to furnish the reports on the war situation

in Oreater Zast Asis and the general situation rsquested in "H®

Serizl #295% as well as information regarding the present and future
policy in regard to sub cperations in the Indiasn and Pacific Oceans.
(JHA #043, 03/080900/Y5).

17
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CHAPTER VII.
GEEMAE FRARS OF THE CONFROMISE
OF TEEIR NAVAL CIPER
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GIRMAN FRARS OF THE CONPROMISE OF THEIR NAVAL CIPHR

p &
German Prscsutions have

been against Physical
Compromisas.

German Adairalty's ignorance of, or knowledge of, the
ctﬁt %o which their ciphsrs wers being read has been one of the
vital concerns of the Atlantie C.I. Section. ZThis concern has
been, of course, fully sharsd by Cominch. After each direct
offensive use of decryptiom intelligence, principally in attacks
on B/V's at sea, German traffic has been scrutinized for any
evidence that sariocus misgivings vere aroused. ¥hile no information
is available on German research, it is kmown from traffic that
fears of compromise vers entertained, particularly in the spring
of 1944, and that precautions wers introduced in the form of
very special message settings nnui certain major changes could
be mede effactive. The German analysis of cipher weaknesses
was epparently imcomplete and erronsous, for the countermeasures
adopted during 1343-19%% seem designed to defeat physical
compromise rather than the Allied cryptanalytic attack,

2.

Allisd Rader blamed
for U/B Losses.

Other then a statement in U/B traffic of Jamuary,
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1943, that Eritish Naval units had been assigned to patrol
Noumazn's (U-117) refueling R/Y arsa, there was little in the
early traffic read to suggest the possibility of undne German
cancern for the security of their ciphex. Aad the case of Neumann
was morse sericus as compromise of a AEritish cipher. Ny May,
1943, sufficiest A/S forces were available ia the Atlantic $o
begin a general offensive sveep and from this time om dearyptioa
intelligence was steadily used im tracking dowm and desiroying
U/B's. Nevertheless a general ciphor alarm was not sounded
in traffic for nearly a year. Cipher changes were introdunged
on occasions dut these were routine measures. The combination
of Allied superiority in radar with the wide coverage of
Atlantic A/8 A/C patrols, doth land based and carrier borne,
probdably diverted attention from commmications ucin-iw.
¥hatever the speculations at headquarters, tl;m decline in U/3
successes was officially explained by the advamces in Allied
radar. This explanatiom was repeatedly offered to the U/B's
a% sea, with interim orders on coaduct and with liberal promises
of counteramsasures. '

o —

Anguss, 1943,

In additiom te the serious disruptiom ef U/B plans by
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sinkings at miccessive aid-Atlantic refueling R/¥'s in June, July,
and August (by August the existing fleet of supply U/B's had been
practically destroyed), fully half of the U/B's which did reach
distant operational areas in Caribbean and Braszilian waters in the
sunmer of 1943 failed to returan. In August, 19&3. the harassing
of U/B atteapts to make emergency R/V's off Brasil brought a
reaction from Comsuds that made the Atlantic Section anxi.us.
The R/V's had been necessitated by a sarprise A/C attack on
U-60% (Hosltring) which left the U/B and its crev in serious
aifficulty. U-185 (Maus) was ordered to the rescus after U-591
(Ziesmer) faled to respond to requests. (U-591 had already gone
down.) On 1 August, Maus radiced that he would meet Hoeltring
in 09.45 S. = 29.21 ¥. at 14OOB on the 23rd. Although difficulty
was experienced with traffioc during this period snd keys not
always currently recoversd, this particular message was Tread
before the end of the same hyl. On the Lth,German B-Service
gave Comsubs his first knowledge that iouthin; bad gone wrong.
"B-Service reports: U/B motionless on surface in
area 09.45 S. - 30.15 ¥. If R/V has tokea place 0058/
Maus and Hoeltring are to report position.® (¥ote:
The P/L dispatch which lad deen intercepted actually
read "still on surface").
The R/V had not been effected dus to successive interruptions
from A/C. Eev assignments vere made and a third U/3, U-172
(Emmermann), was brought into the rescue. Om the l1th the tiree

subs got together but amother A/C intervened before Eamwrmann
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could assist Maus with the crev of the scuttled U-604. On

the 12th Comsubs instructed Emmermann to

"suggest B/T with Maus further to the north
for the evening of the 12th using Znigma Offizier
and disguised grid squares. euw out trans-

shipment of half of Hoeltring's complement as

early as pouiblo" (0012/12).

That Emmermann -hould have been specifically instructed to use
Offisier settings was clearly a measurs of secarity. The Treading
of Ramermann's R/V preposal was delayed for eight days. Suffice
it to sxy, Naus was sunk on his vay home at the Kuppisch (U-847T)
refueling B/V, whose location vas known through decryption
three days Defors its scheduled time. ‘ |
L

U/3 P/¥ waraning,

September, 1943,

A further suggestion concerning German resctions to the
ever-present A/S forces came in Btpt-bor; 1943, froa a code
message® within a letter writtem by P/¥ Hans Werner Kraus, ex. C.0.
of U-193. "July & Bomber Rio Betrayal in Radie Control since
message content meeting point mown.® Although the implications
of compromise seem fairly clear, the message is obscure im detail.
Kraus had beea munk on 31 July off Rio de Janeiro at time whea
he was trying to arrange a R/V wvith Ouggenberger (U-513), who hed
already been suzk. |

®Code messages from Ps/¥ were furnished by OP 16 I.
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roun?.; rumors
in Tleet.
 ¥hge decision sarly ia 1944 to supply U/3 base Penang

with cipher data was accompanied by a warning of respomsidility
for security: "Ereaking into the cipher aids would mean the
greatest danger for the U/3 wvar.® (1539/10/2). Such a state-
ment vas not exceptional in itself, but it was poted with uzusual
izt erest hers decause of the increasing mumber of molested R/V's.
ru-thanorc. talk of cipher compromiss was apparently making
the rounds among U/3 erevs. A prisoner (i - T-231; C.0. Yensel)
{nformed OP 16 I interrogators in February that G.r;.n Command
fearsd cipher compromise® as a result of the destreyer losses in
the Biscay dattle of December. (These were the destroyers
invelved as escort for A1sterufer®.) The prium'l statenents
were false on several points that could de shecked fgainst traffic.
Ko implied, for example, that after the destroyer battls, German
Command had instituted a suddes eipher mm that U-231 had
boen forced to use the Reserve Hand eiphu' utn the matter
of the nev keys was aplunul. No mach tntﬂ.o was intercepted.
The P/¥V story was pﬁnﬂly indicative, bovever, of rumors and
gossip in the fleet. The distress of the U/3 ars weuld maturally
bave cunhtd every sort of tale. Ia August, 1944, P/Y coded

» rruuany physical eo-pmtu.
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messages protested that everything was kmown to the enemy and that
there was treason in the highest places.
6.
Sinking of "Schliemann"

and "RBrake", Indian Ocean.
C;B:u' Crisis, 12 Mareh,
1 .

The only cipher erisis actually known through U/3
traffic occurred in March, 1944, as a result of the "Brake's’
sinking. The "BErake®s® loss came just one month after that of
*Charlotte Schliemaxn® and completisly upset the refueling plans
80 nocuur_f for combined operational and frc;;ht runs between
. Japansse vaters and the homeland. Junker, U-532, returning
after many months in the Indian Ocean, had been the last to see
the “Charlotte Schliemann®. When, after a month of waiting,
he sav the "Brake” go dowa defore he had been completely
provisioned, mipmtlon alone could have prompted his repert
to Comsuds: . "Presumabdly provisionings have been systematically
compromised®. (1809/12/3/Uk.)* '

Sinking " iz,

To maks matters worse, German Admiralty had that very
moTRing received waraing from B-Service that the Spahr-Wunderlich
R/7,420 miles south of Capetown, was being tampered with.

*See note at end of chapter,
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Spahr (U-178) had deen successfully refueled by "Schliemann'
before her sinking and was to roceive cerfain materials, in-
eluding radar search receivers, from U-IT-22 (Wunderlich), an
ex-Italian sud carrying cargo %o the Orient. By evening of the
12tk Comsubs had Teason to delieve that the U-17-22 was mo more,
for Spehr en surfacing reported a large o4l slick where Wunderlich
should have been. Within 48 hours emergency cipher arrangements
vere deing transaitted to U/B's.

hﬂution.zf U/3 R/V's-
tember 1943 - March,
150

The R/Y disturbances which occasioned this crisis vere
of course due to decryption. Irn an atf-pt to appreciate the
prodlem as it might conceivadly confront German Admiralty, the

of Op-20-G
Atlantic Section/exanined the R/Y traffic record for the period.
Septemder, 1943, to March, 1944, inclusive. Participeting U/B's
reported ths presence of Allied foreoi in 21 of the 48 major
R/V's nctmily held during this pericd. The attendance of Allied
units at German neetings sesmed sufficiently irregular to
makes any strong generaliszations unlikely, empecially since ths
Germans vere prepared $o delieve in the ubiquity of Allied
patrols - except possibly im the socutherm Indian Ocesa. Had it

not been for the peculiar circumstances surrounding the loss of
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tvo such important ships as "Schliemann® and "Brake" within o
short a period of time and in such a remots area, fears of
compromise might have remained dormant or might have been rendered

inactive by force of other possidle explanations.

Cipher cha.gén Intro-
duced at oncs,

It wust have seemed that there was no place in the
oceans where the German Navy could B/V with assurance. To meet
this intolerable situation German Admiralty introduced am avkward
cipher procedure making use of the nsmss o; crev membars identified
by their service nuambers. The first of these special settings,
called "Maske", was sent on 14 Merch to Studt, (U~4§8), a refueler,
and the thru‘tnho wvho wvere to refuel from him., At the same
time their R/V position which had been ordered iz a regular
offizier message of 10 March was cancelled. ZThe nev R/V was to
be assigned in a "Maske" message, \hi&h in consequence could de
Tead By the G.O.'.- of those four subs and those four only. Om
16 March a sizilar procedure ("Schatten”) was followed for a U/B
BR/Y in the Indian Ocean. In all, eight such special settings wvere
sent out to variocus groups of U/B's during the mext ‘our weeks
until all U/B's at sea had been reached. Aside from changing
R/V positions, the purpose of the special uttin&n was the safe
dissemination of a new keyword order ("Bellatrix alpha') for the

enigma machine.
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10."
These changes not effective
against cryptanalytic attack.

Inasmuch as the special settings and the "Bellatrix

alpha' procedure did not seem designed to defeat a cryptamalytic
attack, it vas delioved that German Admiralty was primarily
concerned wvith leakage of information from one or mors of the

following sources:

a) Physical compromise of U/B enigma with regular
and offizier settings.

b) Officer Ps/¥ Deing interrogated immediately uwpon
capture and revealing information about rendesvous.

e) IEnlisted personnel having access to offisier
settings "Bellatrix" system, and offisier information
with the attendant dsnger of (b) adove.**

Support for this view seemed implied in such statements to U/B
C.0."'s as ths following: "Strictest secrecy. Only officers %o
bave access %o information. No excepticns.® A British appreciation
of the situation, based on German itraffic zot available here,
pointed out that certain German Haval suthorities in occtjaind

areas wers known to be increasingly anxious about physcal compromise

*Reference for para. 10: See Memo from Comdr. Roeder to G-1
of 23 March, 13544, .

*sPs/¥ had in fact accurately discussed the Bellatrix procedurs.
The information was not really necessary for the Allied
oryptanalytic attack and made the Atlantic C.I. pecple worry
abdout their own security prodlemp primarily for fear that

word of these interrogation results might get back to the
“w'
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and were endeavoring to enforce the most rigid security measures.

"German NHaval Authorities in the Adriatic and iegean

are Decoming increasingly security consecious. They

are afraid of leakages of all sorts, and adove all

of skilled interprstation of their activities by per-
sons in Allied service. These suspicions, which were
strengthened by the decode of Jugo-slav partisan traffic
informing Allied authorities of the move of Admiral
Adriatic to Abbaszia, will be further fortified by the
sinking of the "Dietrichsen". Although at the present
time German Haval authorities are following a false
track their noses are so very keon that amything
untovard might put them on the true scemt with dangerous
repercussions.”

11,
Confidence in U/B Cipher.

On the whole German confidence in the U/3B cipher seams
to have deen consistently strong. The March alarm died dowa.
New editions of certain cipher publications were put into effect
but no radical changes vers made, unless the U/B special eciphers
can De Tegarded as sach. (See para. 13 delov.)

12.
Case of Herwarts, X
Narch, 1544, as exampls
of enemy's problem. Allied
D/F net.

That the Germanas were using their owa C.I. results
in an examination of the security problem was evident from an
exchange of messages with Herwarts (U~8%3) during the peried
of the cipher alarm. HNerwarts had bdeem provisicned at the "Maske"
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R/Y and was proceeding inte the South Atlantiec enrcute

iadien Ocean. Two members of the refueling party (Leupold
U-1059 and Brans U-801) bad been sunk in the R/V area and by
0815/30 Comsubs was requesting immediate reports of position.

A% 1833/30 he asked Herwartz to report his positionm as of
1300/30 and te state "if, when, and whers you wvers observed

by onﬁy before that date®. It was clear that German C.I.

had decrypted a submarine estimate for 1200Z/30 (1300 Ger. Time)
seat by Com. Mth Fleet in SP 2272 (29). Unfortunately the
o;ttuto had been taken from a Cominch situation report dased

on special intelligence and consideradle concera was felt last
this slip should furthsr stizulate Oerman aporehension.
NKerwarts's reply (2221/8 April) shoved that the mbdmarine estimate
had deen very accurate and that it could not possibly be accounted
-tor by any sightings of which he was aware. He wvas mot conscious
of having been observed at any time by Allied forces but thought
4t worthwhile to add sightings by neutrals on 6 and 12 March
(Spanish and Pertuguess). Oerman attention was surely directed
to Hervarts's message of 2149/24 March, which was indeed the
source of the sud estimate, reckoning from the position Herwarts
himself gave for the time of transmission. The Germaas had te
consider, however, that the sud plot lay mid vay between Brasil
and Vest Africa and oom have been arrived at from a ped D/r
on the 2143/24 transmission. Comwudbs had frequently warned his
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U/B's of Alldled skill in D/Fing and presumbly could not in this

case eliminate D/F as the source of Allled information,

u/3 Spo?i;l Ciphsr.
The closing months of the var brought a nev challenge
to Allled cryptanalysts in the form of special ciphers pecullar
to each U/B. Knowledge that U/B's vere being equipped with

individual ciphers wes not at hand until € June, vhen the sadotage

of interior lznd lines forced traffic between BdU and fletillas
into emergency radio channels, As far as known, thess mpecial
civhers wers not actuslly used mntil November 104li, Special
ciphers were used 1ncréasingly during late Decesder 1944 and
January 1945, dbut at no tine eliminated the contimming reliance
on the enlgma general and offizier. -

It wvas belleved a2t the tine thzal ths introduction of
individual ciphers wvas an outgrowth of the forebodings which
followed the "Brake's” loss in March 1944 and that they repre-
sented a further safeguard against physical compromise, an
eventuality whose 1ikelihood would ineresse with an imvasion
of the Continent.

Two special ciphers wvere finally broken in April 15h5
as the resull of re-enciphermenis in the reguler naval eipher,
It wvas discovered that tho‘ breaking of each special cipher
was equivalent in diffieunlty to Breaking a nev month of normal
enigma tmffie.
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1k,
Increasing Pear of Physical Compromise.

Fear of physical compromise neturally incrsased as U/B's
undertook shallow-wvater campaligns while the lend front weat to
pleces. In September 194l, a Bussian attemct to salvage the
U=250 (Schmidt) made predabdble the compromise of secret 2nd most
secret mamoranda oa board. It was necessary to isesue warnings
to ali U/B's that

*Losz of U/B%s in shallov waters giws the enexy

the possibility of diving for ciphsr material and data,

1) Mske sure that cipher data are so kept that water
can actually come inio contact with the red print.

2) vhen eigma cipher machins is not being used, &is-
connsct the steckers, take out the wheels and dis-
arrange them. Keep everything concealed in separate
plw'. Sse further Stcgooc ¥r. 2&6‘

3) See to it that keyword orders are known to thres
officers onlyeena.

5) Lack of attention ((to these points)) may have %
unforesesable results for the U/B war.* .
(ofrisier 2107/2237/28/12/144),

In addition to diving, the Germans feared boarding parties.

"So great is the ensxy’s interest in new devices,
enigma cipher machines and cipher alds of U/B's, that
he attempts in every possidle way to doard U/3's,,..*
(2108/9/1/5)

On the eve of surrender,

*A U/3 vas ... attacked off the Forweglan coast Yy
ganfire from 2 English S-doats which were first
thought to be our own B-boats... Attempt wvas made
to ram ths U/B and boayd 1t, presumably in order %o
capture classified material. (Zxper.Msg.$236,
1255/27 April 19Y45).

In ipril the compromise of the Reserve Eand Procedure for U/3's
was aanouncsd, presumably as a result of chore station losses,
At last, on B May, it vas announced that U/3 cipher
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kays had been handed over to the enemy. There was still no evidence
in Feval traffic that the Germans had bdelleved 2 cryptanalytic

comproniss possidle.,

| 35

Froa German Naval Attache traffic for Spring 1944
it is nov knowa that Command conducted an exhaustive investigatioa
of the Schliemann-Rrake sinkings. The resulting amalysis of their
own transmissions ia the R/V ares, together with observatioas
by radie persenmnsl of receiver radiatien amd the knowa sfficiency
ef Allied radar, apparently led to the corclusion {or implication)
that the Allies could have located the ships ky D/F and analysis
aloas. (PPA €3, 25 April 19%%).
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