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CHAPTER I
INTRODUCTION

It 1s safe to say that every Japenese 1s & spy to some extent.
Throughout the world in peace times, diplomats, consular officials,
business men, students, travellers; and army and navy officers in
disgulse were constantly at work gathering 1nformation. 0f course,
2ll nations! diplomats,-consular officials, end military attaches
are spies in essence, but confine themselves, more or less, to the
unwritten rules of the geame, analogous to the rules of civilized wvar-
fare, and are guided by vhat we may term good taste.

Information thus gathered conmes from two sources: overt and’
undercover. Overt sources include military‘maneuvers end exercises
to which foreign officials are invitéd, official interviews, non-
secret government publications, newspapers, magazines, and books. An
astounding amount of reliable informatlion can be obtained 1n this
manner, especizlly from non-secret government publications. If eny
foreigner had & complete file of U. S. Army Regulations and Training
Regulatlons (obtainable from the Government Printing Office at from
5¢ to 50¢ per individuzl reguletion), he would have-ﬁuch nore knowledge
of our Army than the average officer in it. About the only things he
would not know would be vwar plans, secret weapons, &nd secret sources
of intelligence. Of these latter, war plans are not important--it

merely means outguessing the other fellow; the trend of secret weapons




e

could be pretty well sized up from known information; and, as for
his knowledse of one of our sources of secret intelligence, Yerdley's
took geve hinm an overdose of the trend in that directiorn.

m1 - 2 - ~

The Japnanece then may be considered as having had & head start

over other nations in their attention to the gathering of intelli-
o S

gence. Probably their greatest bottlenecks were translators &and

interpreters of the occidental mind.

Burna, Indo- J

previously mentioned, but organized Intellig
sty rings. These were known as TOXUMU KIKAH or Special Service
- (i ] -

- o

Agencies. Thesze, of course, increased after the ecquisition of lan-

o)

churia in 19351 and after the China Incident of 1937, &nrnd spread with

the ever-increacing territory which came under nmilitery cdomination.

the

ar
o

ntelligence was forwarded
on to Tolzyo where tremendous files rmust have been malatained. After

this, some decentrzlization was made, but these lower level groups

apparently just "grew" of necessity with not too much help from Toljo.
This was especially true within the purely military izxtelligence 3

gathering organizations. Tie sutordinste uniis were exjected to be -

independent, but were te furnish any results to collaterzl units and

-=sis were rare. Ther vere so scarce that

Toltyo could not afford to spare any for the fileld Torces. Heace, the
lztier were forced to develoo thelr owm as test the; could. 4z s -
result, the field Torces hecane expert in the next pesi tThing--radlo
T Bt
o g o 2 -
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traffic analysis. Eand in glove with this, of course, went the study
of intelligence resulting from reading plain language messazges, radio
procedure and operators' 'that", simple codes, and decoding messages
with the aid of captured code books.

No. great distinction can be drawn between the purely military
and non-military intelligence egencies in Asia and the Pacific. Both
comprised military and civilian personnel, and their fields of opera-

1

tion and facilities vere dictated ty necessity. Some remained inde-
pencent, others merged, wahile still other noﬁ—military units kept their
centities, but overated under military authority.

..Ihe militery attaches abroad were extremely conscious. of the
gathering of all kinds of intelligence, and they fed this material
into General Stafi Headquerters in Tokyo as well as to interested
attaches in other centers. No little part of this infornmation wes
obtained from the cryptanalytic effort of Axis and satellite nations
where the attaches act as media of exchange.

A measure of the Japanese mind is revealed in their definition
of intelligence: "Intelligence means an organization cr sysiem for
collecting information for some definite purpose without zctuzlly

revealing that source.”" This explains why they consider t:

,J

e gataering

(58

of even overt intelligence 2s a very secret business. Thus to le
anyone knov that you notice something that mey be of use to one's
government and thet you are transmitting it to them is highly secret,

25

altzough the informetion may only be a newspaper &ccount.

06
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panese divide the kinds of intelligence into two classes:
generel intelligence and sclentific intelligence.
Genersl intelligence includes reports gained from spylng, careless

talk, theft, tracing end copying, and information culled from documents.

Scientific intelligence includes interception- of enemy teledhone
and racio communications, secret inks, unsealling enveloves, and elec-
trical eavesdropping equipment. They consider the first iteﬁ the most
Important andéd can learn the disposition of enemy forcez aend their
intended use from 2 study of the set-up of enemy radio nets andé from
the type a2nd volume of radio cormmunications the enemy sends out. They
include in this category direction finding, interception, and errpt-
analysis.

The tera "Cpeciel Intelligence" is a2lso used and in many weys tais
seems to be srnonymous with "Scientific Intelligence", btut there are
exceptions. Most of the evidence &t hend indicates that tae word

"Special" 1s usuzlly concerned with radio signal intelligence and

07
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CHAPTER IT |

ORCGANIZATION

i. TOKYO, ARMY.--In Tokyo the activities of the Japanese %rﬂv
ignal Intelligence Service are located in the Central Speclal Intelli-

known as the 13th Sec-

w

gence Bureau. Prior to 1942, this activity va
tion of the General Staff. Cryptographic functions were entirely

separate and were performed by the 1llth Section. These are shovwn in
the attached chart (Teb L) which is a reproduction of one prepared to

eccompany & study entitled "A Short Burvey of the Japanese Intelligence

Service with Particular Reference to the Hilitary Intelligence Service",
iated March 194L, This chart is purely tentative and is subject to
revision. There was a reorganization oi the Imperiel General Stafi in

late 1913, which apparently moved the signel intelligence unit over

Intelligence Crgenization of the Imperial General Staff. It is possitle
that this was done to afford clcser integration with similar activities
javy end Foreign Office. At the same time, the cr pu &ﬁhic
tnit may &lso have been moved away irom the prosable communications
functions of this section. At any rate, more and more collakboration
in intercept, cryptanalytic and cryptozrapnic 02 erctions cetween Arny —
and Navy has teen &pparent since that time. The Japanese term for the

Central Special Intelligence Eureau 1s cH00 TCKUSHU J0m0 EU. Other

terns that have .arisen in connectiion therewith are as follovs:
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PBureau Research Department.
HO--Central Special Intelligence
Bureau Sirpa1 vifice.
Cal0 TOKUSHU JOHO EO TSEUSHIN TAI--Central Special Intelligence
Bureau Sional Unit.
CHOO TSUSHIN CHOSABU=esesowmes————- Centrzl Signel Exenmining (or
Monitoring, o“ Analysis, or
Investigation) Depar ument.

Ui

CHU0 TOKUSHU JOZC BEO TSHUSHIN

F |

U il I i

LR s — e 5 Mgl ) i

|

CEUGO TOKUSHU JOHO BO FURKAN-----==- Central. Special Intelligence |
- Buresu Adjutant. ) f
CHUO TOKUSHU JOH0 EO KENKYU EU----- Centrel Special Intelligence
. |

i

Until 1S4%4 Tokyo wes not too much concerned with the success of specia

£y

intelligence units in the fleld--probably because they were short of

I

expert personnel themselves. All information, hovever, was funneled

in and the results obtained vere periodlically sent to the field units. |
Eleborate methods were employed by the field units to acquaint col-
lateral centers with the same information they were passing to Tolkyo.

It cannot be said that the Jepanese failed to let the right hand know
vhat the left was doing.

2. TCKY0Q0, NAVY AID FOREIGN OFFICEZ.--There is also & Speclal
Section Naval Intelligence in Imperial Headquerters, but it is not knovn
whether the Foreign 0ffice has such & unit. The latter has shown
evidences, though rarely, that it performs cryptanalysis.

5.~ FIZELD UNITS3.--The folloving Japanese field ynits ere directly it

concerned with our present .at'LlG."'

TOEUSHU JOHUEU=--=====m====~ Special Intelligence Eureau.

TORUSHU JOHOBU SHIBU------5 0e01al Intelligence Bureazu, Branca of. -
TOXUSHU JOHO EAW---=-==-=--- Special Intell_bence Section. :
TOXUSHU JOHO KIKAN-===v=== Specilal Intelligence Agency.

KOKU TOKUSHU TSHUSHINTAI--Air Special Communications Unit.

KOFU TOKUSHU MUSENTAI--=--- 5ir Special Radio Unit.

--Specizl Racdio Unit.
--Special Radio Intelligence Unit. =

TOKULHU MNUCEN TAI or
TOXUSEU MUSZL JOHO TA

-] —

2 )
TOKUSHU MUSEK HYOTZI TAI-- up60¢al Radio Location Unit.




a. Nothing 1s known of the internal organizations of the
ECIAL INTELLIGSNCE BUREAUS, BRANCHES, and AGENCIZS. They seem to

be closely associated with the intercept units and elso with the

o]

urely spy rings where necessary. They ere concerned with the evalua-
Tion of the intercept product or traeffic analysis, and wi ch crypt-
anelysis on low-grade material as far as possible, elthough tnere is &
great shortage of cryptanalysts in these field units. The Bureaus are
generally assoclated with Area Army and Air Army Headquarters; the
Eranches, Sections, and Agencies vith Army and Division Headguarters, E
although the term KIKAN (Agency) is often associated with spy-ring
activities. We find evidence of Special Intellligence Units at the
following nemed places. (Unstarred items from ULTRA material; stérred
tems from Jepanese Army Transfer Lists, captured documents, P/ State-

ments, etc. which gives officer assiznments--those with Specizl Intel-

ligence assignments were noted as to organization assigned.)
PLACE PROBAELE HEADQUARTERS
Seporo Northern Area Army:
Kamisikuka E‘ ifth Area Arny
Horomoshiro .
North Hiroshime
Obihira ~ W
Toyohera ?
4513kLnﬂ vantung Army
*Hazinklng 2nd Air Army
Harbin 2
*Peking North China Area Army .
*fanking China Expeditionary Army (or Force)
Nanking 5th Air Army
*Nanking Srd Air Division
Canton
Hankow
Hanoil 21st Division *

calgon ? Indo Cafna C&ITlaOﬂ Army

BV 10
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Ranzoon Burma Area Army
Maymyo
Mangshih ?
Singapore Scuthern Army (to June 19L4%4)
Medan ? (4th Special Intelligence Bureau ?)
Manile - Southern Army (from June 1944)
Daveo 2nd Area Army (to Jurne 194%4)
Menado 2nd Area Army (from June 1944)
Wail , Tth Air Division
Malang
Rabaul 38th Area Army
Bougainville 17th Army
Wewak 1Sth Army
Hansa 20th Division

Supervision over special intelligence activities in the field normally
followed command channels. That is, each unit wes more or less indepen-
dent, &nd information was exchenged vertically throush the regular
channels, each higher headguarters consolidating the Information recelved.
Kot until July 1944 was technical supervision to be exercised bty the

high field commands. The message giving this information is so impor-

.\:

"Urgent Manila 27 July 1944

tant that 1t is quoted in full

To 2nd Area Army, HMenado and
Imperial General Headquarters for the informetion of the
Chief of the Central Special Intelligence Buresu

Southern Area Army Staff "B Message #595.
Summary of operations order "B" 21.

- o

1. The Comm=nder of the Southern Area Army Speciel Intelli-

gence Bureau will, in matters pertaining to the technical aspects

of cryptanalysis and signal intelligence, essume supervision over
the 2nd Area Army Special Intelligence BSureau (ilenado), the 1llth "
Arny Speclal Intelligence Section (llanila) and the 4th Air Special
Communications Unit. He will cooperate closely with the Central
Speciel Intelligzence Bureau and the Navy Special Intelligernce
Agency in thils area and will immediately speed up the gataering

£ -3-
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to~ethsl of information derived from cryptanaliyiic and slgnal

1telligence sources in the Pacific Theater. We are naving
the Ar:n.,; Chief of Ltaffl instruct him on the details.,

rry Commander (as well &s the*lith Army

2. The Znd Arez Arnmy
Cormander and the 4th Air A»my Commander) will have their
various suboréinate Specicl Intelligence Eureaus (Special _
Intelligence Sections, or Air ~p60131 COﬂnunLcatlo“s Unit eas
the case may be) cooperate with the above-mentioned Southern
Army Special Intelligence Bureau Chief in nis work with signal
intelligence and cryptenalysis and will have then e super-
. Vised b; him in technical rmatters concerning these.

f pursuant to

"'.:

Instructions from the Army Chief of Sta
"I" Operations Order "B" #21, paragraon 1:

1. In connection with the compilation of informetion
on tae Pacif'ic Theater, place the emphasis on the United States
Alr Forces and Tesk Forces. By current study of United States
military communications, determine the movements they ars -
ﬂlhnnlng At the same time, with respect to cryptanalysis,
the Southern Army will devote its energies entirely to the
United States Air Force and will qtr‘ve to give the informe-
tion acquired thereby zs wide &n anplicetiom @ possible, ™ .

Note that the specific mission assigred was the concexntration on
Army Alr Force codes, leaving the Nevy to work on Allied Nevr task

forces. This dividing of the work and ccordination betveen Army

anc lievy is {ypical of recent Japarnese practice. Vhere radio
ron Allied Nevy

craft, we find the Japane:se Kevy assigred these miscions practically

Planes and movementz. Of cource, both service:z performed straight
radio intercest and criotanelyrtic missions in their respeciive fields.

vere indicationc of more or less "ait and miss™ methods of crypt-
3

analytic coveragse in the fie

viere rather hignl; developed.

12
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b. The Air Special Cowm;nicatﬁons Units are apparently used

Tor purely intercept functions but may have somethinc to do with
tanalysis also. It is believed thet these units were formerly
integrated with the Air Intelligence Regiments and Units which probebly
are novw confined to the operstion of radar end sound detector equipment,

including communications facilities for rapidly transmitting the infor-

L}

mation received. The Order of Ezttle Section records four of these

units:
3rd Singapor Code name: TSUKASA
Lin Forwosa
B | S
Tt  meeme- -Code neme: SHIN

¢c. The Sypecial Radlo Units were made up as follows:

Direction F;nd=r Unit
L Direction finders
L Radio sets
Interce % ot
" 6 Radio sets

Strength--290 men commanded by & Major; completely
motorized with 2 total of >7 vehicles and equipped with direction

io stetions and inter-

o

finders and radlo sets for location of enemy ra

nde- R—

cy

-1

ception of enemy radio treffic. It is & field unit-functioni ing

pendently uncder the commend of an Army or Area Arny. Order of Ezttle
Section lists these units as follows: e

~ (D

6th

Tth}--Sonevwhere in Japan
ach
12th——~Uﬂkn m"

e
> -»
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4, SPECIFIC DATA.--The following data in relation to the various
units previously mentioned follows:
a. TOKY0.--The 18th Section of the Japanese General Staff was
given a3 the address in several messages pertaining to cryptanalysis

I'rom European capitals

————— et

but by September 1943 this internal

address changed to the Central Special Intelligence Eursau ' _ g

g | :
- . Generally interncl addresses are

. g— - T ’,

omitted in these militery attache messages. The 1llth Section was
addressed jointly with the 13th Section in one message to Tokyo fron

Berlin, with reference to the possible adoption of cipher mechines in

-

the Japanese Army . ' . The attached chart (Tab A)

shows the 11lth Sectlion as the possible Communicetions Section. Thet

the Cryptographic Section should be a part of this 1s entirely logicel.
The first evidence of messages originating in Tokyo, addressed to field
units, and headed "Central Specizl Intelligence Bureau" is given in

767, dated 8 April 1944 (eddressee missing), which releyed date obteined
from the Japanese Havy regarding Allied Austrslian racdilo circuits ’.
Thiere is some evidence that Tokyo operates some indégendent field units,
as for example, on 15 April 1044, it sent & book message to various
headquarters containing radio intelligence reports received from .
Obihiro in Hortnern Japan. A reference addressee on this message was

the Northern District General Defense Commanc, the very area where

ct
(]

Obiniro is located, hence 1t may be assumed that Obihiro comnunicated -

e

direct to Tokyo _ About thls time a new term came into use:

B el 58 A A A aan Ao
s 14
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"CHUO TSUSHIN CHOSA BU" or Centrel Signal Examination (or Monitoring,
or Analysis) Bureau, which wes addressed direct from some of the field

stations in North Hiroshima in the Northern Area and from Rabaul

— ..} Bot all

reports contalning special intelligence from Tokyo ere headed "Centrel

Special Bureau" or "Central Special Intelligence Bureau". Others give

"Staff Message (No.)", but these ere generally concerned with the pass-

irg on of eveluated ultre information, in contrast to perhaps techniczal

ultra information passed under the other heading _

e e e o PoKyo showed several evidences.of being short. of

cryptanalysts: Sapporo asked Tokyo for several cryptanalysts and- ten
days later had to repeat the request as Tokyo did not even deign to
reply = =~ R e _ _ Tokyo was
extremely lax in providing funds for "scientific -intelligence”--the
military attaches in.  Pand Budapest were exerting su_e?—human

efforts along this line especielly in collaboration measures, and mede

-— - -

repeated requests for funds without success ) 3

It is likely that with more and more pressure from the

ield and with the stepping up of Allied advences in the Pecific, Tokyo

vas forced to give more heed to the needs of the field Torces. Evidence

4

of this was gilven iIn the message quoted at length in paragrepn -, which
g g 5

=

shows great attention being paid to cryptanclysis on tkhe part of the

nevly organized Southern Army

e - e —
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IONTHARN JAPAL. --5ignel Units at Horomusiiiro (Parsmushiro)

in the Northern Kuriles and &t Koemisikuke in Kerafuto have been very

(O]

actively engaged in intercent, traffic eanslysis activities, and to

lesser extent in solution a&ctivities. About 1 April 1944, they started

reporiing the number of messazes of each precedence received. There ;

deta. B0 meny in factb &

nal-units have -been placed under. the. command of the Snecial Tntelli-




It mekes & ten-day consolidated report which it disseminates?
\‘ . A

—

. The 1st Air Division, located at Obihiro, has for-

wvarded traffic anélysis data to Tokyo' . ... . - P Tokyo quoted

verbatum & report from Obihiro regarding radio intelligence conditions
in relation to air attacks in the Kuriles in a message to Singapore.
This message was a&lso booked to Guam, Manile, Ménado, end for reference

to Sapporo. This indicates & separate organization reporting direct to

Tokyo' } Internal addresses have placed & Special

Service Agencry at Toyohera (XOKUMU KIKAN) which 1s booked with other

addresses receiving Soviet intercepts from Kamisikuka and Nortih

Hiroshima - "', These Special Service

R N R P E T e

Agencies are normelly spy centers and epparently there is close coordina-

tion tetween them and the Special Intelligence units.
¢. MANCHURIA.--Harbin has been quoted &s the source of speciel
intelligence reports several times. Most of these are in regard to

American Armv and Fleet Operations, and seem to be taken from telegrams
-~ 2 o

of the Soviet Ambassador to Australia.’

— ———— - -

They seem to be mostly spy reports and

Tolyo considers them valuable enough to pass on to &ll mein ermy centers —

- - . a = - o

. - - < . Y The 23th Division Is

located here, but nothing further is known about EFarbin itself.

Hsinking, in Menchuris, is the headgquarters of the Kwantung Arny. Some

295G I OC I, 17
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organization there haes made studies of Hussian radio
- According to a Prisoner of War Report s )

-

during

places: [utankiang end Nanrin. Sectioans of

with Dorder CGerrison Units from three to six

the period March 1240 to December 1942,

the Manchurie 1249 VWireless Intelligence Unilt was stationed, at

in the foll

the unit rot

nonths a4t a2 ©

~4

least

ovwing
ated to station
me for

praciiecal vercept work on Russian stations.

d. NANKIKG.--Eere is the Headquerters of tane 5th Air Arny,
and the Special intelligence Bureazus &t Canton and Hankow are under its
éireect control * i ', The results of activities at
Jdenitine, bovever, seem fo be larszely confined to spy reports and as &

collection center Ifor caplured documents,

Singepore, &nd Tokyo,
the nature of an AAF code, opbtained from a B-

centers as well. These included the Zorneo

Division at Hsnoi, Indo China Gerrison Army &

Shippning Trensaort Comnmand, aend the lst Air A
e. CANTON.-~-There is & brencn of &

Euresu in Canton vileh sends out a series of

gence messages and vhich indicates familieri

It usually conte

Kwentung

cts centers

2k shot down,

PET, TORTOY

Speciel Intel

Snec

ty with soluti

"'D

Chinese or American codes. It renorts to the Speciel Intel
Bureau &t Henoi. Wote that Canton is in Kvantung province
the location of the Kventung Army vhose headguartiers 1s
Manchuria y ) Y ol i %] 3
= —-v-—-—nl--—l = _ =g = r‘.—,:r_" RS e o
| N :

in Rengoon,

but once it addressed & book message regerding

to meny other

at Api, 2lst
ven, 2nd 1
ligzence

ial Intelli-

on of Z-rigur

ligernce

s Waich is nod




f. HANKOW.--The Hankow Air Army Headquarters is stationed
here to which the Special Intelligence Burezu is probably attached.
It reported intercepting Chinese code messages &t Hanoi, but the
message was addressed to 3rd 4ir Division vwhich 1s located at Nenking

= = -

o oo oo, s later, Hankow asked Tokyo for materials to solve

a2 Chinese code if availarble

Y It irnquired of Rangoon the progress mede in
ciphers used for aircraft movement, and the kind of ciphers used by
nev aircraft units reported in Caina

g. HANOI.--There is some indication that Hanoi hes & special

intelligence unit which has branches in Fankovw, Canton, and hanfsh__.

It also does some traffic anelysis = "%, Tne 2lst

i
b |

Division and the 8th Air Division are tentatively located here, end the

e,

former relays messages from this unit

s 2 2 S P o s ol FTT = -y
The 21st D vﬁ3+on gives C:-nton a spy report on American air fiel in
China __ . . _ __. ... and it also gives Hankow a "K 1 spy report”

. =3 Ay s & i m
rench Incdo-China ¢ 2he

on allied air attacks in F

21lst Division relays a message from Heno! Agency Head to Special Intel-

B}

ligence Bureau Brench Chiefs at Henkow, Cantor, ané Mangshih, asking for

i

coples of enenmy code books on hzné or obteined in the future ' ? 3

h. GSAIGON.--This fs the Eeedquariers of the Inco-Chaina Gerrison
Army. DMost rejorts out of Seigon are from spies or unkrown telegrazh

sources

~i8- 19




i. BURMA.--

(1) Rangoon.--Headquarters of the Burma Area Army is
located at Rangoon as is also the 5th Air Division. The latter reported
Eritish code capture to Tokyo

™e organization at Rangoon seems to be under Air
Force juriséiction and 1s primarilyrinterested in Allied Air Force codes
and plane movements. There is much interchange of this kind of informa-
tion with other eair centers in Hankow, Canton, Nanking, Manila, and
Tokyo \
.7 There is
élso located at Rangoon the Hikari Agency which seems to haﬁe something

to do with codes, although its primery function appears to be sOY

activities in the Indla theater

(2) Meymyo.--Formerly the headquarters of the 15th Army

and later of the 33rd Army. A "Hayashi group"” located here was informed

of captured British codes ). The "Branch Chief" sent
a very complete message of apparently recovered conversion sguares to s
the Special Intelligence Bureau Eranch Chief at Nenking 2

j. SINGAPORE.--Headquarters of the Southern Army has aked
Hanoi (21st Division) for information on enemy c2ll signs and frequencies

. The special intelligence organization here seenc

primarily interested in intercepdt and traffic analysis matters Y
J i

i SRS

‘1'
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ne
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telligence Bureau may
1. SURABAYA
the Special Intelligence Bureau

cormunications

.—-Davao addressed &

i o ::I} & \\}_ ‘_1_,3
dicates that the 4

N : % \
be located here

sagze to Surabaya to

in regard to interception of enemy

At the same time that the

Special Intelligence Bureau vas blished at Devao, there was one

stablished et Malang and was to be known as the Nalang Azency. It
maey be a branch of the other (See BETe ks apove) . t Ttrensmits
information via Surabaya to Singapore, Davao, and Menado
Méssages originating from this ageﬁcy are uwsually headed SU Ruli.
This iz an abbreviation for SURLZAYA RENRAKUSHO which means Surataya
Lizison office.

m. MANTLA.--BEvidently there was no speciel intelligence

unit located here until Menila teceme the headquarters of the Southern
Army in May 1944, 1In July, they were intercediing Allled communice-
ticns, and dete ed that HTF was the centrael Faval communication
hese and conveved thisz information to &ll I1ts subordinete commancs
as ar urgent meusage § On 1 Auzust 1944, it
reported rather complete detzils of the H z0% to Toky0o It is pDrob-
able that NINANT is the code neme for thi:z gspecial intelligence organi-
zation, which apparently followed the move Ol the Southern Army Lead-
querters from Singepore. In July, Manila vwas to teccme the center

etly expanded crypicnalytic activities.

T
o

R

(cee
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n. DAVAQ and [EH:DO.

tihie Hezdquaoriere

of the 2né Ares Axum until the surinz of 1944 when it moved to lMenado,

at waich time the specicl intellisgernce organization noved with it.

ion

cl‘

There ir nuch evidence to show that Daveo was the center of solu

=
o

=

activities. It is possible that the Special Intelligence Bured
eztz5lished nere in Decemter 1947 was to serve not ornly the 2nd Lrea
LArmy Eéédguarteré but the Gth Ares Army Hsadguarters ut Rapeul and
that of the Southern Army at Singevore

¥ Rabaul eand Surakaye haveﬂrépeatedlg sent intercept and

(5]

traffic analysis date to Davao aand Merado ‘

0. VWAI.--The Tth Air Division makes trafiic aralysis studies

Arrir special intellisence activities. A nev series ol messages con-
nining treffic anclysis was started from the Eth Arez Army Signal

end routed to the Centrel Signel Sxarninstion

Deparinent in Tokro (CHOLA 2U) 9.

/---iiﬂnnnuﬂumuhm;g;. 22
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G. BOUCGAILVILIE,--The 1T7th Army at Bougeinville forwvarded

s, HANS
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CHAPTER III
I

PERSONALIT

1. MILITARY ATTACHEE SYSTEHM.--0f the Military Attaches mentioned,

the most prominent &re Colonel Tahei HAYASETL, _ e d . * and

Major HORIUCHI. HAYASHI was evidently statloned in Berlin until trans-

ferred to Budapest atout 1 January 1943. He seems to be the most

suthoritetive in matters pertaining to solution. There was one proposal

=

‘thet he head up the Japanese group in joint solution endeavors with

tL_v Germans R i o = Rty 1, 0 N o ] =
g - e s
i = - il
= = = il il i - T s
a. N - T PO . o
e = “ < S e e T LI s T R
| o - s &  ———— T
b S : : . ” P
'[\ == = i = T — Ty = e
= n 2 = = v = % ________.m-

AT

liz jor SAIURAI vas designeted es

1iaison officer with the GCermens in Jurne 1944, Other mentioned include
Lt., Colonel TSUNZYOSEIL, Agent SAXUR! Interpreter s-HAKATA ané HORIUCHI
(not the major).

- 2. TORBIGH OFFICE and DIPLOMATIC PERSCITZL.--I0 nanes have
arisen within this categorf in connection with solution or signel
intellizence ectivitlies. Trere are numerous nenktiors of code clerks,
telegrepn officials (meny of whom are ccce clerlie 2lso), and cipzer

'‘machine repzirmen, but these are not inclucded in this stucdy.

ﬁ-;wﬁ““*ﬁW*ﬂﬁuauﬁnuv 24



D APANESE ARMY FIELD FORCES.

s

a. Very few names have appeared in Japanese Arny messages
which can be connected up with the Japesnese SIS. Mejor AOYAMA was
definitely the officer in charge of the Speciel Intelligence EBureau

at Devao, and a Captain SATO was in cherge of the Malang Agency

: y ) Captain MIYASHIRO was
mrz'—-‘l ——— e ¥ AP Tt = -

B A

e s i

. o s L - — .~ s |
apparently in charge of intercept activities a2t Horomushiro (Paramushiro).!

Lt. Colonel TSUNZEYOSHI''s name vas connected

1

vith a2 "directional detector” and was knowvn to be in the Special
Intelligence Section of the Kwantung Army. (See subparagreph b below,
— —

—

Sureau at Rangoon according to & footnote of & Eritish Bulletin

Engineer IMANAXA wes head of the Cryptanzlytic

e p—

Lt. Colonel S0TQ0I was mentioned as the Head of the

-3

Special Intelligence Bureau in Rabaul ___

= —————y —— e ————

. 2nd Lt. IwWADA made a study of the M-20S cipher maechine in

p— o L

Manila * e liemes of strictly cryptographic personnel

(1. e. code clerks) are not included in the present study.

ck

E. A study of the intelligence orgenizetions in Order of

Eattle files has revealed nzmes of many officers who have been assigned
to Speclal Intelligence duties. There follows a list of these officer:z

which was compiled frem the Japanese Army List of 1942, the periodic

Transfer Lists issued by the Japanese Army, &nd other captured documents.

They are grouped according to orgenizetion, but since in nmost cases
dates are not given, no inference can be érawn e&s to the relative sizes

of eech orgenization:

P AT - g o~ -
e S i L i e ik el o By
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HARA, Hisashi
ICHIE, Takeo
IMAMURA, Masahiro
INNCUE, Masaki
INIQUE, Nakaji

KALAHARAT, Kiyoshi

KAWANO, Fo*chi
KLTAMURA Yoshlo
KUS0TA, Hideo
MACHII, Hikoshiro
pi TSURAGA, Kengo
IATSUCKA, Tekashi
NAKAHO, Isamu
HAXANO, Ryoj
SAKURAI, Nobute

SAT0, Toshio
TAKAYAMA, Masaslki
T’ JCHI, Ichiro

TAYOSEI, Yoshiki
AlIADA, Tadashi
YAILAMURA, Tadzo
YCXOYANMA, Yukio
YOSHIKAYA

'

L
i .
ATRAGA, Satoshi
B & E
TLEANO R Hasahiro
TorTmA ; wy
._-:L.....-J ..JLtSt.lul

4 s B
S20, SHimgeld
ITATATTT i .
L0DANT, Tekamichi
Zs S
“ILAL_, Torejis
olalis h&-u.'l- 2 YO S:‘L:..
e

SULUILL, Hizaical
faripTre . T et

T ud ;\.—.dﬁ.o Hexana
SER A s
.L-LLL:LCUKJ_J...., Usaburo

m 1. X
Takeshi

CZNTRAL SPECIAL INTELLIGENCE EUR
(T0%Y0)

AU

Assigned Research Dept. Ma jor, Infantry ~
Attached, Signal Station Ia jor, Infanur”
Assigned Research Dept. Cant., Mech (Cuv)
Assigned Ma jor, Engineers
Assigned Research Dept. Ma jor, Infantry,
Assigned Research Depnt. 2né Lt.
Attached Captein
Assignecd '
Agsisped Iz jor, =ngineers
4uoioned Research Devt. 1st Lt., Infeniry
Attached 1st Li., .Intend, ¢
Chief, Signal- Station licjor, Elec (Zngr)
Assigned Research Dept. Lt. Colonel
Chief g Mz jor Generzl,Hy Arty
Assioned Research Dpet. Lt. Colonel, Infentry
Attached Iis jor —_
Adjutant 1st Lt., lech (Cav)
lucigre“ Colonel .
Assigned Research Dent. 1st L., Infentry
Assizned Research Decu. Hajor, Tpt.
Assigred Hejor, Hech (Cav)
Assizne Lt. Colonel, Infantry
Assizgned Colonel , 57 Arty
LORTHE=RIT AREA ARNMY
Attached dst Lo, Inf.
Attached Cent., Hech (Cav).
FI7TH AREA ARIY
Agsizned Jat -Lb,
Agsicned 12t L«
issiéned Captain
%ss;gneq }s@ L?., Infantey
assigned gad 1.
issigned 1€ Li.
Asgligned end L.
Assigned 1ot Iit.
-
.
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KHATITUNG ARMY

BAGINO, Takeo Attached, 8/38 ,
BAN, Yutaka 3/40 Major, Mech (Cav)
ENDO, Seaburo Chief, Eranch Intelli- Lt. Colonel, Infantiry |
gence Dept., 8/42 . e
FUJIKI, Jiro: Attached 3/41 Captain, Infantry
FUKUDA, Minoru: Attached Captain, Infantry
HANAZAWA, Tetsuo C.0. of 1 Coy,; R.I.
Unit, 19/#2 Captain
HASHIDA, Suguru ASSlgned Special
Intelligence Dept. Lk, Colonel, Infantry
HIDAKA, Takashi Attacned, Special Intel-
ligence Dept. Captain, Med. Arty.
HIRATA, Hidetoshi Attached, 11/41 1st Lt., Infantry
HOSHINA, Jinichi Attached ,10/41 1st TE., Téch.
HYODO, hajime Attached, 12/40 lst Lt., Mech (Cav)
INUZUKA, Risaburo Atteched, 3/43 Hajor, Infantry
KAGAVA, Masatomi Attached, 5/42 1st Lt., FPd. Nin
KAMIYAMA AQJutunt MANSHU 1249 . .
AT, 1~/42 T - and L.
XIKUCHI, Toshio Attached, T/41 Major, Infentry
KIHURA, Yesuji Attached Captain, Elec. (Zngr)
KIRi, Kingi C.0., orf 2 Coy, HATSZU 1st Lt.
1249 /2 Inkel Un
12/#2
KOBANAVA, Shigezo Attached 9/30/@2 liz jor
*HATSUOKA, Takashi 4 /h2 liz jor, Elec (Zngr)
MIZUNO, Katsuni Attached T/41 Me jor, Zngineers
MORIAE, Kojo Atteched, 12/40 e jor, Elec (Engr)
NAGASAKA, Saburo Attached, 3/41 1st Lt.; Infant
0CHI, Tokio As ,_oned lajor, A/A (lrt3§
ORKANMOTC, Mescru Attached, b4/42 Captain, Infentry
OXAYA, Shigem: Attucnea, 3/42 HMajor, Tech.
OXUZATTA, Goichir Attached, 2/%0 Major, Infantry
*QIIODERL, Koichi Attachned, 6/42 15t Lt.; 2ng '
TAXORI, Sunao 12/40 Lt. Col., Mcd Arty
TSUCHIYA, Kiichi Attached, 5/42 188 1. 200
TEUCHIYA, Muneharu Assigned “Cantein, Infantry S an
AMAZITA, Shiro Attached Hajor, Infantry
YAMAMOTO, Aldra Assigred 1lst Lt., Infentry
YALIATO, Hiroshi Assizned Capt., T¢ Litn Arty
YOI&l"lI Ryolcuro Attached, 5/42 ist Lt., Fd bitn Arty -
YOSHTUAI, Mitsuo Attached, 3/41 1st Lt.
*q '"“YOuhI, Shigeji Attached, 3/%1 Lt. Colonel, Hech (Cav)
*Officers entered more than once, 5 : ——— 77
under different ermies. i



FUJII, Mas
IIYAMA, MI
KQONDO, Mas

ayuki
yult
ashi

TANAKA, Sotaro
TSUKII, Shukichi

DEGUCHI, Motomi
FUJII, Shigejiro
TKXKO, Yukio

JI¥ZEN, Koji

ITAMURA, Yoskio

0ZAlia, Yoshihire
*TSUREYOSHI, Shigeji

YAMADA, Tedashi

CHIIIA

i A
AT ™ A o |
ELCOJ. D ATR ARHY ===
Attached, 6/42
(Sub Apptmt) ssigned
Assigned uUCClal Intel-
ligence Dzpartment
Assigned
Assigned
KORTH CHINA AREA ARMY

-t i,.*\*
! !

Attached, 5/40
Comdér,

gence Section, 3/L0
Attached, Special

ligence Section, /’1

Attached, Special HQ

Intelligence Section, 5/42
Speclal Intelli—

Attached,
gence Section, 5/4%1
Attached, Special.
gernce Section, 4/40
Attached,
gence Section, 5/40
Attached

c.o. cpecial Intelllz

Section, 11l March 4;

Special Intelli-

Intel-

Speciel Intelll
gence Section HG, 9/7/42
ence

Intelli-

Speciel Intelli-

Atteched, Special Intelli-

EQ, 9/4%

gence Dept.

o;

ZX{PEDITIONARY ARMY (or

F

CRCE)

Caeptein, Infantry
jajor, Air
st Lt.

., Infantry
n, Infantry

lst Lt,.; Infentry
Ceptain, .Infantry

ARAKAYWA, Toichi

FUIC THAGA, Hireku
HISATAGA, Fobuyoshi
IEE?“Tﬂ Wosnlo
Ibn-nARU Hiseo
*RXAGALIL, TOOPL

TTAMATD =
BARta .'-\._, SUnao

RATO, Selkujl
¥EU5Z, Hideo
-HISUHI, Toshio
MIYACAVA, Katsu

-
aLsuy
NAKARURA, Toshir

~*

Attached, Spec
gence Section, GHG

T

Attached, GIQ
Assigned

Attacred

Attached, GIQ
Attached, BHQ
Attached, 5/39
Attachedé, GECG, 8/42
Attached, GEQ
Acssigned

Attached, GZQ, 5/L0
Attached, GHZ, 3/#1

ial Intelli-

ist Lt., Infapntiry
1st Lt., Infentry
1st Li.

Gapain, Tat.

15¢ LE., Infentry
Captain, Infentry
Eajor; Rly Eror
lst 1t.; Elee (Boge)
1st Lt., Infentrsy
¥a jor, Infantry
£ Lt., Infentry
Hajor, Tob.
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O0T0lO, Takenise
*SAXAGE, Kenzo

SUETOHMI, Takeshi
SUEYOSHI, Kelji
TANIYAMA, Ikuo

YOSHIZ,

ASHIDA,
ENDO,

*¥FKAGAMI, Tooru
*KOLJ‘ASM_, Yuzo
*”U“O;A, Hideo
IUSE ideo

KUSE, Hi
WA TEeA .
¥NARIHATSU, Tezenesa

& ATE R o 7
*¥SAKAGE, Kenz

3/42
Intel
GHQ
Intel
GHQ
Intel

Attached, GHQ
Attached, Special
ligence Section,
Attached, Special
ligence Section,
Assigned, Specizal
ligence Dept.
Assigned, Special
ligence Dept.
Attached, Special
ligence Sectlon, GHQ,
Autached opeclal Intel
ligence Section, GHQ,

Intel

.,-.-

Intel-

5/41

5/40

Chief, Special Intelligence

Section, GHQ, 15 July

43,

Attached, Special Intelli-

gence Section, GHR, 5/40
Attached Speciel Intelli-

gence Scuuwon, GHQ,
Attached, Special Intel
gence Sect¢on,

PIFTH ATR ARLY

Assigned
Assigned -
Assigned

THIRD AIR DIVISION
Assigned

hief, Speciel Intelli-
gence Devt

S/RL

1i-

ﬂ-\’.: 5/LO

Cor”“ /19

nssﬂgned

Attached, Speclel Intel-
ilzence Dept.

Assigned

1st Lt.,
A8t Lt

1st it.,

Infantry
Infentry

Infantry

Ma jor, Infentry

Major, Infantry

1st Lt., Med Arty
1st Lt., Infantry
Colonel, Infentry
1st L., Infantry
lst Lt., I...u.a'lur"
1st Lt.; Infantry
ist Lt ; Air (Inf)
Ceptein, Infentry
Captain, Fd Mtn Arty
Coptein, Infantry
Mz jor, Hech (Cav
Ma.jor . 2nz. <
18% Lty 100,
Captain, Infantry
lst Lt., Infantry
2
-
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ANDO, Kinichl
AOYAMA, VWaichi
*FUJ1IE, Tetsunen
FUGJIKOTO,
FUJISHIGE (FUJISAKA),

Tetsunen
THANAKA, Teichi

*ZOEAYASEI, Yuzo

*0ONCDERA, EKoichl

SATO, Ryoichi

YOSEIN Hiroshi

NUiZAGA, Deisuke

SHIR0TA, Kenichi

ARTA A*VY

Assigned, Special Intelli-
gence Dopu (Sub Apnmt)

AtudCECd Speciel Intell:i-
gence Section, GH

Attached, Speclal Intelli-
gence Dept.

Attached, upec¢a1 Intelli-
gence Dept.

Attached SPecial Intellli-
gence Dept.

Attached Specicl Intelli-
gence Section, GHG, 5/42

Me jor, Air
‘Major, Mech (Cav)
1lst Lt.

1st Lt., Infantyy
1st LT., Infantfy

Kajor, Infantry

Atteched, Special Intelli- Mejor, Mech (Cav)
gence Dent.

&bugched Special Intelli- 1st Lt., Fd& Min Arty
gence Degu. 5/42

Attached, Specizl Intelli- Interpreter

gence Dept.,

Assigned Specilal Intelli- £ 1 A
sence Dept (QLJ Post)
Relieved of Sub post)

Assigned, Special Intell:

gence D=pt.

Attached, Specicl Intelli k

gence Dept
Chief, Specigl Iptelligence L
Section, 11/41
Attached Speciel Intelll- 1st Lt., Infantry
5 §
: 5

Golonel;-Azr

!
1=~
2]

gence Dept.

Attached Specisl Intelli-
gence lUept.

Attached Special Intelll
gence Dept.

Attached Special Intelli- Ceptain, Infeaniry
gence Dept.

8% 13, lofantyy

Assigned Speciel Intelli- Captain, Tpt.
gence Dept.

Assigned Special Intelli- 18T b
gence Dept

Assigned Speclal Intelli- Ceptain
gence Dcpt.

Assigned Speclel Intelli- Ceztain
gence Dept.
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*FUJIZ, Tetsunen
'HARADA, Kazuhiko
IITSUKA, Kazuji
*KOHDO, Masashi
'MISHIMA, Hitomi
FADA, Shinichi
*NARIMATSU, Nagamasa

*¥S0TOI, Takeo

EIGHTH AREA ARMY

Assigned Special Intelll-

gence Dept.

Assigned Special Intelli-

gence Dept., 12/42

Assigned Special Intelli-

gence Dept., 12/42

Assigned Special Intelli-

gence Dept.

Assigned Special Intelll-

gence Dept.

Assigned Special Intelll-

gence Dept.

Assigned Special Intelli-

gence Dept.™

1st Lt.
2nd Lt.
2nd Lt.
1st Lt.
Captéin, Infantry
Ca?tain, Infantry

C:ptain, Infantry

- Chief, Special Intelligence Lt. Colonel, Tpt.

Dept.
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" CHAPTER IV

" COLLABORATION WITH ALLTES AND NEUTRALS

1. General Infdrmdtion.-—The Japanese Military Attaches vere
doing an excellent job of liaison with the solution organizations in
certain European capitals. Direct evidence is available ag regards

; Budapest, and Berlin. It is possible thet the attaches at
different capltals had particular specialties. Budapest
messages reported most Qf the solution material. Bucharest messages
contained most of the information on intercept activities. All of the
other capitals'! messages were most prevalent in reporting special types
of intelligence, FU, M, etc., and seem to be either of the informant
type from esplonage, or reports released from the General Staffs.’ These

specialties may have developed from the perscnal talents of the attaches

concerned.

e e — e it st - s e = . . 3 g,
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b. Hungary.--The picture of the Japanese relations with
Hungary is obscure. One reference made by the attache 1n Budepest
in a dispatch to Tokyo stated that he had been told by the Hungarian
code exﬁert that the Hungariéns were reading the American strip systgm
", The only other direct reference came from a ‘

Helsinki to Tokyo message of 27 October 1943 ' which stated

——— - e

that Hungary vas concentrating on cracking low-class codes of the
Balkan coﬁntries; that they were not féry tenacious on Russian, British,
0oy e 8. codés; and that their workers were generally old people and
hence less efficient. All other reference acout solution activitles

emenating from Budapest spoke of material obtained from the Germens and,

i o ——st

Rounmanians

7 77\ Two other messages reveal & sort of beck-handed

collaboration in that the Hungarian_Military Attache 1in Sweden was

passing some information to the Japanese Military Attache in Sweden

e —————

P e e . cx - - - e——

c. Germany.--Up to October 1942 evidently very little infor- i
mation had been obtained by the Japanese from the Germans because in
one case the Germans were "assumed" to be using cipher machines, and

in another the attache could not decide vwnat system was being used

-5

betveen the Russian High Commsné and the armies in the field. Certainly

S U S —— . e Vg

the Germens knevw '\, In December

1542 the Germans turned over & captured Russian code book ;' e

. ,. Also at this time the Japanese attache in Berlin conveyed
-




the information to Tokyo that the Germans desired to undertake joint

operations in the breaking of foreign codest_ - L

A ——

However, Tokyo was slow to act. A message of 12 Feb 43 . — _, Buda-
pest to Tokyo stated, "We have repeatedly asked for instructions con- e
cerning our collaboration with the Germans but have received none.

Shall we stop this collaboration or not." On 12 March 43, Colonel
Hayashi in Budapést reported to Tolcyo  that the head of the Germen
code section had told him thet the Germans were reading the American

strip system. Also on 20 March 1945 Hayashi knew that the Germens had
deciphered the conversion table of the American MI-12 code -__T’_‘.
“TEter, in August 19435, they-leerned from-the-Germens. that the latter

vere breaking the Strip end Brown American ciphers end were studying the

use of mechines for removing additives ' AL N R

another Budapest message g and it is possible that the
Germens had & solution group in Budapest. In October 1643, the situation
changed when Colonel Hayashi left and had not improved up to 6 January
1944, Apperently his successor did not have the confidence of the
Germans, and in addition both Japanese and German communications offices
had been destroyed, and negotiations were about to begin on the re- )
exchange of materials for reading codes . W These arransements
took considerable time for it was not until June that their completion
vas evident. At that time the German Wer linistry, with the explicit
approval of Hitler, offered to exchange cryptanalytic informetion with

Japen on American codes and wanted to knovw what Japan wanted and vhat

-Je- 35
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they had to of?er in exchange. The offer was bonafide as the same

message contaiped material the Germans had and what they wanted from

Japan‘_ ) o ’. The Japenese replied

eagerly and wanted American strip alphabets and conversion tables for
vhich they offered some $nformation o6 the M- 209 B e "4441
The Japanese had 1little to offer in exchange at this time, and to

cover up they steted that what they were now getting from the Germans
was 1n exchange for cryptographic material they furniéhed the Germans
three years before. This would date collaboration back to the middle

of 1941, before the Japanese entered the war. Also in‘June 1944, the
Japanese attache in Budepest compleined that he did not have direct
contact with the German cryptanalytic orgenization at &1l times, and
urged that Tokyo make more information available to the Germans so that

he could better this situation =~ . '~ Tokyo agreed to

cooperate and "to match the enthusiasm the Germans are (presently)

showing in the cooperative work". Major Sakurail was given the specific

mission of liaison with the Germans. N ‘M. All these
June through October messages were in and out of Budapest which further
confirms the possinle location of & German cryptanalytic organization

-

there. There was also a reference in a2 diplomatic message, dated

10 August 1944, to intelligence emenating from the "Germen agency at

Budepest” 7
d. Roumania.--There is nothing to show any collaboration with
the Roumanians except by inference. Many messazes have origineted from

Bucharest giving traffic analysls on British and U. S. communications
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data on Russian radio stations and techniques ' o o o Al o

* It is not likely that the Japanese maintained their

own intercept station here since their general practice was to obtain

s iy

information from liaison methods ) o fE

e. Italy.--The Italians were quite willing to keep the
Japanese_informed of their own interqept and solution activities and to -
cooperate in making the resulting intelligence available to the Japanese,'
but the Germans opposed any Italian large scale operations aloﬁg this

line. This was after the collapse of Italy and applied of course_only

= 5 - : g . NO
T e T T O YT

evidence is at hand regarding relations prior to this time.

to the Fascist government

f. Sveden.--No cooperation with Sweden in "this type of f
esplonage"” was evident up to May 1944, The Military Attache at '
Helsinki advised against it since Sweden leaned toward the Allied side,

and reported that nothing was known of Swedish progress in "scientifi

espionage" _ . ) o
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TYPES OF INTELLIGENCE

1. General--The Japanese have an elaborate and confusing system
for designating the sources of intelligence. The letters of the Engllsh
alphebet are used as well as Kana designat¢ons. Each special sSpy 1n-
formant or spy group thus has a codg abbreviation. Printed publications
have sti1ll eanother designation. Different geogr&phic.areas heve their
- own abbreviations which have no relation to others. Thus "A" Intelli-
gence has a source in Europe thet has no relation to the BT Totel)i~
gence in the Japanese Arﬁy_Field Forces. Our primary interest in these
sources 1s to isolate and prove the_sourcerso that ve mey discard those
vhich are not concerned with cryptanalvsis and traffic enalysis. As in
other fields the Japanese are not conslistent in confﬁniLg Sources in a
~ strictly ebbreviated manner., Thef?dften give the exact source, but it
1s possible that these are the more infrequent type.
a. Diplomatic Field.-—In,the diplomatic field practically all
Sources are from informents, spies, handouts, and printed material. Among
these are "AY, “D”; Y, 'gr", HRY, v, TEE (Berlin), "K" (Stockholn), ~
EU, R, VERY. Yyge "2¥, "RA*, "RA®. "W Possibile exceptions in -
this field are the "NE" and "NC" reports. "NE" Intelligence emeanated
from the military attache in Bucharest and was concerned with traffic
analysis data on British, American, and Russian radio communications

(See Section IV, paragraph 4). The "NC" reports ere sent from Nank ng

to Tolzyo end are purported to contain information derived from Chinese .




® | ®

wires concerning Chinese dipvlomatic problens and military intelli-
gence. Much speculation over these réports has given various
sources, but nothing definite has béen 1earned. It is rnow thought
that they have been planted by the Chinese.

b. Military Field.—;InrtherJapanese military field'we have
only_lately come across a definite reference fo signal intelligence
sources. These are given in 35rd Arny (Maymio) Staff messaze No.
223, sent 14 May 1944, to a subordinate unit ) _:, Tnis eppar-
ently quotes a revision in the "Coilection of Intelligence Rezula-
tions" from higher headquarters--perhaps Tokyo. The pertinent parts
follovw: 35 o

" YA" intelligence will be items from decryptographed codes.
intelligence will be itens from intercepted in plain text.
intelligence will be items of traffic analysis.

"D" intelligence will ke items detected by rader.”
Additional messages are available-ﬁﬁich brove this classification
and it appears to be general throughout the Japanese Army. One

reference calls thic YA" and "C" intellicence e&s verily infellible.
p - o o
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1. Traffic Analysis.

&. DBUCHAREST SQURCE.--The results obtained from the inter-

cept operations emanating from Bucharest (see Chapter IV, par. .1d) -

s

were confined to_the study of Brit

l_h

sh, American, and Ryssian radio

comnunications. The American anrnd

v

ish messages seemed to be con-

ct

i

tr

fined to the analysis of the APO numbers, EFM messages and their cable -
addresses, and apparently valuable Order of Battle information, convoy

movements, etc., was obtained

_« A1l these reports from the Militarvy Attache

I

irn Bucharest were sent to Tokyo and labelled "NE intelligence". -
b. FIZLD FORCES.--As previously stated in Chaster II, par. 4b,
the most complete information along this line came from Kamisikuka in

Karafuto eand Horomushiro (Paramushiro) in the Korthern Kuriles.

4
'_lo

Kamisikuke sends routine reports of its activities in intercepting Allied

It

it

]

communications. One of these reports is devoted to the results o

8 5 ——n

interception of Soviet transmission; the other reports results of the

interception of Amefican signal activities. Most of thece Jepenese
Signel Intelligence reports are in the naiture of traffic enalysis and -

traffic flov analysis summaries. They discuss the number of messe

"

..;'T..
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s (operational priority,

intercepted, classification of the message
priopity, ‘yYouuvlne, etc.), the pattern of intercept as indicative of
Amilitary.activitj, and éther matters comparable to the work of Allied
traffic analysts. These-messageslare sent from Kemisilkuka to
Horomushiro without'exceptiog. Itﬁis 1ntereéting to observe that

.thej appafently_are an exchénge of:information vwith Horomusiro which
sends a highly routinized message to Kamisikuka reporting its results
of the interception of American radio traffic. Evaluation of intercept-
data seems'always to Eé made at_thé same centers where the actual
intercéption takes place. An extract from the report orf the iapanese
results of traffic analysis compiléd in May 1944 by our Traffic Analysis

(B-IV) Section follows:

"}, Study of Radio Contacts and Traffic Patterns

- Frequent reports are filed setting forth radio contacts
and detections derived from this and from patterns of messages.
From messages passing between Nanning and other points, it was
deduced that "the 20 P-40's judged to be in Nenning mey be in the
same company" (Nanking to Hanoi, 13 Mer 44); from the appearance
of a great number of routine messages after 1700 over naval air and
base circuits,’ it was inferred that the pattern was the same as
that which preceded a previous air attack (Horomusiro to Kemisikuka,
5 Feb 44); from the fact that “messa%es origirated from reconnais- -
sance east of the Green Islands, etc” it was deduced thet there 1s
activity connected with the Solomon Islands (Rapaul to Tokyo, e
4 March 44). The Japanese looked to the mere existence of an
American radio transmission to act es the signal for their attack:
"If we observe enemy shipping groups sending messages in the Buna
or Finschhafen area, we shall begin attacking these &t once"

(Davao to Rabaul, 8 Feb 44). Estimate of the number of planes
vhich travelled from Hawaii to Canton Islend to Espiritu Seanto
was derived from irtercept analysis.
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The following contacts between our radio stations have
been mentioned: ﬁ53V" and M6J"; submarine contacts with
Honolulu (said to be rare); between "official who sent urgent
special messages near Madang and other officer surveying the
eastern tip of New Guinea"; between 2 ships with Torokine and be-
tween ships and Munde; between a1l companies in the Central
Pecific end the Solomon Islands and Honolulu (said to recelve
long broadcests daily.)

b. Study of Volumes and Traffic Types

The most frequent reference in Japanese 5IS reports 1is
the volume and type of U. S. traffic.

Tt was pointed out that since 5 Pebruary, radio traffic
petween &1l bases in the Aleutians was heavy (from Sepporo,
14 February Lh); and 20 messages were sent and received (Manila) .
In fact, both Horomusiro &nd Kemisikuke each employ & stereo-
typed message form to convey the results of this intercept, &s
to type and volume of Americean trafrfic:

1. Horomushiro sends a daily message in the Northern
7777, stating the numper of 0P, P Weatner and Other tpraffic pass-
ing over 'naval base circuits", "naval eair circuits", "Army ailr
circuits™. At the conclusion of each such renort & paragraph
is devoted to items of special interest, as the cnenge in Army
call signs, the strengthening of our communication security,
vnusual ebbs and flovs of our trafiic, unusual relays of our
tpaffic (1 OP message was addressed to Midwey frou V6, relayed
from D to B), etc. 2

o. Kamisikuka sends & daily message 1in the Northern
7777 regerding shins it has detected from intercepted communl -
cations, listing "ships detected"; tgenders”--(including type
and nunmber of mess&ges tranemitted); fpeceivers”--(including the
number and type of messages received.) :

c. 0Call Sign Study. "

Frequent reference is mede to our use of call signs.
Some of the methods of designating c2ll signs are not clear, &t
the COV (Humber) series,wnich mey refer to naval planes. The
various call signs rentioned are listed:

00 V 10--with resgect to 00 V 10, it wes asked if
1t is o "naval tatle” (15 April), end on another occasion it
vas stated with respect to it that "there is still electric wWaw

control. ¥

. | |1 el i
SRRk -acEe . o pa *a k]

¥ihece are actual colls ucsed o the T. 5 Fevy: 00 = Officer
a Charze, V.= Flipght; thus, 00 V 10 = 0fficer in Charge of
Flizht ;i 10. R
o R e N ) L il L 42
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00 V 31--this

lengths" and also reported tnat "after 00 V 31 was detected,

was put under wave control.

o é;@d wis

".al1l" was said to "control the wave

it

00 V 32--this "call" was said to be & "pase circuit.”
00 V 55--

00 V 34-- T :

2 V 5---sa2id to be & naval plane (22 Feb 44). .
SU V 3---s2id to be an ermy air field (22 Feb uk)
NUD 4---at 2550 Kes on "S" circuit, said to have

exchanged communications with "A". (235 Feb 4%)

NQW 6 (534 '

XYK T1A (211 mentioned 24 Jan 44) e

UIWF 524 .

ety (11CA) -

31 V 5--naval plane

%4 V 3--naval plane (211 mentioned 19 Mar ﬁ@g

25 V %--naval plene (Horomusiro to Sapporo

29 V 3--naval plane

‘ Lg V 3--naval plane mentioﬁed 19 Mar L4
D 2 V--mentioned 3 Mar 4k
TV 6——(message-to Midvay from TV6--mentioned 12 Mar
L)
" 00 V 2--naval base to naval air mentioned 5 Feb Ll

00 V J3--naval base to navel air mentioned 5 Feb Li

-

d.

In mes

Kemisikuka to Horomusiro,

were nentioned.

e. Identifil

In a message from Bougainville to Tokyo (4 MHar 4k)
stated that from 515n81° a fleet of 6 vessels of fla
8 ordinary veszels vwere deemed to be near Gu

sages from Sapporo to Eoromusiro, and

Direction Finding

from

direction finding end D/F egulopment

tion of Units and Locztion from Traffic Anzlysis.

gship t

»
W
¢alcgral. In &
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on (17 March) it was deduced
n Brook'!s Crcek may have
o intercept. Other instances

message from Ambon KEN to Moto
that 2 companies of B-ZU4's bas
moved, thls was inferred from r
have been cited above.

o
| el =,

f. Charting of Circuits

A number of references are made to circults, and their
establishment. A message from Horomusiro to Szpporo is reminis-
cent of local t/a. This message reports that & frequency hereto- _
fore reported, is now esteblished as an army &ir circuit. -

g. Intercept Difficulties

- Frequent complaints are registered atout the difficulties.
‘ the Japanese experience, from time to time, with our transmissions.
On 5 February 1644, reduction of sensitivity between 0300 and
1200 was said to have made reception difficult; on 22 February
1944, it was said that the sensitivity of all communications nets
i e - w4~ QPOPPREA AL 0700, . making. reception.difficult; . on 14 March 1QU4k . .
the lovering of sensitivity between 0800 and 13350 made recedntion
impossible. These complaints originated with Horomusiro or-
Kamisikuka.

h. DNomenclaturs

.An elaborate systen of nomenclature is believed to be
used in the designation of circults, frequencies, etc. It was
stated (18 Merch 44, Horomusiro to Sapporo and Kanmisikuka) that ®
ORANG=z was intercepted, and assumed to be a signals circuit
between an attack plane and its base. Although colors may designate
clrcults, it 1s likely that letters and numbers designete specific
frequencies; 1t was said that "frequency L7 was used jointly"
(2 March 44, from Horomusiro); and that "P" would designate the
"Pearl Harbor Circuit", and "Broadcast", the "Puget Sound Erozdcast- -
ing Circuit™., (22 February 44, Kamisikuks to Horomusiro.)

Quite consonent with the local policy of essigning '
"validity indicator (v.i.) to its conclusions, the Japanese stote
that information is of "Reliability 'A'" (23 February) or the
"Zrd Degree of Accuracy". *(%7 Marcn.)

* ¥

6. Use of Circult and Code to Convey Signal Intelligence.
The above messagzes vere intercevted on the usual Jezparese
army, alr and water radio chennels and ir the usual variety of dis-

criminants, nether special circuilt nor code vwere used to traznsmi
these intelligence messages. -

by
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10. Inadequacy of Traffic Analysis Personnel.

' An Interesting sidelight is the complaint of Sapporo
that "competent™ traffic analysis personnel are needed to differ-
entiate naval circults: -

'HOKUGUN JO MESSAGE #30 Part 2

- We don't have enough equipment at the KASHIWAERAHA
SHIBU to understand various kinds of ship circuits;
80 please arrange to give us competent personnel for
= . handling the detection of the activity (in these
circults). . ' - ‘
(Sapporo to Horomusiro, 25 Jan 44)'"

2. DIRECTION FINDING.--Special Branch has made an evaludtion
study of Japanese success in the use of D/F for aircraft wvarning. Their

"Use_of D/F by the Japanese
for Aircraft Warning

report follows

a. A Japanese message dated 7 July Ll gave a specific loca-
tion for a "warning device (device B-1)" on Chichijime, Bonin Is, -
vhich wvas "to be coordinated with the radar devices™ at two other
specific locations on Chichijima. The two radar installations 5
and the "warning device" have been pin-pointed on photographs,
and the "warning device" has been clearly identified by aerial
photographs &s a high frequency D/F (direction finding) station.

b. Photo recce coverage of the N Kuriles has revealed the
location of five radar instezllations end two high-frequency D/F
stations on Paramushiro (Horomushiro) and Shifushu Is. The two
types of Japanese early warning radar knovwn to be on Paramushiro
and Shimushu have & maximum range for detecting approaching planes
of 60 and 90 m. respectively. Japanese messages giving alerts
against U, S5, air attacks show that this radar range is not
sufficient to account for many of the alerts, indicating that D/F
fixes vwere plotted on air-to-air and air-to-ground communications
from attacking U. S. planes. Although picket boats have been
used for warning in this area, their known locations do not account
for the available messages, and the method of reporting, using
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vectors from Kashiwabara (N Paramushiro), points to the use of
D/F stations.*

c. Fifteen availeble Japanese messages locate the positions
of U. S. planes approaching the N Kuriles. The following table,
based on the messages, shows that in et least seven cases the
warning vas given while U. S. planes were clearly outside the radar
range:

, tated distance of U. S. Minimum =
Date of Time of plane(s) from Kashiwabara wverning in
Warning Varning D/F Station Minutes**
6 Feb 00091 122 m. at 5o° .81
21 Feb 00271 128 m. at 85° 43
18 Apr 2005I- 144 m. at-90° 95
29 Apr 25301 1%0 m. at 85° 90
1> May 21001 125 m. at 75° 60
26 June 23471 155 ml, bearing not given 38
10 July 19501 151 m., _bearing not .given . e ) oo

base point missed, prob-
ably Kashlwabara

"Note: The D/F station at Kashiwabars, N Paramushiro, is
believed to be the master station, while the station at Kurabu
Zaki, S tip of Paramushiro, 1s the secondary point in obteaining
fixes on approaching planes. The base point, where known, has - -

_always been Kashiwabara. -

d. More than a hundred Japanese high-frequency D/F stations
have been located, scattered throughout the Empire and Japanese-
occupiled territory. At least some stations other than those in the
Kuriles and the Bonins have been used for aircraft warning. Thus
in one case Allied planes over Liuchovw Peninsule (¥ of Hainan Is)
were epparently followed from the Canton station more than 250 m. -
avay.

e. The use by the Japanese of D/F statidons for eircraft g
warning involves the plotting of intersecting bearings from two or
more stations. Its success depends entirely on interception of
Allied inter-plane and air-to-ground radlo transmissions, ard can
be avoided by meintenance of radio silence by Allied planes.”

* There 1s & possibllity that the vector system used is the same =
as that used by our own forces obtained perhans from materials
recovered from planes shot down. (See Speciel Study entitled . F
"Japanese Traffic Intelligence of the Aleutians Area", SSA cirea
15 July 44.)

*% Computed from operational cables reporting the time the first
attacking plane was over the target. QB =
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Russian systemset least since 1940. No evidence exists as to their

work prior to this ﬁime, but they apparently had not had too much

- - - - - ——

sucéess £ $iee== — e e e N _ o
5 ] - 3 'The amount.of meteriel on the Russian Army codes
vhich Japan has acguired [ . 'since 1940 has,
not been slight, - LR | e
scae - i
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'« From May to December théy.vere still working on the indicator

system of the "New 5-digit code” (an Army code) and had not yet solved

3% 3 althougnh comparison was

— - - L s Y

made with the indicator system of another Russian code or key which 9

was apparently known. The next month & rather complete report of
Russian communications methods and codes as used "on the Roumanian front"
vas suomitted to Tokyo by the Military Attache in Budapest

In July 1942, freported that the Russien 2- and - -

5-dizit codes used by the smell units (regiments, brigades, etc.) were _.

easy to break ~ ° ‘nigher

echelon) codes vere becoming increasingzly herd to break
By October 1942, Tokyo had begun the study of Russian diplomztic

codes and gave a very complete analysis of digit code group structure

as "subtracting the first group of the text frcm tne third groun, the




first and second digits give the additive page; the third digit

1s the same as the second; the foﬁ;th and fifth digits give the

.vertical and horizontal coordinates; the fifth digit is always
even.----The additive table i5750 pages each of 50 groups.” g
They seemed to be on familiar ground here in relation to their by

own systems R o -

- - a - - B o —— % . - -

1. A report from

T — -

Berlin of 12 October 1942 shows little knowledge of the Russian

ystem used between their~high commands-and thearmies in the Tiela.

[}

-

There was some doubt as to whether or not it was & machine cocde. A

10,000-group, 4-digit code printed in 1941 had been ceptured and

comparison was being mede with the _current edition | .4 BHIs code.

was radioed to Tokyo from Hungery on the 18th of the following month

77\, Another code was captured by the Germans and turned over
to the Japanese Military Atteche in Berlin = M, By
January 1943, - - } had recovered 24 values of the 5-digit code

and 1000 values of & 4-digit code . L 3

A number of values were sent and received for comperi-

son of results Tokyo reported they were the
same and that 4000 values were being resd, _ This

same code apnarently was the one that was captured eerly in Jaznuery,

i P 2 iy, 48
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and errangements were being made to send it to Tokyo from Budapest

in February K _ . After this, little progress was

- e e B

reported,tf__ b

B T A —

— = - = s -

i . A report from —- in March 1944 stated that
Rh&d not-progressgd éreatly since "last fell" (0571943) on
Russian codes, which further explains the lack of available informa-
tion in this regard _ In Mey 194L%, Tokyo offered
— —wwy-the.results.of..present.studies in Russian diplometic.codes...
for W results on Russian Army and Nevy 5-digit codes:
Tokyo'!s study consisted in stating the nature of the
principle diplomatic code as being of 10,000 h-digit groups, that
tﬁe groups répresenting numbers were self checking, and that a 50-
page additive book was used in connection therewith. Tokyo also
reported that it had a lot of 1941‘Russian diplomatic traffic on
hand on which some study had been made, but they eapparently had not
read 1t because "it 1s unknown vhether it is & long period or not”.
In June 1944, Budapest reported to Tokyo that
the Russian 5-digit codes vwere considered unsolvable. It is not
clear whether this is the attache's own opinion or the Germens'!
opinlion. Probably the latter since closer collaboration vas manifest
at thls time between the German and Japenese in cryptanelytic matters

in Budevest
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It will be noted thet all the above 1nformation was obtained in
military attache traffic between Tokyo and European capitals. Other
than traffic analysis and general statements as to revelation of
intelligence from Soviet messages (some of which were reported es

"A" and others are "B" intelligence /see Chapter V;

nothing has been revealed in Japanese Army traffic of successes of a
purely cryptanalytic nature on éhe Russian systems.
b. AMERICAN SYSTEMS. , :
(1) DIPLOMATIC STRIP SYSTEM.--In Januery 1943 the
Japanese Military Attache in reported that 3 vere
reading the American strip cipherﬂﬁsed for diplometic traffic. A
wvedge was obtained by reading identical plain text in two different
keys. He reéuested Tokyo to inform him of the status of solution
of this system in Japan ané to wire_keys recovered to Qate
. Tokyo replied that they had been reading traffic in
this system a year before emanating from Vichy, but had not "been
eble to get any new materials since the American Ambessadors had
been evacuated from foreign lands", which indicated & physical com-
promise. Thgy were, howvever, studying one of the general keys.
They were anxious to get results (21 Jan 43).
haed been working on this traffic since 1940 or 1941, and in response to
Jepan's request, furnished complete sets of alphebets which the

mllitary attache 1in hwired to Tokyo {

50




These were all out-of-date keys, except one, eand B too vas
studying the same general key but -had not yet solved it (5 Feb 43).
When Tokyo acknowledged receipt of the sfrips they also requested
information on the daily numerical StrlD assembly (4 Feb 43), and
evidently wanted to apply 1t to their backlog of traffic. Some
‘confusion results from the fact that Y numbered these sets
of strips differently than wés our own cuétom; althougﬁ the same
general manner was used: oﬁr 42-1, 44-1, 34-1 for instance were
designated 4-1, 7-1, and 10-3 respégtively by - These
alphabets were sent in various ways. Some were seﬁt in reverse order,
others 1n regular order, and all héd different starting points than the
originals. Thils might indicate that - obtained solution by
cryptanalysis. In February 1943, Tokyo notified hthat they
were sending the alphabets annarently used between Vichy and
Jgshlngton in July 1942, and elso gave information that would indicate ]
that Tokyo no doubt had obtained the key chart "which appears in
the manual”, at the same time that they got hold of the alphabets in
Vichy. Also in May 19435, both the Javanese and were still
vorking on the general strip key (0-2) which wes urnder study in
January, and were exchanging informetion steadily (9 Hay‘HB). Thisg
was evidently a job of pure cryptenalysis R
but they evidently lacked enough traffic
in any one day to complete the job. 1In May, also, \ revorted

tentative settings for several strips for a particular day'!s traffic, -

%




v’ end two days later Tokyo came back excitedly requesting all settings .
available N '! In June the
Japanese Military Attache in » reported to Tdkyo thaet American
and British diplomatic systems were becoming very hard to read and
recommended the study of the codes. of sﬁall nations in order to :
" gather important 1nfofmation on these two countries
. EBoth nations were trying to keep abreast of currént traffic
insofar as cataloguing it accoréing-to kéys, while still working on
the backlog of traffic for which they had the alphabets and key set-
~ings 4 ; ... At the end of June, Tokyo asked that
traffic in a certein strip system be sent on film
In October, reported’fu?fher progress in 0-2 and 0-2Z, but
were awaiting Japanese results, gng_also reported that they had
‘solved traffic in 4-1, 35-1, and 34-1 After
this, relations betvieen and the Japanese undervent a cooling-
off process (see par. 6 a), and no‘further progress was reported. In
December 1943, the attache fin : reported that the ¥ man
in charge hed told him that subsequent work on the American codes
ves at a standstill In Merch 194%, he revorted

that * had not progressed greatly with American codes since

the preceding fall and vere ready to exchenge meteriel with the

Japanese as they were anxious to solve them \f'ter
repeated requests fronm + Tokyo finally sent numbers, dates
ard indicator groups of much 1942 and 1943 traffic availaple--none

——— e — - e e - —————
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a wvhich they had solved

‘From June, when good relations vwere reestablished between Germany
‘and Japan (par. 6 c), exchanges'of alphabet strips and key tables
were made. This was all material of 1943 and prior vintage, and
Germany cleared up some questions as to general and special usages,

~of the same sets of strips \ - . o o

" L Tokyo apparently had never been able to read any orf t
strip traffic unless it had the alphabets and the key tabies.

(2) AMERICAN ARMY STRIP SYSTEM.--211 the foregoing
concerned American diplomatic strip systems. There were two references
to the American Army strip system.. Tokyo reported a zero to fi&e
strip elimination from =0 stripsA;et in a frame device as their
understanding of its use, and the Japanese Attache in

reported that the were working on this "new type U. S. Code'.*

(3) U. S. MILITARY ATTACHE'S CODE.--The Jzpanese
Military Attache in Budapest reported obtaining copies of KI-11 and

MI-12 codes which were forverded to Tokyo. He further reported that

the Germans and &lso had solved the civher table used in
relation thereto. The latter were oi:tained from end sent

' )
to Tolzyo,

The Military Attache in Madrid renorted to Tokyo

*Jariacle
time, tut
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that he had heard the code books had been stolen (in Madrid) from the

Amerlican attache and the attaches of other countries

In June 1944, Tokyo still ﬁg& not solved eny of the conversion

tables themselves, but reported that they had read some Manila wires

(epparently of 1941) with tables previously furnished by the Germans -

(4) AIR FORCE CODES.--Davao reported a ﬁgmber of values
assigned to 3-letter code groups, such as groups for "STOP"; number
groups as airfield numters; other 3-letter groups as DEP'(FOR) or
(FroM) . Apparently this is e low-grade unenciphered code used for
reporting plane errivals and departures (16 Feb 44). A few days

later Davao reouested Suraoava to forward aircraft intercepts for

study (21 Feb 44). The 21st Division at Hanoi reported to Canton

that the only words used by U. S. attack planes that they understood

vere "Mike, Charlie, Love, and Peter” (phonetic alphabet) . i

TITERERT e

ﬁmﬂ;. Various other references are made to 3-letter and 3-fig ure:‘
codes in fegard to partial solutions, recoveries from planes shot
,down, etc. lenado considered the Z-figure code very coriplicated, but
would send details regarding decipherment to Rabaul on request -
. There is evidence that the J;panese have been
reading weather codes used by the U. S. Air Forces in Chinsa

: i ., Various messages.ere avallable which
indicate that the Japanese are recading Air Force messages, but no
evidence is available to shov whether the messages are in plain text

or in code or cipher




(5) M-209.--The Japanese vere cognizent of the Hegelin
cipher machine prior to February 1949, for at that time they decided

not to use it They bought some of these in

Sweden sometime in 1943, but it is not known whether they were

shipped to Tokyo at this time ) ' ., In Merch 1944,
the military attache in \reported that he considered it a
weak anddangerous machine since had told him they wvere

able to resd some traffic enciphered with it

However, investigation continued and we find =~ ! in Stockholm

e g—

——

-in-May. He reported that it was used by.Sweden, Finland, England,
United States, and Hungary, and that he considered it absolutely
secure if properly used., He recommended further study and that

Tokyo forward to him the results of similar studies made there

Its perlod was long, but there were several weak points
when keys were not used properly ~ = .. 1In the meantine,
Tokyo had been making some study on the "M-209 code" and reported to
Singapore in December 1943 that "it seemed to te a strip, (and) it

has an indicator group at beginning and end", and that its use dated

from 12 December (1943) to replace the "CA Transnmosition" _.

By June 1944, Tokyo had confirmed that the li-209 was a




“machine 1ike that which was purchased in Sveden the year before, in »
other words, a Eagelin machine ﬁnAA T In June, in
their exchange of cryptanalytic material with Germany, Tokyo
reported what 1t had learned from its study of the indicator systenm
of the M-209: merely 1ts make-up and not its significance; they
were still studying it and stated that it was used all over the Far

East by U. S. air and ground bases In July,

-

Tokyo requested eall subordinate Special Intelligence units in the
field to éend all pasé and futureftééffic enciphered with the M-209,
"the one where the first two letters of the indicator sign-aré the
same”, o _ % In August, Manila sent Tokyo rather
complete details regarding the keying instructions of the M-209'as‘

well as the physical constructioﬁgof the mechine = »w

It is known that some key lists giving the method of indicatﬁr con- o
struction were captured on Saipaﬁ_and no doubt a mechine was captured -
also. These were apparently forwarded to Manilae where & 2nd Lt, Iwada -
was making a study of them. : | |
(6) TELWA CODE.--In Jﬁne 1944, Tokyo reported that "the

TELVA Code had not been decrypted” ' . 'This is the

T .

War Department Telegraph code used for brevity purposes.

(7) DOUBLE TRANSPOSITION CIPEERS.--The Japanese demon-
strated some knowledge regarding the use of the DoublelTransposition
Cipher by front;line troops, "sometimes they make the two keys
identical as the first step and other times the two keys differ in

both lenzth and key sequences. The key length is usually 13 to 207.
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They also stated that they had solved a few score of these used
by front line units, but no diplomatic systems of this type
v sl ’ It 1is possible that the double’

transposition messages reported as-solved were the ones meant for
them to solve (see under Britiéh Systems at the end of ﬁhe next
paragraph), because in reporting their knowledge of this system to
_the_Gérmans, Tokyo stated that they had nothing to offer since the
keys were changed daily., _

c. BRITISE SYSTEMS.--Very little evidence is available to
show what success the Japanese had with British systems. Tokyo sent
the following to Peking in Novemcer 1941: "Since there is 2 great
deal of British code material coming in now which we cannot read,

please investigate thoroughly, but be cautious."’

F———

About the same time Peking reported to Tsingt@b in 2 somewhat

garbled message that they hed obteined some clues as to telegrephic
codes used by the British Embassy befween Shanghai, Chungking,
Hongkong, and‘London, and that alﬁhough they may already have been
- decoded by the North Army; they may be of some value. The 1list

of codes following wes missing in the message =g
The attache at ¥ reported that had litile success
with British systems eand recommended the study of smeller nations

easier codes in order to get informetion about the British,

They ere classed with American and Russian codes as

being of high grade
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» The attache at Bucherest gave reports from his inter-

cept source regarding traffic aralysis on British EFM type and
. commercial messages . _ . _ _ e i o s Sl e
e o AN In March 194%, Rangoon reported to Tokyo
the capture of severzl British codes and informetion about others
, where and how used, etc. 3
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h. CHINESE SYSTENMS.--Thére has been remerkebly littile
direct evidence of the Japanese cryptanealysis of Chinese codes. There
ere many quotations from Chinese wires, but the source is not given.

One exception to this occurs in a Tokyo report to Saipan of 10 May

19%L which gives as the source U information sent out by the

Chungking Military Attache in Washington. There is a possitility that
this is the same as "A" intelligence previously referred to as emanat-
ing from decryptographing codes (see Section V), but again it mey have

one of the other various meanings assigned to the letter "A" = ",
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., CHAPTER VII

NOTZ IN CONCLUSION

Tne Japanese are extremely security minded with regard to
their own codes. Thelr interest here seems to be far in excess of
comparable interest in cryptanalysis. This indicates rather wide
'.separation of the two functions of cryptography and cryptanalysis
in thelr organization set up. It 1ls very probeble tha£ cryptography
wes alvays & pert of the communications set up, and that traffic
analysis and cryptanalysis were handled by the intelligence organiza-
tions springing out of and operated by them a2s the need arose. The
effect of the publication of "The American Black Chember" in Jepan
vas much more apparent in their cryptographic organizatidn than in
thelr special intelligence organization. lTheir own codes became much
more secure and more complicated;;ght their ablility to solve medium
and high-grade Systems has not been apvarent and vhat 1little progress
they have made was meinly with the'help they received from Germany

Tokyo's policy was always to bleed others of cryptanalytic
information and code books. This bluff was called when iagreed ~
only to furnish information via an exchange basis. Tokyo did not have
rmuch to offer outside of generzl information and traffic anélysis.

Recent evlidence shovws that the Japanese are beconing more and

more interested in cryptenalysis, eand thelr late start will probebly

tring no worthwhile results to be of use in the present war. Ve may -
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look for higher cdevelopment of the art in Japan in the more distant
future with theilr characteristic -tenacity. The Japanese, hovever,
1s tenacious as a cat 1is tenacioﬁ;—

The history of Japapése methods for obtaining intelligence 1s
" not brillient. . According to & report from the CBI Theater meade by
Colonel Clarence W. Bennett, G.5.C., U. S. Liaison Officer with the
55rd Indien Corps, they will hire anyone as & spy and underpay them
at that. As a result, they are cdntinually acting on misinfo;mation.
Thus we may put gullibility down as another Japanese characteristic.
This is again demonstrated in theﬁtraffic anélysis field. In Northern
Japan they have covered U. S. communications more thoroughly than
elsevhere, concentrating on the Aleutians. Yet, in their estimatés
of U. S. alr strength in that aféé? they were more completely wrong
than anywhere else. Japanese estimate placed 945 Army planes there

in August 1944 against an actual strength of 207.

- e

The Japanese have stated that they regard cryptanalytic and traffic
analysis informetion as virtually infallible, inferring that they
realize the weaknesses of their spy operations. Hence, they can more

easily be deceived in these fields than in others.

o | ¥,
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