SRH-264

A LECTURE ON COMMUNICATIONS
INTELLIGENCE

By CAPT. J. N. WENGER, USN

14 August 1946

DECLASSIFIED par Part 3,
~
-t

by Directcr, NS/ Linel

Daia:

E. O. 12863
33

cﬁk '4?3




St

REVIEWER'S NOTE:

The first review of this document was conducted by
personnel of the U. S. Navy. The original class-
ified versions were retained by them and have been
placed in the NSG Repository, Crane, Indianz



s i i
ol gl

- e FO Paciv
o b i o’

LeLrune un LoMMUislenlion INJponIGeNCE
glven at Naval War College, 14 August 1946,
Newport, Rhode Island R
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Captzin J. N. Venger, USN
Deputy Chlef of Naval Communications for
Supplementary «ctivities.

PART I

Introduction

It wmas the policy of the Navy Department until this year to
@ . avold any .d;scussions of conmrunicrtion intelligence among personnel
who were not actually performing comrunication inteiligence duties
or who were not duly indoctrinated aﬁd authorized to receive the

results thereof. The Departrent still considers such a policy
scund ir. orinciole and intends ;; &pply 1t to allrcurrent and future
' operations. However, press disclosures in recent months in connection
,o : with the Pearl Harbor 1nve§t1gation have made it obvious that too

strict adherence to this can result only in & Phesd in the sandn

attitude that will deprive respvonsi:le officers of imnortent

informzaticn bearing ucon tre rrosecution of war.
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turned to advantage through a carefully prepared lecture upon
certzir zspects of the subject. Furttermore, such a lecture
might be & means of improving our prewar system of indoctrinating
senior officers, which proved inadequate because of the excessive
securlty otserved. Ve are rroceeding, therefore, on what we hope
w11l te a ggccessful experiment.,

= : Security of Communication Intellirence

Communication Intellizence operati~ns are zccorced a security

status above tlose of crractically any other zilitzry sctivities,
Tris 1s necessary because they can be successful only under a cloaxk
of extreme secrecy. No form of military'activity'is more vulrerzhble
“to criprling d;mace from csreless or intentionzl disclosures.

55? Because of the tremendous score of miiitary operations and the £reat
mobility of military forces, codes &znd ciphers zre of necessity
used over wide areas. Comoprocises, tnerefore, seldom hzve & local _
effect. Knovledie that communic:stisns are teing rezd by the enery
leads to swift and drastic charces which may nuilify the wor< of a

cormunication intellizence orgrnizeticn far ~anths. I'ne President

of the United States and tne Coztlred C:iefs nf Steff
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heve recornized these facts and hcve issued rrotective instructlons.
Fefore c¢ozercing this lecture, I axm recuired to read the President's

directive for vcur fuidance.

= T CarArar ThE WEITE -OUGE
b al” INGTON

23 August 1945

® = YEIORANDUT! FOR:

The Secretzry of Stute
The Secretary of waT

The fecretery of .the kevy

The Attcorney vVereril
“Zhe Joint tniel's of Staff

The Vlrecter of the fucget

The Jirector of- the Qifice of Var Informetion

Acvcrocrizte dep:rtuents of the Covernment znd the Joint
Criclfs of Stoff ore herery dirscted ts tzke such steps as are

necessarr to drevent relezse :- tre rutlic, except with the -

srecific epcroval of t<he Presiient in each czse, of:

5t _;-_ 3 % . LA _-g‘ . k.
= Infor~etlizn regarilnr the tast or tresent ,‘iﬁi
g it
w7 teehinlcve or trotecdures, desree of

s-ecific resuits of zry cry
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Scope of Lecture

~The problem of imparting highly classified information always

requires a fine balance to be drawn. It has been said with mucl;
truth that a secret known by more than one person is no longer a secret.
On the othe? hand, anfthing woich is of suchrhigh secrecy that it
cannot be given to those who need it loses completely its practical
value. Fith these considerztions in mind I shall endeavor to

confine my talk to matt‘_ers wrich have previously been touched upon in

the press or which are now classified so &s to permit their discussion

in this selected group. wiluln these ilzitaticns, 1t is my hope to

give you, first, scme insight into the pzrt which cormunication

intelligence has nlayed in war; and, second, some general idea as to

oo,

G2 : 1 Ly
Q o the zeans by which this intelligence is obtained. From the latter,”

. y T £y
" you zay also gain some aporeciastion of its future needs and &
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scme useful lesscns in security.
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of certein terms used in connection therewith. Cormunication

Intellizence 1c the nure glven to information derived from the

study or znalysis of rzdio trirnsmissizns end other cormunicetions
*hose meaninss are nornally concealed from unsuthorized Tecipients.

Tric concealment is usuzlly accomilished by codes, ciphers, or other

secret means of vritirg to vhichk *he Eener:il term cryntosrenhy is
acplied.

Cormunication intellicence ray be said, therefore, to result

froa an att:ck on eryntogrethy. Actually, horever, it results from

PRy rrocesses znd technirues. Most important of these are cryot-

5n31731§ and traffic =nzlvsis. L(rsntaralvsis hes to do with the

- 8cluticn of codes, cichers zrd othier secret mears cf communic: tiorn.

< '
o % )

It 1s the obrosite of ¢ryntosranhy. ,Whereas ersrtosrerhy is defensive
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‘processes too compiex for treatment in a2 brief discussion. Much

Informztion 1is zlso obtuinatle from comrmuniciticons without reference

TS the text or substznce. Ine process of obtzinins informstion in
\

vhis manner is called Lreffic spalysts. It involves cdeductions or

inferences froz studies ~: traZfic volume ana routing, call sign~ —
. icentification, directior finding, transmitter identification and
sisilur orocedures. In actuzl rractice, s we si:all later see,

cryntanulysis and traffic anaivsls ure cocplezentary processes and

frejvently intercenendent.

Vocerr. Significarce 5f Loxmurnication Intellizence

#ith sczme icdea &s t: tre rererzl rature of Communication Intelli-
dence, %e ray now ccrnsider its s‘~'1fice'ce. Ti.e steadily increasing
iaportance of radle eomcunicetirns zs a reans of conveying nilitzry,
¢iple=ztic and eccrnozic Infor=:ti~on hzs tecome ajperent with'theél'

groving tempo of molerr life. I:.e glskel rature cr hilitary

infar-astinr %~ the radi~ cranrels,

the s-~ead zn? freillcy 27 raci) in cirrrine orders
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an? Inforzztion t2 znd froc sriftly moving forces scattered over
villely serazrated zreas. Ihesg:ghannels ere thus, potertially at
least, the most Important sources of Iintelligence to tap. % e
Trey have rroved ts be unicue sources, mofeover,-in tﬁat they
carrry autloritetive &nd accurate informaztion regerding rlans znd
@ﬁ’ irentiors, 2s opposed to that which merely concerns s£rength and
disrasition and wi:lch z=izht 5e ottsined from otb%r saurcés such &s
reconnaissanqe. Added to thi; have been the great nivenp&ges that
the infornmztion i1s cottain:ztle (?) generallyrwi:hout the rish of &
sincle shipn, tlzne or :anj(h) lir;ely b the emvloyrent of vonen

ani other nersonrel rot usa” iz 2or coztit Suty, snd (¢) frecuently

£8 soon &5 it is avzileble to eneny axdressees.

+hese facts exrleirn tie trezercous im-.rirnce which cormunication

L3NS T Tovsh Telia InterCentisrm rre wevrdcsed i-méssuritle



kith sc much at stake, hoth cryptography and cryptanalysis h#vé:
reached new heiehts in the 1l#3t gereration. with the advent_qf
redlo, cades'and ciphers geined widespread use. By the same taoken,
sufficlient materizl became zvai.uble to attack them. Thus, through

action an counter-action toth cryptoszraphy and cryptnnalysis have

made steady advunces, with first one and taer tae otaer in the lezd,

&s has been the case with other cefensive and offensive meusures.

- The zmbition of every nation has been to develop unbreakahble ciphers

for its owm use and to solve every cipher in use by its actuzl or
potential enemies. This unending struggle sorred to peaks of
intensity in Vorld ners I and II. In the latter, in pirilculsr, the

stakes were so freat that millions of dollisrs were spent and thousands

of ceovle engazed in what was literzily a vigantic battle of wits.

Cormunicstion Inteiiicence in worid Vier I




At first the British shrewdly attributed treir uncanny success in

locating enermy forces and predicting enemy movements to the efficiency

of their direction finders. It has since become ¥mown, however,
that cipher exverts of the faoous bfitish ﬁoé% 40 were to a large
extent responsible for such important militars and politiczl events as
the Battles of Jutland and Falklznd fslands, and the detection of
Zimmermanfs atternpt to obtzin the support of Mexico, wiich ﬁlayéd an
important role in stirring ur .ubiic opinion.in the U.S. against
Germary. The Earl of Halifax evzluaied the work 6f tanis group as

follows:
"To Room L0, the coun:rj‘owes &n immense cdebt of gratitude -
a debt-w.ich at the time, at lezst, could never be pzid.
Secrecy was of the verr essence of the-work, and never was

secrecy more successfully observed".

Similar successes were zci:leved b/ the Frerch on the Yestern Front.
They repeatedly broxe the Verrmir cinhers znd obtained 1nvalu5b1e w
irformetizn &s t- verman nlars sné interntions.

Gerrmnns and sausirians ko

vorld Var I and un:iouttedly succeeded in hrip

irc

vu

fzstern rront to on eirlier close reczuse of thals
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As for american conrunication intelligence operstions, they
were only =inor in charactef and, in fuct, the successes ach:ieved
in this céuﬂtry prior to World Lar'II %ere ngver'or sufficient
;mnortapce to impress more thtp & handful or_orficers with the

rreat rnténtial value of tris work.

as'ihteresting #s the reveld&jnns of “orld War I proved to be,
their real signiricance ley in the profound erfect trey had unon
develovments in the ficld of cryntosrarhy. Na:tioans began to grow
.security minied. In consecuence the cdifficultirs canfrontlng-ciprer
exnerts multinlied by leaps &nd btounas. Most rotitle of the ~isclos-
ures we?e those centzired in a boor eslled "The Flzcic Lhamhern by &n
tmericar nemed Yardlev, who hed teen connected witin communication
inteilirence activities in World war I anl fer weme time therezfter.
The misfortune of Yurcley's book wves thot), ir adiition ta freots
ehout the wer, it vevealed aur succesces with Ji'inise coles -zt the

tire of the Linitzticen wof pras Caudererce ir Washingtor.. Uron 1ts

-10- 10
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nutlicztion, the took created a sensztion in Janin tnj was widely
clrculated. The Javangse felt thut they had been *ricrked, &nd msny
persons who know the full siory of our relestions vith Javzn believe
that they took - definite turn for the worse s & result of this
Fook. Ltghome the immedizte effect wes to recuire exercise of the

rreatest cauticn ¢nd secrecy in carrvyirng on communicstion irntelli-

gence work. The result was thoat it was never nossitle to present

oroverly the needs of the communicztion intelligernce organization

rné toc obtzin for it the suooort necessery ior lts success. ‘ihe
story of what was zccomplished under these difficulties prior to

Pearl Harbor has teer sn widely ru“licized th:t it needs no rention

nere.

ithe imnertece or cormuniceotion intellifernce in worls
vus surested bLv the exturuer 'iniry ste s wiien ‘jenercl ¥
toa4 in avrteirdng Ur. Jever's silance durinc the 19:4 Preéi

gropdsn.: T2 hlz =ov fewens bester £35 Y, JEEV, ne

follorin~ revwcries
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rYou 2111 understend.....the utter trigic consequences if the

rresent prliticil debates recarding Pearl Harbor disclose to

the erery.....any suspicicn cf the vitzl sources of informatlon - —---

ve now fossess".

Differe"ce_in Problems

The fundanentzi ciffcrence ir. rrotlems presented bv our two major
6pponents re-uired thzt different techniQuos_be zpnlied. In the
Pacific we were un ..c.inst the extreme deviousness of the Japenese

mind. VYespite tremendous difficulties, it was nevertheles§ possible

to achieve some measure of cryrtanalytic success wiich provided us

with vital informztion.

anzlysls znd obtzin our Knowledre of the enery's :ove:éntsifg
. gt . e

>

S g
ty means of inference. Tiie essenti:l chiective was in each
. e g




tinls ot jective was acileved by very aifferent approz=ches in the two =

Cases.

The PQcific Yar

Some idem of the value of ouf comomunication intellirerce operations
in the Pacific in Forid war Il is express-d in the following excerpt
froénfhe_official narrative of the Cbmbat Irtelligence Center,nPacific
Ocezn Areas, which CinCPac sutmitted to the Chief of Naval Operations.
I cuvote:

"The faczaés thet vitzlily a2 fTected the Bzttle of Midway were

meny &nd complex tut it is undoubtedly true that without radio

irtellizence 1t would hzve teen impassible tn hzve uchieved
the concentratinn 27 farces :ni tne tzetical sur-rise that
nDace the victary :assitle”.
"In tne defensive staces ¢f the wel relio inteili-e-ce mas 1

L SHF Badt Thartast &
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few captured documents or prisoners of war. There were no.
photographs of enemy-helgfpositions. In the Central Pacific,
excluiing the Solomons and New Zritain, sples and coast watch-
ers' recorts never supplied any important intelligencen.
Coral Sea
6&3 v By way of explaining the application of éoﬁmunication 1nte111; 1
ge:nce to ou% operations in the Pacifiec, I.have takén ﬁne of the eariy
defensive actions of the war, the Battle of the Loral Sea, because'1£
111us£rates the rrincioles invoi%ed in major oﬁerations %ithout the
confusing complications which chéracterized‘later engazements.
I shall enéeavor t> outline briefiy the development of this

S certain of S 5 ;
E : battle as revealed through/the enemy's dispztches that were read '

by our Comrunication Intellisence Organization. For purposes of '57-.

first, the Tulagl strixe; secord, the “isime sirike; and third,
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CT=S Cl" MR« ATTIE OF TH- CCRAL SEA

) certain _
I will refer to /  nunters on the slides 1n recuence to

loc~te for you tie scene ofEnch develonzent in the battle.
PEASZ 1. - TULAGI SIRIAE (Slide 1)

Ce w7217 oF
LEFTMAge Ca 27 Marcih tie first cerizite indlcetion of the Cacpalgn
o/

wvas received in s desue tch int ercepted from Comir. Scuth Seamas Alr

@ : Force, which read: ®All atiack forces continue oueratlons ......

on 26th. 2né Attacz Force continue to supnort main tesk and

usin: filgiters aselst #5 Attack Farce in the "RZF" Caupalzn and

with scouts carry out patrol of your rsciwvned aree. Sth Attacx

Force contlnue gtincks on "RZF" ...... and carry out patrol in

your aseigned area," :

- ".I
e cesi~nrtor for soce place .

i
- 5

ct

8 ]
o
w

s COMMENT: "RZF" wrs Lrnowvm

in the Fort Yoreety sares. '

1

2) Cn S Aoril Treffic Intelllcence incluled indications

bas1i g N EN2 _ .
oy (2) lsvement of eir tenlsre Tre- Truz to Reveul,
//ﬁ{*\' dl..'f"/ ‘ s ‘.',.:

foat

\ Doy ' gk ey 2 = - . - = _-
(e; &z ~ir .voup 29vucnter pt Eotou]l pes



None . On 11 Aoril, a deacetch indicated thet the carriers

ZUIXAYU end SECKARU were vreparing for “current operations®.

Descetches tetween 1T and 17 Avril fron the carrler SECHO

indic sted tret tale ehlp wes bringzing plere reinforcecents to Truk

for the SHCEAXU snd ZTIXKAKY.

The SECEC then, 1n a pertly re

i

0

detle ueseage, st’ateq thet -
she. would arrive a2t Trux on 2£ Acrill.
By 17 Acril, "Gerefore "1t was eppgrgnt froc Com;unicatlong
Intellicence wirt Fhe next Japenese cper?tién wculd te in thé
lew Britein - Kendetes 9rea.-
{/pﬁik{, Cn ?E Asnid. The Pep;l Hervor intellirence unlt made the

lf;f CeRNEIL

following evelumilon:

81t ie apporent That an sverstlon will eczzence on ¢r saorily

4
-
LR

L oai
{ T

Forces now
it Tk

0y

in oy e scor
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cryptanalysis. v e
Tale ev~lu=tion wes tesed upon = / . end Treffilc Analyaia;

#8 neltier one hed definitely ldentified or loceted all of theagtﬁ
units,
ione 5; 2? April, en interceptad cessage contsined call
assipgnnents for certaln new forcés, emony walch wered
KO Cccup=tion force Aol Flee#_ . 447_”___"f4;
s RZF Cbcupst;on Force
RX3B Cccupation Farce, end
RY Cccupe tion Force,
This ﬁps the first mention of the ¥O Force. . —RXS was, Enown: £o
be Tulegli, so Fhis indicated er occurvetion of that islend. RZP
wag nown to be in the Port Maresby area, so tzls call essignment
‘5’ : iy indicated e vlanned occupéfion of thqﬁrpree. RY wee eatlm;ted

to include the Oceen Island - Neura Island - Sgooa area.

Cn the sece dey, Tokyo dlrected a chanze cf e call sicn |

Tleet coZe,

: 3
g E di s

" S !
Lone ¢&. Beiween 27-Z0 April, taere wers zore TI indicatlon
1 L

Y1
o
e
]
o
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wvere steadlly lncreasin;. COHSARDIV 5, ZUIYAKU end SECKAKU

were noted using Truk Rrdio es e concesaled oriyin on 27 April,

thus indicating thelr presence in thrt esres.

SovTH e

NMEW B@ira N

RZP Cccupestion Force:

23 April, s slenificant descotch wes intercented frono
"RZF Occupnrtlon Force Operation Order #l.
FUNMI MARU end (blank) MARU will derasrt Racaul X-7 Dey and
rendezvous off Deboyne Islence vith the Seinen Ssse Force
scheduled to arrive Deboyne on X-5 Dey®,

AC tils seme Ulne, the 4th Fleet essined trctlee

l_‘
(¢]
o]
) o
=
(0]

to the follo?ing unlvts of the ".C" Farce:
Tetoyne létrcnrent
Rodney Tetechnent
. Sanersl Det~chzent
Theee =re uvlinces 17 trhe Yew 74

uinge - Leulslale Arczipelsgo area.

v\" - - -
8 ccntelrnel pn EZF Ceoounr tlon - : o
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By tnle tice, RZIF wes tna/n To te Port lMorestby itself.

fione 3, Cua 1 ¥ay, the Fearl Horior Coziet Intelligence Center

se;nt out en evelurticn cf the ricture in the FPaeifice:

¥X0" Cempalin now umderwey; involves Southeest Hew Gulnea and

Loulsiede Arcilcelasso; suiicest Moresty for "MOW, Forces engaged

vdll.consist of CARDIV 5; CRUDIV 35 Iess'NACHI; CRUDIV 18 avrilable;

DESRLI. 6 nvnilable;.Gunbost Divislon &; llew Britaiﬁ'Air, viiich 1s

xnown as Sth Alr Corps and Yoxoheze Alr Grocup; first tvo land

tonbers snd ficrhaters, lsst one ccnslsts cf seanleres., - Total . -

strenetis shore-tered Pir esiicoeted rt £8 Tcilers, 18 VPs ard

e
uninosym nunter of firnters. Al teadern, trenesarts, nlus

Trézatly one SUSRCIN . eml RYUEANDU zlee in Torge.: CRUDIV § end
€Cinl 4ty Fleetl ia Reisul rerlon tznless. Lisnt Torces enrc

to operstiins eren. Tecz lie 2gsn e

y R0 ok TeLlleTe AUELHS

“es -1 e - —— -2 - -~ 4
Jrmgc fals Qeomens 2 Tete farsa.
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effected 2 rendezvous south of the Solozons.

fone 11. ©On 2 Yay, a ressaye received from Chief of Staff,

- Combined Fleet zerve obJectives of trhe *"MOP danpaign ag followal

"First, to restrict the enermy fleet's novezents and thls will be
accooollshed ty meens of ettacze on outlyings units end varilous

arens alons the north co=st of Auetrelis, The Imperial Navy o
vill Ope}ate to 1ts utzost until tals 1s sccomplished, Fur?her,
'wq wi;l'continue to operate against sll beses used by enémy
plrcraft".

The_qddreaaees of thls despatch showed tast CinC 4th Fleet

was in comzand., CRUDIV 5 end CARDIV 5 were temzorary additions
to his coﬁmand. cinC 11§h Alr Fleet vwas in cozzend of ell

shcre-tased zircraft outelce of Zonire =ni was ic—ediste superior ;i

of New Britnin Alr Porces.

Lowel RISH T
Corn £ R 1.0 Cn 2 Yoy, V.S, Tas: Force under Aémirzl Fletcher

recelved ine Cozzunic-tlon Intellirence rereriins the RZP

—d cia,

occuTeSian pler,



e : ()
ToE=treREm

river yefuelling tzez,

9y Cn 7 ey, meser-e recelved from "MO® Occuration Force

LEFT Teéwre &
to CRUDIV €: *®The RZP Occupet@ion Farce will leave Emerald at

.

1500 on the 7tz for (blenk).  Tie "4O" Cecuoatlion Farce will

renfezvous witih the (bhleanxz) Ceccunetion Force ot 1400 on the 6th
2t 09-30 S., 154-15 E,  Speed 15.° ' At 1800 May 7, (blenk) .

w11l nove souta of Eneralal,

21.

LﬁFT’ 070845 Yay - 2 Jep CA's, 2 CL's were sirhted in position— ~ :
CENTE I '

10-03 8., 182-27 2., course 140 cesreee.

7‘.3\. 070300 Lry - 2 Jap CAts were elgnted in voegition 10-40 8.,

CiryTi v

158-15 2., course 310 de:rees,

Aobv[ A 0703239 May — Jroonese nplemnecs pttecxed LECSHC and SI!%S.
RN T

The latter senk th~t ~fterncon.

Liw 071030 May ; & loun




14) COn C ¥my, U.8, Forces vialch hed realezvouced south of
- Leweil (ishT CeRNe 2 AL
the Solomone tre previous dav recelved from CCMSCWESFAC informstion =

regardin- tahls occurrtion of Tulasri,

040701 May, YCRKTCYl' lemunczed Tulegl striZzs.
RIGHT CENTER
Cn 5 lny, we received resss.ce drted 4 Msay:
- [EPT CENTE &
Froos 7Cint 4tr Flect

3 70 U3 - GCHCRUDIV § o it sduidlpe or i

*In order to wipe out eneny Drsee in tne Noresby
erea, thae "MNO" Striuin: Force will launcia attacks

(from) s soutiersterly cdirection on tases in Moresby

srea on X-3 Day =ni/or X-2 Day. Tils order in effect
until 1ts successiul cozmnletlsn. Comnmence

Drecerationse.

CCIT'ENT:  Sest estimnte here of X Sey ie 10 May.

Crét K (17 Q50E4E Moy - Rentezvous &f YREKTON »ud LEXINZTCY Tag

T e wta !

’
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% ‘ FE2S2 2. [ - wISIMA STRIKE (Slide
e e
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At 0711E0, Yorxtown plE..es attacrel eré eani SHCZIO off

ricica.

. LEFT (24) 071225 May, Japraece nlanes attacied Suvport Force
CENTL I :
wileh had broken off early in e morning to cover Jomard Passage.

lio daneie resulted.

—————————— .
\] PHASE Z,| |- MID-OCExN STRIKE (Slide 3)

E Ry ‘ 080520 lay, 2 Jep CV's, £ CA's, & DD's were sighted 1n
CraTeR
. position 11-51 8., 153-04 E, Course 190 decrees.

LDH/ @ A rails intercent indlcated tart At almost tae eaze
' CENTER

tizne the U.S. Tos: Forces were sishted by e Jacanese pleone.

Lo "1/ 30320 May, T 1 r

Yorktown ~nd Lexin-ton vlnnes lrunched etrixe.

@fdffﬂ.
/elﬁ:H" @UIOS? ¥axy, SECKAYTY neevily FAenacel; ZUTHAXTU wossibly
@ dp..':aged.

C :L@ Saorily twererfier, Jom-rnere nlznes piiscied Lexins~ton
vl

and Yoriuswn, Sg-e PeEuls of 1iiing e lexin ion nef o te sun

]
(4]

Ty Fhelns,

de too oo%izn erntad, Jawrps@se Totile on 7 éezhce 1enoris
Coan ety iy =leghwe,
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CCMCARDIV 5 reoorted:

"Uoon selyhting 2 carrlers (SARATOGA »nd YCREKTGWI) at
0220 on &ti, the Air Force of_the "MO" Striinc Forue attacked
end hit the SARATOGA with pere thnn 9 tornedoes and 10 bonobs.
Cver s 2-day verlod hlt the YORKTCH! with more than & torpedoes

and 8 bonbse. Fires were start:d end they were sunx. Americen

e Dlenes destroyed.

For 25 times over » perlod fron 0856 to 1020 thie Striking

Force wes attacked by e totel of 60 vlanes. 2 hits were mrde
: e
% on tne SHCKAKU. Fireswere sterted but are grecually Telng

. .

brousat under control, In orier for her to oroceed, have

ptiacced » destroyer end ste 1is now withérevin- to tze north.

Eer planes kave been talken over by the ZUIKAKU, W
o - |

CCUCARDIV 5 elso revesled the interestin: fact that Jepanese - :
¢lve bombers snd shisborrd tonhe s hnd toen off st 1229 tre

previous eftornson for 2 strike, Scze

at 1709 in tze vielnlty of 1Z S., 1:5 S., tut the Jmoanes




Relrul,

" The SHCKAKU, in 2

cesep;'e, 7ove her course =nd route

zcinte froo Trukx to Yokoeuxa, etestins Ihst she would trsvel at
about 16 xnots enl errive Yokosuxr cn 17 May. Efforts were

made to intercent her with sulcerines but unfortunatelx falled.

VA uid On 10 May, CinC 4th Fleet told 4th Fleet that "The
@ CENTE - : -

Southern Frontler Ccmmencder has pcetponed the "HO" Campelgn;
L

convoys will be returned to Recrul and you will remeln there

temporerily; teke 1ecess~ry pcction."

Cinc Corxbined Flcet »

nnroves the ~ctlon ~nd thus in effect

encded ths buattle.

ressees on 10 lry irdicnted tirt the various "QOM

forcees were belrs reassi,ned to 2ssist 1n the cccupatlon of RYC

and R¥YD, estlmatel to ce ila

uru snc¢ Cecean Islends, respectively.

The next day the NEO3EO wae sunk

by the EENEY and owr -

conpleted withdrawal. : i




o— = " |

A )
’ ~da Ty

Of the Zattle of the Coral Sea, CinCFac sald "Admiral Fletcher

ta

utilized witn conesufnate skill the information supplied him, anrd
es.... WOn a victory with declelve and far-reachling consequences
for the Allled cause.”
Lazacoto

Ry next slide (4) illustirates the part played by communication
intelllgence in one of the most dramatic epiﬁodes of the war - the

anbusk of Admiral Yemanoto. The detalls of thls event have been

~ widely publicized, but a few notes on the intelligence aspects of it

S

may be of intersst. The essentisl facts are shown on this slide.

A chronology of events asscclated with thie affair follows,

All times are cinus 9.

April 14, 1943

l. At 1008, the Pearl Harbor C.I. Unit sent out a diep .

=

to CINCPAC, CCMSCPAC, and COM?THFLT contalning a tragmégfﬁr' ;
gt i:,-;s &

translation of a Japanese message, dsted 1755/ 13 April:

from CINC SOUTHEASTZRN ARSZA FLIET to several addre

.

COMDR. EALLALE GARRISON:

)

Or 1€ April CINC COMEINE

-12-




ae follows: Ballale Island

Comment by FRUPAC: This 1s =rotatly a schedule

of inspection ky CinC COMBIN:=D FL:ZIET, The
nessage lacke additives, but work will be continued
on it.

April 15, 1943

2. At 150£10/I and 150657/I, the Pearl Herbcr and Washington- - —

C.I. Units sent out mare complete translstions of the same message.

Thase are sunmarized on the slide.

At 1149/I, CINCPAC notified Task Force Commanders in the

Paocific:

At 1000 (C800/I) on 18 April, YAMAMOTO himself, via

weather, the trip will be postponed until 19
. g

At 1543/I, FRUMEL dlsceminated the translation

Jarenese meesese, dated 1221/1 April 14,




» e B

May 21, 1943 _ BT S

At 1500/I May 21s8t, tre Japanese liavy Departaent orlglaat.ed
an Alﬂay, in plain text, regading in part as follovws:
*The Command 2r-in-Chlef of the COMBINED
FLEET, Admiral Isoroku Y&ﬁamoto, dled a

¥ heroic deatn in April of tals year in alr combat

with the enemy while'directin.g operations fron
. 'a forwsrd poeltion.® .

| oL m;'ght_say' in comment that this _':Ls an excellent example

- of highly effective teamwork between the Army and Navy in the

‘war. = In this case, the Navy obtained the intelligence and

set the trap; tne Ammy sprang it,

T

ity (i ;‘ > y
éﬁ"j‘ﬁ:‘%ﬁv

% gy Wi
s

.. > .;3;\.1‘ fire




' -.'. i
to an unldentific. alireceee, wherein reference was made to “"the:

1

speciel visit of Yazam-ic", anld "in view of the sltuation

regarding alr attacks or ":.e pcst", certaln precautlonary
arrangements were regquested, 1nciud1ng tne poving of the "post®
to a nfaa.' locatlion.
Ag;:.ll 18., 1543

At 0505 and 055§/I April 18th, a Jap f;lane waes noted
-by FHUPAF czriéinatlngr encoded weathe r. revorts. - FRUPAC compenfd
y = 3 e (in his 1819262 (190426/1)) tﬁat this was an "unusual til:.;e for

Nip plane weather miesion".

At alzﬁost exactly the predicted time, tie enecy planes were
sighted approaching Ballale, and 2t 1122/I, a paraphrased message
@ : of CCMAIRSCLS reported as follows:
miajor J. Willlaw Mitchel, USAAF, led P-3&'s into
Kanill area. _

flylng in close formation,

Cne other borber ot down wes belleved to be on

7

flicat, ®
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Leans other than cryptanalysis to deternime the location and

[

novement of enexy forces. Rader snd sonar hed demonstrated

ey e

trezendous potentialities £s aids 1n the U-Loat hunt, but thlq'ée:h

. .

I _:.r .
alds had to be brought within thelr effective range before they |

could be useful, It wae here tnat comzunication mtell‘lgence
supplled the neceseary linx, B7 meens of direction rindera thé

Froblem of sesrch was vastly sioplified, andl alrcraft and surface
. = G | .

vessels were enabled to confine their operations to prori:table

areas, Conversely it w=g poseihle to divert the convojé Iroxﬁ

r

those aress where tae protability of ~tisck was hich, Eiroans

agalnst the Gerasn subzerines vos thus in the end oricerily tae

result of tie al.j:lv efficient ccoréination of conmunication

5

@ intellence, redsr, scnnr, elreraft »a° surfece escerte.” From. -

%

Wie tine Wile cooriinetisn 2'pn to Le effective, the enenyls .-

-1
rubcrrine losses Le s To migu-s 8=r=ly #nd our losses in the - i

Atlentic shovre. = parked and ete~3r decline,

i - ) Sl AT A
CEVRr THF Jlvection TARTAr lesvirce Sy ke useful they-hnd 9.5
- L- 5

. .
“0 be csl’ected ~t ogmernilanmal cesters in Wasalngton, leals F ‘o)

T

545 Temulves - 8%

-
.
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® ® 3
Shbftt

of rp Fl-es corzzunlcellion syrten covering itthe entire Atlentic, by

Ceans of wiilch controllin: statlone covering the redio spectrun

could alert tane D/F station} to the desired transnisslon. Added

Y0 Tils protles wee the fect that the eutoerinss were elive to the
effectiverL-98 of cur directlon finders and resorted to all sorts

of oeagures tc defeat thex, incluilns extrenely shart trenszissions

@ _ 6

valch Eed to De 1lestifisd & intercepted in a matter of séconds,.

- Despite trese &ifriculiles, 1T wrs zossitle in trhe latler ronths

of the war 0 O:tnln end zlat tesrincs focxz srecticelly ell of the

- L4 .. - - & W -~ - ek = [, —— g = on r -
Aot ann Soiseg Relamtle sate de e mallen of A sy 20 minutes.

- el -t i - o =1 = - 2 =
Attes Sekiile a0 S8 piskizooeN iireccion fivtere had Yeen
L S S B omn® gu - o | - - - - =
ST iva o parriclency SRiroLn gl de LIl revelasssnt to mernit

-~ w il m,a*™ a3 st - - . — Rt -0 S 58 Sl "
wisf-Coprndined YiNa B4 Bume Glrepcicr Tirdfes svsten and £

A
i s -~ - .. - o~ - . *yemna z
LB e 2Lifoharcnetl B Toe e ORI i x
Baps s - - SR ol Pliey =" .« - 2
e SAYS Tipee giilew "2., (5. 25 | are not

45152 Aletg / 5B pae g feswe

T I . forty-eizht nours anrert.
2T thiee Jti.7 £l ke ¥ 5
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can eee, the dots show clearly the active submarine cperating areas.

These situation plots are of particular interest because they show the

develop=ents of two wolf-pack attacks, These are cloarly indicated
by the concentrations of dots in the latter two plots.
A typical cperation resulting from Ef/DF data was the sinking of

@ ths Gerzan U-boat U-66 neer the Cape Verds Islands in May, 1944.
:

From her survivors, the Havy lsarned detalls of the U-£6's last patrol.

The U-86 in Jenuvary, 1344, was operating off the west coast of Africa.

Her ceptain wanted to refuel off tre Cape Verds Islands and decided to

nctify the home base of hie location.

His tranacisalcn was very brief, It wae sent in less than 15

seconds. But 28 Aniea D/F stations cf the Atmue nst obtnmo.

bearirzs ca 1it.

neex= 18 degrees

paseed to CCIEHC

to the scemo,

all avallabls

by




e "o ~'-—~c~'(;ﬁ|“'h’ﬂt’-ﬁf.'~-"ﬂ--ﬂ'- S n

shik,

with the plane epotting, the BUCKIEY attacked the submarine, r

-

and riding over her. The battered U-bcat got clear, The BUCIIS! %
pursued aﬁd shot away the conning tower. The sudbmarine, now.oat
of control, collided with the Bl;mr.am eank ten minutes later,
F ms
As important a weapon as the direction finder proved to bn..

@ its practical application presented a number of formidable technical
problems, The determination of location was perhsps more an arf
than a science. Thes vagaries of wave propagation and the presence
of instrumental and personal errors made it impossible to rely on
a single or even a few bearings, ; Far example, here 15. an actual.
and typical plot of bearings in t_t;e Atlantic (9). Rote the area

@ covered by the intersections as compared to nearby lanl masses, such
B ' :

as Cuba, To reduce such data to the limits of practical usefulness

required, first, some means of minimizing the probably uncontrollable

errors and, second, some rapid means of evsluating the bearirgs to

determine a fix.

The rirst requiremsnt could be mct to a large extent by




ineversin: the nunter of berrin g, In otzer words the rore
tenrrin-e, tre smrller thae pmeen error, A very lerze end extensive
¢lrection findor net wre, thaeréfore, bhullt, At 1ts pe=x the Atlantic

net contrined 51 stetions, of vhich 17 were Anericen, 23 British,
ard 11 3rnrdlan. ¥y next elice I(lO) saove taeir locetions.

The evalustion uroblen wre ret sg snowvn in the next two sliles.
By use of lirht screens, whose censlty varlee as the sduare of tae
dlcisnce froxn tie center line, the directlon finder tearing errorg

could be qulckly evalusted statlstlicelly and a satislfectory "most

> provavle® position established, - ‘8
the first slide (11) shows one of the screens. Tae center
lins 1s plnaced elonz the bearing end over a ligkt source, As
@ ecreens for other Learin-s sre superimpoced, 2 light s-ot for.{ls

eroun” the intersection of tre benrirncs just telow the center of
* v

tie ch-rt. £s the scresns Inercrse 1n nupmber tais licht spot
Lecort g sinllor. Tels yagulg 4

L is s8lz'n on tke next slide ‘f12} {

'é&.

I oatitication
st Al aCh b O

dre o Jlvcetion Minters 3. ye

(2]
"y
“
Ee
¢
-
o

a8 ve }
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Shiatay,

se=n, to cdeteruline loc-tlon. “rere sti1ll rezeined, hovever, the
auecsilon of strencth. For example, sunpose fixes were obtalned

on » Aszen transmiceslons on e iiven day, all of vhich rlotted in a

szall srea. Were those all froum the sare subrmarine, or were they
fror. a wolf-neck pvrederin- th ettsck? This was 2 vitally
1mvcrtant‘question [ve) ;nswer.
To this problen we apnlled tecinicues znown as “redlo ringgr
printin:® ané *TIA", Tke forrer 1c e uc thod of identifyin: a
s

siven transnoltter, end the latier a method of 1dentifyin, o :iven

reclo cnerator.

e (18} 1llustrestes tre nrincinle invelved in R.F.E.

v]
H
[
©0
o0
P
-

' By merns of on oscllloccose ~romerly connecteld to =n 1nterce§t

tile %3 et n.visitle victure cf o trensnlster

nle =loture can e nrotsrrasied for ccmerison with
ataeor gl lannletiren. Jue Tc voristlions in tae desizﬁ,

QS SRS TR, OF onevocian of wronsnliters, thelr ezission
. “ 4

charactar Istles CAf%0> sonsletertie 1= aa taln detalls

E A5 B &
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differences are readily seen in the examples from three different
transmitters now on the screen.

TINA

The principle of TINA is shown by the.mext slide (14). By
means c;f a plotting system the sending peculiarities of a particular
operator can $r]l;:‘3;°be reduced to graphic form. On this slide the
top three lines represent letters sent by the same operator on
three different occasions. Note the similarities. The
lower thrée lines were sent on different occasions by another
operator. 2As you see, they are very similar to one another, but
quite different from those in the first group. The difference is very apparent,
for example,in the letter "K" as made by the two operators.

Through a system of cataloguing the peculiarities shown by

certain
RFP and TTNA it is possible to determine whether/a transmissions
are from the same 6r different sources. Hence, in a2 group we can
tell how many different transmitters are involved. By plotting

successive bearings on transmissions from the same source we can

RETYPED FOR CLARITY

(28)

L2
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SEGREF

track the Transzittin: unit., . Eere is gn ectuasl track of a

ﬁ~bont rade in this oenrer (15). Kow, 1f through aaspolatlon of‘
otherwige we can deterczine the“sctuel identity of a given .
transnlitier, i1t can be 1cerntirfled frein should it reappear.
Finellv, by projecting tracle, sn?® comnarins detected activities
L9 fnows hables or iz develonment of nrevious nctions, it 1is
often mos=ikl: to deduce futurs onernationa.

Trus ny D/F we cnrn deterzine locatlon; oy RFP.nnﬁ TINA,

stren:-th; nnd by plot%ing’t:e iwe ps tiiey change, we rcay arrlve

=2t iatention. wany compllertlions, of course, were involved in

tne rctupl aprlicetion of these _nrocecures, but they were

esse;tirlly ihe zienns of solvinﬂ’c:r intelll:-erce nroblem in the
Hﬂéb Atlantic, -Wnile infor.ation otieined ty inese merns 1s

rrtup-ilr less rvellatcle Then i+t freo cryntenslyais, the

fecreroin. exninlas 1lluctrnrte <T.e rreat value of such petzads

fO?ﬁ¢fﬁLdﬁﬁ? voisl Intelll anse, I -ive then to you here,-
.
BeBEaver, 7 faaov Vi sgoe 20 b, o orerstdde comiander is

aEe pal}ﬁst whkencwor
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¥e have seen so=ething of the natures and valus of
‘corunicatlion intelllgence. Let us now look into thes questlon of

wvhat 1s required to producs it. Before examining the organlzatlon

T

— and operation of Naval Communication Intelligence activlties,
however, 1t is desirable that we have a proper concept of the

general field of Naval Intelligence and of the place in that fleld

| -
which 1s ocoupled by intelligence darived from communications., - Fa
‘ i
8 0 te ce
Naval Intelllirence 1s defined as the product of evaluation, ;
_ analysis and synthesis of information which 1s needed for —
e determination of Naval Policy and for planning and executlon of F
: . i
Haval Operations, It 18 of two types - r
(1) Btratezic intellicence, or that intelligence needed by :
Naval Commanders charged with determination of Naval P

Policy and planning, and

il )

(2) Overational intelligenge, or that intelligence nesded :

-

by Naval Conzanders in planning and executing operations,

b i
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W ir21:uilne batsla.

Sources of Intellligence

The inforzation frea whilch navsal intelligence 1s produced

c-zes froc many eourcz2s: fmn elreraft, surface vessels,

cibzarines, ground forces, varilous governrent agencles, etc.

Py far the greatsr part of intelligence 15 pcacetime 1s what may

b2 termed “onen 1ﬁtelligen:e‘ Secause 1t 1z derived frono
inforrcation normnllj obtalnable frém open sources, such nos

exchange arrangesents, frade reports, publlic documents, perlodiecals,
etc. The lnfofmation upon which 1£ 1n baced 1s usually collected
in the normal course qr l2gitinate busineés'by recogniz2d agoncles

cuch as th2 State Cepartzeant, Cozmerce Departaent, Imalgratlion

: Sérvic, Bureau of Mines and hAnmerican comzerclal agents abroad.

The other portion of intelligencs, of *hick that fron com-unications

1c an inportant part, 3s usually te=m d "“secret intelligence®
becauce it commrises inforration collected or produced by sec:al

or covert grevntloane,

Two Fhagsra of JIntelli:ence

Sin<e intell”rw.e: *  afined, in the nnyel senss, ng

ey
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cerlnated, pﬂHlv:ed, end Erathenived irfernaticn, 1% fcllzus that
tne producticen of intellzgeqce ry bs divided into tvo naln phneef;
first, information; and gecond, intelligencs. Thus, the
infor-ation phase includes tre collect.ion, pt;ocenn].ng,. and

interpretaticn or elucidaticn cf the aourcﬁ material, snd the

distributlon of the resultirg Ainformation t the intellligence

centers. The intellirenc e phase includes the eynthesls, analyeis,
end evaluation of this informatlon, and the digsemination of the

resulting Antelligence to those who require 1t. -

Pmoductio

In most casee, tne collection or production of inforpation 1is
-1nc1dental to the performance of soxme other function, or it 1s a
speciallied. process requiring di.rferent trralning, experiencs,
procedrures)ror Tacllitles for eagh type of source. The prod‘;:tion

of intellipence, on the other band, involves the synthesizing of all

related fects, and herce requires cloee integration of operations for
completeness., Thus the information function may in eflect loglicnlly

lend to separation of infarratlion producing activities because of

-3
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inzldental or specinllzed operntions, whereas the intellipgence

function requires consolidation of intellirence producing activities —

i ix
.

for composite reesults. ; :

Fﬂ
Thls concept explalns why communication intelligence activitiees
are organizationally a part of the Naval Communication Service i
; | | o éh
rather than the Naval Intelligence Service. Actually they are E”
: 7 o
inferzation producing rather than lntélligence producing activitles,
Fence they are oneratsd under that agency which can best support
toeir speclalized functlions. In thle case, because essentially -
; ; , iﬁ
communicatlions equipzent, facllitles, personnel, and techniques are

exvleyed, the work can be most efficiently and economically

|

perfcrzed in close asscclation with cormmunications activitles.

e
Wl

Ko The eltuatlon 1s ldentical with that in the case of reconzaissance L-_

riverall. Inare nlen we have unitsc wvhose function 1s to obtaln

AR
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s }
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(D

elligence purposes. For practical reasons,

hovever, reconnalssance alreraft are actually operated by aviation :
rather tan intellirence agencles.

It wae upcn thie concept of intelligence that the U,S, Naval

-~

Tunltallon Intelligence Crganlization was bullt and crerated

“-ﬂ_,‘-.;._.,.. R E et
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~

m‘._‘.“\ s 1

Wy s Lo WA It 15 telleved that ite grent onerational
ryscene was due very lergely to the soundngsn ef 1ts operating
~1en rnd 1ts organizationnal staﬁZS, desplte tho fact that this
~tnvun was somewhat unique in the Havy and posﬂibly in some
respecte cont;avened:the accepted milifary principles of theatre

.conrmand.

L IS3ICH

The mission assignad to the Kéval_COmmunicatlon Intelligencs
Organization 1n the wéf was as followai
a. To obtaln from enemy and_nautral c?mﬁunlcatione all
pbasible information regardirs eneny pol;cies, plens,
“strength, dlepos;tion, movements, probnble intentlons
and any other 1nrqrmation of valué to the Unlted.States
and our Allles,
b. To dlsseninate this informatlon tir ourh establiched
channels tb.Operational and intellirence authorlities

to whom the 1nformation.may be uﬂefﬁl, such dlsscminatlion

to be npade as directed from time to time by the Cozmmander

in Chlef of the United States Fleet.
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1
Wnrtine Requirenentn
st
In makln; an estimate of the situation at the beginning of g
P
= ,

the wnr, 1t wasg culckly reallized that certaln very formidable
probleme had to be solved. The first part of the mlssion alone

entallel the readins of all possible enemy communications. This, i

¥

in effect, requlred a duplicatlion of the eneﬁy conmunications

orsm zation, .ine mngnlitude of this rquifepent may bte appreclated

when 1% 1- rcallzed that in our Navy alone abous 250,000 persons

—
were enraped in the various phsses of conzunlcatlions, Added to g
-
thls war tae prebles of hrcvidlng ourselves by analytical methods
with tie me-ns tn resd the cc;vunlcgtions,-a serlous cocplicatlion
- = : i’-:"
vhich tae eneny d13 not face.. - A further complication resulted R
. B “‘"‘
i il | L
s . & —
from tne fect thot the enemy controlled his radio transmissions ‘
]
for ontizus rvesult- »ith his ovn forces, while our Aintercept .

8latleas were rlrost invariably lecated in dlsndvantageous
positinns, F;rthermore, unlike enemy cperatorr, our operators
coul? not ask for repcats in the event recelving comditions were

bnd,

tnle sort of difficulty, of course, wne not unique to

-8B
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conrmuni~~tlon Aintelligence. All forces shared the neceeslity

of dnlrs the tent they could with what they had. But there

.h_-.
was another aspebt of the prcble;'whlch was unique to communication ?:
ot
1ntelligenég- The factore involved were, first, that eneny
action by elther comtat or subversive forces was golng on all
over the world in neutral as well as enamy countries and, second, .
_ : ‘ t
~ S L
that redlo waves know no boundarles except those imposed by thelir
rwn prepagation characterlstics. The probleﬁ thus corpletely
transcended all theatre and area boundasries, and it was evident :_
that a world-wide organization would have to be set up 8o that -
eny mecsage, wherever intercepted, could be incediately forwarded
to a processing center for decryption and then quick delivery in g -
o readable form to the operatirg commander who required 1t. -
—
Solution ;'
In the face of there difficult problems it was obvious that -
i r
the elender recourcee available to ue would have to be strstched N
to the utmost. Action was initiated immedlately, therefore, % E

integrate into a single crganization all of the llaval Comzunlcatlons ;

Intelligénce facililities wierever located. These facllities were

o




o 0
C , l

y

rleced under a central controlling egency in Washlngton which
in effect acted as the command center for operatlons. All of the
cperating elemernite were then welded into & unified whole by means

of a creclal communication systenm separate from the regular Naval

Comrunication Service.  As for duplicating the enemy's

concunications organization, this was accomplished in effect through

cechanization and mass production methods. Moreover, cersful
coordination of Army, Nhavy and Allied communication intelligence

cperaticnas pernitted a very effectlive divislon of labor, with a

rinirur of duplicated effort, whereby the Navy assumed responsibllity

for enezy naval, weather,'and clandestine communlications,

The next slide (;6) shoss the Naval operating organlzation in
effect dufing the riratlpgrt of:thé #ar. It aléo shows the
functional relationshipaf the essential elements in the production
of cccrunication intelligence,

Dissercination

An irportant factor in the Kavy's success was ils eystem of
distributing and diesecinating Operatloﬁal infcrmation from eneny

com=unications, Yo attempt was made at prilor evaluation of such

.
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2 e b :
information in dachington, except for local operating authoritiee

or as epeclfically requested by operating commanders in the various

e
theatres, The authority for distrituting information direct to f?
najor comnands was delegated to the maln processing centers. A
flash radlo circult was establlished on which were the U.S. and
Allled communication intelligence centers and the comtat ’r:
| | —
f"'\ intelligernce center of the senlor naval commander in each theatre,
Inforzation produced 1in each cormmunication lntelligeﬁce processing
.center was immedintely placed on this flash circuit and passed 'r
arcund to all of the mrin combtat intelligence centers. Each of P
the latter took from the circult all informatlon required for its
use, then evaluated and disseninated it as intelligence to the ___
| :
5;_ operating forces wnich it served. L—
This eystem presurposed that the one beet able to determine 4
tae dperatlon&l information required end to evaluate that :
inforzs.tion and dleseminate it to the cperating forces was the T
' : F
thsalre comzander oi tnose forces. Ee waes not only in the .
:
poslticrn of :-:in the moet corplete and current informatlion :
.

rearding: hie own forcen tul waas able to recelve onecy informaticn

)
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affecting nle orerations more directly and quickly from the warious

other sources in his theatre,

This slide (17), which 18 my last, shows in schematlc form }-)-’-'
the world communication intelligence system as 1t finally evolved
in the closing months of the war. As an operating mechanism 1t
functioned very smoothly and, from the reports of the commanders ;,
8 - - .
R afloat, 1t apparently met thelir major requirements.
Exploltation
As prospective operating commanders your primary concern with ;“
.i.":-
cormunication intelligence is naturally its exploitation. sl P
troublesome problem arose in this connection during the war. It
is worth mentioning here because you may be confronted with this b
e problem at some later date. P
All xnowledge and experlence of war point to the necessity of
erxploiting every poesible advantage. The temptation was, .
therefore, naturally very great in the heat of battls to use
corrunication intelligence whenever it was avallable, This led 2
r
to carelessnese which quickly threatensd to Jeopardize the source, ‘.
i
In tipe of war the full value of communication intelligence i
—
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cannet be reallzed unless operationnl use 18 nmade of 1t, However,
vaen action 1s contemplated, as a result of this intelligencs, the

pocritility of compromising the “source must always be borne in

~mind and thie danger welghed ageinst the military advantage to be

gainod., A minor advantage 18 never alone sufficlent ground rér
riskin;; the icss of a comzunlcation intelligence source.

Tne polnt of thils principle 1s that most codes and clphers
are necesearily uéed over wide areas. - A ch'}ge by the enemy as
a recult of suspected cozprom;se ney therefﬁre have far reaching
consequences. A commander in seexinz a minor advantege in <2
locality may deprlvé enother commanéer eleeﬁhere of a ruch greater
advartare or deny the use of communicnticn intelllgence in a

subeequent major operation.

This indicates, of course, the great importance of coordinating
operatlone, where practicable, with the intellligence situation.
An example, with an odd twist, of the concetiences of one actual
fallure to do tﬁis will 1lluc ate thie rolrs- Flans were made,

coordinated, and approved for a certal: cawiblign in the Southwcat

Paclific, Subrequently the Alr Forse ‘~mmnider declded that use
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1 cortaln alditlonal alrfleld would be helpful, and nccordingly
rn ntfngk wns nade on it by ground forces. Unfortunately the
obJective was overrun and an ioportant naval command ashore 1in
the area vee closely apnroached. Twelve hours later our. forces
rerlizel tie nlsfnke and withdrew, leavirg the headquarters 1intact,
tut, :nnnwhllé, the Japanese in the excitement of the monent had
BrTenesuely rCfgrted.all their codes and ciphere compromised.

Twlft enld sweeplns changéa were ﬁnﬁe by the Jdpanese. Aé a
rasult, one of t@e moct irportant operatiﬁns of the Cintral Pacific,

tciicduled to commence three weexs later, had to proceel without

ey
[p]
bo
b
-y

-
L =

of the unugually complete intelligence viilch had been

Ag p corollary to this basic principle of expleltation,
cover medourcs ehould always bte tekern in the use of communication

the decision 1s made to taxe actlon based on

intclligence. S
it, studled effort must bc made to ensure that such actlicn cennot
be attiributed to Communication Intelligence alone. YWhen possible,

such nction nust alvaye be preceded by sultatle reconnalssance or

decertive meaaures,

T
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Erieflng

Specla} cere must also be used in brlefing aviators or other
personiel engaged in mlzasicns or dutles which might readlly subject
theo to capture by the enemy., Extreme precsure can be brought
to bear upon such personnel if they fall into énemy hands and 1t
is both dangerous and unfalr to burden them with secrets which they
do not ateolutely require,

Perheope one actual incldent will show the hazards involved,

" Comnunlcation intellizence was supplied to a Tesk Force Commender,

indicating the prospectlve ﬁove:ent of a certaln Japanese force.
The actual nare of this force was incluied, Unfortunately,
thic latter information was passed on to pllots whorwere sent

out on searches for th1§ rorﬁe. Scome of.these pllots fell
ints eneny hands and, under sgvers precsure, revealed tne detalls

e

f thelr briefing. The Japanese were certain that the epsclal

O

name for thelr force could only have been obtalned from thelr
cornurications so they took evasive measuree anc thus denled ue
the pdventare that we had held.

In thls caee, it wns deciratle that tne Tesx Force Conmander

=18
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oil Iy ynfor

matlion T2F

put Wif more cereful priefirns of

in & {nr paetlor con

slugle

of the pilots could hove

gearci & speclfled

the ol 52 ctives

A 1ittle lngenult

toward savirng the gOOS®

aTres,

n te U B

Arding the axpccteﬁ annny forct,

ubordlnntne

Eplsaic.

micht nave reaulta&

The eﬁsential neecds

teen aﬂequntcly mt by ordering then 'O

with atb most & very

pecones escentinl for nperationnl

co:nunicntion yntellls

extira Jeopardy to
that 1t canno® be

alomne .

that laye the golden

reasons to

general 1ndicatlon of

ng guch problems will g° far

egle Whenever 10
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ence undeT clrcumstances ynvolving any
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1 ovder to ive preeciance o Ll TR g hteals
=% et tweaviansi, 1T iz essentlal that thooe controllin; the

waay VRETANR §1 e 1

; ;
the gcurrent alt milen. voreover, thls xrowladge 1o esaantlal

<n %1e proper interpretation of cerialn intercepted materlal.

For exazple, when a sudden rlse 1in enemy traffic-is noted, it may

ry

2 a reaction to some strlke by our own forces @ it may be the

prelule to a strike by the eneny.’ Knowledge of our own moverents

pernite correct interpretation accordingly.

At the beginning of the wvar, ow communicntion intelligence

had great ¢difficulty 1in obtaining informatlon concerning

-
ceneell

operations of our o+@n forces. Operating comnmenders naturally

:"g:,\
hed the ssme concern atout @lsclosins thelr secretl plans as we
had a%nut our secral succesfes. Some of thelr reluctance also
arcee froa a misunderstanding of our proovlens.

cne ectual exatple will 11lustrate the point. Durinz the
Guainlconal Campalgn, Jepanese obeorvers were reporting, in a
tactical coie, covements of our ghips in and out of local harbers.
In eolving tae code, it was readily deterzined tat certaln coie
-15-
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Lraunn representel shlps of certain types, but we wWere not sure

wilch taey were. If we could only know the actual movements of b

-~ jo

our forces, this question could be qulckly gottled. When, ,i_
however, a requect was made for the imformation, it was denled on

the grounds that it might influence our guessing. We recelved

A1 Y

the information only after pointing out that positive identification
-0f thess code groups for ship types, in these relatively unimportant
messapges about cur own movements, would enable us to be certain

about thez in far more important messages about Japancse forces

TR

1

which might be interceptad later.

Aﬂoihur situntlén arose during the war which pointed to the
neceqslty fqr close integration of combat and intellligence
operatlons. As we captured enemy-held positions and sank enemy

O ,‘ﬁ._f}n." : lu ~—.

saips, the nu=ber of comuunicating statlons decreased correspondirgly.

v oeM T

Since ow ability to obtaln comnunication intelligence was directly

Pmw e ore g w
R e R

dependent upon the volume o eneny transmissions that could be

T

intercepted, we were confronted with the pafndox of having our

intellicence efforts tareatemd wlith defeat by our own conbat

succencseg,
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in tae face of thle ALCf1lclty, the avintors bagan to develop
fogroetl cathusiaam for rnoclking out rallo stations, thereby
asiravating the esltuation, “e were quiciz, therefore, in our

arpzals o reatrain them mid fortunately succeeded in having thelr

ARtlention directed to other.targetg bpfore too much damage was done.
Inder thé circumscances, the proper obJective saould, o?

cgurrc, hnve been the.destructian of enemﬁ ;nnd—line ond cable

1=c11itles. This wuld have had three tensficlal effects.

First, more enemy trafflc would have been driven to the elr where

1t coull be intercepted;] =secnnd, this traffic would then have to

te encoded taus creatlmp pdditionnl Qifficultiee. and, third, the
- Y

edditional load on the radlo channels would have taxed tneir

capn&i:y, thereby eerioucly delaying, if not actually preventing,

7

tne delivery of nany pescagec.

yeu 111 &o§b:109n wW:nder wiiat successes the eneny hadrngalnst
U.2, CO:EUHICJF?’: This question has been thoroughly
inveatipated glnc s The A4, The story 1s an 1ﬁtareating one
but far too len~ to recount here, German resultlec zay be
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TcoEEETmEEly -
suztmrized by saying that thelr majJar acunlevements were against
low-;1ade clphers,.althougm for a time in the early part of the
war they successfully exploites Allied comvoy communications.,
Careful investigation artgr V-E Day falled to reveal any evidence
that U.S. high-grade ciphers had ever been fead by the Germans,

Ac ror-the Jepanese, they operated an‘ effective D/F net and
attainsd cohsllerable succees in traffic analysls, particularly
in regard to air oﬁerattona ard shipping. fheir results'rram
cryptanalysis, thougb, were regligible except in regard to weather
wnich appa&ently they read regularly. Most of thelr success
in traffic analysis could have been ;eadlly nullified by the
exerciee of ordlnéry secgrlty precautions, and owr failurs to do
B0 on occaslion cost us advanﬁnges tﬁat might otherwise have been
exploited, One notable exanmple of tais occurred in January 1945,

Intelligence indicated that ume‘Japaneae were planning to
Zove a force which included CARDIV 2 narthward from Singapore,

Cne of our Tasi Forces accardingly took position to intercent

thie movezent, Unfortunately, however, use of radio (necesearily

Oor not) ty our forces enabled the Jros to locate thez by D/F.
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later CARDIV 2 made a rexzarksbls escars to Jap

up w™e China coast,
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impropsr use cay tring dleaster, as 1t 41d to our enemles, or at

leact prevent the achlevexent of surprise, as 1t sore tines did

[
- T, =
for us. Perhaps this knowledge way be helpful to you at somxe :f__
later date.
Atove all, however, I hope you have falned somre appreciation
of the importence of cecumunicatlon intellizence to the futlure ;u
: ]
defence of our natlon. With the advent of long range alr fleets
" and gulded nissiles which cen strike overvwhelmingly and without
warning, it has become cbvicus that peacetime intelligence is no E-
longer merely a strateglc protection, but a tactical one as well e
in the meet literal sense. The thunder-clep of the first atomic
- borb crystallized this thought as nothing else could have done. =
Foir ' : b
- i] e
It is now apparent, with a gpeclal clarity and urgency, that &
corcletely effective intelligence 1s imperative for the safety :
of our country, ahd effective intelligence, 1f the exzmple of ;
¥orld War II ca: be accepted as a criterion, means in a large
reagure cocruniceation intelligence. ¥We muat accept as an 8.
' .= 4
axlon that the wenker our militery and naval estantlishments, the %
stronger cust te our intelligpence safcpuaris, E
-20- -
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We are not alone in appreciating the future slgnificance of
commurication intelligence, Other nations are taxing increased
mecasures for securlty and, in cahuequenca, our dAifficulties promise

to increase tremendously. - Tn closing, may I, therefore, emphasize

egaln the importarce of avolding unnecessary dlscussion of what has

been revealed to you today. The Navy Department has refused to
confirm or deny any prees dlsclosures, and ‘At 1s most advisable

that thls pollcy be supported by all who know the truth.
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