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| ANALYSIS OF A MECHANICO-ELECTRICAL CRYPTOGRAPH
PART 1l

Section 1

INTRODUCTORY REMARKS

Iaragrsih
INBRULE OF N VeRbIEALION. _ o .. o e e oo i o oo oo o o oo o i o T 5 e e e el i S 1

1. Rature of Investigation.—In April 1032, thero was submittod to the Chief Signal Officer
a madified form of the [Hobern Cipher Machine wilth & view to testing it for ila eryptographie
socurity.! It was doesired that tho tesl be of the utinest eeverity, exceeding in severity what
could be oxpected from an attack under the most favorable conditions.

With this in view, thero was furnished, with the mnachine, 55 messagea with plain texl and
110 moasages without the equivalent plain text; also the gonernl aystem employed in setting
uly messnge indicntors. (Sce Appondix 1.)

1 This test was made at request of the Code and Signai Section, Office of Naval Communicatinna,

Navy Department. Tho teat wan conducted by Mr. F. B. Rowlctt, Dr. 8. Kullback, and Dr. A. Sinkov, under
tho supcrvision of Mr. W. F. Friedinau, Chie{ of Bignal Intclligence Sectlon,
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Secrion 11

DESCRIPTION OF MACIINE AND ITS OPERATION

Pasegraph Pangraph

glam:rnl deseripbion. _________._____......_.__ 2 | Detalled study of a particular dog settinR.. ..... 6

X otll‘nnto! !3:' whe s ... 3| Study of eryptographle action. _o.oo.oo.o ... 7
atchet eradlo. ... _____.__.. 4 | Action of posible d ings.._.

Punctions of LAW and RAW..__.________. ... 6 B ®

2. Oeneral description.—The 1932 modol of the Ilehern Cipher Machine consista of a
koyboard, & sot of five cipher wheels, a sol of live pawls for controlling the angular displacementa
of the ciphor wheels, an arrangemcnt for governing tho action of tho pawls, a mechanical drive
for angularly displacing the ciphor wheels, and an automatic printor. Thia model requires
a current supply of 110 volta diroct current.

3. Motion of the wheels.—From a cryptographic standpoint, the cssontial difforenco betweon
this and the provious modo! rests almost outirely on the differonco in the type of cipher-whool
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Filaure 1

displacement utilized by tho two machines. (Seco W. F. Friedman, Analysia of a Aechanico-
Electrical Cryptograph, Part 1, Techuical Publication S. I S., 1934.) Iu the carlior model, the dis-
placements of tho cipher wheels nro definitely fixed and inveriable, being similar to the movementa
of llfc wheels in a recording meter.  Only tbo fifth (or cxtremo right-hand) wheel steps forward
c‘onllnuously once per depression on the keybonrd; tho fisst wheel steps forward onco per 26
epressions; and the middle whael steps forward onco por 650 depressions.  Wheels 2 and 4 nro
displaceable only by band,and not automatically. In the 1932 model the arrangement is no longer
meterlike—auy two of the fivo cipher whncls {(depending upon the action solocted) may movo
continuously, a third wheel moves ono step per 26 depressions on tho koyboard, and the two
remnining wheels movo ono step after 850 depressions on the keybonrd.
4. Ratchet cradle.—Tho accompanying diagram, figure 1, shows the mochanical moans
which causes the wheels to move forward.
2)
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Thia moans consisata of a rachotcradle upon which are mounted two dng burs earrying thiree dogs,
five cipher-wheel pawla, three alusninum-wheel pawls, and nn arrangement (not shewn in the
dingram) for relensing nll the pawls whila the wheela aro being set.  The action of the dogs is
controlled by two aluminum wheels, LAW and RAW, which are mounted on the left-lnnd sido
of the machinoe in a line with and on an extension of tho shaft upon which revolve the cipher
wheela. AW and RAW, however, mavo independently of the cipher whieela.

The [ront dog bar has two doga mouated upon it and provides five active positions which
are designated by the first 5 lotters of tho alphabet, A, B, C, D, E, as ia shown in figure 1. ‘The
hack dog bar haa only one dog mounted upon it, and also provides live active positions designated
by thoe last 5 lolters of the alphabet, V, W, X, Y, and Z.

Tho construction of the two aluminum wheels, LAWY and RRAVY, is identical and is such
that tho periphery of each of the two wheols is divided into twe bands. The left-band band of
each wheel has 26 teeth, each tooth being designated by a letter of tho alphabet. The right-
hand band ia smooth throughout the entire circumforonce of the wheel except for a noteh
which extends from the letter Y to the lotter Z.

The five cipher-whecl pawla, CWP1 to 6, are mounted upon a shaft which ia located uader-
neath the two dog bam.  Each pawl has two notches on it (not shown in fig. 1), one situnted
for nctling in nasociation with a dog an the front bar, the other situated for acting in association
with a dog on tbe rear bar. Sinco the dogs nro individually slidable on their bars, the five
pawis may act independently. When a dog situated either on the front or the rear bar is in
position, tho paw! ininediately beucath it is withdrawn from its active position and is provented
from atepping the cipher wheel forward, oxcapt in thoko special caacs when the action of the
dog is noutralized by the action of either the LAY or RAW, aa will now be discusscd.

6. Functions of LAW and RAW.—'Fho thrco aluminum-wheel pawls, AW, AWP2, and
AWI’3, aro mounted upon an oxtension of the shaft holding the cipher-wheel pawis. The first
aluminum-whool pawl, A\WP!, arts each time n koy is dopressed and moves tho LAW forward
onn rpaco; that is its only fuuction. Tho action of AVWP2 is coutrollod by the LAW in tho
following mannor. (On tho loft sido of AW P2 thero in a projoction upon which is mounted a
small roller, dcsignated roller 1 in the sketch. This roller normally reste upon the smeoth
band on the right-hand side of the LAW and, when such is the case, AWP2 ia out of action.
However, when the LAW movoes to the pusition where roller 1 [nlls into the notch in the right-
hand band, AWI'2 ncls in two ways: (1) Et ongagos tho RAW and tnovea it forward one rpace;
(2) AVWI2 ia connccted to the hack-dog bar by a lover, and tho arrangement is such that the
action of the back dog is ncutralized when roller 1 of AWP2 has dropped into the notch.  This
allows the ciphor-whool pawl that ia teauporarily associated with the hack dog to engage its
cipher wheol and move it forward ono rpace. The roller of the AWD is so placed tliat when
the peripheral lotter I on the LA is al the boneh mark, AW™2 engages thoe RAW, and the
ciphor-whool pawl that is tcmporarily associated with the back dog engagos ila cipher wheel.
Sinco the noteh in the right-hand band on 1AW must prosent itself to roller 1 ance per coinploto
rovolution of LAV, and since this will happen once per 26 depressions on the koyboard, it
follows that the cipher-wheel pawl that is temporarily asoriated with the dog on tho rear bar
will atep the associnted ciphor wheel forward ono atep per 26 depressivns on the keyboard.

AWI'3 acts both upon the RAW and tha front-dog bar. On tho right-hand side of the
AVP3 thoro is a roller (roller 2) similar to that on AWP2. Roller 2 reats upon the smonth
band of the RAVY, except when the RAW is so set that ita peripheral lotter I is al the bench
mark. At tbis point roller 2 drops into the notch and allows AWP3 to engage the RAW and
also noutralizo the action of the front dogs, sllowing the two cipher-wheel pawls temporarily
assaciated with theso doga to ongage the proper two cipher whecls.

0dJ
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6. Detailed atudy of a particular dog setting.—Tho consnquoncos of the foregoing arrango-

ment of dogs, pawls, and ratchets can now be
: dogs, mado clear. Suppore tho two I,
mto positions B und D, and tho rear dog into position V, iy e D,

TanLa L.—Successive settings of nll whAesls
[Initinl ectiing, HI-AAAAA; dog action, BDY]

1 3 ) as shown in figure 1. 'Faking the
(:P[;nmtsbo‘ llllm tlog-action sctting BDV in alphabotical order, B moans that, in goneral, %WZ ¥ ¥
“Ion:: u.‘;" (:Wl'd’lo(ﬂ:l‘cvp forward; D ineana that CW4 nlso will not be allowed to atop forward. : BE | -0o oo 1 a BB |cop oo 3
coﬁc;@r'ned m“l«'-ltnnim | l,l(?Wfl, and CW6 frn.o to atep forward o far as the front doge aro bt ;i ;_5_§_QLEA o 1131 |PEEEE '
L -(;mewm dog on tho rcar bar is sot at V, and this will atfoct CWi, it follows 1[HIJAAANAN | 3d| ad|nr|Yzaza |
\ y an 6 aro freo Lo step forward for ench depression of a koy, #o far as tho 24| \CUNQIASZEZ (252 ol N
~_40gs on both (rnnl. and rear bars are concorned. Further, whenovoer the dog on tho roar har, - ) (o hore] (04 LR otk
:IvfilI;V t;s:l Ir;l Y, ;n neutralized by tho nction of rollor 1 and AWP2, tho result will bo that CWI, : g g : : : i : :::: :';;': :: g : é : : :
B i ';-rofiwt:rd;nmd whenevor Lho dogn on the front bar, now at B and D, aro olcHlazvzyv | qm|is7|HBluzaza
loived Lo s y g lid"-o Y tho action of rollor 2 and AWD3, then CW2 and CW4 will be 7|BH|AZUVZVY 8h|183|HA|[TZAZA
The fo °".""”"I' B slan|azrzrT o [200|nz|szaza
6 [oregoing explanation of dog action and wheol displacomonts will : 9lzH|Aazszs 10th (206 |[HY|RZAZA
§ i . : now bo aot forth in
be mtection with dotailcd obsorsations on tho actunl saquenco of ovonts and rosults. 1t should M[xn|azaza | i |un|rzaza
rcvm:(; ;oa?!im:mtll,om: that the wl_lceI.s may l.)o inaer.l.od in tho machine in oither a direct or a 1|wWH|AZPZP 13th (313|HY[(02ZAZA
P Sl 'b ho :o cases yielding entircly different roaulta.  An o consequonce, -any 13j{vinjazozo 14th | 330 | MU |[NZAZA
| ‘f . "¢l may bo madoe to sorvo Lthe part of two if the roversed position be included. The MjynjaznNzN 16th (306 |HT |MZAZA
t?lc:(: l“t:rc:“ will bTo] writltea aftor the numbor of tho whoel (an bolow) to distinguish botweon :: ; l': : % : i : ";:h R : : k ; : i :
v A . . " h
o "wm-s.l. Ilus: CWid and CWir will mnnn‘clphnr wheel L in the direct and rovorsed 1I7T|RH|AZKZK :Sl: ::; HQ[JZAZA
i rw 0‘;"""'.';” { : Il"l‘"m"d also bo observed in this connection that tho lottors on the lan|azdizd | wm|w|HrP|IZAZA
e rcssi{; & diree Iw \0ol progress in revorso order as tho whool moves forward whoreas the lelrnjlazz: 20th 406 |HO|8HZAZA
» (4 n is normn l'f)r a rovorsed whool. Lot us suppose that the wheels aro brought to 20/ ol AsZ2n (ZI 2lab o2l i 0 QG2 A2 A
the following initial setting: 2t | N :: A % [ % g 224 | 547 | H : : é : é :
22 | M A F 234 | 873 | H
LAW  RAW Cwid CW2d Cw3ad Cw4d CWad i 22|LUW|AZEZE | 24n|609 | HK|DZAZA
H § 4 |KHJAZD2ZD 26th (626 |HJ | CZ A Z A 27th
. A A A A A ) ] w|Jnlrzcecze 020|GJd|czzzz
t i . . } 20l IH|AZB2ZB 7|FJ|jczyzY
:{f ;’ k:;’!i';gu:':tl'("" bb" ?‘DV' dT'“’ ollowing represent the succossivo settings of the whoels as E 2| 27|HG|zzZAzA sledflczxzx
cybonrd aro dopressed: il (cclzzzzz olod|czmzn
} w|Felzzyzy em|cJ|czvzv
VD|EG|Z2ZXZX 1|jsJ(fczuvzvu
3 31|DG|ZZNZHNm 2{AJd|(CZTZT
L 4 2|cclzzvzy 3fzd|czszs
E.i B|BGlZZUuZU 4(YJ|CZRZR
' M“q(AGlzzTZT 5(xJfczQzQ
o |2G|ZZ2SZsS e(wJdfczpPzp
E 30|]YG|ZZRZR 7({vJdfczozo
A 371xGjzzQzqQ 8(UJ|[CZNZHK
:, as|wG|lzzPzZP 9(TJ|(CZMNZNM
3 3|ve|Zzo0zo0 0(sJ|czLzlL
\ ' 40|UG|ZZNZN 1|RJ|CZKZK
41 |TG|ZZMZMNM 2|QJ|czJdzJ
42|sG|zzLzZL 3|PJ|CZIZ1I
43|RC|2ZKZK 4|oJ|czHzZH
. 3 #“leclzzozy s|NJ[czcze
46|PG|ZZIZ21I 6|MJ|CZFZF
40|0G|ZZHzZN 7|LJ|CZEZE
47|NG|Z2Z2GzZG 8|KJ|CZD2ZD
48| MG|ZZFZF p|JJ|jczczc
9 499|LG|ZZEZE e0|IJ|CczZzBZB
B0OfKG|ZZDZD 26th 1(HI|[BZAZA 28th
sllogGlzzczc 2(cunf(BYzyz
52| IG|Z2ZBZB 3|FH[(BYYTYY
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In tho foregoing listing of suecessive sottings, it will bo noted that all tho wheels progress
in accordnnce with tho sequence of letters in tho reversed standard alphabet, and that

(1) LAY progresses one atep per depression;

{2) RAW progresses ono step par 26 depressions except in tho lirst and twonty-sixth
cycles, ahout which more will subscquently bo aaid;

(3) CW1 progresses one slep per 26 depressions;

(4) CW2 moves ono step immediately after the 1et depression and is stationary there-

fter until immediately after tho 6518 depression;

(5) CW3 progresses one step per depression;

(6) CW4 acts similarly to CW2;

(7) CW5 ncts similarly to CW3. i

A (dingrammatic representntion of tho displacements of LAW and RAW, coordinated
with the foregoing, will be useful. In discussing the diagram it will bo convenient to refor Lo
the two cipher wheels which are displaced after every depression on tho keybonrd as tho “1”
wheels; the cipher wheel which is displaced after each series of 26 dopressions as tho *26°
wheel; and the two cipher wheels which are displaced aftor tho serics of 660 depressions as
the ““650"" wheels.

b a i v a
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LAY Wheel

in
cm“wHcri:ocBszxIVU'ranrouuLxJ1.'i.'-'.’.'i
T I J(') . A
2 | G| 27 z
3 LF] 63 . g Y
4 |E| T ‘ ¥ i X
5 | D | 105. Li
o | c | 191, v
v | 8| 7. ‘ iR & " v
8 | A | 183 5 7 T
9 | z | 208. . . . . . s
10 ¥ Vo236, ot i e H i 9 X T BEE LW 3 R
1| x 200 & a ' L E S Bl R R B Q
il 28 ¥ omh aE D RE TS 2
13l vl 818, & w et ¥ omm oS F oW 0
14 |V B30. . e e e w N
16 | T ] 36. . . ' " g M
ol sifiam: o« & & & 5 & @ we#H &8 EEN L
17 R 7. W et w R oa e e W o N FF B K
wlal @ oaes e wwomd»eeom s Fd hiE s J
10 ] P ] 400, 5 & @ 5w iw s o® ¥ Wil e B o2 o i
ap [0 | @08, w5 & o s gn ow W s oa € w ow @ o w W H
21 | N | 521, c
22 | M | 617 o5 oo oo oW oW W W o e F
23 L | 6Tk o s =& 3 & & @ @us @ & B & E
24 | K | 699. D
25 | J | o260 . c
8 |3 [oosil0 e & % e w5 @ om ow oW s w0 m e B
27 1B [Tt e sd 2 0 4100 & % & & B T E B A
28 [ F | 70309 (. z

:glzli%?zz. :rjuﬁ%%ﬂﬂﬂd lettor uf mcsaage. :%%ﬁ ggg)’
YHI-BZAZA.

Fiause 2

N.R.—The letter I nppeara on RAW for only ono doprcasion of the keyboard.
and 705th lcttcrs are in the same positiona relative to cach other. BSimilarly for the 3d and 706G, 4th and

707th, ctc. With the cxceplion of the lat letter, any (wo wheel settings scparated by 703 lettcrs are in the
same relative alignment.

The wheels for the 2d

e e e -~
|
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In figure 2 the lottors indicated aro tho lotters at the benel mark.  Thoe notch in the LAW
which controls the motion of the **26" whoel comes into play when the lottors opposite Lhe
beneh mark pass from I to H.  Thereforo, for cach line of tho dingram tho **26”" wheel remains
stationary. The ‘1" wheels movo, of course, from column to column but romain fixed in any
single column. ‘The RAW is so conatructeil that no matter what the position of LAW, RAW
will move from I tn H alter ono depression inatend of after 26 depressions, as is Lhe case in all
other lettars on RAW. The movement of RAW from I to H inducea the tovemont of the

c 150" wheels. IFor the block of 650 outlined, tho motion then is as follows: The * 1" wheel
N\ .roves for ench letter; the 26" wheel moves in passing from line to ling; the “850" whonla
movo in passing from hlock to block.

The figure illustrates tho most gencral complote block. A incssage may, of course, starl
anywhere within the block.!

The dingrammaltic scbemo of tho motiona of the wheels cnablcs ono to find readily the
length of cycle required for the wheels to retumn to their original relativo sotting.

Since the “650" wleels move beforo the 26’ wheel hina mado a complete rovolution, the
650" wheels anil the ““26" wheel will bein the same relative sctting after 14-}s rovolutions of
the 26" wheels, i.0., on lino 28. Tho 1’ wheels must move one spaco Lo catch up to tho
other wheels. Tha letters which come fromn Lhe snmne relative sotlings are thorofore 27 lines
of 26 aparl and ono column over to the right; that is, the length of this cyclic pcriod is 703
lotters [(27 X20)41].

The lmpor!nnco of a thorough understanding of figure 2 is, that if it is possiblo todcu‘rmmo
exactly when in tho course of encipherment of a messago tho 650" wheels wore displaced, it
is possible to determine the exact inilial scttings of LAW and RAW (save for the Lwo oxcep-
tional caszes referred to in footuote 1 helow).

7. Study of cryptographio action.—We may now procced with a discussion of an actual
example of enciphorinent. Let it bo assumed for this example that tho inilinl solling is ap

follows:
P tati fll.[kl: 3383”
ermutation o wwos.j S EEEEE
Alignmontof whecls: A A A A A A A

Dog action: BDV
Switch lover sotting: *“CODE"

| The above sctiing is that depicled In figuro 1}
Fioore 3

The machine is ready for operation at the instant the curront is turned on. Let it be
assumed that tho messago begina

RELIA BLERE PORTS INDIC ATETH ATJAP ANESE

FORCE SHAVE ADVAN CEDON CHINE SEFOR TIFIC
‘ ATION SINTH EROOS UNGAR EA... .....
—

! There aro two exceplions to the situation depicted in figure 2. If tho control wheels were set originally
at HH, the firat block would contain 651 lcticrs, aithough therenfter the motion would be as [n figure 2. If
the control whecls nerc sct originally at 81 (in which @ Is not H), the 850’ wlicels would move after the frst
letler was encipherod and thereafter the motion would conform to figure 2.

9

When the encipherer depresses tho key R, two switches aro closed. Ona of these controls the
printing circuit and the other the mechanical device which steps the wheels forward. In the
printing circuit, tho current Jenves tho contact corresponiing to key R, passea to the letler R
on tho RIS;! from R on the RFS it goca through the cipher wheels to E un the LEFS; froin E on
the LTS the circuit goes to Lha solenvid enrresponding Lo E in the back of the printer where it
is tranelatod inte a mechanieal action, and tho lotter E ts printed.

Whilo tho cipher lotler ia Voing printed, the mngnot controlling 1he mochanical devies is
encrgized and causes the motor to move the ratchol cradle downwurid and back ta its original
position. When tho cradle has reacbed ita lowest point, CWI3, CWP'5, and AWI't engago
their respoctive wheets and step them forward on the npward thrust. The achine is now in
porition to encipher the second lettor of Lthe messngo. The sctting for tho second letter will be
ZA-AAZAZ. Tho enciphering operation is tho same for the following 18 letters. However, nl
tho enciphorment of tho ninetecnth letter, the LAW will ho eo sot that I is at the bench mark,
and the roller of AVWP2 will fall inte the notch on tho periphery, causing tha RAW to movo
forward. 'Tho action of the back dog will be neutralized during this instant, and the eipher
whooel pawl governed by it will be permitted to acl. Since the back dog is ant at V, CWD1 will
bo liberated and CW1 will move lorward one step accompanicd by CW3J and CW6. At the
end of Lhe enciphormont of this letter tho solling is

P T e
X% EEEEE
H Z ZAHAH

Firauns 4

For tho next 26 letters, CW3 and CW5 will move forward continuously and, with theenci-
phorment of the forty-fi{th letter, the action described iimmedintely above will be duplicated.

From this point on, the RAW and CW1 will move forward one atep with each 26 letters.
Howeovor, after 1726+ I8 lottors have been enciphered (rom the initial setting, tho alignment
of the wheels will have become

S8 TR
353 EEEEE
JJ JAJAJ

Fiaure &

In the eatlier modcl of tho machine when the switch fa at the *‘dircct’” or eaciphering ponition, the key-
board Is conneeted to the LFS. In the 1832 roodcl, however, tho reverse of thia [a true. The current lows from
the key oontact to the RFS, through the cipher wheela to the L¥S, and from the LFS to the propor solenoid
of the printer. For lhe RF8, LFS, sud wiring of the wheels, sce pages 12 and 13.

outv
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When the key corresponding to the next plain-text letter is dopressed, tho CWP3, CWI6, and
AWP1 will engago their respective wheels and move them {orward to the sotting

On tho next letter, the roller of AWVP2 will fall into the notch of LAW and will cause RAW
and CW1 to move forward with CW3 and CW5. Tho selting is

x| LAW
| RAT
~|CA1d
>|CAad
x|{CA3d

333
5
A

x| CASd

Fiooar. 7

Now for tho noxt lotter the roller of AVWI'3 will fall into the notch of RAW and the CWP2

and CWP4 will he liherated so that they may cngage CW2 and CW4. The AVWP3 will also -

engage the RAV, moving it forward along with eipher wheels 2, 3, 4, and 5, and the LA giving

e IEBEE

33 5SBBB

GH I Z G 2z G
Fioune 8

for the encipherment of the next letter. Now CW2 and CWS5 will nat move forward again until
the RAW hns been rotated to I. 1t will be noted in tho cnso considered above, that the
RAW on reaching J moves forward two spaces for one revolution of tho LAVY. This particular
setting of the RAW is the only one which allows such a motion.

8. Action of possible dog settings.—The disptacerncnts of ciphor wheols in tho oxamplo thus
fnr studied corresponded to those for a BDV setting of tho doga. What would happen for other

settings? The fullowing tablo shows the displacements for each of tho 50 possible sottinga of
the three dogs:

1

Tantn 11.—Shounng ripher-whcel diaplacements for all dog aritingn
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Not all the sottinga shown in tablo I[, howover, were used in tho test messages, as will
he noted from a caroful reading of the instructions set forth in Appendix I. luformally, it

waa stated that a limitod numbor was employed, but the basic principles fullowod in the selection
of sottings nctuanlly used wero not disclosod.
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9. Preliminsry preparation.—Tho lirst step in tho annlysis is, of course, to record the exact
wiring of the LLFS, RF'S, and the various cipher wheels, so that the mixed-alphabet soquences
may bo transcribed upon sliding strips which may he employed in tracing through the exact
paths foilowed by tho electric current in encipherment or decipherment.! The wiring of the
six cipher wheels was kindly furnished by tho Navy Code and Signal Section, to eliminata the
small amount of labor that would bo involved in this determination. The wiring of the LFS
and tho RI*S was doterminod in collaboration with a ropresentative of the Navy Codo and Signal
Scction, with a simple testing circuit including & voltmeter. The wiring of the foregoing olo-
ments ia as shown below:

Cipher wheel Id

Right ABCDEFGHIJKLMNOPQRSTUVEREXYZ
Loft NBIVLAPJWRUFDGSECHOQZTMNYXK
Clpher wheel 2d
Rigt ABCDEFGHIJKLMNOPQRSTUVHRXYZ
Ielt KRVFDLWICXPAYNMTBJZOHSEGURQ
Cipher wheel 3d
Right ABCDEFGHIJKLMNOPQRSTUVRXYZ
Ieft RVUQNJSDXIALOKMFECYBZNRPHTG
Cipher wheel 4d
Right ABCDEFGHIJKLMNOPQRSTUVWNXYZ
Leff CSXTMQNLYOEIFWAHPBGRUKJDZV
Cipher wheel 6d
Right ABCDEFGHIJKLMNOPQRSTUVWXYZ
left JORXQEGISCFNAUZMHVYLKDBT®W®P
1 Beo Scction III of Part 1. ’

(12)
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Tho foregoing alphabets of the cipher wheels, for purposes of analysis, must bo converted

" into thoir reciprocals (see par. 8 of Part I), and aro thon as followa:

A |

NAl,
MAIL,

NAL
MAIL,

NAlL,
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NAL,
MAL,
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The foregoing alphabols are now traascribed upon sliding strips and made ready for tee.

10. Classification of messages.—In what [ollows we shall refor to and classify measages
according to the final lottor of the dog-action sotting, V, W, X, Y, or Z. By a V" message, for
oxamplo, wo menn one in which the dog-acli'on sotting is 8,6;V; by & *“Z’’ messngo we mean ono
in which tho sotting is 8:8,2.

In respoct to the forrgoing classification, the types of messagea whioh lond therhselvoes mest
readily to atudy belong to tho “V” or *“Z* classos, for reasons which will now be explained.
‘Wo lirst take up V'’ messages. .

11. Conversion of “V’" messsgos.~—Suppose that the ciphor wheal in position 1! hes been
dotormined, -together with its initial setting and motion. It is thon possible to convert the
tnessagointo a now cipher from which tho offoot of the LFS and tho first ciphor whool has been
removod. In [act, if tho motion snd identity of any number of consccutive cipher wbeels begir-

! We number the wheel positions from left to right. " -
71830—36——2 T ]
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ning from the left havo boen complotely dou‘rminod, tho effect of tho I.FS and theso whoels
may bo removed from the particular messngo so that only tho remaining cipher whools have any
effoct in producing tho convorted message.

Toillustrato, suppose it is known that a particular cipher lettor Q representing E, wds obtained
with CW1Id set at F in position 1. The permutution and settings of the remaining wheels aro
temporarily of no consequence. Then, ainco Q on the LIS in oppasite position 10 on 13S1, the
current muat havo come from tho tonth letter on MALL, viz, S. Tho S of NAL! ie opposite
position 14 on BS2, and it may thereforo bo concluded that the ourrent producing the lotter Q
in question passed through the fourteenth contuct of the second bakelito scparator. This
information may bo dingrammatically represented as follows:

BY2:_, o=azs 1 2 3 45 6 7 8 91011213 14 15 16 17 18 19 20 21 22 23 24 25 26

NALL_.__.. F GHIJZEKLMNUGOPGQGHR T UV ¥ XY ZABCODE

MALI..____ L N H Z E A € TJ OV KDTITYIXUTFUBAQNT?P

B8l =mees 1 2 5 6 7 91& 11 12 13 14 15 16 17 18 19 2_0 21 22 23 24 25 26

([} 3. R T B NSlUP{YVHAMBKRFJLZIWOC
Figusn {1

If tho successive contacts of I3S2 wore identilied by moans of a normal sequence, position
14 would correspond to letter N, and tho current could be said Lo havo come from N on BS2,
In other words, the action of tho last four cipher wheels, i.e., those in positions 2, 3, 4, and 5,
may bo considered to have resulled in a replacement of E, by N,. i

"It tho setling of the second wheel were also known, tho conversion, i.e., the climination of
the cipher wheel in position 2, could be carried over to BS3.

Of course, tho foregoing nppln‘a to a single lotter only. DBut, if tho loft- ond wheels woro
known not only as to identity and position but also as to motion, then the motion could bo
taken account of and the conversion carried through for the entire messago.

Returning then to a consideration of a 'V’ motion in conncction with the forogoing reason-
ing; supposo it possible o determine the first cipher wheel and its initinl setting.  Then, since
a “V” motion means that the cipher wheel iu position 1 steps [orward onco overy 28 lotters, a
complelo conversion to BS2 can boe carried out. Morcover, no difliculty ean ariso in connection
with the exact place in the messago whero this cipher wheel steps forward, because the initinl
setting of thoe lirst wheel gives tho initial setting of the loft control wheel and hence detormincs
just whore cach line of 26 lctters begins.!

If tho converted mcssago is written out in lines of 26 lottess, then in onch column we have
letters which havo been enciphered with the last four cipher wheels in exactly the same position;
hence all letters within the samo column belong to the same monoalphabet. It is thus acen
that a “V”’ messago whoso liret wheel is knowii,,when correctly convorted, becomes a polyalpha-
betic substitution cipher of 26 slphubets. The latter may: bo rocognized or detected by
the usunl testa based upon repetitions and tho normal eppenranco.of mononlplmlmuc diatri-
butions,

12, Goneral obeervations on V' messages,—A method of attack is thus indicated. " If a
messago is suspected to boin a “V*” niotion, a conversion can bo carried through for every possible
wheel in overy possible bench-mark sotting.  T'he correct assumption will yield @ message arranged
in 26 alphabets, which inay bo recognized by the usual external phenemena. Since there are
six wheels, each of which may essume two positions and 26 scttings on cach wheel, tho tolal

! Bee Appendix 1, fnstruclions issued with llebern, par. 2 (¢) (2).
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number of trials nocessary for any single messago is 6 X2 X26=312. Foroach of these trials tho
converted message must bo tosted to determine whother or not it ie now in the form of a sot of
26 monoalphabots from left to right in tho successive columna.

Naturally, for such tests the length of the mossago is vory important, (or unless thero are
enough elements in s frequency distribution it is very diflicult to tell whether we aro dealing
with » random or a polyalplabotio diatrihution. Conaequontly, wo should make ottr festa
firat upon tho longost mes.sage wo can (ind anl then, il no “V'’ messngo is indicated, try the nest
longost message, and 80 on. Accordingly, Serial No 183, with 1,420 lotiers, tho Iongost in tho
got of 110 ciphor messages, waa tho first ono selected for experiment  Tho reaults wore negative,
i.0., tho tests indicatod that tho mossngo was not a “V'' messngo. Sinco the atepa fvllowed aro
the amuno as in a succossful toat, the dotnils in connoction with this neyative oxperimont can be
omitted in favor of those in connection with & succeasful oxperiment.

13. Application of principles to a suspected *'V'' message.—Considor the socond longost
mossago, Serial No. 210, with 1,326 lottors.

This mossage bogins as follows:

OCRYP HWKON QCPJI MUNDK GzLYY JLF2G

Let us assumo that CWI1d occupics position 1. Lot us [urther assume that the initinl
bench-mark sotting for CVV1 is A, so that 19 lotters will bo enciphered beforo CWI1 moves.
Thon the conversion oquivalonta (to climinote LLFS and CV1) for the first line of cipher text
aro obtained by setting MAL1I-NAL1-DBS2 against the LFS so that A on NAL1 is opposite T
of LFS (tho initial or bench-tnark setting).

Tho diagram of sliding-strip alphabots for the conversion is 88 follows:

DS2._.... ABCDEFGHIJKLMNOPQRSTUVWXYZ
NAL\.___ABCDEFGHIJKLMNNOPQRSTUVWXYZ

e MALI....FBQMPLNRCHZEWASGTJOVKDIYXU
LFS_..... TEGDNSXUPQYVHANBKRFJLZIWOC
Fioons 12

By tracing oach ciphor lotter beck from LFS to BS2 on the foreguing dingram, wo got the
following conversion equivalente:

123 ¢« 008 7 10 10 12 13 14 18 16 17 18 39

[
Cipher_ ..o OCRYPHWKONQCPJIMUND
Conversion equivolonts.... X UJZCWYTXPHUCVISRPM

Ficurel3

To obtain the equivalents for thosecond line of ciphsr text, wo must now shift MALI-NAL1
ono intoerval forward, to take into account tho fact that CW1 has stepped forward one interval.
DS2 romains stationary. The diagrom of alphabets for this conversion is as follows:

DBS2.._.._ABCDEFGHIJKLMNOPQRSTUVWXYZ
NALI....ZABCDEFGHIJKLMNOPQRSTUVHWAXY

Cikd MALL_-_UFBQMPLNRVCHZEWASGTJOVKDIYX
LFS._.... TEGDNSXUPQYVHANBKRFJLZIWOC
Firaurs 14
=

010
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The conversion equivalonta for the socond line aro then as followa: b y Tw e

d L 3 A SO ) O ] i 4
Cipher____._.....__ 'eeee-- KGZLYYJLFZG., '
2 " Conversion cquivalents.... HCLRIIPWKLC . .
LY | . LT F
Fiours 15 a '

" To obtain the equivalents for tho third line of cipher text, NALI-MALL is displaced orié
ptore intorval (foriward) to the right, and so on. :
14. Index of monoalphabeticity.—Wben this has boen done for the whole mcssage, the
columns ¢f conversion equivalents aro exnmined [rom the point of view of their possible mono-
alpbabeticity. Of course, one could study tho columns for repetitions of single lotters within
columns, is well as for repetitions of digraphs, trigraphs, and polygraphs. But this would

require much time and the compilation of many frequency distiibutions. A botter wey is to '

try to establish monoalphabeticity by statistical methods. For this purpose wo may set up,
theoretically, or by calculation on actual plain text, an index of monoalpbabeticity with which
a calculation for unknown text should sgree within lunits of variation due tochance. Tho plain
taxt should be arranged in horizontal lines and tho frequéncy distributions for individual columne
then prepared; in order to havo-accirate results, f.he number of ¢olumns and tbe number of
plements ia each column should be [airly large. ‘ : S P
« :In each distribution thesuins of tlie squates of the frequencies should be found. The
index itgell and the limits of variation should then be obtained by finding the mean and standatd
deviation for all frequency distributions. For a monoalphabet of T'letters the mean of the sum
of the squares of thoabsolute frequencies is, thaaratieally, given by §7=0.066 T°+0.034 T'. (For
a more comiplcto statistical discussion of monoalphabeticity; sce S. Kullback, Statistical Methods
in Cryptanalysis, Technical Publication of the Signal Intelligence Section, 1934.)

“To apply these results to the problem in hand however, a slight modification is necessary.
The:foregoing index applies to the case where a [requency distiibution contains T’ letters and
is sfrictly monoalpbabetic. In our problem, howevor, wo can nover expect these two conditions
to obtain, because, firstly, at & maximum thero can be only 25 letters in each monoalpbabot
{for after 25 lines have boen enciphered the ‘650" whecls inovo and consequently the twenty-
sixth letter in the column belongs to a difforent alpbabet than do the first 25 lotiters); secondly,
we do not know where this 6560’ brenk occurs in tho message. 1t may occur after the vory
first line, or nftor the second, third . - . line. Consequently, it can easily happen that in taking
oaly 26 Jetters per column we may be asstmilating 10 letters of one monoalphabet with 16 of
another, or 11 of one and 15 of another, and eo on, 8o tbat the index for puré monoalphabeticity
would never be closely approximated. We may, howover, be sure of one thing: If we should

17
take columns of 30 lottern, the numbor of letters that may fall in the rospoctive alphrbets can
be only as [ollows: - : v : 7, "
3 ; Tazce 111 g QN s i) o A Ty
Cove First Recond Thlrd Cas Fint Becond Third
1 0 25 1t 1 18 2 0., ”
2 1 25 10 15 14 232 0 s
"3 2 25 9 18 18 21 0 -
4 3 25 8 17 10 20 0
6 4 25 i 18 1k 18 197 Y g
[} 5 26 ] 11 18 ' 18 0
7 [} 25 5 20 19 17 0 .
8 7 25 4 21 | . 20, . 16 ; o
° 8 26 3 22 . & 15 | ;0
‘10 ° 25 2r 23 22 14 "0
11 10 25 1 24 23 .13 04
i 12 11 25 0 25 24 12 10 i
'3 12 24 0 20 25 11 0
N . ' a» " . ]
3 |

The worst possible cases for our purposes are those in Which thres diferent alphabets knter.
The best possible eases are those in which only two alphabets enter. 1

We may, howover, assumo theoretically that those ten casce in which the 36 letters [all
into threo different alphabeta would not distort the index for mononliphabeticity very mt'u‘h,
ginco tho letters fulling in one alphabet (25) are much miore numerous than those falling into
ench ¢f the two other alphabets.” In [act, the index tnay perhaps not be distorted any more
in thoso casce than in the ones where the distribution is 18 in each alphabet, or 17 in one and 19
in the other, or 16 in one and 20.in the other. Consequently, il we consider that the casein
which the letters aroe divided cquslly between two alphabets js perbaps the worst for our pur-
poscs, even then we have only bislphaboticity to deal with. "y = 5 o

Our problem is thercfore now one not of strict mononlplnnbot{clly.bul. of n'ppﬂ)xlm'mm
binlphaboticity. What is the index for that? Actual cnloulations upon meveral diatrihutions
of nota of 36 lotters in twvo different alphabets gnve an average indox of 94 for the suin of the
squares of occurronces of lotters for the case where the 36 letters wore avenly: divided be}weoen
two alphabete. - I &8
For our purposes, thereforo, we may assume an index of 94 to be the minimum petmissible
in studying columins of 30 lotters. . o

16. Application to Serial Ko. 310.—When the calculations pottaining to tlng index of
bialphabeticity wore applicdd to the various conversions of Serial ‘No. 210, ncctlmlmg.m the
different cipher wheols, tho ealculntion applicabls to tho case.wheto CW2r was in potition 1,
with Hat the bonch-mark setting gave, for the first five columns, indices that seemed conclhslve.
Thus:: y <
(Index 112}
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Fiaunn 16.—Disiribution for eolumn f

and similer results for the colunns 2, 3, 4, and 6.
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Fioone 17.—Serial no. 210, converied—Contlnued }

FROM: NAVAL STATION GUAM 3 MARCH, 1932
To:  OPNAV
INDICATOR: 1003 EHHBE VGBKL:

The measnge was accordingly completoly converted and tramnscribed. In this transcrip-
tion we may place the very (Grst letter of the message under H of the LAW saquenco, rince under
the specifications it is known that the initial setting of LAW and the cipher wheel in position
1 must coincide. Note the ropotitiona that appear: !

!
5
3
3
3
b {
Froora 17.—S8¢rial no. 210, converted i 1 3 3 ¢ B 8 7 3 9 1011 1213 14186 1817 181020381 722D 10728
jr | HGCFEDCBAZYXWVUTSRQPONMLKJI
c FROM: NAVAL STATION GUAM 3 MAKCH, 1932 E | U
;‘SBICAgS:?VIOOSE}MBEVCBKL . 26 DFFRLGODUQNLJSCKRRZLDZKJS ;
| 20 QVLLAPAZLKQGAIOPUVFWGUGVg_l; :
33 4 3 6 7 B 8 103 121314 161017 1A 1D WA N W NS R - | 27 | JOERUSFZGIJLNVMSQGPJLOMHW
GFEDCBAZYXHAVU PONMLKJI 28 e el A BE 0 @ AN ESENRONZNERLE :2
1 |[KFGBRPSYKCNFRVHTXCEYRJUBBV| o & 20 JYP_QDSDKQR“:’;i’é‘l";:"I(g;’;:g’;i %
BOKS JKSO
2 |[WHVMBNHOSURJRQSZFDIJUDUKYH| 10 b i v {pGGcYOZQ 2EWSQUREIFENYISL] ¥
3 |PYBRXPIYOXNYBASOZIPWBYCZIH| 11 B 31 ITYDLHSQEqunz—EszﬁPBXAI; o
i1 STP XY
4 |FFBIKLCZQRRFOKAMMESTJDCJBG| 12 %] 32 QJTVUFWVNIZE{MFRFBKKXNKPNUU 15
656 |[VCEMRNJPOORFQCKSDEMMVLBQYR| 13 g gi uDPZOFEIUNchWSCFEZSOQRUVA o
i T L Y H e
7 o i 2 36 |TXCRUBPQAUNYXYICKODSOWGAWTI| 18
ol il g L MNWPKLNWENAL,I”? = e 37 |BARXJGSMLGCLAZSUIMPJLUNEDY| 19
ol [ bt el e e e S g 2 8 AXRCJHHUDDVMSUEFEMHZDYVP| 20
0 [PCHEAXLZLRVBOCUISDNYCZTXGI| 18 ¥ o8 B G ok G ALAZEDNDGENSEECOG] B
11 |[JCPHASPOOAUQLGVCIQUICGGJYR| 10 & % |LREUOBQMLGCLAZSS - A bl et (e
12 |[QFIMLBMBXWEFFGAYYDKTBYTXFWB| 20 & 40 |ENPCIBGIXBQQXMKFIMPI
= | EKNNGIUERJBQCISJIXZNDLYI| 2
13 |IGUMNZNJKERPHFEVCSQGTBXUXMQ| 21 i 40 |OQEKNN e o
14 [PGUDIXQYZVLLBCBJXRUUOQBZFS| 22 2 :'A; "DGXZNSZEz?ijznA‘JEFSOFWLIK s
15 [DBQMIKZEZOOBBXAAFANBCQIXBV| 23 2 MpREESES o GLECIIPRZCQPYBX| 1
16 |GFEMAXLUNJPKUUFGDBKUSGQLSV| 2¢ i 44 ATFDLNSJXZN s K lig s, bt g
17 |IMTUFNXVLAORLXCIXOWTBEBXOD| 25 B! 46 |RGLEWGEK guxrcrsBLERNDb—} g
18 |GGFERPRPLJUARWKIJAEIBYSKJJ| 26 i 46 |QVHUURHHOMN Al o S
19 |[PYFHFDSONMTBOGHSVTMECYWRRHR| 1 : a7 MRPFKVGN:BGKYBKBMOMWDI-I 4
ol (g sabnad Rind g b T L el 2 o= 'TJTXXKZRG‘UBZPJdezruouzwrx 5
2l |LHTNBBWEOLKLIWACIQJIWRJLYAD| 3 3 Zg DTPcu;szigpuwsxsFSORRNVI 2
22 |GCENIMVVAIUAHTAJVJHJPCQLHR| 4 i ix XJHCLXDQ L — =1
23 |QBYVRASPMSCKFMOAZDGVUIRTXMI| 5 ‘ SkK 7
‘ = 3 XPVAPOBTRFPO
. 24 |SHTSMLZFQRANRQRCEVGECBYTOBQ o| 1 5t J P'DBJ RV ES OX
‘ 26 | L 7 4

16. Relation botween alphabets In difl'erent blooks.—It ia cloar that all the &| lotters in
any one column of this converted cryptogram cannot belong to the samo monoalphabet. At
most, only 25 of them can do so. Theremay be two or three monoslphabets involved in each

column, depending upon where the ‘650" broaks occur. ‘I'hus, we may outline the distribution
of tho 51 letters as [ollowa:

0.2
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Taous IV
‘ Numbet of letters (n-—
850" bireay oocu 14 on
T L Fint | @eood | Thid | Pourth
1 1, 20, 51 0 26 25 1
2 2, 27 t 25 25 0
3 3 28 2 25 24 0 :
1 4, 20 3 25 23 0 '
5. 5, 30 4 25 22 0 y
6 6, 31 s 25 21 ()} i
7 7, 32 8 25 20 0 '
; 8 8, 33 7 26 19 0
g 9 9, 34 8 25 18 0
1 10 10, 35 9 25 17 (i}
11 11, 30 10 26 18 0 y
12 12, 37 1 25 15 0
13 13, 38 12 25 14 0
: voo2F 14 14, 39 13 25 13 0 i
[ ¥ 15 16, 40 14 26 12 0 ! N
o 18 10, 41 15 25 11 0 i :
17 17, 42 10 26 10 0
18 18, 43 17 25 9 0 |
: : 19 19, 44 18 25 8 0 tha ol i
i ; 20 20, 46 19 26 7 0 ; :
21 21, 46 20 25 [ 0 !
22 22, 47 21 26 6 0 2
23 23, 48 22 26 4 0
24 24, 49 23 26 3 0 -
26 25, 50 24 25 2 0 *

Tho question now ariscs: Can wo toll exactly or oven approximately where tho “650"
break or breaks eccur? Why not uso tho repetitions of digraphs and trigraphs as a teat? For
examplo, note tho long repetition on linen 37 and 39; obviously, the break cannot occur on
line 38 or 39, nor, for that matter, on line 37 after the repetition MLG . . . . Nor can the
break occur between lines 27 and 37, becauso the trigraph VMS is common to these liucs. Again,
it looks as though tho break cannot occur between lines 26 and 28, because the digraph CK is
common to theso two lines. Wo may now study repetitions within the first half of the message,

working toward the middle, lines 25-26, and try to localizo the section where the break may bo.

FhLavke s s

i i i bt b WA £ B g i e B
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By a carefu! study of what repatitions do appent, wo are lad to boliovo that tho break occurs on
line 26 and wo may temtatively block out the meseago as Rhown herewith:

lioce I to 28
L
Lines 26 m 50
Line 51 [ : T

Fiaore 18

If the foregoing is corroct, then tho socond lotter of tho message indicator (VGBKL) cquals T,
(Rofer, in this connection, to fig. 2.) .

' T'hofollowing two points in procedure should be carofully observed since they are of frequent
application in tho eolution of tho messnges submitted. X

(1) Tho method of messnge indicators is cssentially a polyalplmb_ol._ 9[ hv? alphabels.
As & result, if tho lotter D in the indicator DMSCH enciphers F,, then an initial D in any ol'lmr
indicator will also représent Fp.  Similarly tho determination of the oquiw.\lcnt of any l'ot,t.or inna
given indicatorgivesthoequivalent of thatsamo lotter in tho samo positioq in nnyo'..herlm'hcntor.

(2) 'The initial setting of a wlcol determincs whethor it is to b!'! fnsortcd ina (.ill'("c'. or
reversed position. Ience, il it has once beon dotennined that CW1 originally sot at F is direct,
then any othor wheel sot at F must alse be direct. . .

Wo have beforo us now not ono but two independent problems, each involv.mg_ 26 mixed
alphnbots, with but 26 lottors in each alphabcet. ('The single lcttol: at tho bog_mmng of f,hc
mesango and tho last line can be of vay little help.) Tho difliculties of reaching a solution
under theso circumstances require no further comment.’

Il weo could rolato the two blocks in somo way, perhaps the difficultics could he reduced.
Why pot tako ndvantage of the 703" cycle montionod in paragraph 8, if possiblo? .

Under the conditions of the system wo know that aftor 703 lettors have beon enciphered
tho five cipher wheols have returned to their original posi?ions relative to ono anothior. The
only change that has occurred in tho setting of the machine botwoou the 2d and the 7051"h
letters is that tho fivo ciphor wheels have, a8 though they wero poninanontly fixed on the h'on-
zontal ghaft, boon displaced one step forward botween the IFS and tho RFS. This in equiva-
lont to a forward step of all the pathe which the oloctric current traces out betwoen tho
wheels. Conscquently, if on tho 2d depression a curront enters tho wheels from tho RE'S at
Y, for example, and omoiges from tho wheels at T on tho LIS, on tho 705th depression a cur-

Qi
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rent entering the wheels from the RES at L (the lotter that follows Y on the RFS) must emorge
from the wheels at E (tho lotter that follows T) on the LFS. Since all Icttors 703 intervale
apart nro related in tho samo 1nanner, we can uso this fact to advantnge. But, fiist wo must
take into nccount tho fact that our trrnscribed message represents the conversion text, not
tho original cipher text. Ifow aro sequent lettern of tho LFS related in tho convorted text?
Obvioualy, tho method of establishing the conversion test indicates thnt if T, of the original
text is replnced by Z in tho conversion text, then E, of the osiginal text will bo replaced by A
in the conversion text,sinco T is followed by E on tho LFS, and Z is [ollowed by A on tho BS2
soquence. (Tho reader should refer to the sliding strips with C\V2r sct at H in position !.)

Now refer to tho socond lotter of tho conversion toxt. 1t is F, and thore aro five of them
in column 2 of the first block. .Whatovor 0, tbo lottor F ropresonts, it in tho samo for all five
occurronces.  Suppose for A moment that 6==E. [If the lettor G which foliows F on the bakelito
scparator wero the 705th letter of the converted toxt, its plain-toxt cquivalent would bo K,
becauso K follows E on the LFS. But one can say ovon moro. Sinco tho convorsion has
produced monoalphnbots in tbe columns of each block, any G, in the third column of tbe
second block would have tho snme valuo as n G, in position 705. Thoro are two G's in this third
columny; if tho assumption 0=E is corroct, then both of theso lotten must represent K. Such a
result is not very likely as wo would not expect K, to occur two times in but 25 lotters, honce
tho assnmption 6=E is not a good ono. If §=T,, then G=U,, which i again unlikely. Thus,
wo oxamino all the possibilitios and pick out these as most likely:

F=0, F=A, F=N, F==§,
G=I, G=M, G=§, G=E
Fiaune 19

Enough has been indicated to show the proceduro. Were the messnge long enough, ray
about GON words, then there would bo availuhle at least four blocks of 703’ cycles for com-
parison and chock on nssumcd values end there is hardly any doubt but that such a message
could be solved within a reasonable length of Lime. Ono could tabulate the frequoncies of A,
in the Grst alplabet of block I; the frequencies of B, in tho second alphabot of block 1I; the
froquoncios of C, in tho third alphabot of block I1[; and 8o on. Suppose A, roproesonts E;; then
B, Ca . . would represent K,, D,, . . in sequence. Tho weight assigned to a particular
arrangement is given by tho product of tho frequency of each cipher letter and ita corresponding
plain-text letter. If A, is assumod to represout T,, then n difTerent set of plain-text lottors and
consequently a new total froquency would bo obtained. The correct result will be thoorotically
dotermined s that ono which yiclds tho greatest weight. Lettera ohtainod on this brsis can
then be inscrted in tho messago. Ilero, howovor, we havo only two such blocks; sulliciont mato-
rinl is not at hand to permit of solution within & ronsonable longth of time. However, it must
bo stated that an onrnest attempt was made to solve thia cryptograin on the basis of the obsorv-
able ropetilions and the “703'’ phonomcnon. but without success. It scemed nocossary to
elaborate hetter methods of attack if the probldm were to bo solved at all.

17. Ré6sumé.—I.ot us sot down tho diflicultios in their broad outlines. First, thoro are
those connected with the determination as to whothor a given cryptogram is in a “V* motion.
Wesaw thint long messnges are necessory for this dotermination and that the process may involvo
a maxiniurn of 312 diffcrent trinls, cach quite lengthy. Next thoro como the difficultics of
determining just where the “650 " brenk occurs in a messago that haa beon found to be in a “ V"
motion. Then tbore como the difficultios involved in attompts to solve a polyalphabetic sub-
stitution cipher of 26 nonrelated, readom-mixed alphabets, or, at most, of two relatod sots of
such alphabeta.

Lot ua sco if wo can climinate some of the difliculties of the first sort and facilitate the dis-
covery of “V’’ messages.

Secrion IV
SYNOPTIC TABLES

Pamgreph Tuagrarh
“¥** meanagea with known plain toxt__..____. 18 | Connlderation of X" mcassges.. ~---=«s==c== 24
F:ut-lnlervnflﬂduum, elpher-rcxt r:::lonnhlp;__: 19 | First Interval dals, plaln-text felntl?nal;'lm..-. 25
Apptieation of first-Interval data to a known *'v* Application of platn.text relationshipa to mee-
20 sagen with known plakn textooooooocooonn 20
21 Applicntlon of plsin-text relativnehipn to mes-
22 sages with unknown plaln teat. .. ocoooeooe 27

Application of atatletical mothod to an unknown
message (Berial No. 109)_ . ... ... _...__.. 23

18. V'’ mensages with known plaln text.—Suppose wo make the problem moro easy by
sturdlying cortain phonomonn in a known “V"” mossago with known plain toxt. Let the mes-
snge indicator (enciphered) be MCDDU.

1 13 CICTlllﬂlllll!llI!‘I!l’lll”)ll‘nﬂ‘u”ﬂ

p |[PFFICERCONSIDEREDFAIRLYREL
1C |CFRYHGUYGKIENZUNWRIBLINRIY
op |IABLEATTACHEDTOYOUNGMARSHA
20 |TPCNIYVSXXQDDHOLNIFYVBMYGL
P |LSHEADQUARTERSSTATESTHATHNA
3C |[SMVSGBEDDHOYGARDDYVAHXATHK
4" |[NCHURIANFORCESAREBEINGMOVE
4C |BUCOJQBHNNSQLZCYQDCINGXKKZ

Froose 20

Let us now study cortnin plaio-cipher rc‘lntions‘hips, in COnI‘ICCI.i?II with our ethd;nst ulph:;
bots. Consider H, in line 3P, column 3 and H, in. hm’ 4P, colusnn E!, the plnl.n-t.]t-x(.t eI ‘:st:vo
tho anme, the ciphor oquivalents, differont. This difference in cuplmr equiva Blrl :h or o
similar lottors in tho samo column is occuionod. 'sololy’ by tho 'dlaplncomenl:. of the (::)ﬁn
whoel in position 1, for the cipher whools in positions 2 wnﬁ are in oxactly tbo sarnous cui
in the two cases (sinco we are dealing with a known “y" message). The srme 18 the
with the following pairs in the samo lives:

S, (line 3P, column 14)=A,
S, (line 4P, column 14)=Z,

E, (line 3P, column 19)=V,
E, (line 4P, column 19)=C,
Fioonx 21

' We assume the *'650" bresk not to occur io the first four lincs of the message.
(23)

0.ty




24

Tho question ariscs: Can we find by experiment with the various ciphor wheols (or their
equivalent sliding atrips) which wheel will produco the cipher oquivaloats indicated abovo,
under the conditions noted there? Consider the cnso of the two plain-toxt lettors H in lines
3P and 4P. Tho current corresponding to H, in both casos ontered the cipher wheols from
the twonty-third contact of the RK'S; its path through the cipher wheels in pesitions 5, 4, 3,
and 2 i3 unknown, but whatover it is, it loft the cipher wbeel in position 2 at exactly thoe same
contact in both cases, sn that the contact on BS2 freii which the current entored the cipher
wheel in position 1 is tho satne in both cases. Now considor what happens at the LFS and the
cipher wheel in position 1 (for both cases). The only roason the ciphor oquivalent for the
first H ia different from that for tho aecond H is that tho cipher wheel in positlon 1 hus advanced
one interval, and the current entering it from BS2 in the first instance emerges from the cipher
wheel at V on the LFS, in the second instance, at C.

We may tako one of the sliding alphabots, aay CWI1, and place it in position 1, betwoen
the LS and BS2; wo mey arbitrarily sot CWid at A.  Weo then locate V on the LLFS and trace
the path of the current from V, through NALI-MALLI, to a contact on BS?2, meking note of
the latter. Wa then advance CW1 one interval and ropeat the operation, beginning with C
on tho I.FS. 1f the contact to which the second tracing leads (on BS2) is clifferent from that
to which it led in the first tracing, thon obviously CW1d cannot be the correct wheel for posi-*
tion 1 if the seiting must bo A. If CW1d is correct it is not at thoe correct sotting, and wo
must try another sotting. If, however, the two paths lead to the same contact on BS2, then
wo have sn indication that CWi may be the correct wheel for position 1. We say “may be"
because, unless wo can get some further corroboration, this coincidence of exits from CW1
for both cascs may simply bo accidental and not causal. Therefore, wo should try another
caso where the cipher Ictteors aro different for identical plain-text lettors in the same two lincs,
but in another column, e.g., S, in column 14, yielding A, in tho firet enciphorment, Z, in tho
socond. Wo replace NALI-MALI in its A sotting agninst LFS and BS2 and trace the path
of the current from A, on LFS to BS2; slide the alphnbot ono intorval forwand, and trace the
path from Z, on LLFS to BS2. If agnin the current leads to the same contact for hoth onciphor-
ments, a corroboration is obtaincd for CWI1 at the setting and position indicatod; if not, then
wo consider the first coincidonce to Lo purely accidental, and proceed with furthor tosts of the
samo kind. i

These tests would require much time if carried out exactly as indicatod above, but we may
very materially shorten the work by constructing cortain synoptic Lables which will, by inapoc-
tion, vield possibilities for correct cipher wheels and at the ssme time givo tho oxact sotting.

19. First-interval data, cipher-text relationships.—Considor C\V1d eet at A in position 1,
and suppose the pinin-text lotter boiug encipherod is E. , o

LFS oo ... TeconsxurqvvuAusxnl'JLinoE

MALIooo.. . FBQMUPLNRCHZEWASGT JOVKDITYZXU

NALY oo ABCDEFGHTIUJIKRKLMNGPQRSTUV YN XTZ

Y- S 1234ssva910111213141}!16171519202122232425'26
lHnterAvenlng whecls] .

RF8.__._.... TRV AZTCPEOT QAN HES ES DdE T 0 E

Fraose 22 p O i
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'hootirrent loaves Eon tho IFS and passes through the wheelsin positions 2,3,4,6. Thaexact

path is not known; it dopends on the identity and relative position of the intervening wheels.

iti i ALL. Then tho reauiting
0 traced leads to position 16 on BSt opposito 0 on NALIL.  The i
fil;;’l,xl;?;e::‘(;‘ri):lll;. n;:felcr“m Iouof: bave been encipherod, the wheels will be in the following

frosition:’

LPQYVHAIIBKRFJLZIIOC
LRCMZBIASGTJDVKDIYX
o}
8

|
HIJKLMNOPAQRSTUV R XTY
910 11 12 13 14 I% 16 17 18 19 20 21 22 23 24 25 26

U m oo
<t O E =
o m v W

s Q O 0
B I B o |

(4 tntervening wlicols

‘ ; JBNSLKDGNTUI
(.4 NOPIRRI Y LYRZXCPUFO0OIGQAHN : .

LTI ‘ Filours 23

in thi iti i i i d by tho current will again lead to position
this position E is agnin enciphered, tho path trnc'c nt 0
]l; ':n 1‘35‘1, because the four intorvening wheols aro in the unlmo :)osmo.n Uus before. Sinco now,
iti i i ting cipher letter is U. i
15 on I3S1 is opposite N on NAL1, the rcsul ; 1 )
pom"l?lllloa:rceulla indic:r:t,o that for CW1d sot at A, the cipher digraph :’U corre;{:ondl:t:?n:gh:ln:;a
ith i ters or intorval 1 down a column. 00
text repetition at an interval of 26 lot : ¢ n e .
i ideni d assuming tbat the identity and settings o
digraph by-considering the letter E an th o (N e
i ho current to position 16 on BS1. Foradi er
ing wheols wore such as to carry t ' & ;g AL
i i -toxt lotter would have led to positi
of tho intorvoning whecls somo other plain-tex | | e iy
i i 3 tly, the identity of the plain-text rey
10 ciphor digraph would have resulted. Consequently, ] the .
:?t::l is I:lot nngennentinl elemont. For CW1id at A, any plain-text repetition which leads to
i i i i h FU.
i 15 on BS1 will correapond to the cipher digrap ] ) .
Poultll;):d we assumed a position on BS1 othor than 16, a dilfercnt cipher digraph would have

rosulted, o.g.:

Tavre V
Posltion Disraph Positioa Digraph Position Digraph
upP
1 AV 10 RW 19
2 [x]] 1n - LF 20 KB
: 21 R
3 PC 12 sz
4 0 13 DX 22 JT
1] VI 14 XN 23 HL
[] ™ 16 Al 24 OA
7 BE 16 N 25 LM
8 QX 17 (] 20 YO
9 IY 18 uo

For CW1d at A, these 26 digrapha represent the only combi_natio.ne which can correapon(:
to plain-toxt ropotitions at interval 1. Any digraph, not contained in the above sct, canno
correspond to a plain-tiext repetition. . -

']glil! procodll)lro can bo carried out in detail for overy wheel end overy sotting, ymlldm% .2:3
digraphs for cach cnso. Tho rosulls can bo sot up in & scrios of tables (one for each Wh'IIOI) Zj"[c )
give the corroct digraphs for anch setting. It must bo obsorved that theso results will hold for
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interval 1 only. It is possibloin tho samo way to construct tables Lo correspond to any roquired
intorval. On tho other hand, it is possiblo lo obtain information about any desired intorval
from tables for intervel 1. Toillustrato, wo know that FU for C\W1d at Ais a corroact posnibility.
The correct digraph beginning with U for CWId at Z is US. Consoquently, FS is & onrrect
digraph for interval 2 for CVVId at A. In tho same way, sinco SP is a possibility for interval 1
when CWid is snt at Y, FP is a correct digraph for interval 3 with CWid at A. ‘Tho extension
to any intervel follows nlong tho same lines. One must bo careful in wosking with a roverse
wheel to remember that the wheel settings progress in the normal order and not in the roverss
order ns for direct wheels. Theso tahlea aro given in Appendix H, basic cipher-toxt sequences.

Our chielintereatin these tablesin to bo able to pass from a known digraph to a sot of possi-
hle wheels and settings.  To get this information, the tahles just deseribed must bo rearrangod
in the following way: Inatend of listing the digrapha correaponding to wheela and their sottingm,
wo list separntely cach digraph and the positions for which it is a porsibility. This has boon
done for intervnl 1in Appendix 111 entitled “firat.-intorval data, ciplior-text rolationships.”

20. Application of first-interval datatos known **V'* messsge.—I.ot us now procoed to make
uso of theso tables to try to find which cipher wheel ia tho ono involved in tho test message
employed as an illustrativo cxamplo on pagoe 23.

I'ako tho first pair of oquivalonta:

H, (locus 3P-3)=V,
H, (locus 4P-3)=-C,
Fioune 24

Case

Refer now to Appendix I1I, tablo V, line C; thoro nre found the following ciphior whools and posi-
tions indicated for tho digraph VC:

[ Wheal Settive Wheel Baittag W heal Betting
id KL2 64 P 4r I
3d h i Ir R 5r -
4d N 2r F Or K
6d A B, P ar G
Froune 25

Tako anothor pair in tho snme lines of tho mesengo:

S, (locus 3P~14)=A,
Sy (locus 4P-14)=2Z,

Firoure 268

Chnao 2

Again referring to Appendix 111, tablo A, lino Z, thero are found tho following ciphor wheols
and positions indicated:

.
W heel Setling Wheel Fetting Whesl Batting
1d Z 6d c, b Q 2r F
2d U 6d D, 0 5r u
3d C, s Ir X 6r NJ
4d Z
Fraune 27

e s e il s S, B St v s S

e o S A i ] b e B S . B Rt SAR s o b i A s b i
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"I'ho only indicationa comnon (e cases 1 and 2 aro CW1d, set at Z and U\V?r! Aot nt F h’»r
lino 3P. 'This moans that if CW1d, sot at Z is correet for line 3P, llmn.fur llu.\ lino 1P, CW1
must have been sot at B; if, on tho other hand, C\W2r, sot at F for )ino 3P is corrcet, then
for tho fisat line CW2 must hinvo boen sot at D.  Let ue seck corrohoration for ono or tho other
of thero two posaibililies:

Y ; D, (locus 11’~13)=N,
D, (locus 21’-13)=D,|

Fiaona 28

Case 3

ilclnr to Appendix 1T and we find cosroboration, for on table N, lino D, C\W2r at D is indicated
a8 & posaibility, whoreas CW1d act at B is not ao indiented, ) )
For lines 2P and 3P, wo should find CW2r nct at E indicatod for the followving paim:
i ' A, (locus 2|’-0)=X.| .
A, (o 3B=pjeD,) 2204

B, (locus 21°-12)e=D
¥, (locus 3P-12)=Y

A, (locus 2P-20)=L,
. A, (locus 3P-26)=K

" Cneo 6

" Caso 0
LJ
Fiaune 29

Referring to Appondix 111, it is found that CW2rsot at E is indicated for tho first two of tho
throb cnsos, but fer thoe third cnso, CW2r set at F, not £, ia indicateedd. This is not a contrndietion,
08 will bo oxplainod later (p. 37), but it indicates that tho “26” break in tho lines occurs
cither at or before column 26. At any rate, thero is now no question but that we have located
tho ciphor wheel in position 1, together with its initial aotting.

All tho foregoing was, howover, prodicated upon known facta: First tho icasngo was known
to ho a V" message, nnd secondly, the plain taxt was availablo, so that identical lotters in
columns were known. 1What if these two facta wero not known?

In ordor to anawor tho questions proposed, a slight digression must bo made.

21. Btatistical study of **V*'* mosssges.-—Considor ' a largo amount of plain text to be at
hand. It is desired] to dotermine the probability that two lcttors choson at random from it
shall bo the same. The probability that ono of the lottorsie an E ia tho normsl frequency of E.
The probability that both aro E'a is tho square of the normal frequency of E. Similarly, the
chanco that both are A’s is givon by tho squaro of tho normal froquoncy of A The sum of
thoso two numbors givea tho chanco that the two lettors are cither both E or both A. The
probability that both lettis aro tho samo, regardloss of what particular plain-toxt lotter they
may happon to o, is thorum of the probabilitios for each pair of identical Jottors and hence the
sum of tho squaros of the normnl frequoncios of all the lettera in tho alphabet. ‘The calculation
on pago 27 of Part T shows this result to bo 0.068.

I, instend of plain text, ono were given a monoalphabotic substitution, the reasoning
would still bo the same. For the particular identity of tho repetition was of no consoquenco
in tho roasoning. Moroover, two like cipher lotters correspond to two liko plain-loxt letters.
Honco, tha probability for a ropotition of two cipher lotters in a monoalpbsbotic substitution
cipher is 0.066. :

i The reader ls advisod to revicw the matheratical anatysis contained In the discussion In Part 1 (pp. 26-31)

0.6
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Suppose now that n pelynlphnhetic messnge is being studied. If tho nuinber of alphabots
is known, it is possible to rowrite tho messnge 8o as to break it up into its constituont mono-
alphnbets. If now the number of coincidences is tabulnted in ench monoalphabot, the situation
is ntill the samn. Tho total number of coincidonces for all the nlphabeta should still correspond
to a probability of 0.066.

What happens if the number of alphahiots is not known and the message is incorroctly
written out? What kind of result will be obtnined from o tabulation of the total number of
coincidences in such a case? To answer this question completely, it will be aasumed that tho
messnge under consideration is homogencous, i.e., that each ciphor lottor has practically the
samo probability of appenrance as overy other one. Such an assumption is not a vory great
restriction ainco any [nirly good cipher satisfies it. Kven a polyalphabotic message with es
few as six alphnbots has a vory flat frequency tehle. In iuch a cnso thon, two like ciphor lottors
in a column may represent any plain-toxt lotters whatever. Solect a particular cipher lotter
in A column, sny 6,. Tho chances that any other letter in that column is 8, aro the same for
every cipher ictter, i.e., 1/20=0.038. This number is 80 much loss than 0.000 that it should
therefore bo a simple matter statistically to determine the proper munber of alpbabots in a
polynlphabetic messngo; for mn incorrect assumnplion will yield only threo-fifths as many
coincidences na n correct one.  ‘The difforonco botween tho numbess 0.038 and 0.000 is significant

* enough o show up very plainly.'

22. Résumé.—Summarizing what has becn enid up to thia point in connection with “V"
motions, it appears that evory “V” cipher mossago cnn be determined provided only that it
boatleast 125 or 150 lotters long.? In determining a messngo to be *“V'*,theidentity and position
of the first wheel are obtained as incidontal items of inforination. Moreovor, if the message is
of sullicient length, the *650" break may be determined by the sama analstical test, for that
break defines the beginning of & now sot of alphabets. Tho lettors above the break will not yield
the proper percentago of coincidencea with the lotters below it and if the mossage is long enough
this property permita tho bresk to bo definitely located. This additional information gives
tho initial ectling of the second control wheel and the initial setting of thesecond whoel. Ilow-
over, it docs not determine the identity of the second whecl oxcopt in very special cases. (For
instance, it might happen that tho first wheel in a particular mossago has boon dotormined to be
CW2d sct at I. If the second wheel is found to begin at any lotter Lotwoon A and H, it must
be CWI, becaune in the numerical key that lotter would havo to correspond to 1. Such cases
are bowever very unusual.) :

Tho actual application of the test for V'’ messages can now be explained by using & mossage
whoso motion and plain text are unknown. !

23, Application of statistical method to an unknown mossage (Serial No. 169).—To begin
with, the inessogo was writton out in lines of 20 lotters; only 12 lines were actually used in the
tost, inasmuch as it was [elt that this amount of text wns quito suflicient. Twclvo lines of text
afford 11X20=280 pair of lctters (atinterval 1) that inny be einployed to find the cipher wheel—
il & V" notion is involved. According to thoory, wd should find 280X0.0060==18.88, or approxi-
mately 19, coincidences; hence, we should find one wheel in one positiou (all indications boing

1 Tho advantago of such a mcthod of dctermluing tho number of alphabets Involved In a polyslphabetio
messago over the commonly uscd one bascd upon repetitions Ia that A much amaller amount of text is neccsasry
to obtaln unquestlonable reaults. 1t is possible in thls way to determine the number of alphabcts with only
5 or 6 lettera in each alphabet, provided the number of alphatieta is fairly large. An lilustratioo of thla abd
other applicationa wlil be found in 8. Kullback, Statistical Methods in Cryptanalyeis, Technical Publicatioo,
Sigoa! Intelligence Bection, 1934,

* The total Ler of poasible colncld
tesulls,

will be about 20X*Cy=260; large enough to glive falrly rellable
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redncod o yiold tho initial setting) indicated ahout 19 tines. Incorroot whools should yield
286X 0.038=10.8, or approxiuntely 11 indications.

8erial No. 169
INDICATOR: 0003 BIEI_BE_DHSC"

1 2 3 4 8 6 7 8 9 1031 1203 14 15 1617 19 19 M N B B W BN
1|FMEIWIGCVCWGFQCDVGGLNXVSVP
2|BAOTCMKFJCESPOCHPFOLVMOJVA
3JUYRPPSYIHIEQONWIMVPBGNJGZW
4|]ANCIEKLCBVGVTGDBRKFYBYQXKZ
6|]CXZVBOPMLUBLDQXIDWTEHZMFDU
0|]NGSGJLNCZRMLMXQISUIXMATRKD
7|DCWRLZOTUHRGZPEYKYRXRSJPZHHAQ
8|ZWGEILAYVVEOZVQPUFEEUSSEAR
9|ZWLGBXNSGBEYLEARUCMYJPXVRYV
W|NTXNTQSXHTZHMTHVYVAEZVZQSG
11|UMAHBABWROMQUDUNIYBSFXDWFP
12| BVEDYYMOLZZJSYNUGTKRKXWSCC

Fiaore 30

A digraphio tablo waas constructed of the pairs in adjacent lines; tbus, for the first and
sccond linos, FB, MW, EO, cto., for the aecond and third lines, BU, WY, OR, otc.
Referring then to Appendix 1lI, the indications for FB, MW, EO, etc., were distributed in

the following mannor:
Tasra VI.—Table for the intercal between lines 1 and 8

Betling

Alp|o|p|eir|a|n|x|s|x|uin|nfor|a|nislT|v|y wix|T|e
cwi [2]2] |2f [ala] [1]s 1 2| 2|1 1age
Cwir 1| [2fafz|col2f1|1z]2z]1]2]3 1(2|1|8|1]2]2
cwad |t]8| |11 1 2[172| |2 1| 2|11 2| 1
Cwar a2 |a]| |2 [af1]2] |3 2 12]2] |2 3
cwad |2[3|1|1]a i1z N EIE ala| [2]3 2
cwar |21 2|1 [1]2 2 11 T EE 1]t 1 3
owad | |1 11 122 111 ] IOEOODOE
Cwir 122 1 21|11 o] | [2]e 1
CWol 1311 12 121 2 1)1 1 1] 1
CWir (23 i i ED i i , 1 1|1]s 1|2
cwed |2 |1 1 2 111 ]2]2 a2 [1]a]3 1] 2
CWor 1 i 13 1|2 ]2 311 1 i 1 1
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Tho indications for BU, KY, OR, otc., were thon distributed in tho samo tablo, but the

positions indicated wero reduced to initin! sottings.

This procesa wns continued for all tho other paira in the digraplic tablo, with this final result:

Taewp Vil

slslelnlelrlalmlz]s]x|r|m|x|o|p|ajr|s|T|o|v|W|x|¥|2

cwia [13]12]13]1s|16|24] 5 | 7 [13|10] 8 [10ju1| 9 |9 |10]10] 8|7 {10/ 7} 0 |t0]11]11f 10
CWir 9m?l—Tr185120751211109ﬁ?Zil_wslzlilz_m 19
cwaa fiil1a] 7 |otse] o |7 [14[10f1efrol o [o[10fn siixae v(sliafo|i| 8
"owzr [1of1a] o {1 ||| 7 [16] 0 |7 \1e|12[13]15]15| 10| 10{10| 8| 4 [12] 5 f11jc 7] 10
owaa |18 la[11] o [17|s [10] o [1z| 9 [rz| o] n|o |4 [nfra]s|rafra]ofrn)7|r3frif13
cwar [s i3l [iz|1a oo 105 |# [1]s [u]|tt]uf1z|8]1a] o [16{10]17| 8 |10]17| 10
—owaa |7 1a i [elvzli3l o (177 [10] 1316 15|13 |10 14| 8| 7 |8 | 8 [10[12| 8 |13]13[ 12
cwn ool slalizlis|of10|s |8 |ui1]to]1z|io[1]15] 0 [14]10] 0 | 0 [10]13]10] 13
cwsa 1vel17] 1016l 1s]10[ 3t [rof 3| iz]1z{ v e [12{w0f1e|0|r3] 7 |[20[10/n1f7] o
owar Tizlolis| |7 |xz| 7|0 [1a|in|1a| o | 7{13| 15| o [13[ 4 [12|14] 8 |13]12| 8 15| 10
owoa i3 lvz|z| v [t [13[11] 18] o [12]12| 8 [10] 12| 0] 10 11| 0 ]r2[ 8 Ju] s ) 7 10}17
cwor |8|ol9o|ofe]7[0]iefrz|n us|n ufufizfn ?‘12 7|12f12|13] 7 w_

Noto now tho number of indications for CW1d at F; it is 24 n9 ngninst nn avorngo ol'}l.g
for all othor alphabets and positions. This moans that not only are we dealing with a "'V
message, but also tho theoretical expectancy, 19, was renlly lowor than tho actual, 24, and
that thoro aro moro repetitions in columns than was anticipated. .

_ As a check on this result tho samo process was carricd out for inurrvnl 2, that is, S.he lett'ms
of lino 1 taken to form pairs with tho lottors in tho snmo columns of line 3; thoso of line 2 m.th
those of line 4, etc. The total number of tabulations is 260, the expcctcd' number of coin-
cidonces, 17. Tho actunl number found for the solling F, CWI'(I was 20. Tho pcrcon_(ngo of
coincidences for 286260546 digraphs for thosotting F, CWid is thoroforo 8.1 percent instoad
of tho theoretieal 6.6 percont.

This result is retl:lly botter than was anticipated. Thoro can lmrdly' bo any doubt but
that the right wheel and setting have heen found. In less-fort.unn'l.o cages, it may be necessary
¢~ tabulate nnd sum tho data for severa! intervals boforo a conclusive result can be obtained.

It should bo obsorved here that tho occurronco of the '‘850" brenk in & messago may

“unuso some dificulty in tho actual test. Any two lines which have tho brenk botv.voon thom
will not furnish correct information. However, for small intorvals tho dcgreo o!'urrormtroduc(?d
is practically negligiblo. For examplo, in using interval l only ono pair of lmef at most will
bo incorrect, viz, those with tho break botwoon them; for m!,cr.vnl 2 only two pairs, etc. Ina
message of at lerst six lines, tho correct result will still be obt'nmnblt‘a.. ;

1laving found the correct setting for the cipher whool in p991txon 1, it follows 'Llu}t tho
lotter D in mossago indicator DMSCH must equal Fo; also F indicatos that a whool is in tho

direct position.
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When mosnagoe Serinl No. 100 was convortod 8o as to rowove the first ciphor wheel from
considoration, tho following polyalpbabotic inessngo resulted:

Fiaonr 31.—Rerlal No. 169 convertcetl

1 DZTUCUROQOCRDPOGQRRYVHQE
2 |IQAWFGRCTOBLETINJRTYJLRDVORE
3 [VSUGIXXHGWNWRDMQVWBYXCTQST
4 |[EVLCHAORBHIMPMQPKIDRTEIEVF
6 |[RULZIAJDBSVXJVQMZGQUFYHISE
6 [QXYZCZAOYENKJOJPITCWTPJFSK
7 |DRWMKUCHASEVCJBTITEREZYJCS
8 ISNGSIURZBLKKUOGKDYPAUUPQQU
9 (BTARPRGHYLDGHFERFVAJCIEUQYS
10 |ASBREKRYSEBRPBNRBAWACVPAPY
11 |SXARIULILDDFREAVAHQZLOSBYVD
12 |[SWPRKLAATEMRRBFANIQZSOSCYF
I3 | XXBICKCDWVRZXRBGEZVHIOFLBL
4 [VTERMCKVLBPIGXHQALQCIEPVYF
16 [VXGWMHRCVNSZFTYAVYQSMOKGEFWR
16 IMOASSGJEYTGZWTVZJJSCECLAQQ
17 [BGMUQGSQNDXNCUNZJSVCIENQVX
18 ISPHIVNLAEJMAUYKQBPDCNZUUGZ
19 JJUJTTKSMSKSZETRAVTYJKVCTNY
20 [VUQINKVG

A study of tho repotitions in the incssago and of the mononiphabets down each column
seomcd to indicato that tho 650" brenk occurred botwoen lines 6 and 8. On using tho ana-
Iytical test based on coincidences, it turned out that, the brenk was cither on line 7 or 8 and
conscquontly tho accond lotter of the measage indicator must be oither P or Q. The number
of coincidencos obtained when lines 7 and 8 wero tested with tho preceding lines woreso nearly
nlike na to yield no definite information. Henco, in the messngo indicator DMSCH, M,=P or Q.

Enough has been shown, it is thought, to indicate the procedure that was followed with
unknown ciphor messages to determino whether or not they wero “ V'’ messages; when encoun-
tered, tho valuo of tho first letter of tho messngo indicator, and whethor its plnin-text equiva-
lent mennt “direct” or ‘' revorsed " constitited isnportant collateral information.

After, tosting out tho mothod on eoveral unknown cipher messnges and finding it to bo
eflicncious, there reomed to bo no point in spending further tino with similar cipher messnges
with naknown plain text. Alter all, tho cipher messages with known plain texst would yield
idonticel resulta in much shorter time, sinco idontitica of plain-text letters wore indicated in
the messnges themselves when transcribed in lines of 26 lotters. Cunsequently, all the plain-
toxt messages wero studied in connection with their ciphor vorsions in order to shorten the
timo rcquired for n complete solution. Tho possession of the 65 ''known” cryptograms
admittedly facilitated sslution of tho 110 “unknown.” Neavortheless, tho solution was not
mado possible by, and would not in practice require possession of, plain-toxt meseages with their
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cryptograpliic equivnlents. After soveral dnys’ work along theso Jines, many valucs and doter-
minations wero obtained from the procedure.

24. Consideration of W' messages.—The (oregoing methods are applicable to V"
motiona. Ilow about “¥'' motiona? In a %' motion the firat wheel is cither stationary
or moves continuously; the second wheel moves every 26.  "The proper assumplions regarding
tho actting of tho first wheel aml its motion together with a correct assumption as to tho sccond
wheel makes the problem equivalent to the one just discussed.  This proceduio is a bit more

omplieated rinco it involves trials on two wheels and the number of necossary trials is there-

__ foro greally increased but otherwise the two problems are identical.  Thero is no reason why

such messagea ennnot be picked out by the above procedure.  In the present test such a ritua-
tion did not arise becauso it was found possible to get aulflicient information fromn V' motions
and “Z’’ motions {to bo discusscd) to obtnin a coinplete solution of the problem.

A particular idea in this connection should be emphasized.  Suppose that in & given series
of messeges nll of the “V' mossages are found bofore a search 8 begun for W' messages.
In such a case, tho number of trinls mentioned nbove is conriderably reduced, rinco in many
of tho "W’ messages the first letter will bo known. Any wheel nasumed in the first position
will then bo entercd in only one possible setting and the determination of %' mcssages will
not be of much greater dilliculty thnn the determination of ' V' measages.

Similarly, nfter all the “®"” incesnges havo been found, a search can bo mede for X"
messages by assuming tho first three wheels, two of whieh will in some cascs bo known.

A generol solution can be arrived at by such a proceduro.

25. First interval data, plain-text relationships.—It has aircady been romnrkod that tho
messages mnost amenable to study are thoso whose motions are cither "'V or “Z", but as yot
nothing has heen snid about the latter. In such a motion, if the mcssngo is written out in lines
of 26, and letlers down a column are considered, the fifth wheel is the only ono which has moved.
This property may be put to use in & manner similar to that employed for 'V messagea.

Supposa that the wheel in position 5 is CYV5d set at A, and that fhe plain-text letter being
enciphered is E.  Tbe current pnsscs from E on tho IRFS to Y on MALS thence to Y on NALS.

RFS..__.. YLVRZXCPFOIQAMJBNSEl:KDGHTUW
MALS.._JORXQEGISCFNAUZMHVYLKDBTWP
NALS. ... ABCDEFGHIJKLMNOPQRSTUVWXYZ

Fioure 32 '

From this point on, it gocs through the remnining four wheels, linnlly emerging at some cipher
lotter 8, Afler the encipberment of 26 letters, CYV5 has moved to setting Z.

RFS ____. YLVRéXCPFOIQ'AMJBNSEKDGIITU.W

MAL5.--_PJORJEQEGISCFNAUZMHVYLKDBTW

NALG----ZABCDEFGHIJKLMNOPQRSTUVW):(Y
Fioure 33

If now the plain-text letter be Z, the current passes from Z on RIFS to X on MALS thence to X on
NALS. Thecurrent is now at the snme point on 1384 as the current for the preceding E.  Sinco
the other four wheels are in identically the sanio position as before tho path traversed through

33

them by tho current is the samo in both cases and the samo cipher letter will reault. It thus
follows that for CW6d sot at A, tho sequenco EZ of plain-text letters at a distance of 26 will
yiold a ciphor repetition.  Similarly the eeqquence AB will yield a cipher repetition.  Continuing
in this way, it becomes possible to sot up 26 digraphs whicl represent all the posaibilities of
plain-text pairs which shall yield like cipher lotters when C\Y6d is in the fifth position at A.
Theso digraphs are:

Tanew VI

AB HM NP UE
BD IC oT VX

cQ JK PS wv
DL KG QN XH
EZ LA RW YF
FR MU SJ 2y
GI TO

It in to bo obsorvad that it minkes no difference juat what the eipher letter is.  That will depend
on the first four whoals. Tho essontial clement is the fact that tho cipher lotter repeats.  Any
digraph not contained in the above 26 eannot yicld a cipher ropotition for C\Y6d set at A,
~ Let thia procedure be carricd out for every wheel in every sotting. A series of tables will

then ho obtnined whieh will give the 28 digraphs corresponding to cipher repelitions for any
particulnr wheel in any given setting. It is, of course, understond that this information will
apply only to interval 1,i.e., to letters which are 26 apart in tho plain text.

Forintorvala other than [, a similar procedure can bo follow-ed which will give the samo ¢{ypo
of information. Thus, one can construct tables which will give the correct dligraphs forinterval 2
or interval 3, It is, howovor, possible to derive all of these further tables from the tables for
interval 1. For if P,P; is n possibility for CW1d at Y and PsP; is R possibility for CW1d at X,
both being congidercd for interval I, then PPy is a possibility for C\id at Y for interval 2.
Similarly if PP, is n possibility for C\Vir at A and P¢P for C\WIr at B, both for intersal I, then
PP, in a posaibility for interval 2 on CWir at A,

1t is poseiblo in this way to combina digraphs for different intervals and got desired informa-
tion about any interval whatever. Al of this information can he conveniently combined into
ono aot of tables (one for cach wheel) which have been designated **I3nsie Pluin-"T'ext Sequences”
(Appendix 1V). To explain just how theso tablas are used, roference is made to the square (or
CWld. The letters down tho outside of the hox represent the settings of the wheel. If, for
CWid, digraphs aro desired for interval 1 at setting A, the first letter is read from line A, and the
second is found by reading dingonally to the right, thus YT, HX, ZY, ete. For interval 2 nt
setting A, the lirst letter is again found on line A, the second is ona removed along the dingonal,
o.g., YC,HL, cte. In every case, the limt letter is found on the line corresponding to the desired
sctting and the recond letter is obtained by rending diagonally downward and to the right. The
distance botwoen tha first and second Ietters of the digraph is tiia interval under consideration.

Supposn the tables for interval 1 are inverted, i.o., supposc that the data ahove obtained is
arranged with respect to tho digraphs and not with reepect to the wheels and their sottings.
This will be found in Appeadix V, "'Fitst-Interval Data, Plaid-Text Relationships”. Then the
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Now consider tho digraph GE which in column 18, linea 2 and 3 corresponils to tho cipher

repetition HH. The possibilitics which it yiolds for tha fifth wheel aro

d r

1w 2M
IF oM
2H 4H
2L 4R
3H 4Z
5W GB

6J

6T

6x

Fiaore 37

Dut it must ba romembered that in psssing from lino 1 to lino 2, thoe sotting of wheol 5 has
changed in the roversed diroction for a dircct whoel and in the normal direction for n roversed

wheel. To compare the sccond sat of possibilities with the first, it is therefore nocessary to
compensnte [or this shift. The sccond set of possihilities will then become
d (2
1X 2L
1G 3L
21 4G
24 4Q
31 4Y
5X A
6I
6s
oW
Fioune 38

It is now found that only ono entry is common to both sots, viz: CW2d at I. If the messngo
is a 2" messngn and the Gfth wheel is 2d sct at I, it should ho possiblo to chock. this fact by
using other cipher repetitions, for oxample, B in column 12, lines 3-4. Tho plain-text digraph
to which it corresponds is EI and one would oxpect 2G to be listed s a possibility undor this
digraph. This is found to bo tho ense. Similarly, tho digraph TH in column 15, lines 5-8 is
found to check. Tho necessary conclusion must then he that wo aro dealing with a ""Z'"" mes-
sago whoso lilth wheel is CW2d initially set at I. 1 '

If & procedure such as bus boen outlined above does not result in one sctting common to

tho possibilitics, Ltho message ennnot bo a “Z’ messago.!

1t is thus seen that if the plain text is known, tho digcovery of "*2' mossagesis a mattor
of relatico simplicity and that each timo such a messago is found the identity and position of
the tifth wheel ero detormined. But this is not all the infornnation which is obtainablo. The
same test that has already been applied will givo information about thie first two wheels,

¢ 1f only one or two of eeveral yleld apparent contradictivns, they may be tho resuit of factors which are
explained ia what follows:

.-

3r

To seo how this comes nhont we proceed na follows: Consider the cipher repotition BB on
linos 20-21 in column 1. ‘Plio corresponding plain-text digraph is LE. Sinco tho {ifth wheel
in originally aot at I and prograsses in a roverso tiraction, it should hav-e arrived at R for line 20.
In other words, ono of the possihilities whieh should appeunr undee LE in the tahles of interval
1 i3 2Rd. DBut, on releronco to tho tables, this ontry is not found oppesite LE, although 2Qd is
found.  The explanation for thin appearancs is not ditlicult.  When a messngn is written out
in linea of 20, tho firat cohunn should he that one which corrasponds Lo 11 on the first control
wheel. ‘Fhia was not taken into account.when thio cipher messngo was ket down, nd it wonld
consoquently bo expected that some of the columns would ho out of placo. Thnt is exactly
whit happens in this eato.  Column 1 renlly belongs on the right of columin 26 and tho digraph
BB should appear on linca 19-20 rather than on llnes 20-21.  1for these linea, it would be expected
that LE would correspond to 2Qd, ns it actually does. (One must be careful uot to overlook
this [act in acarching for "*Z" messages.)

Tho quostion now ariecs: * Doces column 2 belong on the loft or right?*  In order to answer
it, one must firat find a cipher repetition in column 2 and chieck the coriespomling plain-text
digraph against tho tables.  When thisis done with LL on linos 19-20, it is found that column
2 renlly belongs to the right of column 1.

‘The continuation of thia reaconing introduces the use of other intervals than 1 rince neither

column 3 nor column 4 contains a cipher repolition at that intorval.  Bul this is not an essentiel
difficulty. Theusnof interval 1 up to this point has been purcly a matter of convenience; nny
other singlo interval or even any combination of intervala would have gis-en tho rame results.
It is found by this procedure that columns 3 and 4 also belong on the right leaving column §
a3 the H column ol the linal ect-up.
JAPA
KCMI
at tho beginning of the messnge must stand alone at the right end of line 1. ‘They correspond
5‘ ﬁ :f ) But it
was these Iatter letters which corresponded to the sotting 3Id. Consequently the message
roally begina with the fifth wheel 2d at J and not I.

Socondly, sinco the fifth column corresponds to H on tho left control wheel, it follows that
tho initial sctling of tho control wheel is L. Moroover, that initial actting gives the sotting of
tho first cipher wheel. This mean.sthat tho indicator EQPRZ of Serial No. 165 is deciphered
asL...J. :

This is not yet all the infonnation which might bo obtained from this message. Supposo
it were loug enough to contain ths “650" break. Could not that brenk he located by tho
sama procedure? To this end let us theoretically consider the line on which the hreak takes
place. This break is due to A motion of two of the first four wheels which hind boen stalionary
throughout. ~ Tho relativo setting ol all four as a unit is therefora changed and it is no longer
corract to say that tho fiest four wheels remnain unchangml down a column.  But that was the
vory property which permitted us to nake use of the tables of plain-toxt relationships, and
sincoit no longor holds, the line on which Lho break takes pluco will not check with thoso aboveiil.
It will chock only with those below it. “

Tho application of this notion is quite simple. It is marcly a malter of findiug the first
lino which does not check with those above it. Sorial No. 115, indicator RSPVQ, furuishes a
good example of Lhis procedure.

These rosults have two important consequences. In the first place, the letirrs

to a different setting from that indicated by tho letters beginning ;
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SzaiaL No. 118
10 11 12 13 14 15 3017

21 {
22 {

23 {
Fioore 39

Tho message ia found to be n *‘Z” mesaago with the lirat wheel originally sot at I and C\Vor
at Vin the last place. I it is written out as in figure 39, it will be found that line 14 checks
with thoae below it but not with those nbove it. Consequently lino 14 represents I on the sce-
ond control wheel. On counting back to line 1, it is found that tho sccoud control wheeol wns
originally at V. This gives tho setting V for the sccond cipher wheel and showa that the indi-
cator RSPVQ ia deciphered as IV, .V .

Rotumning to Scrial No. 155, it is found that every line of tlhie messaga checks with every
othor, and tho break does not appear angwhere in the message.  Aa a result it would seem that
the initinl position of the second control wheel is unobtainable, anil in genoral, this would be
true. It happens though that tho particular ninasago under consideration proves to be an exeep-
tion becauso of its Jongth. Sinco tho lnst line checks with all the others above it, it must corre-
apond to a sctting of the contrel whecl othicr then I.  Suppose this sotling wero nany other letter
than J or K. Then it is found hy counting back that some lino in the message would represent
I and would have to contnin the break. Consequently, the last line must be either J or K and

the initinl notting of the second coutrol wheel must be cither H or G. This reduction to two
possibilities is as far n8 one may go with the method given above.

It may bo uscful to summarizo what has been said up to this point about “Z” messages
with known ploin text. In tho first placo, it can be determined by tho use of tho tables of phain-
text relationships wbether or not the mesasage is in & **Z* motion. This procedure resulls in a
knowledge of the identity and original position of the fifth wheel.  Sccendly, the original posi-
tion of the first control wheel con Lo deterinined and if the messaga is long enough, that of the
second centrol wheel can also bo found. The information about the contral wheels givea tho
original scttings of tho corresponding ciphor wheols.

27. Application of plain-text relatlonshipa to messages with unknown plain text.—The
next oloment to consider is the study of messages for which no plain text is available. For
them, some statistical inothod must bo devised which will indicate tho correct result by a study
of froquencies. Supposo that the machine is sel for a “Z" motion with wheel 4 direct at S in
tho last position. If the plain-toxt letler E is hit 26 times in succession a serios of cipher lctters
will result. If the noxt 20 plain-text lottes are all C, the second cipher line will be identical
with the first because, according to the table, an E and a C at a distance of 26 will yield the
same ciphor letter.

Suppose now that tho first lino bad been all E’a but the second lino ordinary plain text.
Then in any colunin whore the cipher letters are identical tho sccond letter must represent C,
If tho cipher letters in the column are not the same, tho second letter canvot be C. Hence,
tho number of coincidences is the same as the relative frequency of C in tho sccond line,

If the (irat 20 lotlers had hoen plain text the number of E's on the top lino would hnve
corrosponded to the normal frequency of E. ‘I'he chances of finding on these Lwo lines n
cipher coincidence which represents EC are given by the product of tho normal frequencies of
E and C. The chiancos of finding a cipher coincidonce whose first plain-text cequivalent shall
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he A aro represented by the product of the normal frequencies of A and N since, according to
tho table, AN is one of tho digraphs to bo sought for at interval 1.

It now follown that tho chanco for the appearance of any cipher repotition regnrdless of
what plain-text digraph it may represent, is obtained by summing tho reeults for all 26 correct
digraphs. The calculations aro given below:

AN=0.072X0.078=0.0055 JN=0.002%0.025=0.n01 SB~0.0%83¢0.0120.0007
BZ= .012X .0N1= .0MN0 Ku= 004X .030= .0001 TLea= .090X .036= .0032
CSw= .034X .058= .0020 {J== 030X .002= .0001 UE= .030X .120= .0038
DK= .040X .004== .0002 M= 025X .014== 0004 VA= .013X .072= 0000
EC> .120X .034= .0043 NQ= .070X .003= .0002 WT=.014X .090~= .0013
FY= .030X .02]= .0008 OV= .074X .013= .0010 XO= .006X .074=_.0004
GF= .018X .030= .0005 PR= .027X .083= .0022 YGa= .021X .018= .0004
HP= .033X .027= .0009 QI= .003X .076= .0002 ZDe= 001X .040e .0000
IHes 076X .033= .0026 RXe= .083X .006= .0004

Fioune 40

Tho expeeted theoretical number of cipher coincidences at interval 1i8 0.032 of tho total number
of tabulntions. Tho averngo incorrect result is ¥, rinco it may bo essumed that all cipher
digrophs have nn cqual probability of appearanco. 1lcneo, the averago incorrect roault is 0.038
ngainst a correct result of 0.032,

In considering mpllor repetitions on tho fitst and third lines, it is neceasary to use intorvn[ 2=
Similarly, in comparing line 1 with other lines of tho message, new intervals must be introduced.
The correct results for CR4d at S (ns cnlculnted above) are given horo for & few intervala wnlh

the correzponding incorrect result in each case. i
Tasue IX
|
Cowrect | Incorrere Correct | Incorrect
tntervar| © 0T ‘roartc [mtereat] S ‘o |iotereal ‘;:'I? 'W\" H

2 0.043 0.033 Y 0.048 0. 038 12 0. 034 0.038
3 . 034 .038 8 .043 .038 13 . 034 .038
4 .038 .038 9 . 037 . 032 14 . 043 .038
5 . 031 .038 10 . 048 . 038 16 .033 .038
8 .038 . 038 1t . 046 .038 1 . 043 .038 |’

Should onc wish to study repetitions botweon lino 2 and the lines below it, it would bo necessary
to consider wheel 4 as being sct at R Tho results obtnined for thoe first 15 intorvals of this
selting nre: &Lk

Tanre X : R

T i

Interyal r,::ﬂ';‘ ,"r::zﬁ" Interead ‘;:,':,T;' ":::'lmﬂ inlerval “,""m‘ : l"r::.'ﬁ" 4
1 0.012 0. 038 [} 0.030 0. 033 11 0.041 0. 038
2 .033 .038 7 . 032 .038 12 . 030 .038
3 . 031 .038 8 . 015 . 038 13 . 033 .038
4 . 042 . 038 9 . 032 .038 14 . 030 .038
5 .043 .038 10 . 010 .038 16 . 030 . 038
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These resulta scom to indicato that tho inenrrect result is often larger than the correect
ono and that even in thosn ceses whero tho corroct ono is greater, the difference is not very
apprecinble. In othor words, & mere count of cipher repotitiona cannot givo any information
ns Lo whothor or not & messagois in & ‘2" motion.

Howevor, it ia to bo cxpccted that tho distribution of the repetitions will vary with the
probability.  For example, if tho correct result for two lines is 0.045, it is natural to expect
more cipher repelitions between them than between two lines whoso probability i= 0.030. 1t
acoms ronsonable thon to multiply the number of repetitions hotween two lines hy the corre-
aponding probability and to sum the results for all possible paira uf linea. Such a procedurn
wns {ollowed in aoveral teats and tho following results wero obtnined. (In most cases the
ncorrect sottings wore picked at random. Theo correct ono is tho first one listed.)

Berial No. 139 (10 liacs)

1cd Ipd ,  45d
17771 17600 17003

Serinl No. 18{ (10 lines beginning as In cipher mesasge)

454 1Bd 1Ed
145190 145907 14736

Borial No. 131 (10 linos Leginning at proper position)
{ Thin teet assumcs o knowledlge of first sontrol wheel |

4sd 1Ad 1Bd 1Cd tEd
14108 13008 13941 13488 13929

Berial No. 131 (17 lines beginning at proper poaition)
{ This test assuwmed that there was no break In the firat 17 lines]

4sd 1Ed
58491 68192

Fiounp 41

Tho reaulta obtnined above do not seemn very eatisfactory. In soveral cases, en incorrect
sotting gavo a larger totn! than tho correct setting. Even in thoso cases whero the correct setling
gnvo a largor result than the few incorrect positions used, tho percentago differenco was very
small. Consider the final test, where 17 lines wero used. The dilTerenco between tho correct

and incorrect sottings is hgggl_ which is one-half of 1 percent. It appears that one cannot deter-

mino *'Z" motiona by comparing the cipher repetitions between pairs of lincs only. One must
uso moro than just two lines.

It is not diflicult to ace how this can bo done. It lins already been shown that for s given
wheol in a giveu position a ciplier repolition botween two lines, at nny interval whatever, can
represent only 1 of 20 possillo digraphic combinntions. To put it dilferently, if tho plnin-text
cquivalent of tho first of tho two cipher letters is arbitrarily assigned, the equivalent of the second
is complotely dotermined. In exactly tho samo wny thoen, if threo or more like cipher letters
appoar down any one column, and a plain-text equivalent is asrigned to any one of them, the
equivalents of tho others will bo fixod. Naturnlly, these oquivalonts will vary with tho difTerent
wheela and thoir dilleront settinga.

F——-————t PR




42

To illustrate this notion, conrider Serinl No. 155. If this message ia written out in lines of
26, the ciphier letter Dis found to appcar live timesin column 1, tho first appearanco corresponding
to the sctling H on the correct wheel, 2 direct. Tho positions of the other lotlers D correspond
to the scttings, C, X, R, 0. Theso letters H, C, X, R, O givo the intcrvals between the repeated
cipherletters, viz, 5, 5,6, 3. Il we assume the firat D to lio reprosented by A, then the second must
be B, hecnuso the lables give AB ns a correct digrnph for intorval 5 wlion wheel 2d is ect at H,
If tha geeand D is supposed to bo B, then the third must be ® because BF ia n correct digraph for
‘aterval 5 and for wheel 2d set at C. ‘The fourth and fifth letters in this enme way become G
snd J, so that finally if tho first of the sct is A, tho entiro set is ABWGJ. Thia asamo procedure can
bo earried out by assigning each of tho 26 letters in turn to tho first of the cipher lottors D and
as a result, the following scts of & lottors are obtaincd:

KIYMNHBTLOZQXVWGSFJDERACPU
LDVCJONIPZYHMKWTFSQARUBXEG
JGBAOXLEUZVMHNSFRDITYCWPQK
PUZIFKVHTJOYNRCAXMSWDLGEBAQ
MQHXWYSARKCOBFNDVTZUGEUJILP

93167 79 206 196 130 104 397 200 81 142 168 150 203 193 250 A9 343 140 240 238 308 117 267 203 81
Fiaure 42

The number at the foot of cach column represents the suin of tho relative {requoncies of
the letters init. ‘The highest of theso sums, 397, which comes from tho sot TIEHA is found on
compnrison with the known plain text of the messago to bo tho correct sct of lotters,

Given any sel ol repeated cipher letters in a column, it is possible in this way to rciate to it
26 scts of plain-text letters, provided, of course, that tho ontiro set of cipher lotters is contained
within one block of 650.

This notion enn be extended still further. Supposo a fairly long message is being studied
and that the original positions of tho contrul wheels ero known. (Such an assumption is not
unreasonahle, sinco this information is obtainablo from a study of “V’’ messages.) 1o such a
message onc can relate cipher lettera in one block of 650 to letters in other blocks by using tho
properties of the ““703" cycle, in which as has alrendy been shown a shift of ono lotter arises in
hoth of the fixed requences. '

To illustrate the procedure, consider Serinl No. 115, on which tho proper brenks have been
indicated.

IH
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T2 3 4 8 6 7 8 9 10101313 1M 1816107 MW19%20ANDDHND%
UU BIEVDMYUTFSO0Z22ZDQPOCWQGYAKUJ TV
VT ZIWHSPPLWYUXVVWJBUYTJXBKLBG SHW
S QIYGYUYINFUJPLSOWGDZFMVQBPS RX
XR JAVJTIYUGLKTQAKGPSVJOPSHYF QY
2 YQ AILKIOCVPCGIPZVXYAROANUULBL P2
ZP FLDBXSDUGPYWVQUVJPKKMYLRLR OA
AO Y[SUZYTQGUSMJIJ . ! N B
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In column 1 of block 1, tho letter G ia found repeatod ot interval 7.
set nt V, this pair can represent ono of 26 possible digrnpls, obtainable from the trblos for that

wheel. Theso digraphs aro

For wheol 6 revorsed,

KJ PD MB FE
BI RL bv GF
Qx us IN ]
LA XG JP YT
cv S0 vz TC
NR HQ Y
WK AW EH
Fiaone 44

Let us reeall just how theso digraphs were obtained. Suppose that the first of the cipher
letiers G had represented the plain-toxt letter E. Then with wheel 8 roversed, set nt V, the
current would have Lraversed tho (ollowing path:

. 1 #
RFS___... YLVRZXCPFOIQAMJBNSEKDGHTUR
o ||
NALG..... VUTSRQPONMLKJIHGFEDCBAZYXW
L] S|

Mm,cr-_--uli'TTHLBIJzsqxsowrpuxccvvru
14 Inlervening wheelal
LES...... TE{lDNSXUPQYVyHAMBKRF_JLZIWQC
Frounr. 45

Just what pathis traversed through the litst four wheels is of no concorn sinco those wheels
remain lixed down the column.

) L.

o i

45

To oo what plain-text lottar the ancond G reprosenta, it ia lirst. nacossary to shift the lnat
whoel to tho setting C, 7 places removed from V. Then in this position the strips nppear as
lollows:

)
RFS...... YLVRZXCPFOIQAMJIBNSEKDGHTURW
NALG.___. CBAZYXWVUTSRQPONMLKJIll('iFED

MM&r----K?CYVMANDRTHLBIJZEQXSOWFPU
{4 intervoning wheels)
LFS....... TEJ;.DNSXUPQYVHA“BKRFJLZIWOC

Fiavrm 40

Tho Inst four whoels are in identically the same position as before.  Consequently, if the current
emorged at G, it must havo followed the samoe path as hefore nnd must have come from G on
CWér, G on NALG is opposite H on R¥S. [t is thus seen that the second of the cipher lotters
represents £l This result checks with tho resulta re shown in the table.

Suppose now that tho letters in the sccond block are being considered.  Since 703 leaves a
remninder of 1 on being divided by 26, it is nccessary Lo relate the Jotlers of column 1 in the first

block to those of column 2 in tho recond bloclk. Morcover, ns a result of the shift in tho fixed
sequences, the lotter G of block 1 must be related to Din block 2. The socond eolumn of black 2
is found o contain the letter D three times. The socond of the letters G having bean supposed

to boon line C, the first D will be on line K. For this line, the setting of the atrips becomes

{
RFS______ YLVRZXCPFOIQAMJIBNSEKDGHTURW
NALO..___ KJIIIGFEDCBAZYXWVUT?RQPONML

MALGr-.--QXSIOWFPUKGCYVMANDRTHLBIJZE

(4 Intervening wheels]

LFS...... TEG[IJNS'XUPQYVHAMBKRFJLZIWOC
i

Fiavan 47

In this sotting tho first four wheels are in the sao position as before, but have heen ahilted
ono placo as a unit rclative to the LEFS. Tho path of the current to D on the LIS from MAIGr
will bo the path previously followod to G on LIS from MALGr but will be shilted down one placo
nlong its ontire length. Thie menns that the current to D on LFS must have como fromn S on

MAL.Gr and thevefore from E on RFS. D, on line C must therefore ropresent E,.

Tho oquivalenta of the remaining D,’s in column 2 block 2 can now be obtainvd without

difliculty.

71830 —36—4
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If the cipher letter N appeared in column 3 of block 3, a similar precedure to the oue de-
acrihed above would determine the corresponding plain-text lotters. Iere again a shift of the
fixed aequences must be introduced in the snine wey as before. This mothod of relating lotters
in each of two or threo blocks of 650 mnkes it possible to study Inrger sels of lotters than would
othenise ho obtnined. For example, in Serial No. 115, more than 25 sols of such letters were
found where cach set contlgined nt least § lottors. I a messngo of but one block, the occur-

ence of even four or five such sets is rare.

For each assumplion as to the identity and original sotting of the fifth wheel, 26 combina-
tions of plain-text letters can bo assigned to each set. I or, by the ahove procedure, aftorany
one of the ciplier letters in such a scl lins been nrbitrarily assigned a plain-text value, the oquiv-
alents of all the others can be determined. To illustrate, considor the ciphior lotters G, D, and
N in columns 16, 17, and 18 of blocks 1, 2, and 3, respectively. The total numher of accurrencos
of these letters is 7 and tho scts of plain-toxt lottors obtsined on tho assumption that the fifth
wheel is CWGr at V are given below:

B GSPAHXMOZQTVEKYNDFIUJLBCRW

C EFMTCJIXAURKDLSGOQWBVNPZYH

N JZXAVCDHIOMLEBQPRKUFSWGNTDO

Q BXOTWMRNZGEJICHLQDVUKYASPF

R CIUYJZSXHKBQPTVAGRWDLMEFON

M HFMRZQLXKGOWAYSJICVETPNUDB

Q FBXOTWMRNZGEJICHLQDVUKYASP
602 3 @ 09

Frounr 48.—Columne 10, 17, 18—CDN

Of these sets, the combination ATATYRO represents the greatest total frequency, viz, 602, On
reference to the known plain text, this set is found to he the correct set.

It now appears that for a correct assumption of the fifth wheel, the proper letters will he
found from a sct of 26 possibilities by a summation of frequencies. ‘Lhat the corroct lolters
correspond to the greatest sum is substantiated by the fact that only one excoption was found
in more than teu tests of this nature. Hence, it mny bo assumed that in each group of 26 scts
the column giving tho greatest sum is the only one to bo considered. Suppose such 8 procedure
wero carried out for every sct containing at lcast 5 lotters, not only for the correct sctting but
also for all incorrect sottings. liow would the grand totel of the frequencies of all the sets in
tho correct case compare with an incorrect case? If the former should Lo the greatest of all
or among Lhe greatest, ono would Lhion have a8 methoc of testing unknown messages for 2"
motions. Morcover, there is no question about the fact that such will be the caso for mos-
soges which are sufliciontly long. Unfortunatoly, this is not true for a8 mossnge of tho sizo of

47

Sorial No. 116. A soriea of toats earried out on the latler message gave negative results as
follows:

Tanus X1
Otpherlntters|  Columna (.‘.'{'JZ? l:‘wlm‘d

GDN 16 502 500
zZin 17 417 471
HAM 19 383 416
FJL 20 408 430
EGD 25 465 383
KRF 7 210 414
Jz 19 308 605

2,743 3,184

Ualess one can obtain longer messages, the methoda herein discussed will not permit the dis-
covery of 2" messnges whose plain Loxt is unknown. Somo other plan of sttack will have
to be devised for use in such casea.
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Arprnmix [

INSTRUCTIONS

TEST OF HCM !
Aras 1, 1932,

1. Thero aro four sets of variables in the 1CM which nmst bo adjusted before a mesange
can bo enciphered or deciphered, namely:

(a) Code-wheel arrangemont

(8) Code-wheal linoup

(¢) Control-wheel sotting

{d) Ratchet action il e SN Mo et

The codo-wheel wirings and ond wirings aro nemlpornmnont but remain unchanged for
long periods of time. They will remain fixed for thin teat: —

2. The method by which tho abovo listed variable ad;usl.n\onh aro st is na follows:

(a) Ench messago containe an external indicator which ‘shows, by reference to n printel
cipher or list for tho date in qumlmn, the initinl key sod Iwnco tho set-up of the HCM. It
nlso shows which one of tho rix cipher whoels is to bo dmitted ' froni consideration for that day.
Ordinarily, the initinl koy would chango daily, but for this test it will remain the same through-
out.

(5) In oach messngo, a meesnge indicator follows the external indieator. With tho HHOM
sot np as dotormined by the oxternal indicator, the message indicator (5 lettors) is enciphered
on the IICM. This enciphorment produces tho messogo koy. By tho vse of a simplo code,
the mesaage key determines an entiro now set~up for the IICM.  Tho set-up thus obtained is made
and tho encipherment or decipherment of tho message proper now begins.

Tho mesange indicator, and theroforo the mossage key, changes with overy message.

{c) The nctual sot-up of the four varinbles is derived from the key na {ellows:

(1) Code-wheel arrangement.—If the key were YSRIP, for oxample, tho order of the wheels
would bo 6, 4, 3, 1, 2. A tablo in tho cipher shows whether ench wheel is to bo used in the
diroct or roverso position. 1f tho table wero

Direct...... ABCDEFGHIJKLM
Revorsed.... NOPQRSTUVHXYZ

tho code-wheol arrangement would bo 6R, 4R, 3R, ID, 2R, since Y, S, R, and P in the table show
that the wheels nro to be used in the reversed position, and I in table shows that its wheel ia to
bo used in tho direct position. The wheols aro then placed in the IiCM in that order and
position, from loft to right.

(2) Code.wheel line-up.—Tho koy itsolfl is ured as tho lino-up setting of the codo wheels,
‘I’hus, whoel 6R, which ia now installed as the left.-hand wheel, ia set with the Y (on the wheel
periphery) against the banch mark; wheel 4R is sot with S agninst the beneh mark, ete.

(3) Control-wheel actting.—Theo first two lotters of the keay are used as tho control-wheel
sotting. Thus, tho loft-haud control wheel is sot at Y; tho right-hand wheol at S.

49)
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(4) Ratchel action.—The arrangomont of the code whoels has alroady Loen derivoed as bR,
4R, 3R, 1D, 2R. Tho first two digits, 5 and 4, aro appliod to s table in the cipher to find tho
ralchet-nction setling. Such a table would be

Second digit

1 2 3 4 5 6 Arrznoix 11

DASIC CIPHER-TEXT SEQUENCES

1 Balting

2 B

. —
Q

E
=3 \ S
2 e | P
£ N\ "

5 ACY D

6

Tho setting of the ratchet action {rom tho table is ACY.

PEHOUBEAOEN~uREZZonDMalcd<d MdN
P MTMCNOQTIIXNICICZIODIXHINOXRMAO<
M~ T H<X<ODO<NTITNrOX>DDIO0XaOQIaLIT
VIrFOIACZIZXN<SINCNXIESITNOOCHHTOM> U Q
N=<OITUuUudMN<>arHCTOVCO]TMCZO=EXOO
<SAQ>HMTMIZTONIITICXCHAMOOANND WP = < H
HETCLCPPDOHOCOININNOONNXZXTMWN<S =T
DI CCEXRXNgIQAKNTHOAUSCZHNCOOI LG TITO> M
ONDIMOHN<HSIAEDZIUNAITIXTNIECOC>0ZTO X
HXTMOQOQMIACroOZNIPHROOCCNTZHD D=
D LCOoOHQ>>0NQUXIZICAQICOHNODMXZm<=H
CZmOoOTaHHEAXCcowITH<ONaIXXOINSTOT
WO DN AT XOMIKHOSIUMXEID>OWN
O xMmMOoOQUoOI<aQa>» <ciaQImZCeCNZTSEEHX
XX OQUDOXTMTS<cOZTIOHN>CHTHDMNSREC=
MO N ZIK<SCLCITIZD>OMNMICXNOAXOQONOTY C
ZOUV<IC>PNXEZHNQDNCHKONOAOOOL XU
QX I >PNZIXIDOMOXHITII<OTMzZzZoOHEN<Coron
CPPE2HDCTMXXQZNAOLOIHNLIUIOMS T=NXD
TOWAXRITCTONmMO<XO>MNMEXEIOTOoO<HC=Z"
XOoODMOIrMEIXLa<cHITIANCH O > <

ST a<c<ama

QM NCUCTEESIMDOHNTOAZZT<>OO X<XD
TIANCOHOZOINORZIKRXX>PDODEI<TIMMSM
OH T <XIDDZTYOCNTIZTIXNMTpD>GLlN>
O <COZXUNLAHNMIXITNTDIQ>>=ZTCONOHETO
“~ T QUuIXDCITITM>PCOCXMOUOT<C<DTDNHNZADIO

CeHDDOXTTiNmMEEPOXNZIIO0ONW
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> aYdMHQdHRuNER 20D ndd<ds MdN
D OoO-ENCITOANDXX>>HMONITSTHIOO<ATMC

NZM®M9O9TMORNXIXCIIQAIX>CO3IDOCOCIT ™

VOO CZZAIIUTMDOMCCEN<<ORS<ScTTOlr »

OO NOMOCXZQUODH<QIMIEI> 3N A X
CSNXOURCINODOXaATATNQOQ>IMHNODNOCS S
HOCHCPCSNTYXZ<IO>MLWLOUTDOAXNHOTNI
THMNINLCOCUNU<SCSTOZTOAQNZODXOUOXASNO X>=
OH>» - TITXITICHODUNNXIZONMOM<<C OO
TFToNOCIPIMXZAXITNASCOO<STD Q<UD
DOHRIEZNQINICHUXMEOHNUOIOXRSE < ZO
M E<OUDHUTMXOTUTULPErCQNMZ>=<"<IMTnOo:x
OXIX XIZLUCOQOTNTOHOUNZICT Q> X3 IMm
P <X ONCTHXNHOZIUOUXDIGCOICm OO
ITmMmMOXNOM<CHIXNOZCXR>ICZDITOLO 3
LCHCOCHRXOITIOSCKONIIZINNIROOD-ZMW >
MUTI<COTU>POOITICHXO MO HXI<SZNUPOQXZ
OLOTZTaOH> IMCRCIXNACTCU NXDIDODNOD
O>VNDHEMTOOTCEVDOTLUIENXACZm X O =
TXXMOD<OOLOINTQON>CO TN AZ<
ST OUXRCZR>PDHUCAINITOOXIOTMTONII MWD
MOZIITN<ZTICrM<HDOHCNGCANX>QOXT

Z2UUMTME>X T ODONOIT IS ITHITEACETOIOC
XeTCCEPXXaOoOHOD>POTI<QIOINMIPDZM<CO
CODTEIOIENAZZIONMITIOE<"OHOOXXONDLS AN XC

- S U N
<M CN>XTOHDXI

OCUVDH.QPPZII<C<00IAO<I X
Ho=
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HoDOX-SQIOXNRIZT CXTUMNMNC=<NCGC
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CaeXZOoOIMMAOQZIO-TMX>I<CONIHOLH
XRTCDaoaTMOQOCoON-ENULEIIZTIO<SCTZHN>O<EC=

N
SN =

2

>V XA L0 ZXEAC IO XITONAZTOSNO HX
OIMECZNUCQOQONGLWRS>»<XODHEIT QAT
"M AONUVUHXVOZHRADCOITZTT<COXINM> B30 D =<
OHXIACOZNANT>PODIZTITHIQZOMOMN M <o
TOOLESEXCOICVIIETROCZIZXAOMHTI>NNO
H =< ITCUO9HONXTMIDCcOMNNIMIZAO AT HXOO
<SP TVTOMOMIGCRIZINXTMOONDOrwmaCH <M
EORONAMNMEI>PNRNCLUOXZIONXXOIM<O T
X COMOWUNTMETXATIDCNZCOHAHNIQOOIO >
TZOoOONHLCDCOONNITIXMETHA<O>»ZI X<
WOoORNICXNTORHNXOCQOLCMSZZTOND ™D I >
ZMONIJIOHN<ICKTDOOICOQOION®XXT> X
OWOHNTM<MIOTVT<C<OZANUPXIXCOTDLIZIoDCO
OHILCCAP>POOIUUMNMHZICIVTNCWDR VXU
MOrTUZHN<>CXOANDIMOLCNIDIOSZAO

I COoOT<RUNXKXKOHNCEIXRN>OMMODAO

ST CDOXXRXROGURITHIT<TONAQ
HEUOUOSNQI D>V ZOCIIXICTANIMNMC<COXMO

QAN>ZDMB <X

WX VO>XRNXTO0UNUHETYTTMaAaNITHOLITrI<COQ=m=

CTMZITXDD<XMO

H>2 QN> < U7O0OW0LOQOX

LD X<CQXIDCP>»AZTOANNRHITIITIOZXOOXDT
M XU ITVWVOoOSeNZTODDOMMMNIADE>E<OUCZAAMOoTr

BABIC CIPRER-TEXT‘0RQUZNCTS yoa CW3 pirkor
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AU QAMHuNEEZ2oNvDoRRadddd 4N

QAINXRNR DIV CCZXNNECACLCOITTAOAIZIOIm> XXMM

M H DO T TUINNODID<SIPLASCSDOMXXECOQAO

A Y=< P>POMTMCHONSIZICOOMIX-TQNDWWOO=IS

OLARMHCBSQXWEPKGUF
LCZMFBATKXYUOGQRDP
SZTIBJKNERUVPCDYFN
CXIEWKLRBGFPHQTNVJ
NTUWGORZFKDJQAYESH
QSEPODCFIJRNLYMVGX
KYXGQCNTJWRLFSZVBHND
FRVUDYTSELOZJXIHKA
DJFHPNVEXGZCILUWAR
ENLJAQSHGUDITWZPOM
RGSZLMYXADPNWEOIQC
AFDXIZBVUMNQSOGCHWY
GKMIJNUWIKHPBSYXCDTO
ZDBLSPOWRAQKXVUTNE
BINKZXQCOFNYRUHPES
HKWSRIUYTCJBVFPAQG
IAROXFWNPVETLKHJQMY
TAMFCUJOQHGEZRALYB
WEOBJTPLCYADGIFMNZV
POGCKLEQZTVMNDWJBI
JQCDTRZGYIEHBSNOLK
ULYTNEFIDVWGAKXSCZ
YPZVESGJWNHODMKRUXT
MVQIHGXDLOSACNBFPU
VBHYWADUNZCXMTSKJQ
JHKAVOMNPSITUBEZXRL

O < N
o<

< T MMIATIRN<OMOQO<S<HTTIEZTZC>r0
O QA MOP>PITZCOUONIMRSTDDNT NN

Do“CaORTM>nvZMmM>PQIC XMOODHC<SN NI

QA H D ECIHNMONOETOTMNICK XAV IHNO><Z

A3

NMmMXXCwWC<MODZSCHTTSOTOO>AQ
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z KYBFORSUQJUDXNEZTAPICHVNGLH®W
Y [ORVKJCFXPYLNUBGIEMQWTAHSDZ
b.< ICFHRLTJUQVZSPKDWGBYOEMAXN
W |SWTJAFZELPYHIXQRNODKVCGBMU
v |PXOELMJIGZQVAWNUYFSCNRHTDKB
U |KQUCGZBLWDIYHMOPVJXTSFAENR
T FRYPTDIKZONWVABCQHLUEXJMGS
8 XJFVQENWRICSOHMKTYAZPGULBD
R INULJHYGSOFWTXCABREVMIQDPZK
Q RSPZLAVDXCJOEUTMKFGHBWYNRQI
.P |[WFXQIZMHNUTLCGPEBRJDAKOVSY
(4] VOJUYWIBASPEZTDQGKFLNMRCHX
N |UHCLPVOWKMXQGIENYDRJZSBFTA
M |[MPATZQHCORBUYDWGSVNFLIXKUJE
L |GBQMEIYATCFKPVNODXHSJZWURL
K ZDKYBGWVMETJRQHSCNUAXLIOPF
J JINRVKDOHBGELFYAXTSPMUZWCQ
) ¢ YLWSFHRNCAKDGZJVMUEXQBPIOT
H |EVZOXJAFSTNRNDILHBPGUYKQHWC
QG | TGHICULMJXEBFSNWZAXKQDPVRYO
¥ CEDAWTPZBLUGKJXSOIMRYNQHFV
B |HTGNMOEQIKZPDRLUXCWBFVSYAJ
D |[LAEDSBCGYWRIQNFZPUTOKJHXVM
(o] BZNGNXKTDVOFWYSJIQPECRLAUH
B |AKIBDSURENHCJOVXLWYQGTFZNP
A QMRAKNXPFGSATLCHUZOVYDEJIB

PABIO CIPHER-TEXT SEQUENCES ran CWJS ptrzor
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QO VI I CHRCRIXLCEPDADCOINXMNMOOTIWAON

XOMIMIv<wpCrxaIN>HIOQOAOSCUNNXOHENO

<V SC>POQ0MOIT X YU NDOHIZTATMOHLSCSOXIOQOMmMZC
CREOCR>PDTOHXQIAIDOLCZMINCTSQN I <

Xom>=uu=Zor

DZCC<TITMNMSIAIHNOXRNQACTNO>HVTECMO XOIN
ONITDC<OTMBAOQISEANXDZIAOIMNLMQOQZC > HX
H>7¢I"IQL-OH"IFIHCZU’O%NUM'1<==ZN
TAIAIN>>PACCODCOI TN ROQCHZIZXXOTITRMOIC A
TMTHEONZQCPTOOXII T AaIWLC<> X0 DTOW
FODQOHOUWONZOKCTM>»OXTV<IIAHATrOQR
XOIXZHNACTCOTOQCOITDTMMEON<AS DO
ZOo0CNaAXMITOrowlI<exxLOH<NTNAOX
QUXoCQ>»<NZxmMoOoO<IIOCOoOITOQCHITO
OCQIVUOZI<HNUIQAQIDTINZIO>OrraAIMGLNXMS
VHOZIWIIAXTMUScEExxCHUNUOTZNOQrCM=
MmM<UWX>O0CCZZIINCcAXSTOoLOHQON DTOQ<O
CSXI T QUUErU>OTTIMINOCMXRXXASAZIHOOI <X
CTMODHONXITIXLUNAOQUTOIICOMWIKIZI><COI
XXM HCODICAROUTMIP9OQXO<NIZIZZ>
DPOQO<IADIDXRXTITNOMRKKZLOHODCAQ

OSTcoxcHOQ<WVNE<MZ93>CXITIXD<NT

P QXM APNO0OIXN<<OQUODMT I IDCCRSHOG
H<C“NOMZ>CHIOX~<<OQWOTMXTITIATOLI
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A ([CYMVBAQOJEINTPLURHSKHW
B |VBHKMYCLGWSEQZPFAXROUJ
‘"0 |KARBVTZDOXGYIQJMUFCLN
| D [MFKUHEINCUDVRARYLBPJTZSX
1B |SRAGWSTPNHOVZKQLEIXUY
|"F |FMDOXEQSACHIRYZGHWUPVT
1"/ /BNCUGYXMTAWFVIDOPQHES
: H:{STPDVUBEMOJHWNCQYAGXR
; I |EQNHPKGBCLAOSTYVMDUFI
"F ]YBAQRDKTZNCXEVHBNPJWL
!l E |[XMYFNREIBTUGHARSQLOZC
il'L |BVJSFGRKEPDAMRXYZCITO
!M |HULXJDORGQNMBFUVITHWEC2Z
‘"N {[ZULNCFDYSBKJPHWREOGTIV
O [PZSTJNVXKRLQAOGCDETRHU
P |IXELSHURFZYMCDTNGOAPK
‘Q'|UGZXAPFJIVBTNESDCMQRH
"R [DIUMQJUZWHKESGXNTBYFAZ
"8 |WPBYZLOARGXDUSEKVJMIF
T |[QKVLICMFDUNPXGRHLBWJE
i U|RHIWTBJNPSQUDFAZKOLGM
»"V |AWOEKLSQXYPNJMIRCZDBG
| W |[0OCGRZXYUVQSLBRFTINKDA
il X [TDFIUVPHYXZKOJEWSRNMAQ
' Y INJWPHQAVUIRCLGOXFSBYD
Z {LOQAYMHP UJXKVNB

WFTZDC

CCICNXTI>mMHX

MXXCIHX<QOUMO>»Z IV ITNHIGCZOQOIACO
UMM OTTMKOZVIOHDRC<OQXXNLCIOCODII AN

IN>HCSITIT ORI NOLHITMNMECODOOIT ZN
OHUDCC<cQNOO<AITXID

HEQUY9IM>HNICTCcXXXTCTIAOLCNXRZOONWNO™

‘' BAG1C CIPRBR-TREY 8kQuaNcEn yon CWW1 akvsrsro
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Bettlng - Baiting

A BYFINWDXJQTZHAUKECSVGOLRMP A KUQUJUYVEDRZABHIMNRTLGOCSFPX
B VIJNSONULYEIAMPRGTXHDCZFBAQK B PYLVHGNFIMKAWBSOEZDCTXJQUR
o) LOXCSPZVGWMBQFDEUANTIJKYRH o VZHADSJWBRMOKXCGINTEULYPFQ
D CUTXQIHDOBKYJNGPMSEWLRVFAZ D IAMNXLOKFBCRUTDWSEGPZVQJYH
E PEUYWANCKRVLSDQBXGOZFHJMIT E MBSUZCRJKTFPENOXGDQIHYLVAW
F GPVOMSTRFHZXNYKUDCIJALBWENQ F KXPITFLREJQGSCUDNYWAVZHMOB
G QHCBXEFJAIUSVRPNTWLMZKOGYD a UQWEJZFGLYDXTPNSVOMHIABCKR
H ATKUGJLMWPXHFQSEOZBIRCDVNY’ H YOGLIJDZVNUEQSXHCBAWMKTRFP
I ERPDLZBOQUAJYXGCIKWFTNHSVM, I CDZWLNIHSPGYXUATKMOBREFJQV
J FQNZIKCYPMLVUDTWROJESAXHBG J NIOZSWAXQDVUPMERBCKFGJLYHT
K YSIWNRTVQBZHPNEOFCLGXMUAKDUJ K |WNCIXOMUYNHPQBGFKTRJDLZVAES
L XWOFEHYKIAQSGCJTZDUBPMRNLYV L TWNUCBPVSAQYKDJREFLNZIHMGXO
M OCJGAVRWMYXDTLEINPKQBFS;ZHU M [OPTKQHXMYVRNLFGJZSIWABDUCE
N TLDMHFOBVUNEZGWSQRYKJXIAPC N QERYAUBVHFSZJDLIXWOMKNPTGC
o ZNBAJCKHPSGIDOXYFVRLUWMQTE 0 CFVNPKHAJXILNZWUOCBRSQEDTY
P SKMLTRAQXDWNCUVJHFZPOBYEGTI P JHBQRAMLUWZSIOPCTKFXYGNEVD
Q |RBZEFMYUNOSTPHLAJIQCKVGDWX Q |AKYFMBZPOIXWCQTERJUVDSGHNIL
R KIGJBVPSCXEQAZMLWYTRHDNOUF R |RVJUBKIQCWUOTYEGFLPHNXDASZM
8 WDLKHQXTUGYMIBZOVEFANSCPUJR 8 |[HLKRWYTOPCEVGDJZQASUNMXIBF
T NZRAYUEPDVBWKICHGJMSXTQLFO T |ZRFOVECQTGHDNLIYMXPSBUWNKUJA
U IFMVPGQNHKORWTADLBXUEYZJCS U|FJCHGTYEDANSZWVBUQXKPORLMI
V |JBHQDYSARCFOEMNZKUPGVILTXW V ILTADEVGNMSXIOHKPYURQCFZBRWJ
W |[KAYNVXMFTJCGBSIRPQDHWZEUOL W |[EMNGHDSBXUWCARQVPFYTJIKOLZ
X MVSHUBJELTDKXWFQYNAOIGPCZR X BSDANXKUPOTMFYHQJVELWRCZIG
Y HXAPKLGZENRUOJYVSMCRDQTIFB Y | XNMSURPQCEBJVAYLHGZOFTIWDK
z UMQRZDIGSFPCLVHXBTONYEWJKA Z |SBXPFQYTGKLHMVZADICJEWONRU
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NHNEg<adHuRo"OoOZRANNurHMoeEOAW

-

mMXAXNOHSXIIO<cOQUNCC UZW> 3T I XA

<SH DO TITNODXIA<COZXCOII~HI>TCUmO
T OQOXTLUCTrTOIDHOIOLNXAQAP>P<NXIIDD™ZS]
QCpopo>mMX CAHA>INTITHQZNLODI<ICTw<XXIO

QOOX9pDITXTINNMHI>P>CCNROZA<COLI <D X
WM EpnCH<SXZINSCITCXOCOHQOUO<y">OX
P TN NZXNSXDOXC<<<TmONLCOMOOOCS X IO
CTI>ONOCDUCOZTODCO<IZTNMOM=ADXX<
“MX<TOrNNZCT>MITMIOXNOTOIIOQOANCHD
TOUN<<ALUMOMCIN> VS TDAXHOAONINZ
O>» U ZO<HTHQAIX<OTIXXCImMoODNIOr®
ZOTXTCcOTONIOMXN<O<DUNX> I HAG
MOmMeXOC T XOHNDZOARKITIZNITO> “NMH
NIOH<Y<NDXCSCCDIOQOZIOTTHO>POTZ<Oo T
L XMOOZANXTMZIHO>PQOCNTIIOU<A<X
XMLDHOTOOZNI>PNIIMXICCSCHOO H < |
OWIMZOICQOUZXNICHSHNSX<3mTN |
FTUTZTXIPORMNXMEQAODDScLN<OQOQZTMOLOOSIC

CeP D XITANUANBDOEZI<XTMECOOOIZTOO

NmHITID<HATCCTZON-EMM>POTSCTIAQRROC H
HEzYnNn<>PET<X<NLOOrQEITTXTMaHMDAOX
NNHOXZKI>OCNTMOIALCOO<CCDIXNAEATM

>
o

HZONODOO<ITTCIMHATMIAOSXITIINICO?>

ToOoD“rMmMIAaI<N<C<cCTMTXANINAON>>D Z W O
H<cOoOOMUH>MCO”XIODOQECAINHNHDTZIZIIO™

W H< FMIMOIHEAXTITONRNITOLCDEOENCO<S>Q
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NHdMHIddHaWoNQZErHumbdodataw >
<eXroZCH=<OIDI X>Nd3TMXO®MI-INQUITCWUE
> QWG HAOXNOE<<cD I MOMHHNIIDBYUYHE XQroCc™™ =2

CXoZ"Mmr OO I9>D<T<H NINTCODWOL XA XX
RO <CTOITNMZLCCTOoO<Qlro>XoO0o=x32"HMN
Z O M<CQXXCHOMMX<STITOOLCTII A HIN
CFOzHOXIDNODCOQOInn<cCceYIAg>czHINX
D Q>2QUUNHETOMNMXZOX<XCOCHIAII<ONTCS<TE
CETMITOoOCZOP» XN A JODOTTNOXNIX<OQD <
O M>>I HCHEHXODOIITXHOEQCZ TN WD< vh o
MU I T XQ<KHNOmz<cNO>GMXOCZZoOoOCH
QX CRX<DOONZIMHSIZICOAIZIHNOXOT>T X
NMoXXD<ZIF Do NO>PLHSC<OZMmWOWLOI I C
XZ I DWEBEO>PHCLOOQDTITIN<<OODOSZMX<
< WO NEZ>PYUINXTITMNOLC<S<ITOIOQU3W
EOZON»OTOIIC<S<rnIIEAMX<SXGCTTDTHNMOOOAO
O> T OoOMmMIEFIONSCSEX<cLZXaOHNINODMCNSEM
HEAICcOH <M< NOMODONXZITZIIXEIQMH
NOHSXMPDOQOTM< J30ZITI0ACDITC>XNGO
FroON<<UWUHOYpOYWODCXM>EHLEQAXT ©ZT
T HGCACCOLZOX X TOCOAXDIINTMMPEEON< ZO
QXXNTTHGC IO DOHDCCIEAXMNDNODNZTOSCTIID A <>
T CINTMCOQANZIXHNAEAZIZP>POLLR<OOO

Ve T LCXXDCIIXDDHC>PONZOQOODIsOMD<OQ
mcoc=<a> MDD XXnN-INCITIZTToOO0OO<HDTYIO=R
HHE XO0O0IXXTMOZaOal"r"M<CcOoOLWOIAMmMXNGSG X >T

CNOWNW DTICK>PIVD T oTOLIT<LTIMHNS O XDX

7830850
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A

NHMME<dHwuROoNWOZErRe~HQEREYaW®

PO XNIIAOX<CHNMONITIHIORNACOQIZ
UZTorPmHAXSOINKXIICCNCDTZOTTTME<

< OQO<IEATEZINDTOQOUIUHZONRN>PCXDOTMIOoOoIcCH
QO M H<>»CXO0OCNODTITVTZTITMTNCT>QAXNX
MO TVTHONKIGCIG>IXIC QCOT<IZTMIAXIMHD
Tz COIrO<TIHOLLEBXOQ><XODo<+=N
CPOHXOCNCTRI<S<NZTHNOBIODQXRIX<OQ
OLNITONMNMEXTNMCOXNRICIOIOQZI"TA<TVTITMMD>O
vTE <O CZHNIXTITPWOLOQXRXNOODOQ<C>»-XI
<CSCHIKAENLCONZXNCRTVTTIMOHIOQOONXIOAOQF
T = XNXXOQT QDo ZIX>CIIZT~MEIN <O
FT<ONCWIOITIMLAOIUNIXXRAOQO>NAHNHCZ
O H<IJZCZTCAXSEATM> P>OI<0WODOICONNXD
QUNOCTONS>PXHDDOQIAIMO<ZIZZTIA<LCOOON
ZHMCCUXDIIITINCOROXO<S<HQOO>PH=<TIAG
MOoOHRXCCUBMXX<ZNP>IOKOMITOINOIDIH
NTOOQONNTMXZPOI<KDCINIIOOHNCHm <O TR
WECXNDOZINODOZTOOATMS<NI>HTIOQXA<GC
T LD HEUOXZQOP UMMAILSKCINCHOWNWLOQO™T
DT> TMETOQOHQDOMEBICHXOSC<IOXNE=AZOTD
CxXZIDI>PONMIZIQAHSXOOUUIUTIAI<<CHIHOS=

b

HXWO<XIACH > DOAONXNOTCTONMZCNQGQ
MmN ZOART<HCOQOIHNOCOZEA>NXXTIOTC
CHOCOZPMOZI<XNTO<OISCTORIMNMDCRQD

XMOWCOIRNTIVIPOCTA<SOHNTCQNSZIXDD

H WD OMO<OCIVVCXXHOINIXMDC<O> WX

BASIO CIPNER-TEXT S8EQUENCEBR ¥orn CW6O REvERSED

Avrenpix 111
FIRST-INTERVAL DATA—CIPHER-TEXT RELATIONSIIII’S

TasLm A

1D 2T 3Z 5V 5T 1Y 2M 3F 4Q 4R 4Y
AT 1H 1A 30 3B 4H 5S 5L 5J 5E 6L 1Z 2T 2% 3Y 4B 4T 6T

21 3I 4V 4N 4D 6X 6F 6P 6T 1A 1J 2L 2P 3L 5A

1U 4T 4K GM 5B 6K 1M 1P 1Q 1R 2N 2Y 4H 5L 5N 5S
5K 2A 2Z 3N 4P 4Z 5P 6R

1V 1B 2G 2E 4U 4P 1B 25 3S 4W 5E 6D
2Y 20 20 4C 5A 3R 3S 4G 6L
1M 3F 61 2C 2E 25 3U 3X 4E 6X

25 5P SF 6Y 6F 6H 6A 20U 3C 3V 3Z SI 5T SZ 6V 62

1S 2N 2J 2F 3Y 3V 3Q 3E 4E 1E 1H 4Y 6C 6F

IR 1L IF 2V 2R 3G 40 6Z 6Q 6G 3K 4I 6W 6I
1X 1J 1I 3T 4L 5Z 5Y 5N 6N 1T 2H 3I 4K 5J 6M
10 2H SR 51 6R 1F 4M 4S 6P

IN 1C 2B 2A 1I 10 2X 4A 4D 5Q 5V 6A

1¥ 2M 4X 4R 4F 4B 65 1G 1V 3B 3E 3 4L 4V 5K 5Y 60 6%
4] 6J 2G 4Q 5D 6H
2C 3U 3N 5G 6B 1N 1R 1U 2D 2R 3T

1Z 2U 3S 3C 4Z 65Q 5D 5C 60 6D 1X 2F 5U 6J 6N

1A 1G 2X 2P 3K 4Q 5@ 5H 21 20 29 30 SN 6Y
1E 2K 5U 6M 6C 6Q

3J 3A A4S 4Z 1K 2K 3Q 4F 4N 4U 6E 6U

1qQ 1P 2Q 2L 3P 3M 4Y 50 6E 3A 3G 3M 5B 50 5R 6K

1K 2Z 3R 3H 4W 5X 6V 1L 2B 3D 3P 4J 5H 6B
44

R MmN ~S00HN AU ZaMdYOM<dl >

Underlined type denotes wheols In rovorsed positions.
(63)

2D 3X 3% 3L 3D 4I 4G 6U 1D 1C 1S 2V 3W 4C 5C S5F 5G 5X 6S

0

J

L




4

1E
1U
2J
v
5L
1w
2Z
IN
2T
1T
1S
1Y
1P
10
1z
4K
2D
1A
1X
1F
2E
3K

Tasce fI

1C 2H 2F 4V 4Q 1A 21 3I 4V 6C 5D
2X 2P 4D 5B 3Q 3R 4F 6K

5Q 5G 6Z 6X 61 6B 2T 3B 3U 3Y SH

1D 2C 2B 1H IN 2W 4Z 4C 5P 5U 6F

2N 4Y,4S 4G 4C 6T 1F 1U 3A 3D 3G
3V 30 5H 6C 1M 1Q 1T 2C
2V 3T 3D 4A 5R SE 5D 6P
1H 2Y 2Q 3L 4R 5X 5I 21l 2N 2P 3N
2L 5V 6N 6D 6P

3Y 3X 3M 3E 4J 4H 6V 1C 1B 1R 2U 3V 4B 5B S5E OF S50 6R

3B 4T 4A }J 2J 3P 4E 4M 4T 6D 6T

1R 1Q 2R 24 3Q 3N 4Z 5P 6F
1L 2A 3S 3I 4X 5Y 6W 1K 2A

EoMomur NS00 QU ZuMdNDddl >

Underlined type denoles wheels [n reverscd posltiona.

RURY NS0 aHOUZaMdmod <>

65

Tamn V

1M 2B 3T 3J 4Y 5Z 6X LJ 2Z 3B 3N 4H &P
40

IF 2V 3B 5X 5V 1W 2K 3D 4M 4P 4W

1V 1J 1C 3Q 3D 4J 5U 5N 5L 5G 6N 1X 2R

2K 3K 4X 4P 4F 6Z 6H 6R 6V 1Y 1H 2J 2N
17 4V 4M 50 5D BM 1K 10 IN 1U 2L 2R 4F

2A 2Y 2Q 4E 5C 3P 3Q 4E 6J

10 3H 6K 2A 2C 2Q 3S 3V 4C 6V

2U 6R 5H GA 6Y 6J 6C 2S 3A 3T 3X 5G GR
1U 2P 2L 2H 3A 3X 3S 3G 4G 1C 1F

62

1T IN 1H 2X 2T 3I 4Q 6B 6S 6I 3I 4G 5U 6G

1Z 1L 1K 3V 4N 5B 5A 5P 6P 1R 2F 3G 4I SH

1Q 2J 5T 6K 6T 1D 4K 4Q 6N

1P 1E 2D 2C 1G 1M 2V 4Y 4B 50 5T 6Y 6E
1A 20 4Z 4T 4H 4D 6U 1E 1T 32 3C 3F 4J
4L 6L 2E 40 SB 6F

2E 30 3P 6I 6D 1L 1P 1S 2B 2P 3
1B 2W 3U 3E 4B 5S 6F 5E
1Y 1I 2Z 2R 3M 4S 6Y 5J
1G 2M 57 60 6E 60

2F 3Z 3Y 3N 3F 4K 4I 6W 1B 1A 1Q 2T 3U 4A 5A 5D 6E 5V 69

3L 3C 4U 4B 11 2I 30 4D 4L 4S 6C 6S

1S 1R 25 2N 3R 30 4A 6Q 6G 3E 3K 3Y GM 6P 67 61

Undetlined typo denotes wheels In reversed ponitions.

7035




1T
N
4P

1G
1w
2L
1X
SH
1Y
2B
1P
2V
v
1V
1A
1R
1Q
1B
aM
2F
1C
1z
11
2G
3M

Eog Y matbdN~S0aHn Q0 ZoMdyoddi>

2T
3U

GG

Tamee Y

20 3S 3P 4B SR 6H 3X 3D 3J 5Y 5L 50 6H
3K 4Z S5A 6Y 1I 2Y 3A 3M 4G SE 6Y

Underlined type denoles wheels io reveracd positlons.

P

67
Tawmn Q
3N 3E 4% 4D IGZGSM4BU43_6_A_Q

4Q

1H 2X 3D 5Z 5X 1U 2I 3B 4K 4N 4U

1X 1L 1E 3S 3F 4L 5W 5P 5N 5I 6P 1V
2M 3M 4Z 4R 4H 6B 6J 6T 6X 18 IF 2H
1Y 4X 40 5Q 5F 60 1I 1M 1L 1S 2J 2U

50 2W 2V 3J 4L 4V 5L 6N

1Z IF 2K 2I 4Y 4T 1X 2F 3F 4S 5A 62
2C 2A 25 4G 5E 3N 3Q 4C 6H

1Q 3J 6M 2Y 2A 20 3Q 3T 4A 6T

2/ 5T 5J 6C 6A 6L 6E 2Q 3Y 3R 3V 6E
1% 2R 2N 2J 3C 32 3U 3I 4L 1A 1D 4U
1V 1P 1J 2Z 2V 3K 4S 6D 6U 6K 3G 4E

1S 2L 5V 5M 6V 1B 4I 40 6L

1C 2Q 4B 4V 4J 4F 6W 1C 1R 3X 3A 30
4N 6N 2C 4M 5Z 6D

2G 3Y 3R 5K 6F 1J IN 1
1D 2Y 3% 3G 4D 5U 5H 5

1I 20 5Y 6Q 6G 6M
2H 3B 3A 3P 3H 4M 4K 6Y 1Z 1Y 10 2R
Underlincd type denotes wheels In reversed poaitions.

RN ~f00NEHQUZoaMdYDddl >

1R 1G 2F 2E 1E 1K 2T 4% 4Z SN 5R 6 6C

IA 1K 2B 2T 30 4U 5A 5L 2E 2K 2M 3K 5J

1U 1T 2U 2P 3T 3Q 4C 5S 61 3W 3C 3I 5X 5K 5N &G

10 2D 3V 3L 4A 5B 62 1H 2X 3% 3L 4F 5D

1B IN 1M 3X 4P 5D 5C 5R 6R 1P 2D 3E 4G 5F 61

-




2I
30
1v
1P
4R

1I
1Y
2N
12
5P
1A
2D
1R
2X
1X
1
1C
1T
1S
1D
40
24
1E
1B
0

B marN~EdooNEQ0ZoaMdyod<sH>

3C
3F
v
2E

3B
4x
2v
3N

5L
3H
20
6R

68
Taorue P
6Z 1Y

4E
3P 4v
6H 6L

Underlined ¢ ypo denoles wheels In reversed positions.

1N 29 3R 4X BX 5A 58 69 6N
62 6P

1K
2J
3P
1R
1Q
45

1J
12
20
1A
5Q
1B
2E
1S
2Y
1Y
1X
1D
1V
1T
1B

21
1F
1C

RuHidmuerN~SdCcoalNOQBAnMadRDddd>

Underlined type d

4P

2Q
3D
3G
v
2F

2y

SA
3C
4Y
2%
3X

2H
4D
24
3T
3y

6S
3R
4F
2R
3N

26
4x
4K
5M
31

61 6K
3J 40
3v
4ac

2D 2V 3Q 4w

wheels in

2E 3K 42 44 40 6Y

69

Taora U
4M 6A 1X 1W 1M 2P

4E 5V
6B 1F

d positions.

4P SE 69 81 8

6
6

o

64

[[%]




10
1L
2K
3Q
X
1R
4T

1K
1A
2p
1B
5R
1c
2F
1T
2z
12
1Y
1E
)
1U
IF
4Q
2J
16

RN Huar NI QAU ZaMdwD<dal>

1IN
2R
25

1w
2G

2E
5B
3E
4z
2X
3Y

4E
22
3u
74

6T
30
4G
2s
30

3R

4X 5D 50 2B 2H

70

TasLe X

6B 17 1V 1L 20 3P 4V 5V 5Y 52 5Q 6L

2M 2P 3R 4U 4M 6N
21 3 6T .
4A

4E 40 5D 5R EH P

2Y 5N 6C 6G

Underlined type denotes wheels in reversed positions.

1H
1E
1M
2L
3R
1Y
1S
4Uu

1L
1B
2Q
1C
5S
1D
2G
pllJ
2A
1A
12
1F
1w
1v
1G
4R

RBoR Mo brN~S0aNwOU0ZaMdwoddalid >

2C

25
2T

X
2H

1K
2U

3A 3K 4H 5Y 5L 5K 6W 6L
2F 2% 3S 4Y 5E 5P 2A 2G

5C

4A
Y
32

6Q
6N
2R
1IN
1Q
52
2J
4F

6U 6K 61
3F 3E

4H
3T
3P

3L

1C 2C 3I 4X 4F 4N

3X
4E

58
3J

.4L

5J
Ll

4Q

3
&6F

19
4P
6F
65
4R

71

TanLm 8

Bk
B
13

I

Q)
B
213

3

40 6C 1V 1y 1K 2

&
e e
g K
|2
&
I

4G 57 6M 33
6D 1D 2T 3V 3

) 4

RS
52
TRg B
g

L]
(]
&
Q

% [2)]
BRE QI
=
=

o)
z >
)
]
15
&
2

mUII
o
c o 218

I
e BRE
Ble R
208 @

&1
2

R
te-4
5
[E4

5Q
21
4z

6R 2Y 4I

62

4N
5V

SH

4
62

2K 3C 3V 50 6J 1F 1J IM 2V

w

<

g

F-S

=

—

=
N4 &
12
I

BB
iBig e

IS 12 % 5

5G 5V 6V 1L

K 18

5]
IS 2
& 12

6A 1Y 1N 4N BC 5Q 6G 60

4
&

Underlined type denotes wheels in reversed poeltions.




72 3

Tams N Tases D

2L 3D 3% 5P 6K 1E 11 1f 2U 2I 3K AT 6T 2W 4G 5T 6X .

1I 2D 3B 3L 4I 52 sL 2M 3E 3X 5Q 6L 1D 1H 1K 2T 2H 3J

1F 1P 2G 2Y 3T 42 SF 5Q 2Z 2F 24 3F SE 1J 2E 3C 3M 4J 5A 5N 5M 6Y 6N 1N 2V 5K 6Z 6D
N 2T 5D 6V 6L &Y &

§P
1G 1Q 2H 2Z 3U 4A 5G SR 2Y 2E 2G 3E SD 60
2M 2U 3G 3F 3M 4R 4P 6D 1U 1T 1J 24 3N 4T ST 5H SK GQ 6J 10 2U 5E 6W 6M 6G
SF

3S 3J 4B 4I 1B 2B 3H 4M 4E 4L 6V 6L 2N 3H 3G 2V 3N 4S 4Q 6E 1T 1S 1I 2L 3N 45 5S 5V 5% SN 61
1Z 1Y 2Z 31U 3Y 3V 4H 5X 6N 3R 3X 3D 6S 5F 51 6B ‘3T 3K 4C 4J 14 2A 3G 4Y 4D 4K 6U 6K

1T 2T 3A 3Q 4F 5G 6E 1C 2S 3U 3G 4A 6Y 6S 1A 12 2A 3V 3Z 3W 4I 5Y 60 3Q 3% 3C 5B SE SH 6A

4v 1U 2J 3B 3R 46 SH 6F 1B 2R 3T 3F 4Z 5X 6!

4%
IM 2C 3I 5E 5C 1P 2D 3W 4F 4I 4P

BEomMpmuarn~J0adNOb2aMando dqi>
RuMPeoerN~wdoalmoUZaMaNoHal>

1C 1Q 1J 3X 3K 4Q 5B 5U 55 SN 6U 1Q 2K 2N 3P 43 4K 6K 1IN 2D 3J S5F 5D 10 2C 3V 4E 4H 40

2R 3R 4E 4R 4M 6G 60 6Y 6C 1R 1A 2C 2G 3C GR ! 1D 1R 1K 3Y 3[. 4R 5C 5V 5T 50 6V 1P 2J 2M 30 4R 4J 6J

1D 4C 4T 5V 5K 6T 1D 1H 1G 1N 2E 2P 4Y 5C 5D 8J 25 35 4F 4X 4N 6H 6P 62 6D 1Q 12 2B 2F 3B 5Q

ST 2R 29 3E 4G 49 5G 6I : 1E 4D 4U 5W 5L 6U 1€ 1G 1F 1M 2D 20 4Xx 58 5C 51

1E 1K 2P 2N 4D 4Y 1S 2A 3A 4N 5V 8V 65U 2Q 2P 3D 4F 4P SF 6H

2H 2F 2X 4L 5J 3I 3J 4X 6C iF 1L 2Q 20 4E 4Z 1R 22 3Z 4M 5U 6T

1v 30 6R 2T 2V 2J 3L 30 4V €0 21 2G 2Y 4M 5K 3H 31 4% 6B

2B 5Y 50 6H 6F 6Q 6J 2L 3T 3N 3Q 5% 5K 3Q €M 69 1w 3P 6S 25 2U 2I 3K 3N 4U 6N

1B 27 25 20 3H 3E 32 3N 4N 1V 1Y 4P 6T 6% 2C 5Z 5P 6I 6G 6R 6K 2K 3S 3L 3P §Y SJ & 6L 6P

1A 1U 10 2E 2A 3P 4X 61 6Z 6P 3B 42 5N 6% 1C 2X 2T 2P 3I 3F 3A 30 40 1Y 1X 40 6S &V

1G 1S 1R 3C 4U 5I 5H 5W 6W 1K 2Y 3% 48 9A §D 1B 1V 1P 2F 2B 3Q 4Y 6J 6A 6Q 3A 4Y 5M 6Y

1X 2Q 5A 5R 6A 1W 4D 4J 6G 1H 1T 1S 3D 4V 5J 5I 5X 6X 1J 2% 3Y 4A 52 6C

I 1L 2K 2J 12 1F 20 4R 4U 54 5N 6R 6X y 1Y 2R 5B 53 6B 1V 4C 4L 6F

1H 2V 4G 4A 40 4K 6B 1X 1M 3S 3V 3Y 4C 4N 38 3P 6F 6§ 1X 1M 2L 2K 1Y 1E 2N 4Q 4T 5q 5L 6Q 6"

4S 6S 2X 4H 5U 6Y 1I 2% 4H 4B 4P 4L 6C 1R 1L 3R 3U 3X 40 4L 5A 50 6E &M
Underlined type donotes wheels in revereod positione. ' Underllaed type denolos wheels in reverssd positlons.




1J
4u
2N
1K
1H
1P
20
3U
1B
v
4X

10
1E
2T
1F
5v
16
2J
1X
20
10
1C
LT
12
1Y

BodomarN~ScolmQAUZuMdrnodaid >

2X
6U
3F
2F
IR
2V
20
3L
1A
2K

4C 4Q 4M
4F 5S 6%
iC 1G

SR
3N
2A
6X
3H
4K
30
3S

6M
4K
3V
6N
30

5B

4

Tasus 4

1V 1K 3Q 3T 3% 4A 4K 5Z ON 6D 6Ly

1J 2S 2G 31
5N 6Z 60 1M 2U 5J 6Y 6C

6S 2X 2D 2F 3D 5C 6N

6F 1S IR 1H 2K 3L 4R 5R 5U 5Y HM 6H

1U 4B 4H
1D 2M

3U 4D 4G 4N

S5W 5U SP 6W 10 2I 2L 3N 4Q 41 61

6A 6E 1P 1Y 2A 2E 3A 6P .
1B 1F 1E 1L 2C 2N 4% 5A 5B 5H

6G .

2Y 3Y 4L 5T 6S

4V 6A

SM 4T 6M

2J 3R 3K 30 5X 5L 50 £K 60

3P 4P 1T 1W 4N 6R 6U

6K 6B 6R 3Z 4X 5L 6X

5Y 6Y 1I 27 3X 4Z §5Y 6B

4H 6E

4P 4S SF SK 6P 6V

Undetlined type denotes wheeln In reveraed positions.

1z
1K
av
20
1L
1I
1Q
2p
3v
1c
L]
4Y

1P
1F
2U
16
SW
1H
2K
10 ¢
2E
1E
1D
1J
1A

Bl E et NnS00HN RO ZaNd DT>

75

Tanun E

10 2N 2M 1¥ 1C 2L 49
2Y 4J 4D 4R 4N 6E 1U
6V 2U 4E SR 6V :
3G 3Z 5S 6N 1B 1F 1I

2G 3E 30 4L 5C 5P 50
1S 2J 2B 3W 4C 5I 5T
2% 5G 6Y 60 6E
2X 3J 31 3P 4U 4S 6G

1B 2C 3X 3B 3Y 4K 5A

2L 3D 3T 4I 5J 6H 1Z 2P 3R

1V 1U 3F 4X bL 5K 5Z

Underlined type denotes wheols lu reversed posltions.

~ - OL(O




76 77

Tasvs T TaeLs C
1B 2U 5E 5V 6E 1S 4Z 4F 6C ‘ 1L 1X 1@ 3H 4Z 5N 5M 5B 6B 1F 2T 3U 4R 5V 6Y
1A 1P 20 2N 1V 1B 2K 4N'4Q 5D SI 6N 6T 1C 2V SF 5W 6F 1R 4Y 4E 6B
1L 2Z 4K 4E 4S 40 6F 1T 1I 30 3R 3U 4Y 4L 5X 5L 6B 8J 1B 1Q 2P 20 1U 1A 2J d4M 4P 5C 5H EM 6S
4W 6W 2T 4D 5Q 6U . IM 2A 4L 4F 4T 4P 6G 1S 1H 3N 3Q 3T 4X 4H 5W 5K 6A 61
2P 3H 3A 6T 60 1A 1E 1Hl 29 2E 3G 4X 6X 2S 4C 5P 6T
1M 2H 3F 3P 4M 5D 5Q 5P 6B 6Q 1K 2S5 5H 6% 64 2Q 3I 3B 5U 6P 1Z 1D 1G 2P 2D 3F
1J 1T 2K 2C 3X 4D 5J 5U 2V 2B 2D 3B 5A & IN 2I 3G 3Q 4N SE 5R 5Q 6C 6R '1J 2R 5G 6Y 6Z
‘1R 2X 5H 6Z 6P 6D ° . ; 1K 1U 2L 2D 3Y 4E 5K 5V 2U 2A 2C 3A 5Z 6K
2Q 2Y 3K 3J 3Q 4v 4T 6H 1P 1Q 1F 21 3J 4P BP 5S 6T 5K 6F 1S 2Y 5I 6A 6Q 6C
3N 3W 4F 4M 1X 2X 3D 4S 4A 4H 6R ’ 2R 2Z 3L 3K 3R 4F 4U 61 10 1P 1E 2H 3I 40 50 5R 5S 5J 6E

1D 1C 2D 3Y 3C 3Z 4L 5B 6R 3N 3T
1X 2M 3E 3U 4J 5K 6I 1Y 20 3Q 3C

3X 30 4G 4N 1W 27 3C 4R 4Z 4G 6Q 6G

1E 1D 2E 3Z 3D 3A 4M 5C 6S 3M 3S 3IY SN 5A 5D 6W

!

I
EREZR
(23]
BB

&

(%

EoNdmuatNRSO0oa QU ZaMdrnoHdal >
BuRdmarNmS00HEOY ZaNdnoH < K>

4z 1Y 2N 3F 3V 4K 5L 6J 1X 2N 3P 3B 4V ST 6N
4A
1Q 2G 3M 5I 5G 1L 2Z 3S 4B 4E 4L
1G 1U 1IN 3B 30 4U SF 5Y 5W S5R 6Y 1M 2G 2) 3L 40 4G 6Q° 1R 2H 3N 5J 5H 1K 2Y 3R 4A 4D 4K
2V 3V 41 4A 4Q 6K 6S 6C 6G 1N 1F 2Y 2¢ 3Y SN ; 1H 1V 10 3C 3P 4V 5G 5Z 5X 5S 6Z 1L 2F 2I 3K 4N 4F 6F
1H 4G 4X 5Z 50 6X 1Z 1D 1C 1J 2A 2L 4y 5Y 62 5F 2W 3W 4J 4B 4R 6L 6T 6D 6H 1M 1V 2X 2B 3X 5M
5X 2N 2M 3A 4C 4M 5C 6E 1I 44 4Y 5A 5P 6Y 1Y 1C 1B 11 2Z 2K 4T 5X 5Y S5E
1I 10 2T 2R 4H 4C 10 2% 3W 4J 5R 6Q 5Y 2M 2L 3Z 4B 4L 5B 6D
2L 2J 2B 4P 5N 3E 3F 4T 6Y 1J 1P 2U 2S5 4I 4D IN 2V 3V 4I 5Q 6P
1Z 35 6V 2P 2R 2F 3H 3K 4R 6K 2M 2K 2C 4Q 50 3D 3E 4S 6X
2F 5C 5S BL 6J 6U 6N 2H 3P 3I 3M 5Y 5G SM 6I M 1A 3T 6W 20 2Q 2E 3G 3J 4Q 6J
1IF 2A 27 25 3L 3I 3D 3R 4R 1R 1U 4L 6P €8 2G 5D 5T 6M 6K 6V 60 2G 30 3H 3L 5U 5F 5L 64 6L
1E 1Y 1S 2I 2E 3T 4B 6M €D 6T 3X 4Y 54 6Y 1G 2B 2X 2T 3M 3J 3E 3S 4S 19 1T 4K 60 6R
1K 1% 1V 3G 4Y 5M 5L 5A 6A 1G 2U 3V 4X SR 62 1IF 1Z 1T 2J 2F 3U 4C 6N 6E 6U 3W 4U 5I 6U
Underlined type denotes wheels In reversed positions. AT Underllned type denotes wheels in rev-eraed bosiilunas,

71836—35——-¢




78

TaoLe O

1G 1A 1U 2K 2G 3V 4D 60 6F 6V 3V AT §H 6T
IM 1Y 1X 3I 4A 50 5N 5C 6C 1E 2S 3T 4V 5U 6X
1D 2R 5G 5X 6G 1Q 4X 4D 6A

1C 1R 2Q 2P 1T 1Z 2I 4L 40 5B 5G 6L 6R

IN 2B 4M 4G 4U 4Q 6H 1R 1C 3M 3P 3S 4W 40 5V 5J 6Z &H
4Y 6Y 2R 4B 50 6S

2R 3J 3C 5V 6Q 1Y 1C IF 20 2C 3E
10 2J 3H 3R 40 5F 55 5R 6S 6D 1I 2@ 5F 6U 6Y

1L 1V 2M 2E 3Z 4F SL 5W 2T 2Z 2B 3Z 5Y &J

1T 2Z 5J 68 6R 6B

25 2A 3M 3L 3S 4X 4V 6J 1N 10 1D 2G 34 4N BN 5Q SR 5I 6D
3Y 3P 4H 40 1V 2V 3B 4Q 4Y 4F 6P 6F

1F 1E 2F 3A 3E 3B 4N 5D 6T 3L 3R 3X 5M 5Z 5C 6V

1Z 20 3G 3W 4L 5M 6K 1W 2M 30 3A 4U 5S 6M

4B

1S 21 30 5K 5I 1J 2X 3Q 4Z 4C 4J

1I 1% 1P 3D 3Q 4W 5H 5A 5_Y 5T 6A 1K 2E 2t 3J 4M 4E 6E

2X 3X 4K 4C 4S 6M 6U 6E 6I 1L 1U 2§ 2A 3% 5L
1J 41 42 6B 5Q 6Z 1X 1B 1A 1H 2Y 2J 4S 5@ 5X 5D

5Z 2L 2K 3Y 4A 4K S5A 6C

1K 1Q 2V 2T 4J 4E 1M 2U 3U 4l 5P 60
2N 2L 2D 4R 5P 3C 3D 6W 4R
1B 3U 6X 2N 2P 2D 3F 3I 4P 61

2H 5E 5U 6N 6L 6% 6P 2F 3N 30 3K 5T 5E 6K 6G 6K

1H 2C 2Y 2U 3N 3K 3F 3T 4T 1P 1S 4J 6N 6Q

SEoRYmarN~S0aHmOUZaMduo<dsi>

Underlined type denolen wheels In reversed posiliona.

1I 2D
1H 1B
IN 12
1E 2X
1D 1S
10 2C
4Z 6z
2S 3K
1P 2K
1M 1W
1U 2A
2T 2B
3Z 3Q
1G 1F
1A 2P
4C

1T 2J
1J 1X
2Y 3Y
1K 4J

1L 1R
20 2M
1C 3v
21 6F

R R I mOa e Nm 00N QU ZaNMdDddaldp>

2Z 2V

30 3L

1V 2L 2H 3W

1Y 3J
SH 5Y
2R 2Q
4N 4H
2Q 4A
3D SW
3I 38
2N 2F
5K 6C
3N 3M
41 4P
2G 3B
3H 3X

5A 2K 2J

4B 5P
6H 1P
1S 1Y
4V 4R
SN 6R
6R 1X

4P 5G
3A 4G

79
Tanem W
3G 3U 4U 10 1R 4I 6M 6P

4E 6P 6G 6W 3U 4S §G 6S

50 5D 6D 1D 2R 3S 4U 5T 60
48 4C 67

Undorlined type denotes wheols In roversed positions.

hh




2J
1J
1I
10
1F
1E
1P
4A
2T
1Q
IN
v
2U
3A
1H
1B
4D

1U
1K
22
1L
5B
M
2P
1D

BN maebrN~Z oo mOACZuoNMduod <>

5C
2E
1C

2Y
1T
2D
6A
3L
2L
1X
2B
30
3R
1G
2Q

S5W
2A
1w
12
51
25
40

6P GN 6Y 6R
2V 3P 3M 3H

80
Tamra 1

2P 4z 54

3E
3J
20
5L
3N

2H
31

4U 4E 5T 5H 6X 6F

11 2C 2F 3H 4K 4C 6C

Underlined Lype denotes wheels in reversed positivns.

4Q 5U 5Y 5B

1E
2K
K
1J
1P
1G
1F
1Q
4B
2U
1R
10
1w
2V
3B
1I
1C
4E

-

v
1L
2A
1M
5C
IN
2Q

B murN~SooHEO0ZuNduodal>

511

1H

6A
5X
2B
1X
1A
5J
2T
4p
20
3F
3K
2P
5M
30
1K
21

81

Tanve &

3U
2H
6E
2D
4R
3D
3z

SN

3l

5G 6W 6E

SN 50 5F 6A

Underlined type denotes whecls in reversei} pusitions.” .

" 043




2R
1F
2L
1L
1K
1Q
1H
1G
1R
4C
2V
1S
1B
1X
2"
3C
1J
1D
4F

1w
M
2B
IN
5D
10

BoNomabN~S0aH OO ZaNMdnyo-d<sl>

2P
3y
51

1E
1C
2A
1v
2F
6C
3H
2N
1z
2D
2B
3T
11
2S

2H
6B
SY
2C
1y
1B
5K
20
4Q
2N
3G
3L
2Q
5N
3Q
4L

3K

82

Tasre L

3Y 3z 4N

SP 5A

Uudcrlined type denutes wlhecle in reverscd positions,

SR SF 6V 6D

3F 4T 4A 6A

1P
25
1G
2N
M
1L
1R
11
1H
1S
4D
20
1T
1Q
1y
2K
3D
1K
1E
4G

1X
IN
2C
10

Eo RO matbrN~S0anN QU ZaMdwo<tD>

2N
1B
3C
4N

3n

50
3Q
4M
2K
3L

3T
1w
ap
4E

19

4qQ

2Q 3%

3G
SR

5N 1E

3V
4x
5V

83
Tarmus

212
&

4A 60 1I 1J 1Y
A

4s 5I 6Y 3G 3M
6P 1R 2i 3J 3V

Underlined type denotcs wheels in reversed positiona.

<
o

ZBRK

BIsis
BRBRR

218
52
2

4
=

Rl
ZE
2

18
%

I
2
3

(3
g
2
=2

4H 4Z 62

2E 4N 5R 55 5Y

044




. 84 8
Tasce P Tann R

5F 2F 2E 3S 4U 4E 5U 6% o 1Q 4P 4G 5I 5X 6G 1Q 1U 1T 1A 2R 2C 4L 5P 5Q 5R
6H

1Q 1W 2B 2Z 4P 4K 1G 20 30 4B 5J 6 5G 28 2D 3R 4T 4D 5T &V

2T 2R 2J 4X 5V 3% 3X 4L 6Q
1H 3A 6D 2H 2J 2X 3Z 3C 4J 6C

2N 5K 5A 6T 6R 6C 6V 2Z 38 3A 3E 5N 5Y SE 6A 6E
IN 21 2E 2A 3T 3Q 3L 3Z 4Z 1J 1M 4D 6H 6K

1M 1G 1A 2Q 2M 3B 4J 6U 6L 6B 3P 4N 5B 6N
1S 1E 1D 30 4G 5U 5T 5I 6I 1Y 2M 3H 4P 50 6R

1J 2C 5M 5D 6M 1K 4R 4X 6U )
II 1X 2% 2V IN 1T 2C 4F 4I 5V 5A 6F 6L

IT 2H 4S 4M 4A 4% 6N 1L 1A 3G 3J 3M 4Q 4A SP 5D 6T 6B
4E 6E 2L 4V 5I 6M
2X 3P 3I 5B 6 1S 1@ 1Z 2I 2w 3Y

U 2P 3N 3X 4U 5L 5Y 5X 6Y 6J 1C 2K 5Z 60 &S
1R 1B 2S 2K 3F 4L SR 5C 2N 2T 2V 3T 5S 6D
1Z 2F 5P 6H 6X 6V,

2Y 2G 3S 3R 3Y 4D 4B 6P 1H 1T 1X 2A 3B 4H 5H 5K 5L 5C 6X

3E 3V 4N 4U 1P 2P 3V 4K 4S 4Z 6J 62

IL 1K 2L 3G 3K 3H 4T 5J 6Z 3F 3L 3R 5G 5T 58 6P

1F 2U 3M 3C 4R 55 6Q 1Q 2G 3I 3U 40 M 6G
4K

1R 1X 2C 2A 4Q 4L IF 2N 3N 4A 51

2U 2S5 2K 4Y SR 3V 3M 4K 6P

11 38 GE 2G 21 2% 3Y 3B AL 68

20 5L 5B 6U 6S 6D 6W 2Y 3G 32 3D 5M 5X 5D 6Z 6D
10 2J 2F 2B 3U 3R 3M 3A 4A 11 1L 4C 6G 6J

IN 10 1B 2R 2N 3C 4K 6V 6M 6C 30 4M S5A EM

IT IF 1E 3P 4H 5V 5U 5J°6J 1X 2L 3M 40 5N 69

1K 2D 5N 5E 6N 1J 4Q 4W 6T

1J 1Y 2X 2w M 1S 2B 4E 4H 5U 5Z 6E 6K

1U 21 4T 4N 4B 4X 60 1K 1Z 3F 3I 3L 4P 42 £Q 5C 6S €A

4F 6F 2K 4U S5H 6L '

2Y 3Q 3J 5C 6X 1R 1V 1Y 2H 2V 3X

1V 2Q 30 3Y 4V 5M 5Z 5Y 6Z 6K 1B 2J 5Y 6N 6R

1S 1C 2T 2L 3G 4M 5S 5D 2M 2S 2U 3S GK 6C

1A 2G 5Q 6I.6Y 6U *

2Z 3T 3S 3H 3Z 4E 4C 6Q 1G 1H 1% 2Z 3A 4G 5G 5J SK 5B 6%
3F 3% 40 4V 10 20 3U 4J 4R 4Y 61 6Y

1M 1L 2M 2H 3L 31 4U 5K 6A 3E 3K 3Q 6F 5S 5Y 60

1G 2V 3N 3D 4S 5T 6R 1P 2F 3H 3T 4N 5L 6F

41

1Y 20 3U 5Q 50 1D 2R 3K 4T 4% 4D

10 1C 1V 3J 3W 4C 5N 5G SE 5Z 6G 1E 2Y 2B 3D 4G 4Y 6Y
2D 3D 4Q 4I 4Y 65 6A 6K 60 1F 10 2Q 2U 3Q SF 1P 1D 1% 3K 3X 4D 50 5H 5F 5A €H 1D 2X 2A 3C 4F 4X 6X
1P 40 4F 5H 5% 6F 1R 1V 1U 1B 2S 2D 4M 5Q 5R 5X 2E 3E 4R 4J 4Z 6T 6B 6L 6P 1E IN 2P 2T 3P 5

Underlined type denotes wheels In reverscd poeitions. Underlined type denotes wheels in reversed positione: |

1Z 2P 3V 5R 5P 1C 2Q 3J 4S 4V 4C

Bl marN~S0aH Q0 ZaNMadND<d<dn >
BEoRomuatN~d0oad Qb ZoNduDodaH>

045




2F 3F' 4S5 4K 4A 6U
1R 4Q 4H 5J 5Y 6H

2V 2T 2L 4Z 5x 3U
1J 3C 6F 2F 2H 2V
2P 5M 5C 6V 6T 6E
1P 2K 2G 2C 3V 3S
10 1T 1C 25 20 3D
1U 1G IF 3Q 4I 5W

1K 1Z 2Y 2X 1L 1R
1V 2J 4U 40 4C 4!
4G 6G 2J 4T 5C 6K

1W 2R 3P 32 4A 5N
1T 1D 2U 2M 3H 4N
1B 2H 5R 6J 62 6T
2A 3U 3T 3I 3A 4F
3G 3% 4P 4W 1IN 2N
1IN IM 2N 21 3M 3J
1H 27 30 3E 4T 5U
4)

1A 2Q 3W 5S 5Q 1B
1Q 1E 1X 3L 3Y 4E

R muab N~ oAU ZaMdnoXd <>

5H 2D 2C 3Q 45 4C 5S
1S 1Y 2D 2B 4R 4M 1E 2M

86

Tara K

1. 2E 50 S5F 60 1I 4P 4V 6S

27 3R 3K 5D 6Y 1Q 1U 1X

4D 6R
3t a1

4V 5L
6S 10

6Q 1D 1M 20 2S 30 5D

‘3F 3Y 3C 5L 5% 5C 6Y 6C

2G 2U 3R
6A 6L 1A 21 5X 6M 6Q
2L 2R 2T 3R 5 B

2P 3I 4R 4U

5P 51

Underlined type denotes wheels in reversed positions.

1R
2G
1s
5I
1T
2
1K
2Q
.1Q
1P
v
IM
iL
1w
4H
2A
1x
1u
1C
2B
3H
10
I
4K

EwRYdmubrN~SOQHNmQUZaMdwDod<t>

87

TaeLz B
4F 5Q 5J 5H 65C 6J 1B 2V 2Y 3A

6V 6D 6N 6R 1C 1L 2N 2R 3N 5C

61 10 1S IR 1Y 2P.2A 4J 6N 50 5U

2K 4V 4P

6H 21 4S S5F

3S 3L SE
2S 3Q 3A
1E 2V 2N
2I 5S 6K
3v 3U 3J

3Y 4Q 4X 1M 2M 3S 4H

IN 20 2J
2X 3P 3F

4U

6C
SV 6T 1IN 2D 3JF 3R 4

1B 2R 3X 5T 5R 1A 20 3H 4Q 4T 4A

Underlined type denotes wheels fn reversed positioon, -

54
3
=




|

a8 89

Tasew M Arrenmix IV
1C 2S5 3Y 5U 6S 1Z 2N 3G 4R 4S 4Z BASIC PLAIN-TEXT SEQUENCES

Y \
1S 1G 1Z 3N 3A 4G 5R 5K'5I 5D 6K 1A 2U 2X 3Z 4C 4U6U * e,

]
|
1
L

21 31 4U 4M 4C 6W 6E 60 6S 1B 1K 2M 2Q 3M 58 ko
1T 4S5 4J 5L 5A 6J 1IN 1R 1Q 1X 20 2Z 41 5M 5N 5T

5J 2B 2A 30 49 4A 5Q 6S < ok
1U 1A 2F 2D 4T 40 1C 2K 3K 4X SF &E N

=)

TPOHOMITVAOAXNI<S<OCRICHIQOXODOONIZIWG

MmMUYvaQXNI<ICT<ECA

DN ZWLCEPOHMNOTMUTAOAXNI<CXICIIQORN

2X 2V 2N 4B 5Z 3S 3T 4H 6M

1L 3E-6H 2D 2F 2T 3V 3Y 4F 6Y e
2R 50 S5E 6X 6V 6G 6Z 2V 3D 3% 3A 5J 5U 5A 6 6A .
1R 2M 2I 2E 3X 3U 3P 3D 4D IF 1I 4Z 6D 6G - !

1Q 1K 1E 2U 2Q 3F 4N 6Y 6P 6F 3L 4J 5X 6J .
1% 1T 1H 3S 4K 5Y 5X 5M 6M 1U 2I 3J 4L 5K 6N : : |

QO0O=mun X
N3 CcHITOQOOXXDUWZDLRPOHOMITOQXNI<C

ND<rC=<3CH

1IN 2G 5Q 5H 6Q 1G 4N 4T 6Q '
IM 1B 2A 2Z 1J 1P 2Y 4B 4E SR 5% 6B 6H ; y ’ j
1X 2L 4W 4Q 4E 4A 6R 1H 1W 3C 3F 3I 4u 4% 5L 6% 6P 6X !
41 6I 2H 4R 5E 61 P

2B 3T 3M 5F 6A 10 1S 1V 2E 2S5 3U

1Y 2T 3R 3B 4Y 5P 5C 5B 6C 6N 1Y 2G 5V 6K 60 15

1V 1F 2R 20 3J 4P 5V 5G 2J 2P 2R 3P 50 6Z e

1D 2J 5T 6L 6B SR '

2C 3F 3V 3K 3G 4H 4F 6T 1D 1E 1T 2% 3X 4D SD 5G G5H 5Y 6T

QU XD LC>POHO

QOoO=XmpmpuzZzwSx=xz>O0HO™MTAOX

QO XXMMV >»OHOTTAOXN
CH ITQOXMMWZOmSCSZIPOHOMITVTAOAXNI<COC<A|

3I 3Z 4R 4Y 1L 2L 3R 4G 40 4V 6F 6V
1P 10 2P 2K 30 3L 4X SN 6D 3B 3H 3N 5C 5P SS 6L
1J 2Y 3Q 3G 4V 5W 6U 1M 2C 3E 3Q 4K S5I 6C

4L

QO XDPDWNZWQRPOHOMITAOAMNMNITI<C=

B HarN~E 0Ol HQAQUZaMdNDOd< >

Underlined type denotcs wheels In revereed positions. - i et et

ZODCRERPOHOTMOTOAOXNI<C<ACHITOWIHDO®
POHOMITIOAXNI<S<CO<ICHIIOUIODOLZODSGX
HOMvUvTaXNI<MH<<zuCHIQODUXMWNIWI>O
CEPOHOTMITOXNI<S<OCO<<mzCHIQQODXIXMDWLZZ
OHOTMYIaXNI<CC<IACHIQOOXNETONILOC >
TaOXNI<OCO=<~ACHIQOUXODUNZODSEZ>OHOT
< C<ACHIQOUXDWNWZNLCEPOHO™MTAONXNDID

QXM NI << BT ITORDNZDSCET>OHO™Mm™
< ACH IO URIDLCRPOHOMITOQAXNIDT<
XM 0N ZOWCEPOHOTMITIOAOXNI<<OCICHIIOND
T QO0OXMMUNZWCERPOHOTMIVTAXNI<SC<ACH
HITOODOXMDUNWZUDLERPOHOTMVAOAXNI<C<=C
OMUVvaXNI <O ICAHAIOQOOIODNIZIZWUSE>POHN
X NI<OCOC<"ICHIOLDRDNUONZIZPLCR>POHOMYAQ
NZWCUCRPOHOTMITAOAXNI<SCBECAIODORM

HobmHoHd~alMB2ZoNomaHddy X N>
QO0OXDNDUWZODULEXZI>PpOHOMITIAOQOXNII<CCT~<IACAZ
OXMPDNZWCETIPOHOTMITAOAXNI<O<ETcCH

DLCXR>P2POHOTOTAOXXNI<C<IACH

D <OC=<=mCH

HC

BASIC PLAIN-TEXT axQUENCEA Tor CWI piaxcy
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Battiox

=4
o

HaUHmMQE~wilHEZ2ZoNDdaddedMdedND

FCH I QO ADUNZODCRPOHOMITVAOAXNITI <O =<

Z OCXrPpOHFOMUTOXNI<OC<a3CcCHIOQOxXmW
QXMNI<S<IOC*"ACHIOQOODxMODUZODSZT>PPOHOT™

T oS =>

QU xxmDUN=Z20DCGEZ>»0HO

AN ZZODCTZ>POHOMITAOXNISKIO<L<aACHIOO

T QO xm0zoSCT>PO0HOMIOTOXNI<<IOCO<amCH

< C=<3cCcHITQODXXMDUZDLCXT>POHOMTAOXND

DG E>POHOTMUTAOXMNI<COC<aCHIQOxXMmMmWI

HOMTYTAOAOXMNI<IC<aACHIQOXXMDWZIoOSI>»O

WZoOCZ>PoHOMITOXMNI<OC<ICHIQO=M
-

O HOMUTOXNI<<C<mCEHIQOXI"MmN

Mo QXNI<CC<=3mCH
OxXxmUunZowTIroHOmMOTOXNNI<C<acCcHIAQ

QO XXMM IITWLCX>POHOTMTWTAOXMNISCT<<ICHI
V<O ICAIQLODNMDNZODSCZT>POHONMWAOXN
TAOAXMNI<OC<ACSHIQLDRDODOWZoDSZT>POHOT
X NI <OC<ICHIQOXXDOWZODSCXT>POHOTM™WAO
C<I3ICHIQOUXXDNNZODLCTPOHOMTWAOAXNIDI<
HIQOxxDNZ0DST>POHOMITVAOAOXNI<SC<AC
CETPOHOMTAOXMNNISCO~<~ICHIQOMmWOIO
<~ 3ICH I QU XXMDNODUSED>DPOHOTMTUVTAOXNITI<C
CH IS EZT>POHOMUWAOANMNI<[C <3
OMUvaOXNMNI<Cr<acHIooooxmuzoosxm>oH
MmO ZoSCTPoOHOTMOTOXMNI<COC<3ICHIQOR
PO HOMUTVANMNNISCSIT<3ICHIOCOODWZOSX
BEPOHOTMOTDTAOXMNNISCE~<~3ICHIQOXDPDN IO

NI << <"<ICHIQOXDUNZODSZT>POHO™'™WOMN

BABIC PLAIN-TSXT BeQueNcks ror CW2 piazce

LY

(=
—

wouwﬁomwumrzzomowmaq<sunmﬁi1

FCHIQLU RN NZODGCEPOHOMDAOAXMNI <<

<C<ICHIQOXNMDMUNUZTSZT>POHOMTITAOQXNXNDID
QU XXMM IT>POHMNOTMUTOMNNI<O<amaCHI
OHOMUTAOXMNI<CCr<3CHIQOAODOWLZIODLCI >
VD <C=<<3ICHIQLUARARNWNWZODCT>POHOTTOMNN

T QO x2S >0
NZ2oCT>POo0HOTMTWAOM

Qo =xm

E>PO0OHOTMYOTOXNNI<OCO<ICHIOQLORNDW OGS
=

HOMUTOXNI<IC<3aCH
POHOTMTOTOMNIOCO<ACHIOQOXIRMDWNZOSSX

NI <rC~<3CH

MV OAOXMNI<CO~<ICHIQORDUZDmSCT>»OHO
T QU xMDUNZODSXTIPOHOMUOTOXMNI<O<3ICSH
CH I QOO >POHOTMTAOAXNMNI<C<=
CEPOHOTM T OXNNICIOCO~<ICHIOQLOINODWIZIWOD
DX POHOMITOMNNI<S<O<azCEIQOxxMmmOU
AOXMNI<OC<3IcCcHIQOIRDUZDSTI>»>oOHOTM™
ZODLCEZ>POHOM ITAOAOXNI<OC<ICHIQODOME®
mMUNZoSTPO0OHOMTAOXNI<O<aCHIOQOR
OMTUWAOAOXNI<IOC<<ACEHINDODDWOWZobSxzZ>»OH
XMW ZZo~“ZTrPOo0HOTMOTOXMNNI<CO<ACHIQO
NZoSTrPOoOHOTM PTOXMNI<O<zmzcCcHIQOxMM
vTaOXNI<OC<=mcCcH

QO xxmunz=oex>0HO0OM

Q

OXMmMUZDUCXTIPOHOMUTOXNNI<S<C<=2CH

<~ I CHIQUARMDUNZODOCI>POHOMTAOAXNIT<IT
C<ICHIQURMDUNIZOSZT>POHOTMTAOAQMNNIIS<

H I QUM UWZoOoOGCZ>POHOMTOTAOXNISCC=<IAC
¥ NI <C<IACHIQURDUZODSET>POHOT™WAO

DASIO PLAIN-TEXT BRQUENCES FoR CW3 piazcr
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Q
~N
=]
X

Belting Batling

CIX
QcC
AP
MF
JO
BI
NQ
SA
EM
KJ
DB
GN
HS
TE
UK
WD
YG
LH
VT
RU
Zn
XY
CL
PV
FR
02z

Q

MV AXNI<SC<ICHIQUOUIXNDUOUZDSI>P>»POHO
o

L)
Q

m

Qo xm

Qoxmuzz

QU x>0 HO

E>O0HOTTWAOQXNXD
QU xmDUu=xw<S x>0

QU xXxXnDunxxoex>»OoHOM
T POHOII DOXNIISC<ICAIQOIXDOLID

C<IACHIOODXNMDNNZDCI>P>POHOTTTAOQXNDNCC
QAXNI<C~<3ICHIQTR

_—

DL >PO0OMOMITAXNI<[C =<3

TaOXNI<CC~<ECHIQOIMDOLZX

=
QU XDUZWCEZ>POHOT VA XNDID

M T QU XXMDUIZDSCTPOHOTMTAOAXNI<C~<3AC
T QUXXDUWXODCDPOHOTTWAOQXN

CHIQUXMUUXDCI>P>POHOTM WO XNI<S[C <3

)
TPOHOMIUOTAOAXNI<[IC<=CS

=
QU XRNRMUUZITUCT>POHOTTAOQXNI<I[

=

QU XXM wn
DX DSIPOHOMIOTAOXNI<SIDOT<ICAIOO

<Sr<ICHIQUIBUZO &

W Z>2POHOMIOTOXNI<SC<<3ICHAHIQOXDEWV

oM QErHruaNEZOoOvDON D ddqEdMdN >
HCH I QU XD oS>0 HOTDAOXNIDNGSTI T =<
X P>POHOT vTAOXNICST~<<ICHIQULOUXXDNIZ O
H I QU XDPDUXIDSCTP>POHOTMTOTAOAOXNI<S[ET<3HC
TAaOXNI<C<IMT<3ICH I QLU XXDONZZDCZ>P>POHO™T
C<IACH IQUDUXMDNZIZ DS >POHOTMTTAOXNIINC
PO HOTMIVTAOAOXNISCcC~<ICHIQQUINDNZD =
-3
<~ I CHIQUOUXXNDUIIDSCE>POHOTTAOXNDDNS
DX POHOTMTOXNISOT~<<ICHIONODSX
N <D <ICHIQUXMNMUNNIZIZDSZI>POHO™T™W QM

D e >P>POHOTMOTAOXNI<SC<mCA

MTAXNI<S T <ICA
OxXxXmUWXODXZ>POHOF DT AOXNI<SC<<ICAAIO

OU:NmZWLZ>OHo‘H'UO><N=U_<l"-<$c'-l=
HomMPTaOXNI<CCT~<~ICHIQLDIXNDONNZZODWGE >»O
CXP>POHOMITOXNI<S<CT~<ICHIQOIXXDWNIZo
WD >P>PO0HOTMITOMNI<ST<3ICAH

O HOTMITAQAXNICCTCT~<ICHIQOXRNDUNZD S >
O MW O X NISKIC<ACHIQUIULXIDNZDGQ >0 M
HatHHMQiRnalERZoNOo R ddENHdN>
HCHIQU RO ZZWwWZT>DO0HOTMTAOAXNIT<C <
QX NI<S " =3I CHIQLULIXMODONZDSGZT>POHO™M™
NI SO <mgCH I QUMD NMIZIDDE >»O0HO
OXMMUNNIITLUCRI>POHOTMOTDTOXNI<SIC<ICSH
QU XD CZPOHOTMTAOXNI<SIT~<=3CA3I
O HOMTITAOXNI<SIT~<<ICHIQLDINDOOIZDS >
E>POHOTMIYOXNI<SCC<<ICAIQONMDNZ®DmS
M ZDODCIP>POHOTMITAOAOXNI<S<C~<ICHIQONMNM
Z D~ >POHOMITAOXNISC ICO~<<ICHIQODXXmO
PO HOTMIYWAXNISCITE~<<ICHIQLOXXDWOZIUOD X
T QU XIDUNZODLEP>POHOTMOTAQAXNI<IOC~<3zCA

HOTMTAaOAXNI<IET <3C3

TAOXNI<{IT < EACH
Mmoo~ >o0o~O0M

W~ x>»0HO
< ~<3ACH
<< 3ICH
<~ 3 CH

E <> IR 77 - =~ O]

SO0 XMmMUuUIDCIPOHOMIOTOAOXNI<C~<aCAH

XNIDI<OC<IACAHIQOAANMDMOWZLSUCET>OHO™™OO
V<O ICHIQUAANMDMUNUXIDCZT>POHOTTAQ XN
QAXNI<S<COCLICHIQUOUXDNZDSCZ>POHO ™D

=
c

BASIC PLAIN-TRXT sgaueEnNces yor CW4 precT BABIC TLAIN-TEXT ARQUENCER YOR CW6 ninrcy
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HCH I QOXXMDUWMUZWSXPOHOTMTAOQNXNIDIDSILT=<

LC2POHOMITAOAXNISCCTE<<ICHIOOIMODOLZ®
QO XMDUIZIWLZIPOHOTMIVTAOAXNISIOACSI

QO XD ZPDLX>0HHOTTAQXN

QX NI<S T <<ICHIQUUINBBOUZDST>OHOTMT

OXMmMuZZODCZ>O0HOTMITVTAOQXNIDTS
PO HOTMITVAOXNISCOC<ICHIQODONZD X
TDPOHOTMIVAOAXNISOCOIFOCAIOONMDOMZEO
ZWLCXP2POHOTMITAOAXNI<SC<<IACAAIQOIOO
<~ I CHIQUDUXXDUOUZDCE>POHFHOTIVTAOAXNIDD<L

NSO ICHITQOXDDONZWSR>POHOTTDAQNX

OHOMTUTVOAOXNISOCT<aIaICAIQONDONZ OS>
(2]

CH IQODXNUUIZWSCT>O0OHOTMITVAQXNISCT <A
MUY AOAXNIS TICHIQORDONMZDLE>»OHO
X NI S COC<<mCHIQOXXDONZDT>O0HOTMTA
HIQODOXMmMOZT W CZIPOHOTMITVAXNI<SC<IEAC
SO < ICHIQUUNMDWNUZTSCZ>OHOMTAOQXNDID
NZWLCZPOHOTMITAOAXNISCSO<ICAHAIOQOIM®M
TaOXNI<SIOCO<ICHIQOXDOWZWI>POHOT
MU ZWLCRPOHOTMITAOAXNISCSCTOT<<IACAAIOOSN
OMUVAOXNI<CS T <<EACHIQOXXDOWZODSE>OH
OXDPDUZWLR>O0HOTMITAOAOXNISC<<ECHHIOQ
T OQOU0UXMPDDUNZWLCR>O0OHOMITVTAOAXNISC<ACHS
WQRBRPOHOTMIAOAXNISOC<maACAIQOXMONOZ

D<o < ICH
< BC3

HOMUTUAOXNI<SCCTXECHAIQOINDNWZWS I >»O
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XD NIV SCTPOHOTM TAQOMXNIST<aEACH
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|
CHIQUXMUZIPWCET>POHOMTAXNISEC <A |
OCTM VTV OXNI<SC~ACHIOOUXNNUNZWCE>»OH|

DL EPOHOMITVTOAOXNISOICHIOODORMEDON = |
SO ICHIOODXDONZDCECEPOHOTTAONXNID,

o

Q
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S T Q

T QOO CXPOHOMITAOAXNISIOTT<<IACH
WZODCX>PO0HOTUTAOXNISCOCT<IACTIIOO
HOTMITVAOXNISOT<<IACAIIQOODOWOZODOG
MMV AOXNISCT<ICEHIQOQOINMODOOZWC>»O

HFCH IQODOXXDWNZDSCZIP>POHOTITIOQXNITI<

OHOMUTOXNI<SC<ICHIQODIDNZES >
HXZQOXMDUNZWSRPOHOTMITAOAXNISHE< =z
D<= IBCHIOODOXDNNZDSZIPOHNHOTMTITONXN
TPOHOMUTOAOXNISCSCOT<KICHIQOXMNMWNZ WS
QO XMUNZVDLIZIPOHOTMITAOAXNISCC<AC I =
MUNZVCZPOHOTMITOAXNISCOICAHIONOO:=X

HHfdadaamgoROZRrNu~wommEuaE»N
VAOXNISCS " <ICHIOODOXMDUUZDCZI>POHNOT
NI << a3aCHITOQOODOXDDONNZDCR>POHOTTAO X
ROV Z0DCX>POMNOTMITAOAXNISCTT<ICH
QX NI S <3 CH ITOQO0OXmmuuzzwaGR>»>»0H
OxXxOmDUZopGE>POHO0T ITOAOXNISTE<<AC

NI ST IAHITQOXXDUNIZDE>POHOTITAO

PO HOTM UVvAOXNIST<ICHNIQOINMNDONLZ G
N EFCH I QOXMDDUWUZTLX>POHOTTAQXNDDIGS
C<ICH T QU XODUUZWTECXRPOMNOTITIAOAOXNDITI

“CXZrFPOoOHOTMITAOXNI<SC<IACH
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LCzZzrOoHOTMUTAXNI<C<ICHIQUIMOZ®

TAaOXNI<OCO<ICHIOLIXNDWZZWOW,zz>»oOHO™™

D < C=<ICHIQUXXMNMNNIZIWUDSIP>POHOTWAOQMXN
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= > 0

XmNnNzZWCI>POHOTMUDVTAXNI<SOCO<ICHAIODOU
QO XN NZIWCIPTPORHNOTMIVANXNISC<=TCII
T rPOHOMITAXNI<SCOXIEICHIODOXnDWN=ZwW—
<SC<ICHIQOUXXNMDNNZWLGIT>POHOTIVAOXNDID
Z DLW rPOoOHOTMOTAOAXNI<SIOCO<ICHIODXmW®
I QOOUOXMDNZ20SZTP>POHOT VAQAQXNISO<ICH
<~ 3CHIOUDXMDNZWSNZT>OHOTDvAQXNIDS<
OmMTAOXNISIOCO<BFCAIQUIODN Z W S

CHIQUXDWZDUDSZTP>PO0HOTMTAOAXNDII<SIC<I3
<~ B CHIQUXIXMUN=ZWLI>POHOTDAXNID<ST!
OHOTMIVAXNI<S<IO~<<ICHIOLIXMDWNZ=ZoUDSZ>
TOHOMUTAOXNI<SIORICHIODLUIXNMNWNZWLZ
H NI <OC<ICHIOUXNDNZUGT>OHOOTTAO
HIQOQUDUXMDUNZWLI>POHOTMTVAQXNIDISET<=AC
ST >pOHOMTPTAOAOXNI<SIOCO<~ICHIOQOLIIDONZ
FECHIQURMNZ=20SZT>OHOTOTAOAXND<C <
HOMUYTAOAXNI<SICO<ICHIQUXNMODWNZwWaI>»O
NZOTSITPTPOHOTMITVTAXNI<SIO<<ICSHAIONOUOXXMND
QOXNID<IOCO<ICHIQUIAMUNUNZIWSZT>OHNHOT™

UXEMUNZTUZTI>OHNOMTAOXNISCO<<ICAION
MNZWCIT>POHOTMTAOXNI<SE<ICHIOOS
NT<OC<ICHIQUIRMUNZIWSI>OHOTDQ X

MY AXNI<H=<EICHIOUSRNODWNZOTSZ>OHNO

Rettlag
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MHE<dHuRpuvOZRrRY“HKOYHEOR>N

TaOXNI<PC<ICHIQLUXRMDNWONIZWSCIZI>POHO™T

D <r<3ICHNIOODXNPMUZOWSI>OHOTMTAQNXN
NY<EC<ECHIQOXMUNZWSZT>OHOTDAQ

MDA XNI<C<~ICHIQOUIMDMWUNZIWTSIT>»OHO
OHoOTMmM YPTaOXNI<IOC<ICHIOQUXXaAWNLZLDSI>»
W wZTrTOMOMOTAOAQXNI<[C~<3C HIQououxmn =
AX NI <P AICHIOQODOXXpUNZwSITI>Oo0HOT
QOO XDUNZWwLZTIPOHOMgAXNIT<OC<3ICcHTIT
F<~ECHTITQAUXEDNZWSZT>POHOTMTAOXNDS<
2D WCTPOHOMITAXNI <cO<azCHIQCT XImW
CcHIQUXHDNNZWSET>OHOTMDTOXNAI<C <=
zrOoHOMUTAXNI<OCRICHIOODOXNmun=2woa!
HOMUTAXNI<C<ICHAIOORNMWNID I > O |
LZrPOHOTM ITOAXNI<S< I r<<ICIIOOXDmWNZW
PoHOTMYTAXNI<IO<3IcHIQUIXMUZEDSZ
XM NZWS=TPTPOHOT DTOXNITI ST <ICIIOO
UOxXmuzosIPOoROMOTQXNI<OCO<3a3cHIQ
TOUOUXMUNZWSZTPOHOMIUVAXNI<SCEH<ICH
<~ BCHIQODOIXMUIZIWSIT>»POHOTTAXNISSI,
HIQOOXPMNZIWCZTI>TOHOTTAQXNICE <3 C|

HECHITOUXDNZWSZT>OHOMIVTAXND<C <

NZWCZIP>POHOTYTAQ XN T

w1
OmMUT aXNI<SIOr=<=aSoHAIQUUXXMODWNZWoLI >0

NMZODU=TP>POHOTMTVTAOAXNI<ST <3

<OC=<3ICHIXTQOX

=

¥ NI <CC<ICHIOQUXXMWOUOZWCITI>POHOTITAQ

mMNN=Z2ODCLZTP>POHOTTAOAXNI<S<OT<ICS
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T QU XMUNZDTDCZTPOHOMITAXNI<SIT=<ACS

QAQXNI<CKICHIQLUIHMUZDZI>POHO™T™D

C<a3aCH I QU XXDNZDS2>POHOMITAXNIDLDS
NI <OC<"ICHIQUXMDMUOUZDSZ>POHOTDTAO

PO HOMIUTAOXNI<SC<IACHIQOLDXEBDNZDWGLZ=
MoaAXNI<KC<ICHIOUXDNNZODSZ>®»OHO
OHOMUTVAOXNI<<KCC<~ICHIQUXMDUUZD S >
TPOHOMTOXNISKCO<<azCHIQDXODNZWO
N ICHIQOXRNMUZDSZTPOHOMTAOAXN <.
HOMUT7AOQAXNIKC<ICHIQULUXXmUzZzwSIZ>»O
OxXxMmMUZoSzpoHOMITGXNI<I<<acaHIanO
Z WS >POHOMITIAOAXNI<CIAcCHIOUDXXMEN
AU Z0DCIPOHOMITAXNIS<<ICAIIOO
SC<ICHIQUXNMUZWDSET>PORHNOMTAONXNID

H I QU XXMNUNZODCZIPOHOMUOTAOAOXNI<SIT <=

Z DS FPOHOMITIOAOXNISKC<ICH=ZIOODO=XMm
OCMITAOXNIKCT"IACHIODODXMNDUNZWSE >»O H
H I QU XANMNMUZogCZIPOHOMITAOAXNI<SC<AC
MU ZODCI>POHOMUTOAOXNI<SC<ICSIIOOX
VaOXNIKC=<ICHIOUXXMDMUNZODSEZT>POHO™

c
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NI <C<ICHIQUXMDUNZZIDDCT>POHO™TTAO X

CZFPOHMOMUVTOXNISKC<ICHIOQOXEBWNZW
DCRPOHOMIUTOAOXNI<SC<ICIIQOXMMO =
QU XMW ZDLZIPOoOHOMIUTOAOXNI<C~<~mCcCHI
FCHIQUXXNMUZDSI>POHOTITAOXNI<E =
V< OCICHIQLOUXMNMUZDSEZT>POHOTMTO>XN
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MMddaHaR oW oZRrNerdonmaebaw>N

DT POHOMIOTAOAXNI<CRICHIQOINMAONZ

HOMUTAOXNII<ICT<{ICIIQOIAMNMWZODSI>»O
TOXNI<S<O<<aICHIQULUIRDUUZDSZT>POHROT

C<3ICHIQUXXMNDNUWNZDLCZTPOHOMTAQXNDIDTS

4
|
|

MUNZOSETPOHOMUTAXNI<C<<ICITOOR

DA
GM
HJ
T B
UN
WS
YE
L K
VD
R G
ZH
XT
cu
PW
FY
oL
IV
QR
AZ
M X
nic
B P
NF
S0
EI
KQu

Qo xmau !

AOXNI<OC<<ICHIQUXMMWUWZOSZTI>»POHO™MT

QU xXxMmDu=2wsS

CZrPoOoOHOTMTOTAXNI<<CC<ICHIQOXRXOMTULZ®

MY OXNI<SCOCRIACHIQOXXDNZIWDWSIXP>POHO
OxXxmUuZOLCIPOFHROMITAXNI<SOC<<aICAIAQ
ZOWLCETPOHOMITAOAOXNI<C~<=aCAH

T OO XMNUNZWSTPOHOMITAXNI<CKECS
HITOQOOXMDUNZUODCEPOHOMITAOAQXNI<C <A
NI <O <ICHIQUXNPDUNZTSZI>P>POHRO™DAQX
HFCH STOU XN ZODSEPOHOTMITAXNI<SES
POHOMUTOXNI<KC<ICHAIQULOUIMNDNWNLZE R
NZODCZTPOHOMITAOAXNISCOC<<ICAIIQQORNM
V<SS <A CHIQUXXMNZESCZTPOHOMYAQXN
< HCHIQURMDNNZTCZTPOHOMITAOAXNIT<CLC

TPOHOMITOXNI<C<3ECH

QOO XMUNZTCZT>DOHOMITAOAOXNI<C<ECASI
HITOOXMDNZDCRIPOHNSMITOXNI<C <AC

NI <CC"ICHIQUXDUZDSZT>POHO™MDTA

e < ICHIQUXXMUZDSZTPOHOMITAOAXNDD

OMUITVAOXNI<SCT<ACAIQOXXDNNZI®®SE >»OH
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lene N
B Q s F
N A E 0
s M K I
E J D Q Arrenpix V
l'; 3 ﬁ : FIRST-INTEI:VAL DATA—PLAIN-TEXT RELATIONSHIPS
G S J Tarrvz B
N E B
- N 1Y 2M 3F 40 4R 4Y 1D 2T 3Z 5V 5T
D s 1A 2U 2X 3Z 4C 4U 6U 1S 1G 1Z 3N 3A 4G SR 5K 5I 5D 6K
G E 1C 1L 2N 2R 3N 5C 2G 3G 4T 4L 4B 6V 6D 6N 6R
i % 1P 1T 1S 1Z 2Q 2B 4K 50 5P 5V 1R 4Q 44 5J 5Y 6il
5 2E 2D 3R 4T 4D 5T 6V 5G
a 1IG 20 30 4B 5J 6I 1Q 1A 2B 2Z 4P 4K

3X 3Y 4M 6R 25 2Q 21 4% 5U
2J 2L 2Z 3B 3E 4L 6E IF 3Y 6B

£2C 3K 3D 31 5Q 5B 5H 6D 6H 2K 5H 5X 6Q 60 6Z 6S
IN 1Q 4H 6L 60 1J 2E 2A 27 3P 3M 3H 3V 4V

3U 45 5G 6S 1H 1B 1V 2L 2H 3W 4E 6P 6G 6W

1E 2S 3T 4V 5U 6X 1M 1Y 1X 3I 4A 50 5N 5C 6C

1R 4Y 4E 6B 1C 2V 5F 5W 6F
1V 1B 2K 4N 4Q 5D 5I 6N 6T 1A 1P 20 2

1U 1J 3P 3S 3V 4Z 4J 5Y 5M 6C 6K 1K 2Y 4J 4D 4R 4N 6E
2V 4F 5S 6% 4U 6U

1D 1H 1K 2T 2 3J 2 3E 3X 5Q 6L

10 2@ 5L 6A 6E 1I 2D 3B 3L

2A 2G 2I 3G SF 6Q 1E 10 2F 2X 3S 4Y 5E

~e
=

-3

c
(]

-
QU XMMUWZPDUR>POHOTMIUVTAOAOXNI<SIC<ICHSD

MHId<adaRugoNOoOZRrNumbdaoaMHbay >N
TIQO0OXMPMUZWCEZT>POHNOMITAXNI<SC<=aCS
MU ZDLEZI>POHOTMITOAOXNISC<<IcCHIOOX
CZPOHOMITAOXNI<SCT<<ICH
N:ﬂ<t"-<=C'-IIOUNMMZU’L-=>DHO"1'UO><
O M IV AOXNICOT<ECHIQAQOXRMUWZDGLET >0 H
XM UNZOWCET>OHOTMTOXNI<S<CO<IAcCHIOO
<SC<ICHIOOXMUNUZDUIZTP>POHOMTAONXNSID
HOmMvvaXNII< =<3 cH
OXNI<SOCO<ICHIQOXMUZWS“ZT>OHOTT
C<IACHIOOXMUZIZDSET>»>OHOMTAOXNIC
MV OAOXNISCICHIQOXMUZDCET>»OHO
OxXMmMmuwuZIo<“zzrroOoHOMITIOXNII<cC<IECAHIAQ
ICHIQOUXMUNZIVLIET>OHOTUTQNXNIDIDCSE =
DL >OHOMITAOXNISCICHIOUTUXMOZ
ZDCET>POHOMITOXKNI<SEC <3 C
HIQOXMNWZUCT>»OHAOTMITAOAXNI<SC<2C
E>PO0HOMITOXNISCSC<<ICHIOOXMW Z O
NZDCEPOHNOTMITOAOXNISCO<S<ACHAI OO XM
X NI <OCO<ACHIQOXMNDMWNZDCIZT>OHHNOTTO
OHOMIVAOAXNISCC<ICHIQOOXMWZ DI >
CHIQO0OXMUZDLUEPOHOMITOXNI<C <=
POHOMIOXNISCACHIOQODOXMNZOD <
V<N ACHIOOXMNWZDLCETPOHOMTAO XN
<ACHIQUXMUNWZDCITI>OHOMITAOXNI<C

vTaOXMNI<

=]
n
N
22
o
Ice
2
2

6J 1L 2R 5B 6T &J
1X 1% 1M 2P 3Q 4% 57 5Z 5A SR 6M 2J 3D 3C
1F 2F 3L 4A 4I 4P 6Z 6P 30 3F 4X 4F

3w 3C 3T 5X BK 5N 6G 1U 1T 2U 2P 3T

39
1I 2Y 3A 3M 4G 5E 6Y 1IN 2C 3U 3K 4Z BA

PARIC TLAIN-TEXT 82QUZNCES rOR CW( REvVERAZD
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3
5
()
15
2
7
2

(%
4

ZomHUOOHMHdIHdEdINNQRNEO D> Rab
23

Underlined type donotes wheels fn reversed posltions.
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1B
1D
1q
2F
1H
3Y
2K
2D
10
3v
1R
1S
1R
1v
2%
1E
1P
2B
6K
1Y
1G
3X
1J

ZowHoQHHaddr<INNANEO D >Rt

1Z 2N

2v
M
i}
2E
2p
3z
2M
3L
1R
4T
2T
4z
1c
1K
4G
11
2x
24
IK
1X
2G
30
2z

3G
2Y
20
1T
3S
3P
4N
2A
3E
41
SH
3U
4F
2L
3Q
ST
1L
SM
2J
29
IN
3M
3J
3B

4P
3A
2S5
1A
4U
4C
65
3C
31
6M
6T
4%
6C
40
3T

102

Tasie J

6X 4T 6T

2V
6B
3H

5A 6S

2Q
4B
5Y
3N

4Q
80
SF

Underlined type denotes wheols In reversed posltlons.

i

1K

1A
1c
1E
1R
2G
11
3z
2L
2E
1p
3W
1G
1T
1X
1W
2X
1F
1Q
2C
6L
1z
1H
3Y

2o R dIEdrdNNAQ MO mO» Ruw

2A

3C 30 4I

4Q
4E
3P
1U 1B 25
4F
5L

29

5G

4T 4A

4w

5E 2E 3E

2D
5V
6K
20

103
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6A

1L 2A 3S 31 4X

3N 4C 4K
3K 5Z 6M

6F

bY 6B 5C 5T 60

6B 6R 3M 3D 4V

61 1S 1R 25 2N 3R 30 4A 5Q &G

Undorlined ¢ypo denotes wheola In reversed positlons.




3z
1L

1B
1D
lIE?
1S
2H
J
3A
2M
2F
1Q
3X
1H
1U
1Y
1X
2Y
1G
1R
20
6M
1A
11

ZowHoomdadEdrdONMNMANY MO DR o

3F
2B

2p
2x
10
W
2
2R
3B
20
3N
1T
av
2v
4B
1E
M
41
K
2z
2J
hid
17
21

3L
3D

k3¢
2A
2Q
v
3u
3R
4P
2¢
3G
4K
5J
30
aH
2N
3s
5V
IN
50
2L
20
1P
30

S5A
3P

4R
3C
20
1C
4%
4E
6U
3E
3K
60
6V
4Y
6E
4
3v

SN
4J

5Q
5H
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Tanre A

6J 1R 1Q 2R 2M 3Q 3N

6B 1K 2Z

3R

14 2Q 3% 5S

6X 1P 1D

2D 3D 49
4N 5R 55

6L.6%W 6P

62 4R

2w
6D
3J
sY
2s
4D

6Q 6G

3T
4L

5Z 5C 5D
6C 6S 3L

5U

3C 4U 4c

Underlined typo denotes wheels in roversed positioos.

1J 2J
3A 3G

1C 2Q
1E 2Y
“16 1P
1T 1X
2I 2H
1K 25
3B 3C
2N 2P
2G 30
1R 1V
3Y 4%
11 2%
1V 4C
1Z 1F
1Y IN
2Z 4J
1H 1L
1S 2A
2E 2K

AoRHYQOQHNdEdEdYINNONY MO MDD Ruy

3P
3M

3J
2B
2R
1w
3V
35
aQ
2D
3H
4L
5K
3X
41
20
3T
SW
10
5P

4€
5B

1M 2C 3E 3Q

4S
3D
2v
1D
4x
4F

6V 20 2

3F
3L
6P
6W
42

6Y 10 1C 1V 3J

3u

4C

[21%

SN

B
&

5G

SE 52 6G

6N

6F 1Y 2R 5B

4R
3N
6A
2X
6E

1.9
2L
61

2M 3K 5J

6N 1H 2N 5X 6P

21 3A 3T 5M 64

2Z 3X 34 4E 5V

51

6T

61

Underlined type denotcs wheels In roversed positions,
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1C
1K
3B
IN

1D
1F
1H
1V
2J
1L
3C
20
21
1s
32
1J
1w
1A
12
2A
1I
1T
2F
60

ZamHAo oM dId N <aINNONTODOPR Y

2K 3Q
30 3N
2D 3F

2R 3K
2Z 2C
1Q 2s
1Y 1X
2I 3w
2T 3T
3D 4R
2Q 2E
3P 31
1V 4aM
4X 5L
2X 3Y
4D 4J
1G 2P
10 3u
4K 5X
IM 1P
2B 5Q
2L 2N
1G 2M

2u
4F
5C
3R

4T
3E
20
1E
4Y
4G
6w
3G
3M
6Q
6X
4A
6G
4s
3X
6B
2Y
6F
3L
SH

4N
SP
4L

4an
aH
3s
2v
a1
50
28
3J
5V

6T 1E 22

1C
5Z
1X
av
3A

4B
4U
58

4P 6P

2M
6J
5K
60

1006

Tasea 1

5B SE

6L 1P

6D 11 2X 3P 3F

5F
6E 6U 3J 3A 4S
10

6E

Underlined type denotes wheels In reverscd positiona.

5) 4

6F

E A e o

P

6P
1D
1L
3C
10

1E
1G
1I
v
2K
1M
3D
2P
21
1T
3A
1K
1X
1B
1A
2B
u
1V
2G

ZaomHdood3dIidradNNAOYNO D> Rt

bl(d)—-lM
o XX wic

3G 38

3L 4U
2D 3F
2T 2X
1Y 1F
3X 4z
3U 4H

45 6X 2M

2F 3H
3J 3N
4N 6R
S5M 6Y
3Z 48

3K

4K 6H 1¥

2Q 4T
3V 3Y

5Y 6C 40 60

1Q 22
SR 6G
20 3N

5C
6F
6M
6E

107
Tasts O

5F 5G 5X 6S
6V 31 32 4R
10 1IN 20 2J 3N
1Ml 2% 30 3E 4T

20 3Y

2X

1Y

2
[
3
I
&

1
Ié3
]

AI 22 gR 3M 4S 5Y §J

Underlinod ¢ ype denotos wheels In reversed positions.




108 109

Tanre ¥

2H 2N 2P 3N 5M 6X 1X 1H 2Y 2Q 3L
6Q 1E 2K 5U 6M 6C

1E 1D IT 2W 3X 4D 5D 5G 5H 5Y 6T 2C 3§ 3V 3K 3C 4H 4F 4L 6T

1M 2M 35S 4H 4P 4% 6G 6R 3H 3Y 4Q 4Y :
3D 3J 3P S5E 5R 5U 6N 1IN IM 2N 21 3M 3J 4V SL 6B .

1P 2F 3H 3T 4N 5L 6F 1G 2V 3N 3D 4S 5T 6R & 5

Tancal’

3T 3D 4A SR 5E 5D 6P 6E
1G 2X 2P 3K 49 5W BH

%
=

SX 5L

1W 2E 5T 61 6M 1
21 20 2Q 30 BN 6Y
6R 1D 2J 5T 6L 6B

1IF 1E 1U 2X 3Y 4E 5E 5H 5I 5Z 6U 2B 3V 3U 3J 3B 4G 4E 4K 6S

IN 2N 3T 4I 4Q 4X 6H 6X 3G 3X 4P 4X
3E 3K 3Q 5F 5S SV 60 1M 1L 2M 21 3L 3 4U 5K 6A

1Q 2G 3I 3U 40 5M 6G 1F' 2U 3M 3C 4R &S 6Q

=
= 2

1F" 2T 3M 4V 4Y 4F 1% 2M 3S 50 SM

1H 2B 2E 3G 4J 4B 6B 1L 1Z 1S 3G 3T 4Z 5K 5D 6B 5% 6D

1J 1S 2U 2Y 3U 5J 2Z 3Z 44 4E 4U 60 6F 6G 6K

I8 1A 1Z 1G 2X 2I 4R 5V 5W 5C 1K 4J 4A 5C 5R 6A
2L 2K 3Y 4A 4K 5A 6C 5Z
IN 2v 3V 41 5Q 6P 1J 1P 2U 2S 4I 40

3E 3F 4T 6Y 2L 2J 2B 4P 5N

2Q 25 2G 3I 3L 4S 6L 1Y 3R 6U
2J 3R 3k 30 5X 5I 50 6K 60 2D 5A 5Q 6J 6H 6S 6L
1U 1X 40 6S 6V 1C 2X 2T 2P 3 3F 3A 30 40 ~ '

3B 4Z 5N 6Z 1A 1U 10 2E 2A 3P 4X 6I 6Z 6P

1. 2Z 3A 4C 5B 6 1F )R 1Q 3B AT 5i 5G 5V 6V

1Y 4F 4L 6I 1V 20 5Y 5P 6Y

IC 1I 2R 4U 4X SK 5P 6U 6A 1T 1I 2H 2G

1B 1Q 30 3Z 3C 4G 4Q 5F ST 6J 6R 1D 2R 4C 4K 4K 4G 6X
2C 4M 5Z 6D 4N 6N

1K 10 IR 2A 20 3Q 2F 3X 3Q 5J 6E

1v 2D 55 6H 6L 1B 2/ 3U 3E 4B 5S SF 5E 6Q 6F

1G 2U 3N 4% 4Z 4G 1V 21, 3K BN 5L
1I 2C 2F 3H 4K 4C 6C 1K 1Y IR 3F 3S 4Y 5J 5C 5A 5V 6C

1K 1T 2V 2Z 3V 5K 2Y 3Y 4L 4D AT 6N 6V 6F 6J

1X 1B 1A 1H 2Y 2J 4S 5W 5X 5D 1J 4I 4Z 5B 6Q 6Z
2M 2L 3Z 4B 4L 5B 6D 5Y

10 2% 3% 4J 5R 6Q 1I 10 2T 2R 4H 4C

3F 3G 4U 6Z 2K 21 2A 40 5M

2R 2T 2 3J 3M 4T 6M 1X 3Q 6T

2K 35S 3L 3P 5Y 5J SP 6L 6P 2C 5Z SP 6L 6G ER 6K

1V 1Y 4P 6T 6W 1B 28 25 20 3H 3E 3Z 3N 4N

3C 4A 50 6A 1z 1T IN 2D 2Z 30 4 6H 6Y 60
IM 2A 3B 4D 5C 6F 1E 1Q 1P 3A 4S 5G 5F 5U 6U
1Z 4G 4M 6J 1U 2N 5X 50 6X
1D 1J 25 4V 4Y 5L 5Q 6V 6B 1S 1H 2G 2F

1C 1R 3X 3A 3D 4l 4R 5G 5U 6K 6S 1C 2Q 4B 4V 4J 4F 6W
2D 4N BA 6E 4M 6M

1L 1P 1S 2B 2P 3R 2E 3W 3P 5I 6D

[o2]
O
—
(]
—
o
N
-3
N
0
Y
X
&
Q

-
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Underlined tspe denoltes whecls in reverscd ponitions.
Underlincd type denotcs whecls In reversed positione,

71838—B88—8 -




M
1X
2J
6S
1G
10
3F
IR

1H
1J
1L
1Y
2N
1P
3G
25
2L
1%
3D
1N
1A
1E
1D
2E

2V
2D
U
1C
2M
2X
3H
2U
3T
12
4B
2B
41
1K
1S
40

ZomMHNouoMHAdEdrdINNMAQN MO wD> Rl

30
2G
2"
1B
3A
3X
4v
21
3M
4Q
5P
3C
4N
2T
3Y
5B

31
2A
1I
4C
4K
6A
3K
3Q
6U
6B
4E
6K
40
3B
6F

6ll 1E 2T

TasLs C - 1
2D 3V 30 5H 6C

110

2S 29 4G

3E 4I
4L 6L

e

5E 1I 4H 4Y BA SP 6Y

4B

Uaderlioed type deaotes wheels in reversed positions.

111

Tasez

2F
IN
1y
2K
6T
1H
1P
3G
1S

5C
U
5V
23
2H

2C 3U 3u

3V
33
3K

11 2%
1K
M
1z
20
1Q
3H
2T
M
1X
3E
10
1B

3p
214
2X
1C
3B
3Y
4%
2J
3N
4R
5Q
30
40
1F 2U 4x
1E 3Z 3C 3F

Underlined type deootes wheels In reversed posltions,

4Y
3J
2B
J
40
4L
6B
3L
3R
6V
6C
4F
6L

ZorMHMUQEHdEdE4INNQAQY MO ~DO> Rt

X

5B 6N 6C
SF

IF 2E 2D
1A 20

SH S5A 5Y 5T 64

(99
C

cc
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Tarin 2 3 Tanun R
1F 1U 3A 3D 3G 4K 4U 5J 5X 6N 6V 1Z 2N 4Y 4S 4G 4C 6T 1H IN 2% 4Z 4C 5P 5U 6Z 6F 10 1D 2C 2B
2G 4Q 5D 6H 4J 6J 1G 1V 3B 3E 3H 4L 4V 5K §Y 60 6F 1Y 2M 4X 4R 4F 4B 65
10 1S 1V 2E 25 3U 2B 3T 3M 5F 6A 2H 4R SE 6I 4I 61

1P 1T 1A 2F 2T 3V 24 3S 3L 5E 6Z
1A 21 5X 6M 6Q 1 2R 3P 3Z 4W 5N 5A 6% 6L
2M 2S 2U 35 SR 6C 1S 1C 2T 2L 3G 44 5S 5D
6V 1Z 2F 5P 6l 6X

1J 11 1Y 2B 3C 4I 5I 5L 5M 5D 6Y 2X 3R 3Q 3F 3X 4C 4A 4G 60
IR 2R 3X 4M 4U 4B 6L 6B 3C 3T 4L 4

3I 30 3U 5J SR 5Z 65 1I 1H 2I 2D 3H 3E 4Q 5G 6W

1U 2K 3M 3Y 4S 5Q 6K 1B 29 3I 3Y 4N 50 6M

1Z 21 5% 6L 6P 1X 25 3Q 3A 4X 50 5B 5A 6M 6B
2L 2R 2T 3R 5Q 6B 1T

6U 1A 2G 5Q 6I 6Y

1I 1H 1X 2A 3B 4H 5H 5K 5L 5C 6X 2Y 3S 3R 3G 3Y 4D 4B 40 6P
1Q 2Q 3% 4L 4T 4A 6K 6A 3D 3U 4M 4U

3H 3N 3T 5I 6V 5Y 6R 1J 1I 2J 2E 3I 3F 4R 5H 6X

1T 2J 3L 3X 4R 5P 6J 1C 2R 3J 3Z 40 5P 6N

1J 2X 3Q 4Z 4C 4J 1S 2I 30 5K 5I

1L 2F 2I 3K 4N 4F 6F 1H 1V 10 3C 3P 4V 5G 5Z 5X 5S 6Z

M AW 2Y 2C 3Y 5N 2V 3V 4L 4A 4Q 6K 6S 6C 6G

1A 1E 1D 1K 2B 2M 4V 5Z 5A 5G 1G 4F 4% 5Y 5N 6W
2P 20 3C 4E 40 S5E 6G 5V

1R 2Z 3Z 4M 5U 6T 1F 1L 2Q 20 4E 42

3I 3J 4X 6C 2H 2F 2X 4L 5J

2U 2W 2K 3M 3P 4W 6P 1U 3N 6Q
2N 3V 30 3S 5B 5M 55 60 6S 2Z SW 5M 6F 60 60 6H

1Y 1B 4S 6W 6Z 1Y 2T 2P 2L 3E 3B 3W 3K 4K

3F 4D SR 6D 1W 1Q 1K 2A 2@ 3L 4T 6E 6V 6L

1P 2D 3E 4G SF 6I 1B 1N 1M 3X 4P 5D SC 5R 6R

1C 4J 4P 6M 1R 2K 5U 5L 6U

1G 1M 2V 4Y 4B 50 5T 6Y 6E 1P 1E 2D 2C

Underlined type denotces wheels in reversed positions.

1K 2Y 3R 4A 4D 4K 1R 2H 3N 5J 54

IM 2G 2J 3L 40 4G 6G 1G 1U 1N 3B 30 4U 5F 5Y 5% 5R 6Y
10 1X 2Z 2D 3Z 50 2U 3U 4N 4Z 4P 6J 6R 6B 6F

1B 1F 1E 1L 2C 2N 4% 5A 5B 5H 1F 4E 4V 5X 5M 6V
2Q 2P 3D 4F 4P SF 6H 5U
1S 2A 3A 4N 5V 6U 1E 1K 2P 2N 4D 4Y

3J 3K 4Y 6D 2G 2E 24 4K 5I
2V 2X 2L 3N 3Q 4X 6Q 1T 3M 6F
20 3R 3P 3T 5C 5N 5T 6P 6T 2Y 5V 5L 6E 6C 6N 6G
1Z 1C 4T 6X 6A 1X 2S 20 2K 3D

3G 4E 5S 6E 1V 1P 1J 2Z 27 3K 4S 6D 6U 6K
1Q 2E 3F 44 5G 6J 1A 1M 1L 3W 40 5C 5B 5Q 6Q
1D 4K 4Q 6N 1Q 2J 5T 5K 6T

Underllued type denotes wheelr In reversed positions.
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TamLa V Tamen L,

1E 4L 4R 60 1P 2I 5S 5J 6S 1S 2G 3H 4J 6I 6L 1Y 1K 1J 3U 4M 5SA 5Z 50 60
11 10 2X 4A 4D 5Q 5V 6A 6G 1 1C 2B 2A 1F 4M 4S 6P 10 2H SR 5L 6R
1H 1W 3C 3F 31 4M 4W 5L 5Z GP 6X 1X 2L 4W 4Q 4E 4A 6R 1J 1P 2Y 4B 4E SR 5W 6B 6H 1M 1B 2A 22
= 1I 1X 3D 3G 3J 4N 4X 5M 5A 6Q GY 1R 2K 4V 4P 4D 4Z 6Q

21 4S5 5F &J 4H eH
1Q 1V 1X 2G 2U 3W 2Z 3R 3K 5D 6Y

1B 2J 5Y 6N 6R 1V 2Q 30 3Y 4V SM 5Z 5Y 6K 62

2N 2T 2V 3T 5S 6D )R 1B 2S 2K 3F 4L 5R 5C
6W 1Y 2E 50 6G 6W

2J 4T 5G 6K 4G 6G
1R 1V 1Y 2H 2V 3X 2Y 3Q 3J 5C 6X
1C 2K 5Z 60 65 1U 2P 3N 3X 4U 5L 5Y 5X 6J 6Y

20 2U 2W 3U 5T 6E 1Q 1A 2R 2J 3E 4K 5Q 5B
6X 1X 2D 5N 6F 6V

1K 1J 1Z 2C 3D 4J 5J 5M 5N SE 62 2% 3Q 3P 3E 3R 4B 4% 4F 6N
1S 25 3Y 4N 4V 4C 6M 6C 3B 3S 4K 45 1L 1K 1A 2D 3E 4K 5K 5N 50 SF 6A 2V 3P 30 3D 3V 4A 4Y 4E €M
3J 3P 3V 5K 5X 5A 6T 1H 1G 2H 2C 3G 3D 4P SF 6V 1T 2T 3Z 40 4% 4D 6N 6D 3A 3R 4J 4R
1V 2L 3N 3Z 4T 5R 6L 1A 2P 3H 3X 4M 5N 6L 3K 3Q 3% 5L 6Y 5B 6U 1G 1F 2G 2B 3F 3C 40 SE 60
1A 2M 30 3A 4U 5S 6M 12 20 3G 37 4L 5M 6K
1L 2Z 35 4B 4E 4L 1Q 2C 3M 5I 5G
IN 2H 2K 3M 4P 4H 6H 1F 1T 1M 3A 3N 4T 5E 5X SV 6Q 6X IM 2A 3T 4C 4F 4M 1P 2F 3L SH SE
1P 1Y 2A 2E 3A SP 2T 3T 4G 4Y 40 6I 6Q 6A 6E 10 2I 2L 3N 4Q 4I 6I 1E 1S 1L 3Z 3M 4S 5D 5% 5U 5P &R
1C 1G IF 1M 2D 20 4X 5B 5C 51 1E 4D 4U 5W 5L 6U 1Q 1Z 2B 2F 3B 5Q 25 35 4AF 4X 4N 6H 6P 6Z 6D
—————— 1D 1H 1G 1IN 2E 2P 4Y 5C 6D 5J 1D 4C 4T 5V 5K 61

2R 2Q 3E 4G 4Q 5G 6I 5T
1T 2B 3B 40 5W 6V 1D 1J 20 2M 4C 4X

3K 3L 4Z 6E 2F 2D 2V 4J SH

2% 2Y 2M 30 3R 4Y 6R 1S 3L 60
2P 3X 3Q 3U 5D 50 5U 6Q 6U 2X 5U SK 6D 6B 6M &F

1A 1D 4U 6Y 6B 1W 2R 2N 2J 3C 3Z 3U 3I 41

3H 4F 5T 6F 1U 10 1I 2Y 2U 3J 4R 6C 6T 6J

25 2R 3F 4H 4R SH 6J 5S
1U 2C 3C 4P 5X 6F 1C 1I 2N 2L 4B 4%

3L 3M 4A 6F 2E 2C 2U 4I 5G

2X 2Z 2N 3P 3S 4Z 6S 1R 3K 6N
2Q 3Y 3R 3V SE 5P 5V 6R 6V 2F ST 5J 6C 6A 6L €E
1B 1E 4V 6Z 6C 1V 2Q 2M 2I 3B 3Y 3T 3H 4H

1R 2F 3G 4I SH 6K 12 1L 1K 3V 4N 5B SA 5P 6P 3I 4G 5U 6G 1T 1N 1H 2X 2T 3I 49 6B 5S 61
Underlined type denotes wheels ln roversed poaitiona, Underlined type denotcs wheels In roversod poeltiona.
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Tasvn Y

3J 4H 5V 6H 1S 1M 1G 2W 2S 311 4P 6A 6R 6H

1T 2H 3I 4K 5J 6M 1X 1J 1I 3T 4L 5Z 5Y 5N 6N

1G 4N 4T 6Q IN 2G 5Q SH 5Q
1K 1Q 2Z 4C 4F 5S 5X 6C 6I 1L 1A 2Z 2Y

2K 4U 5H 6L 4F 6F
1S 1W 1Z 2I 2W 3Y 2X 3P 3I 5B 6N

1D 2L 5A 6P 6T 1T 20 3M 3W 4T 5K 5X 5W 6I 6X

2P 2V 2X 3V 5U 6F 1P 1Z 2Q 2I 3D 4J SP 5A
6Y 1% 2C 5M 6E 6U

1U 2U 3A 4P 4X 4E 60 6E 3Z 3Q 4I 4Q
3L 3R 3X S5M 5Z 5C 6V 1F 1E 2F 2A 3E 3B 4N 5D 6T

1X 2N 3P 3B 4V 5T 6N 1Y 2N 3F 3V 4K 5L 6J

IN 2B 3U 4D 4G 4N 10 2E 3K 5G 5E

1R 1A 2C 2G 3C 5R 2R 3R 4E 4N 4M 6G 60 6Y 6C
1E 11 1H 10 2F 2Q 4Z 5D 5E 5K 1C 4B 4S5 5U 5J 65
2T 25 3G 4I 4S 5I 6K 5R

1V 2D 3D 4Q 5Y 6X 1B 1H 2M 2K 4A 4V

3M 3N 4B 6G 2D 2B 2T 4H 5F

2Y 2A 20 3Q 3T 4A 6T 1Q 3J 6M
2R 3Z 35 3W SF' 5Q 50 6S 6W 2V 5S 5I 6B 6Z 6K 6D

1C 1F 4W 6A 6D 1U 2P 2L 2H 3A 3X 35S 3G 4G

Underlined type denotes wheels In reversed positions.

ZoHHUOBHEHqEdR < NNAQRY MO D> 2 W

1J 1Y 3E 3H 3K 40 4Y 5N 5B 6R 6Z 1V 2J 4U 40 4C 4Y 6P

M 1L 1B 2E JF 4L SL 50 5P 5G 6B 2U 30 3N 3C 3U 4Z 4X 4D 6L

1P 2J 2M 30 4R 4J 6J 1D 1R 1K 3Y 3L 4R 5C 5V 5T 50 6V

i Rt

Tanve W
1D 1G 4X 6B 6E 1T 20 2K 2G 3Z 3W 3R 3F 4F

3K 4I 58 6I IR IL 1F 2V 2R 3G 40 6Z 5Q 6G
1U 2I 3J 4L 5K 6N 1W 1I 11l 3S 4K 5Y 5X EM 6M
1H 40 4U 6R'1M 2F 5P 5G 6P -

1L 1R 2A 4D 4G 5T 5Y 6D &J

2L 4V- 51 6M 4E 6E

1T 1X 1A 2J 2X 3Z 2§ 30 3K 5A 6V

1E 2M 5B 6Q 6U 1S 2N 3L 3V 4S 5J 5W 5V €H 6W
2Q 2W 2Y 3W 5V 6G 10 1Y 2P 2H 3C 4I 50 5Z
6Z 1V 2B DL 6D 6T

IN IM IC 2F 3G /M &M SP 5Q
1V 2V 3B 4Q 4Y 4F 6P 6F 3Y 3P
3M 3S 3Y 5N 5A 5D 6W 1E 1D 2E 2Z 3D 3A 4M 5C 65

1Y 20 3Q 3C 4% 5U 60 1X 2M 3E 3U 4J 5K 6I

10 2C 3V 4E 4H 40 1N 2D 3J SF 5D
1Q 2K 2N 3P 4S 4K 6K 1C
1S 1B 2D 2H 3D 55 29 3Q
IF 1J 1T 1P 2G 2R 4A 5E
2U 2T 3H 4J 4T 5J 6L 5Q
1W 2E 3E 4R 5Z 6Y 1A 1G 2L 2J 4Z 4U

3N 30 4C 6H 2C 2A 25 4G 5E

2Z 2B 2P 3R 3U 4B 6U 1P 31 6L

25 3A 3T 3X 6G 5R 6X 6T 6X 2U 5R 5H 6A BY 6J &C

Undorlined typo denolcs wheels In reversed poeitions,

HowRUQHHdddra Y NNQYEO D >3 uN

1K 12
1K 1Z 3F 31 3L 4P 4Z 50 5C 6S 6A 1 I 4T 4N 4B 4X 60

(o)
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Tarin U

2T 3B 3U 3Y 5H 5S 5Y 6U 6Y 2T 5Q 5G 62 6X 6I 6B
1E 1H 4Y 6C 6F 1S 2N 2J 2F 3Y 3V 3Q 3E 4
3L 4J 5X 6J 1Q 1K 1E 2U 2Q 3F 4N 6Y 6P 6F

1V 2J 3K 4M 5L 60 1V 1H 1G 3R 4J 5X 5§ 5L 6L

1I 4P 4V GS 1L 2E 50 BF 60

1M 1S 2B 4E 4H 5U 5Z 6E 6K 1J 1Y 2X 2W

1L 1A 3G 3J 3M 4Q 4A SP 5D 6T 6B 1T 2H 4S 4M 4A 4 6N
2M 47 5J 6N 4D 6D

1U 1Y 1B 2K 2Y 3A 2V 3N 3G 5Z 6U

1F‘2N506R6V1j&3K3U4R5I5V5U_6_G.§!

2R 2X 2Z 3X 57 6H 1N 1X 20 2G 3B 4H 5N 5Y
6A 1U 2A 5K 6C 6S

10 IN 1D 2G 3H 4N 5N 5Q 5R 5I 6D 25 3M 3L 3A 3S 4X 4V 4B
1% 2R 3C 4R 4Z 4G 6Q 6G 3X 30 4G 40
3N 3T 32 50 5B 5E 6X 1D 1C 2D 2Y 3C 32 4L 5B 6R

1Z 2P 3R 3D 4X 5V 6P 1W 2L 3D 3T 4I 5J 6H

Q

1P 2D 3W 4F 4I 4P 1M 2C 31 SE 5C

IR 2L 20 3Q 4T 4L 6L 1B 1P 1I 3W 3J 4P 5A 5T &R EM 6T
IT 1C 2E 2I 3E ST 2P 3P 4C 4U 4K 6E 6M 6W 6A

1G 1K 1J 1Q 2H 2S 4B 5F 5G 5M 1A 4z 4Q 5S BH 6Q
2V 2U 3I 4K 4U 5K €M 5P
1X 2F 3F 4S 5A 6Z 1Z 1F 2K 2I 4Y 4

30 3P 4D 61 2B 2Z 2R 4F §D

2A2020383V4CGV},Q§_5§§
Underlinod { 5pe denolea wheels In teversed posltions.
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Tases T

2B 2D 2R 3T 3W 4D 6A IN 3G 6J
20 3C 3V 3z 5I 5T 5Z 6V 6Z 2S 8P 5F 6Y 6% 6H 6A

IN 1T 2C 4F 4I 5V 6A 6F 6L 1I 1X 2% 2V
1M 1B 3H 3K 3N 4R 4B 5Q 5E 6U 6C 1S
2N 4X 5K 60 4C 6C

1V 1Z 1C 2L 2Z 3B 2U 3M 3F 5Y 6T
1G 20 6D 6S 67 1Q 2L 3J 3T 4Q 5H 5U 5T 6F 6U
2S 2Y 2A 3Y 5X 6I 1M 1A 2N 2F 5

6B 1T 2Z 6J 6B 6R

c

I
l
[

1Q-2E 3X 4G 4J 4Q 1L 2B 3H SD 5B
1S 2M 2P 3R 4U 4M 6M 1A 10 1H 3V 40 58S
1U 1D 2F 2J 3F 5U 20 30 4B 4T 4J 6D 6L 6V 62
1H 1L 1K 1R 2T 2T 4C 5G SH SN 1Z 4Y 4P SR 5G 6P
2% 2V 3J 4L 4V 5L 6N 50

1Y 2G 3G 4T 5B 6A 1Y 1E 2J 2H 4X 4S

3P 3Q 4E 6J 2A 2Y 2Q 4E 5C

in Underlined type denolos wheols In revereod positione
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Tancu H

3Q 3R
2C 2E
2V 3D
1G 1J
3N 4L
1X 2L
1K 4R 4X
10 W0
1IN 1C 3I
20 4Y
iW 1A 1D
1H 2P
2T 2Z 2B
6C 1S 2Y SI 6A
1Q 1P IF 2I 3J
1Y 2y
3P 3V
1B 2R

1R 2F 3Y 4K 4R 1K 2
1T 2N 2Q 3s 4N 1Z 1N 1G
1V 1E 2G 5V 2N 3N
1I 1M 1L 1S 2J 2U
2X 2% 3K 6M 60
1Z 2H 3H 4U 5C 6B
Underlioed typo denotes wheels in 1everscd positions.

Ao NUOUQESqEdrdINNAQY MO DRy

1X 1D 2I 2C 4% 4R

1Q 2L 2H 20 3§ 3T 30 :

6X 6V €G 62

) s

-

I -
2.

4Y 4T 42 6H

-y “‘“m‘?w'.d

b v el

[ 3,30

PR

1A
3R
2D
2N
U}
30
1Y
1L
1P
10
2P
1X
1I
2u

IR
1Z
3Q
1c

1S
iy

1J
2Y

ZomwNUOHHA dEdn aINNOYNO D> Ruw

LA

2G
20
1F
IN
X

31

6D 1R 2X

32
2R
2H
1M
3L

" 4U

4v 5D 6C
6L 2Y 28
3V 3Y 4F
3B 5K 5V
6F 6I 1P
6M 1N 1H

4P 50
6V 11
4
3
6Q 4A
2N 2B
6U 6Y 10
3A 52
SH 6% 6P
2J 3K
4c 49
5R SE
3G

41 4L 4S
3T 4% 40
2L 3H SW
1T 2K 2V
4N 4X SN

6P

121

Tante O
1C 2H 2F 4v 49

M

Undorlined typs denoles wheels in reversed positions.

062A




2Z 2Y 3M 40 4Y 50 6Q SL

35 3T 4H 6M 2X 2V 2N 4B 52
2E 2G 2U 3% 3Z 4G 62 1K 3D
2% 3F 3Y 3C 5L 5@ 5C 6Y 6C
1I 1L 4C 6G 6J 10 2J 2F 2B

3P 4N 5B 6N 1M 1G 1A 2Q 2M

1M 4T 4Z 67 1H 2A 5K 5B 6K
1P 1E 3K 3N 3Q 4U 4E 5T 5H
2Q 4A 5N 6R 4Z 62

1Y 1C 1F 20 2C 3E 2R 3J 3C
2V 2B 2D 38 5A 6L )J 1T 2K
6E 1Q 20 5G 6Y 60

1S 1R 1H 2K 3L 4R 5R 5U 5V
1A 2A 3G 4V 4D 4K 6U 6K 3T
3R 3X 3D 65 S5F 5I 6B 1Z 1Y
102T3V3H48526T1_S__2_H_

1T 2H 3A 4J 4M 4T 1I 2Y 3E
1V 2P 25 3U 4X 4P 6P 1X 1L
1X 1G 2I 2K 3I 5X 2L 3L 4Y
1K 10 IN 1U 2L 2W 4F 5J 5K
Underlined type denotes wheels in revcrsed positions,

2o UOHHdIENd <O NNON MO Db R ul

1B 2J 3J 4% 5E 6D 1V 1B 2G 2E 4U 4P

13

')
1>

1Z 2N 30 4Q 5P 65 1R 1D 1C 3N

1Q 1% 2F 4I 4L 5Y 5D 6I 60 1F

1J 2R 5G 6V 6Z 1N 2I 3G 3Q 4N

RO EHdIENESINNAOYRMO O Rul

o

1D 4K
N 1Y 1H 2J 2N 3J 5Y 2K 3K 4X 4P 4F 6% €H 6R 6
Underlined type denotes wheels In ed positions.
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Tamm K

1L 1P 10 1V 2M 2X 4G 5K 5L 5R 1V 4y 4L BN &C 6L,
2A 2Z 3N 4P 4Z 5P 6R 5K

1C 2K 3K 4X 5F 6E 1U 1A 2F 2D 4T 40

3T 3U 4T 6N 20 2U 2M 4A 5Y

2F 211 2V 3X 3A 41 6A 1J 3C 6F

2Y 3G 3Z 3D 5M 5K 5D 6Z 6D 20 5L 5B 6U €S 6D 6N
1J 1M 4D 6H 6K 1N 21 2E 2A 3T 3Q 3L 32 4

3Q 40 5C 60 1L IF 12 6T
1A 20 3P 4R 5Q 6T 1§ 1C 1B 3M 4E &S 5R 5C 6
1IN 4V 4A 6X 1G 22 5J 5A pJ

1R 1X 2G 4J 4M 5Z 5E 1T 28

1Q 1F 3L 30 3R 4V 4F 65U 5I 6Y 6G 10 2C 4N 4!] 4V 4R 61
2R 4B 50 6S 4Y 6Y

1Z 1D 1G 2P 2D 3F 2Q 3I 3B 5U 6P

1K 25 6H 6% 6A 1M 2il 3F 3P 4M 6D 5Q 5@ 60 6Q
2W 2C 2E 3C 5B 6M )I 1S 2J 2B 3R 4C 5I 5

6F 1P 2V 5F 6X 6N
1T 1S 1I 2L 3M 4S 6S 5V 5§ 5N 6I 2N 34 3G 3V 3N 4S 4Q 48 6E
1B 2B 31 47 4E 4L 6V 6L 35 3.0 4B 4J
35 3Y 3E BT 6G 5J 6C 1Y 1X 2Y 2T 3X 3U 4G 6M &M
1E 2U 3% 3I 4C 5A 6U 1R 2G 3Y 30 4D 5E 6C

I

10 2I 3B 4K 4N 4U 1H 2X 3D 5Z 5X

1F 2Q 2T 3V 4Y 4Q 6Q 1W 1K 1D 3R 3E

S
s

-9
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Uonderlined type Jdenotea whecls in reversed positions.
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Tartn E
1Z 1I 2K 20 3K 5Z 2J 3J 4% 40 4E 6Y 6G 63 6U -

IM 1Q 1P 1W 2N 2Y 4H 5L 5M 5S 1U 4T 4K 5M 5B 6K
2B 2A 30 4Q 4A 5Q 6S 5J -
1D 2L 3L 4Y 5G 6F 1T 1Z 2E 2C 4S 4N

3U 3V 4J 60 2V 2T 2L 4Z 5X

2G 2I 27 3Y 3B 4I 6B 1I 3B 6E

2Z 3H 3A 3E 5N 5Y 5E 6A 6E 2N 5K 5A 6T 6R 6C 6V
1K 1N 4E 6I 6L 1M 2H 2D 2Z 3S 3P 3K 3y 4Y

3R 4P 5D 6P 1K 1E 1Y 20 2K 3Z 4l 65 6J 62

1B 2P 3Q 4S5 5R 6U 1P 1B 1A 3L 4D 6R 5Q 5F 6F -

10 4V 4B 6Y IF 2Y 51 5Z 61

1S 1Y 2H 4K 4N 5A 6F 6K 6Q 1D 1S 2R 20

1R 1G 3M 3P 3S 4W 4G 5V 5J 6Z 6H 1N 2B 414 4G 4U 4Q 6H

25 4C 5P 6T 4X 6X N _

1A 1E M4 2Q 2E 3G 2P 3H 3A 5T 60
IL 2T 5I 6X 6B 1L 2G 3E 30 4L 5C 5P 50 6A 6P
2X 2D 2F 3D 5C 6N 1H 1R 2I 2A 3V 4B S5H 5S

6G 10 2U 5E 6W €M
1U 1T 1J 2M 3H 4T 5T 5W 5X 50 6J 2M 3G 3F 3U 3M 4R 4P 4V 6D

IC 2C 3I 4X 4F 4M 6R 6M 3R 3I 4A 41 i
3T 32 3F 5U 5H 5K 6D 1X 1% 2X 2S 3W 3T 4F 5V EL

1F 2V 3X 3J 4D 5B 6V )1Q 2F 3X 3N 4C 5D 6B

1V 2J 3C 4L 40 4V 1G 2% 3C 5Y 50

125
Tamie 8

1Y 25 2V 3X 4A 45 65 1U 1I 1B 3P 3C 4I 5T 5M 5K 5F 6M
JA 1J 2L 2P 3L 5A 2L 31 4V 4N 4D 6X 6F 6P 6T

IN 1R 1Q 1X 20 2Z 4I 5M SN 5T LT 4S 4] 5L 5A &J

2C 2B 3P 4R 4B 5R 6T 51

1E 2M 3M 4Z 5H 6G 1S 1Y 2D 2B 4R 4M

21l 2J 2X 3Z 3C 4J 6C 1H 3A 6D
2A 31 3B 3F 50 52 5F 6B 6F 2M 5J 5Z 6S 6Q 6B 6U

1P 4W 4C 6Z 1E 2% 5H 5Y 6H

1T 1Z 2I 4L 40 5B 5G 6L 6R 1C

2T 4D 5Q 6U 4R 6R
1B 1F 1I 2R 2F 3H 20 3G 3Z 5S 6N

IM 2U 5J 6Y 6C 1K 2F 3D 3N 4K 5B 50 5N 6Z 60

2Y 2E 2G 3E 5D 60 1G 1Q 2H 2Z 3U 4A 5G 5R
6H 1N 2T 5D 6V 6L

1D 2D 3J 4Y 4G 4N 6X 6N 3Q 3 4Z 4H
3U 3A 3C 5V 51 5L 6E 1W 1V 2@ 2R 3V 3S 4E 5U 6K

1G 2W 3Y 3K 4E 5C 6% 1P 2E 3W 34 4B 5C 6A

mmmuomaqamr<wsxowwo~o>3uw

N 1% 2K 3D 4M 4P 4W LF 2V 3B 5X 5V

Uudcrlined type denoles wheels in reversed positlona.

71836—33—¢%

1
1S 1H 3N 3Q 3T 4X 4H 5 5K 6A 61 1M 24 4L AF 4T 4P 6G

1V 1U 1K 2H 30 4U SU 5X 5Y 5P 6K 2L 3F 3E 3T 3L 49 40 4U 6C

(g}

-~
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Taase N '
B 1X 2L 3E 4N 4Q 4X 1E 2U 3A 58 5U 1
J 12 2T 2% 37 4B 4T 6T 1T 1H 1A 30 3B 4ll 5S 5L 5J 5E 6L ;
M 1B 1K2M2Q3M58@§_§[ﬂiﬂ_~1g§ﬂ§§6_(2§
A 10 1S 1R 1Y 2P 2A 4J 5N 50 5U 1S 4R 4I 5K 5Z 61
Q 2D 2C 3Q 45 4C 55 6U SH 1% Arrennix VI
I 1F 2H 3N 4A 51 6H 1R 1X 2C 2A 4Q 4L v
4R 1X 2C 2A 4Q 4L SUMMARY OF RESULTS
O 3F 3X 4L 6Q 2T 2R 2J 4X 5V f
F 2I 2K 2Y 3A 3D 4K 6D E a 6¢ 3 : Dy using tho values dericed from a atudy of the “V” aml “Z"” messayes it wag poseiblo
P 2B 3J 3C 3G 5P 5A 5G 6C EE | to find messages in which threo values of the indicator were known—itho first, second, aml (ifth
O 1M 1P 4 2. 51 SY 6R 6P €A 6T & lotters. A littlo experimentation roon yiellod the valuo of tho remaining two indicntur letters
G. 6K 6N 1K 2F 2B 2X 3Q 3N 3I 3w 4% ‘ and nlso values for the “dog scdting'” aquare.
X 3T 4R SF 6R 1I 1C 18 2M 21 3X 4F 69 6H 6X L-,, "ho linca d and rindicale which tetterscorrespond to direct and reversed selting, reapeclively,
Z 1D 2R 35 4U ST 6W IN 12 1Y 3J 4B 5P 50 5D 6D P of tho wheels.
R 1Q 4X 4D 6A 1D 2W SG 5X &G T ' Figure 1 gives tho dog sotting corresponding to the various ¢ombinations of the fimt twa
IV‘ 1U; 1A 2J 4M 4P 5C 5H 6M 6S 1B 1Q 2P 20 r ::1::11'5 .,T,l,“:z.,":;c':r values entorod in row 6 or in column § becauso in the messages aubmitted
Y ;; f; B4 8% SY et 41 50N 686 1L 22 4K 4E 4S 40 6F ! I Figure 2 givea the plain-lext cquivalenta for the enciphered indicators,
%. SR 6V 4V 6V It Figure 3 givesa tho complelo sellinga of thiose cipher messages which wero read.  No attempt
W 1C 1G 1J 25 2G 3I 2N 3F 3Y SR 6M b was made Lo rend any further messages ainco it appcared that a comploto solution would be a
| ¥y 4 DI
U 1IN 2V 5K 6Z 6D 1J 2E 3C 3M 4J 5A 5N 5M 6Y 6N matter of tima only.
T 22 @ 2H 3F SE 6P 1F 1P 2G 2Y 3T 4Z SF 5Q Al d...ACFGJKLORSTXZ
H 61 M 25 5C 6U 6K H r...BDEHIMNPQUVWAY
G1WWll..203P4V5V5Y525Q6L_2§ﬂ:@§_§ﬂﬂﬂﬂ_ﬁ_ﬂ ] |
D 1E 2E 3K 4Z 4H 40 6Y 60 3P 3G 4Y 4G ; 1213|456 ]es
K 3V 3B 3/l 5A 5J SM 6F 1V 1U 2V 2Q 3U 3R 4D 5T 6J | 1 BCZ cov
E 1H 2X 3Z 3L 4F 5D 6X 10 2D 3V 3L 4A 5B 6Z 1 ‘ e
] 3 2 | ABY BDV | BDZ ACZ
N = &l
; 3 |Bcz|aow BEX ADR
Underlined type denotes whecls in reversed pasitions. i 1 ; e : AE.;
P 5
i 6 | ACZ BDV | CEV
t
H Fiovne 1
’E (127)
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Finln ) . Pociphersd Deciphared M exvage Znctphiored Decipliered  Matange
t indimia  Indientor No, lml‘mlu Innltntor No.
Clpher silinilia !L ZRZPP=YALPB (150) SCRLT=GOJCK (218)
A = ‘ VDLSU=HKXJA (162) DRTUV=FANEH (252)
— : 3463 20N
B y MRLDO==DAXUC (179) NNBQU==NQAIA (253)
T 3 642 @17
¥ A BSKVF=VVCDZ (180) DDJQP=FKDIH (229)
D 4126 =l
2 0 | LPDUU=CFTEA (189) QRPCP==JAOMB (200)
et —_— ] 2431 41
ka o . e SSSVJ=GVHDE (196) PSYLV=ZVQCH (177)
G I E »nia 84219
e — VGBKL=HIAWQ (210) RNTLE=IQNCO (165)
H 164 k3
e i Vi Flauss 3
El imm o
K clw
& x|cla
M|D K
| N|N|Q
0 C
P|Z|F P|B
Q|J 1|V
R ElATaY |
's|c|v|H|3
B TG
E E|A
([ V]|H|M D|H L
W ' '
X 1
4 Qjo i
Z L J :
Fiaure 2 ]




