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Op-58-% " . o :
©9023-349 ... S -
A N b S ‘Dec, 3, 1919,

. . PR - B
e

Sir:

, 1t is roquested the Navy Despertaen
furnished one copy of the Consular Code Tovr
use of tkre Commerdant (Supoly Officer) Havael
Station, Cavite. This Consular Code i8s recuired
for communicating with the Coneuls in the vsrious
places in the Orient, reistive to pending tids
and quotations on required material which informe-
tion it i3 desired %o e kept confidentiel. Ths
Consular Code recueetsd efforde the only corfiiden-
tisl meens of communicatirg with tre varicus Cor-
suls,

Sincerely yours ¥
Josephus Daniels

".The Homorabdle,

The Secretary of State,

Tt o -110 £ c}_'-

c-.:ﬁc'g"wr— ’



&=

- (A . . e AL s “ene 7

— . ? ! o4

In reply‘refer to
CO 119.25/408

HIN DO ”';" ’
G Decemder 12, 1919.
/4(7§T%w
.-IO '-_.- o ‘rl\ ‘., ’22\
e B S b Py B
The. Honorable L ¢! B
. . &1 g™, . : P
'S
The Secrstary of the Yavy.
Sir: APR 30 1.3

)
I have the honor %o refer to your letter of

IDecember 3, 1919, requesting a co»y of the Consular Code

for the use of the Commandant (Supply Officer) Raval Sta-
tlon, Cavite, and to transmit harawith, in comypliance with
your request, a copy of the Departmenf's Red Code, Ko. 369.
A blank recelpt for this Code is enclosed, which
should be signed by the officer in Cavite who 1s to use it,
and forwarded to this Department.
I have the honor to be, Sir,

Your ovbedient servant,

For tne Secretary of State:

{signed) ALYEY A. LDEE . i
Second Assistant Secrestary.

“/Enclosure:

Blank receipt. |

;S;Azf ﬂéi}l*ﬁJbﬂdlihf-ngﬁ. lo 4Q%J>1VﬁbxF; d?%&:°4i,§bjf—
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4 - NAVY DEPARTMENT

OrFrFicxw: oF NAvar INTELIIGENCE
W ASHEIN GTON

In reply refer to No,

C»-156

A2 ALR

.= ,.u.- ‘ mmeytn ATER TR A T LT Y LT AMTTT
BRI DT, o= OHLLE O 1 a7 0 U2 ATIO e

4

wrera coiraznding offigers ¢
or flests hzve o commu:iicate with vwy ministers and
anbessadors in foreirm couwntries wiricnr hove novel atioche's
ciiief of nmission is throurn the codas in nocsession of
the naval atteche'se It is exire:zl; dasirotle that some

| e

arranfement o2 madz, nowever, for cowmmicotion with

‘ ninisters or wiih zmbacsadors whsre thaere is 1o nzvel ottachs'.

e

Belgrade, wro w:s returzing to

use £0 communicate with Zaar Adair2l indrods zb 3nclato, the

t »poris beinz in the como cowmitrye It ss2ems to me on
genersl ;.;rinclpéﬂ.s thet tho lavy Doportient =nd State Denart-

=Ty - -~ - L - s e b - o2 '
nent chould come to sexe Jdefinite cjreaient a5 o joind

codms,

_.-.-w‘r'"w"'a'!w—-wrﬂ-

o S caarw iyl
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LRt 1920 Pan G -

S Op 11 s 5/1 lst =éorsemoct,

g023-2 G %P0

R L N L L L

Prom: ) Chis? of avzl Oscrations, e
To: ' Director ¢2 Ilayzl Courtusmicovions,

SUodoTT: Comimnicotion between ninister
3 7 maral G2ficers in forel

1., Fexwarded 2or comment m¢ recormendztion,
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- April 27, 10Z0.

- 1; Tn tha hwatirm"‘ &’;n"‘r* Eed sf £9 Yuicd 1920
a8 acm::wum wag reed Suyn the Dirsudor o2 Fowmd I.rtﬂl.:.‘.‘s&ma
cusgreting thad ercingenonto ® o mds by walch w ¢ode rowdd be
roéo ovelledle Lfor commanieation 9@13'363- ‘Bovel end State €n-
sttt offici,.lc a..i poss«biy anclvde 085305010 of tha
'i.z* Dopartaaats - . N

.

?. i "'"s minutss e? tha cORLeTonee coz"t.:in iho nt:;te_-

mend that the -Asst. Ce T, 0., 5234 g Bdexd hied hoeon anZfO.ﬁvCi
1o corsilor & Joint.o686.  2adn w@iccent wog wrldondbdedly medo
mher o s._}mv-ehonaicn caugs by & stelzment waés dy the
Direotor ¥ovel Corrmrionticons. It nmow Gevelons iatd thiz paf
;ev' ves not referzed ¥ the Eoard whiclh iv 2t presmat anzaged
%Jraourin;r a2 joint system ¢f vical &xd Telic szgnr..‘.izw
srhliecdle .,.iike %0 the A=rg 2rd Leyy, cnd further it 43 not
Palicved <hut the nsed for euch & onie i8 epnarends COnsiéerﬂ_ng

4he very Low cccasions vher fueh & gede wanld Fing £y uss, end

these wonld only be in Youelitiss vhore there wmo Mo Bovel o
repragentetive, sSich &8 a Hewvel Attashe. ed tho consequent
ccre ramired &4 3 eeni.& thoce roggesdsd e8des emnlifzatiesl, 4%
4p believod the exiolence 02 smch & code wenll gasse @eato-
endsrosesacnt Yhan ﬂ gocd 1% mdchd eccorplich,. Co4c3 are dif-
Lowit to geed ot Timop eml thoy e}ould bt wostricted es
wuzh es possible, ccn..ietcnu rith nogezpeyy ce“"!:z’.imtwn.

S. 1t {s thoreforo reoomaeniod aat a8 spopexats
cole for ccmmmicrtion botwoen officiels of tho Iavy erd EStcte
élep’ ‘o:o...tﬁ bs Totb autbm“ei-

é. o2 cpecisl or*c.,eiﬂn.,, Meved offlelcis pisght Ve
Srradoted vith the noce chceryy Zitohe Donnrinent coles o erl Ty
sk £peaicd oam_u‘cctla“c i:"; aeushy desiTebiog Tovel colas
enovld net be cntructed % (3".)11&. Jutnile Thoe Ievel dervica.

At el
EI r -—a;u'\_fi-u..-J
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N.8.E.114 _ e _ @ﬁ

Astarss Dixzcror NivaL COMMUNICATIONS : ) / g }
Navy DAZAKTU LRI, WASHINGTON, D. & : . .

ANO RIFER TO XO.

NAVY DEPARTMENT :

NAVAL COMMUNICATION SERVICE ‘ \L-\g,:‘-\,'.:i.;:'-
[reverone OFFICE OF THE DIRECTOR o ¢ Ty e

' {\N\\—

WASHINGTON, 28 foril 1320

Memecrandum for 4dmirsel Zullerd:

N
SWW'

The State Depertment (Mr. Simon of the Stzte De-
pertment Code Section}, in reply to 2 telephone reaguscst,
irformed the Cfficer-in-Charge of tne Tode end Sirnel
Cection that the Minister zt{ Eelgrade would be directed t:
send AcGmiral sndrews a2 copy o the ttate Department Ccde.

This taxzes csre of tails particular cese cnly. NXaval

{
~tteches are stetioned at London, Faris, Rome, The E2-~ve, Zo- f
To {

-

penhegzen, Xacérid, Lisbon, Zekin, Tokio, Rio de
Buznos Ayres snd Santiago.

Septéins of Naval Vegsels are provided with soz
coplies of Ievel Code F, wini:h they mey issue to cny zrent
or c¢onsul or ergone which in their opinion requires i

' Codecs so iszued-ere to be withdrzwn dy the offizer issuing :
them vinen the conditions :itich reguired their beins iszueéd ‘
Y nc longer exists, -
- In view 02 the limited communicztion which teves

2lace between cocnsuls anéd nevsl cfificers, the diffizulity
of keeping codes secrev endéd the nececsity for fregquerntly
c:anging cocdes, no giditional code is consilerel recessary
2r degirgble,

If the codes xentiosned in p:re:sreson coni-
sidersd adequate, it ig gtrongly recomnend ne Ztate
Tegurtment supply Kavel Vestels with & Cta zent Tnde,
lst: beceuse fewer cofes would b riguirad £0nsuls
witn 2 navel ccdae and Znd: it is conticdere ts 2 .
%h0le safeguzrd codes msore efrfectively the tzte Do-
2eartrent representatives.
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0p.11-MES 4/29 18t Endorsement April 20, 1920,
9023-261 . g s ;
- ‘u... 3 TR L
e mmmaMM4
From: ‘- 2% Chief of Navel Oneratione. :
To: Director of Havsl Intelligence. E
Subject: Joint COde for Eavy ond Stat° departmente ;

) ) - fi pa it
4:.-1. For%ardeq 1or“ connection with the ques- .- .
tion ‘of emabliehino a-mtusl’ code o; communication between
:aaval officers snd ambaasadora end ministers in foreign countrnee,

B o o
it Eo s
i 85 LT RTrs

Jemag

2 B.Fg ﬁutchieon.

F o2k Siend Endo*eement I  1ey 1920 i

APN:ALE ¢ ni U o it B
Prom: '1.'Dzrect>r of Xaval Intelligence. r
To; Chief of Navel Operations. :
1. & Returned Soma solution of this question is ;

urgently needed. It is reguested that the Secrestary c¢f the iﬂ’

Yavy be requested to write a letter to the State Department
suggesting tket the State Department furnish one or more of ita
codes to ‘each flagship of the Commanders-in-Chief of the verious
naval forces, witah a view to having them issued to ships, which
Tor political reasons are etationed on the coasts of foreign
countries where it is desired that the minigters ehould cocmuni-
cate with them, It 1s a curious fact that there is nc wey that
ministers, ambasszdors and commanding officers of ships can
coonmunicate secretly,: All messages between such officials should
be confidential or secret and some means should be provided.
This correspondence suggesta that the State Department furnish
the code. ?

L ALIIETS Lol

TR

A.B, Riblack,

4} ;. . . 0J7
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,»uG;C aVists”na ‘roadyy
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AY 8 18%
2 1sz0.

lt hes heen brought ta Yhe atten.icn of tris Depertuent
thet ocoasiuna freqnoently arise which reguire secret comauni-~-
catien betrecn officers of the Tavy end officiuls of the Stete
Lagartncﬂ. in varioas_partd o 18 werld, ewd TOr Yhe preseant,
nwane'for ouca_coazunicatioas. *_f;

15,

-«-—
kS

el Sy

ia canaition'auggaets'ths use of a code woleh would be S -

qna;‘j accosulvle to thoze requir‘nr cuck coxzunice ion. 7o
oreserstion o- 8 scpar te codo for such use would seex to bve
undesireble, &2 tho addition of &n extra ¢ode for ony BRrpose
cnly eoldg $0 ke dangers.sitending the use of other codes
uuich skould oe cara‘nll, guardeg‘

I have 2, tte*e¢o*o, Lae pleauuro o eugpest they, &P sc-
optable to the UStsts Depariment, & certain nazber of copiec of
sultoble Sistc Denartment csde bpe furrished Yhe lode sud Sig- -
nal dection of %uls Degertueant for fccme to our zeverel ,
communders in Chie?, who In tarn wowld issze thea to Couwnanding
G2ticers of shins and othor officigls wko would find thenaselves
in iocalitlies vwhore 1% would oe dceirxadle to commurnicaio socret-

17 with offic¢ala o; tbe utaue Department.

fe o

it 18 not necnssarj 13 add that every earognurd pgroviced
Zor w6 safe keeping of the Bavy's codes, tho method 02 mcoount-
aLility ond 138:9 6%C., woull be applied 1o ine 3i8ie jopart-
“oddes, end &t sny instent L3 will ho Inoun in wkozo custody
trhe copy of &0y n&rticuls. code reats. s T

5. 5
e

I3 1¢ estimntod .r
nﬁle 0 sugply eil needa..

*
B eRY

lfty copies o¢ the code wowld bde

ﬂlnccrclr ours
Josephus Daniels

2re lonorsdle
The 3Jecretrncy of Steto.

i
v
[}




N (AN (-~ x Warse (é i
s = e AR e i ﬁ\ e
Sl B - R e T
01877 e b . |oB
! Etethiad
51 - s
Cr... - P
Y,
S L‘&. i
,J' ‘
: s R (o . 1.
15 617 DEPARTMENT OF STATE
WASHINGTON
JVae 25, 1926
In reply refer to v’ g <0.

i3 119.25/425 o2

The Henorable,

/

Tha Sccrotary of the ¥svy. P N
. gorH-26) :
Sir: =

Receipt 18 acimowledsed of jour letter of iay

8, 1220, (9023-261 DNC}, wherein you state trat occasiomns

— e R

frequexztly erise vhich reguire secret comrmnicotion be-

tween officers of the Yavy a2nd officicls of the State De-

vartrent in vorious parts of the world, end suggestirg

cince mo rsady mcans for cuch corrminication now e:udst 5

- tmt this Departrmet furrishk cories of one of its ccdes '?.
441

. . . . . L. 3

to o8 issued to Commexding Officers of ships ezd other i

Bt >
L

oifficials who right find it recescary to comrminicate se-

cretly with officials of the Jtate Derzrtient. '
The Departient reprets that at tre present ting

it s nc coce vinich it could issac for tnis parpose,

Tovever, it is susgested thzt the Xavy Departrernt mey '

4

possibly kove a2 code from which e sufificient sapply could

be issucd tc this DPepartment, to be forrmrdaed to sach

ccoswlar officers with wron it is likely it would bde

neceszeTy to com.uniceis. i S




P ——————




I have the honor to be, Sir,
Your obedient servant,

For the Secretary of State:

Second Assistant Secretary.

(RETYPED FOR PURPOSE OF CLARITY)
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17 Decerber 1427,
From:. Comzending COfiicer.
To: uomman ler, Speciel Service Sguedron.

SUHIZCT:- . Code for comrunicetion with Consulier enld Diplometic
" 0fficials.

1. The Commandaing Ofiicer les an g nurter 2 2ccesions
in {ne pest yesr been emhsrressed by trne leckt of g cultsble coie

17T cormuniceting confidentieliy with Jdiplometic reyresentetive .

nt eouniries vicited. 'Frhere ere frecuently times wien it is to

the test inverests o ©dth lrhe &1 zyA Zmericen consuler oif
Addrlomaetic reypresentetives thet the letter ne communiceted with
secretly. Yime is usuelly lost ii our reyresentetiveg esrore D
nat ¥Ynow 2% & ship's intonded visit or dererture o2 the eircy

time 7 either. Jhile i1he TZCDL wes visiting Selveilorsriean wgters
et Dwoier giter the Cegbrere averinror, with insiructions t5 keex
in tawch with the U.S.Minister et Guetemels, it ch nececssery

t2> dejend on the Lerrevee Coie. /hile the le“ is very ein-
venient in some regpecis it 1s clumsy end cen only be vsed b
rrevious sgreement on & Key-word. #rile the legetion rueri

Iran tnis shiy wes in ovuetennele Uity leocst °prlag tais czme un- ,
saticrretory code ned to be deyenied »n. NiTriculty wes cnervrtier-
ed in setvisiecltorily communiceting with the Cherpe in Teguvcigelre
lest Mebruery duwe to lack o1 ¢ consuvler or diirlometic cdde 2n the
shit end trhe inebility oi iindaing et the momnent e thirougrly
reiievle persan o cerry e ke:f.':;:n'a from Amepele to the Leyetinn

in Tesueigralre. The Cestine, it is knoan, eleo, hed to errange

i & Llerrcbee rey-word witn Zhe Consul in Sen Jase. Coste Yicsa,
in tte exergency in June 1912. £s £ ctenerszl rule (or in meny
creeeg) tre consuler or Aiplometic reyresentetives heve ndt heen
in: ~rmedf{Aeiinizely et leest)brr the Svsie Depariient ot

k ‘e
yeoasyeetive visiis 2 tris Spiy auring e 358: yeer. the loni-
manting “fiicer did not. dsem it wise v iniern the “anwul et
sezgtzgen in plelin Lngligh o1 ris proscective wicit ar 12 Meoshver
1825, T srder ¢ invorm the winister gt Suet-vele o0 the wizid
N>t in prospsct the Conesul e% :8z2giisen lge remrerved oV the Jome-
rmensling Tlricer 1> cend a nessegrre in ¢oyle 1y Une Yarper., 357
AR nati:yi*; L’ﬁffflniSL.' mick 13seivic deicy we o evaliscil ae
heszoig uct (~r wss not lzsv wwrings) lelephonic o2rnuecticon te-
Lween sen Jdase ottt the Yepitel ent it lg en gli-aey irip n7 irsin

- e -
e <
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56-WRB U.S.S. TACOMA
At Sea
17 December 1920

From: Commanding Officer.
To: Commander, Special Service Squadron.
SUBJECT: Code for communications with Consular and Diplomatic
Officials.
1. The Commanding Officer has on a number «of occasions

in the past year been embarrassed by the lack of a suitable code
for communicating confidentially with diplomatic representatives
of countries visited. There are frequently times when it is to
the best interests of both the ship and American consular of
diplomatic representatives that the latter be communicated with
secretly. Time is usually lost if our representatives ashore do
not know of a ship's intended visit or departure or the exact

time of either. While the Tacoma was visiting Salvadoranean waters
last Summer after the Cabrera overthrow, with instructions to keep
in touch with the U.S.Minister at Guatemala, it was necessary

to depend on the Larrabee Code. While the latter is very con-
venient in some respects it is clumsy and can only be used by
previdus agreement on a key-word. While the legation guard

from this ship was in Guatemala City last Spring this same un-
satisfactory code had to be depended on. Difficulty was encouil‘ter-—
ed in satisfactorily communicating with the Charge in Tegucigalpa
last February due to lack of a consular or diplomatic code on the
ship and the inability &f finding at the moment a thoroughly
reliable person to carry a key-word from Amapala:to the .Legation
in Tegucigalpa. The Castine, it is known, also, had to arrange
for a Larrabee key-word with the Consul in San Jose. Costa Rica,
in the emergency in June 1919. As a general rule (or in many
cases) the consular or diplomatic representatives have not been
informed(definitely at least)by the State Department of .the
prospective visits of this ship during the past year. The Com~
manding Officer did not deem it wise to inform the Consul at
Mazatlan in plain English of his prospective visit of 12 December
1920. 1In order to inform the Minister at Guatemala of the visit
now in prospect the Consul at Mazatlan was requested by the Com-
manding Officer to send a message in code to the former. By

thus notifying the Minister much possible delay may be avoided as
there is not (or was not last Spring) telephonic connection be-
tween San Jose and the Capital and it: is an all-day trip by train
one way.

2. It is therefore recommended that ships - at least,rships
on this duty — be provided with a copy of a code, other than the
Larrabee, suitable for messages with the U.S.Consuls-and diplomatic
representatives. In any event one is requested for this vessel.

/s/ E. S. JACKSON !

1
(RETYPED FOR PURPOSE OF CLARITY) O"a
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FeraTo SEVENTH NAVAL DISTRICT

KEY WEST. FLORIDA |
OFFICE OF THE COMMANDANT

1161-20

21 vecember 1920.

Prom: Commnandent,
Te : Chie? of Naval Operations.

e
Subject: Red Cipher Code. iy

' 54
snclosure: {1} Copy of letr recéived from american i

Cong8ul Generel,

A 1 em enclosing herewith copy of & letter received
frem the imerican Consul General et Havana, relative to &
method of cormunication between his office end the Commaznd-
ant of the Seventh Bevel bistrict, by ccde,

2. It will be noted thet in this letisr ii is steted
thaet special circular Consuler Instructions ¥285 of the va-
pertment of State, notify Consuler Vfficers that the ked
cipher vode had been plsced in the hands of certein Kavel
Officers to erable them to communicate with the Consulates. i
1f this code is still in use, it is requested that I_be fur- !
nished with a copy. I have already found on severel occasions, i
the necessity for the use of swh & code, and eimiler cacees :
are lieble to arise at eny tims.

Jo L. Letimer -

024

- p— 'o;_";u\s/nm—-pvr—.ﬂr-.--w-'c_r‘?-.
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AMERLICAN COASULAY SEXVICE

Habenz, Cubde, Vececrrer 13, 1950.

Captain J. L. Latimer,

Cenmendant Seventh visirics,

¥ey West, Klorida.

Sir: E

I acimovwledge your letter of vecember 8, 1920, ;ﬁ
relative to the Qesirebility of a method of ecommunice- %%
tion between your office and this Conevlate-~-General by Ff
Code,

I find thst by Speocial Corsulasr Instruction Ko, .
255 of the liepartment of State, conesular officeré ;§§

G EORS

were notified thet the Ked Uipher Code had Ween pleced
in the hands of certain navel officere to ersble them

to commnicate with Consulates through its use. 1IFf

your office hes been provided with this code messzges fg
mey be sent to the Conewlete-Gensral by itv, bdut I ;g
find no o%rzer method provided for ty existing reguls- L
tions.
Very respectfully,
HDRST |
tperican Censul-Goneral %
g2 bex
s
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Erom: Coumender Svecial Seivwice .oveirsn
Tae Jecretexry oi tre lievy (ﬁ”n*e,lars)

Code for cormmuinicetion with Consuvler
and Dirlometvic NiTFiciels

mwlosures: (1) Commeniirns NEricer U.S.S. WLONLLTS
letter 56-J73

1. I recoms:end thet o cole other tien tne
Terrahee Cate be edopted whicr wili Termitv vessels of the
Syeeici ? rvice Sauedron vo ¢omiunicetd with dirnlomenic
£n1 coasuler H¥riciels locstel in the srce of sctiviiies
2 this zquedron. i

2. The necez:.ivy oi such & coie hes oveen

e ouony to my etiention in conversevion with verisus eon-
nenling oizicers or vessels o this syvedron; 2nd is very
well evpleired in the enclosure

0.6




(-
COMMANDER-
65096-51 3 Special Service Squadron
U.S.S. DOLPHIN, Flagship
206-226 Balboa, Canal Zone.
31 January 1921.
From: Commander :Special Service Squadron
To: Secretary of the Navy (Operations)
SUBJECT: Code for communication with Consular
and Diplomatic Officials.
Enclosures: (1) Commanding Officer U.S.S.TTACOMA'S
letter 56-WRB
1. I recommend that a code other than the

Larrabee Code be adopted which will permit vessels of the
Special Service Squadron to communicate with diplomatic
and consular officials located in the area of activities
of this squadron.

2. The necessity of such a code has been
brought to my attention in conversation with various com-

manding officers. of vessels of this squadron; and is very
well explained in the enclosure.

/s/ H. F. BRYAN

(RETYPED FOR PURPOSE OF CLARITY)
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of g0 wide e dls*r‘bn$¢cn es 1o ¢ ﬂ"ule._ . .

i 25 s meang of conficx ntind Oucmmuicct*on tetween

cortaln ofPicerc of thie: levy cad repircecentetivos 2f tre !
Gtete Deportnernt, which ic manivestly to tke beed fp- e
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roced by Conmenls 4m their confid atiel consunicetion with :
Lhe 3iote Ledertment be cozciiered for tile purruae.

e 3

If thlc dcos nob éppeeA Zoectble, it L8 gugceted
that- thie Sseretexy of Stete decigrnsto e repracentstive
t> confer with é ..Arep‘“e..ont 1tive of tho Nevy Department

g

3
with o viaa 02 tuupuing e mirnme 0F ecnwidcntisl cenurio: - &g
tion to me2t the ebove roqnircmcgts which w311 be Betiss K

+  Teotory to bsth Deprrtnents.

Sinccrely yours
Juagar h r =t ala
iThe Honoreble, -
Tho 9e¢greotery of Stete.
malovures (2% -

» 1161-20 JiL/JP Frem Comdd.7?74k Eevel District
» from foericen Corexler Searvice, Hebene, Cubsa
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DEPARTMENT OF STATE

WASHINGTON

In reply refer to February 12, 1921
00 119.251/986

The Honorable

The Secretary of the Navy
Sir:

I have the horor to acknowledge the receipt of your letter of
February 4, 1921, in regard to the desirability of furnishing naval
vessels with cipher codes to enable them to aamunicate with consular
offices. I regret to say that at the present time this Department has
no code which it could issue for this purpose. Some years ago your
Department was furnished with a number of copies of)(d\eh Red Cipher
Code of this Department which copies were distributed I understand
anong naval vessels, but there are no additiornizl copies now available.

Your suggestion that a representative of this Department be
designated to confer with a representative of the Navy Department
with a view to adopting a means of confidential cammmications to neet
the requirements of the two Departments has been noted, and I am glad
to designate Mr. David A. Salnon, Acting Chief of the Bureau of Indexes
and Archives, who also is in charge of the Telegraph Office of the
State Department, for this purpose. Mr. Salmon has leen in comm-
nications recently with the Military Intelligence Division of the

War Department with a view to sawe arrangement with that department

¢ such as you now suggest in connection with the Navy Department, and

it ocurs to me that it would be very desirable to arrange a con-

ference between representatives of the three




—_— ([ -

Departments, as I believe that an Inter-Departmental Code for the
use of the three Departments could be prepared without a great deal
of difficulty or expense and would be extremely useful.

I have the honor to be , Sir,

Your obedient servant,

/s/ D. Bainbridge €olby

C-0-P-Y ‘ C-0-P-Y C-0-P-Y

O
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foice of-the Director
64747 Naval Communications
51 JUN 29 21

£-17084

--75

PARAPHRASE

FFafi @ C in C Asiatic.
Action: Opnav.

Via : San Diego, Calif.,

2018 ( 435) Commander in Chief at
present has no means of confidential or secret
communication-with our consular service.
Recommend that C in C be furnished with copy
of State Department-ccode. It is requested that
I be infomred of action taken. (o034.

C in C Asiatic.

3 15 pm June 18th, 1921 )

19
20
18
00
11
12
13 - Original

(RETYPED FOR PURPOSE OF CLARITY)
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UNITED STATES NAVAL FORCES. EUROPE ~ N \
U. S.S. PITTSBURGH. FLAGSHIP N

legacrn, 1%

9 Jorusery, 195,

From: - - - Corveandesr, HNaval Forces ZUXCES.
To ¢ - Crkief of levael Cuecrations,

SUZIACT: Code for communiceting with Stete
Department rspresentstives.

Asference: (a) CHO le¥. 0p-20-G, $.C.177:18:1 e
of 21 Daceroer, 1923. FHug

1. The contents of the obove reference ere &3]

2. Yne Comzender Hzveal Forces Zurope ragucsted

gddivionsl meens for communicating with Stote Department
reypresenvztives for the rewzox Ltalv cccasions heve &risan
whera the Staie Depariment distribvuticr of C.3.». 423 4id
2ol ceovar =11 offieials with wiem it wos mozt desirzple o
comrtuicate by means of 3acrct despatcenr, (rie of Lheze ofii-
cizis-waes-the UlS.imbessader to Jouir snnd the octhar the U,
I '

orzsul gt ileuwel. . i
i ae Thev ¥ ' |
3. It is surjesved whizg tw £t .
trivutica ..0¥:C.% . 2. 423 be increasal to incliuds 211 IZmbuss/s
lz2zatiens wud fonsulates.
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August 7, 1923

Sir:
In reply to your letter file 373-151/189 of August 1, 1923, I have the

honor o inform you that the Navy Department receives the publication
of the radio-telegraph section of the Intermationmal Bureau of the
Telegraph Union direct fram the Biureau

Thank you for your interest in this matter.

Sincerely,

The Honorable
The Secretary of State,

Washington, D.C.
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WARIINGTON, D, &

Uy~

DEFARTMENT OF STATE
WASHINGTON

Februvery 4, 19:4.

Code ard Signel Corde,

Nevy Department.
Attention Lt. Loventhal. i
N
. *éﬁ
Dear S8ir: ——
In response to your telephonic reguest i
%
for & list of the Consuler Cf{fices to which the i
State-Navy Ciprer hLas teen sent esince ilay, ' L

192:, I teke pleasure in forwarding herewith

e complste list of trs oifices possescirng the '
cipher above referred to.

Very truly yours,

Ao F.

Cnief, Burezu of Indexes & Archives.
r
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. DIPLOLAPIC OFFICES POSSESSING STATE-UAVY CIPEER

%@nmark

4

ominicen Iepublic

P

FKeuador
Egypt

YFinland £

Creece

%

natemala

“Haits

Vﬁondurae

AV )

Liberia 7

/texico
- s - gf‘;‘ 5':"’
iorpeco ? 5&5
o v
Hicaragus ;

A

ranana

V4
Salvedor

v%ruguay

S

Vene zuela
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OFFICES TO ViICH STATE

- IIAVY CIPEER Fi8 BNEL YURNISHED.
Adeleide” Colombo ™
; Aléihndria’ Coxon””
ﬁ;l;moyfflg~ Constentinople ™
- antofagasteff Corinto
Antwerp | Dairen”
~Aricav Poochow +~
Auckland Genoa /f
Barbados X Guedeloupe ¥
Bercelona” Gueyequil
Batavia ¥ Ealifax X
Beirut 7 Henkow
Bluefields

Bauenos Aires”
Ceiro”
calcuttaJ’
Cantonf

Cape Haitien”
Caracas\\
Cetenia /|
Ci-engshe
ChefooY
Cherbéurg’
Chungking

Cienfuegos”’

.}:' ;4?.“5?':‘1!{!3-:11-"_“.'_: l._.’--f'n'-'.-l ‘,:-.--I !;-r
Dragang? 1

Lragana gl '.T.Jtr:!ii‘.f

Eamilton, Bermuda
Havre”

Hongkong ~

Iquique’/

Kingston, Jemaice®
Yobe ¥

La Cuelira

Iladras”

lerseilleX.

-

Helbourne’/

l'essinpa
loptevideo v

2t . o2 e
ragaselil
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r _ Hénking“j
- Laples X

New Castle, H* S
- Palermo /]

- -Paqama City”

Pelkdng :
Pernanbuco?\
Port au Prince
Port Seid
Saigonv

Santo Domingof\
Seoul”

Shanghsi
Smyrna/

Swatow

Sydney, N.S.Wf/
Tampi co
Teneriffe’
Tientsin”
Trieste A
Trinidad
Valpuraiso‘/
Vera Cruz

Vladivostok/‘

Yokohema A
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0p-20-G EF 2/12/24

Shilrgs

Reference is made to the letter from the office of
the Secretary of State, file FA 119.25/591, of 18 November
1924, enclosing despatch No. 2524 dated 1 October 1924
from the American Legation at Peking, China, in which des~
patch it is suggested that the Navy Department supply each
vessel of the Yangtse Patrol Force with a copy of the
State-Navy Code with the least possible delay.

Upon the receipt of the previous letter from the
Secretary of State, dated 14 January 1924, relating to the
subject of the State-Navy Department Cipher, copies of the
State-Navy Department Cipher were forwarded to the Comman-
dant, Sixteenth Naval District, Cavite, P.I., for further
issue to the vessels of the Yangtse Patrol Force.

The Commandant, Sixteenth Naval District, reported the
issue of the cipher to the Yangtse Patrol force as of
9 June 1924. Subsequently the Commander of the Yangtse
Patrol Force advised the Navy Department that the State-Navy
Cipher had been received by all vessels under his command
with the exception of the U.S.S PIGEON.

The Navy Department has taken steps to expedite the
delivery of the State-Navy Cipher to the U.S.S. PIGEON.

Respectfully,

Curtis Dy Wilbur
The Honorable,

The Secretary of State,
Washington, D.C.

(RETYPED FOR PURPOSE OF CLARITY)




£T-3 Conmander
U.S. Speciel Services Squadron
2 U.3.S. Rochester,Flegsniiy
Pessege from Zelhoe, Censl Zone,
e to arice, Crile,
s 29 July 1vzp
Trom; Commeider Speciel Sexrvice 3auadromn.
0 Crief of Xavsl Qnercticne, (Registered
Publicetions Secvion),
Suvject C.3.2. :208 rezaest 1o retain in use
1. “ire Commander Snecizl Service 3zutdron, v.a
g8 «nd 20o of C.S.P. 208, ¥iis

issued registered numbers 19¢
ode¢ rnas been superseded as & Fuvel Code.

2. Wille in command ol the Spec:iul Service
Snuaaron, Reer Admirel J,E, Dzyvon, U.S. ilavy turred orer
one oi thesge publicstions, nunber ]“o, ¢iter it hsd been
sunerseded, to ke liluister o7 tre United States &1 lez-
acigslps, onmduras, who uow hes 1t In nis nessession und
1nYs ased tniis ¢ode in comnmunicsztion vith thie C """".;'-.1116"'
3vecial 3er-vice Sousdron, due to inacvility to covnuanicste
successfully oy meuns oL C.S.P. 423.

3. It is recomuended tawt thne DJencrtment auih-

orize the vresent Squedron Coirtaunder to cantinue thi
srreniement,

1., Latimer.,
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iﬁﬁaibﬁ§@§¥§F?§ﬂl S et FEELY dug, 24, 398E,
FROM: T Ghief of Feval Opersticns.

T0s 1 ?_‘Fﬂ*‘Commander Special Serv ice Squadron,

SUBJSCT: = . ConfiRentiasl Commuai cablon With Americas Ninister
IR S -8 ;eguciva¢ ﬂ, nonau TS,

REFE?EH@E{y‘ (9} Comdr. Snecial Serv‘ce ”qﬁaéxbn_file 37-3(825)

‘29 Ju_y 1995."*1m

Nertoo

SRS RS 1 refe*ence (a) commaﬁ¢e* Spaci&l Service 8qua-
dron ststes that his. predecessor had give“ to the U.S. Minie-
ter at Tegroigslpe & copy of C.S.P, 208 for the purpose of con-
ducting necessery secretl. communications between the Legation
end the ‘Special Service Squadron and requested sutkority to
continue this in effect in view 0of the d*fficultv o* uaing the
Stete-Navy Cipher.'jj{ : - 2 PR

T ragE
b

2. . c.8.P. 208 h&s been suneraeded by C.8.P. 214,

3. - The inatructions in the front of C.S.E. 208, &8 well
as C.S.P., 414, contemplate the use of thie code by "Agents" &nd
trerefore under the circumstsnces its use by the U,.S. Hinister
at Teguocigalpa is euthorized, it being undérstood that the U.S. -

ilinister. has been cautioned es to its secret nature enéd the cers.
nsceseary to prevent its: comoromiee snd that toe Comwender Spe-
cial Service Sgusdron will be eccounteble for the copy issued

to the Minister. Howvever, &8s C.S.P. 208 .,has been superseded, &
copy of C.S.F. 414 should te issued to him, and all copiee of
C.S.P. 208 should be destroyed by burning and report made to the
Cnief of Naval Operetions (Registered I Publication Section).

4, In peragreph two of reference (a), it is steted thst
"due to inadility to communicate successfully by meens of C.S.P.
423" C.S.7. 208 wes used. This 1ie the first reno*‘ that hes been
received since its issue in 1921, to the effect ithet trhe Stete-
Favy Cipher could not bpe used sucecessfully, It is reguesved
thet this ofiice be informed of those uncatisfacu0“7 feetures
of C.S.P, 425, so trat proger cction czn be teien to provide ade-
auste meuns foiv confideniial couxmunicevicp. ang exr corditions Ior
'n\ch thet ciprer was intended to be used. It nl11 be very; muzh
reciated iT chis report bte m:ds with &8 much deteil a2s pos-
O
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uﬁtiﬁn thﬁ s epcolel Staste Lavy. Cols Dook o providasd., o :
Tho ReoaassTy Ssured QoRTUNICHiTIORS excrnuged velwann ths tws
deparimenis &re: eAtremaly Atmicod in smount mrd gnssrvl.y ; Ef%
loval 1n ohurneter. ;& €ods Lok whick weuls gatiefaotorily
CEALA1L requivements waulé ve very 1orgs Bud emponsive, 6#1
vould dyen o erynesgrapxic viewpoink be Trv 3vu. gecusa than
ciy:herge It vwould DT EOVEX aa& ts Lhe Lireidy laTee ﬁ““bor of
enad63 wkich §% 43 Law aeceasary 3o provide for Lho oved
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4. in a*aor to put te prasticsl test C.S.7. &EZ, -

tvo officers who hud mever beore &eea 4t, eacl onclnhered &

neesige, 000 of RS end cno of &0 worda,  Theoss Lo messuges

é ve thenr Cneiprexed by g tiird oiflcey wis nal never seen
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0p-20-G
SC 177-18
EF
29/10/25
e st
From: Chief of Naval Operations.
To: Commander Special Service Squadron.
Subject: Confidential Communications with American
State Department Officiats.
Reference: (a) Comdr. Special Service Squadron Secret
file 1705(949) of 20 September 1925.
1. Receipt of reference (a) is acknowledged.
2. It is noted in paragraph S of reference (a) that

it is recommended that C.S.P. 423 be superceded as follows:

“it 1s LYItx9s betiévéd that.C.S.P.11423 should
be superceded by a State Navy Code Book in
which code words are assigned certain meanings
and not by a transposition code. This code
book to be similar to C.S.P. 414."

3. The Department does not concur in the recommen-:
dation that a special State Navy Code Book be provided.
The necessary secret communications exchanged between the two
departments are extremely limited in amount and generally
local in character. A code book which would satisfactorily
fulfill requirements would be very large and expensive, and
would €rom a cryptographic viewpoint be far less secure than
ciphers. It would moreover add to the already large number of
codes which it is now necessary to provide for the Naval
Service. For the Llimited and essentially local communications
required between ships and officials of the State Department,

cipher has long been recognized as being far better adapted
than code.

4, In order to put to practical test C.S.P. 423,
two officers who had never before used it, each enciphered a
message, one of 23 and one of 25 words. These two messages
were then deciphered by a third officer who had never seen
the cipher before. It required one officer 40 minutes and

(RETYPED FOR PURPOSE OF CLARITY)
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or threo prootice meceages Bavo Veer C¢otiphered
Sigunyrod.
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SECRET

the other 35 minutes to encipher their messages; the third
officer required one hour to decipher the first, and with the
experience thus gained deciphered the second in 29 minutes.

5. From the above test it is believed that the
cipher can be successfully and expeditiously used after two
orr three practice messages have been enciphered and de-
ciphered. In view of the Llimited number of values in Code F,
it is believed that the use of C.S.P. 423, after short
practice, would result 1in greater speed and furnish greater
security than that code.

(RETYPED FOR PURPOSE OF CLARITY)

044



P cwﬂm#.“‘aﬁrmmmw Mm-w
. - %

I

LB AT LY L Ttk B T4 "-cv - s dre b At B TR e L ———" [ e R ey
Sl senadale *U" Sy . ‘w_ (il Aty O Lii-timanlsl RS LE i

ol '«-' ‘f”’h QDT TN, :
PRSI tTestan o=t A @

Y Ve R ;, - & e o0 _n' - 7 LS
Tndor dabs o.'f.‘ 29 Aingen 1026 the Aosrisas Conend Anm erai@o
~ ‘v - . . - n h
34 ul"“'ﬁ'? Y, B ghals -"",.11 37 30 ey, puect

[sR2} -P-y:.ﬁ--: "Lwy Hoy .‘,‘Hm 3
N . P
erdeT, Ued. isiztic Yicel, wne cay;

bcc;- fg re is?; T m.xzm 1’>‘~

. il A
e Uvebe-linvy Clpuor

am ¢oav “?SSuiQ.; rlt.« Tonn Ghie 4nto LY engpeors that ke
"‘:)""' eme...:.t“_c-- mamnor o0 gooovating for thls oo 3 :
Sochinies ally £$ill £hs 'D"'*G}?t‘::‘;;" ¢T the Hovy Denartrzeal end acw '_

T
'y T

i 4. ALY
coecunted Zer 40 the Hovy Depariosny. by the Commanser in fnled, . - .-
T.0e Asiedic Fleeh, “woull bc to Zomemlly Ydronafer talo supy .
irosistoer nomher 1?5) ‘from-the Rovy: .‘-»wr*::rzmxt,ta vhe Ciate ‘
Yerazrtment.  In oxder-thad ,‘.:3:3 rotaxrlds of both $29 Tovy Tonarie
neas and the 3dtote w“e.rt::e‘.:** ooy b cozx «.‘ﬁ't;u.l.? 6ju"c,=\-, AR o!
requechcd th,o you fo**:::; g e ofﬁco 2 roceipt of tronster.

A uoooecsted foem of: **:z;zsi’c“ ”ecei 3 s cnclc:_-cﬁ. . !
‘Upoa th 'urqas*‘c* o;. ‘tuis oae cony of Shtobte-Tovy Ci,..c.*,

4e Comnondae> &n Chio*, TeSe ..-.uatic....cet. =322 de :ﬁlieve.z

of clorge, and thoe rocoxds of $hils office will phow tkalb tlhis  ©

one TCOTY Was o tz::."zaé. t¢ the cuzichy of tk ‘;Lr_m Deparinent.
It iz Tunthor o cIooNed Uhrh Yhio Coagsed 2% Jinsonere e gulite
anlyy cidvised of this tz""'—'-*"f.‘.‘;r mad Thol Re Z".‘;T:O’«'C Loen2 thaot
eirlicy the mexi of Hoonld dantificstica Sherssiy, thut do the
Poriking 0.5 SV Dotk ea e outsileo covex oxzd en tho

] Tizat pest. ;

v - = =" « - LN 3 - & o~ .- - . e N
[T} M &y R Y T ’ T, ~rh 3 3 - T 1 = oA
TROPTS A0 GN0LOSGO LETCURG & COriillicd gDy ol e mgoelind
Ad - b-., ey .-...”....,r - ""'""'ﬁ".l N b T B e s b ? -
\.)i‘-. At 4 l«»ic PRSIV —ns-u-l Veinibaads s, e PR S. | -bu‘..\-rd\a\ - C.Z. unu‘-.
]
.
|
.
- -
F*" s,
.tV . ® \J\. <»-U‘;'W.L,
i » Sy ¥ o em
el e . - a0
; '1..5;1.-.46 ';.._..Lnb., LI WY XN )
: a0 f sy & n O Ly P s ! -7 -~ P
VAL TOD 3N LB, S0 LonE Rl L BT O




= (=~

EF
0p-20-G
31 March 1927.

MEMORANDUM FOR MR. D.A. SALMON, BUREAU OF INDEXES AND ARCHIVES,
STATE DELARTMENT.

Under date of 29 March 1926 the American Consul in charge
at Singapore, Mr. Hugh J. Miller, received from Commander in
Chief, U.S. Asiatic Fleet, one copy of the State-Navy Cipher
bearing register number 125.

From conversation with you this date it appears that the
most expeditious manner of accounting for this copy which is
technically still the property of the Navy Department and now
accounted for to the Navy Department by the Commander in Chief,
U.S. Asiatic Fleet, would be to formally transfer this copy
(register number 125) from the Navy Department to the State
Department. In order that the records of both the Navy Depart-
ment and the State Department may be correctly adjusted, it is
1requested that you forward this office a recéipt of transfer.

A suggested form of transfer receipt is enclosed.

Upon ther:transfer<of this one copytof State~Navy Cipher,
the Commander in Chief, U.S. Asiatic Fleet, will be relieved
of charge, and the records of this office will show that this
one: copy was returned to the custody of the State Department.
It is further suggested that the Consul at Singapore be suit-
ably advised of this transfer and that he remove from that
cipher the mark of Naval identification thereupon, that is the
marking '""C.S.P. 423" both)on .the outside cover and on the
first page.

There is enclosed herewith a certified copy of the receipt
signed by the American Consul for this subject cipher.

L.W. Comstock

Lieut. Commander, U.S.N.
Officer in Charge, Code and Signal Section

(RETYPED FOR PURPOSE OF CLARITY)
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UNITED STATES AS!ATIC FLEET o

A6=1 {1697) YANGTZE PATROL 05/3n

U. S. . LUZON. FLAGSHIP

From: '~ The Commander Yengtze Petrol,

To ¢ Tne Chief of lavel Ope ctions.

Via: The Corinander in Chiel, U.5. Asiatic Flect.
SUBJiEZT Corzzunication Instrucsiions - Recomenied

Armerdrient Regercing Cless "B" despetches,

Reference: (a) Com~unicstion Ins<ructions, 192¢.

1 It is recorriended th 2 new paracrupar be £ided to
<
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he shzall request & perephrase 97 ull such
nescutes tefore relensisng them,™

220 In I'oreigzn porits where iths senior navel office is

charzsed with responsibility for wction necessary for ihe vrotac-

tion of aAmerican interests, end o °li"in*‘ rilsunderstending
a.d o furtier cooperation in t- ‘an
the Governnerns, it 1is essentiel k
Yion «nd edvice wiilch nav te se

-oom = FaINT
/5/ ~ o - s CRI&--—'.\C

D]
o
)

2losus

'H'“m---v-'-' ""‘"'—w‘v-rﬁaﬁm—-r—w—— -
i . .t ot TRl cb b

s saction of :he oisiness of
e’ :e ze coznizent of inlorme-
o TV oither Anericun oflizisls,




UNITED STATES ASIATIC FLEET
A6-1 (1697) YANGTZE PATROL 05/8Bn
U. S. S. LUZON, Flagship

Hangkow, China,
10 October, 1930.

From: The Commander Yangtze Patrol.
To The Chief of Naval Operations
Via: The Commander in Chief, U.S. Asiatic Fleet
SUBJECT: Communications Instructions - Recommended

Ammendment Regarding Class 'B'" despatches.
Reference: (a) Communications Instructions, 1929.

1. It is recommended that a new paragraph be added to
Article 728 of reference (a) as follows:
"(r) Under circumstances and in localities
where the contents of coded class '"B" mes-
sages filed by the originator for transmis-
sion may be of value to the senior naval
officer present in carrying out his mission,
he shall request a paraphrase of all such
messages before releasing them."

2. In foreign ports where the senior naval office is
charged with responsibility.:for. actidon necessary for the protec-
tion of American interests, and to eliminate misunderstanding
and to further cooperation in the twansaction of the business of

the Government, it is essential that he.be cognizant of informa-
tion and advice which may be sent out by other American officials.

/s/ T.T. CRAVEN.

(C-0-P-Y)

Enclosure.

(RETYPED FOR PURPOSE OF CLARITY)
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2l October 1830,

YEXQRANDUE FOR DIRECTOR.

Replying to your memo of this date, R.P.S. 3, issued
toril, 1927, showed that a State-Hevy Depertment Cipher was
in use and had been i1ssued to all flag officers and Kavel
Pistricts. The Commandsr Light Crulser Divigione and the
Cenmmandinzg Officer, U.S.S. PENSACOIA, knowlng the mlission on
which that vessel was prooeeding could hzve arrenged to
obtain this cipher for the PERSACOILA. (The Issuing Officer,
#1fth Neval District, has a reserve of 17 coples of this
civher.) FEowever, experience has shown that in the absence
of definite instructions vessels cananot be relied upon to
provide themselves with the necessary means of gecret and
confidertial communication; aad, furthermore, it is incuxmbent
upon the office 1ssulng the movemeont order to provide necea-
sery coammunicet ion channels.

The only positive assurance thet vessels ordered on
special miscions will be provided with necessary secret and
confidentiel systems is to notify the Registered Publicetion
Section as soon &8 1t 1s contempleted sending a vessel on
such a misalon. With Jjust such a situstion in mind, the
Reglstered Publication Sectlor, two weeks e&go, requested the
Ship lovements Division to furnlsh 1t with an advsace copy
of 2ll movexzent oréers that devieted from the rcutize prircted
schedule. This request was denied.. The first intimation the
Code and Signal Sectlon had of crders heving beea issued to
the PEHSACOIA wes three days after the issue of these orders,
wvhen it was fouad they hed violated existing rezulatiors. Cn
recelpt of this 1nformation the question of providiag the
PENSACOIA with suitable means of secret comrmnication wes
teken up immediately, but it was then too late as she hed
elready salled.

This occurrence 1s but another excelleat example of a
point that I have been trylaog so hard to stiresc in the past
Taw weekeg; pepely, of how essentlal it ic for esch ¢l the
divisions of Operations to keep the cther divislons cenceraed
edvise& of whet 1s going on. Tas Reglstered Tu%iication
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Section cannot render efficlient services to forces afloat
ualess 1t is edvised of every prospective movemcnt ¢f vessels.

The instructions conteined in R.P.S. 3 ere not specific
enousn to hold commandinz officers respcnsible for vroviding
themselves with necessary ocodes and ciphers to meet all con-
tingencies. ¥or this resson, in preparing the czanuscript for
R.P.5. & and 5, detailed instructions have elresdy been
incorporated to take cere of all emergency situetions that
can be foreseen, including the exact situ tion 2t issue.

Respectivlly,

%@%/ 2 iy e

J.W. }YecClaran.
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UNITED STATES ASIATIC FLEET
YANGTZE PATROL
U. S. S. LUZON, Flagship

Chinglingki, China,
S March, 1931.
Dear Hooper:

I have not heard from you or from your office for some
time but have been pretty well occupied hereabouts and in a
variety of ways.

An interesting thing 1in connection with communications
occurred last summer when a gunboat at Ichang intercepted and
relayed through, traffic from the Midshipmens Practice Cruise
then in the Eastern Atlantic and unable to raise Washington
direct. Ichang is a curious place and that neighborhood has a
peculiar quality for reception.

The radio equipment in thses gunboats is excellent and
communications give me very little trouble.

From time to time in the British papers published in the
Orient, I notice articles dealing with visual communications
between British merchant vessels and men—-of-war. The names of
ships that are particularly good:and the:captains thereof are
noted and evidently the British government goes to considerable
trouble in fostering this contact and utilizes publicity freely.
I think we could do better in this respect. Nothing like putting
the name of the skipper in the paper occasionally.

One other thing. Enclosed herewith is a copy of a letter
sent through on October 10th. The Commander in Chief did not
see fit to forward it as he is not anxious to stir up issues. I
can understand his point of view perfectly but do not believe
that good cooperation is promoted when one Bureau or one office
or one department of the government is pitted against another.
Such becomes the-case“in a-situation-such as we have gone through
in past months in this neighborhood.

A Consul sends a coded despatch which is transmitted and
the Naval officer knows nothing whatsoever of its contents. This
particular letter was prompted because the Consul General at Han-
kow saw fit to make some recommendations with regard to the navy
which-were unncessary and undesirable and reflected somewhat un-
favorably on the navy, all without knowledge of the S.0.P. In

(RETYPED FOR PURPOSE OF CLARITY)
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UNITED STATES ASIATIC FLEET
© YANGTZE PATROL
U, S: 8. LUZON., FLAGSHIP

ordinery and every day affains 1% malies no difference of course
to the nevrs whatv we send, but wihen there is an erercency &nd co-~

-

onevution of e¢ll hands and understending between oflicizls of th o
state and levr Departmeant is of puraizount imgortunce, & coarrion
anowiedge betwezn representatives ¢ the Ste e anuld llevy Depari-

marts on the spot les gl

The Q;zfiéh Rear Admirel tells me thet lle hes a coony of his
consulﬁr/}ode and no despatches go Trom one of his ships &ums ile
contentsare not known by the ceztzin., You will rnote in Corrmunice-
tion InsTructions, Article 569 (a), %hat we contemplete the same
ti:ing tut tie 1ssue whilch I now bring <o 7our atsention hus never
been teken up. ]

=

Sonietime when the opportunity is arforded end
to do so, I advise you to rzise this cuestion, for i
the settloment of this d night ‘econe & detuil of witcl in-
wa@ SELV ienv 01 118 ssue id—iiaaw €colag £ - - (o4 'h 1

sortence. N_Atelia ol ~

4ith kindest regards
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UNITED STATES ASIATIC FLEET
YANGTZE PATROL
U. S. S. LUZON, Flagship

ordinary and every day affairs it makes no difference of course
to the navy what we send, but when there is an emergency and co-
operation of all hands and understanding between officials of<the
State and Navy Department is of paramount-dimportance, :a ‘common
knowledge between representatives of the State and Navy Depart-
ments on the spot is vital.

The British Rear Admiral tells me that he has a copy of his
consular code and no despatches go from one of his ships that the=
contents are not known by the captain. You will note in Communica~
tion Instructions, Article 569 (a), that we contemplate the same
thing but the issue which I now bring to your attention has never
beenttaken up.

Sometime when the opportunity is afforded and it is politic
to do so, I advise you to raise this question, for in emergency

the settlement of this issue might become a detail of vital im-
portance.

With kindest regards,

Faithfully yours,

(RETYPED FOR PURPOSE OF CLARITY)
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YZII0RANDUYT FOR DIRECTCR.

I don't know what your attitude 1s regarding tkis
ouesticn, and consequently am 2t a loss to prepare the reply.
Tre question is fraught with more serious conseguences than
i5 apperent from the surfaece, end hasty actioa 1in which you
might commit yourself or the avy 16 the one tking to be
evoided. T unlerstand perfectly why the Commender in Chief,
sslatic, declined to forward iAdmliral Craven's lettecr, ang,
personelly, I think that he us2d zocd Jjudgment in so doing.

Apparently the rzlationstip existing belween the Eritizn
“orelgn C7fice ené AlQmirelty is cuite different frcm that
exigting between cur Stete amd Xavy Deperiments. Likewise,
it 1s obvious to anyone vho has teen in & position to obzerve,
thet there is a merked differcace in the reletionship between
British Consuls and Nevel Commenders and the relationship
tetween Americen Consuls end lievel Commenders. The rmere fsct
that the British Faval Commender is supplied wiith the Consular
codes 18 in itself no reason for us to adopt a similar
practice. Cooperation &nd muiual understanding bdbetween
orflclals of the State Depertment arnd Faval Commanders shorld
ccme from personel contact and rot by virtue of the Haval o
Commender decoding the privete messazges of the State Devertnaent Fﬂi
cfficial. To 1ssue Coansular codes to our Navel Cocmanders is
tentemcunt to placing in the hends of the latter the powser of
censorshilp over the Consuls. Parthermore, i the Ievel
Commander is given the ccdes bty whick the Conszul trensmits
secret inforwmation, the Coasul cen with equel justificaticn
demepd the Naval codes used by tke Commender zfloet for trans-
citting his secret informetion. This would de an untenatle
situztion, and I em sure thet the Navy Departrent would never
in the world consent to 1it.

If this prectice of exchanzing ccdes were ianstituted,
there is no telliag to what exteat 1t might not go. Ceriainiy, -
it would bpe exterded to impclude HWavel Atteches, end the Ilavel
Ltteches would thereby be mede cubservieat to the Stete bt
Tepertment represeatative with whom they were servinz. This t




vould defeat one of the two main purposes for which ilavel
Attaches are evpcinted. History hes showa th.et thre
perepective of Navel end Military Attaches is entirely &il-
ferent from that of fcoreign service officials, and thet the
former have elvicys senscd strained diplomatic relations or
impendlingz war when the latter heve been blind to these
indications.

As stated before, the exchapge of ccdes between the
Navy and State Depertments v:ill result in the one cservice
exercisicg power of censorship over the other, arcd it is
inevitable that in the United States Gover nrent this power
of censorship will ultimately pess to the State Department.
I an certein that when all the circumstances are ccnsidered,
the Navy Department will never coansent to sticking its head
in the noose sugzested by Admirel Craven, and in view of
the Tect that his Commander in Chief would teke no acticn
on his recomrendetion, I beg to suggest that you &o not
commit yourself in eny way end become involved in this
metter.

Please send for me when you have finished this memoran-
dur, in order that I mey get your view in the matter and be
better able to prepare the reply.

Resrectfully,

&l

T3 7. YecCleren.
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e A FETE SR AN Rece*n» of the Depariment of | _
Statats confiuont*el istter of Fedbruasry 13 ,.ro1ﬂt‘“h to PR &
ths dispeich recoived from th,,Amer*cca amvassador- ebi: o ¢ U s e

- Tolzo, perta.nln~ vo the Mavel Attechs's zonfidentiel & ety e

coés, 18 a4unos1edgec & ith thenxs,

Eonoratle Eeary L. Stimson,
Secretery cf State,
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: i fu:tk&r ~'e*”t':re..cf‘ to
cur telegphone conver:ation of this morning,
I sm caclosing 2 eclipping from the
Washirgion Times of Fridey, ey 2%, =hich
I »rouissd to semé you.
3 ' - T will gprresiate LU 18 you
woulé return this e¢llnpinzg to e gfier yon
are flaisghed =ith Lto- ' '
With kincdest percscmal
regerds,
Sincerely, :
:- o v o Lo
S.C. Eooper,
Cezotain, U.;. Kevy,
Director of Sav hl Co—urnicaticns.
“r. Vintern Cneapin, )
Tepertzent of State,
YVaenington, [.C.
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Op-20-G

28 May 1934.

My dear Chapin:

With further reference to
our telephone conversation of this morning,
I am enclosing a clipping from the
Washington Yimes of Friday, May 25, which
I promised to send you.

I will appreciate it if you
would return this clipping to me after you
are finished with it.

With kindest personal
regards.

Sincerely,

S.C. Hooper
Captain, U.S. Navy,
Director of Naval Communications

Mr. Vinton Chapin,
Oepartment of State
Washington, D.C.

(RETYPED FOR PURPOSE OF CLARITY)



JAP CODE MLCHINE IS KASY, CHYPTOURLPHEKS EAYS

L

. (Copyrizht, 1334, By Internationzl XNews
- Sgrv1ce) -

Secret clolo atic or militery messzges sent by Jepen's newly
perfected telesraphic code machine coulé te "busted" witihin & few

hours, if necessary, by this government's expert cryptographers.

Tals was the belief expressed to Internztional News Service
teday by a highly authoritative source, who disclosed the Covern-
ment lreaav nzs experimented with these telegraphic code machines

znd found thewx unreliczbtle.

Verd th't Japen intended to use thece nezchines for code
messazes ves received with interest.

Various nzticns, it was expleinsd, have been experimenting
with them since the war, but ncne of them is tnovm to De using
them,

Tnis Government exXperimentsC with one of tne latest types
som€ tinme 2zo. Two of the mechirnes were set up in the Stzte
Tepurtment end 2 set of 12 ordinary coce xmezczges zent over them.

Ihe codecd messages then vwere turned cver to cne of the depart-
ment's expert cryptographers, who had mede a study of these tele-
sraphic mcch;nes, but had no imowledse of tne new type. VWitnhin one
nour zndé 10 minutes, he had "busied"” or decighered the messages

Ctnher incidents 01 compersztively repid deciphering of thecse
messezes sre Znovn to Stete Eepar::e:t CryuiogTregners, wao are con-
viriced tne ordinary menuvuel code iz the cszfecst.

CLIPZINC FESY VIEnINGTON IINES Or FrIDAY, 23 MARY 1854,
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THE UNDER SECRETARY OF STATE
WASHINGTON

7

P

June 1, 13934,

Dear Captain Hooper:

Thank you very much for letting
me have the clipping from THE WASAINGTOX
TIMES, I have brought its contents to
the attention of the appropriate officers
of the Department and I can assure you
that you may count on their full coopere-~
tion regardinz such matters in the future.

Sincerely ycucs,

Captain 8, C. EHooper,
Director of FRaval Comimnications
Navy Department.
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in Reply Refc to =29 L
File No, 119,2/2893A Diplomatic Serial No, 2457

DEPARTMENT OF STATE

WASHINGTON

July 2, 1934,

Telcgrams — Symbol '""'Stcor" to be used instead

of "Stacostrep", and cost of interested party

rmcssages to be stated in Uritcd States currency.

Indication "Rush" to btz used instead of "Urgent",
"Priority" and "Deouble Priority'".

+J
(]

Arerican Diplowatic and Consular Officers.
Sirs:

With reference tc the Denartment's circular instruc-
5 tions of June 6, 1514 a.nd October 20, 1915, and to Para-
graph 481, Secticn 4 of Counsular Regulaticns, wherein it
is provided that whenever telegrams are sent fcr an
interested party and a reply thercto is requested, that
tire_last word of such a messaze before the sigrnature
shall be an artitrary word "“Staccstrep", you are now
advised that due to the decisions rcached at the Inter~
national Tclegrophic Conference at dadrid in 1832, gevern-
ing the word count on code cssages and limiting code
vords to five letters, the werd "Stacostrcp" is now
countcd as t o woras,

To serve thc sawe purpose and effect a substantial
saving in tclegraph tolls, the arbitrory five letter word
"STCOR" will bc uscd hcreafier in requesting the cost of
rcplies to intcrested party wmessages, instcad of "Staco-

strep”.

With a view to avoldirg acccunting and other diffi-
cultics thc cost stated at the conclusion of a message
in reply to a Y"STCOR" messagc must e siated in United
States currency and in the cxact awount as it will abgcear
in the accounts of diploratic and consular officers.

To expedite mecsages oad indicate that they arce
other than routine, the uerd "Urgeat® hes been uced for
many yearsg, Under the new regulaticns governing weord
couniy YUrgent! is counted as tuio words, Tiis also

applics to "Pricrity'" and "Doutle Priority!, the former
being counted as iwo words, thwe laticer as four, In
viewr 0f this added cost fcr tlic triciimicsicon of these

s iaTa)
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instead of "Urgent", YPriority' and "Doucle Priority",
Very truly yours,

For the Secretary of State:

TIL3UR J. CARR

Index under:

Regarding change of ''Stacostrecp" to "Stcor!
g g g p

and use of MRush" insiead of "Urgent",
"Priority" and "Double Priority",

Telegrams; ;ﬁ

Embassy or Legation File No, 124,66 .
Censulate ¥ile No, 125.66 ‘
Cross Reference File No, 872
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Snangheal, Chine,

2l June, 1975. _ bisce
- : i - o
T - O L L i i N o ?fét
From: " 7t Commander in Chief, ASTATIC FLEET." - 7 8 i
To *'} Chief of Nevel Opsrations {(Segistered Fub- ;
licetion Section). :
oA \A/__, w0 ;
Subject: C.5.P. 423, L PR T :

Reference: (&) CinCAF letter A6-1 (CF‘lcl) of 29
j o _ 1v_"- SE;.CB.M.I', luOéc ’

1. " In reference. (a), tne Counander 1a quef oLt i
called attention to 2 situation which existed in tne of- S
fice of the fmericen Kinlster, Pciplng, welative to the :
ncn-use 2nd obsolescence of CGP 423, BSince that dete, it
hes been learned thst thiz pubvlicetion 1s net on nend at
the present date in the office of the Consul General,

Shanghei, The Conmsul Gsanerzl, Nenking, did have a copv ... - . F%ﬁ
- o CS2 423, but there was no reccrd of ever having: used - v UG
*1t.  Tre Commander in Calef is of tue opinion that the - . =~ -7 o' pags
Stete Depertment does not employ zny system of accountedii~ -~ 7 -« ==

ity for this publication.

o In view of the &bove, end tine conseguent con-
fuslon which would result in naval vessels frem the use of
& system with en incorrect distribution list, it is recom-
mended thet CSP 423-be plzced out of effect. The Commander
in Chief has not found & naval vessel: which has employed: .. = ..t
this system, but hesitates to meke a specific recozmenda~ . L
tion on the replacement or non-”nplacede:t of this systex .
¢n the Asiatic Steftion Tecausz cf e zpeciel situation which
izey OT nay not exlst in other paris ¢l tre world,

&S The Commender in Chiel nes noticel tnat tre
stenderCs of security, ths precezuticns tzken for szfeguerd-
ing, accountanilicy an” transportation of secure dJdosuznents
z¢ emploved in trne Stite Depertiect on the fcistic Station
gppear to be conslderzrly mors X tban the equivelent
Stezndzrds eaployed by t

(=2

vice, In the event
thet CEP £122 1= supers a cy e _:zilar publicetica, the
giffarene= in stcurity anée

0 G e A o T s e o~
J ,‘aul.;. ¢ I’.‘O;.-.‘J ?.CO Je (..:', 3 ". !\ 0.
conzicdnraticn.
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(-~
' \.-:‘-\-:.:f . - - B
- .8 Sept. 1235. Fg
SERCE = : %5 R
Sir:
in 1821 the fctlng Secretery ¢f Stzte znd the
Secretary of the Navy placed in effect e COMNFIDENTIAL
clpher, knovn &s rlqe St;te-ﬂavy Lepertment Cipher?,
for use between z11:Conzuls and eil Flzz and Commznding
Office*s ofs vessela in thv U.S.juaval Service,
FER T e AR e LI h ; : b :
Since thzt time numercus chhn es nave Ceen neces- g5
zery, and instences heve arisen vinlch make 1t appeer &t
lezst possible that the publiceztion nhas teen comprcmised.
These conditions make it desirezble to plece this »ubli-
catlon out of effect.
T ) ' o TH:
Ine recorus of tbe Nﬂ\y Departﬂent ina c=te thu o e hp§m
this cipher hzs been used but very little during the 4 ’»LE%
fourteen years of 1ts effectiveness, end doubt hes 3
zrisen s to the necessity or cesirzbility of replacing
tnis cipher with & new one for similar purpoces.
It is therefore requested thet the Secretaery of the
Nevy be zdvised as to the views of tke ueyretary of Stzte
in this,matter. -If 1t appeers desireble to.replace the o
_present. ciprer with 2 new one, the Secretery of -the Nevy - - *-?%
Sy e
w11l proceed with producticn end vwill deliver to the . - gt
Secretzry of Stete sufficieat coples for distributicn zs - £
;e sees fit.
Bespectfully,

'..B. Stendley 3
Reer fdaoirel, U.&8. Novwvy
Lceting Secretery of the Nevy
The Bonsreble,
The Secretery of ttate.
Covy to: & -
oLy [} R2:s OUB
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1o reyiy refcz (o Inltlala WNAVY DEPARTMENT
céNa
* ")O @®FIXICE OF QIlILI" O NAVAL OPERA’TIONS
02-20-G .
- _ WASHINGTON
et LN 1A 12 Septemter 1935,

MELons XDOM FOR DIRECTOR OF NaVAL COMIMUONICATICNS.

Subject: Improvement in Stete Department Cryptic Systems.

1. Up until a few yeers zgo, the codes used by the State
Depzrtment and its foreign representztives for conveying inforza-
tion of a secret or confidentizl reture hzd & very low order of
security, and in consequence our state messages viere known to
certein foreign governments. To what extent this conditlon hes
been improved in the past few yezrs I do not lmow, but I doubt
tlhat &ény extenslve improvement hizs been effected beczuse there is
no one cttached to the Stzte Depertment who is versed in cryptic
xnoviledge. A ¥r. Salmon is zt the head of the section in charge
of the building of their codec and ciphers. Ee has hed no
cpeciel treininz for thils work but is a2 highly pcid employee
tzsed on the fact that he does supervise the design and construc-
tion of codes. From what I know of him through heersey and
observation of his actions, I should sey that he is somevhat
entegonistic toweard the Navy, due most likely to a fear thet the
lzvy might disclose to State Department officizls his lack of
xriowledge. es well as the real weakness in Stete Depertment cryptic
systems. &n effort to do the latter hzs teen made from time to
time over a long period of years; in fact as fer back as the time
tdairzl lMclLean was Director of Navel Comrunifcetions he challenged
tne State Department to permit the Nevy to attempt breczing down
treir codes, but the challenge wes not azccepted. Since then
there have been sporadic attempts tc induce the Stzate Lepartment
to linprove its secret meazns of cemnmunicetion, but these heve met
with no success, with the exception thet zt the time Yardley
published his book, The Black Chember, the Stete Department
teczme embarressed and the Internationel Tel., & Tel. succeeded in
et leezst interesting it in a code wmachine tuilt by thnzt com:pzany

«nd designed by Colonel Hitt. The Stete Depzrtment wos appearently

ebout to edopt this machine which head no secur'ty ehat<oevar, but
befeore doing so submitted it te the Ly for test and recoousende-
ticn (the Kavy wes never mede counjzant, olfficieclly o otnsarvice,
2f any of this undertzking). The Army decrypted the resszges set
up by the mcchine in such a shociingly short time that the State

Lenerticent Cropped &ll negotiesticns. It is poscsible thet zdiditionzl

ctens toverd improvement have teen macde since thzt tize, but if
they reve no one in this office hzs knowlecge to thizat effect.

e
e
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2, slthough, strictly sneekinz, it is not within the !
vrovince of the Nevy Department to infiuence the ftute Deperiment :
in such matters, yet I caen't help feeling that our nationzld '
affeirs are frequently placed in an embarrassing position by fone
virtue of supposedly secret matters c¢f state being lmown to for- :
€lgn governments through the weakuness of State Depertment ccdes.
It is conceivable that this condition might even lead to serious ¥
consecuences, znd therefore I should like to see znother zttempt &=
rade to improve the State Department's mezng of secret comrunicea-
tion. To this end the following concrete recommendation is made. :
Tnet the State Departient procitre from Xr. Bebern a sufficlent
number of his lztest model electro-mecheanicel ciphering machines
to ecuip all embzssies and legations. It would be feasible znd
very practicedble to provide each machine with two complete sets
of wheels. One set of the wheels could te wired to provide zn
independent secret means of communicztion for each embassy or
legation with the State Department, zné the other set to provide
2 uaniversel means of communicetion betwveen any end 211 embecscies
and legations. Although the mechine recommended does not cuite
attein the high stendard of security demzndeé by the lacvy, it 1is
nevertneless of such a high degree of security (rezl not relative)
that it should zwply meet the State Depariment's reculrements.
¥arthermore, if this machine were purchased by the State Depart-
rent 1t, the State Department, could talte necessary steps to
prevent Xr. Hebern from ever disposing of otner machines to for-
elgn governments

i

17"

“EE

e

3. I have no definiie idez a2s to the best means of
bringing this matter to the at+e1tlon of responsible pcrsvno in
the Department of Stzte, but due tc the gre;t amount of derogatory
criticism to which that Department is now belng subjected public« it
elly, it might be a propitious time for either the Chief of iaval E
Operations or the fecretary of the Navy to bring it to the atten- F
tion of the Secrevary of OState. F

Respectfully,

MeClaran

2 7; @/147¢ Qi CLQ%J
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MEVORANDUM FOR THRE DIHEC[OE

r,.x..‘ Vir

a,tnouﬂL'z hope it 21 l ne ry Soroyou %o teve

. 13 z2¢ser b

e y ncn*cn Teogard ng doproving Sisia Denortoout systess fov e LT R
Sommual cat*ou erfter Wood returas froem bls trip, aevertheless F“‘
T zr forwardédinz hersvith the: guzstionzelre that I egreed to f
DICHRTC.

I 3 elso seading up fThe Contribution of ihe Crypt-
cizephle Barceaus in The #oold Var', I rou have not sglready
resU this Took pretty. cerefully «n? thorcugbly it would reslly
nar o vou to de g9y mot only bListzuxc every guestion-thet you :
mizht wishb 0 ack rnﬁ,e.-rs rnswar thet you zight hevs to waxke TR
230 contaired tharein, Tut alsc It vill pat you in the pusitico '
of mowving more about ths $ubjact then eny officer or individ-
uns vith v”vn you mey glscussg the mogtsar sutzice ¢f the fow
exrert3 in this sectionn., Thile pulllicetiicn con de tiksn howe
oG reed at your leisure,
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02~20-G 17 Cepteaber 1725,

1. @b zrepered codes gad: ciphers 3 effect? ..

training have they ned o fit thom for such work

Ce  EXE t.cy Ty ptaﬂd&Y“tS &s vzl 65 Cryptogrsvhers?

4, ¥rere mere %ycte*s pri“te
5. Feb were t .n; guarded uring p~Lnt4ng?

~ l < ~-_4

G Het “teps were taken -to 1nskr0 ae¢i?0"“ of cver" page and

c;~truction of ell extra peyns run off?

o R

7. %heat st eps were tekcn to incure inteor¢t} of &l pergons
hancling the printing snd bincéing?.

8« Eow were publlcaticns diestrituted? By whon? Ey vhut zmeans?
O:uder thet instructions?. - y “, 3 :
€. ¥nct ere thie rsculrezeats for slowegs? é&re they carried out? i

when are they requirec to bte in their zssigned stcvwose?

10. fhst ere tbe lngtrdcticns £s to %ho 1s to heve zccegs to %
stovege? Tho actually hzs cceess? Is ¢ time-lock rafe used?
&ho‘ia permitted to lestn the combineilon? Vhere 1s it lept?

>
Teeo wim/Amm
UJ’ = od W lud

v

il. ‘aet erc the imstructionms ez t

vho cen move custocy of the

o
Sreumeats? Lz to who can cctually hamndle them? s te who
. - - -3 o, - - Y. . N4
cia tctunlily uge thea? wnio gotucily doez use thesd .nd
* Y - - T
" henile thex?
T , - - - - - Yo 2 1 - 2 2oy - 3
1. bhit treinding huve tae ucsers nzt Loth in uslng codes gnd In
gonerel ccxmuniczaticn securisy?

10 Low loepng have the currcat syctezos been elffective?
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. WASBINGION

My dezr Mr. Secretary

I beg to acxnowledze the receipt of a letter of the
oth instent {ron- uhe<}cting Secretaty of ‘the havy concern-

r:ing FThe Btate~Navy.Department C'Jner” ia which the.'state-
“ment. is cade that 1t is- possib yh t the cipher referred

to hes been compromised and tJdt it would, therefore,
seem desireble to discontinue its use. nef rence is elso
made to the fact that during its fourteen yeers of exist-
ence little use has been rade of it, thereby raising the
cguestion as to the necessity eac desir bility ¢f super-
sedirg. 1t by & nqw.cioher.

-

The Departme“t of Etate bas

also mece little uce cf
tnis cipher znd shares the doubt ezsressed by Aduirel
Stendley that there is 2 need zt ths oresext time Tor
such a cipher end is of the opinicn that it cen be with-

érzwn without detriment.

#111 you pleese advise thls Cepertment the czte or
which you enticipzte withdrzwing the coples of this
cipher distirituted by ycur Pepzrtment so that the -
Departzent of State 2t the came time zay reczll the
coples which it distributed to its offices abroad.

Sincerely yours,

The Fonorable
Claude L. Swenson,
Secretsry of the lizvy.
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In accordsn e \titb tee osinions exp:essed
i thc above-menticned letter erc the cpinious
of the Secretzry cf the Eavy on tnie same
subject, 1t hkas beea decidea to muke thls cipher
ineffective within the a7y on €l Karch 18466 s..d )

to order 211 copiss ues’c:rcy s5 ~socz es pos-
. 511:»;3 ta: 30 &pr.d. 19.:8. .
o~ ; Si_uce*'elv Vours,
\» -
vv)b/
L Laan b dae BRSO

‘Eon. Cor¢ell Rull,
Eecretary of Ctetes
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1he uecrefﬂry of Qtate pr eaeﬂts nlc comul nis

to the Honorezble the Secretary of tne lLizvy and in view

of & note dated Lugust 6, 1937, frca the British Am-
bessacor at Vashington, inguires whether 1t #i1ll meet
%ith the zpprovzl of the Wzr Department for 1 VW.C. Gee,
an Assistant. Enbinee* in_the VWireless Brench oA the Posts

e
l
’

znd Telegra. phs Department” ‘in Kaleya, to spend four menths' - ‘ﬁ{'{" §§§
during the first half ‘of.the next yezr:iat the Bell Tele- . . .. = Iig
: AN

chone Jabo”ayories and the Radio-Corporztion of New Yerk. e

Mr. Cee has teen eswarded a grant from funds placed
¢t his disposal by the Trusteces of the Cernegie Corpora-
tion of lew Yorr:, to enable him tc unaertexe certsin _ '
studies in snort-wave telepuony transmission and ulira
short—wave tranc"lss*on in vericus countries. “ ; :

4 similar ﬂomdunicario ne
Seccretary of Var.

5 b2en acdressed to the.

L)
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¥ td
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9)/EF13(J708 1)5;4';- | “;j- s : ; ;-."f

0p-<0-G 20 rugust 19327

M "OnAuJU% FOR 20-24

1. The Directeor of Nuvel Compunicoticns czn reise no
specific objections to Mr. Gee's extendec visit to the bell i
Zeborztories. hOUcve_, it is ccnsiderzc an undesireble
P?L::lce ’or tini cuntry to dizclose its techniczl secrets
Lo forelgners wille gettinb not:iing in recurn.
L. Ce ffcra,
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froms ¢ - Gemxender in Ch*_", satatte Pﬁcet. A MEE, el T g
To eI -I%ka Cnlef ef Ravwal CDarailons, - o ot Te st o

M dects Sexzunlceetions durinz ins-Japannzo hostilities, :
aaferenoe; (n} Comyengrat rest. 14r, zerisl 1530 of 1

4 Tae rostien of relerone ) i : _
anéigoment of procedense ond cec'"it? el redlc trfflo in the ¥angtos -
Tplley Quring t i@ sukjeay huatiai 8.4z Q ¢ ; ;

1y erafied and ofien

* 2:, asay %*utfio ves cu & TUi$ roer

czeigned higher rrossdence than 4%s rudlest setzed to varrant.,

(ne cccarlon arcse wnr“{ rort of Pavy reciticted message was

quected Vf“baulh eeuaing congemn {cr the security of tlhelir om

eedas und cur oiphesse All eozlea ef mersapss eant 40 Imbessy

wera thaa “a‘anhrhcci. conferarces ware held &t thie Eabassy o
end 2helr cc::uh-cv*sc a33¢f s fastructed in the use of Bavy s
rrenrdensu. It was dlesovercd thst Shs usze ¢f Sruch pri ﬂ*’*y‘ g
Tl ‘tvi;ls ?*‘ﬁ“’t“ﬁ E7 the ¥zbaesy wun Lntaenfed o epply 40 [ael
kaailing 22 the oas,aﬁ,n Bl 6&5%inmtiou crd not o0 ¢$ranemipcion.

2her aevc*a- cnufezenscs andéd tha explaining ef the lavy's

reaning of 'nrisrityrt, 'routbire', *'nichs', otfc., =0 further

GLSficulty &rosz and the fullest gocrerzticn Ly botl periies

retusaed the wooiz upnen the opercteres end relieying staticns by

dletributing the leadé more c"chly.

* Tha tepdeney towards verbonlty In tiic majsrity of tue )
Scusuier, ¥mboocy snd Stlala Degaritzment treffls wis craoryes &
Tre elafl ad Vankiapr eosperatsd elong thie 1ire, Clopsr cosrere- b
ticn botwesn luvy end fiete Deorarizmant end Lietwaez tho officicle
of exch ca éuty o forelen gounhries cotid be innrevsd uroxn.

(ficn despatllied were gont by dizlezztic oifflslzls oly %0 taci

owa werders by kKavwy roélo when 1% zhould hato besn spierent <nat

cuch raws wae of Irrmedinte lpreriance to the fonilor Iavel orfiner .
in thot lecaliiy., Tre eritich kave sueh o aycler: whereby thelr
gizlemntle ard Hoval astivitlies cre link~? clcsae to*ath,-

" vy *ﬂ"'qrcs €1¢ nct provae CisTicell as Lo drefting,
nsclennent of nreeedence, ote.; zxtort In ono Srztinze, Thic
Grsurrid wWoea an &cclalant fnval attuchr veperdst fo Tuboner
Mardunt. Vo owesn not guizohid 0 R4y snil. CouooeTrivel Luscnm
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UNITED STATES ASIATIC FLEET

U. S. S. AUGUSTA (Flagshkipl
In Reply Refer 20/hL
To No. Manila, P. I.,
A6-1 (1042) 5 February 1938
From: Commander in Chief, Asiatic Fleet.
To : The Chief of Naval Operations.
Subject: Communications during Sino—-Japanese hostilities
Reference: (a) Comyangpat rest. ltr serial 1990 of 11 Dec.,1937

1. The portion of reference (a) dealing with drafting,

assignment and precedence and security of radio traffic in the Yangtze
Valley during the subject hostilities is quoted:-

" -Embassy traffic was as a rule poorly drafted and often
assigned higher precedence than its subject seemed to warrant.
One occasion arose where part of Navy restricted message was
quoted verbatim causing concern for the security of their own
codes and our ciphers. ALl copies of messages sent to Embassy
were then paraphrased. Conferences were held at the Embassy
and their communication staff was instructed in the use of Navy
precedence. It was discovered that the use of "rush priority’

. and "triple’priority! by the Embassy was intended to apply to
: handling of-the despatch at-destination and not to transmission.

After several conferences and the explaining of ‘the Navy's

»--meaning of 'priority', 'routine', 'night', etc., no further

difficulty arose and the fullest cooperation by both parties
reduced the work upon the operators and relaying stations by
distributing the lLoad more evenly.

" The tendency towards verbosity in the majority of the
Consular, Embassy and State Department traffic was observed.
The staff at Nanking cooperated along this line. Closer coopera-
tion between Navy and State Department and between the officials
of each on duty in foreign countries could be improved upon.
Often despatches were:sent by diplomatic. officials only to their
own members by Navy radio when it should have been apparent that
such news was of immediate importance to the Senior Naval Officer
in that locality. The British have such a system whereby their
diplomatic and Naval activities are linked close together.

" Navy messages did not prove difficult as to drafting,
assignment of precedence, etc., except in one instance. This
occurred when an assistant Naval attache reported to Embassy
Nanking. He was not attached to any ship. Upon arrival LUZON

-1 -

(RETYPED FOR PURPOSE OF CLARITY)
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Thors
uad besn gaused by di-;r*nhces in opinlon hetween Cormznding
Uffilazr fiation shly erd stiache e to responsivilitiosz of
each in handliny emarypted ¢raffle, ohen cfficers ace rant
into the ficld to uoke asrtatir Terorts St socexg eldvieatls teo
errenge velaredind zome ksthod by =hich ha ez a..c_,,, - BIB
LN :euabgea. . <@y
i
S. T. FO2ORSTIL,
. . ‘Lcr Qf Ctkh‘f‘
cory to: Conyszepets - . : prss
fie
- : Y
&
LR “
-
i f ,.a;‘;_-' P
N2 P . B .
:;.'..'-'gi ': _C’i )




UNITED STATES ASIATIC FLEET
U. S. S. AUGUSTA (Flagship)
In Reply Refer
To No.
A6-1 (1042)

Subject: Communications during Sino—Japanese hostilities.

in Nanking in November difficulties were ironed out. These
had been caused by differences in 6pinion between Commanding
Officer Station Ship and attache as to responsibiliteis of

- 2each in handling encrypted traffic. When officers are sent
into the field to make certain reports it seems advisable to
arrange beforehand some method by which he can encrypt his
own messages. '

R. F. McCONNELL,
Chief of Staff.

Copy to: Comyangpat.

(RETYPED FOR PURPOSE OF CLARITY)
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In repls il er tolnitials WNAVY DEPARTMENT
sad Nao,

OFFICE OF THE CHIEF OFNAVAL OPERATIONS ’
0p-20-GS/L¥D WASHINGTON

14 April, 1938.

MENCRANDUM FOR THE DIRECTOR 5

‘:
SUBJECT: State-War-Navy Cooperation in Communications. Eﬁf
!L‘i:_'
REFERENCE: (a) CinC, Asiatic Fleet ltr. A6G-1(1042) of 2
5 February, 1938, to Opnav. k*“

L. For the past several years the security units of the
Army and the Navy comrmnication divisions have worked in close
cooperation. The Army has adopted zmuch of the Navy'!’s nomencla-
gure and standards. The State Department, hoviever, has continued
independently, and its nomenclature, standards of security, etc.,
ar-e sorewhat different from the Army or the Navy.

2 Correspondence in our files traces the history of the
State-Navy Department cipher, which was prepared and put into :
effect soon after  the World ¥ar and withdravn from use and des- 5
troyed about two years ago. The reason given for withdrawal of
this cipher was that it was used very 1little, that it was pos-
sibly compromised, and that the cipher was very slow and diffi-
cult to use. Following its destruction the Spanish and Asiatic
situations developed and it became necessary for the Navy Depart-
rent to handle numerous communications for the State Department,
and the State Department officials in Spain and China found it
necessary to commnicate direct with the Navy 1n those locations.
It has been evident in the Navy Departmient that communication bpe-
tveen the Stzte Department and the llavy Depertment 1s not entirely
saticfactory due to differences in security starderds and instruc-
tions. For instance, the State lepartment has no classification
"Restricted™ o¢r "Secret™ &nd incstead uses "Ccnfidential" ana
"Strictly confidential. It 1s irmpessible for the Wavy Cepert-
ment to determine what Nevy classification to give information
submitted to it by the State Deparimrent for transzission.

D Frem time to vime vericus oifficers i
csection have 1Indicated a feelinyg that the Stat
znid ciphers were not secure ané that if 1t cod

.- - i — Trs
ur securiily :

partuent codecs

matter should be trought to the attention of the State Dgpariment. {




Leipeaw

s

No official action has been taken by the Navy Department.

4. The Commander-in-Chief, Aslatlc Fleet, in a letter to
the Chief of Naval Operations (reference (a), has poin%ted to some
of the difficulties in comnmuinications betvieen Stzte Department
officlals in the Orlent and the Navy there. This letter 1s a
Justification for making an attemupt to cooperate viith the State
Department elong security lines.

5. Mr. ¥riedman of the ¥zr Department Communicaticn
Security Group is a personal friend of Nr. Salmen, Chief of the
State Department Communication Division. Through him #r. Fried-
mar learned that Mr. Sumner Welles has recently suggested in a
memorandum to the President that the State, War and Navy lepart-

ments confer on a number of matters, one of which is communica-
tions.

6. The Navy Department should receive a2 letter socn from
the State Department paving the way for cooperation in couwmunica-
tion matters. When this letter is received a member of the Com-
zunication Security Group should be detalled to confer vith the
State and War Department representatives.

(V. Prnes

V. Mercer.
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From: Liear Adnirsl C.E. Courtney, CU.CZ. Havy.
701 Chief of lizval Opcratiocns.

ETBIECT:

1.

Coomutnicaticns met st 10:02 a.m.

Hinutes of Eubooomities on’

ctate, Var, &nd lavy
Depar»acnt C°~hunicpt{0330 -

Tae Gubcom wi t0c cn Sth.g, Wer, and Kevy Pepsrtment
this cdzte in the O0ffice of the

+  Dircctor of Yavel Conzunicaticns.
Presents
Rear idafrel C.T., Courtncy, U.S.X., Eevy Cepartrent,
nior HYermber.
¥r. D.X. Czlmon, Stete Deperiaent,
veJor T.C. Reeger, U.S.-‘., War [epartment,
Yeutors.
¥r. W.F. Friedman, Var Depurtaent,

Co

z2mender L.F. €alford, U.S.Y., luvy Departzent,

-

Licvtenent P.V. ¥ercez, U.S.H., Davy Deportnent,
Technical Advisors. 4
730 £d§1rL1 Couriney opened the aeeting snd stateza thut
& Sudcozmzitice on Cozmuniceticns, consistiag of &dénliral Courliney,
Hr. €slmon, o2d Yajor Reeler, hed been eppointe“ to ipvestigete
imoreving communicaticons betwcen the Scate, Yer, wnd Kevy lepert-
mentes., 7The Lubconnittee was to study end report on clzssificstion
cf messages axd a ney Interdepertcental code cor cipher systen.
3. Lieutenznt Yercer ststed that the Level Ceonmunic:tion '
Service nad veen hiendling & ccnsiderable szmount of State Lepart-
meat nizczages to tnd from the Far LEest s*ncQ tie beginning of
the Sinc.Janenacse Aifficulties snd thet ne had cbscrves cericin
idiveranonciasg =iz caunges Joz i.:\.;r:‘,'e‘:s-u. Tre Loy wndé Siote i
Tepzreiints rupzrently gave ¢ifferent nesanings o the came worls
Lrss o comnection vith secvirity clunssiiiczzion of ccodes mnz o
cl onors wnd the pootndonce L0 o given mesceses.  Everyrtiring tocs i
031
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worhing szcothly now beeasuse tha "eopgu cincerne od undercstood Lno

terns vsed Dy the otheT cervice; tuv there iec been treouble In

the yaut end there would bo cimiler trouble o the future 1f tho
+ .

Bovy bed to hallgie State Ceparinaont
cusrsor of the world. On msly occas

iOo
sudbstsnce end sizilar (n ewcrding would be sent Iren the fzerlcin
Linister to tue Ctote Department 4o & Ltate Pepartoent coce tnd

from the Connencder in Chiel to ¢
ryster. This was vesy bad ceryoto
toth s;s:egs o crypwanalytic vt

&
ZED‘«'}' Lej.zxtorent in e :\c.v_]'

3
srephicaily, &5 it :“bj Liec
&CK. L CSIMWR H7 3l :

u
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ls_d
N
(o3
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ttate and Ravy Lepertmcent offizialeg, ond pes sixly t%e AT y, olus _

£ ¥léer use of informaticn ediress as, would ‘vduce the anoiwcat of =2
Tadlo treffic end alloxd qcnsidcrable protecticn to tue rysien ket
useds - L0 Sren o dBate 00T h b

Ta
=

- e
e Cozriender €elffcrd steted the. 2
Rovy Depsrtwents had & coxmzon reswunaﬁbi
buc preservation cf officiel secrets. I
¢sirsble tast the three Departments use the stme phraceclogy
and, Af practiceble, have coiron stendards of security. &t the
rresent time there w25 In exlstence an Aroy-ilavy cizher bu* it
vas rostricted Vo Jeirl oberations, pariticularly in cceast
cefense, &nd thould not he used for ac:isi:trative mszter« o
iztelligcnce. Thzre had beca a &% aue-sav/ cizher feor meny yeers
tut 1t wcs 1ittle used beczuse 1Y was cf very compler tryoe and
difficelt tc owcrate, end was generally unsetlcfactory. It nhcod
been sithcrexn frcea service gboutl three yeers ago. Tnire wies
need of & State-hevy cilomer, ~nd it woula te wise to izmelude tr
Lrrmy, ¢S tihiere would te cany cccesions vhen Girect cu—municeatd
becween the State Lepcriment officials and army officers, or
v{llcary zizolcas, cight be necassary.
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6, s, E2lmon stated *hac 2lthough c¢ouzen standarée of
security wvere doubtless deslred in principle end aight be
practicable between the frmy and HavY, the E*'t» Depertmentts
prabicms were =o differeat ,hut uney cculd et possibly afree .

" tooac co'"on standourd., . Hessages in woich ouhe- deparinents Vure
intarested vers cnoather msatter anc he thought the Stare
”spﬁrt:cn ‘eould agree to anything proposed By the 4Ty cad
Ylavy. ¥e sliould be able to ircn cut our difficulties in recerd
to secrecy clogsificaticn and precedcnce of mzsseges. The
TrEeasury ueﬂa*a13n+ elso to be included in <he dlsfribution of

Alad o

vhile nesw cipher system es ccmsuls Ifrequently asve Lo cozzunlceate

with Ceast Guard c&tte‘s in rezard tc narcctic aend liguer
unugél.n" cand there weTre othkser octcacicns wnda Cozzt. Guzrd

&
c:sel ;suld fﬁnd this c hcr very veetul,

: 7.-~ C _3Lnue* oaff’c“c teted the E
n&d tne facilities for the PILGuCu-‘ cf &lp
for the prcposed syvstem znd that the Nevy Lo
wil;ing to print tae first txo ecitions; subsequ
could be left to the future. 7The Havy Ceprrtoent wculc prepere
the nesusceriptz end subzlt them directly to the o*hrr tto
'D&yartﬁcn fcr 1n pecticn &nd appr ovel.

eparex en* b’reaﬂy

tes and Zey iiste
rert wcould de
en

. 8. . & genergl aiscuss - ‘*cz fOI&Oer and nhe ;o’lowin;
eclsions vere reccheds

(1) Each Departzent furnish 1ts instructicms relztive to
cecurlty classificstion end precedence of nesssges te the cther
tvd Lepsrtmeats, EDach Departazznt wculd maie an independent
study and submi: & v'opo al rcr unifcr~ phraseology.

(2) To &nopt & cozmon cipher for {nterdeparimentzl cosmanio

cc*ioﬂs bcozeen tha Etate, VWer, Navy, end Tressury lDebertments,
cistribduticn going derm to Cestrcyers znd gumbosts of the Ravy
snd Corst Cuerd cutters. The questlion o the exact distrituticn
clf tnle systea tud wasther to zaze a sccord cigher ¢f lizited
ci< ribtutican to te celerrcd for tae tice belnge. The Newvy %o
vncerteike preperaticn and srinting of the elthebets a:é key
list° {or the pew s;s.e exd to start vithout deley in crger to

— Y .l.o.a wa ‘s

maet the comgleticn of th ph)sica’ apreratus vhich hzd been
oréersd for the ftate Depertoent.

2y Tae Subcomalitec then edjcurned zt 1lz:1l5 to re-
cenvene &t 1C:00 a.n. cn Homday, Hay 23, 1938, in the Cffice of
the Mrector of Hoval Conmuninsiions,

C.o. Courtney.
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In roply refer to tnilivle NAVY DEPARTMENT
sad N
> OFFICE OF THE CIiIEF OFNAVAL OUVIERATIONS
: WASFIIN N
0p-20 - NGTON
%, 23 Yay 1938,
From: Bear Acwuziral C.E. Courtney, U.S. lavy.
To: Chief of Xevel Opereticns.
SOBJECT: .  Minutes of Dubcommittze on State, War, and Navy
Decavtmen* Commtzications.'
"Le The uub"chLttee on ptﬁoc, ¥ar, and Bavy Deperinment

Coamunicstiors met gt 10:C0 g.m. this cdste in the Cffice of the
Director of Naval Cozmunications.

Present:

Rear Admirel C.E. .Courtney, U.S.L., Nevy Departuent, %ﬁ;
Benlor ¥exder. i

¥r. D.A. Salmon, Etate Depertment,
¥ajor %.0. Rceder, U.S.A., Var Ie“'“tnent,
He:abers.,

¥r. ¥.F. Friedmcn, V.ur Depurizent,

Cocimsnder L.F. Sefford, U.S.N., levy Ceperizent,

Lieutenent 2.V, Mercer, U.S.H., Navy Depcrtnent,
Tecimniecal advisers.

J

2. Ceoamunder Safford zrecented & pegper ccntaining the
Wavy'ls study of secrecy classification end precedence 2ng
suggested that it be used a= tke besls of <discuscicen. Thiz w
2greed to and a general discussion followed.

3. It wes pointed out thet the classificetion "Czc
end fConfidentizl® viere substantlelly 1centicel for the Ary
end liavy end had¢ the sawme scope for the Etete Deparizent, .xce;t -
the eleaent of nzticncl securit y was not invclved. The Ctezte
Lepartment classificeation of "R ine® ccrrespgencec exectly to
tne Arny znd lavy classificuztlon "Pestricted“ ané there wes no
rurpose in ch*ﬁg;nb 2 word which wes well establicshiad by usege
within the State bepartment.
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4e In the naetter of p-=ceueﬂce of :esssges similer
Stete Lepurtizent all usec

Tne ltuue Lepn r'“e”**' viuesh® corr
pended exectly to the ““riority” of tlie ALzumy cnd lavy.
ted for roeccns of eccnomy &nd
no confusion oo Navy circ"lts provviced its aesning nus :ovrn to

"ni’cr@**y cexlctec,
rticutine? cod "Nite",

¥Push? hru bezn ecojp

our ooeratcrs.

ol Nr.e Salnon steted thixt ne v.oulid
ecting to zresent Lo

ninutes of the last =

“Y ) N b‘

Pecder sald tuet he would like & copy for

It w65 explained that the lnctructicns nud be DTEPEYTE

cwe copy of the minutes of the meeting anc subnit it to the
Chief ¢f Naval Cperations. Ezjor Hescer sugsessted that the
Eubcornnittee meat cgain-tomorroz morning to reviewx &nd &3y

tte ninutes of last weck'!s mecting &na this weekls meeting

receive their percscnal copiec 1f consent cwuld bo octiined

neunwhile.

6. The followving decisicns were reechned:-

(1) Retein the precent nozmenclature for sccrecy clsssifice-
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tion end for prccedence of nessages as follows:
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ECY CLATEIFICALTION

ctete

Secret
Conficential
Ecutlne

Plain Lenguege

iote:
soete
Rush
Iiite

In the absernce of fhe &bove twe cosig

fRoutine® consi
with "Kecirlicted™.

Army

Secret
Conficenticel
Bestricted
Plain Lenguzge

PiLCILENCE

ATOY

Pricericy
Nite

ciecedence efter Yhuch™ gnd "frlority?.

Note:

Havv

cecret
Conficentisl
Restricted
Plein Lznguage

dered identicel

rrushM conslueres icentiesl wizh
WIS ok J B

vould ccuse
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to comnence the preparation of
s fuvomitting it To the Ctate and Yiar
cre printing.

7. 'fhé Sutcoanittee then sdjourned &t 11:30 %o reconvene
2t 10130 a.m. on Tuesday, ey 24, 1338, in the Office of the
Director of Kaval Communicstions.

S N C.E. Courtney. ]
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fareply refer to Taitlas ;\T.-X\—l— 1) EDPARTMENT
cad Nu

OFFICE OF TIE CHIZF OF NAVAL OVERATIONS

Bres) ' WASHINGTON
A el 21, Moy 1532
R ories o tts fhoR8F L9sGe
b gy I
Prowms Feur LZmiraul C.E. Ccurtzey, U.S. lavy.
TOo! Chiel of level QOperctions.
SUBTECT: . ¥autes of &ulreogazittee on State, Yer, end Havy
: Departzent Commaniczticns. ,
1. The Subceozzitiee cn Stcote, Ver, &nd Mevy Ceparthent
, -

Comnmunicatéicns met zt 12:30 a.uwe thils cdzte in the Gifice of tne
Dirzcctor of Faval Corrunicoticns.

Preseats

‘egr Adziral C.E. Courincy, U.8.L., Kevy Depcrizent,
Senler Kexber.

¥re Db, Sglzmon, State Depertnment,
Yejor V.0. Reeder, U.SE.A., Yar Depzurvment,

Ty o
Ycabers.

Coomender L.F. &effora, U.E.il.,
Lleutcacnt P.Ve Hercer, U.C.l
Technical &dvizors.

e E uch member vas furaicned & cepy of the zlnutcs of
the neetings for 17 Xsy end 23 ey 1938, und after generel dis-
cucslon thesg minutes were epprovec,

il Ihe Cunccommlitee then gljourned et 1l:15, having
ceanletea the duties for which 1t wze eprscinted.

C.Z. Cecurtrey.
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0p-20-~GC BFR/ef 2/1/39
Serial 2722 4 February 1939

(SCYA7T-3(1)

From: Chief of Naval Operations
To : Commander—-in~-Chief, Asiatic Fleet.
SUBJECT: State—-Navy Cipher for Asiatic Waters.
1. Copies of Strip Cipher No. 66 and Strip Alphabet

No. 66 (Navy short title CSP 773 and CSP 774) are being
distributed to officials of the State Department in China, Japan,
and Hongkong in order that these publications may be used for
confidential communications between them and naval commanders in
Asiatic Waters. This cipher was chosen because it is now held

by the Asiatic Fleet and the only distribution required being to
the State Department officials concerned. Since this system has
been used for Navy traffic for some time, it will be superseded
by a new system when such can be distributed.

2. The copies of CSP 773 being distributed for the
State Department officials are designed to fit their strip
device, known as Cipher Device M-138A. This device has recently
been adopted by the State Department, sbut none of their officials
in China, Japan, or Hongkong are familiar with its use. The
State Department has requested the Navy to assist in the distri-
bution of their devices and copies of CSP 773 and CSP 774 in
order that the distr:ibutidn may be expedited and a demonstration
of its operation may be made by the naval officer effecting
delivery. This is considered feasable as the operation of~
Cipher Device M-138A is identical with that of CSP 642, which is
held by all naval activities in Asiatic Waters.

3. Eighteen self-addressed packages are Being forwarded
via the RAMAPO to the Issuing Officer, Sixteenth Naval District,
to be distributed as follows:

e AT
{

Ambassador, Tokyo Consul, Chungking Consul, Hankow
Consul, Tokyo Consul, Nanking Consul, Shanghai
Consul Kobe Consul, Amoy Consul, Swatow
Consul, Nagasaki Consul, Canton. Consuil, Tientsin
Consul, Yokohama Consul, Chefoo Consul, Tsingta®
Consul, Peiping Consul, Foochow Consul, Hongkong

(RETYPED FOR PURPOSE OF CLARITY)
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W vher Deovic 1364 end one
coey ceelr ¢f CC¥F 773 and CIP 77.. The Coasuls cuncersnced hava
veen dnsbliouelted Vhnet ths systen i €flccilive uzon roceipt
vosuven vhes and navel scilvicies, -but 12 nob cffcesive beiween
Cemunuin WAless Loy hoavs. e =L noLlifled thint the dizuriviution
Yag Leen cozpioneds T 4 3

Zye Cromg€ 80. 2 0 CIY 774 wes forwerzed o tns Acictie
shetion vie the Jaiaﬁﬂm,“, Criango #ic. & v ke swge jubiicatien
eill e forwariad vim the BTG, Caznge e L vrevicas for the
urg of Internal Indieztors fa: L GTP 792, and Chango Hoe 2
listg the Ctatg Dessrinent haolders o€ Zivex the Fasernel
rIndieatsr £o ba tsed Ahen 9c-municacinh ith then. There chrngfes
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nicetlca with thc &Glate DcWA taent hoiders.

Se It i¢ .equcutud List the Cozgancder-in-Calad, Aslatic
Flocet:
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' (2) Tireecs tze &istrivucion of the 5:n+e'De;ar zent
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Serial 2722
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Each package contains one copy of Cipher Device M-238A and one
copy each of CSP 773 and CSP 774. The Consuls concerned have
been instructed that the system is effective upon receipt
between them and naval activities, but is not effective between
Consuls unless they have been notified that the distribution
has been completed.

4. Change No. 1 to CSP 774 was forwarded to the Asiatic
Station via the HENDERSON, Change No. 2 to the same publication
will be forwarded via the RAMAPO. Change No. 1 provides for the
use of Internal Indicators (as in CSP 799), and Change No. 2
Lists the State:Department holders and gives the External

Indicator to be used when communicating with tthem. These changes

have been incorporated in the copies of CSP 774 being issued to
the State Department officials. It is necessary that these
changes are made effective before this system is used for commu-
nication with the State Department hotders.

S. It is requested that the Commander-in—-Chief, Asiatic
Fleet:

(a) Direct the distribution of the State Department
packages, having the officer making delivery
give a demonstration of the operation of the
cipher whenever practicable, and

(b>:Place Changes Nos. 1 and 2 to CSP 774 in effect
when their distribution is completed, notifying
the Department of the date when effective.

A.P. FAIRFIELD
Acting

Copy to:
Comdt. 16th Nav. Dist.
Comdt. 14th Nav. Dist.
Registered Publication Section
Code Room

(RETYPED FOR PURPOSE OF CLARITY)
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As & result of staff conwversatiicris wizh lztin Z=mzarican
Republics the necessity for a speclel code for cczmunicazticns
oehcen our ovn néevel forces and tnhnose ¢f the cir.er countries

comerne'q has beccre apyarcn

Tbe Yavy Den«-umwnt ‘nias undertaken he preperaticn of
this code which will be in’ ‘Baglish, Per-uguese end-Spanish,
and has now advarced to the polnt where the services of
naval representatives from Canade, trezil enc Peru are aesire
to assist in its preparation.

.

tcecordingly, it 1s reguestved that Cezizce, Erezil and Peru
eansh be invited tc Hena one =n*ta~_y quzlified nevzl represente-
tive to Washinglton for & period of ebout six months to assist
in prepering a code fer com:unicating Tetvwesn the ravies of the
United States, Canzde, and the other fxericen Fepublics, The
Brazilizn &nd Peruviezn representetives snouid rzve a thorouzh

movlede of Engliish,

It is reguestsi that the alove arrenzacz
end the officers errive Vashington &s sten as Tréa ;icanle.

Respectfully,

Tne Honorable,

The Secretary of State,
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¥y dear Mr. Secretary: E
The Department of Stete is desircus of having E
made a rmost careful survey of its codes and ciphers -
to deteraine their efficecy at this tize &nd to | tkﬁ?
idlscover and establish sdditional neans of preserving -§;%
. the secrecy o;lits highly confidentiel .conzunications - e
under present world conditions, =

ammamrnr ..ﬁ._.

I wish te enxlist the aid of the Navy Department
in the conduct of the survey contemplated ani I hoge

you may be in & positicn to designaie a QUallfled
cocmissioned officer of the havy Departmenlt to sefve

in en advisory and a consultative capecity ‘with of- SLE
ficers of the Depariment cf State, the Wer Dspertzment
.and the Federal Buresu of IDVCSulg&-iCQ for these.
purposes the importznce of which I believe I need
not emnh¢51ze.

Your cooperaticon wiil be very much appreclated.

Sincerely yours,

e S Bueth Lg® ™y CORDRLYL, BGLL

The Henorable
Frankx Knox
Secretery of the Nevwy,
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The Ravy L srtzent will be very giad
. %o couply with Z‘i' reguest cocatalned. in your -
LT lather of Bay A2 fw} RLep Lesrance Fo 00 0
oo o Patford, Uslhe Havy, It Quonlgnatend €0 20 b5 L - e
- saT3sor and cob ru_t&u" %o the State . Fns
Depsrtomoent reprasentatives for the survey ef 5
codes and cipasre.

I awal? your further desires in the
cettex,
8inserely yours,’ " B
< I';j

Eon, Cordell #ul,
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I wial: 1o oenlisd the 2i2 of Lhe Yoy Lopurinsnt
41 ths eepduct of tLho myrvry coulergleted snd I Lope you
ray ke a3 positlen to designais a quelified comminvicnes
officer of the iar lzzerinent Vo gerws Ln & oavicary and
o eonsuwitative gapasity willh o _.L~i"3 cf tre bepa ev‘
ol St.s.va Ahe Yavy Temsrioent; e tiw Federml Emrsaa
”-.’:'Ncr.tﬁ.:' Ytioa for ihese FRrpores, the liportence of walch

1 believe I nosd net eophecsiie.

Your cooprration will be very ruch apprecicted.

nearely yours,
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DEPARTMENT OF STATE

May 12, 194}

My dear Mr..Secretary:

The Department of State 1is desirous of having
made a most careful survey of its codes and ciphers to
determine their efficiency at this time and to discover and
establish additional means of preserving the accuracy of its
highly confidential communications under present world
conditions.

I wish to enlist the aid of the War Department
in the conduct of the swrvey contemplated and I hope you
may be in a position to designate a qualified commissioned
officer of the War Department to serve in an advisory and
a consultative capacity with officers of the Department
of State, the Navy Department, and the Ffederal Bureau of
Investigation for these purposes, the importance of which
I believe I need not emphasize.

Your cooperation will be very much appreciated.

Sincerely yours,

(Signed) Cordell Hull

The Honorable
Henry L. Stimson,

Secretary 65 War.

APPENDIX 1 TR

(RETYPED FOR PURPOSE OF CLARITY)
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~CONFIDENTIAL . 26 June 1941
REPORT OF SPECIAL COMMITTEE TO INVESTIGATE SECURITY OF
STATE DEPARTMENT COMMUNICATIONS

1. In respective letters dated May 12, 1941, to the Secretary of
the Navy, the Secretary of War, and the Director of the Federal Bureau
of Investigation, the Secretary of State requested that representatives
of those agencies be designated ''to serve in an advisory and consultative
capacity with officers of the Department of State" for the purpose of
assisting the Department in making "‘a most care-ful survey of 1its codes
and ciphers to determine their efficiency at th'is time and to discover
and establish additional means of preserving the secrecy of its highly
confidential communications under present world conditions." (Appendix
1)
_- 2. With these ends in view the following were designated:
Commander L. F. Safford, U.S.N. (0ffice of Naval Communications)
Captain H. C. Hayes, U.S.A. (Signal Corps, Office of the Chief
Signal Officer)
(Federal Bureau of Investigation)

ﬁ:j'Frederick Livesey (Department of State)
In addition to the foregoing, Mr. Willijam F. Friedman, Principal Crypt-
analyst, War Department, was designated to serve as Technical Advisor to
Captain Hayes.

3. The Committee completed its investigation in four sessions,.

held on May 27, June 2, 9 and 12, 1941. 1Its findings and recommendations

are embodied in this report.

—€ONFIDENT IAC———r
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<ONFUENT TRC—

employment- of the various authorized cryptographic systems in
cryptographing messages; the regulations governing preparation,
handling, distribution and filing or ultimate disposition of plain-
language versions of cryptographed messages; and the regulations
governing the preparation of press releases dealing with matters
which may have formed the subjects of cryptographic communciation.
e. The principles followed in the selection, training and
assignment to duty of personnel permitted to have access to
cryptographic material or to perform cryptographic duties; and
the principles followed in selecting the agencies of transmission
employed in forwarding messages to their destination.
6. The details of the findings of the Committee in respect to the
foregoingsubjects of~study are.as-follows: .
g.(]l’ Although in general the several cryptographic systems
now employed are technicatly sound and efficient, it
appears that the various codes and ciphe&rs could be
distributed to holders according to a better defined
agnq more orderly system.
i2) Although the methods used to superencipher messages
vprépared in certain.:systems are sufficiently secure,
this is perhaps not true as regards certain other
systems and it would appear that the latter might not

yield the degree of security desirable for the com—

(RETYPED FOR PURPOSE OF CLARITY
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CONFIDEWTTAL

authorized holders thereof, it is understood that such
material is invariably carried by diplomatic courier,
which should insure its safe delivery without possibility

of compromise.

b. Exceptiat the Department itself and at only a few of the large
embassies the facilities, prodedures, and regulations for insuring the

physical security of cryptographic paraphernalia appear to be gggfgikx

adeguate safeguards to preserve physical security of the cryptographic

paraphernalia itself, no system for secret communication regardiess of

“how soupd it might be technically can Be considered safe for use.

c. The Department does not appear to have clear-cut definitions of

-5-

CONFTDENTIAL.
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—CONFEBENTAE—

and delimitations for various classes of confidential matter; it does not
appear to have clear-cut regulations governing the drafting of messages

to be transmitted in cryptographic form; nor does it appear to place
responsibility upon the proper persons in regards determining and indicat~
ing the classification according to which an outgoing message should be
handled.

d. (1) 1In the absence of well-defined regulations governing the
matters referred to in subparagraph ¢ it is apparent that
regulations governing the selection of the specific
cryptographic system in specific cases cannot be applied
properly or with certainty.

(2) The regulations governing the technical employment of the
various authorized systems appear to be adequate.

(3) The regulations and procedure governing the preparation,
handling, distribution, and filing or ultimate disposition
of plain-language versions of cryptographed messages, while
satisfactory within the confines of the Communications and
when these doduments pass outside the aforementioned Division.
It appears that an unspecified and constantly varying number
of verbatim translations of incoming cryptographed messages
must be prepared by DCR upon the request of officials of
the Department who deem it necessary to furnish copies for

the information of others who might be concerned. The

(RETYPED FOR PURPOSE OF CLARITY)
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GOMETDENTTAL

reproduction of copies is now by means ©of uncontrolled
mimeograph and this is regarded by the Committee.as :a

highly dangerous practice. No accounting for the multi-
plicity of copies is made nor is there any assurance that
additonal copies are not made and circulated within the
various divisions. Accounting for copies under these
circumstances is not possible even with much more clerical
assistance than is now avaitable. Fdrther, there is neither
uniformity nor certainty as to the manner in which these
verbatim translations are handled or filed in the respective
divisions to which they are sent, and in many cases doubt
exists as to their ultimate dispositiorn. While the
Committee made no investigation as 'to the procedure followed
in the case of outgoing messages initiated within the re-
spective divisions, it would appear probable that there is
considerable danger from the existence of work sheets and
carbon paper bearing rough and final drafts of outgoing
messages to be cryptographed in confidential codes and ciphers.
Finally, it appears that no great care is exercised with re-
gard to the number of persons to whom verbatim or even para-
phrased copies of secret messages are shown, in many cases
this being perhaps wholly unnecessary. These unsatisfactory

conditions probably constifute the second greatest sourcé of

(RETYPED FOR PURPOSE OF CLARITY)
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the military and the naval service a commissioned officer
is not, merely by virtue of his commission or his rank,
entitled to receive secret information in which he is not

directly and officially concerned.

(4) The Committee has reason to believe that there is no
careful coordination between the persons having knowledge
of the contents of cryptographed messages and those who
prepare information embodied in the form of press releases
which may contain matter transmitted or received in crypto-
graphic form.

e. (1) Although the principles followed in the selection, train-—
ing, and assignment to duty of cryptographic-personnel with-
in the Department itself appear to be satisfactory, the
Committee has no knowledge of what may be the case in this
regard in the Department's Embassies, Legations, and
Consulates. It is true that the Department has specific
regulations governing these matters, as embodied in
Section ViiI-~4 of its Foreign Service Regulations, but
there appears to be no assurance that these regulations are
scrupulously and uniformly observed at all stations. This

appears to be a subject on which direct personal and

(RETYPED FOR PURPOSE OF CLARITY)
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CONFIDENTIAL

periodic observation by properly trained inspectors
would be essential before definite assurance coutd be
had as to the extent of conformity with pertinent
regulations.

(2) It would appear that the Department avails itself of

cable routes rather than radio channels wherever

possible, a procedure which is to be highly commended.

further, the Committee understands that the practice of

discussing confidential subjects over the transocean

radiotelephone has been practically eliminated. The

Committee desires to point out that despite assurances

of "privacy" so often reiterated by the telephone

company, such conversations are private only so far as

the casual Listener-in is concerned. They offer no

obstacles to any person or organization having a real

interest in learning the substance of such conversations.

7. -The recommendations of the Committee are embodied below, but in

order to present them in a wetl=integrated manner the successive recom-
mendations do not follow the order in which the subjects and findings are
treated in paragraphs 5 and 6 above. The Committee recommends:

a. That the Department of State adopt the same definitions of
and delimitations for classes of messages and documents (with respect
to the various degrees of confidentiality, viz: RESTRICTED,
CONFIDENTIAL, SECRET) that now subsist in the War Department and in

(RETYPED FOR PURPOSE OF CLARITY)
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COMEFDENTIALS

the Navy Department (both of the latter now have identical classi-

fications and practically identical definitions and delimitations

therefor.) These three ¢lassifications have been effective in

those Departments for a number of years and have proved themselves

technically sound and practicable. Furthermore, if the Department

of State were to adopt the same classifications and definitions the
three Departments would be well coordinated in this fundamental
respect when intercommunication or the exchange of documents be-
comes necessary.

b. (1) That based upon the foregoing recommendation; the Depart-
ment of State revise its present set up of cryptographic
systems so as to provide adequate systems for cryptographic
treatment of the three classes of messages in the following
categoriesx*:

(a) For communication between the Department and selected
Embassies and Legations; and for intercommunication
among them.

(b) For communication between the Department and all
Embas$ies and Legations; -and for intercommunication

among them.

* Note: Each category should be provided with cryptographic
paraphernalia belonging to all lower categories.

_10_
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machines may be placed in service without undue delay.

d. (1) That immediate measures be taken by the Department of
State to provide suitable combination safes for the
storage of cryptographic paraphernalia and confidential
files at all its Embassies, lLegations, and Consulates not
now provided with adequate facilities for proper safeguard-
ing of these materials when not in use. Ffurther, that the
Department take immediate action to insure that only suit—
ably paid American citizens are employed at outlying
offices as guards when those offices are closed between
office hours. On this crucial point reference is made to

paragraph 6 b.

(2) That instructions be issued to all offices requiring a

‘ completezchange in:the-combinatdons to safes at least once
a year and that these changes be made by competent and duly
authorized personnel in the office. (There is nothing
Bbout this matter which requires the services of "outside"
experts; the application of ordinary common sense and care-
ful study of the instructions which usuwally accompany such
safes are adequate for the purpose.)

(3) In this connection the Committee takes note of the present
requirement (Par. VII-4, Note 2(c) of Foreign Service
Regulations) that '"each time a change is effected in the

combination of a safe the Department shall be informed by

-3~
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~CONFEBENTEAT—
means of a card prepared in the following form...'

and that '"this card shall be transmitted to the Depart-
ment in a sealed envelope...'. The Committee doubts
the necessity for this requirement and recommends its
immediate elimination.

(4) That the Department of State collaborate with the Federal
Bureau of Investigation in regard to the types of safes,
cabinets, locked pouches, envelopes, etc., that should be
employed for storage and transportatiom of cryptographic
material.

e. (1) That the Department of State draw up new regulations
governing the drafting of messages to be transmitted in
cryptographic form, basing them upon the new classifi-
cations recommended in paragraph 7 3.

(2) That responsibility for proper drafting, for proper classi-
fication and for clear indication of classification be
placed upon the originators of messages; that the tatter
two decisions not be made a responsibility of the crypto-
graphic personnel; and that the Department take such action
as will insure observance of the regulations applicable to
these functions.

(3) That new regulations governing the selection of the
specific cryptographic system to be employed by cryptographic
personnel be drawn up by the Department and that they be

_.14_
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GONELDENFEAL

based upon principles that are technically sound, arising
out of the recommendation contained in paragraph 7 a.

(4) That the Department of State be provided with such
literature and technical advice by the War and Navy
Departments as Wwill be of assistance in the elaboration
of the new regulations in point.

f. (1) That the Department draw up new and detailed regulations
governing the-preparation, handling, distribution, and
filing or ultimate disposition of plain-language versions
of cryptographed messages for the guidance of all Divisions
within the Department and of all of its Embassies, Legations,
and Consulates, these reguiations to be based upon techni-
cally sound principles arising out of the adoption of the
recommendation made in paragraph 7 a.

(2) That these new regulations be rigidly and strictly en-
forced and that the Department take all necessary disci-
plinary measures to insure their strict enforcement by all
concerned.

(3) That the Department be provided with such literature and
technical advice by the War and Navy Departments as
will be of assistance in the elaboration of the new
regulations in point.

g. That a tour of duty as cod#ng officer at the Department in Washing-

tor or at an important office be made one of the mandatory requirements for

-1 5~
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the training and duties of junior career officers of the Foreign Service.
These duties should correspond to those of coding officers in the Navy

and should consist of the safeguarding of secret and confidential material;
the actual coding and decoding of secret and confidential messages, plus
routing, filing, distributing and paraphrasing messages; and advising
superior officers as to correct procedure for the maintenance of communi-
cation security.

h. (1) That the Department take such measures-as may-be necessary
to provide an adequate and technically informed inspection
service for its cryptographic operations in foreign
countries, with a view to insuring that all the regulations
having a direct bearing upon communication security are
observed.

(2) That the Department take steps to have designated at the
Department in Washington and at each of its offices in
foreign countries an officer who shall in addition to his
other duties perform the duties of "cryptographic security
officer", who will be responsible for the enforcement of
all cryptographic and communication security regulations at
his station.

(3) That the Department serve notice on all personnel concerned
in the maintenance of communication security that severe

disciplinary action will be taken in future cases of Llaxity,

~16-
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carelessness, or negligence in the observance of regulations

established to preserve security.

Leland F. SaffSrd,
Commander, U.S.N.

Harold G. Hayes,
Captain, Signal Corps, U.S.A.

Frederick E?vesey

William F. Friedman

APPENDIX 1:- Copy of letter
from Secty of State to
Secty of War, May 12, 1941

APPENDIX 2:-Findings of study
of methods followed in
trasnportation and forwarding
of cryptographic publications
and documents
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"\ NAVY DEPARTMENT
! ffiag of the Chief of tiaval peraticns
F¥IC

1a reply refer to No. E OF INAVAL INTELLICENCE

r
il‘ I

Cr-16-F-7 TWASHINCTON _
££-3/mN3-11(Rz) '
Seriz) No. 1337716

Fron: Director of liaval Intelligence.

To: Director of Neval Comymunications.

Subject:s Request for Bepartment of State Cipher i i
No. 397, "Gray Cipher.!

Reference: (a) Ltr. Naval Observer, Recife, Prazil,
to D.N.I., A6-3(0L9} undated.

1. Tae following from reference (2) is quoted
as a matter under the cognizance of the Division of Naval
Commuriicztions:

"It is requested that this office be
furnished, at the esrliest possible date, one
copy of Department of State Cipher Wo. 397,
kncvm as the !Gray Cipher?.

"Daily reports of ship movements are
made to the Naval Attaché, Rio de Janeiro, in ;
this cipher. |

"To date...it has..been possible to use '
the copy of the 'Gray Cipher' held by the
Anerican Consul,

“Y'hen a Vice Consul arrives at Recife... F
the Consul's copy of the Grey Cipher will no
longer be available,

"Air pmail reply is requested."
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July 3, 194l

"‘ﬂ"’?“"‘-r
I—-....J.— LaisivalU A

Yor! Vr. Y. V. Sulmon.
Dapt. of Compunications end Records
Dspurinent o’ Sta‘
- S pxiz
. wub‘sct'w Re ,ucst frsm U. S, Havel Obsorver, Poa**e B*az A
i o ifor'a cop? o; wu*ay c het" . ,

l. Tne follor‘ng intor le“ recelved fron the U, S,
Kevel Observer, Reoire, Brazil is quoted for your informa-
tion:

"It 18 recuested 2hat this oflice be furnlshed, at
tae ea liest pecseibla Gate, ome Copy of Departuent
of State Cirher Ho. 397. Lnowa as the 'Gray cs phor'

~et

"Dsilv reporta o‘ sh-p movcments are Lade to the
lavel Attache, Rio de Janelrs, in this cipher.

"To date..it-hus..been Tossible to ure the copy of the
'Grey Clphert held by the American Consul,

"ien & Vice Consul arrives a%t Recife.,.the Counsul's . b
copy of t he 'Gray Gipker® will no longer be avalledble. 4
“Alr mail Teply is reguested,™ o | (i
2. W41l you ple=sa edvige thls office as to your desires
in the above case? T~
3, We vill be pleased to odtair frou you a copy of the
"Grey Cirher” anéd forwerd it to the Observer, Fecile, or itale

any other steps ceexcd beat bty you,

L. F. Safford,
Comrarnds>r, U, &, Ls:':‘;
Cor=unicatiozs Security Section
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—CENMFIDENTTIAL e
0p-20-G
mL Memorandum

From: The Director of Naval Communications.
To: The Chief of Naval Operations.

Subject: Navy Cryptographic Systems available to
American Mission in Moscow

1. I have ascertained from Mr. Salmon, Chief of
the Records and Communication Division of the State Department,
that the President's note to Mr. Stalin which was publishedby
the Nazi Press was sent in the State Department 'brown' code.
This code is one of their low security systems which they use
for matters Like this where the direct translation must be
given to a foreign government and where no great matters of
secrecy are involved. I surmise, although this was not con-
firmed by the State Department, that this note may have been
sent in the "brown'" code with the expectation that it would be
read by the Nazis. The American Legation at Moscow holds two
or three other systems of enciphered code whic¢h possess real
security and are available for any important negotiations
between Russia and the United States.

2. If it becomes necessary to make Navy crypto-
graphic systems available to Mr. Harriman and the American
delegation 1in Moscow, our Naval Attache in Moscow has a brand
new private cipher system which will offer ample security for
any traffic which we can conceive will be sent. The chief
difficulty with this system is its slowness. This system is

immediately available. The key is photogrpaphéd by micro-

photography and carried in the case of a watch on the person
of the Naval Attache so we may feel confident as to its
physical security, The Naval Attache also has a more common
Naval Attache and Observer System which sould not be used
for highly important matters as it is widely distributed
ashore where it is exposed to theft and other methods of
compromise.

3. In addition we have other cipher systems
avaitable which could be sent to Moscow for the use of the
American Legation, the great difficulty being that of
delivery. The most rapid method would be to take from Cavite
a reserve cipher system in store there, transfer it to Vlad-
ivostok by destroyer or cruiser and then send over lLand to
Moscow of wherever the future seat of the Soviet Gowvernment
may be in case Moscow should be captured.

COMFEDENTIAD

(RETYPED FOR PURPOSE OF CLARITY)
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This would necessitate the Navy -providing two officer couriers
to transport this system from Vladivostok to Moscow, and would
require special arrangements with the Soviet Government to

expedite tand or air transportation from Viadivostok to Moscow.

4, Since there is no evidence that the State ‘Depart-
ment high security codes and ciphers held by Moscow have been

compromised, we will take no further action in the matter pend-
ing further instructions.

Respectfully,

IDENTIAL

(RETYPED FOR PURPOSE OFf CLARITY)
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Op=~13A/PS Qct. 22
Serjal No.036413

SheRil_ (SCIL1101/D0D432

Sir:

In confidential despatches number 53 and 55 of October
19, 1941, the American Minister at Reykjavik reported the
details of recent damage incurred by the U.S.S. KEARNY.

The probability that the State Department codes have been
compromised not only endangers the security of the matters
described in such despatches but also jeopardizes the Navy -
ciphers in which the same information is reported by re-
sponsible naval officials.

It is therefore earnestly requested that the State
Department give consideration to the discontinuance of
such reports when the originating official is located in
a place where the information can be conveyed to cognizant
authorities through normal naval communication ghannels in
the appropriate cryptographic system.

Respectfully,
FRANK KNOX
The Honorable, m
The Secretary of State.
Op=16.
€C: 0p-20
" Fqc
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0p-20

OFFICB OF THE CHIEF OF MAVAL OPLRATIONS

WASHINGTON

8 December 1941

MEREQRARDUM ¥FOR THZ CHIEF OrF HAVAL OPERATIONS

Subject: Security of State Department Codes.

155 The following extracts are cuoted from the repoert
(dated 26 June 1941) of a special ccmmittee vhich investizated
the Stzte Depertment communications. These cover the nore
importeant aspects of the report.

The Committee consisted of the following:

1
Commander 1.F. Saffcrd, U.S.N. (0ffice of lavzl
Comnunications)
Captein H.G. Beves, U.S.A. (Signal Cervs, 0ffice of
the Chief Signal Oiflcer).
Mr. William' F. Friednan, Var Dewnariment, Technical
hcviscr to Captain Hayes.
1(Feqeral Bureau of Investigation).
¥r. Frecerick Livecey (Department of State).

1

B - The Coumittee completed its investigation in four
sessions, held on May 27, June 2, 9 and 12, 1941.

C —~ Findings:

(1) In generzl the several crvotccrephic svstems now
employved are technicaily sound anc efficient,

(2) The methods and means usec¢ to encipher nesszages
of highest secrecy and irportence appear to be too
siow for modern rapid coxmunication.

(3) The procedure &nd safeguards follovied W i
Depertument itseli in the compllat_on and prey
tion of the codes and ciphers, and in their
physical distributicn &ansé accounting apnesr to be
satisfactory.
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(4) Except at the Departimment itself and at only a
few of the large emtaszies the facilities,
procedures, and regulations for insuring the
physical security of cryptograpnic paraphernalia
appear to be woefully inadequate, these
constituting in @ll probability the greatest
source of danger to the security of all couzauni-
catlons of the. Department.

(5) The Departient does not zppear to have clear-cut
definitions of and delimitations for various
classes of confidential matter; it does not appear
to have clear-cut regulations governing the
drafting of messages to be transmiited in
cryptographic form; nor does it appear to place
responsibility upon the proper persons as regards
determining and indicating the classification
according to which an outgoing message should be
handled.

(6) The regulations and procedure governing the
preparation, handiing, distribution, and filing
or ultimate disposition of plain-language versicns
of cryptographed messages, while satisfactory
within the confines of the Communications and
Records Division itself, appear to be woefully
inadequate when these documents pass outside the
aforementioned Divisicn. It appears that an
unspecified and constantly varying nunrnber of
verbatim translations of incoming cryptographed
messages must be prepared by DCR upon the request
of officials of the Department who deem it
necessary to furnish copies for the information of
others who mizht be concerned. The reproauction
of copies is novy by means of uncontrolled mimeograch
and this is regarded by the Comalttee as a hizhly
dangerous practice. No accounting for the multi-
plicity of copies is made nor is there any assurence
that additional copies are not made and circulated
within the various divisions. Accounting for copies
under these circumstances 1s not possible even swith
much more clerical assistance than is now availzble.
Further, there is neither unifcorrity nor certainty
s to the mamner in whnich these verbatim transl:zi-
tions are handled or filed in the respective
divisions to which they azre sent, and in many czces
doubt exists as to their ultimate disposition.
¥hile the Comzmittee made no inwvestization as to the

procedure followed in the case of outgoing messages
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initiated within the respective divisions, it
would appear probable that there is considerable
danger from the existence of work sheets and
carbon paper bearing rough and final drafts of i
outgoing messages to be cryptographed in e
confidentiel codes and ciphners, Finelly, it

appears that no greet care 1s exercised with

regard to the number of persons to vhom verbatim

or even paraphrased copies of secret messages

are shown, in many cases this being perhaps

wholly unnecessary. Thase unsatisfactory
conditions probably constitute the second great
source of danger to security and, if not corrected,
security of communication can neither te maintained
nor even established. In this connection it is to
be noted that in the militery and the naval

service a commissioned officer is not, merely by
virtue of his commission or his rank, entitled to
receive secret informztion in which he is not
directly and officially concerned.

(7) The Committee has reasons to believe that there is
no careful coordination between the persons having
knowledge of the contents of cryptographed messages
and those who prepare informetion embodied in the
form of press releases which may contain matter
transnitted or received in cryptographic form.

(8) Although the principles folliowed in the selectiion,
training, and assignment to duty of cryptosraphic
personnel within the Department itself appezr to
be satisfactory, the Comaittee has no kmowizdge of
vhat may be the case in this regard in the
Departnent?s Efubassies, Legations, and Comnsulates.

(9) It would appear that the Departaent aveails itself
of cable routes rathsr than radio channels swherever
possible, a procedure which is to be highly coamended.

D - Recoumendations:

(1) That the Department of State adopt the same
definitions of and delimitations for classes of
messages and docume:nts (with respect to tke
various degrees of confidentiality, vis: RESTRICTED,
CONFIDENTIAL, SECRET) that now subsist in the Var
Department and in the Navy Department (both of the
laztter now have identical classifications and
practically identical definitions and delimitatisns
therefor.
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(2) That the Department establish a more detailed
system of accounting for cryptographic
paraphernalia, using special forms for receipt,
semiannual report of possession, report of trensfer
from one holder to another, &nd report of
destruction.

(3) Thet for its most secret communications the
Department of State look seriously into the subject
of automatic, electrically-operated cipher machines.

(4) That immediate measures be taken by the Department
of State to provide suitable coavbination safes for
the storage of cryptographic paraphernalia and
confidential files at 211 its Embassies, Legsticns,
and Consulates not now provided with adequate
facilities for proper safeguarding of these
materials when not in use., Further, that the
Depuartment take immediate action to insure that only
sultably paid American citizens are employed at
outlying offices as guards when those offices ar:=
closed between office hours,

(5) The Comaittee takes note of ths present requirezent
that "each time a chanpge is effected in the
conbination of a safe the Depeariment shall be
informed by means of a card prepared in the
following form...f" and that '"this card shail be

- transmitted to the Department in a sealed envelope...'.
The Committee doubts the necessity for this require-
ment and recommends its immediate elimination.

(6) That responsibility for proper dcafiting, for preper i
classification .and for clear indication of
classification be placed uvon the criginators of
messacges; thet the latter two cecisions not be 1zzde
a responsibility of the cryptograpnic personnel;
and thzt the Department take such action as will
insure observence of the regulations apviicable to
these functions,

(7) (1) Trat the Department draw up new and detailed
rezulations governing the vreparation, handiing,
distribtution, and filing or uitimate dispocition of
plein-~language versicens of cryvtograpred m2ssages
for the guidance of 2ll Divisions vwithin the
Department and of «ll of its mehessies, Legotions,
end Comnsulates, thase regulestions to be based uzon
technicslly sound principnles arising out of the
adopticn of the recoimendaczion mede above, R
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(z) That these new regulations be rigidly and
strictly enforced and tlzt the Depsrtuent
teke all necessary disciplinery measures to
insure their strict enforcezment by all
concerned.

" (8) That a tour of duty as coding c¢fficer at the
Department in VWeshinpgton or at an important office
te uwade one of the mandatory requirements for
the training and duties of junlor career officers
of the Foreign Service. These duties should
correspond to those of coding officers in the Nawvy.

(9) That the Department take such measures as may be
necessary to provide an adequate #nd technicelly
informed inspectlon: service for its cryptograph.ic
operations in foreign countries, with 2 view to
insuring that 11 the regulations having a direct ]
bearing upon communicazticn security are observea.

(10) That the Department take steps to have designated

. . 3¢
at the Department in Washington and at each of ok
its offices in foreign countries an officer who - a;;
shall in addition to his other duties perform ikh

tre duties of "cryptographic security officern,
wvho will be responsible for the enforeement or
2ll cryptographic and communication security

regulations at his station. :

(11)Thet the Department serve notice on 211 persornel
concerned in the maintenance-ef communicaticn
security that severe disciplinary &action will We

aten in future cases of laxity, carelessness, or
negligence in the observeance of regulations

established to preserve security. ' E
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Office otf tha Chief of Naval Ornersa:
7Y (12-22-41) Cffice of Naval Inuell‘;ence

Jen 7, 1942

R W e Sedoéd‘ﬁéioréﬁdum Endorsenent e
frcﬁ:l. The Director of Navel Tntell*gapcee
To: Director, Navel Communicetions
Via: The Director, Ships' Movements Divisfon (Cp-38-0)
3 A;{.Subject' _‘Stata Departuent SP l Code = quuos* for copy Ox.

- l. : 'Fcrwarded as a: matver unde* the cogu¢zence of
‘ the Comrunieavion Div*aion, requestirg return of papers with
Information upor which to baste reply.

Ry ' - . A. Heargd,
R i By dlr cUion.

CTp 3 , T 5 I -
£6=3/EN3-21 (MU) {12~22-41)
Serial 03537

Februery 28, 1942,

ST
R

Tni*d‘unmorandum Endorsement“'

From:  The Direﬁtor, Convoy end Rout ng D1v151onﬂ OD—,;.

To: The Director, Nzval Communications.

Sudb ject: Stete Department S¥-1 Code -~ Recuest for Cory of.
1, Alphabets from CSP1302-M are belog lssued to lavel

observers and Attechefs for the reporting of ship moverznis,

Distribution has probably already reached the origlinater

of subject letter,

2 The icssuance of Stete Deperizent SP-1 Codes cghould
tnerefcre not 8 necessary.
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e Pt oS il - AMERICAN IEGATION -~ - . -
" s P M.»mc;w., NICARAGUA
CENTRAL AMERICA

? Decembsr. 22, 1941, ; EE
From: Assistant Naval Atteche, }anagua, Nicsragus.
To: Director of Nzval Intelligence.
Via: Us S. Naval Attache, Guatemals City, Guatemeala,
uub,jeot'--t--:“-Stnte Dspa;tmnnt QP-l Ccie'~“Recuo 4 for copv of._ "u#':ﬁ;]g%i

B

PR

l. & I* is reqnesuea +hat th‘s ofrice be fnrnished

a’ 00ﬂy of the Stete Department SP-1 Code. This ccde is now
belng used by the Naval Observer in Corinto and consular
officers in reporting ship movements end other matter to
the Assistant Naval Attache. The American Legation in
¥znagua possesses two covies c¢f this, one cof which hzs been
tempo;arily assigned to the Nevel Observer in Cori nto. The .
Lega*ion ‘requires the othsr copy ;or 4ts OW“ use.:- SR

Gef

?

N, v Ttids reoua ted that 1f-@ oopv Vf th CeoGe is St L }%é
supplied this office that it e sent b State Department
pouch dirsct to Managusa,

Allison Dunhar

Tst Tan?sSiEn? _____ 27 TeTemuer,
Cuatemala Cit}, G*atemala° 141,
rrom: The Naval Atteche end Naval Attache for Alr,
American Legation, GCuatemsla City, GCuatcnale
To The Director of Naval Intelligence.

1, Forwarded. Ship movement reporis {rom seapor
are teing received in this code. One copy has been crawn T
consulste General ian Guatemala for use in this office.

L cousuletes
row the
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DEPARTHENT OF SIATE

VASHINCGION

January 16, 194z

A 3 i oy e 2 T

Ily dear Nr. Secretary:

In its efforts to impreve ccocurunication facilities

between the Department and its rForeign Service establish-

ments discussicons with officers of the Navy have developed

the possibility of assignment to the Department of State
of cipher machines now being modernized by the Navy
Department., It is believed that a very ccnsicdereble
improvement caen be effected &nd it will be greatly ap-
preciated if, as has been indicated, eighty of these
nachines, together with three hundred wheel sets, can

be furnished for distributicn to Foreign Servlce estab-
lisnrents in the American Kepublics and in such other
ccuntries es may be feasible.

The cooperation of the iiavy Depertment in thus
encbling the Despariment of Stete to strengthen its
communication fecilitiles and the preserveticn of the
zecrecy of its messages will bei%alued cerntribution
to the national cefence.

Sincerelr yours,

CORDELL EULL

/[ CO0PY7J
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l; In compliﬂnae nith ;o“r versal o*de ths follewing
infcrmation is submnittal concerniag the dic tribuqion of the
Shirving Ccatrcl Cithner by the Stets Departrent,

2, About Ncvember 10, in oonference with kr, Sel..on
end other Shate Departnment ruﬁreseutﬂt¢vns, the guesticn ¢f
distributicn ves raloed.  ¥r., Solzon °*gted that the State
Tepzriment world arslsr te LQKP tke disiritutien to Ameriesn
Gonsuls., Tris eipher,. with each pockege iniividually
edaressol tc the Anerisan Cousul copcerned, wes delivered to ’
the £tate Cepartiment on Decexber 2, 1941, At that time
X¥r. Oslzmon was ebsent cn 2 tour of imspectlion, Llr, Drissol,
his elds, vas oontaoted and invtrnct1Cﬂs given hiz reletive to

stributican., x>, Drissol decired tc teke no ecticn until
orfioial instructions were recelved by letter, These
in»“ruﬂuions REIe sl ed by Seonav ca December 8.

I aohin contac»ea ur. D“icsc? but he esemsd reluciant to
take &oeicn, stating that }Mr. Salmen smeg dus to return to his
pest 1o the next dﬂj cx two, T, Salmen callicd Ccptain
u“rfozd stout Decemder 15, cad fnquired into certain detcils
ci tre Ch‘ap*ng Coztrol C'“hv-. e sieted thet he desired
furvher digcussicn but wes co leavily ladened with work et
thie tize that be preferred (o dela? uatil after the Chrictises
helidays.

Ox Jaruary 2, X peld £ vicit to iir. Salmen &t the Sicle
Lunertoaent end rTuriker discussed the distributicn of the
tiincr, steving thoet the comzsncement of Cistridbuation wiec edt
fanerdatdva, s, felnln sspecd o LIl rawedinic rotlcon, 2
tond hire Loot wa weuld, be gled to egozer~ie lu sny woyw,

e
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. Testerdey {Jopuary 15) finding thet no sction iwd bee
,ayﬁn, tae iuﬁbrﬂ wers cbisinct froa the Et"tn Department, :
with Mr.. Salzon'g epproval, and delivered to C.H,J. mail rcom.

gy h.I.,JiLl ﬂiva thﬁa fi&t“ibn*i ca priority. . : ‘ ‘

Respectfully,
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" MESORENDUM FOR: . -ADMIRAL LEIGH LOYES

Please note tne enclcsed letter from
the Secretary of Stete as«ing for soze cipner
machines. Will you advise e a5 tc now to
answer this letter anc just whet we can co.

g
-

Attachment
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_— tg- -oqnest o* the ¢ Bavy Depertront, certain ecasulas A
2¥ff1cisds cf the 3tate “cp‘rtmenﬁ heve been for some tirme making c
ceullderntial reporig of ziippring tc 2nd {raa the ports st waich
these ¢fficlals are stalicned.

A represcntative of the Etzte Tepariment recently called
the attention of a represcnlstive of the avy DPepartz=ent to the
fzet that certatn of tho State Deparinent coies used for these
gh*pn4““ reports are Gefinitely knewn to hove besn cozpremised,
o arse a log devrae of security,

While appreciating the fact that these ccdes have been
couprodiised, 1t is felt that until secure codes now ia process
of ﬁistribu%l n are received the information in regard to ship
novenments is of such Zpporiance thet the possinility of inter-
cepiicn nust Lo accepted, :

e

gL : ﬁ Respectfully,

Yhe ilicnorable,

The Secrecvary of State.

CC:. O0p-16
O0p-20
Op-38
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SITUAZANDUM YOR TEW ERORSTARY OF THS MAVY,

{abe ety {{ipher.

tor

, £td‘c nax ”“ 4‘.1«\-'

“”fzzcla“nr?::iixﬁhﬁﬁg

. . b

L0077 It U popeinie Lo fativ caunl v‘wi

ol the Secretary of Eiste, dadtnd Jonuayry i,
1:her R chines and 220 wooel 2 ¢« Thne Chio

of Gnips has ladiea tcu L5280 he 13 handliy 2l
of favy fNoasend vdthent ipecific sutiworisit

Re i ¢ rb is "ragsxﬂi T2 lzgus tLosg r’"“fEES‘ togeithay
with ehead agis, dnslructions, dte.,; to tha gkate wcnerszamc
?lthrhu chﬂ,u ot £ loay banls, ot the Hawy'rataining
crnersilp,  Ihe un?: il rotuin & reserve of az rately
tern uclines at the Fashingion Havy Yot ind will haondle
whe waltter of overkauwl end repnirs by rocalliing & Gefective
swehine #nd dssuing & ncw muchine on ru,iacam:nt. Tha State
cepurtzant wWill D3 responsidle for zoescuniing for the
individuul nsehines, . aaua soxe procedure 12 Lollovwgl with
ather codes .and eiphars which in just times howo huwmn
Jumished by the Yavy $o0 the fialq Depuriuzent oy by the
Saute Depordmant ts';hs La"y g8 thy Q&ﬂd Say bea

e A tentative raply tc the feerstery of &tlate ia

1
PRI T L
Resjoeifuily,
H. R. 3terk
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CONET . ) January 26, 1942

Op-20-G /EF (LFS 1/24/42)

MEMORANDUM FOR THE_SECRETARY OF THE_NAVY

Subject: Cipher Machines for the State Department.
Enclosure: (A) Tentative letter to the Secretary of State.

1. It is possible to fully comply with the request
of the Secretary of State, dated January 16, 1942, for 80
cipher machines and 300 wheel sets. The Chief of the Bureau
of Ships has indicated that he could handle all charges out
of Navy funds and without specific authorization.

2. It is proposed to issue these machines, together
with wheel sets, instructions, etc.,:to the State Department
without charge on a loan basis, but the Navy retaining
ownership. The Navy-will retain a reserve of approximately
ten machines at the Washington Navy Yard and will handle
the matter of overhaul and repairs by recalling a defective
machine and issuing a new machine as replacement. The State
Department will be responsible for accounting for the
individual machines. This same procedure is followed with
other codes and ciphers which in past times have been
furnished by the Navy to the State Department or by the
State Department to the Navy, as the case may be.

3. A tentative reply to the Secretary of State is
appended.

Respectfully,

H. R. Stark

(RETYPED FOR PURPOSE OF CLARITY)
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- o ke Bagy Tewosimond vill B ;led to eoonevsis witl the
o Deprrimeat La eavplyiug oeiijlsy cliplier srciiizes cul shres
tnireld vheal sese, &F recussted (o your lettsr of Jeovery X6, 1947,
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ir :a

it ic dellgvenl prefersilie iheab the kavy lTeneiinent refein
the 11818 0 tha3sp sechings end imsue them o2 w loxa dusiszs Ter aa
$ndefintie poriod, Ly stas se kausg dova doze with vados rnd elphere

fexued dy ths Havy o the fizie Denoxrtsnent, or vice versz,. Ja {his ' ?E;i;.,
wr7 tho Xowy Daperizent wil) be racponsidle for tbte reuelr ond e btasc
unkiren of theee mecihinse (soide frex rouilne cleanics end walnirnenze) T
red avwkhwerd oacttione of aceomatiag 22l treaefer of frndes i)l be

avoiced,

It w111 b possible to lscue A fetw crchines fn ths near
fubiire Sul 1z will be ot lecst elx wonths to a year before all eighty
raetine® can be mede svelledle. This 4s dne to tho fact that eccy

£ theaes azchlase will bava ‘o de Paoslled fros s2ins 4n the Peeiflle,
cad tlie $het und the Siehlnes wiil lave to unlorso srovongh overheul
end asisralreticn prior 4o istae.

-

The Snvy Dencrizeant 19 cnly tso glad to cooverete vith ths
Departnest of Stote &z etrexgtiening Lte communicetion fecilittiee rad
rroserving tre secrecy of ite messcge.

Clpcerely yours,

R
b
, Pegoratile Cordoll 721 gﬁg
Scceretery of &tate : ’
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January 31, 1942

CONPTDENIIAL

CONFTDENTHe

(SCY N36-105900A)

My dear,Mr. Secretary:

The Navy Department will be glad to cooperate with the
State Department in supplying eighty cipher machines and three
hundred wheel sets, as requested in your letter of January 16, 1942.

It is believed preferable that the Navy Department retain
the title to these machines and issue them on a loan basis for an
indefinite period, the same as has been done with todes ard eiphers
issued by the Navy to the State Department, or vice versa. In this
way the Navy Department will be respnsible for the repair and
upkeep of these machines (aside from routine cleaning and maintenance)
and awkward questions of accounting and transfer of funds will be
avoided.

It will be possible to issue a few machines in the near
future but it will be at least six months to a year before all eighty
machines can be made available. This is due to the fact that many
of these machines will have to be recalled from ships in the Pacific
and the fact that the machines will have to undergo thorough overhaul
and modernization prior to issue.

The Navy Department is only too glad to cooperate with the
Department of State in strengthening its communication facilities and
preserving the secrecy of its message.

Sincerely yours,
FRANK KNOK
Honorable Cordell Hull

Secretary of State
Washington, D. C.

(RETYPED FOR PURPOSE OF CLARITY)
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Cend 300 sesecisted ﬁuﬁaa ‘rebs. :
Lo It is reQLastcd thet 30 Eerk IXXI HIUts (CSF 1127)
sad 300 Karle YI1 ECE wagsl sets bo usnu4hctur d bty the
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SP &34 cevicas, az meucssary, *“-cn there L undue deley in
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RETHBN TO 20-G

20-GC
CONFIDENTIAL
Op-20-G/EF
(SCIN36-10 (LFS 2/4/42)
Serial 05920 FEB S 1942
From: The Chief of Naval Operations
To: The Chief of the Bureau of Ships.
Subject: Cipher Machines for State Department

Reference: (a) Secnav Conf Ltr (SCIN36-10 (05900A) °
of January 31 1942.
(b) Opnav conf Serial 02120 of January 13,
1942.

Enclosure: (A) Copy of reference (a).

¥ In reference (a), the Secretary of the Navy agreed
to make available to the State Department 80 cipher machines
and 300 associated wheel sets.

2. It is requested that 80 Mark III HCM's (CSP 1127)
and 300:Mark III HCM wheel sets be manufactured by the
Washington Navy Yard and turned over to the Chief of Naval
Operations (Registered Publication Section) for distribution.
This is in addition to the 20 Mark III BCM's (CSP 1127)
requested in reference (b).

3. Authority is hereby granted the Washinton Navy
Yard to utilize 80 CSP 691 and 692 devices for this purpose,
as they become available. Authority is also granted to utilize
CSP 694 devices, as necessary, in case there 1is undue delay in
the procurement of unwired BCM wheel sets. Destruction reports
for CSP's 691, 692 and 694 should be submitted together with
preparation reports for CSP 1127 and associated publications.

4. It is understood that the Chief of the Bureau of
Ships has funds available for this purpose.

Joseph R. Redman
By direction
Copy to:
Comdt. Washington Navy Yard..
Registered Publication Section.

(RETYPED FOR PURPOSE OF CLARITY)
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From: - The Chief of the Buresu of Shipa,.

To - The Cormendaat, Mevy Ysré, wWashingtorn,

Sub ject: Burezu of Ships Froject Orders 510/42,
' 516/&2 end 531/L2 to Navy Yerd, n¢°v*nsto s DeCl

" Reforéroe: (a) u:Fé Conf. Ltr. 0p=20-C/zF () V;é-‘o -
R 7“,115314 Serial 05“ 0 of ?eb“uu‘J 5,,l°L2. s

the necG for the furiner meaufsctuire of Uark I ECL CCquerS
cn °u;eau of Qh133 Jrofect Orae? 510/&2. o 2 S e
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rorts for "a“‘ I BgiY subinitted in eccerdene Bth ref’=-
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tcrmineted and ¢hat the belance of funds ren2inin: unex-
rendad de returned to the Zurczau cof sklpa, PYerts bulll
cn Projeet Order.510/42 .mny be usct to complete equipucnt
baine censtructed on SurOP“ of Shinps Project Ordsxn 515/1,2
and 5;1/42. e . .
L, It 1s requasted that this Burcau be notiflied
of the dete of terainetion znd ¢l the uzenitenced taance

1, A rooent dire uive frea the Chlef of Haval
Opcrationc, reference {(a), authorizee the utilization of
102 lieri I ECU's for the "fnufacture orCsP=-1127 Ceviceu
on Bureau of Ships Froject COrdéer )Jl/q&o Trds directive obviates

of Project Order 510/)2,

T ALY
A’ QR VEN

'?.
3y éircection

Cony to:

BUS, AIDA
CFHAY (0p=-20-G) .

LR

A T TR T Yy

eI e LA et

.’
-
r

E o



f‘_-—_—_""‘--._._

3
or m.:su* rML'*d,.r

'_t is derstocd’ thet m 2 the poaris o Lhaed ploptors
i ha\;ra hm RS m.t.—-.

SR P AN T 1 T i T:':Fai’.ibm m-\ul

il -

noved ﬂ*c.,. ..t**:z.s.

a7
YA
| g . - ‘e 3% o
A s ing Dhaley. o" L0 Dureat 6f Shipde
Cobloat: . EXM f. ,..,.«m .{c’* *;6?} - Henurioture ol

5 . 533 --% (ﬁ} *“"“rﬂ eus the el 9“‘ oxdpr for

Le samgas AT o“ Ehn gabiect u.‘i‘:;:p:% o *‘e: us,.s.,:j;cn nary

> * ﬁ . L - "1 X
h ’Lg tg 1‘: :’E:Ae ‘\ “ Trimeen l - ; u-’-t‘ l- "‘ - ‘u"} a15‘ ‘nw o ’l:-fg ‘ e i“
15 38ead oy too manuie ""...rs o 005D 127 fevisza, Tide wuntion
- 1 = " ey - - L * -
conzdderat dond .E“"""sé’ b :‘.az‘ *c “ZET!I.G. B 0ny :.,:t;:;"!s:,*:, ey

_ “ ;‘ :‘.:.u'_ ﬁ-x:..:m 250 :.‘:.rs: av. 11:‘3-'::.;&* ? 6"&‘ YR e
thers ‘;:.'."..3. o *..1* Ry 85 o7 691 Covicsa ::...r::s fro il oeend

condition but S0 ﬁ::-‘*c_ Lse % Lholis prezecs forze  SDese

a3 c:."-:m s of "'"ﬁ? :':*‘" on ¢9 tke e :.3.:.‘-:.'-;;:3.\, acu *za“ ¢ ol
the Lar: IT eile I3 .L& ms'*ca thas 0 0L edoplors Bz sthe
*‘u:u. rad for each of the above Kuxrk I Z35Vs, 89 that sll

= and laxik X RGN W '”" Saye o Thuauate™ poar rmehdne.

--

-_fj‘ Gk as;wﬂ"-‘z...';? aea no.. m ﬁ"w%sea.

o
"J-' X

XN 4 3.3 ?...grsfa*o -c.*t.n:: vl ”-r.: & 594.. o

Le i._.ma Loy “‘e '“‘“‘*.L:‘.‘anuu“e of “75 38 h...;-ﬂ:gt, To {G:Z’ ‘-.}
ir cocordense with onbinal plens, Elshtyelive of thess
ahould La L‘"z:_. *“aﬂ'.r“s nigh ““‘01*.'.‘!‘.;' =8 the *—:,.:q:.':_*:.:,"- 65
Ly bs siven dow o 1:‘.&."‘ ~RA50 c::::u:. Tz sl ayver o
tie ::c:;-wc § 1 .\‘L.J c»... ign «avt!.cn o Cigioibgtlius when
l‘.‘.OL"D.»@uhw

La o It is 9 r@mastc& thut 83 couverslon Lits bo
codo wy 50 thut 102 Xossvery eliereilions Lo 3P &OL can be
rmds on ghort r'*‘“cs. '

-

Qony Bog 400 U I b=
C::::dt ,,..,, ‘F.':..::E, F-F30 ‘-::."t;'“; }{rc TR D, L

bk i L3 & ."I...“ i v

irc' tien ° 183 o

Chdal ¢5 *t:::,c:? Suonilen & sditen LEpe
Raslotorad Pdillozsion Jaotlon =7




B
Op-20-Q/ik
(soON3E-10  (LFS CUCHULTS, February 26, 1942
Serial 08220
—GONRL DN
From: The Chief of Naval Operations.
To. : The Chief of the Bureau of Ships.
Subject: ECM Adapter (CSP 961) - Manufacture of.

Reference: (a) Buships Conf. Ltr. Serial A83-717 of Febru-

ary 24, to Commandant Washington Navy
Yard.

1. Reference (a) closed out the project order for
the manufacture of the subject device by the Washington Navy
Yard due to the fact that 102 CSP 691 devices would be uti-
Lized for the manufacture of CSP 1127 devices. This action
is considered desirable in order to obviate any possibility
of misunderstanding.

2. After manufacture of the CSP 1127 devices
there will remain- about 85 CSP 691 devices which are in good
condition but of no further use in their present form. These
are capable of conversion to the cryptographic equivalent of
the Mark III ECM. It is desired that two ECM adapters be man-
ufactured for each of the above Mark I ECM's, so that all
Mark I and Mark II ECM's will have two 'baskets' per machine.
It is understood that most of the parts for these adapters
have been made but the final assembly has not been started.

3. It is therefore requested that a project order
be issued for the manufacture of 170 ECM adapters (CSP 691
in accordance with original plans. Eighty-five of these
should be given fairly high priority and the remaining 85
may be given low priority. These should be turned over to
the Registered Publication Section for distribution when
completed.

4. It is also requested that 85 conversion kits be
made up so that the necessary alterations to CSP 691 can be
made on short notice.

Copy to:
Comdt. Navy Yard, Washington,D.C.
Chief of Bur.of Supplies & Accocunts
Registered Publication Section

/s/ JOSEPH R. REDMAN
By direction

(RETYPED FOR PURPQOSE OF CLARITY)
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?iéi?i' "Thﬁ S..havsl Attaché K taza‘s C-v;, Cwa;swana,h

Gabject: © Btabe Depxitmiat E0-1 Code ~ Kaguest Lor copy of.

Pefereuces (&) hncst. Bavel 4t au}a, Bengrus, Confe 1T
A6=2/LT-42, 6F Decomler 22, 194%: wish
Kaval Attache, Guatezala City, L5t Zod.
cated D enber 27, 1241

1. 1efcrenc¢ (a) resusstad copF of fiate Department
ce-l Ccde Soz roperting silp nove¢¢nts.. TRIRES SRS

Za A spocial eiphor (CEP 1302) hes beon recently
furniehied for reporting ship mevenents end for other coommisza-~
tisnz hetweony Consular &end fizvol O0ffdlcisls irn Latin fzerlcen
coumntricy,

iszuend,..

Copy tot
Dircctor of Reval Intelllgence,

Registored Pudblication Section,

5« In vigw of tha foregolng, the £P~-1 Code will not bo
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C-%36-10(483) NAVY DEPAZIUERT
Serial £483-1142 BUREZAU OF JUIPS June 2z, 1542
Vashingicon,Z.C.

SHEE —
Y/ith reference to your regent couversauv..on with Rear
Aduirz)l B, G. Allen regariiing ¢C —ode ._achiinsg far tite Sviats
Depe.rtuent, it is understood that tuese devices ars identifiea
as CE8P-1127, that they are conversicns of the CS8P-091 wnd CSP-~
592 devices which are now-being retired frea field service, end
that tlie ccuversicon is bpeing acco pli h°J et the ¥Washingicon XNevy '
Yerd., Couzonents required for the ctoanversions have been ranu- :
factured and f£inzl 2s5s<ably opera 10*1q Lave been initiated baszd '

on a production rate of 12 CSP-1127 devices per mcnth.

A totzl of 102 CSP-1127 devices are scheduled for uanu-
facture, 22 for the Navy and 80 for the State Department., Ihe
delivery schedule for theése devices i: &s follows:

. Y ot : Nuober of CSP- 112715
Delivery Date - : T Ravy LDet<t. State Dernt,

Prior to June 20, 1942 1
June 30

July 31

Aug. 31

Sept. 30

_Oct. 31

QOO0 OHN
'_l
N

Nov., 230 12
Dec. 31 12
Total uelﬂvered 22 g0
The ceiivery o 12 C3P-1i.7's per saonth veginning July
3L vill ©Te ioproved if preocticzbazs.
r.3Epectiully,
~. I, Van Keurza
Cc::i2f of pureau ol Ships
Ere R, D, Vining,
Surecu of the Bud e,
17ih & Pennsyiveniz Ave,, N.¥.
Weslingtoen, D. C.

FAROR




Rac.io Stations in la

1.

Fe follevwing

Hey 7, 1342

‘Tre Aray and favy R=prese:tati es
tha quest*on of uuporesqion of Clandest;ne“z

¢in Anmerice

‘considering

countries have agreed to send radio

persounel to wesnington for the courss of instructicn to be glven
@t the rederal Cozzunications Comnission, In accorcance with the
letter sent out by the State Department eon tpril 1, 1942, tc ell
Latin nJerican countrieS'““_““—‘““-
S R T T g : 2
e : &r"ent*ha =
Bra e - 3
Cuta
Dozirpican Rcpudlic
Zcueador
..O“IQ r as
Panama
Pareanuey
Ze Cuateuzla stated that 2t wae in zZen nerzi accord with
t{ne pizn but did not Gesire vo send oen ezt this tine, The Stats
Separiuent has sent an adcitionzl recuest asiiing that 52n be sent
¢t this time, explaining ithat it lg cecirable Jor all o these
:2en to coize at cone tine,

3.
be no

to havey t._'xeso aen

_¥r. de Wolf of the State Depdrtucuu believes it would
possibie to mae the necessary arranygenents
nere to bagin their training on June 1,

. "r. u‘Linb and ¥r, Norzman of thrhe Tederel Cozmzunications
Cozaissicn stetea that they could begin the iruining course at any
time, usrovided tuey were ;iiven suflficient notice to :izie the nec-
2u5ary preparations. The ccurse wiLl texe apurorizataly one ontl,
They botn Tcel that thwese classes should e Lii.itel U0 1ot wore
tren <., 22n a2t one time, Their facilliices arz not such Lnzt they
cenl handie ore uen witnhout disrupting tneir own opsri..unis; wilch
cust continue wnile the treining course is in srogress,

D 1 o Junsal in ths 0ffice of the Covuruinator <o Inter-
fmarican AUTzIirs nes ronaried thRat nds office will toile charge of
GELILNY Lai mEn L0 NALIaNIeNn, srovidicmg for thon wihdie nere, anc
asseure retdarn o thwelr rospective co*ﬁt‘ies. Ee stateu ot
throuzi. lthe student ercihien s sysisn set u2 to lLandle problens of
tis nature, the Oifice of tha Coordilnmetor of Inter-An:rican Aflzir
zould wirie ctre of Uils mailtor very ensily. This wvors 2 Lil e
csorcinazed with uthe &late Deparicent,

o0

!.\
o
)

!
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Qe The CQLlpd“hv Lo e uced in the location of the clen- :
desiing vadlo stztions is elther zvailasble et present or is on
order.. Thge,. 10 Adcock Typa Cirecticn fincers to 92 sct up at va riouc
i

~d
~locaticns in South Aazrica &re svailiable et eny tice. , Lta Comir,
weiscr  as charge of this eculozent &t »r Eth, end is hoiding ‘t
witll such tiue as it will b2 needed T
Ty directicn fincers, the ten high Ire
the 20 fized frequency receivers regquest
Sureau of Ships &nd will e evailledl 1
coumuzicut;on receivers aud Lh; 10 freguenc 2
in tha quu AN ol SWipg and Rl ll be a“a_lablc ve

-

50 purtable, loop-
ueney trensaitters, and
G ere sn order In the
Julye 'Tre 10 commercial
Lerg are on orcer
Iy 500N

b

J
:_).
(&)
\

"1 )

_,‘h'7. v& the mom- Ln;&h the ir course at ths Teccral Cotm. o
munication Coﬁgisszcn in July,: provided “ﬂey vegin .une l, &li
of the eoui,menu ready for trensportaticn &nd instell ation will
b> availlaklie, The plon 15 to heve tills go baex wn.ith Lhe persorncel
2o are to use iU gnd nave theo install It dowmedizlely,

8. The delzils &s 1o huw the systea for the locaiion
»f clancesting stations is e opsrate vwill Lo worized out Oy i,
Leraan, tased-on the F.C.Ce's experience in doing simflary vwork in -
tL.is country, '

Se. “he Dirccior ¢ 3ngl COo.nnunizations Wil ork oUl &
suiteble code For vhe use oi tho 10 walor station newworits for
interconmunications in conmectlion yviih tihelir siori.

.Cs Hoogper, -
Aear Almirel, U.S. Hevy

A

et gem—— g e L e g 1
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Op-20-Q/fba

(sC) P11-1/N3h-10

Serial 026420 JUL 31 1942
From: Vice Chief of Naval Operations.
To: Commandant, Navy Yard, Washington.
Subject: Instruction in Cipher Machines

1 It is requested that arrangements be made

for Mr. Paul E. Goldsberry of the State Department to be«
given instruction in the care and operation of CSP 1127
and associated publications at the Radio Laboratory of the
Washington Navy Yard.

2. Please inform the Vice Chief of Naval Oper-:

ations when these arrangements have been made in order
that Mr. Goldsberry may be advised.

Joseph R. Redman
By direction

(RETYPED FOR PURPOSE OF CLARITY)
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Froma:*  Commandant, Mavy Yard, %Washington, D.C.
To: Vice Chief of !MNavel Qrerations,
SU3JzCTs Cipher lachine Instrustion for State Depariment,

Reference: (a) Vice Opnav conf ltr OP-20-3/fb3 (SC)

F11-1/136-10 Seriz) C26420 of 21 July;1%42
‘to Comdt Nevy Tard WashingtonD.C. '

SIS This yard can arrange to imstrust lir. Paul Z. Goldsberry
of the State Department, i the maintenance repzir and creraticn

of the CSP 1127 cipher eguipzant cduring the week Auzust 106, 1942,
or during the week of September 7, 19.LZ.

.2, In elther weok the deily perigsisef irstructicn chall be
from 9:CQ A, to 4:00 P.M. ' N

3. It is recuested that the State Dopartoient te advised to
supply L. Goldsberry with credenilals containing his authorization,
so as to prepeerly icdentify him upen reportirg to this Yazrd for CSF
1127 cipher machine instructien,

' ¢ GEO. FETTENGILL

Frestor: lershall
Ry directicn

Cept. file: (52)P11-1/%36-10

Dee. 57572

RATat 1t ok
1. ':Iﬂ,';
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DRPARTMENT CF STATE
WASHINGTON

= July 31, 1944 st

iy dé;f.ur. Secretary: #

In response to a request from the Department of State,
deted January 16, 1942, the MNavy Departzent on January 31,
1942, graciously agresd to loen to this Department eighty t
cryptographic machines end corresponding rotor equirment.
Thus far, undsr this arrengement twenty offices have been
or are-in the process of being equipped with these machines,
and the State Departxent desires to cxpress its deep aprre-
clation for this wvalued assistance.

4

= .
'-IJ\'_. dé
)

R

As this Depertment has exporienced considereble diffi-
culty in keeping the machines presently used in operative
condition, it is anxlous to have the most vp-to-date elec-
trically operated cryptographic machine obteinable to mecet
its present and postzer needs &ad in this connection it is -
tnderstood thet the Havy Depariment nas newcr and sturdier
electrically opereted cryptographic machines in operation.
Therefore, it 1s esarnestly requested that sympathetic con-
sideration be given to the loan to this Department of a
corresponding nuxber of the latest type of machine in use
by the Navy Department.

i
T 4
"\ 1

e L
Letaie

¥

:
Bl

13
N,

- : Sincerely yours,

The Honorable
James V. Forrestal,
Secretary of the Navy,

Dept. file: (SC)N35-10/ES

Doc. 129811
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Op-20-K-:r
Serial 01606520
(SC)1i36-10

oA R - 7 AUG 1944

g. o nﬁgag = @
HEVICRANT LM

Frem: Director of Naval Communications
To: Sub Chief of Naval Operations

Subj: Release of ECL to Stete Department

1. From unofficial information receivad by ne, I understand
that the Secretary of State has, or will in the very near
future, forward a letter to the Secretary of the havy
requesting that the State Department be supplied with the
latest and most up-to-date cipher rachire which the Navy has
available. This machine is in use by both the Army ard Lavy
for encrypting our highest form of classified traffic. It
carries today approximately 85 per cent of all classified
dispatches passing through the Naval Comzunication Service.
The Navy Department has majntained the policy of not allowing
this machine to be used by anyone other than the U.S. Arzy
and Navy, and it 1s considered that this policy should be
strictly adnered to. The Officer-in-Charge of the Aruy
Signal Security Agency concurs in this policy.

2. . For reasons of communication security, it is considered
it would be most undesirable to release ZC. to the State
Departrment, at least for the curation of the war,

3. This rexo is for your advanced inforziztion only.

J. V. Hurphy
hcting

Beowpr s svmm e o i e W BRI R LLE 0t £pth b
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Fers-4-ohs. - BUREAU OF NAVAL FERSOIIEL
e UL S A R L N 20 19487

To: A1l Stations within the Continental United States
(except Alzeka and Newfoundland)
- ComNaviu
: ComTen fSET"%

,_ .

Sibj Acplica*ion f'cu' designution to uake ‘h, 'Aitﬁen exéﬁiﬁaticn'
for a comnissicn as Forsign Service Officer, Unclassified,

1. Cenerel. The Deparitent of State hes urgent need for additional
For2imn Service CIficers, Unclassifled. Infermation ccnecerning tre
Foreign Service of the United States, its organizatien and functionaz,
the clusaification and duties of Foreizgn Servico Cfficers, and metheds
of salection, and opportunitiss for entrance into the Forelza Service
-of the United States ere described in the ‘snclesed Depertment of Siate
Circular and application blank.

Ete, etc, ete.

Copy of 1tr in EN4 BUREAU OF KAVAL PERSCMIEL file = . -

e —

TReTNITET T
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.0p=-0-k-cp
Serizal 04120
(sClas-2
G T 28 aud 1945

Uy cear Mr. Secretary:

This is written in response to your letter of 13 July 1945,
in which you forwarded a copy of the Executive Order of 2 July 1945,
creating the Cryptographic Security Board. It is noted that you hzve

. appointed Kr. Julius C. Holres, .Assistant Secretary of 'ta*c, as

the State Depertment memrber of the Crypiograrhic Security Coordin-
ating Cozmitt‘e.« X havé"de51gp ted the Director of laval Comrmuriications

to serve as the Nevy momber of the Coordinating Cozmittee. Rear Admiral

Joseth R. Redman, USN, 1s the Director of Naval Corraiuiications, and is
advised of his appointment.

In anticipation of the President's creation of the Cryptecgraphic Security
Board, ce¢rtain plans for the implementation of its functions have

been developed in the Kavy Departrent. Admiral Redrman will subnit these
plans to ¥r. Holmes, and to the War Department member ¢f the Coerdinating
Comzittee, as tentative recommendations fer consideraztion by the
Coordiratirg Committee., It is hoped that they will be helpful to that
Cornittee in formuleting organizaticn plans for submission to the
Cryptographic Security Board at an early date. After reccmencations

are received from the Coordinating Comnittee, ycu will doubtless vish

to hold a meeting of the Cryptographic Security Boerd for the official
establishment and authorizatlon of the working organlzatlon in 4its

. lower echelons.

Vw350 T

1':_fn ‘Very sincerely yours,

JA'SS FORRESTAL

The Konorable

The Secretary of State
Washington 25, D.C.
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HICRARDUN fUR NR. R. F. PACRKIRD, STATS SPaClil, PEOJLCTS STAFF

Froms Cmander S. Bortolet, (5~<0-HI.
Subjact: IdmitUication of State SFS Packagoas.

7 55 Tim Supplszeatary Activity cormirposdenco soctlon (Co-5-13)
daaires to 1oz in all patipges tecsived, Ib 4n thorefore regustted

. thst tha peckagss frox ti> Stris Speclsl Projecte Stalf to Cp=-20-iZ
have extries oA the vuter cnvelero irdicoting (1) the nseo of the adg-
inating esction end (2) & packogs nusbsr. The pacluges will not be
coned by anyons excepl the entliorired pervonrel in Cp=-20-iii.

S. BIRTOLZT
” £e
I
B
oct Op-O-uI-5 E
Cp=20-03 ; ,
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SA=B « Mr. Hoxba durs 6, 1847

5?3 ¥r. Packard

- Ielc‘::po Gimuita wf..thin ihe ? m_ &£P3 Atzvs,

, !‘.rram'c:s»n{:c }mvo bﬂcn comluqed =t ¢hs Cmcadom
Supplezantary Acts vity' Tesblneisn (Ca}m). Aray Security Apoccy (A34)
£rd the Intelligines Divieion, miG0 (ID) whoredy 3 teletyps circuics
cre to Yo irstallsd for usa betisan the Bo? SPC ros and thosgs
o*g&ization ?beae circu:'.ta ars e3 follcrs:

. Ho. 1 - From Booem 7218, .Isw Siptw Departzest
CU T Bulldine to }Em §203," .aav:-.l Coamunicatione Amrer,
- 320 Nebrastwm Avenue, 55, (SI2 - CBER).

.}'o.' 21 Treom & 70 16, Rew S4sie Department
Tldldineg %o Hoom 151Co3, Arlin~ion lell Staticn, les
Bouloverd, Arlingiua, Virginie (SPS -~ ASA).

Eo. §: ¥raom oo 701G, Xew Steto Porerteent
Buliding ¢n Boax RC-583, ans Fextagen (5PS ~ *D).

8.5 has areod to (1) ottedr: the cirmuiis, (2) effuct Luytails-
tion 0~ tho cireults and termiral equt —:::s.. n:d (3) btesr <is oxponsd
S dnstelletion, malptenanse en monthly rex=tal cf the circuits.
C“Nt. ASA zad ID, rosposiively, heve agroold to provide Lavy wnd Arny
gznad (ront-fres) tsrafrel cquipasnt a..d the npsosizry oryptogcopnda
derivges for toth tarzinalg ¢f ell tkase circultc.

Ths Doperiueat of Eteto shculd nc=ks ereengoaschs for the pre-
curaxsnt and Snstxlleticn of 211 t.ra.s clrouite. :

(1) Poriae) equipment for eirsuls Fo. 1 (SP5 - cmx)
will bs providad by CGAT upoz edvice thet tho cirsuil hez beon
installsd, Az) c;*ue.‘t.om conzeraing tals circuit and the
ina¢alletion of 1ts terzmivnel o cuip::sm‘ skould ba roferred
dlro Tiy to Ceptaln L. S. Zogsth of CSAT et the Daval Cepmzri-
cations Annsx (ORdmay 2200, Bxi. S851) cr ¥r. Peciard of SPS
(BEpublic 62350, Sxt. £274), Tus Depertmsztal ratulsitien fer
incstallation of thiz circuit maed not Inoluds tormi=al egul

(2) ..e'rn_ml equipzant for cirmidt Fo. 8 (SPS-AEL) exnd
cirowdt Ho. 3 (SP3 - ID) will be providsd by ths Lriy Coxeuzica-
Ueos lervies, Cf2lee of the Chiel [ignel 0M0ierz, Tar Leopart—
2uot. &7y guocticns simoerning cireuiss Po. 2 aud 2o, I omd
tae fnctallzticn of their terrdmal eguipmmt sicvld te referrog
“8 tir. Odcrgs Porier o ASA nt Arlingtos Fwll féaticn

T " an..

ST R T AN Syt v e e vt hPIeA T TR MR LT, ety Tere .‘,-.,..‘.,.*.—) —1‘6_-’-—'_p‘.'- ceeee o0
i 5 A . T b TN - PR il

TRLLR LM LIRS SN R L S i

5
!.1“‘
t- HH
i

a8

e,
S}
Wl

T
§op

e g
oy 4
ol |

B
3%

—
]
?.




G. E. Yicker of Eongir.)
¢ 6700, Txt. 72%438),
588 {EPpublic LECO,

(Gizbo A3CQ, Oxt. 285) &=3 Cz
Dis*rsivation =reamak, ID (%’.}';3-.
"eapeativu‘v, oy ¥z, Pastu
. 8274).
e (3)  Tnz Deperimenisd regaiziticn fur ¢irtadta Ho. -
R ¢ and ¥o. 8 zhould i.m}.udo o tarmdeal equiymens end oipher
©oovmgevices Listed tolew with & olateamit 40 tho effeck thal
© thig gguipment snd cinher dovicos eTs ¢o b3 ordsrod fyonm
the JoTy cxmaanloatlens Ssivica, OLilce ¢f the Chiel
Sirel Cffioor.

4 Bub-sots (131-3-2)

-.- -. '_- . b | 4‘ Eﬂmrla "‘ lv-ﬁ‘} P -’:. :‘ : - : . ..—. -- -_ ‘.
oL LT T & copher davioos (STGEWAD) . i piat

It 45 raquested thei staps o takon and requieitiscg frnitleted
to cbiein the cirordta exd equipaent specified erove erd provide fer
thedir fastallntion et the tirs whoz the omra‘;&ng offlos of the Spesial
?rojcots §4elf mover fyas Lhe Pertsgam 0 448 pew lecenticn witain the

Stnt2 Dapzrtacntd Buildimg. It iz Quriter regussted thet ¥r.r-Peekerd .

of SPS bo adviaed of ths gteps vihich havs blen tamdn. o b '

881Kl tlre
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(GLebe 4300, Ext. 265) and Capt. G. E. Wicker of Special
Distribution Branch, ID (REpublic 6700, Ext. 72246),
respectively, or Mr. Packard of SPS (REpublic 5600,

Ext. 3274).

(3) The Departmental requisition for circuits No. 2
and No. 3 should include the terminal equipment and cipher
devices Llisted below with a statement to the effect that
this equipment and cipher devices are to be ordered from
the Army Communications Service, Office of the Chief
Signal Officer.

4 Sub-sets (131-B-2)
4 Printers (M-15-XSR)
4 Cipher devices (SIGHUAD)
It is requested that steps be taken and requisitions initiated
to obtain the circuits and equipment specified above and provide for
their installation at the time when the operating office of the Special
Projects Staff moves from the Pentagon to its new location within the

New State Department Building. It is further requested that Mr. Packard
of SPS be advised of the steps which have been taken.

SPS:RFP:Llgc

(RETYPED FOR PURPOSE OF CLARITY)
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ThH ..Jscnmm* OF STATE Vg;_{: A Y N U
sk s DEPARTMENT OF STATE NRORE
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WASHINGTON
Juns 12, 1947

Vencrandum for Ceptain L. S. Eowett, Room 17102,
' Haval Communicaticns Annex

Subject: Teletype Circuits to the Speclal Frojects Staff, Depertrent
..»of- St&tef Ittt LR AL Y

Enclosed plemsse find ons cory of a memcrandum which has been
forwarded to the Division of Central Services, Department of State to
initiate srrengements for the trocurement e-d instelletion cf tele-
type circuits to the new Speciel Frojects Steff aree in the Hew State
Department Building,

I am advised that the circulis will be instelled by the televhorne
coapany within the next few deys.

As yet, no definite date hes been estebllshed for the trencfer c¢f
the Special Prcjects 3taff, However, the trarsfer will not tske place
pricr to July 1, It is therefore suggested thst the terminsl equip-
ment not be zade avallable or insizlled until just prior to the
transfer of the Specisl ProjJects Steff, I shell advise ycu es socn as
the date of transfer is established,

)
- ' Ewﬁéé el

lobert F, Peckard
Chief, Llaliscn Section
Speciel Projects 3tsff
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CUTGOING AIRGRAM

DEPARTYEZNT OF STATE  DIVISION CF COMMTIICATIONS AKD PRECORDS
TELZIRAPH BPAKCH

B
Prais
Yoy 11,1948 :

3 12:30 p.a.

J

CEIGIN CY KAINTEKANCE OF LEILITART ATTACHE ARD KAVAL
oFC ATTACHE CFYFPTOGRAPHIC MACHINES

oS CIRCULAR TO .. . ' .

24 ' -

' CERTAIN AVERICAH DIFLOMATIC AND CONSULAR OFFICERS

Arrongeaents have been worked out betiwween the Departaent
of State and the Departments of the Armmy and Navy whereby the
Departoent of State has agreed to supply service for crypto-
graphic equipment held by Military and Mzval Atteches when
recquired and when convenient to the Foreign Service establishment
providing the service. Communications Techniciane zre hereby
instructed to make themsaslvez svailsble to kilitary end Raval
Attaches wherever servicing equipssnt at any location where
Ki's or NA's are assigned.

Machines held by ¥ilitary and Naval Attaches are to
receive the sume service as if the mzchines were those of the
Department of State., Spare parts prcvided for Department of

tatc machines may be used to repair Attaches machines at the
cormunicutions technicians! discretion, Any parts thus used
ere to be resccrted to the Division of Cryptography on the B
standard form used when repairing machines in order that replace- téﬂ:
mente may be obtalned. Any service cffered or performed not
reported on the stzndard form, shall be reported in the
ccanunications technicians! menthly reportis to the Departq:nt.

MARSHALL
Sert to:
USPOLAD, BERLIN AMZLCASSY, PARIS
£)MEMPASSY, BUZHOS AIRES AMELRASSY, ROLE
AMIECATISN, CAIRD AVERICAN CONSUL, SHANGHAI (CHTNA)
AFMCASSY, ICHDON LTRTASCY, CANBINPA s
AUEMBASSY, PANANA Fils

ODA vt
CY:RvAnderson:s "
YEGoodman

5-7-1,8 | 131 B
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15 July 1949 [—m—— . E’
K7 074 B
N AT i
| \ . ol
MEMORANDUM A - ]< [ R =y
ﬁ-.......-—-——-_.—-__-‘_-—-_—-
Tos A1l Buroeus, Boerds and Offices, Navy Depariment
Commendent, Merine Corps t
Subj: Comrunicetion with the Department of State
1. The Secretary of Defense hzs reguested that in the

future, coples of every commrication sent to, or received
from, the Department of Stzte ty Departments and Agercies of
the Nationsel Kilitary Establishrent be furnished his office.

2. In order to comply, it is requested that the
following procedure ho followsd Yy Bureaus, Boards, ard
Officee of the Ravy Departmert, ené the Cormmendant of the
¥arine Corps:

(a) Provide this office with one
additional copy of all correspondence

to the Department of State prepared

for the Secretary of the Kavy's signaturs.

5 (b) Forward two copies of esch incoming
and outgoing direct cozrunication with
the Department of Stete to this office,

3. Copies of voluminous attachments end enclosures
to letters a2nd memorznda are not required.

}
|

/e/ D. T. Ezzmond
D. T. HAMMNCND
Commarder, U.S. Yavy
Administrative Officer

o
%
B ;::::==r~hkk\x %h
< c 0O P X \ 2881 L
.~
\______-______.______..--" o
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Mewarandom for Flla:

;Zé;?i)“éi%’ffggcs?. b

Subject: Securlty Zeviev cf State Tenarizment Vnilwe Pepar on China.
: : 2z
1. L% 1320 on 22 July, Cepieln Eeasan and Mr, Shav, $hav astéd

on orders from Joint Chisfs of Staffs, T.3. Comxmnication Intelligenca

rad direcied the forthcoming Stats white persr oa China Yo ecreeued to
ins>re thet the eztensive quotstliona froxm meseazes occurring thersin

szd which effect tho secarity of Arcy, Favy ezd Alr Force, State Department
cr3pto systems, The Army was eosizned p*:i..!:ar:v' ragpcoreibility g:f/thie

gcresning and Cantain Eansen was irgtrusted to {o—nish = vorking party.

A otatexent as Yo the extent Y0 which cocority w=s viclatsed was Lo de

praaected to USCIE on Mondey moriing 25 July 184S,

SMC,C,;:\AJA ln c{em q 5-

b+ S Tha Axmy end the Alr Forcs sazesced-as

|_..l

-~
i

punberr ¢ Army messages and in satisivinpg th

A -

[

iiselves as t0o the

security of the systens Involved,

3._ The suthor of the documsnt informed Navy rerresenta-

(P
tives o only about 2 Navy messe ges were invelved), eas that,,

Anbassedor Herriman end Arbessasdor Hurlev
ad Moty
have used US liavy systems on occasion,xes Navv
T ’

“e—heve probebly weex found in the Chapters og

were known to

messeges concerned

t

Ha,=imen and Hurley,

7iZ., Chapters 3 and 4. Es elso provided ths Havy rep“aﬂentaui‘"a- with
i ur #
(jnf?ﬁ’h of ths following Top Secret Favel rmessages, qév* ccnies all of

valeh were fown?2 in CP-202E2 files:

ca16 i N2 o YEAR

ConiievwGra Ching 101428 DA Juza 19485

Ahagna Moscow 101435 18 Al 1943

Llusra Mozroow 141040 2202 AT 1945 :
Abinra Yascow 11xz88 e b 1943 =
Zlvena Hosoow 143845 €32 gz 1943

Alusna Yosrovw T2E 772 Azz 1948 - =
Couliensary Calna 111543 €340 Seant, 1945 l 8 3

Al

e S S L i S s




. ~ [~
A w;:
%, On page TES of tha galley Proofs quotctions were found from Alusae

Hoscow 101425 August 1945 and 141040 fuz 1345, Thess were verdbetinm cuoiaticne

Yut very bdbrief, Thoe cquotation from 1014285 consisted of 2 gontexnces of gtouw’
haif ¢ha actual meszazs, btut was pot iceztified ir the text as havizg coms
Irom gny M3SBaSe. The quotatisn from 141940 consisisd of one scntence
% o b6 page memsage; in the text Efriirrir—emank xzixmorkixpciet &im it
vaa not tteted that the quotation comxs fron a msssage, aftsr conzlderadle

investigzkion the Favy roprosanstives wors tmable to find in the taxt the

zaterial conizined 4n othar 5 mazsages.

E. In visv of ths lsckx of identiflcatior ¢f =msgs in the

text of the documents, the publicatiecr of the extracts meriloned in the
preceding paragreaph 1s moxzidxzs>*ax¥x considered to dbe &n acceptadle
16k,

6. The docwmuert wor fartber reviewsd orn Stiturdey, 23 Juiy,and
& corcertzd effort wes medato identlf{y Tsaval nmessages frem which exy
cf tro Barrinmen and Do¥ey quotatlorne corld have dbeen talken, Witk the
possiole excepiion of Aluena Koscow 2310532 April 1545, a translaztion of
uzick 1s not avelladle, no furthcr koval neseages were identifisdle,

7. e i’oscov ressages were all encrypied in CSP 1964, a cpeciel
U.S. Eavy CCY) and the CozSevCGru China =cscsgos vere oncryrted in the
osr 18-’;4, A speciel U.S. Eavy CCY, Thess eysteus were proviced for
ettacks POsts in exyosod positions, and were not held cutside the
Irtelligence struciure.

e In viow of the £ ct ikzt severel thecusepd Stete Depertmarnt

docwrente ere inveived, CPeSOZE pawe roy worareance thet Stoie syctenms were
edccuntely pretesied, Mr, FPAEEE hae sfeted that State syotens ar

rrotectied to hls cwz sstigfaction,

- "

e ghe T TUer SN PNR B IMTTLTI TN [T e g 0, e
S ans ST e e LS chee T

et et S o TP ot le I T T S
P s T A ey P PR AN Y LR
F: Toew 20 JRL ic T
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j , éggags [ -~

: =
Ye The marner in which references wore phrased iﬁ the ¥hite Paper
leaves tmch to be deslred froz a coommicaticn security sitandpoint. The
repsr itself vig vneven in tkhis respect: somaticac o gquotation wms introdtced by
a phrase such ast "It was reported that ...*; at otksr times, urforivnately,
quotetions wore prefeced ty: * On xx April 19rx, sx¥assador Hurlasy eent the
felleving telegran fron Chungkingi®s ¥uach of the difficulty cncomtered in
this revisv could knve toen reravad Ly vsing the general phrasve in each
instence; the narrative would not have suffersd therehy. Lunother oLjectionsbles
practice was the i2entifyirs of a parsphrased zeseage by prefacing it with tke
word "Paragphrese®; this typs of ldentificaticn is extrerely dangerous, and
does rot edd to ths valus of the dccument.
10, X fremandous 21d in euch & reviev would be ottained by regvirirg that
¢ll magsagses used as gcrres material be appernded to the dce=ment xhen it
is sutzitted for revisw. If thle were donme sg the docmment was writtex,

it wuld 2ot involve eny additional lader,

2ham.
an;
At
i

e




D/2 G & -« ¥RO AR .~ NCR$  Prec. CLASS SYS
. - : ' IPICA '
B ; TICH

111543 Sept 45 CGIAVSR CHINA CCUINS 82406 P /s - 1844

141345 Aug 45 ° ATTSYA MOSCOY¥  ~  PISSITRNT P

1264
. g | SEOSTATE 2502 /3
037330 Luz 45 ALTSEA MOSCOW PRESIDENT P 1a54 ,
s - SECETATE 2773 7/3 ’
111258 Aag 45  ALUSEA MOSCOM PREITDANT TUrzent 1064
SESSTA g2 T/s

T
131825 Jua 45 . SNB, HORLEY & ¢ SZECSRATE 718 C? T/S
(D/T zot on ' :

23E) ’
161425 Ang 45 ALUSEA MOSCOY  PRISIDET * 7/s 1684

| SEQSTATE 16

141040 Awg 45  AIGSIZA MOSCO¥ - CBD 2402 VUregm* ©/S 1964
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Special rard Searches ..ace

. ——— -

chent 3, pege F 46 - "Section IV. China o~nd the Soviet Imicn"

sennme from Lioscow frd. to SceState of 4 Fekorery 1345 re'azenda
fer Scong's kloscew cenversssicns

‘otet not located at arnnex or in Sec or TenSec at CR.

“cbet! not located at Annex cr in Sec cr +op Sec at 1R

C ant 3:, vage FP48: section on "Comments on Hurley's Reporth;

e, OS2 $ = <y —~ T
e Charge dAiffalirs in liosscow, Cecrge lemman, scnit o telegiarm
rriman persenalliy In tash commenting in )

. - 13 ("
sated 2% Lnril to by, o

“l-

-

s fcllows"s ¢
. lote: not loceted a2t Annex or sec or ton sec &t LR,

lct located at Annex cor sec or top sec at LCX

TR et et bt el
L
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Special Hard Searches Made

Chapt 3, page F 46 - '"Section IV. China and the Soviet Union"

Message from Moscow Amb. to SecState of &4 Februery 1945 re''agenda
for Soong's Moscow conversations”

Note: not located at annex or in Sec or TopSec at NCR.

Chapt 3, page F 46 - msg from General Hurley(Moscow to Wash) Act SEcState
Grew of February 18.

Note: not located at Annex or in Sec or Top Sec at NCR

C apt 3:, page F48: section on Comments on Hurley's Report';

"“The Charge dAffairs in Moscow, George Kennan,:'sent a telegram
dated 23 April to Mr. Harriman personally in Wash commenting in
part as follows':

Note: not located at Annex or sec or top sec at NCR.
Chapt 4:, page F60: section on "United States Reaction to the Treaty':
"In a telegram of Sept 10, 1945, to the Department the American
Embassy in Moscow summarized its views with respect to Russian

intentions in the Far East as follows: ---- loggquote

Note: Not located at Annex or sec or top sec at NCR

(RETYPED FOR PURPOSE OF CLARITY)
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Llsuna hoscow 1014257 (GEEEERE 'R 10; Ausg U440 2 naCe ms

Tzrszcnal and too secrei frrTm the resicdent ¢

mwemme="T £0ld him also ns a mettor of rcc 4

Statss governrient consgidered that Liis vresent prero 1
the Yalta agreement and theat anry Muirther centessio )
e understandéing that thney wero made Tty tne chinese coverureni teciiuse
o7 the velue 1t attached to obtslning Suviet suzpeort in cther directicns.
e thoroughly understands and accepts the uoerresetness ¢f this pacitlion

Text in book:

nace F 58, Crheut 4=

. PR . s
"Cr 1C Avgust, 1945, Mr Harriman, acting on instructions,

Infermed Dr.. Soong as a matter of recerd that the inited States
Jovernmnet considered that the preposals which he had alrcadsy
rade fulfilled the VYelta agreement and that any furiher concezsiens
would e with the underatanding thai ther were made by the €rirese
sovernment because of' tne value 1t aviached to cdtairing Sovied
surrert in other directlions. Nr. Farrimen rceported thet Dr. Socng
"$horousnly understood and accented Ihe correcinass of thés nositicna— §

139
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s very grateful {for ouwr su
taken an active part in tr 3

noort s L3 conv
ol v
ede tc all be insg cerrrds!! mmceeoeooo

.

.
54

0% 2 3 5 OB R =

NET t-cv;c*ws:tc Mhujz, nae

Zext in toolk: !
Chapt: 4, pags 58

Tootnote #3r "Anout Aug 10, 1645, Dr. Scon g tcld I'r. ierriman that

sorcement nad been "egc“ea orn &ll cutstanding peints. ir. ifarrinan

re-crted that Ir. Soong was "very creteltl for cur sunnert ané is

conwvineed that unless we had taken &n active rart ln the nesctizaitions

o wonld have 2ad to concede to 2l) Staline gemands' .
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Caspter § =~ A Contury of Azericen Tolley 18441843

Chepter II = A Review of Xusminbang-Ciulness Commanist Rslations

Aot PO — i
v w4 -?-:“l ' Ve ¥y .
. e e gaat e

1°21 ~ 194‘

Chz:pter ’II - The );mhassa_flcrmip of HsJor Geasrel Pa*rick J. B Zarleyr
| 1s4a-1545

G’aap"ar I?' "Ehs I_l a Ag"‘ee-:nsnt un.i tha Sinc-Scviet Treaty of

S il S o £
ST W

-~

3

L

1943

-

Chepter V -' 'I'he !ﬂnsion ¢f Cameral Gwearge c. Harr....all

Choptsr TI~ Tas Ambaosadors‘:zip of cobkn Laisghton Siuvart 1947-1543
Ghapter Vil =~ “hs Milditavy Plcture 1945-1949

Crapter VIII = The Program of Xnorisan Poornmie. ALd 1947=1849

Each Cazpter aleo contained an Annex
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OP-20¢28/rem
A6-2
Serial 11368P20

21 NOV 1949

MEMORANDUM FOR Mr. A.C. Crilley
Division of Foreign Reporting Service
Department of State
Washington 25, D.C.

Subject: Telecommunications reporting.

1. The draft of the proposed Economic Reporting
Circular on Telecommunications Reporting was furnished me by
Miss Mitchell of your office on 10 November. As the Navy
member of the working group appointed by the Telecommunications
Committee to assist in the preparation of this circular, I
concur in this draft subject to the following remarks:

(a) Since the Department of Commerce Trade Lists
are closely related to the reports required by
the circular, it is suggested that the place
of Trade Lists in the system of reports be
shown by mentioning them in para. 2.12 of the
circular and including an additional paragraph
concerning them similar to paragraphs 3 and 4.

(b) On page 4 of Appendix I, subparagraph A1(b)(2),
the parenthesesaround '‘residence and business
extensions'" do not seem to serve any purpose.

(c) On page 10 of Appendix I, paragraph 9, the two
lines at the end of this paragraph are not clear,
but would seem to preclude reporting the informa-
tion concerned from countries which are not
members of the ITU. If so intended, this does
not seem reasonable.

(d) Since the basic reports will require some time
to prepare if they are to be at all comprehensive,
the due dates listed in Appendix III require
revision depending on the date of issue of the
circular.

2. In reply to a question asked by Miss Mitchell with
regard to participation of Naval Attaches 1in collection of
the telecommunications data, I have been advised that ONI
concurs with the collection requirements set forth in the cir-
cular and will cooperate in the collection,provided copies of

-1-

(RETYPED FOR PURPOSE OF CLARITY)
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Op-202B/rem
A6-2
Serial 11368P20

21 NOV 1949
Subject: Telecommunications Reporting.

the reports are furnished ONI. The various Naval Attaches
will be told to cooperate in the collection of economic

data in addition to the responsibility for Naval Communications
data which they already have as part of their primary respon-
sibility for things naval. In the field covered by the pro-
posed draft ONI feels that the Commercial Attaches should
have prime cognizance in the same manner in wich the Naval
Attaches have cognizance in the Ports and Facilities field.
In case you wish to see the general instructions which govern
the Naval Attaches, reference is made to the Naval Intelli-
gence Collection Instructions, a Confidential non-registered
publication dated July 1949, of which 10 copies were furnished
to the Department of State. Articles 1006, 1008, and 1009
thereof apply. In this connection, the Navy at present has
attaches in or responsible for 55 of the 96 locations:listed
in Appendix III of the proposed circulat. "In 15 of :the.55,
the attaches are responsible for the areas concerned but are
assigned to posts in adjacent or nearby countriés. Any
questions that may arise concerning collection by the Navy
may be referred to Captain R.H. Rodgers of ONI, Room 5A736,
Pentagon, telephone extension 6781.

3. When the circular is issued it is requested that
a copy be furnished to the Office of Naval Intelligence and
also that I be furnished one.

L.R. SCHULZ

Commander, U.S. Navy

Navy Communication Station
3801 Nebraska Ave., N.W.

Copy to: Capt. R.H. Rodgers (0p-30)
0p-202

O0p-202B
NB 3
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MEMORANDUM FOR Mr. A. C. Crilley
Division of Foreign Reporting Services
Department of State
Washington 25, D. C.

Subject: Telecommunications reporting.

1. This is to acknowledge receipt of your memorandum
of 10 August and to comment on the Trade List instructions
proposed by the Department of Commerce attached thereto.

2. The proposed Trade List instructions appear to
be readily understandable,and the form attached for guidance
provides a ready means of recording the information collected.
It is noted that the information desired duplicates much, but
not all, of that which is also Llisted in the Department of
Commerce draft proposed instructions of March 1949 and in the
draft proposed by the CIA, Army, Navy, Air Force, and State
Department. It is understood that the Trade List report is
a spot or one-time affddr, whereas the other 2 drafts of
instructions (just mentioned) are intended to provide basic
reports and periodic or recurring reports to keep the basic
ones up to date. It seems to me that a requirement for spot
reports in addition to basic and recurring reports would place
an undue load on the reporting personnel intthe*field untess
the spot reports are used sparingly. Because of the duplica-
tion involved, the result of such a load will be, I bétieve,
to reduce the completeness or the number of the basic and
recurring reports submitted.

3. We now have included in the 3 proposed drafts of
instructions, I believe, all the elements of information
required by the departments concerned. Some of these elements
appear in all three drafts. In order to avoid confusion in
the field, it seems to me that there should be only one set
of instructions and that the duplication should be eliminated.
I suggest that. the:solution to:the problem, therefore, is to
consolidate the 3 sets of instructions in to one. This might
be done by the working committee, or preferably by a smaller
group of perhaps one representative each of the Army (represent-
ing the NME), FCC, Department of State, and Department of
Commerce. Since the Army has the Service responsibility of
preparing the national intelligence surveys, the Navy's

(RETYPED FOR PURPQSE OF CLARITY)
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30 Aug 49

Subject: Telecommunciations reporting.

requirements will be reflected in thos of the Army. The
single draft thus prepared should then be considered by

the entire working committee and accepted or altered by
agreement or vote. If the consolidated List appears to be
so Long as to preclude accomplishing the task of collection
of basic data in a reasonalbe length of time I would favor
eliminating some of the finer details.

4, The foregoing sums up my thoughts; as' of now,
on the problem before us. I shall be glad to meet with
you or any of the committee whenever you wish and to assist
in whatever way I can to complete the committee's work.

L. R. SCHULZ

CDR., U.S. Navy

Navy Communication Station
3801 Nebraska Ave., N.W.

CC:
202
NB(3)

(RETYPED FOR PURPOSE: OF CLARITY)
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DEPARTMENT OF DEFENSE
ARMED FORCES SECURITY AGENCY In Reply Refer To
CONFLDENTEAL

Serial: 0782

MEMORANDUM FOR CHIEF SIGNAL OFFICER, U.S. ARMY
DIRECTOR,NAVAL COMMUNICATIONS
DIRECTOR OF COMMUNICATIONS, U.S. AIR FORCE

SUBJECT: Cryptographic Systems = use of by agencies not represented
in USCIB

1. In my capacity as USCIB Coordinator, I have been requested to
obtain the following information:

a. What agencies not represented in USCIB make use of crypto-
graphic systems and/or devices.

b. Which of the above agencies use cryptographic systems, the
compromise of which would be injurious to the cryptographic
security of USCIB activities.

c. To what degree would activities of USCIB members be injured
by the compormise referred to in b:. above.

2. Any information or suggestions which you might have to offer
with reference to the foregoing would be greatly appreciated. In
particular, however, I would appreciate a list of any U.S. departments
and agencies making use of cryptographic facilities of your department.

3. In response to a request similar to this one, I obtained the

enclosed reply from the Chief, Division of Cryptograph—, State Department,

which may be of interest to you, and indicatesthe nature of the informa-
tion which I am requesting.

s/ Earl E Stone

Rear Admiral, U. S. Navy

Inclosure - 1 Director, Armed Forces Security Agency

(RTYPED FOR PURPQOSE OF CLARITY)
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DEPARTMENT OF STATE
WASHINGTON

December 1, 1950
My dear Admiral Stone:

In answering the questions in your letter of 27 November 1950, Serial
0766, I am adding information which is related and which I think should be
considered by USCIB members.

Question "a" could be answered by stating that in 1948 the Executive
Committee of the Cryptographic Secuitity Coordinating Committee knew of only
three agencies, other than those represented on USCIB, holding cryptographic
systems. These were the Departments of the Interior and Agriculture, and
The Panama Canal. I believe that a better answer to this question includes
the attached lList of departments and agencies which "make use of cryptographic
systems'" by handing their messages to the State:Department for transmission.

If agencies on the attached List did not use State Department facilities,
many of them might have to make use of cryptographic systems of their own.
Numerous requests for cryptographic systems were sent to the War and Navy De-
partments during World War II and a List of agencies which were supplied in
that manner would be the most realistic answer to question "a'". To this
should be added those agencies which used commercially available systems; for
example, the Office of War Information used Swedish Hagelin machines.

In answering question "b'", I am assuming that a number of agencies,
other than those represented on USCIB, ''make use of cryptographic systems'.
If not strictly true now, I believe it would be in war time. Question '"b"
can be answered in a general way by saying that all agencies which receive
information from others can injure cryptographic security if adequate pro-
tection is not given to classified information. An example of this is the
interest of the Department of Defense in the China "White Paper' in July 1949.

I doutk that question 'c" could be answered satisfactorily if all the data
regarding a particular situation were known, because there are too many in-
tangibles in cryptologic activities. Also, there are no good terms for expres-
sing degree of injury to a cryptographic system and relating this injury to an
activity would be even more difficult. No doubt this question anticipates a
negative answer as seems to me to be the case for the other questions as well.

Sincerely yours.

/s/L.W. Parke
L.W. Parke

Chief, Division of Cryptography
Rear Admiral Earl E. Stone,

Director, Armed Forces Security Agency
Washington, D.C.

Ot COPY Inclosure - 1
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Infeornal discussion tozlk plece on 21 Decewber 12950 betweexn
representatives of the State Depsrtiment, Cactaln 4. . Pattersoa of
the Navy Depsriment ard Captain E, 4, Taylor of the Standing Group,
relative to the’'possible need for esteblishing sersrate crypto-
graphic channels to kancdle U.S. State Departrsnt telegrapvhic
conmirications in the COSKIC category between the Depsrtment and
the London Embassy.

In thkls regard it wac established and maitually sgreed:

1, That the volume of such traffic so fur generated is
wholly nezligibdle;

2. Thsat there is nothing in Iimmediate prospsct to
indicate a sigrificant uprard change in that volume;

3. That the situation obtaining a2t the moment in the
Iendon Embassy commuricstions section ig such that
the imstallation and preparations necessery to ths
activation of such a channel, regardless of the
voluze actually transmitted, would ccnstitute a
reel burden to the prejudice ef other importent
operations;

4. That the War Department Cryrto Center is prevared
and willing to continue to accommsocate the State
traffic in the military channels at this end;

Rear Admirsl Jchre R. Redmen, _ i»* i
Chief of Naval Comnmunicaticns, ( R prad
Pegertmont of the Nevy. vyl P
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5. Thet it would be most exredient if CINCMELM could
eccoxmodats the sgams trzffic at the Iondon exd uniil
or unless the volure ghould increeze to thz point
raere it constituted a cisprovortiorate burden upon
CIMCNELM's opereting fecilities,

IT the view expressed (in pzragrarh 5 ahove) is concurred in by
your office, it 1s requested that CINCIELA be advized eccordingly.

The Depertrment appreclstes your indulgence in this ratter and
araiils aivice as to the final action taken,

Sincerely youwrs,

R. G. Kreer
Agsigtant Cidef for Telegraph
Division of Communlcatlions end Records
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