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EISTORY OF TEE OPERATICIS OF S?ECL&L SECUBITT OFFICERS
APTACHEED 70 FIELD COMMANDS

'l., The Special Security Officer (SSO) eystem was organized for

" the parpose of providing & means of rapid and secure dissemination of

Ultra intelligence to operating commands., The system was developed “
and pat into operation by the old Special Branch, MID, At the time of
the June 1944 reorganization of the Military Intalligence Service the
Tunctions of administering the SO system were transzferred to the new
Special Branch, although certain of the d.lue:ainatio: functions vere
retained by the Dirsctor of Intelligencel ~Moreover, all policy probdlems
were retained under the direct coatrol or the Deputy Chief, MIS, This
division of authority did not prove wholly satisfactery. In February
1945 complete responsidbility for the administration of the SSO system

was vested in the office of the Deputy Chief, MIS, whers 1t still remains,

2. This history 1s concerned with the development of the SSO
system as a vhole and will cover the entire period of 1tes operation
regardless of the place in the MIS organization where the functions may
bave been located, 3Because each theater of operation presented different
prodleme, it was necessary to place a large nzeasure of responsidility in .
the senior SSO in each theater (eventually his title was changed to
Special Security Representative, abbreviated as SSR) for the supply of
Ultra to commands operating in his area, A history of the operations
within each theater is therefore of much greater value in attempting to
evaluate the merits of the gystez, For this reason detailed histories
by theater have been prepared and are attached hereto, The purpose of
this introductory statement is toc descride the steps which led up teo the
organization of the system and the manner in which the "home ofﬂce' was
operated in support of the separzte theater organizetions,

3. The need for field dissezination of Ultra did not beccme acute
until 1943. Arlington EHall did not make itg first entry into mainline
Japanese military systems until Karch of that year, and it wes not wntil
the fall of 1943 that any vorthwhile intelligence of an operaticnal nature
was deing troduced from these military systems, EHigh level diplomatic

itraffic had been avzilable since 1941 Put its value was strategic in nature k

and very seldom did anything of immediate tactical importance develop from
this source, Thare were in existence during the period from 1941 to 1943

certain special channels of commmication by means of which Ultra intelli~

gence conld de made avallable to various field commands, The Favy had a
direct Ultra channel to CISCPAC at Pearl Eardor, with an extension to the
Cormander, Seventh Fleet in Brisbaze, (General Macirthur had his own ~
cryptanalytic organization, Central Furean Brisbane, which had special °

‘channels of communication to Signal Security Agency (Arlington Eall)

There was no direct intelligence channel for Ul‘.:ra :rron tho Military
Intenigence Servico to any of these conmnd.s. i e de =
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4, German\"i'nilitary Ultra in great volume and of the hizkest
operatlonal significeance was beirz produced by GCCS inm Londen, The
Tesults were dieseminated overa svecial Ultra intelligence channel
zmaintained by British Special Liaison Units (kmown as the SLU
organization). Throughout the N¥erth African cacpaign the SLU
organization served key Americen officers with this intelligence in
accord with British security practices., Tae Military Intelligence
Service did not participate in this service, and as a metter of fact
was not completely aware of its existence uniil the summer of 1943,
German military Ultra was never troduced by Arliagton Eall, the rrimary
reason being that it was not possible to intercept German military
traffic on the North American Coztinent,

S. The first steps taken to unify the method of field disserination
of Ultra and to insure that all Ultra intelligence was made availadle
to the appropriate operational cezmands, was to come to an understendinzg
with the British, In the sprinz of 1943 an agreexzent was entered into
betweern G-2 and London providing for
cozplete cooperation in the Ultra intelligence field, By the terms of
this azreement, the British assumed Prizary respersibility for the
production and exmloitation of Serman military Ultra, and the Tnited
States Army agreed to devote its attentlon to the production ard exploi-
tation of Japanese militery Ultra, Foll exchange of the products of
each service wes provided, and ike oriaciple was established that each
service, in cooperation with the other, would establish methois of
dlssexinztion to its own operaticasl comrands,

The sudbject need not be further
discussed here other them to szy that the Britigh SLU organization
" was the patterz upom vhich
the SSO eystem was developed for dissemination of Ulirs to Paeific
coxmands,

6. The Gerzan prodlem havins been solved in principle, attention
was then directed to providing 2 system for the Pacific, The peculiar
nature of Ultra intelligzence required a system of dlgeceminatien whieh,
in some respects, was contrary to estsblished Principles of command
Tesponsibility, The high level Japenese military cryptograchic systems
were of such difficulty that only a tremezdous orgenization equipped
with expensive and bulky electricel tabulating mechinery counld produce
any results, Consequently, detalled items of irmedia‘e tactical siznifi-
cance to an Army comzander ia the field could be read =zt Arlingtoa Hall,
but could not be produced by an 2zency located in the theater and neer
the Army commander interested, ™-erefore %combat intelligence® was being

- produced in ¥ashington, some 15,000 miles away from the freat lines, Mo

ferward this intellisence throuzh normal command channels of communieation
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and through every intermediate G-Z betweez the War Department Genersal
Staff and the combat commander ceazeermed vould delay its receipt and, in
many cases, the particular messaze would lose all velue by the time the
cormmander finally received it, More ioportant were the sscuriiy consider-
2tions involved., Experience in Werld ¥ar I and the experience of the
British in World War II had proved that wide digsemination of Ultra very
oftex led to 2 compromise and complete loss of the source, The busginess
of cracking codes is movie thriller stuff and the natural reaction of an
uninitiated person is-to make some comment about it to other responsible
officers who would normally de supposed to be in on the seeret, Careless
talk by one uninformed person to amother soon resulis in the Pgacret”

_ being public information, Mo avoid these dangers, the British had adopted
several rules of dissemination which had proved highly successful in
maintaining the necessary security. They were:

2. Ultrs was never %o be made available to anyome, from a
cormanding general down %o the code clerk who sent the messaze, without
first explaining to the reciplent the security guestions involved, and
how even the most innocent comment might lead to loss of the entire
-.source;

b, TUltra would be dissexzinated only via special communication
channels which would be used solely for that purpose, This would rrevent
e casual kmowledge of Ultra on the part of personnel employed in commmni-
cation centers, and would also enszdle complete control of dissemization
¥ithin the theater of any meesazes transmitied over this channel:

. The specisl disseminziion channels would be maintained 14
officers and enlisted men from a ceatral erzanization and would be furaished
only to commands which had actual need of Ultra intellizence, The local
cozmender would therefore not have the authority to over-rule this personnel
°n any matters iavelving security.

d, Strict rules for the dissemimstion within the command, limiting
the number of officers aunthorized $o see the intellizence, and the uses
waich could be made of it, would de prescribed by the ceatral organization,

7. The Pacific fleld dissexmination system was devised in the summer
of 1943 on the basis of the rrinciples cutlined above. It was decided to
desiznate the officers who would zaintain the special channels as Speeial
Security Officers (SSO0's). SSO's vere to be assizned to the Military Intelli=
gence Service and remain under the operationel conirol of the &4, C, of S
G~2, ¥DGS, They would be attached to the theater ccmmander for purposes of
adnminigtration and discipline and vould disseminate Ulira in accord with
Tules announced in sacurity regulations issued by the War Departzent,
duthority was obtained from the Chief of Staff in the summer of 1943 to
consult the theater commanders in the Pacific and %o obtain their ccneurrence
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with thig plan, The commanding gemerals of the Pacific Ocean Areas
- and the China-Burma-India Theater readily concurred, but the Commander

. in Chief, Southwest Pacific Area, raised certain objections to the

’ proposal on the ground that the S50 should be assigned cutright to his -
command rather than remain under thke control of the ¥War Department,
Col, Carter W, Clarke, then Chief ¢f Special Branch, was sent to Brisbane
to confer persorally with CIEC, SiPA on this difference of opinion, As
a result of this conference, General MacArthur concurred in the original
vlan,

8. The first War Departmert security regulations governing oversees
disserination of signal intelligerce were issued in October 1543. Follow=-
ing the British tractice, two classifications were es®ablished: ULTR
"""_X'Z'ZP end DIXTZIR, Subseguextily trese terms were increased to trhree, es
follews: TLI2A - FSATL -
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. The regulations goverzing Pearl end Thumb were subsequeztly
revised, in conjunction with the Tevy, Ld the single code wo ""‘TJP
was adopted for all low Jeva: sic-al imtelliicence,.

9. The oricinal Tlirs Dextisr resuletions were iz=plemented in the
fall ef 104- wnen special security officers were sent to the folleowizg
theater headguarters: Soutl:res‘c ?acific tree, Srisbane (lMajor James Ashk-r,

=i Jr.); China-Burnes-Indie, Yew Delki (Captein John F. 2. Ifunrells); Facific

Ccean ireas, Tt, Shafter, T. I, {iejor Zdwin I, Juddlesa=  Jr,). The
origirnal prlen was to limit cversess disserinetion of Ultra to taeater
headzuerters and to await recormezdaticns from the special security officers
befcre making rrovision for breaser dissemiration., It will be recelled
that the operatioral situztion in 211 taree theaters in late 1843 end the
first helf of 1544 wes not such es to require dissemirnetion to subordinate
crerational commands. Accordinglr, all three stecial security officers
undertook to serve the resgective ':..ee.te:- cormanders an .e:Lr stafls.

To accomplish this eech officer carried with him his own set c¢f eryct-
ographic e:_uip:ent SSI“.—.:.EA) for e encipnering and deciphering of Tltre
ressages, Special a"-*ge”e-+s were set up to provide pouch service as
well, and such material as the Ditlomatic S\.._.a.ry was sent re-ularly by
s“ec:.e.l Top Secret pouch, It shculd be noted that both radio and ?ouch
communications were sent to the ssecial security officer personally.

Thus he received radio communicetions in enciphered form and did the

actual deciphering hinself, EZe wes therefore the only person to see such
nessares in the clear, and showed it rersonally to the theater commender
end other szecified staff officers, At no point did the contents leave

the control of the special security officer, Pouch naterial was delivered
to hin unorened, and he thereuroz showed relevant materiel to apprepriate
headcuarters officers, retaizirg sctual custody of it himself., This
srsten proved both secure ard efficient., =xcept for certain considerations
peculiar to SWPL the specﬂal security system won +he
approval and confidence of theater officers concermed.




e
Te—d

expected invasion of the spring ef 1544, A larze mumber of officers
were recriited and sent to ETC for training (see ETO histories).
iccordingly there arose the need of a Table of Organization vhich would
provide vacancies for enouzh special security officers to £ill the needs
of both the European and Jepanese wars., In December 1543 a staff study
wes prepared which descrided the special security requirements and
stated the estirated persomnel needs. Approval wes thereupon given by
the Adjutant Ceneral for a fielé quota of 80 officers, In July 1544
this cuota was enlarged to 172 officers and 65 enlisted men, a total
which proved sufficient for the duration of the war. ' e .

als Ir the sezring of 1944 sufficient information had becone
aveilable, based on recommendations of special security officers and
upon projected operationasl plans insecfar as they were aveilable to
XIS, to permit a decision as to the extent to which Tltra should be
dissenineted belcw the level of theater headguarters, Accordingly,
the regulations were rewritten (10 July 1544) to ellow disseminetion
to the level of Army (or eguivelent Air Force Formations) emd to Corcs
level when the Corps was operatirg independently. In April and lay of
1844, by way of preparation for the revised Tltre progren, officers were
recruited for 3S0 duty in the Pacific and Fer Zest., The first group,
nurbering about 20, began a treining period on 3 July 1944 and were
sect overseas about 1 September 1544, This group included e full
conplenent for C2I and a group of officers for STFA. The treiving
course consisted of' & week's tour of ASi, two weeks! training in the
specific duties of the special security officer (study of reguletions;
lectures by returnizg officers ferilisr with the theater concerned;
consultaticn with relevant secticzs of CFD; cryptographic security;
cormunications, etc,) and from feur to six weeks straight irntelligence
training, which included the Far Zastern Intellizence Course and
selected reading of Ultre materisls; where possible the officers spent
fron oze to four weeks actually working on Tltra traffic as members of
the various Ultra secticns of 133, The value of this latter aspect of
training cennot be over emchasized, This first group which went overseas
have ell testified to the iaportence of an edeguate intellicence back-

.ground. By and large, this group was well trained, but as the operational

situetion grew more active it becere necessery to send additicnal srecial
security officers on very short notice. In meny cases such officers

had to be dispatched with very little treinming or background in Ultra.

IT there were one lesson to be learned from experience in comnecticn
with the SS0 prozram in the Far Zast, it is this: a.large potential

pool of security officers should be recruited early--as early as possible
end long before they will actually be needed overseas. They should

function as worlking members of VIS--this is the very best type of train-

ing--and be aveilable for oversess assignment as the peed arises, The
greatest single handicap in the rast administration of the S50 systenm

-was the lack of adeguately trained perscnnel to meet the suddenly increasing

needs of the Pacific war, 7hile it cen be said that the Program was

carried out efficiently in the face of numerous obstacles, and that the

sudden expansion in SSO reguirements could not have been anticipated,
= ‘
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the ultirate results could have teen nore setisfactory if we had hed
To0 nany qualified personnel available rather than too few. Aadzitting
that it is always difficult {o obtain as meny highly quelified officers
as cne would like, this phease of the problem should be given particular
and irmediate attention in the event that the need for an SSC organ-
izetion should ever arise agzain, _ - '
; :

12, The manner ir which the SSO program wes carried out in the
respective theaters is fully explained in the individual histeries,
I¥ remains only to discuss briefly the functioning of the home office.
Zelcre the G-2 reorganizetion of June 1944, the admlnlsura tion of the
overseas disscrination was handled by two officers in Special Brench,
After the reorpanization, when the S50 field guota expand°d froa 3 to
some 65 officers in the Facific exd Far Zast, the adninistration was
macde the resconsibility of the newly constltuted Speciel Branch., 4
total of three officers were actually enzared in the administrative
phese of the SS0 program, These officers were concerned with the
following aspects of the SSO program: recruiting end treining of SSO's;
review end revision of Tltre, Fesrl and Thumd re"'lavlons- handling of
ell edninistretive cor*es*ondence, by radio and pcuch, between LIS and
SSC's overseass; lisison with interested sections of the intelligence
group in conrection with intell:;enc= recuests Irom SSO's; coord;:ation,
wnere necessary, with nSh, 0=E, OC the Favy, end with various other
orzanizatiors o the War Debartnent- all “erso:nel problems, including pro-
motions, travel orders, security clearances for both officers and
enlisted men; a myriad of miscellereous matters which camnot te cone
veniently catalogued but which arise in any unit of the size and scope
of the SSD orgarnization, . Thile it is a matter of record that there was
no serious breach of security {hrousheout the war, end while thester
officers nave uniformly testified to the cualivy of the service they

‘received, it is sutmitted +het a larger home office, nore fully staffed

both with officers and civiliens, would be desirable "nmext tinme",

13. ' In Jenuary 1945 the functions of Special Rranch were <rens-
ferred to the 0ffice of the Chief, IS end placed under the direct
surervision of the Depuly Chief, Inesmuch as the Special Zrench pro-
gren wes under the direction of the Deputy Caief frorm the outset,

This transfer proved more satisfactory, since it elimineted en extra
step in the chain of comend and szmnl fied the natter of coordiration
with the Director of Intelligence, a major part of the Special Branch
Job. 4gain the duties were perfcrmed by three officers, although this
number was increased to five during the swmer of 1945. There were no
substantial chenges in procedures as a result of the sbove nentiored
trensfer,

14, Apart fronm persomnel, the most izportent single factor in
the efficient and secure ooeraticn of the SSO system, was the speciel

cormunications channel, which worked mazzmificently and proved enlnently
satisfactory throughout the war.
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