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SUMMARY

Chapter I outlines the great need for continued
security precautions in handling the special infor-
mation derived from communication intelligence activi-
ties. In Chapter II the story of the modern develop-
ment of cryptography, cryptanalysis and traffic analy-
sis is told to demonstrate the increasing complexity
of codes and ciphers during the past generation, and
the consequent difficulties of deriving intelligence
therefrom. This fact has necessitated the influx
of a large number of persons into U.S. Army and Naval
Communication Intelligence organizations, since the
carefully selected few of pre-war times could not
cope with the tremendously increased traffic.

Rapid expansion has made the problem of
continued security even more pressing now than ever
before. A detailed story of the publicity leaks
concernihg the success of communication intelligence
in various nations has been outlined to cover the
post-war period from 1920 to 1930, the Yardley era
from 1931 up to the outbreak of the American~-Japanese

war, and finally, the present period in which the
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most dangerous publicity leaks have occurred. Numer-
ous instances have been cited to indicate the great
need for improved legislation to protect the security
of communication intelligence activities in the
United States.

| Chapter III discusses the effects of publicity
leaks on United States! cryptanalysis and traffic
analysis, with particular reference to Japanese
security precautions after Yardley's disclosures in
1931, and with special emphasis on the developments
resulting from the unfortunate publicity concerning
the Battle of Midway.

Present legislation pertaining to security
violations is analyzed in Chapter IV, and certain
deficiencies are discussed. Chapter V suggests the
inclusion of certain provisions in the proposed new
legislation, and Chapter VI proposes that joint
legislative action be inaugurated simultaneously by
the English-speaking powers, if not all the United

~

Nations, to protect the valuable sources of military

and naval intelligence developed in this war.

A proposal for the establishment of a Joint
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TOP_SECRET ULTRA

Military Intelligence Reviewing Commission to review
all publications discussing sources of military in-
telligence is made in Chapter VII. The creation of
a special reviewing committee, comprising a few out-
standing individuals of different political beliefs,
some representatives from the press, and military
and naval officers, is the only certain means of pre-
venting disclosures which will reveal the source of
operational intelligence,

Chapter VIII discusses certain considerétions
in procuring new legislation, and points out that
both interventionists and non-interventionists in
Congress will support a well-considered plan for
protecting an activity that has served as a scouting
arm for our fighting forces in providing more accu-
rate information concerning the enemy's intentions

at less cost than any other form of intelligence.
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2

Purpose of the Report

This report has been prepared for the infor-
mation of those in high command who have been charged
with the direction and coordination of the Communica-
tion Intelligence organizations of the U.S. Army and
Navy. The very nature of the work involved in the
operations of these organizations has made the pres-
ervation of secrecy an important consideration. Un-
authorized disclosures of their activities have
jeopardized, on several occasions, the results of
many years of arduous research and have endangered
the safety of our armed forces, who at times have
been dependent in great part on communication intel-
ligence for information concerning future operations.

In view of the ever present danger of a dis-
closure in post-war times when military censorship
will have ceased and most of our personnel will
have been demobilized, it was deemed advisable to
acquaint higher authorities who need to know with
details of the serious security problem to be solved.
For this reason, an historical resume of some of the

famous publicity leaks of the past generation has
been included in this report to demonstrate the need

DECLASSIFIED
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TOP SECRET ULTRA

for greater security precautions at the end of this
war. An analysis of current legislation, pointing
out some of the deficiencies therein and éuggesting
some provisions which may be acceptable to higher
authorities for incorporation in a new law, has also
been provided as a basis for further action by ﬁhose
responsible for the procurement of new legislation.

It is recognized that a satisfactory solution
Sf this problem will probably encroach upon the free-
dom of the press and freedom of speech. The issues
at stake are so important, however, that some action
must be taken in the interest of national safety.
The value of communication intelligence will not dis-
appear with the cessation of war, for a review of the
important information supplied to governmental authori-
ties from this source prior to the war makes it obvious
that the U.S. Army and Naval Communication Intelligence
organizationé must continue to be a valuable asset to
the prosecution of the national policy in the years
to come.

While the needs of the Army and the Navy will
not be so pressing in times of peace, the recuirements
of the diplomatic and economic fields must be met.

One important factor, which has further emphasized the

~— DECLASSIFIED
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TOP SECRET ULTRA

need for adequate protection from publicity, is that
cryptanalysis has advanced beyond the pen and pencil
stage, and in order to pursue it successfully in

the future, complicated, expensive machinery and
considerable numbers of highly trained personnel will
be necessary. For these reasons every possible pre-
caution must be taken to ensure the preservation of

this valuable aid to our national safety.
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Historical Background Of Unzuthorized Publicity

Concerning Communication Intellisence Success

1. Iliodern Development of Cryptosraphy, Cryptanalysis,
and' Traffic Analysis

The increased importance o: radio in modern
communications as a channel for the conveyance of im-
portant militaery, diplomatic, and economic informa-
tion has become apparent with the growing tempo of
modern life. No other medium cen rival the speed of

radio in inmstantaneously relaying important decision

w

of commanders to their swiftly moving suborcinates,
scattered over 'widely separated areas. This fect ex-
pleins the tremendous growth of communication intelli-
gence oerganizations in every large nation since the
last World War. The discovery of an enemy's or poten-
tial enemy!s secret plans through radio interception
has meant tremendous savings in men and mcney for
many nations in recent wars.

Both cryptography and cryptanalysis have
reached ‘new heights in the last generation. The sud-
aen development of communication intelligence empha-

sized the importance of cryptanalysis, for not till
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the advent of radio could experts so easily obtain
the mass of material necessary for proper research.
Concomitantly with the progress of cryptanalysis,
cryptography made a similarly noticeable advance,
since the fact that.radio messages were available to
all who desired to intercept them necessitated the
creation of extremely complex codes and ciphers.
Thus, by a process of action and counteraction, both
cryptography and cryptanalysis have made steady ad-
vances with first one and then the other in ﬁhe lead.
The ambition of every nation has been to develop un-
breakable ciphers for its own use and to solve every
cipher in use by the enemy. ~Strangely enough, the
decryption of enemy ciphers is probably the only cer-
tain‘method of a country's ascertaining the security
of its own cipher system. Hence, the significance of
modern cryptanalysis is twofolds

(a) It has provided more accurate intelligence
concerning the enemy's intentions at less cost in men
and money than any other form of intelligence;

(b) It has served as a check on the security
of a nation's own ciphers and codes.

It must be remembered, however, that the U.S.

Army and Naval Communication Intelllgence organizations

DECLASSIFIED -
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were created not to achieve success in the academic
field of cryptanalysis, but to provide intelligence
for operational authorities by means which may involve
decipherment only incidentally. Traffic analysis,
which does not possess the antiquity of cryptanalysis
for it is as new as radio itself, is also an important
phase of communication intelligence activity.

Traffic analysis is the process of extraéting
intelligence from enemy messages by methods short of
Cryptanalysis, L€y by Oobserving the volume- and flow
of communications, the addresses, signatures, fre-
tuencies used, priority, call signs, and other fea-
tures of the message. Radio direction finding, the
identification of the transmitting characteristics of
operators (Tina), and the identification of trans-
mitters (RFP) are extremely valuabie in this phase of
Communication intelligence. Incidentally, traffic
analysis has played a vital role in the present war
when the enemy has shifted ciphers frequently to

delay Cryptanalysis.

R Expansion of United St

. ates Communication Intelid=
£ence Oreganizations

The tremendously increased flow of enemy opera-

tional traffic, which began with the outbreak of this

DECLASSIFIED
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war, necessitated a great expansion of personnel in

both the U.S.-Army and Naval Communication Intelli-~

. gence orgenizations. Consequently, maeny persons were

introduced for the first time to sctivities which had
long been deliberately hidden by strictest security
precautions. In adcition to those who have been mem-
bers of the Army and Naval Communication Intellizence
organizations, many other Army and Naval personnel
have become aware of the: existence and operations df
these organizations throuzh the handling of intelli-
gence which necessarily had to be disseminated to cer-
tain operational commanders.

ar correspondents anc other publicists also

leve had an opportunity to come in contact with some
ol this intelligence, e.g., Stanley Johnston who
aivulged the story behind the Battle of Midway, and
‘ratt who has also written a book on erypt-
analysis. Eurtﬁermorc, some members of the ¥.C.C.,
FeB.l., ana otate Department, and certain other

Civilian authorities have been cognizant of the succes

of American cryptanszlytical agencles It is estimated
1 - Fletcher Pratt, Secret anc Urgent: The Story
ol Coues and Ciphers, Blue Ribbon Book, Garden
City, N.Y., 1939; "The Mysteries of Micway", and
"I'ne Knockout at Midway", Bureau of Naval Per-
sonael Informacion Hulibull, Nov.-Dec., 1943,
reprinted from Harper's Magazine, 1943. 11]
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that at least 50,000 members of the Army and Navy

have handled cryptographic material, and several thou-

sand Army and Naval personnel, exclusive of inter-

cept personnel, have been associated with cryptanalyti-

cal activities. The number of those who have handled
the resulting intelligehce is not as large as those
who have been engaged in processing the material, but
even the disclosure of certain techniques would be as
damaging as the revelation of actual intelligence.

It is apparent, therefore, that a large number of in-
dividuals possess knowledge which would be extremely
damaging to the national interest, if made available
to unauthorized persons.,

It should be pointed out that it is not possi-
ble to hide the existence of large cryptanalytical
organizations from experienced espionage agents.
Furthermofe, the enemy takes for granted, as we do,
that every radio message transmitted in war time is
intercepted by hostile forces, who intend to decipher
and read the contents, if possible. But knowledge of
the success achieved by American cryptanalysts can
and must be limited to only higher authorities who

need to know. This is the objective which must be
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attained in the future lest the source of much unigue

intelligence be destroyed. Some examples of the dam-

aging effects of publicity on communication intelli-

gence activities will be discussed in the following

pages.

3. Publicity Leaks Concerning Communication Intelli-
gence

Publicity in America concerning the success
of Communication Intelligence in various nations seems

to have occurred in three major spurts:-

A, The Post War Disclosures - which ran from

1920 -.1950 approximately.

B. The Yardley Era - from the publishing of
"The American Black Chamber" in 1931, up
to the outbreak of the American-Japanese
war.

C. The American-Japanese War - which occasioned

the most dangerous disclosures of all.
A brief study of each of these periods will be
of value in understanding the need for strict security
precautions which must be taken in modern communica-

tion intelligence work.
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A. Post World War I Disclosures

E
&
«Q
Iz
7

The great interest shown in communication in-

telligence by most modern nations probably owes much
to the revelations of such activity which were made
public during the years following World War I. The

information contained in this report has been gathered

in the main from publications available in most pub-
lic libraries, and has been set forth here to demon-
strate the necessity of preparing to stop the antici-
pated avalanche of post war publicity which will

jeopardize the activities of American intelligence

ITand
I T

&=
’ C.
agencies unless appropriate action is taken. <)§
QU
1. The Allies ",35
|
(2) France
From the writings of various French ex- E
U
perts it is known that the French entered the war in ta
&
1914, thoroughly familiar with German military codes o
and ciphers and with long experience in reading Ger- %
2 =
man and Italian diplomatic messages. Excellent E
=
o
=
2 - Yves Gyldén, The Contribution of the Crypto- -
praphic Bureaus in the World War, (Translation ¥

of chifferbryaernas Insatser I Varleskiget
Till Lands), United States Government Print-
ing 0ffice, Washington, 1935.

rals
—
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planning in times of peace, splendid cooperation be-
tween military and diplomatic leaders in regard to
cryptanalytical assignments, and continuous research
in developing the most efficient pProcedures resulted
in great success for the French in anticipating and
frustrating German attacks.
(b) England

The British Army and Naval Intelligence
Departments had well-organized cryptanalytical bureaus
during VWiorld War I, and the continued stress placed
by the British on the speedy collection of material,
careful examination and selection, and a skillful
collation of all available sources of information has

stimulated other nations to follow their eXample.

2 (Continued) - Henri Cartier, "Le Service
d'ecoute pendant la Guerre", Radioelectricite,
No. 16, 1923, p. 454; "Le Secret en Radiotele-
graphie", Radicelectricite, No. 97, 1925, p. 445.

Marcel Givierge, "Questions de Chiffre", Revue
Militaire Francoise, Paris, 1924, p. 409. Trans-
lated in U.S.4. Signal Corps Bulletin, March
and lay, 1926.

The Living Age, May 2, 1925, p. 233. Mentions
the incident before the World War when M. Cail-
laux, a French leader, disclosed, through a
careless reference, the success of French crypt-
analysts to the Germans. An important source of
information was lost for a time because the Ger-
mens chnanged their code.

DECLASSIFIED
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Despite the existence of the British Official
Secrets Act of 1911, as amended in 1920, several books
published in England have given rather detailed ac-
- counts of British communication intelligence activi-
ties. Captain Ferdinand Tuohy discussed British

methods of direction finding and code work in a book

published in 1921. Even the rudiments of Tina and
3

R.F.P. were explained in this work.
In December 1927, the "best kept secret" of
the Great War was disclosed by Sir Alfred Ewing,

Principal of the Edinburgh,University, in a lecture

=
.
=
&=
(@

entitied "Some Special War Work" which he delivered

X3I0TTd0d

rn QT

to the Edinburgh Philosophical Institute.4 He told
of the activities carried on during World War I in
the famous Room 40 O.B. of the British Admiralty,
wWhere German dispatches were deciphered.

Four years later, in 1931, Sir Alfred Ewing
added further details in an interview which was pub-

5

lished in America. As many as 2,000 messages a day

—

3 - Ferdinand Tuohy, The Secret Corps, London,
John Murray, 1920, pp. 132-171.

4 - Daily Express, Edinburgh, Dec. 14, 1937.

5 - Article by Hayden church from London, N.Y.
Times Magazine, Nov. 8, 1931. =

DECLASSIFIED

authority \ND 947022 1S

]

Mgy Lo v (SIVE L UEROmueay va TryTSTOET INESTEI N



7 T \ "-«.l"" ] "‘"il w5V

TOP_SECRET ULTRA

were deciphered in Room A0 with never more than

twenty-four hours delay. One of the messages, dis-

closing that the Germans planned to raid the East
Coast of England, led to the Battle of Jutland when

Admiral Jellieoe, forewarned, moved his fleet to meet

the German warships. Another publicist confirmed 5

Ewing's statement as to the Battle of Jutland by point- ﬁ

ing out that the Admiralty knew of the plans of the

German fleet at least twelve hours before it moved

from its base. Admiral Jellicoe put to sea at 5:40

P.kE. on May 30, 1916, and the Germans did not weigh g%

anchor wntil 3:00 A.M., May 31, 1916. E‘.g
According to Ewing, Room 40 dealt with diplo- Eg

matic ciphers as well as mnaval dispatches, and, there-
fore, ﬁas able to give warning of the Easter rebellion
in Ireland, as well as information of German activity
in Persia. Probably the most important exploit of
Room 40 0.B. was the decivherment of a message sent

on January 16, 1917, by Dr. Alfred Zimmerman, Under-
secretary at the German Foreign Office, to von Eck-
hardt, German Minister to Mexico. This message re-

vealed a German proposal for an alllance with Mexico

6 - Hector Bywater and H. C. Ferraby, Strange

Intellicence: Memoirs of Naval Secret Ser-
vice, Richard R. Smith, N.Y., 1931, p. 1838
DECLASSIFIED ‘ 16
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e M

on the grounds that after the war Mexico would re-—

SEO T NHALY

ceive the territory of New Mexico and Arizona which

she had lost in 1848, As Ewing remarked, the publica-

tion of this message was decisive in converting Ameri-

can opinion to the necessity of war.

The complete details of the interception and

decipherment of this message may be found in both

XudNL

English and American publications. The memoirs of a

former German Naval Intelligence officer, von Rinte-

7

len, were published in London in 1933, and official

correspondence dealing with the Zimmerman affair

AT T TIH

were disclosed in the memoirs of the former American

Ambassador to England, Walter H. Page, published in
g

XI101740d

rA ONT

America in 1925.

Von Rintelen was captured during the war by
the Bfitish on his way back to Germany from America,
and he then learned from Admiral William Reginald
Hall, the Chief of British Naval Intelligence, that

the British had known Germany'!s five ways of sending

—

7 - Captain von Rintelen, The Dark Invader: War-
time Reminiscences of a German Naval Intelli-

gence Officer, Lovat Dickson, Ltd., 35 Bedfor
St., London, 1933,

& - Burton J. Hendrick The Life and Letters of

Walter H., Page, 3 Vols., Doubleday, Page and
Co.s 1925, Vol. III, Db« 331-364.
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information to America or Mexico, and had intercepted

SO ICNIAIV

and deciphered messages sent by all five routes.

Furthermore, Admiral Hall disclosed the radio decep-

tion methods used in eliminating Admiral Spee's scuad-
ron at Falklands on December 8, 1914. A newspaper
article by Hector Bywater in 1934 cited testimony

from two British intelligence officers in confirma-

XHUNL

tion of von Rintelen's story concerﬁing the secret
. 9
background of the Battle of Falklands.
Mr. Bywater, who was one of the world's best

informed writers on naval affairs, published many

[nif b kg

special articles and books on the English Navy,

I0IT8Nd

several of which discussed British direction finding

rA OTN

Al

and cryptanalysis, and especially the work of Room
40 O.B.lo

Captain H. Landau of the British Secret Ser-
vice wrote in 1934 of his World War activities in
setting up informetion posts in Holland to obtain

datza on train movements in Belgium and occupied

France. Indirectly,he was of great assistance to

=38 (O TIVISTOFT INZSTEIN

9 - Daily Telegraph, London, Sept. 4,6, 1934.

10 - Bywater and Ferraby, Strange Intelligence;
Hector C. Bywater, Their Secret Purposes,
London Constable and Co., 1932, Ch.XIII.

—
——
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Room 40 0.E., becsuse his organization obtzined a

COpY Ol every ciphered telegram sent out of Holland

by the German Legation, the C
11
German services, Further

onsulates, anc other

more, even beiore the war

brofe out, according to Lorc Fishert!s memoirs, the
British had a buresu established in Switzerlandc to
. ) 12

collect foreign code telegrams.

One of the sources concerning Britisnh

cation intelligence zctivities in World War I w

book written in 1935 by Hugh Cleland Hoy, who became

Secretary to Admiral (then Captsin) W. R. Hall just
aiter the latter had become Dircetor of Navel

13
ligence in October 1914. He told of the origin of

}._

Room 40 0.B. at the Admiralty, described some of its

ploits, and then, ironically enough, stressed its

(FJ

great cmpnasis on secrecy as follows:
"Oof it, /Room 40 0.B./, too, the late
farl Balfour said:

'To Room 40, the country owes an immense
cgebt oi gratitude - a debt which at the
time, at least, coulc never be paid.

11 - Henry Landau, All's Fair: Tihe Story ol the
Britisin Secret Service Behind the German

LI_L';V,'\}-‘,_.' » (% . (] ° ! "' l :l_},?‘_' S ESQ];}./‘ F) R 2‘:.1{0 , 193L ; {:‘CC"
rets of ths ; ‘hite Lady, G. P. Putnam's Sons,
b L, ) s .
15 = _L'j}l Op. _<;__-, D fo: o o
12 - H. n '\,ZL\” anc Hov, 40 O0.B., or HOW the far was

ile
s ) . - = 4 - O 1 Q2
1«01, Huccid o son ana Co. 3 LoOTiuOonl, LY0D.
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Secrecy was of the very essence of the

work, and never was secrecy more success-
fully observed.'" (14)

One of the most interesting accounts of Bri-
tain's cryptanalytical activities in the last world
War can be found in the testimony brought forth be-
fore the Mixed Claims Commission of United States and
Germany in regard to the disasters at Black Tom, N.J.
on July 22—30, 1916 and Kingsland, N.J. on January
id, IP17s g Admiral Hall of British Naval Intelli-
gence supplied the texts of many intercepted messages-
to demonstrate the knowledge of the German covernment
in regard to the activities of its sabotage experts.16

Thus, much of England's secret war activities
were disclosed not by esplonage agents but by the
books and newspaper articles of its own nationals,
with some revelations by outside sources,

(¢c) Russisa
The Russians entered the World War very
badly prepared for military cryptography and crypt-

analytical work, though long experience in success-

14 - Ibid., pp. 24, 25. .

15 - Mixed Claims Commission, United Gtates and
Germany: Opinions and Decisions in the
csbotare Claims Handed Down Jwne 15, 1939
and Dctober 30, 1939, and Appendix, Superin-
tendent of Documents, Washington, D.C.

16 = Ibid., pp. 22—36; DD 300-302.
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fully decoding Turkish, British, Australian, and

SHO T NIIIY

Swedish diplomatic codes and police work against the
Nihilists had necessitated cryptanalytical research.
Despite &all this background, it seems from the slight
evidence available that very little military crypt-
analysis was done by the Russians in World War I,

though they did solve some of the German codes. On

the other hand, lack of security precautions helped

YEANI

the Germans to decipher Russian codes. One reason

for believing that the Russians did not achieve much
cryptanalytical success arises from the fact that the

Al - .

Russians were unaware that the Germans were reading
L7

their codes,

ALTOTTEOL

(6) Italy
Before the first World War, Italy had
done little to develop its cryptanalytical bureaus,
and there is no published evidence to prove that she

was any better during the war. This situation is dif-

ficult to understand because of the traditional in-

terest of Italian scholars in cryptograms and crypt-
enalysis. More intensive research in Italian libraries
then has been possible in drawing up this report would

probably reveal further detalls of Italyts crypto-

17 - Gyldén, op. cit., p. 69.
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graphic and cryptanalytical efforts in World War I.

2. Central Powers

(a) Germany
The German Army, Navy, and Ministry of

Foreign Affairs had cryptanalytical bureaus before
Torld War I, but inadequate and ill-trained personnel
had mede competent research impracticable. Compared
with the French, they were much inferior in that they
lacked a centralized organization, were without expert
leadership, and because of insufficient research were
not prepared to cope with the problems involved in de-
ciphering French codes. Turthermore, errors and
omissions discovered in German communications permitted
the French to solve German messages Very easily.

In the late years of the war, after a difficult
period of self training, the Germans became much more
adept in cryptanalysis. A British writer stated that
the Germans were overhearing British signals and wire-
less conversation after 1916, and were thus always
prepared or British attacks during the last years of
the var.18

After Sir Alfred Bwing had disclosed the work

of Room 40 during the World ¥War, an announcement re-

1¢ - Terdinand Tuohy, op. cit., ». 218.
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vealing the corresponding German department appeared

in the Vossiche Zeitung.

The article described the
deciphering of intercepted British signals in a myste-
rious wireless station, surrounded by barbed wire on

a lonely moor near Neumenster. This story was con-
fifmed by a former Germen wireless officer, Lt. Comdr1.Q
N. Kraschutzki, who belonged to the Neumenster staff.
It is believed, however, that this Bureau was not
successfgl in deciphering British Naval dispatches

20

until some time in 1916, though it is known that at

the outbreak of the war, Admiral Spee knew because of

intercepted British meséages that he was being shad-
21

owed by British crulsers.

On the Russian front, the Germans were much
more successful owing to Russian communication de-
ficiencies. The Germans knew as much, if not more;
than some of the Russian commanders about Moscow's
plans for the Battle of Tannenburg. Germany had
still better success with diplomatic secrets for they
were able to read the messages of Major Langhorne,

the American Military Attaché in Berlin. It will be

19 - London Times, Jan. 3, 1928,
o = s ; -~
Gylden, op. cit., p. 43.
21 - Von Rintelen, op. cit., B. 34«
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TOP SECRET ULTRA

remembered that the Germans had arranged to send these
dispatches for Major Langhorne who wished to keep them
from falling into the hands of the British. In the
process, the Germans were able to réwfite the Ameri-
can Attache's dispatches with a pro-German bias. It
may be presumed also that their experts were able to
rezd the messages of other nations.22
(b) Austria
According to General Ronge, Chief of the
Austrian Military Intelligence Service during World
War I, cryptography had been much practiced ip Austria,
but cryptanalysis was entirely unknown until 1908,
when he began to work on intercepted Italian Naval
dispatches. Messages of other countries had been de-
ciphered for years, but solutions had been obtained
by acquisition of the codes through espionage rather
than by cryptanalysis. However, in 1918 the Evidenz-
bureau of the General Staff was re-organized, and
efforts were made to stimulate cryptanalytical activi-
ties.
Despite its inadequacy at the beginning of the
war, the Evidenzbureau gave many Austrian officers an

opportunity to analyze Russian systems and, as a result

-

22 — I_bj_d_._o, po 58-
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of their specizlized training, they were able to

STOICNEILY

solve Russian ciphers much more quickly than the Ger-

mens. As the war progressed, the Austrian bureau ex-

pended, and a French source states that in February,
1916, at least 26 cryptanelysts were employed in the

(o]
<3
Vienna office zlone,

Austrian military commanders were well aware

XEANT

of the velue of the informstion supplied them by this

bureeu, and Von Glaise-Horstehsu, Chief of the War

Archives in Vienna, Privy Councilor, and former offi-

cer ol the Austrian Genersl Stalf, stated that if

AT I

Austria had not been able to resu Russian rzdiograms,

it woulc most probably have lost the war as early as

ZILT0TTdNd

N 9T

in the winter of 1914-1915.

3. United States

Very little was known by The American public
about its cryptanalytical agencies until the time of
Yerdley's disclosures of 193k. [Lieutenant Colonel
Walter Sweeney, U.S. Army, reported in a book written
in 192/ thet during World Wer I the code and cipher
section of the Intelligence Service at American GHG

had demonstrated that any code or cipher could be

oo |,,r . . e
23 - Gylden, op. cit., pe 2<.
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24

read, if sufficient time were granted. A newspaper

article in 1930 discussed the activities of G-2 and
Room 40 0.B. in intercepting and decoding German

radio messages.25 However, public attention was not
focused on American cryptanalytical activity until
Herbert O. Yardley;26formerly of the U.S8., Army, broke
the seal of self-imposed silence which governs the

activities of most cryptanalysts and published his

2l
famous "The American Black Chamber"”.

24 - Lt. Col. Walter C. Sweeney, Military Intelli-
gence:; A New Weapon in War, Fred A. Stokes,
N.Y., 1924.

25 - Sunday STAR, Washington, D.C., Apr. 13, 1930,
Magazine Section, p. 5 _ o -

26 - Major Yardley had resigned his commission in
the U.S. Army Reserve before submitting the
articles for publication. _

27 — Herbert 0. Yardley, "The American Black _
Chamber!, Bobbs-Merrill Company, Indianapolis,
1931,
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The Yardlev Era

1. Yardlev's Revelations

EBarly in 1931, the Saturday Evening Post, a

weekly magazine of tremendous national circulation,
published a series of articles by Yardley which
frankly disclosed the exilstence of eryptanalytical
organizations in various countries, and discussed
their methods, successes and failures. Analysis
of the different types of ciphers and codes in use

by these nations, with unflattering criticism

directed at the U.S. Department of State, was one
28
of the principal themes.

The articles were then published in book form,

entitled "The American Black Chamber". Yardley stated

that his organization, which had been established in
1917 and had worked in secret until 1929, had solved
over 45,000 cryptograms during that period. At one
time or another, it had broken the codes of Argentina,

Brazil, Chile, China, Costa Rica, Cuba, America, France,

28 - Herbert 0. Yardley, "Secret Inks" gSaturday
Evening Post, Philadelphia, Vol. 203, No. 40,
Bpr.« 4, 1931;

"Codes", ibid., Vol. 203, No. 42, Apr. 18, 1931;
"Ciphers", ibid., Vol. 203, No. 45, May 9, 1931;

uCryptograms and Their Solution", ibid., Vol. 203,

No. 73, Nov. 21, 1941.
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Germany, Japan, Liberia, Mexico, Panama, Peru, Russia,

STOIANTILY

San Salvador, Santo Domingo, the Soviet Union, and

Spain. Furthermore, he revealed that all Japanese

—
code messages received or sent by the Japanese repre-
sentatives during the Washington Naval Conference had
been read by American cryptanalysts. %

The book created a sensation in both America ﬁ
and in Japan. In addition to a Japanese translation
in book form which apparently was subsidized by

Japanese militarists, two Japanese newspapers ran a

serial translation, and headlines called attention a%

to American treachery at the Washington Conference.29 }:E

In America, the book received much attention in the %Z

press, and many book reviews dlsseminated his dis-
closures even more widely; thus, hundreds of persons
who had never read Yardley's story were made aware
of its revelations.
Yardley wrote two other articles late in 1931.
One deslt with the cryptanalytical activities of the

30 . _
British, and the other attempted to explain his

29 - K.K, Kawakami, Baltimore Sun, Aug. 18, 1931.
30 - Herbert 0. Yardley, "Doublecrossing Americd,
Liberty Magazine, N.Y., Oct. 10, 1931, pp. 38-42.
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31
motives for revealing government secrets. The first

article discussed British methods in obtaining every
dispatch entering or leaving England, and the second,
severely criticizing the State Department's inadequate
ciphers, explained that his book had been intended
to expose America's deficiencies in the field of
cryptography with a view to stimulating the develop-
ment of new codes for the preservation of national

secrets.

Hollywood eventually made a picture called
31A
"Rendezvous" based on a novel by Yardley, and as late
es March 1942, the Navy Department had to recuest

that the "American Black Chamber" not be republished.

2., Pre-iiar Publicity
: In 1934 and again in 1937, newspaper stories
-discussed the activities of several American cryptf
analysts whose existence had been disclosed when called
upon to testify in court as government witnesses, or
when discussed in civil service newspaper columns.,
Public attention was thus drawn to the Army's, Navy!s,

and Coast Guard's cryptanalytical units.

31 - Herbert 0. Yardley, "Are We Giving Away Our
State Secrets?", Liberty Magazine, Dec. 19, 1931,
31A- Herbert 0. Yardley, The Blonde Countess, N.Y.,
lL}BL{ L
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A newspaper article in October 1939, announced

that the F.C.C. had revived a Black Chamber to de-

code 2ll messages leaving the United States.-~ A vear

later, the same columnist attacked the entrance of
the F.C.C.

into radio intelligence, pointing out

that its staff had no experience or knowledge covering

g
=
e

law enforcement or the value of military information,
and, in addition, it wass doing something whieh the
Army, Navy and Department of Justice were perfectly
equivped to perform.33 A very detailed artiele,
describing the ws

ar activities of the F.C.C. system,

Sl

avpeared in October 1941. FEleven counter-esrionage

radio stations and more than eighty. secondary mobile

11I0TT40d
ALIDL

units were mentioned, and new antemnae for use in

fixing the position of transmitters and plastic dises

for recording messages were described. 4

A1l the foregoing examples of security vio-
letions occurred during peace. Some were minor, some
ﬁere serious. The most damaging disclosures were to

occur after the outbreak of war on December 7, 19A1.

< = Frank C. Waldrop, Washington Times-Herald,
Oet. 1939,

22 - Ibid., Oet. 7, 1940.

34 - Tos Angeles Times, Oct. 13, 1941.
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C. American—Ja nanese War

1. Pearl Harbor Aftermath

Oon the day after the attack on Pearl Harbor,
a Washington newspaper, cuoting reliable informants
to the effect that the Var Department had succeeded

in reading the Japanese code, indicated that Tokyo

YEANT

had»probably'suspected the decipherment of 1ts codes
and had neglected to inform the Japanese Embassy in
Washington of its plans to attack Pearl Harbor so &5
not to warn Washington.35 Two days later the same

newspaper, speculating again as to whether or not

Japanese diplomats in Washington knew in advance of

ZIIoTIANd
10 QTN IE

the attack on Pearl Harbolr, announced that the United

States had solved the Japanese code in 1932, put that

undoubtedly the Japanese knew this, and in turn the

ed that they knew it.36 .
reprinted a story

U. 8. had 1éarn
early in 1942,

Time Magazine,
ad originally appeared

C. G which b

concerning the F-.

pateh. According to this

in the St. Louis Post Dis
gtopped from gseizing

report, the T. B. T. had been

the German Embassy pecause

an 1llegal transmitter in

941«

ey ., pecember 25 1
Washingtons D.S,j Decembel 31, 1941

e —

35 - Dally News,

LWV ISIDE L Uus0A0sy ‘
 NOTIVISIOFT mmsaaal

26 - Daily News, washingtons
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_the State Department did not want to jeopardize the

STOICNEIIY

success of negotiations for the safe exchange of

diplomatic perscnnel in Germeny. The F. C. C. an-

L e

|

nounced later that every message sent out from the

German Embassy had been decoded, and, furthermore,

the transmitter had been jammed at the beginning of %‘
every broadcast.37 &
A newspaper article in February 1942 attacked

the F. B. I.'s statement that peacetime restrictions

had prevented the copying of all messages transmitted

between Honolulu and Tokyo over commercial radio ég
circuits for several weeks prior to December 7, 1941. Eg
It declared that the communication.serviee of the E%E

Navy and the signal service of the Army had kept
cormmercial circuits between Tokyd and Honolulu under
constant surveillance and had given copies of all
messages to the F. B. I. Senator Harry S. Truman,
of Missouri, Chairman of the Senate Interstate Com-
merce sub-committee on wire tapping legislation,
informed the Senate that, notwithstanding the report

of the Roberts Commission, the record would show

37 - Time Masgszine, N. Y., January 5, 1942.
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that "wire tapping and interception of messages were

=
:
=
o
|52
on

fully practiced prior to the attack on Pearl Harbor.w39
Another publicity leak occurred when Leon
Pearson on a Wutual Broadcasting System program in

February 1942 announced that one of the intelligence

services of the Government had decivhered certain

H
messages from the French West Indies - Martinicue and g
Guadaloupe - which indiecated that German submarines
had been refueled from the small ports of the Atlantic
coast of Guadaloupe.39

As & result of all the newspaper publicity at the ‘ g
outbreak of the war which had been given to the crypt- %%%
analytical agencies of the U.S., many colleges began Egz
to inguire of the Navy about the inauguration of cour- e

ses in ecryptanalysis to prepare their students for.

)

U LV LELIVE L USSUSUSTE q6 TIVTSTDET LNﬂSﬂH&“ )

war duties. A1l of the voluntary offers were declined
politely, because of the publicity which would accom-
bany sueh courses.

ra
2. Battle of Midway Expose

The most imnortant publicity leak of the

bresent war concerning communication intelligence

[ —

33 - Chester Wanley, Times Herald, Washington, D.C.,
February .7, 1942.

39 - War Devertment Radio Digest, February 26, 1942,
No. 216.
DECLASSIFIED i3
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occurred in early June 1942, after the Battle of
yidway, when an article appearing in three newspapers
of very wide clrculation disclosed that.the U. 8.
NéVY knew in advance of Japanese plans for an attack
on Duteh Harbor in the Aleutians and against Midway

Island JAC

Indicating that the Japanese had used a strik-

ing force, a support force, and an occupation force,
the article gave svecific details of the makeup of

each enemy force. It was evident that the reporter

had somehow acguired mueh of the information which
U, 8. Navael Communications Intelligence had dissemi-

nated to a very few important commanders, and it was

=
g
e

obvious to the experienced observer that such com-

|

plete details of the enemy's plans could have come

2l |

only from decivhered Japanese messages.
Furthermore, a radio broadcast of Walter

Yinchell on July 5, 1942, stated that advance knowl-

HET INES

£

€dge of the enemy's plans had saved U. S. forces
from defeat on two occasions. Another item from his

Newspaver column of July 7, 1942, announced that

\
——

40 - N. Y, Daily News, Chicago Tribune, Washington
Times Hersld, June 7, 1942.
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colonel McCormick's paper in Chicago hag divulged the
reason for Ameriean success at Midway -- the decoding

py the U. S. Navy of Japanese secret messages.4l

Meanwhile, an effort was made to indict those

responsible for the original disclosure concerning

yidway. On August 8, 1942, newspapers throughout

the country reported that the case was to be investi-
gated by a Federal Grand Jury in Chicago, as a result

of 2 preliminary inguiry made by the Justice Depart-

ment at the recommendation of the U.S. Navy. William

D. Mitchell of New York, former Attorney General under

President Hoover, was to direct the investigation of

the Grand Jury into any possible violation of =a crimi-

nal statute or of the Act of June 15, 1917, as amended

by the Act of March 28, 1940, concerning the unlaw-

ful communication of documents or communications rela-

ting to national defense.ﬁzHowever, damaging publicity

Was the only result of~the action since the Grand
Jury failed to indict Colonel McCormick, Managing
Editor James Loy Moloney, or Stanley Johnston, the
revorter 43

e
4l - N. ¥, paily Mirror, July 7, 1942.
ii -~ N. Y. Tinmes, Auﬁust 8, 1942.
r2 =~ Newsweek T\nap‘cz]_ﬂe, August 31, 1942.
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Two years later another publicist reported
that American cryptographers had broken the Jepanese
néval code just before the Battle of Midway.44 Once
again it was obvious that current security measures,
presumably provided by present laws and voluntary
censorship, would not accord sufficient secrecy for
future cryptanalytical activities.

3. State Devartment Leaks

In 1942, "How War Came", a semi-official

review of American foreign policy from 1940 until
the beginning of the American-Japanese war, ves
published by Forrest Davis and Ernest K. Lindlev.45
Purporting to be "an independent venture, critiecal,
unofficisl, and bearing no imprimatur?®, the book
gave evicence that the authors had been given access
to documents and confidential materisl which had

not been made available to the general publie. Pri

or
to the publiication of this book, several chapters
were first published in the Ladies' Howe Journzl in
July and August 194%2.
liany references were unade in the book to
44 = John Gerber, "The Secrct Language of War,n
Fects, Vol. IV, No. 2, February 1944, pp.13-18.
45 ~ Forrest Davis and Ernest . Linaley, How War
Came; An American White Paper; from the Fall
of France to Pezrl Harbor, Simon and Sec; mwster

N Ley "71-5-
DECLASSIFIEp

Authority N\ 947

I

b

e r———



34)

\\

TOP SECRET ULTRA

secret and detailed information which the United
States possessed in advence of several important
events. Though it may very well be argued tThat
esplonage revorts provided the basis for this secret
intelligence, certain references were so phrased

that any experienced observer would readily percelve
tiie source of this information. The authors stated
that the U. S. knew from "sources of proved reliabil-
ity® that Hitler was pressing the Japanese to vali-
date a secret protocol of the Axis pact of September
1940, which called for war on the Engiish-speaking
Powers under specified circumstances.46 Discussing
Japan's joining the Axis, the authors declared that
American and British diplomats knew of this very
seeret decision of the Japanese almost as soon as the
last member of the Imperial Council had voted. They
also declared that President Roosevelt had been
closely advised of the ramifications of the new
alliance, and pointed to the existence of a secret
protocol committing Japan to engage the knglish-

speaking Powers whenever the circumstances seemed

46 - Ibi‘;_ L) I_Ej " 9 .
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right to the Axis."

In a chapter entitied "Warning to Woscow®,
the authors stated thet aidway in January 1944, WP,
Sumner Welles nad warned Pussian Ambassador Duma NeKy
that Hitler's armies wouid sttack Russis in the
following June. According to this book, the United
Eleates "unew®™ that the decision to breach the Naai-
Eoviet accord nad been taken in Berlin. Two months
later the Russian Asbassacor inquired whether or not
the Unitec States nad any confirmation of the report
frow Periin, and he recelved categorical assurance
tiawt the United (tales possessed additlonal evidence
of Chancellor Hitler's intentions.4® The United
Stutes sls0 advisec Russia that Mr. Matsuoka's chief
errant in Burope was the negotiation of & non~aggres-
sion tresty with Russias to free Japen's rear for a
war on thne English-speaking Powers.4?

In deseribing the reactiom of American offi-
cigls in Hashington to the news that Cermany nad
attocked Russis in late June, the authors remarkeg

thet neitner President Fooseve.t, fecretary MHull,

A.? - 3 .3 Ir. - 15“.";5:70
a-._-"& - VD -..‘.’ 1-4"1. .‘L?‘E';’Tbo
&9 - I-biuo, Y ;.r..t‘o




o
P

5 CEMPDET il TDA
Tﬂf sk%g&Jb*”\ﬁﬁ

TOP SECRET ULTRA

nor Mr. Welles were surprised by the announcenent,
for the event, which shocked the public, had long
been anticipated by both London and Washington.
According to the book, ir. Churchill for two months
haa been practicing his famous speech which promised
full assistance to Russia.?0 Washington also <Knew
that Nazi party strategists had assured Chancellor
Hitler that the Russian venture would be merély a
brief detour, which would permit him to return to

the main task of subjugating England.Sl

A decision of the Japanese Imperial Council
on July 2, 1941, concerning an attack on Siberia,
was given twenty-four hours later to Awmbeassador
Qumansky, by Sumner Welles, who also advised the
Fussian AmbasszGor a few days later that pressure
was being exerted upon Tokyo for an early attack on

Vlaaivostok.52

Pointing out that the Nazis belicved that
war in the Pacific woula remove the United States
es & formidable factor in the Atlantic, the book

declared that the United States government was fully

3

~ Ibid., pp. 238-239.

‘A\J
51 - Ibid., p. 240.
52 — I1bid., Pp. R47T-<40-
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exigency
2

aware "in surprising deteil" oi the nature,
and pace oi the German arguments leveled at ToKyo.
The belief that Marshal Goering disclosed the Japanese
intention of attacking Pearl Harbor to Marshel Petaln
was held erroneous by the State Department because
it had what it considered an accurate precis of the

Vichy-Nazi conversations a few nours after thelr ter-

mination.?4

4. Espionage Disclosures

The Battle of Midway publicity and the disclo-

sures of "How War. Came" were not the only unfortunate

ed

ct

publicity leaks. 1In June 1941, the F. B. 1. arres
twenty-six men and three woien, twenty-two of them

German, on charges of conspiracy to undermine national

defense by acting as spies in transmitting to Berlin
confidential information concerning many phases of

national defense and shipments of military cargoes to

Great Britain.55 Further details were disclosed when

the case came to trial in September 1941. A German

secretly working for the F. B. I., revealead

radio code in which messages of the

details of a

ost, June 30, 1941.
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espilonage ring were sent to Berlin.56 A few months
later Drew Pearson also discussed the secret code
used by the German espionsage ring.57
In September 1942, a magazine artlcle described
American counter-espionage activities in uncovering
illegal shipments of mercury from liexico to Japan.
The Mexican government had ordered a special customs
examination of a Japanese freighter on the basis of
exact information® supplied by American intelligence
agents.58
Much publicity has resuited from the discovery
of Axis espionage agents in South America. Since
1942 many articies in American newspapers and News
magszines have mentioned the radaio interception anc
cryptanalytical. activities of American counter-
espionage agencies. Most of this publicity emanated

ohe

from the intercention of clandestine messages Dby
Federal Communications Commission. A very revealing
report, giving full details of the interception of
clandestine radio messages transmitted from South

America, was published with official approval in

56 - 1i.Y. Times, September 9, 10, 12, 194i;

‘ Washing ton Tiuwes-Herald, Sevteuber lc, 1941.
57 - Wasnington Times—ﬂerala,whuv?pbgr o, 1941.
5% - Harpers lagazine, Septeuber 194, De. 5Y%.
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July 1943.°7 It not only mentioned the interception

of clandestine radio messiges, but it also gave com-
pletely documented appendices containing the ueciph-
ered dispatches of Axis agents. Since-these apuen-
clces were not printed in the Spanish edition of this
volume, the responsibility for the unfortunate pub-
licity rests solely with a United States! agency.
One section of this report entitled "German
Espionage Agents in Chilen

, outiined the whole

history of an Axis clandestine station in Chile, ana

the texts of seventy-one intercepnted anu deciphered

0

o~

messages were appenced to the chronological story.
Another section, entitled "Axis Espionage Activities
in Argentina", daiscussed four groups of Axis agents

in Argentina, each one of wihich was o]

rerating an
"
: - - . s L Bl i e )
important clandestine radio station. A number of

4+

intercepted and deciphered aispatches irom these
stations was slso published.
The fundamental cifference of opinion in

regarc to the publication of intercepted material,

59 - Aonual Report Subunitted to the Governments
of tne American Republics, Lmergency Auvisory
i ommd ttee for Political Defense, July, 1943
Comulittes for PolLlblea. SEIENSE, de i R
lontevideo. Tngllisn »CGlolon GLl3triputeda by
the Pan-imerican Union,hashington,b.C.,1943.

{.3‘.1‘ - I—bi(L o 3 (- n:.)'/;'—.l.':'/{'} . i
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which exists between authorities of the Communication
Intelligence organizations of the U.S. Army and Navy
and other agencies of the United States, came to
light in the following decision of the committee:

"In view of the gravity of the charges
made, which specifically describe acts
committed by Axis agents against the se-
curity of the Hemisphere, it is highly
desirable to give publicity to such infor-
mation, as well as any other of the same
character, since it is of great value to
the collective defense of America." (62)

Furthermore, the Emergency Advisory Committee
for Political Defense had already decided that the
publication of this material hed achieved its desired
objectives, for it stated:

"The realistic and practical signifi-
cance of the Resolutions approved by the
Committee was corroborated by the informa-
tion published and thus brought to the
attention of the American peoples and their
Governments." (63)

Public attention was again focused on the
Federal Communications Commission Radio Intelligence

Division in May 1944, when newspaper articles described

the activities of George E. Sterling, Chief of the

62 o l:bid._-, })po lp:%, 850
63 - Ibid., pp. 44=45.
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Division, in locating claﬁdestine radio stations.éer
Though some attempt was made to disguise the
source of the intelligence by praising Latin American
officials for arresting spies and seizing code books
to make possible the decoding of Nazi radio trensmis-
sions, earlier reports had stressed the cryptographic
activities of this agency. During a debate in the
Senate, in March 1944, Senator lieade of New York,
proposing that the Senate restore over two million
dollars to the F. C. C.'s allotment in an appropria-
tion bill, read a letter which referred tc the 'excel-
lence% of the F. C. C.'s cryptographic work. A dis-
cussion of the meaning of "crygtographic" then took
place, and Senator lieade explainea that it meant the
deciphering of codes.65
In June, 194/ a movie short entitled "Patrol-
ling the Ether® produced by MGH in the "Crime Does
ot Pay" series, was shown all over the country. It
receifed much advance publicity and was seen by

thousands of individuals before its run was completed.

The seript dramatized the setivities of the F. C. C.

nlngton Daily News, lay 19-20, 1944.
______al.———-“""—

6/.- - Was
Time Magazine, May <<, L9A4;C w7, 1944
65 - KaS“Lntton Times—Herald, iarch 4

44
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Intelligence Division, and for purposes of specta-
tor interest, added certain elements of suspense
in dealing with espionage agents, which are not part
of its normel activities. The picture disclosed tiet
radio amateurs had been enlisted by the I'. C. C.
Radio Intelligence Division in a listening campaign
against clandestine stations as early as 1940, and
by 1944 seventy or eighty F. C. C. monitoring sta-
tions were overating all over the United States. A
map locating these stations was shown in the picture.
The use of mobile radio detection units was
Gemonstrated, as was the employment of a hanc getec—
tion set called a "snifter®. In the course of drama-
tizing the radio detection of a typical clandestine
station, an F. C. C. representative was porirayed
as pointing out that every enemy MeSSAgE had been
intercepted and that jamming by the F. €. C: had
prevented recection of the messages. It also an-
nounced that the clandestiﬁe messages were enciph-
ered rather than in code, anc that all the messages
had been gecipheveu. When the enemy transmitter was
finally locsted, an F. C. C. Radio Intelligence rep-

resentative Uffea the eneny ci’p‘m;l“ in Sel’.'.(iil'.;_r, &g lelse
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message to German submarines to lead them into a trap
set by Allied submarines and'planes. The picture
ended with & newspaper's headlines announcing that
the Navy had sunk several German submerines. The
impression was conveyed thst the work of the F. C. C.
in deciphering enemy messages and using racio decep-
tion was the reason for much of the past success of
the U. S. Navy in crushing German submarine packs.
Though the picture was well done ana was very
interesting, since it dealt with the mystericus arts
of radio direction fincding, cryptanalysis, radio
deception, spy hunting and submarine chasing, its
evideﬂt purpose of publicity seeking confiicted with

the long established policy of the Army and Naval

Communication Intelligence organizations, which for

serious and historic reasons are definitely opposed
to any publicity, even of a seemingly innocuous
nzture, concerning recio intelligence activities.
5. Summery
This completes the brief analysis oi the three

orincival veriods during the last generation in which

communicstion intelligence activities recelved much
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unwelcome publicity. Many unauthorized persons were
made eware ol supposedly secret organizations, and,
what 1s more importent, revelations concerning past
achlevements endangered the future success of Ameri-
can cryptanalysts. In view of recent cryptanalytical

eagx

‘_.l
)]

successes, desnpite the many damaging publicity
which have already occurred, it may be thought that
it matters little whether or not security precautions
are maintained at high levels. To aemonstrate the
falsity of this opinion, the next chagter will dis-

cuss the effects of publicity leaks on communications

fedaI'Se.

intelligence activities during the past Tew

et
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ALl

Effects of Publicity Leaks
on
U.S. Cryptanalytical Activities

During the past generation every nation in
the world has gradually become more conscious of the
Plack Chambers of other countries. Japan was no
exception, and a study of its progreés in security
precautions during the past two decades demonstrates
the accumulative effects of minor publicity leaks
in complicating the problems of American‘crypt-

analysts.

1. Japanese Security Measures

Japan was Very deeply disturbed over Yardley's
disclosures in 1931, and a series of assassinations
of Japanese leaders, who had been associated with
the Washington Conference, showed the feelings of
the militaristic elements. The most dangerous effect,
from the viewpoint of American cryptanalytical
agencies, was the great interest displayed by the
Japanese in stricter cryptographic security measures.
Their diplomatic codes were changed in 1932, and re-
search on a machine cipher was accelerated, resulting

in their adoption of this technique in 1934. The
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Japanese Navy became much more careful in their use
of ciphers and codes, but fortunately, their general
radio procedure was weak and the security of their
call identities was not great. Though special codes,
ciphers, and call signs were used during war maneuvers,
low standards of radio discipline compromised their
calls, which were changed only at fairly long intervals.

In 1935 the Japanese Navy began to improve
their radio technigue and about the time of the Japan-
ese Grand Haneuvers in 1937, a definite trend toward
complete communications security became evident, and
constant progress has been made along these lines
ever since. Improvements in circuit discipline, more
freaguent changes of calls, encipherment of ship-move-
ment reports, a decrease in plain language messages,
interception of U.S. Naval messages, and 2 raising
of the standards of Japanese Naval codes in 1939
marked this period.

Japanese diplomatic traffic from 1940 to the
outbreak of the American-Japanese war disclosed a
constant effort on the part of all Japanese repre-
sentatives to ensure greater communication and cipher

security in the face of the cryptanalytical activi-
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ties of other nations. Tokyo warned that various
countries were increasing their intercept facilities
to obtain coded messages of other countries, and were
using espionage and other means to acquire the codes.
In 1941 the Japanese laid even greater stress
on security measures, and certain ciphers and codes
were removed from Japanese offices in the United
States where a twenty-four hour watch could not be
maintained. Worldwide courier systems were introduced
and were operated at very frecuent intervals so as
to ensure the safe transfer of important documents.
The Japanese were suspicious not only of American
and Allied agents, but also of German and Italian
cryptanalysts.
Just before the attack on Pearl Harbor, the
Japanese changed their most important naval cipher
system--the Japanese Fleet General Purpose System--

which usually had been changed every six months, and

- was expected to be changed again on January 1, 1942.

The change of cipher on December 4, 1941, was in
itself a warning that something unusual was about

to occur.
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R After the Attack on Pearl Harbor

After war with the United States had begun,
the Japanese continued to lay stress on ﬁhe observance
of security rules in cipher and communication work.
Their success in deciphering some Russian and English
codes stimulated their interest in this regard, since
they suspected that the Russians in turn were reading
some Japanese ciphers. For some unexplainable reason,
the Japanese were cuite certain that neither Amefican
agents in South America nor their Axis colleagues |

in Berlin could declpher the Japanese machine code.

- "’;v;" ¢ "‘!&‘
- 1-UL 1

Investigations in Sweden by Japanese agents strengthened

their belief that no country was making any progress
in solving cipher machine codes. .

The Japanese began to imitate the American
?ractice of frequently changing call signs in April
1942, and in early May 1942, the increased use of
concealed addresses by the Japanese was notéd as
another obstacle for American traffic analysts. On
May 28, 1942, the Japanese changed thelr Fleet General
Purpose System in accordance with their usual pro-
cedure just before én important engagement. As a

result, enemy naval dispatches could not be read
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until some time later, but, fortunately, intelligence
concerning Japanese intentions was already in the

hands of operational authorities.

3. After the Battle of Midway

It is more than mere coincidence that within
a few weeks after the appearance of publicity relating
to the Battle of Midway, drastic changes began in
all Japanese codes and ciphers. There is no informa-
tion available to disclose whether it was the original
story in the Chicago Tribune, or the furor aroused by
the aboftive attempt to indict the persons responsible
for the story, or an independent espionage report
which caused Japan to learn of the decipherment of
its codes. However, we db know that in August-Sep-
tember l942,lpractically every Japanese code and
cipher was changed, and a systematic effort was made
to improve Japanese security in every respect.

The Japanese Fleet General Purpose System
changed on August 15, 1942 aflter only two months of
use, long before another modification was normally
expected. Furthermore, strenuous efforts were made

by the Japanese to frustrate American traffic analysts.
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The adoptioq of a concealed identification call sign
for originators, the scrambling and eventual elimi-
nation of message and station serial numbers, the
encryption of precedence and classification desig-
nators, the employment of collective addressees, the
use of the "Broadcast! system of delivery, and
finally, extensive alterations in the whole Japanese
call sign system were further security measures
introduced after the Battle of Midway. Japanese
attempts at radio deception, though not successful,
also indicated their awareness of American communica=
tion intelligence activity. |

Many modifications were made in Japanese
ciphers after the war began. A chart outlining the
lhistory of recent Japanese cryptographic develop-
ments is attached to this report (see Chart I). Each
change in a cipher has been designated by a different
color . on the chart. It will be immediately apparent
that prior to the outbreak of the American-Japanese
war changes were made only at long intervals. Notice,
however, the increasing number and frecuency of
chenge of the Japanese cryptographic systems beginning

with the Battle of Midway and continuing till the
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present time. The chart clearly demonstrates the
necessity for doing everything possible to avoid
any further acceleration of Japanese security pre-

cautions.

4. Summary

It is evident that revolutionary changes in
Japanese communication security occurred after the
Battle of Midway. Japanese imitation of U.S. Naval
procedure was so successful that American traffic
analysts have had great difficulty ever since, be-
cause of the necessity of starting each day with no

identified call signs. It is difficult to avoid

the conclusion that there was an unescapable relation-

ship between the publicity given to the success of
U.S. Naval Communication Intelligence at Midway and
the swift cryptographic reaction of the Japanese in
succeeding months.

The seriousness of this situation must be
realized. Traffic analysis was considered by radio

intelligence experts as the one means of obtaining

information concerning the enemy when enemy dispatches

could not be deciphered. If the Japanese suddenly
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decided to revamp all their ciphers and call signs
simultaneously, and could do this efficiently,
American communication intelligence experts would

be helpless for a certain period of time. Meanwhile,
the Japanese nmight very weil make an attack on our

forces.

Although it may be said that no code or cipher,

except a one-time system, has as yet withstood
determined attack by experts, recent publicity
concerning the solution of codes and ciphers has
resulted in such advances in cryptographic security
that cryptanalytical solutions which once could be
achieved by relatively few experts and by simple
means in a short period of time, now recuire complex
machinery, large forces of personnel and extensive
time-consuming research. The problem of obtaining
intelligence in time to be of operational value may
soon be almost insurmountable. It is for this
reason that American cryptanalytical agencies insist
that something be done to safeguard the security

of their operations so that the enemy will not

introduce further revolutionary cipher changes which
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may make the acquisition of timely intelligence
impracticable.

This ends the discussion of the need for
adequate legislation to prevent disclosures of the
activities of American cryptanalytical agencies to
unauthorized personnel. An analysis of present
legislation, indicating certain deficiencies, and
making certain suggestions for a new law, will be

treated in the following pages.
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Iv

Deficiencies of Present Le egi Lagﬁﬂg

It is evident irom the foregoing giscussion

that several problems are involved in drawing up 7Y
legislation against the unauthorized disseminatlon
s of &

of communication intelligence. The objective

new law would be as follows:
1. Prevention of W—L__‘___’/

rvgtanalytical personnel irom

or C

ing their activities either at present OT

in the future.

2 Prevention of unauthorizea dissemination

of information relating to communication

tary personuel not

intelligence by mili

engaged ig,crygtograJhic or cryotanalyti-

Eé;ﬂégﬁlglgies, but who have acouirea

knowledge of this activity througn tneir

official pogitions.
o prevention of disclosures by civilians,

~
eLC. 5

journalists, war corresoondents,

who may heve acouired snowledge of ery o
J P ue=
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graphic or cryptanalytical activities
either through their official position
or by any other means.

There are two aspects of the above problems:
first, to prevent publicity leaks, ano second, to
penalize them. The passing of a strong law ageinst
the revealing of intelligence resulting from crypt-
analysis should help to cut down future publicity.
The present laws, which are inadequate To accomplish
the objectives described above anc which appear in
Army Regulations No. 380-10, are as follows:

(&) Act of 15 June 1917 (40 Stet. 217, as

amended) - prohibits the disclosure of
any information directly or incirectly

to a foreign government "witn intent or
reason to believe that it is to be used
to the injury of the United States or to
the advantaege of a foreign nation", and
penalizes the ¢disclosure of inicrmation
relating to the national defense through
willful action or gross negligence on the

parTt oi persoms to whom it is entrusted.

DECLASSIFIED
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(B) Executive Order 8381, 22 March 1940 -

aeilines military and naval installations
or equipment regquiring protection against
the general cissemination of information
relative thereto.

(C) Act of 19 June 1934 (48 Stat. 1103) -

prohibits any person from divulging infor-
mation obtained by intercepting any inter-
state or foreign communication.

(D) Executive Order 9066 - authorizes the

Secretary of War to prescribe restricted
military areas.

(E) Act of 10 June 1933 (48 Stat. 122) -

prohibits gisclosure of any information
éoncerning or derived from any aiplomatic
code.
In addition to these laWws, the U. S. Army and
Haval Communication Intelligence organizations $Qmin-
ister a special secrecy oath to all members by which
a promise is made to maintain security at present and
in the future. Copies of these oaths as well as that
of the British Code and Cypher School will be found

in the appendices.
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The principal difficulty with the rresent
bgpionage Act is that to secure a conviction under
the clause covering disclosure to a foreigh nacion

1t is necessary to prove on the part of the accused,

.j»

the "intent" to injure the United States, or "reason
to believe" that such injury will result. Therefore,
Yardley's book or the Chicago Trivune story of the
Battle of Midway would scarcely be penslized under
this provision.

The clause cealing with disclosure of informa-
tion regarding national defense through gross negli-
gence introduces the necessity ol proving negligence;
€.g. demonstrating that the accused knew the value
of the information concernea, while the clause re-
garaing willful communication restricts the inior-
mation protected to that pertaining to "nations
defense', besides introducing the element of Mwilliulm
communicetion, which is not applicable to orainary
negligence.

The Act of June 10, 1933, which was passed to
stop oublication of Yaraley's seconu book, states
that a person "willfully" publishing or furnishing

to another person gny oificial ciplomatic code, which
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in the United States, may be punished. This law aoes
not cover military ciphers or code, nor does it pre-
vent publication of books or articles on the subject
if no messages are quoted.

It is believed that the phrase "intent fo
injure the United States" shoula be eliminated from
new legislation since this could scarcely be proved
against any of our personnel who revealed information
to other than a foreign spy. As pointed out above,
it would be difficult to prove a case against a
journalist who might write a very revealing story
of our cryptanalytical activities under tine pretex
of protecting the United States or defending the
motives of an individual, as has happened. It is
recognized, however, that because Congress may be

alize unintentional disclosures

disineclined to pen

of our activities, omission of the phrase "intent

to injure the United States" may not be permitted.

Furthermore, it is doubtiul whether Army or WNaval

authorities woula care ©o prosecute in cases where

inadvertent publicity resulted from non-malicious
acts. However, something must be done to prevent
deliberately sought-for publicity, such as Yardley's,

which disclosea our activities. The elimination of

' 61
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the "intent" phrase would automatically reduce the
crime to a misdemeanor, for intent is necessary 10T
a felony.

Obtaining proof that a person has revealéd
information with "a reason to believe that it is to
be used to the injury of the United States or ©o the
advantage of a foreign nation", is difficult even
during wartime, when it may be presumed from the
existence of certain military restrictions and safe-
guards that the disclosure of certain information
would be of value to a foreign government and detri-
mental to the United States. When the present war
ends, and many of the executive orders defining
restricted areas, eguipment and information are re-
scinded, many persons who formerly dealt with classi-
fied military information will have returned to ci-
vilian life and will no longer be informed concerning
-the proper classification of this material. Proof of
freason to believe that 1t is to he used to the
injury of the United States" will then be as difficult
to obtain as will be'proof of malicious intent.

The law prohibiting Gissemination of informa-

cion obtained from intercepting foreign communications

DECLASSIFIED
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fails to cover many aspects of the work carrieua on
by the cryptographic agencies of the U. S. Army and
Navy. Moreover, many of the persons engaged in
eryptographic work nave little or no knowledge of

ntercept activity, end disclosures without such

'_.]-

knowledge is not covered by the statute. The law
for the protection of diplometic codes Goes not
cover military material handlea by the Army or Nevy.
Furthermore, none of the acts mentlonea aoove were

written to achieve the objectives now desired. This

latter is a desirable element since a given court's
decision may turn on its effort to carry out legis-

lative intent. A clear general steatement ol our

S -

security purposes, enacted into law, would be =

Gistinet aid to enforcement.
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A

Elements of Proposed New Legislation

It is suggested to the authorities concerned
that certain elements be included in the proposed

new legislation so as to accomplish the purpose

H
desired. These are as follows: E
(a) A Broad Definition of "Information® .
This definition should not be restricted
merely to the nature of codes, ciphers or L
methods used in coﬁnection with communication
intelligence, but it should also include
t=
P

information concerning the resulting intel-
ligence and the suécess of such activity.

If it is deemed desirable to omit reference
to cryptanalysis or cryptography for security
reasons, it may be possible to cover these
aspects by making a general reference to all
military and naval intelligence. It may be
advantageous to frame legislation along
general lines after consultation with other

branches of the armed forces.

DECLASSIFIED
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(b) A Definite Standard Defining the Informa-
tion to be Protected

It is not desirable to describe the
information as being of use to the enemy, or
‘to say that its disclosure would be detri-
mental to the United States, for such a defi-
nition might involve difficulties of proof.
It is suggested that a sufficiently broad
basis could be achieved by relating the infor-
mation to some military standard of classi-
fication, such as a restricted area (as in
the British Official Secrets Act), or the
normal classifications of "Secret", "Confil-
dential" and "Restricted". An even broader
basis such as "all information relating to
military or naval intelligence activities”
may be preferable.

(¢) Protecting Clause for Disclosures Made
in Line of Duty

This must be carefully considered by
higher authorities since anticipated public
investigations of certaln aspects of the

present war may very well entail official

= CLASSIFIED
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disclosures of cryptanalytical intelligence.

SHOIANTILY

(d) Persons to Whom Applicable

Legislation should be applied to both
military personnel and civilians.

(e) Penalties Clause

It is suggested that for the new law,

XIANI

in which the offense becomes a misdemeanor

and not a felony, the maximum penalty be not

nigher than $500.00 or imprisonment for one
year. However, the present laws against
espionage and malicious disclosures to foreign

governments, with their heavier penalties,

béct

should be retained.

DECLASSIFIED
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VI

Proposal for Joint Tegislative Action by the English

Speaking Powers , ——

It is suggested that while adequate legislation
is being procured for the protection of communication

intelligence in the United States, other members of

XTANI

the United Nations be asked to initiate a similar »Tro-

cedure. Such sction is necessary because communication

intelligence experts of Australia, Canada, Fngland,
India, and New Zealand have collaborated in working
on certain problems connected with this war.

Tt would be ironie, if, after taking every Dpre-

b 401

caution to prevent leaks in the United States, dis- \
closures of American communication intelligence activ-
ities were to be made by an Englishman or Canadian
who eould not be reached by our laws. The same em-
barassing situation would occur if an American were
to reveal secrets concerning British communication
intelligence activities.

It is obvious, therefore, that the problem
concerns all the BEnglish speaking powers, especially
since interlocking operations may well continue after

the military aspeets of the present war come to . an

 DECLassirigp———
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end. Perhaps, specific protection should be given

SEOIA NHAIY

to the intelligence activities of all United Nations

in any new legislation which is drawn up to prevent

unauthorized disclosures.

—DECLASSIFIED
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VII

Proposal for a Military Intelliggnce

Reviewing Commission

It will be seen from the analysis of present
legislation that, even with the passage of a new
law, only one of the two great objectives of American
communication intelligence organizations is solved.
New legislation combined with old statutes will prdba-
bly provide proper punishment for unauthorized dis-
closures, and such penalties will have a definite
effect against future security violations. The
principal objective from the communication intelli-
gence viewpoint, however, is not to penalize such
disclosures, but to prevent them. Though the.British
Officizl Secrets Act, which has been studied in
connection with this present project, was in full
force for several years before damaging disclosures
were made by English writers, it was not able to
prevent them.

In the light of this experience, it is sug-
gested that in collaboration with other branches of

both services a law be passed to establish a Military

DECLASSIFIED
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e

Intelligence Reviewing Commission to pass on the
contents of any book, newspaper or magazine article,
motion picture or radio scriont, etc., before permis-
sion for publication would be granted. Such a com-
mittee would have no authority to censor any criti-
cism of political or military leaders; its powers
would be strictly circumscribed so as to permit de-
letion only of references to sources of military or
naval intelligence. To offset possible criticism of
partisanship, the membership of the committee could
comprise a few outstanding individuals of different
political beliefs, military and naval officers, and
also press representatives. This would obviate
complaints against a suspected military or naval
policy of suppressing embarrassing facts, and it would

also help to obtain united congressional support.

DECLASSIFIED
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VIII

Considerations in Procuring New Legislation

Some of the difficulties which may be met in
procuring desired new legislation have already been
discussed. It is evident that fundamental principles
of American life - freedom of speech and freedom of
the press - will have to be modified somewhat in
the future, if the work of the cryptanalytical agencies
of the United States is to be unimpeded. Yet, in
thé light of the evident determination of Congress
to maintain strong fighting forces, it is obvious
that our 1egislétors,will do everything they can to
supplement national defenses. Though it is difficult
to dramatize the work of cryptanalytical agencies,
since the very nature of their operations demands
the utmost secrecy, both interventionists and non-
interventicnisté will understand the need for pro-
tecting an activity that has served as a scouting
arm for our fighting forces in providing more
accurate information concerning the enemy's inten-
tions at less cost than any other form of intelli-

gence. Congress will also be anxious to protect

DECLASSIFIED
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the interests of the nation in the labyrinthine ways
of post-war diplomatic and economic affairs.

Now is the time to request protection for
sources of important. intelligence; for the domestic
and foreign, political and economic problems of the
post-war period may monopolize the attention of our
legislators. The importance of Communication Intel-
ligence in helping to control some of the dangerous
aspects of the post-war world should not be lost
sight .of in making a recuest for appropriate legis-

lation.

ECLASSIFIED
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Appendix I

Secrecy Oath, U.S. Army Signal Security Agcney

I, : ’
(Full Neme)

fully undefstanuLng the need to preserve secrecy
about the means and methods our Armed Forces use in
secret and confidential signal communicaztions, and
especlially the need to maintain silence concerning
our studles of foreign communications, solemnly
swear that I will not now OR AT ANY FUTURE TIME, even
a?ter my separation from the service, reveal any
details of the organization, activities or operztions
performed by the Signal Security Agency b“Ccrt as
specifically authorized by competent War Department
authority.

I further solemnly swear that I will not ais-
cuss any matters pertaining to the officilal functions
or operations of the Signal ‘Security Agency with any
persons not actively and currently officially as
to ana performing Signal Security Ageuncy duties
connection with the matter to be discussed, or n
officially associated with the Signal Security A
for operative purposes, such assoclation having
authorized by competent authorluy.

wm

ned

~H

[

L O B
r‘_

ncy
eell

X

i

&
8

I further solemnly swear that I will not keeg
in my personal possession, or within my personal
guarters any official document of a secret or confi-
dential nature or any copy of such a caocument that
passes through my hands.

I further solemnly swear that I will 1cwort
without delay to my immediate superior the aetail
or circumstances of any case l.fal ch comes within my
knowledge wherein an unauthorized person has obtalnea
or is attemnting to obtain information concerning tne
Sigrel Security Agency or any of its activities

I affirm that I have read Sections I-IV, in-
clusive, znd Section IX of AR 380-5. I also afiirm
thet I am familiar with the provislons of the Act of

LASSIFIED
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Congress of 15 June 1917 (Espionage Act), relative

to the disclosure of information relating to
National Defense, and with the provisions of
of Congress of 10 June 1933, relative to the
tection of diplomatic codes.

So help me God.

the
-the Act
Pro-

Sworn before me this date.

DECLASSIFIED
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Appendix II

Secrecy Qath, U. S. Naval
Communication Intelligence Organization

L,

(FULL NANE)
do solemnly swear that I will bear true faith and
allegiance to the Government of the United States of
Aunerica, and that I will uphold and defend the Con-
stitution of the United States of America, and that
I will uphold and defend the Constitution of the
United States against all eneumies, foreign and do-
mestic,

I further solemnly swear that I will not
now or hereafter reveal the existence of the Vom-
munication -ntelligence Organization or the identity
of any member of that Organization or any uetalls
of the sctivities performed by that Orgenization
except as specifically authorized in each instance
by a superior oificer known by me to be within the
Communication Intelligence urganlaatlon.

I further solemnly swear that I will not
(iscuss any matters pertaining to Communication
Intelligence activities with any person not actively
and currently assigned to anc performing Radio +n-
telligence cduties, and that I will impart to sub-
créinates under mv direct supervision only such
detalls as may be necessary to their proper per-
Tormence of tTheir cuties.

I further solemnly swear that I will report
without aelay to my immediate superior the details
or cilrcumstances of any case wihich comes within my
rmnowledge oi an unauthorized person attempting to
obtezin informution concerning the Vommunication In-
telligence Organization or uny of its activities.

I aifirm that I am familisr with tThe pro
isions of the Act of Congress of June 15, 1917
msplonage #et), relative to the disclosure of

mecion relating to the National Defense.

So Help Me Goa.

DECLASSIFIED

puoriy (NP I 7032 75




T0P SLCRET ULTIRA o

sworn beifore me this date

YHIANT

YHENNY
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Appendix III

Secrecy Oath, British
Government Code and Cypher cchool

Declaration by

My attention has been drawn to the prrovisions
of Section 2 (1), (la), (2) and 8 (2) of the official
Secrets Acts, 1911 end 1920, which are set_out below,
=nd I understand the effect oi these sections and
the serious consequences which may follow any breach
of their provislons.

am WOrK-—

I am aware thet the office in which I zm
ing is a "prohibited place® within the meaning of
Section 2, and that my cuties in themselves constitute
ninformation which relates to or is used in a TTro-
hibited place," in addition to such information as
T may acquire in the performance of these gaguties
ané as defined in Section 2.

OFFICIAL SECRETS ACTS, 1911 and 19<0.

Oofficial Secrets Acts, 1911 =nd 1920.

2z w(1l) If any person having in his posses-
sion or control any secret officlal cocde word, or
pass word, or any sketch, plan, model, article,
note, document, or infurmation which relates to or
is used in a prohibited place or anything in such
a plece, or which has been maue oOr obtained in con-
travention of this Act, or which has been entrusted
in confidence to him by any person holding office
under His Majesty or which he has obtained or to
which he has had access owing to his position as a
person who holds or has held office under His Majesty
or has helc o contract made on behalf ol His lajesty
or as a overson who is or has been employed uncer &
person who holds or has held such an oifice or con-
tract, -~

(u) communicates the code word, pass WOrd,

DECLASSIFIED
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sketch, plan, model, article, note, document or
information to any person, other than a person to
whom he is authorised to communicate it, or a person
to whom it ig in the interest of the State his cduty
to communicate it, or

(az) uses the informstion in his possession
for the benefit of any ioreign power or in any other
manner prejudicial to the safety or interests oif the
State, or

(b) retains the skebch, plan, mocel, article,
note, or document in his possession oOr control when
he has no right to retein it or when it is contrary
to his duty to retain it,. or falls to comply with
211 directions issued by lawiul authority witn re-
gard to the return or disposal thereoci, or

(c) fails to tzke reasonable care of, Oor so
conuucts himself as to endanger the salely of

csketch, plan, model, article, note, aocument
official coce, or pass word or information;

H
@
ct

m ct
-
o o

that person shall be guilty of & misdemeanour.

(1a) 1If any person having in his possession
or control any sketch, plan, mouel, article, note,
document, or information which relates to munitions
of war, communicates 1t directly or indirectly to
any foreign power, or in any other manner pre judicial
to the safety or interests of the ~tate, that person
snell be guilty of & misdemeanour.

(2) 1If any person receives any secret oiii-
cial code wordu, or pass word, or sketech, plan, wodel,
erticle, note, document, or iniormation, knowing,
or having reasonable grounds to believe, &t the time
when he receives it, that the code word, pass word,
sketeh, plan, mouel, article, note, daocument, Or
informetion is communicated to him in contravention
of this Act, he shall be zullty of a misdemeanour,
unless he proves that the communicetion to him of
the code word, pass word, sketeh, plan, wmocel,
article, note, cocument, or information was contrary
to his desire.

DECLASSIFIED 18
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8(2) Any person who is guilty of a misde-
meanour under the Official Secrets Act 1911 and
1920 shall be liable on conviction or indic ctment
to imprisonment, with or without hard labour, iIor
a term not exceeding two yeers, oI, OL conviction
un&er the Summary JUPLSQlCtlun Acts, to im; risonmeﬂt,

with or without hard labour, for a term 1ot exnceea-

ing three months or to a fine not exceeding 1iity
pounds or both such imprisonmenrt and fine."

tur

48]
N
q

=]

jAb)

()

i
o
ct
®

Witness
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Aleutians
Dutch Harbor attack

America :
Decryption of codes

American Black Chamber
Cryptanalytical agencies
Effect on Japan
Japanese code messages
Herbert O. Yardley's book
Relation to F.C.C.

American Cryptanalysis
Deficiencies

American GHO
Intelligence service

Argentina
Decryption of codes by U.S.
German esplonage

Austria | )
Beginning of cryptanalysis
Evidenzbureau
Intercepted Italian naval dis-

patches
Russian systens

Axl

/)]

German-Japanese pact

.,

Balfour, Barl Arthur James

Room 40 0.B.
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Baltimore Sun

American treachery at Washington
conference

Brazil

Decryption of codes by U.S.

British Crvptanalytical Bureaus

Disclosures in Yardley's book
Earl Balfour
Hector Bywater's articles
Organization
Security

1. Official secrets, Act of

1911

Sir Alfred Ewing's disclosures

Bvwater, Hector C.

Battle of Falklands
Memoirs of Naval Secret Service
Room 40 0.B.

Their Secret Purposes

.

Caillaux, Monsieur

Breach of security

Cartier, Henri

French cryptanalysis

Cnicago Tribune

Disclosures concerning Battle of
Midway

Federal Grand Jury Investigation

Prosecution for damage to U.S.

Chile

T Decryption of codes by U.S.
German espionage

China

Decryption of codes by U.S.
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Churchill, Winston

German attack on Russila

Coast Guard

Cryptanalytical disclosures

Colleges, American

Cryptanalytical courses

Communication Intelligence Organiza-

tion

Cryptanalysis and cryptography

Definition of information

Disclosures of information

Effect of growth on communica-
tion security

Enemy agencies

Expansion of U.S. organization

Future security measures

Growth throughout the world

Need for expansion

Object of security

Objectives

Safeguarding

33

7, 8
6/
65, 66

16, I

11

9, 10

57, 58, 6466
7

7, 9, 10
11, 12
69

64-72

Value of cryptanalytical agencies 71, 72

Costa Rica

Decryption of codes by U.S. 27
Cryptanalysis

Definition 8

Future security measures 5%

Publicity leaks ) 33, 34

Radio interception 7, &

Reason for emphasis in modern

times _ 7
Value 8
Cryptogrephy

Association with cryptanalysis
Future security
Purpose and significance

oo\ 2
~Jv
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Cuba
Decryption of codes by U.S.
o

Daily Express
Sir Alfred Bwing and Room 40 0.B.

Daily Mirror
Disclosures on Midway victory.

Daily News, New York
Disclosures on Midway victory

Daily News, Washington
F.C.C. activities
War department and Japanese codes

Daily Telegraph
The Battle of Falklands

Davis, Forrest
How War Came

Dutch Harbor
Attack on

—F—

Embassy, German
Illegal transmitter

Embassy, Jdapanese
Pearl Harbor attack

Fspionage
Disclosures

hvidenzbureau, Austria

Ewing, Sir Alfred
Diseclosures of British crypt-
analysis and 40 0.B.
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Facts Magazine

The Secret Language of War

Falklands, Battle of
Admiral Hall and German codes
Admiral Spee and Captain Von
Rentelen
Daily Telegraph
Hector Bywater's disclosures

Federal Bureau of Investigation
Attacked-by newspaper articles
Relation to cryptanalytical

agencles
Federal Communications Commission

Axis activities in South America

Black chamber and radio intelli-
gence

Jamming of illegal German trans-
mitter

Knowledge of cryptanalytieal
agencies

Motion picture breach of
security

Ferraby, He. C.

Naval secret service

Fisher, Lord John Arbuthnot

Switzerland and foreign code
telegrams .

France

Decryption of codes by U.S.
Knowledge of German codes
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French West Incies
Deciphered messages by U.S.

=

i
N

Disclosures of activities

Gerber, John

26

Disclocsures on Battle of Midway36 n.

Germany

Admiral Spee and cryptanalysis

Battle of Tannenburg

Cryptanalytlical bureaus prior

to World War I
Decryption of codes by U.S.

Esplonage activities in U.S.
Espionage in Chile, £rgentina
Intelligence in late years of

war
The wireless at Neumenster

Givierge, Marcel
French cryptanalysis

Goering, Marshal
Knowledge of Japanese Pearl
Harbor attack

Guadalupe
Deciphered messages

Gyldén, Yves

Uryptographic bureaus in the

Worla War

German decryption of Russian

coue
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Hall, Admiral William Reginald,

Chief of British Navael Intelligence

Battle of Falklands

Interception and decipherment

of German codes

Harper's Magazine
Mexican shipments to Japan

Hendrick, Burton J.
Life of Walter Page

Hitler
Attack on Russia
Axis pact with Japan

Hollywood
Motion picture, Rendezvous

Honolulu g
Restrictions on message
copying

Hoover, President Herbert

How War Came
Publicity leaks

Hoyv, Huch Clelancd, Secretary To
The Then Captain Hall
Origin of Room 40 0.B.

Hull, Cordell, Secrevary 0f Stoate

Reaction to Russian attack

-I-

Intelligence Reviewing Commission

Purpose and composition
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Italy

Page

Italian Navsal dispztches inter-

cepted by Austria
Cryptanalytical bureaus prior
to Worla war I

-

Japan
Decryption of codes by U.S.

Effect of Yardley's disclosure

on Japan
Joining Axis

Japanese Security

After Midway

After Pearl Harbor

Change in Japanese clphers

Diplomatic code changes - 1932

Piplomatic traffic to outbreak
of American-Japanese War

Grand Maneuvers - 1937

Japanese ileet general purpose
system

Pearl Harbor and crypt-
snalysis

Jellicoe, Acdmiral
Battle of Jutland

Johnston, Stanley
Battle of Midway
Grand jury indictment

Justice, Department 0Of
Law enforcement ana military
informetion

Jutland, Battle Of
English forewsrned
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Kawakami, K. K,
Baltimore Sun and American

"{reachery" at the Washing-

ton Conference

Kraschutzki, Lt. Comdr. N.
Neumenster staff

50

Ladies Home Journal
Chapters of How War Came

Landau, Henry
British Secret Service dis-
closures

Langhorne, lMajor, American Military

Attache in Berlin

Page

28

&3

36

18,

Yiplomatic dispatches deciphered

and rewritten by Germans

Latin Awmerica
Seizure of spies

Liberia
Decryption of codes by U.S.

Liberty Magazine
Yardley's articles

Lindley, Ernest K.
How War Came

London Times 7
Neumenster Staif and British
codes

Los Angeles Times
war activities of F.C.C.
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~Mc-~

McCormick, Colonel R,
Publicity leaks

M-

Manley, Chester

Page

34y 35

Tlmes-Herald story of Pre-Pearl

Harbor message interception

lartinicue
Ueciphered messages

Matsuoka, Yosuke, Japanese Foreign
Minister
Non-aggression treaty with
Russia

lleade, Senator James, From New York
FeCeC. Appropriation Bill and
breach of security

Metro-Goldwyn-liayer
"Crime Does Not Pay" series

Mexico
Decryption of codes by U.S.
llercury shipments to Japan
Zimmerman note .

Micdway, Battle of
BEffect on Japanese code
Expose of victory - Publicity
leaks
Prosecution for disclosures
Stanley Johnston

Senator Harry S. Truman
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Page
Mitchell, William D., Former
Attorney General
Federal Grand Jury investi-
gation -
Mixed Claims Commission
Cryptanalyticel activities of
last war 20
Moloney, Jemes Loy, Managing
aitor, Chicago Tribune
Grand Jury indictment 23
Mutual Broadcasting System
ublicity leak 33
sl
Naval Conference, Viashington
American "treachery" 28
Neumenster
Wireless station 23
Newsweek Magazine
Grand Jury investigation 35 D
Q-
Qumensky, Ambassador Constantine
. German attack on Russia 38-39
Japanese attack on Siberia 39
-P -
Page, Ambassacor Walter H.
Memoirs R a7y
Zimmerman note 16-17
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Page
Panama
Decryption of codes by U.S. 27, 2B
Patrolling the Ether
MGM movie - publicity leak Lh=46
Pearl Harbor
Germen knowledge of Pearl Harbor
attack 40
Japanese codes after Pearl
Harbor 51-52
Japanese codes Pre-Pearl
Harbor ' 48=-51
Times-Herald story of Pre-
Pearl Harbor message inter-
ception 35
Pearson, Drew
German espionage ring 41
Pearscon, Leon
Publicity leak 33
Peru '
Decryption of codes by U.S. 27, 28
Petain, Marshall
Japanese attack on Pearl Harbor 40
Post, Washington
Germen espionage 40
Pratt, Fletcher
Cryptanalysis 10
Publicity Leaks
England 14-20
France 13-14
Future prevention 69-70
Intent to injure U.&. 61-62
Italy _Al-22
Pre-war concerning U.S. Crypt-
analysis 29-30
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Publicity Leaks (continued)

Russia
"The Secret Language of War"
Unintentional disclosures

Page

20-<1
36
60, 61

World War caisclosures of Alliesl3-22

World War disclosures of
central powers

o
Radio Interception

Effect on communication
Intelligence

REP
vefinition

Rendezvous, lotion -Picture in 1942
American Black Chamber

Roberts Commission

Room 40 O.B.

Battle of Jutland

Captain H. Landau

Diplomatic ciphers

Farl Balfour

Easter Sundey rebellion in
Ireland

Germans in Persia

Hector Bywater

Hugh Clelanc¢ Hoy

"Room 40 0.B. or How the War
VWas Won!

Sir Alfred Ewing's cisclosures
of activities

Zimnerman note

Roosevelt, President Franklin D.
Japan's secret protocol with
Germany
Russian attack
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16
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16
16
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Ronge, General
Chief of the Austria Military
Intelligence Service - World
War 1

Russia .

Battle of Tannenburg

Ciphers read by Austria

Codes decipherecd by Japanese

Communication deficiencies

Decryption of codes by Germany

Decryption of codes by U.S.

German attack

Intelligence work in World
far 1

Lack of security precautions

Non-aggression treaty with
Jdapan

.

Sen Salvador
Decryption of codes by U.S.

Santo Domingo
Decryption of codes by U.S.

Saturday Evening Post
Yardley's articles

Secret and Urgent
Security violatilon

Secretary of War
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Annex to Specizl Report No. 1

Special Report No. 1 emphasized the need for

new legislation to prevent the’unauthorized dis-
closures of information concerning communication in-
telligence activities, since present legislation is
deficient in that it can only penalize certain types
of disclosures, and what is much more important, 1t
cannot prevent similar occurrences. Reference was
also made to the fact that the British O0fficial Se-
crets Act of 1911, as amended in 1920, possessed
weaknesses similar to those found in American legis-
lation relating to the/same information. This can
be best demonstrated by reviewing a book, published
just a month prior to the outbreak of World War No.
II, and reprinted twice since that time.

The book in question is The Maen of Room AQ:

The Life of Sir Alfred Ewing, written by his son
Alfred Washington Ewing. It related the life story
of James Alfred Ewing, engineer, cryptographer and
educator, with most of its pages devoted to the

scientific and educational contributions of this

1 - Hutchinson & Co., Ltd., London and lMelbourne;
first edition Aucust 1939, reprinted October
1939 and January 1940.
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great physical scientist. Towever, Chapter IX was
devoted to his war work at the Admiralty from 1914 to
1917. Up until Aucust 4, 1914, Ewing, as Director
of Naval Education, was engaged in reforming the Bri-
tish Navy's educational system. On thet day, Admiral
Henry Oliver, then Director of Intelligence Division
of the Admiralty War Staff, showed him a number of
intercepted enemy cipher wireless messages which hed
been received by British listening stations. Ewing
had become interested in code during some cable test-
ing experiences off the coast of Uruguay in 1875, =znd
in 1904, he had patented a new method of detecting
electric oscillations such as occur in wireless teleg-
raphy. Before the war, he had devised some ciphering
mechanisms and had discussed ciphers with Admiral
Oliver.2 Thus, it was natural that Admiral Oliver
turned to Ewing when seeking for assistance in crypt-
analysis.

Chapter IX outlined the whole history of Roon
40 through the war years. Discussing the origin and
work of Room 40 0.B., which soon gave way to much

more spacious dguarters, it enumerated the difficul-

2 = Ibido’ p- 173—1740
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ties that Ewing had to experience before meeting

his first success.3 The acquisition from the Russians
of a German code taken from the wreck of the Magde-
burg was discussed, and lIr. Winson Churchill, in The

World Crisis, was quoted as an authority for the de-

tails of the story. Mr. Churchill was also cuoted
&s saying that the Admiralty, basing its orders on
intelligence derived from enemy intercepted dis-

patches, knew beforehsnd of every sortie in force
]

~4
that was made by the German Navy during the war.

Admiral of the Fleet Lord John Fisher, was also cuoted
in his published Memories as saying of Room A0 O.B,'s
decipherments:
One of the crowning glories of the Ad-
mirzlty ... in my time, they never failed
once in that elucidation /of naval ciphers/.(5)
On January 23, 1915, after Ewing's staff had

intercepted and interpreted a series of enemy cipher
messages, it was apparent that important movements
of German naval forces were commencing. This intel-

ligence, as Mr. Churchill has related, led to the

battle of the Dogger Bank. As each enemy message

3 < Ihid., pp« 175, 179.
4 - Ibid., pp. 179-180.
¥ = lhid., T« 181
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was decoded and interpreted during the battle, BEwing
took it into the war room of the Admiralty where

Mr. Churchill, Lord -Figher, %dmiral Oliver and Ad-
miral Wilson were assembled. Rarely had such & pre-
cise picture of a naval battle been presented to
operational authorities.

The progress of the British Admiralty in
establishing directional wireless stations around the
coast to pick up German submarine messages was also
described, and the importance of Room 40 in anti-
submarine and anti—Zeppelin warfare was indicated.
The intelligence supplied during the battle of the
Dogger Bank had been so satisfactory to the Admiralty
that Ewing was able to increase his staff and to
supply improved apparatus to some of the listening
stations. In addition, both Mr. Churchill and Mr.
Balfour, his successor, were fully aware of the im-
portance of this work and did much to foster it.7

Room 4O 0.B., deciphered not only naval mes-
sages, but also German diplomatic codes. Full de-

tails of the S8ir Roger Casement incident and the

Il

bido’ p_po 183—184.
bid., pp. 185-188.

6 -
7

i
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r

FEaster Rebellion in Ireland were thus disclosed.
Further details, which have already been mentioned

in Special Report No. 1, were given concerning the

decipherments which revealed German intrigue in
Persia, and enemy espionage in Spain, and the dis-
closure of the famous Zimmerman message which had so
much influence on American public opinion was dis-
cussed.9 As for its success with naval messages,
Ewing's son quoted Mr. Churchill, concerning the
Battle of Jutland, who said:

Without the cryptographer's dercart-

ment there would have been no Battle of
Jutland. (10) :

Ewing's son pointed out that the work of Room
40 continued successfully during Ewing's freguent
absences for necessary duties in connection with his
new post as Principal of Edinburgh University, which
he had assumed in 1916. Its success was due to men-
whose faculty for cryptanalysis was far greater than
his own, for Ewing's chief function was to collect
and organize a staff, giving it such general direc-

tions as was necessary.ll In May 1917, Ewing re-

8 - Ibid., pp. 188, 192-194.
9 - Ibid., pp. 199-202, 203, 207.
10 - Ibid., p. 195.

11 - Ibid., pp. 198-199.
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signed his responsibilities for Room 40 to Admirel
Hall, pirector of the Intelligence Division, so as
to permit undivided attention to his university
labors.

In the course of his narrative, Ewing'!s son
emphasized that British work in cryptanalysis began
only with the opening of World War I and ended when
peace came.12 Though it mekes little difference
whether or not these statements were true, it is ob-
vious that no informed observer of world affairs be-
lieved them to be true. In fact, Ewing's effort to
stress the absence in England of such activity before
and after 1914-1918 only drew attention to the éxist~
ence of an organization which the statement was in-
tended to hide.

Other references in this book cited the public
tributes of Sir Maurice Hankey and Mr. Winston
Churchill to the work of Ewing in Room 40.13 Both
tributes reached the public eye. Sir lMaurice Hankey
stated that among those who had worked in obscurity,

as opposed to those who had been in the limelight,

no one deserved greater honor than Ewing, and no man

12 - Ibid., pp: 175, 208.
13 - Ibido, pl 223.
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14
had done greater service to his country. Churchill

said that Ewing had

«.. made a contribution to the affairs
of the Admiralty and to the fortunes of the
State, which might almost be called in-
estimable, if only from the fact that it had
never been recognized. (15)

On the occasion of Mr. Lloyd George'!s offi-

ciel visit as Lord Rector to Edinburgh University,
16
Mr. George said of Ewing:

His discoveries, the organization which
he set up, and what he discovered by means
of that organization, brought to their know-
ledge things without which our fleet could
not have operated successfully, and without
which it would have been difficult for our
submarine campaign to have carried on. I
say mere than that. The organization which
he set up gave us the information which ulti-
mately brought America into the war. That
story will one day be told. (17)

In discussing Ewing's famous lecture,
"Special War Work" given to the Edinburg Philo-
sophical Institution, Ewing'é son maintained that it
was delivered in view of disclosures already made
about Room A0 in various publications, both at home

and abroad, and because Lord Balfour desired him to

14 - Scotsman, July 19, 1921.

15 - Scotsman, July 12, 1923.

16 - Ibld., pp. 230-231.

17 - Morning Post, March 2, 1923, Daily Chroni-
cle, March 2, 1923.
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do so. He believed that a lecture in which details
and comments likely to do harm were carefully omitted
would be desirable, since he wished particularly to
pay a well-deserved tribute to a most capable and
devoted staff, some of whom were already dead.

Lord Balfour, who, as First Lord of the Ad-
miralty during part of the war, had much personal
knowledge of the value of the work, promised to act
as chairman for the lecture, but though political
duties prevented his appearance, he sent a letter to
be read aloud by the Chairman, Lord Sands, in which
he paid warmest tribute to Ewing's work during the
critical period of Balfour'!s stay in the Admiraity.
The lecture was delivered on December 13, 1927 before
an audience of nearly'ISOO persons.

On the following day, the Admiralty incuired
why Ewing had not asked their permission before deliv-
ering the lecture. Replying that he had talked the
metter over with various workers of Room 40 and that
Lord Balfour had known beforehand of his intentions,
he stressed that he did not wish to hide behind Lord

Balfour since he was not a child and felt capable of

18 - Ibid., pp. 245-246.
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forming his own judgement as to what was suitable
reticence and what might properly be mentioned in view
of the disclosures already made in certain publications%
However, after correspondence with the Admiralty, Ewing
promised not to publish anything dealing with his war
work without express permission, although he maintained
that publication of the text of the lecture would allay
and satisfy curiosity rather than excite it, as he was
certain that the narrative had enough historical value
to justify its existence in print.

In October, 1932, Ewing was asked to attend a
dinner of the I.D. 25 Association (Admiralty Intelli-
gence Division), and to his great surprise and pleasure
he was made Chairman, and sat between Admiral Hall and
Lord Lytton, with the utmost cordialty shown all round.
At that time he was writing his reminiscences of Room
40 for inclusion in his coming volume of papers and
addresses. He sought official permission to publish
it, but eventually after much conéideration, the Admir-
alty announced its regrets that his account entitled
"A Chapter of History" could not be published. No

reason was given officially, but Ewing gathered that
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they had drawn a distinction between any publication
which might be brushed aside as sensational journalism
on one hand, and a narrative that would be really
authentic on the other. Ewing thought that he had

«s. fallen on an unlucky moment, when the
sanctity of official secrets has been vio-
lated by some who should know better, anda
the Lords and Commons are, so to speak,
whacking them on their backs. Anyhow that's
that! So the book is now going ahead for
publication without the story of Room 40.{20)

It is evident from the foregoing that many

publicity leaks concerning Ewing's activities had
occurred even before BEwing himself disclosed them in
his famous lecture. It is interesting to note that
most of the disclosures were made by persons who
formerly had occupied positions of great authority
in Britain, or were still holding important posts.
Apparently no officilal action was taken because of
the importance and undoubted patriotism of those
revealing the secrets.

The point is clear, however, that the British
Official Secrets Act did not prevent nor penalize
these disclosures. It is noteworthy that very damag-

ing revelations were averted by the fact that the

20 - Ibid., R71-272.
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Admiralty was able to review Ewing's own account of
his activities before publication. This further

strengthens the contention made in Special Report No. 1

that a Military Intelligence Reviewing Commission be
set up to review all manuscripts which refer to the
sources of military or naval intelligence. It will

be recalled also that the French government insti-
tuted a similar procedure in stopping the publication
of General Givierge's Memoirs, which his family planned
to publish after his death.

It appears to be evident, therefore, that unless
similar precautions are taken by the English speaking
powers before the end of this war, memoirs and diaries
published in the future by persons of great authority
may contain revelations similar to those noticed in
the writings and speeches of Mr. Winston Churchill,
Lloyd George, Lord Fisher, Ambassador Page, etc., afiter

World War I.
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