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FOREWORD

These six lectures by Mr. William F. Friedman, dean of American cryptologists, wera pre-
pared under an NSA contract in order to have the history of cryptology recorded by one who,
perhaps more than any other in our country, has played a vitul role in this field. It is hoped
that both new and old employees may be inspired with a feeling of belonging to au ancient
profession—one that abounds in drama and fascination, and one that has had a profound ir...

pact on the turn of events in history. The lectures are published here for the first time in
(  me volume. '

$

sl gt
R

o -~
.-
.




~

D

CONTENTS

Ihtroduction

B0 65 o ST SO, SVUR SR

The en:liest attempts at cryptography, from the invention of the art of writing
to Ba...n's “Bi-literarie” cipher. =

The cryptosystems used by the British Regulars and by the Colonials during the
period of the American Revolution. This is followed by a brief explanation of the
cryptanalytic nature of the initial breaks in the solution of the ancient Egyptian
hieroglyphic writing.

B il R

Cryptology in the Civil War.

Cryptology from the end of World War I to the end of World War IL. The em-
phasis has been placed upon communication security (COMEEQ), not only becuuse
in five preceding lectures the emphasis was placed very largely upon comrauni-
cation intelligence (COMINT), but also because, in the final analysis, COMSEC,
though not as spectacular as COMINT, is really more vital to national security.

Page

15

37

89

131

175
178
182



e e

Lect'u re |

!

The objective of this series of lectures is to create an awareness of the background, develop-
ment, and manner of employment of a science that is the basis of a vital military offensive and
defensive weapon known as CkYPTOLOGY, a word that comes from the Greek kryptios, meaning

_ secret or hidden, plus logos, meaning knowledge or learning. Cryptology will be specifically de-

fined a little later; at the moment, however, I'm sure you know that it has to do with secret
communications. .

Let me say at the outset of these lectures that I may from time to time touch upon matters
which are perhaps essentially peripheral or even irrelevant to the main issues, and if a defense
is needed for such occasional browsing along the byways of the subject, it will be that long
preoccupation with any field of knowledge begets a curiosity the satisfaction of which is what
distinguishes the dedicated professional from the person who merely works just to gain a live-
lihood in whatever field he happens to find himself a job. That’s not much fun, I'm afraid.
By the way, a British writer, James Agate, defines a professional as the man who can do his
job even when he doesn’t feel like doing it; an amateur, as a man who can’t do his job even
when he does feel like doing it. This is pretty tough on the gifted amateur and I for one
won’t go all the way with Agate's definition. There are plenty of instances where gifted
amateurs have done and discovered things to the chagrin and red-facedness of the professionals.

Coming back now to the main thoroughfare after the foregoing brief jaunt along a byway, I
may well begin by telling you that the science of cryptology has not always been regarded as
a vital military offznsive and defensive weapon, or even as a weapon in the first place. Here
I am reminded of a story in a very old book on cryptography. The story is probably apocry-
phal, but it’s a bit amusing, and I give it for what it’s worth.

It seems that about two thousand years ago there lived a Persian queen named Semiramis,
who took an active interest in cryptology. She was in some respects an extraordinarily un-
pleasant woman, and we learn without surprise that she met with an untimely death. She
left behind her instructions that her earthly remains were to be placed in a golden sarcophagus
within an imposing mausoleum, on the outside of which, on its front stone wall, there was to
be graven a message, saying:

Stay, weary traveller!

If thou art footsore, hungry, or in need of money—

Unlock the riddle of the cipher graven below,

And thou wilt be led to riches beyond all dreams of avarice!

Below this curious inscription was a cryptogram, a jumble of letters without meaning or
even pronounceability. For several hundred years the possibility of sudden wealth served as
a lure to many experts who tried very hard to decipher the cryptogram. They were all with-
out success, until one day there appeared on the scene a long-haired, bewhiskered, and bespec-
tacled savant who, after working at the project for a considerable length of time, solved the
cipher, which gave him detailed instructions for finding a secret entry into the tomb. When
he got inside, he found an instruction to open the sarcophagus, but he had to solve several
more cryptograms the last one of which may have involved finding the correct combination to
a.5-tumbler combination lock—who knows? Well, he solved that one too, after a lot of work,
and this enabled him to open the sarcophagus, inside which he found a box. In the box was
a message, this time in plain language, and this is what it said:
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0, thou vile and insatiable monster! To disturb these poor bones!
-~ If thou hadst !zarned something more useful than the art of -
deciphering,
. The:: wouldst not be footsore, hungry, or in need of money!

-_—

I"n frunk to confess that many times during my 40-year preoccupation with cryptology,
and j»=nerully near the middle and the end of each month, [ felt that good old Queen Semirarnis
knw what she was talking about. However, earning n..ney is only a part of the recompense
for working in the cryptologic field, and I hope that most of you will find out sooner or later
wha'. some of these other recompenses are, and what they can mean to you.

It Queen Semiramis thought there are other things to learn that are more useful than the
art. uf leciphering, I suppose we'd have to agree, but we are warranted in saying, at least,
¢ {lime isn’t any question about the importance of the role that cryptology plays in mo-
de~s iLimes: all of us are influenced and affected by it, as I hope to show you in a few minutes.

I"shall begin by reading from a source which you’ll all recognize—Time, the issue of 17
December 1945. I will preface the reading by reminding you that by that date World War
II was all over — or at least V-E and V-J days had been celebrated some months before. Some
of you may be old enough to remember very clearly the loud clamor on the part of certain
vociferous members of Congress, who had for years been insisting upon learning the reasons
why we had been caught by surprise in such a disastrous defeat as the Japanese had inflicted
upon us at Peari Harbor. This clamor had to be met, for these Congressmen contendzad that
the truth could no longer be hushed up or held back because of an alleged continuing need
for miiiinry secrecy, as claimed by the Administration and by many Democratic senators and
representatives. The war was over — wasn't it? — Republican senators and representatives
insisted. There had b-»n investigations—a half dozen of them—but ail except one were Top
Secrzt. The Republicans wanted—and at last they got what they desired—a grand finale
Toi:it, Congressional Investigation which would all be completely open to the public. No

ve secrets! It was spectacular. Not only did the Congressional Inquiry bring into the
oz.un every detail and exhibit uncovered Dy its own lengthy hearings, but it also disclosed to
America and to the whole world everything that had been said znd shown at all the previous
Army and Navy investigations. Most of the information that was thus disclosed had been,
and much of it still, was Top Secret; yet ali of these precious secrets became matters of public
. infuemation as a result of the Congressional Investigation.

“There came a day in the Congressional Hearings when the Chief of Staff of the United States
Army at the time ol the Pearl Harbor Attack, 5-star General George C. Marshall, was called
to the witness stand. He testified for several long, long days, eight of them in all. Toward
the end of the second day of his ordeal he was questioned about a letter it had been rumored
he’d written to Governor Dewey in the Autumn of 1944, during the Presidential Campaign.
The letter was about codes. With frozen face, General Marshall balked at disclosing the
whole letter, He pleaded most earnestly with the Committee not to force him to disclose
ceriain of its contents, but to no avail. He had to bow to the will of the majority of the Com-
mittee. I shall now read from Time a bit of information.which may be new to many of my
listeners, especially to those who were too young in Decamber 1945 to be delving into periodical
literature or to be reading any pages of the daily newspaper other than those on wiiich the
comics appear.

Said Time, and I quote:

“ U.S. citizens discovered last week that perhaps their most potent secret weapon of World
War II was not radar, not the VT fuse, not the atom bomb, but a harmless little machine which
cryptographers had painstakingly constructed in a hidden roomn in Washington. With thus
machine, built after years of trial and ciror, of inference and deduction, cryptographiers had
duplicated the decoding devices used in Tokyo. Testimony before the Pearl Harbor Committee
hud already shown that the machine, known as ‘Mcgic’, was in use long before December 7, 1941,
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.~ and had given ample warning of the Jap's sneak attack, if only U.S. brass hats had been smart
enough to realize it. Now, General Marshall continued the story of ‘Magic's' magic:

1. ‘It had cnabled a relatively small U.S. Force to intercept a Jap invasion flcet, win a de-
cisive victory in the Battle of the Coral Sea, thus saving Australia and New Zealand.

2. ‘It had directed U.S. submarines uncrringly to the sea lanes where Japanese convoys would
be passing. ;

3. ‘It had given the U.S. full advance information on the size of the Jap forces advancing on
Midway, enabled our Navy to concentrate ships which otharwise might have been 3,000 miles
away, thus set up an ambush which proved to be the turning-point victory of the Pacific war.

4. ‘By decoding messages from Japan's Ambassador Oshima in Berlin, often reporting inter-
views with Hitler, it had given our forces invaluable information on German war plasdct *

Time goes on to give more details of that story, to which I may later return but I can’t leave

this citation of what cryptology did toward our winning of World War II without telling you

that the account given by Time of the achievements of }Magic makes it appear that all the
secret intelligence gained from our reading Japanese messages was obtained by using that
“harmless little machine” which Time said was used in Tokyo by the Japanese Foreign Office.
I must correct that error by explaining first that Magic was not the name of the machine but
a term used to describe the intelligence material to which the machine, among other sources,
contributes and then by telling you that the secret information we obtained that way had
little to do with those portions of the Magic matérial which enabled our Navy to win such
spectacular battles as those of the Coral Sea and Midway, and to waylay Japanese convoys.
The naval parts of Mcgic were nearly all obtained from Japanese naval messages by our own
very ingenious U.S. Navy cryptanalysts. At that time, I may tell those of you who are new,
the Army and Navy had separate but cooperating cryptologic agencies and activities; the
United States Air Force was not yet in existence as an autonomous and separate component
of the Armed Forces, and work on Japanese, German, and Italian Air Force communications
was done by Army cryptanalysts, admirably assisted by personnel of what was then known as
the Army Air Corps. ' » i

It is hardly necessary to tell you how carefully the Magic of World War II was guarded be-
fore, during, and after the war until the Congressional Inquiry brought most of it out in the
open. Some remaining parts of it are still very carefully guarded. Even the fact of the ex-
istence of Magic was known to only 2 very few persons at the time of Pearl Harbor — and
that is an important element in any attempt to explain why we were caught by surprise by
the Japanese at Pearl Harbor in a devastating attack that crippled our Navy for many months.
Let me read a bit from page 261 of the Report of the Majority of the Joint Congressional
Investigation of the attack: )

“The Magic intelligence was pre-eminently important and the necessity for keeping it confi-
dential eannot be overestimated. However, so closely held and top secret was this intelligence

that it appears that the fact that the Japanese codes had been broken was regarded as of more
importance than the information obtained from decoded traffic.”

Time says, in connection with this phase of the story of Magic during World War II:

“So priceless a possession was Magic that the U.S. high command lived in constant fear that
the Japs would discover the secret, change their code machinery, force US. cryptographers to
start all over again.”

Now I don’t want to overemphasize the importance of communication intelligence in
World War II, but I think it warranted to read a bit more of what is said about its importance
in the Report of the Majority. The following is from p. 232:

« . all witnesses familiar with Magic material throughout the war have testified that it con-

tributed enormously to the defeat of the enemy, greatly shortened the war, and saved many
thousands of lives.”

General Chamberlin, who was General MacArthur’s operations officer, or G-3, throughout
the war in the Pacific, has written: “The information G-2, that is, the intelligence staff, gave
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no fvis thu bwo yeas”  We can’t put a dollars-and-cents valuz on what our p.:ssessicn of
chgiwy meant in the w <y of saving lives; but we can make « dollars-and-cents estimat.. of
whoe o oomunications ini:i!zence meant by shortening the war by two years, and the resilt
of 1t +. imate is that it ag ;-2ars that $1.00 spent for that sort of intelligence was worth 31,000
spet fo0 viker military activities and :inaterials.

I nbest, when our commanders had that kind of intelligence in World War II they were
able { . put what small forc.s they had at the right place, at the right time. But when they
didn’t ;:ave it—and this happened, too—their forces often took a beatinz. Later on we'll
note instances of each type.

I hope I've not tried your patience by such a lengthy preface to the real substance of this
serics of lectures; let’s get down to br.ss tacks. For those of you who come to the subject of
cryptology for the first time, a few definitions will be useful, in ordar that what I shall be talk-
ing"about may be understood without question. Agreement on basic terminology is always
desirable in tackling any new subject. In giving you the definitions there may be a bit of
repetition because we shall be looking at the same terms from somewhat different angles.

First, then, what is cryptology? Briefly, we may define it as the doctrine, theory, or branch
of Lrowl-..ge which treats of hidden, d.sgu:sed, or secret communications. You won't find
the word in a small dictionary. Even Webster's Unabridged defines it merely as “secret or
enigmatical language”; and in its “Addenda Section,” which presumably contains new or
recently coined words, it is defined merely as ‘““the study of cryptography.” Neither of these
defiwdtions is broad or specific enough for these who are going to delve someswvhat deeply into

- this science.

Cryptologv has two main branches: the first is cryptography, or, very briefly, the scien:: of
preparing secret communications; and the second is cryptanalysis, or the science of soiving
ecret communications. Let’s take up cryptography ﬁrbt because as a procsdure it loglcally
precedes cryptanalysis: before solving anything there must be something to solve.
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Figure 1.—The Zimmerman Telegram.
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Cryptography is that branch of cryptology which deals with the various means, methods,
devices, and machines for converting messages in ordinary, or what we cal! plain language,
into secret language, or what we call cryptograias. Here's a picture of one of the most fa-
mous cryptograms in history. It was the solution of this cryptogram which resulted in bring-
ing America into World War I on the side of the Allies on 6 April 1917, just about six weeks
after it was solved. I'll tell you about it later in this series.

Cryptography also includes the business of reconverting the cryptograms into their original
plain-larguage form, by a direct reversal of the steps followed in the original transformation.
This implies that the persons involved in both of these bits of business, those at the encipher-
ing and sending end, and those at the receiving and deciphering end, have an understinding
as to what proczdures, devices, and so on, will be used and exactly how—down to the very
last detail. The what and the how of the business constitutes what is generally referred to as
the key. The key may consist of a set of rules, alphabets, procedures, and so on; it may also
consist of an ordinary book which is used as a source of keys; or it may be a specialized book,
called a code book. That cryptogram I just showed you was made by using a book—a German
codebook.

To encrypt, is to convert or transform a plaintext message into a cryptogram by following

. certain rules, steps, or processes constituting the key or keys and agreed upen in advance b
g

the correspondents, or furnished them by higher authority. .
To decrypt is to reconvert or to transform a cryptogram into the original equivalent plain-

_text message by a direct reversal of the encrypting process that is, by applying to the crypto-

gram the key or keys, usually in a revérse order, employed in producing it.

A person who encrypts and decrypts messages by having in his possession the necessary
keys, is called a cryptograprer, or a cryptographic clerk.

_Encrypting and decrypting are accomplished by means collectively designated as codes and

- ciphers. Such means are used for either or both of two purposes: (1) secrecy, and (2) economy.

Secrecy usually is far more important in diplomatic and military cryptography than economy,
but it is possible to combine secrecy and economy in a single system. Persons technically un-
acquainted with cryptology often taik about ““cipher codes,” a term which I suppose came into
use to differentiate the term “code” as used in cryptology from the same term as used in other
connotations, as, for example, the Napoleonic Code, a traffic code, 2 building code, a code of
ethics, and so on. Now, in cryptology, there is no such thing as a “cipher code.” There are
codes and there are ciphers, and we might as well learn right off the differences between thzm,
g0 that we get them straightened out in our minds before proceeding further.

In ciphers, or in cipher systems, cryptograms are produced by applying the cryptographic
treatment to individual letters of the plaintext messages, whereas, in codes, or in cade systa-zs,
cryptograms are produced by applying the cryptographic treatment generally to entire words,
phrases, and sentences of the plaintext messages. More specialized meanings of the terms will
be explained in detail later, but in a moment ‘I'll show you an example of a cryptogram in
cipher and one in code. _

A cryptogram produced by means of a cipher system is said to be in cipher and is called a

.cipher message, or sometimes, simply a cipher. . The act or operation of encrypting a cipher

message is called enciphering, and the enciphered version of the plain text, as well as the act
or process itself, is often referred to as the encipherment. A cryptographic clerk who performs
the process serves as an encipherer. The corresponding terms applicable to decrypting cipher
messages are deciphering, decipherment, decipherer. i

A.cryptogram produced by means of a code system is said to be in code, and is called a code

" message. The text of the cryptogram is referred to as code fext. This act or operation of en-

crypting is called encoding, and the encoded version of the plain text, as well as the act or
process itself, is referred to as the encodement. The clerk who performs the process serves as
an encoder. The corresponding terms applicable to the decrypting of code messages are decod-
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ing, decodument, and decoder. A clerk who encodes and decodes messages by having in his pos-
se=sion the pertinent code books is called a code clerk.

Toe hnically, therc are only two distinctly different types of treatment which may be applied
to written plain text to convert it into a cipher, yieldiug two different classes of ciphers. In
the first, calied transposition, the letters of the plain tex. retain their original identities and
merely underz» some change in the relative positions, with the result that the original text
becomiss unint-ii:ible. FHere's an authentic example of a transposition cipher; I call it au-
thentic because it was sent to President Roosevelt and the Secret Service asked me to decipher
it. Imagine my chagrin when I had to report that it says “Did you ever bite a lemon?” In
the second, called substitution, the letters of the plain text retain their original relative positions,
but are replaced by other letters with different sound values, or by symbols of some sort, so
that the original text becomes unintelligible.
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Figure 2.

Nobody will quarrel with you very hard if you wish to say that a code system is nothing
but a specialized form of substitution; but it’s best to use the word ‘““code” when a code book
is involved, and to use “substitution cipher’” when a literal system of substitution is used.

It is possible to encrypt a message by a substitution method and then to apply a transposi-
tion method to the substitution text, or vice versa. Combined transposition-substitution
ciphers do not form a third class of ciphers; they are only occasionally encountered in military
cryptography. Applying a cipher to code groups is a very frequently used procedure and
we’ll see cases of that too.

Now for an example of a cryptogram in code. In Fig. 3 is a plaintext message in the hand-
writing of President Wilson to his special emissary in London, Colonel House. Contained in

ig. 4 is the cryptogram after the plain text was encoded by Mrs. Wilson. The President
aimself then typed out the final message on his own typewriter, for transmission by the
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Department of State. It would appear that President Wilson lacked confidence in the
security of the Department of State’s methods —and may2e with good reason, as may be seen
in the following extract from a letter dated 14 September 1914 from the President to Ambas-

- gador Page in London:  “We have for some time been trying to trace the leaks, for they have

;;Xmunﬁ frequently, and we are now convinced that our code is in possession of persons at

" intermediary points. We are going to take thoroughgoing measures.”” Perhaps one of the

. measures was that the President got himself a code of his own. I must follow this up some
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A ciphér device is a relatively simple mechanical contrivance for encipherment and decipher-
ment, usually hand-operated or manipulated by the fingers, as, for example, a device with con-

.

. centric rings of alphabets, manually powered. In Fig. 5 isan example—a cipher device with

such rings. I’ll tell you about it later. A cipher machine is a relatively complex apparatus
or mechanism for encipherment and decipherment, usually equipped with a typewriter key-
board and generally requiring an external power source. Ilodern crvptology. following the
trend in mechanization and automation in other fields, now Jeals largely with cipher machires,
some highly complicated. Fig. 6 shows an example of a ruodern cipher machine with key-
beard and printing mechanism.

One of the expressions which uniformed laymen use, but which you must never use, is “the
German code,” or “the Japanese code,” or “the Navy ciphur,” and the like. When you hear
this sort of expression you may put the speaker down at once as a novice. There are literally
hundreds of different codes and ciphers in simultaneous 1se by every large and important
government or service, each suited to a special purpose; or vhere there is a multiplicity of sys-
tems of the same general nature, the objeet is to prevent a great deal of traffic being encrypted

_in the same key, thus overloading the system and making & vulnerable to attack by methods
and procedures to be mentioned in broad terms in a few manents. "
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The need for secrecy in the conduct of important affairs has been recognized from time im-
memorial. In the case of diplomacy and organized warfare this need is especially important
in regard to communications. However, when such communications are transmitted by elec-
trical means, they can be heard or, as we say, intercepted, and copied by unauthorized persons,
usually referred to collectively as the enemy. The protection resulting from all measures de-
signed to deny to the enemy information of value which may be derived from the interception
and study of such communications is called communication security, or, for short, COMIE:

In theory, any cryptosystem except one, to he discussed in due time, can be attacked - -}
“broken,” i.e., solved, if enough time, labor, and skill are devoted to it, and if the volun:: . ~
traffic in that system is large enough. This can be done even if the general system and
specific key are unknown at the start. You will remember that I prefaced my statement any

‘eryptosystem can be solved by caying “in theory,” because in military operations theoretical

rules usually give way to practical considerations.

That branch of cryptology which deals with the principles, methods, and means employed
in the solution or analysis of cryptosysteins is called cryptanclytics. The steps and operations
performed in applying the principles of cryptanalytics constitute cryptanalysis. To crypta-
nalyze a cryptogram is to solve it by cryptanalysis. A person skilled in the art of eryptanalysis
is called a cryptanalyst, and a clerk who assists in such work is called a cryptanalytic clerk.

Information derived from the organized interception, study, and analysis of the enemy’s
communications is called communication intelligence, or, for short, COMINT. Let us take care-
ful note that COMINT and COMSEC deal with communications. Although no phenomenon is
more familiar to us than that of communication, the fact of the matter is that this magic word
means many things to many people. A definition of communication that is broad enough
for our purposes would be that communication deals with intelligent messages exchanged be-
tween intelligent beings. This implies that human beings and human operators are involved
in the preparation, encryption, transmission, reception, decryption, and recording of messages
which at some stuge or stages are in written form and in some stage or stages are in electrical

_ form as signals of one sort or another. But in recent years there have come into prominence

and importance electrical signals which are not of the sort I've just indicated. They do not
carry “messages” in the usual sense of the word; they do not convey from one human being
to another an intelligible sequence of words and an intelligible sense. I refer here to electrical

‘or electronic signals such as are employed in homing or directional beacons, in radar, in tele-

metering or recording data of an electrical or electronic nature at a distance, and so on. In-
formation obtained from a study of enemy electronic emissions of these sorts is called electronic
intelligence, or, for short, ELINT. COMINT and ELINT comprise SIGINT, that is, signal intelli-
gence. Cryptology is the science which is concerned with all these branches of secret signalling.

In this series of lectures we shall be concerned only with COMSEC and COMINT, leaving for
others and for other times the subject of ELINT. This means that we shall deal with commun-
ications or messages.

Communication may be conducted by any means susceptible of ultimate interpretation by
one of the five senses, but those most commonly used are seeing and hearing. Aside from the
use of simple visual and auditory signals for communication over relatively short distances,
the usual method of communication between or among individuals separted from another by
relatively long distances involves, at one stage or another, the act of writing or of speaking
over a telephone.

Privacy or secrecy in communication by telephone can be obtained by using equipment
which affects the electrical currents involved in telephony, so that the conversations can be
understood only by persons provided with suitable equipment properly arranged for the pur-
pose. The same thing is true in the case of facsimile transmission (i.e., the electrical trans-
mission of ordinary writing, pictures, drawings, maps). Even today there are already simy:'2
forms of enciphered television transmissions. Enciphered facsimile is called cifax; encipherzd
telephony, ciphony; and enciphered television, civision. However, these lectures will not
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deal with these electrically and cryptanalytically more complex forms of cryptology. We
ghall stick to enciphered or encrypted writing—which will be hard enough for most of us.

Writing may be either visible or invisible. In the former, the characters are inscribed with

ordinary writing materials and can be seen with the naked eye; in the latter, the characters are

inscribed by means or methods which make the writing invisible to the naked eye. Invisible
writing can be prepared with certain chemicels called sympathetic or secret inks, and in order
to “develop” such writing, that is, make it visible, special processes must usual!:- be applied.
Shown in Fig. 7 is an interesting example—the developed secret-ink message that figured
in an $80,000,000 suit won by two American firms against the German Government after
World War I sabotage was proved. There are also methods of producing writing which is in-
visible to the naked eye because the characters are of microscopic size, thus requiring special
microscopic and photographic apparatus to enlarge such writing enough to make it visible to
the naked eye. Here’s an example—a code message in a space not much larger than the head
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of a pin. A simple definition of secret writing would be to say that it comprises invizible 1 citing
ar:! ynintelligible visitds writing,

' Thare is one addition! plece of basic information which it is wise to call to your attention
befurz we proceed much turther, and I'll begin by stating that the greatest and the most power-
fu! fe:trumenl or weapon ever forgad and improved by man in his long struggle for emancipa-
tic~: {~.m utter dependence upon his own environment is the weapon of literacy—a mastery of
re-iing end writing; and the most in:portant invention, the one that made ths weapon of lit-
eriy precticel, was the invention o7 alphabet. It is therefore a rather striking anomaly
thut we should now come to the stw:’, -f another weapen—a counter-weapon to the weapon ¢
lit:racy—the weapon of secrecy, the basic intent of which is to thwart the weapon that ma..
struggled so long to forge. Secrecy is applied to make writing more difficult and the reading of
the writing very difficult, if not impe:=sible. ,

Perhaps this is a good place to do a bit of theorizing about this matter of secrecy and what
it implies. ' :

Every persen who enciphers a piece of writing, a message, or a text of any kind, for the pur-
pos2 of hiding something or keeping something secret, does so with the idea that some other
person, removel from him in distance, or time, or both, is intended to decipher the writing or
message and thus uncover the secret swhich was so hidden. A person may 1:0SS883 a certain
piece of knowiedge which he does not wish to forget, but hich ke is nevertheless unwilling to
‘cormmit to open writing, and therefore he may jot it down in cryptic form for himself to de-
cipher later, wwhen or if the information is needed. The most widely known example of such a
ayptogram is [ound in Edgar Allan Poe’s romantic tale The Gold Bug. That sort of usage of
cryptography, however, is unusual. There are also examples of the use of cipher writing to

* establish priority of discovery, as did the astronomers Galileo and Huygens. I suppose [

should at least mention another sort of cryptic writing famous in literary history, the diaries
cf persons such as Samuel Pepys and William Byrd. These are commonly regarded as being
“ia cipher,” but they were actually written in a more-or-less private shorthand and can easily
be read without the help of cryptanalysis. In Fig. 9is shown a page of Pepys’ diary.

Now there can be no logical reason, point, or purpose in taking the time and trouble to en-
cipher anything unless it is expected that some other person is to decipher the cipher some
time in the future. This means that there must exist some very direct, clear-cut and unam-
biguous relationship between the enciphering and deciphering operations. Just what such a
relationship involves will be dealt with later, but at this moment all that it is necessary to say
is that in enciphering there must be rules that govern or control the operations, that these
rules must admit of no uncertainty or ambiguity, and that they must be susceptible «f being
applied with undeviating precision, since otherwise it . Il be difficult or perhaps impossible for
the decipherer to obtain the correct answer when he reverses the processes or steps followed in

the encipherment. This may be a good place to point out that a valid or authentic cryptana-

lytic solution cannot be considered as being merely what the cryptanalyst thinks or says he
thinks the cryptogram means, nor does the solution represent an opinion of the cryptanalyst.
Solutions are valid only insofar as they are objective and susceptible of demonstration or proof
employing scientifically acceptable methods or procedr-as, It should hardly be necessary to
indicate that the validity of the results achieved by cryptanalytic studies of authentic crypto-
grams rests upon the same sure and well established scientific foundations, and is reached by the
same sort of logic as are the discoveries, results, or “answers” achieved by any other scientific
studies, namely: observation, hypothesis, deduction, induction, and confirmatory experiment.
Implied in what I have just said is the tacitly understood and now ~vely explicitly stated as-
sumption that two or more, equally competent and, if necessary, specially qualified investi-
gators, each working independently upon the same material, will achieve identical or practically
identical results,

Cryptology is usually and properly considered to be a branch of mathematics, although

rancis Bacon considered it also a branch of grammar and what we now call linguistics. Math--
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ematical and statistical considerations play an ever-increasing and prominent role in practical
cryptology, but don't let my statemen! of this point frighten those of you who have not had
~uch formal instruction in Lhes2 subj:<ts. We have excellent cryptologists who have never
Yied more than arithr:-tic, an~ some of our best ones would hide if vou were to go searching
.ob scuthematicians wround here.  What is needed is the ability to reason logically, as the
mattematician soe! imes does, and this ability is found i the most curious sorts of persons
and viaces. So thase of you who are frightened by the words mathematics and statistics take
he.-:---you’re not nearly so badly off as you may fear.

Fut now to return to th: main theme, th.e place mathematics occupies in cryptology, let me
sy that just as the solution of mathematical problems leaves no room for the exercise of divi-
nution or other mysterious mental or psychic powers, so a valid solution to a cryptogram must
leave no room for the exercise of such powers. In cryptologic science there is one and only
one valid solution to a cryptogram, just as there is but one correct solution or “solution set”
to any problem in mathematics. But perhaps I’ve already dwelt on this point too long; in any
case.we'll come back to it later, when we come to look at certain types of what we may call
pseudo-ciphers. :

In the next lecture I'm going to give you a brief glimpse into the background or history of
cryptology, which makes a long and interesting story that has never been told accurately and
in detail. The history of communication security, that is, of cryptography, and the history
of communication intelligence, that is, of cryptanalysis, which are bus opposite faces of the
same coin, deserve detailed treatment, but I am dubious that this sort of history will ever be
written because of the curtain of secrecy and silence which officially surrounds the whole field

"of cryptology. Authentic information on the background and development of thesa vital mat-

ters having to do with the security of a nation is understandably quite sparse.

But in the succeeding lectures I'll try my best to give you authentic information, and where
there’s conjecture or doubt I'll so indicate. I must add, however, that in this series I'm going
“~ have to omit many highly interesting episodes and bits of information, not only because

=<2 lectures are of low classification, but also because we won’t and can’t for security con-
«derations, go beyond a certain period in cryptologic history. Nevertheless, I hope that you
won’t be disappointed and that vou’ll learn certain things of great interest and importance,
things to remember if you wish to make cryptology your vocation in life,
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Lecture l‘_l ;

As I said at the close of the preceding lecture, a bit of history is always useful in introducing
a subject belonging to a special and not too well known field; therefore, I’ll proceed with some
historical information about cryptology, which, as you learned before, comprises two closely
related sciences, namely, cryptography and cryptanalysis. I will repeat and emphasize that
they are but opposite faces of the.same valuable coin; progress in one inevitably leads to pro-
gress in the other, and to be efficient in cryptology you must know something about each of
them. ; »

Cryptography and cryptanalysis probably go back to the dawn of the invention and develop-
ment of the art of writing itself. In fact, there isreason for speculating as to which came first—
the invention of writing or the invention of cryptography; it’s somewhat like the question as to
which came first—the hen or the egz. Tt is possible that some phases of cryptography came
before the art of writing had advanced very far.

I've mentioned: the art of writing. As in the case of other seemingly simple questions, such
as, “why is grass green?,” when we are asked to define writing we can’t find a very simple
answer, just because the answer isn’t at all simple. Yet, Breasted, the famous University of
Chicago historian and Orientalist, once said: “The invention of writing and of a convenient
system of records on paper has had a greater influence in uplifting the human race than any
other intellectual achievement in the career of man.” There has been, in my humble opinion,
no greater invention in all history. The invention of writing formed the real beginning of
civilization. As language distinguishes man from other animals, so writing distinguishes civ-
ilized man from barbarian. Ta put the matter briefly, writing exists only in a civilization and
a civilization cannot exist without writing. Let me remind you that animals and insects do
communicate—there’s no question about that; but writing is a thing peculiar to and found only
as a phenomenon in which man and no animal or insect engages, and let’s never forget this
fact. Mankind lived and functioned for an enormous nump-r of centuries before writing was
discovered and there is no doubt that writing was preceded by articulate speech for eons—but
civilization began only when men got the idea of and invented the art of writing. So far as
concerns Western or Occidental civilization, writing is, in essence, a means of representing the
sounds of what we call speech or spoken language. Other systems of writing were and some
still are handicapped by trying to represent things and ideas by pictures. I'm being a bit sol-
emn about this great invention becausa I want to impress upon you what our studies in cryp-
tology are really intended to do, namely, to defeat the basic or intended purpose of that great
invention: instead of recording things and ideas for the dissemination of knowledge, we want
and strive our utmost to pervent this aim from being realized, except among our own brethren
and under certain special circumstances, for the purpose of our mutual security, our self-preser-
vation. And that’s important. '

Writing is a comparatively new thing in the history of mankind. No complete system of
writing was used before about 3500 B.C.

Ordinary writing, the sort of writing you and I use, is perhaps an outgrowth or development
of picture writing or rebus writing, which I'm sure most of you enjoyed as children. A rebus
contains features of both ordinary and cryptographic writing; you have to “decrypt” the sig-
nificance of some of the symbols, combine single letters with svllables, pronounce the word that
is represented by pictures, and so on. Fig. 10 is an example which I have through the courtesy
of the Bell Telephone Laboratories. See how much of it you can make out in half a minute.
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From rebus writing there came in due course alphahetic writing and let me say right now that
the invention of the alphabet, which apparently happened only once in the history of mankird,
in some Niiddle East Semitic region, in or near the Palestine-Syria area, then spread through-
out the whole of the European continent, and finally throughout most of the world, is Western
man’s greatest, most important, and most far-reaching invention because it forms the founda-
tion of practically all our written and printed knowledge, except that in Chinese. The great
achievement of the invention of the alphabet was certainly not the creation of the signs or
symbols. It involved two brilliant ideas. The first was the idea of representing merely the
sounds of speech by symbols, that is, the idea of what we may call phoneticization; the second
was the idea of adopting a system in which, roughly speaking, each speech sound is denoted or
representaed by one and only one symbol. Simple as these two ideas seem to us now, the in-
vention was apparently made, as I've said, only once and the inventor or inventors of the
a'phabet deserve to be ranked among the greatest benefactors of mankind. It made possible
the recorcding of the memory of mankind in our libraries, and from that single invention have
come all past and present alphabets. Some of the greatest of men’s achievements we are now
apt to tak:: for granted; we sel~»m give them any thought. The invention of the art of w-iting

nd the invention of the alphiabet are two such achievements and they are worth pond-ring
on. Where would we be without them? Note that among living languages Chinese pre-
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sents special problems not only for the cryptologist but also for the Chinese themselves. No
Sinologist knows all the 80,000 or so Chinese symbols, and it is also far from easy to master
merely the 9,000 or so symbols actually employed by Chinese scholars. How far more simple
it is to use only 20 to 26 symbols! Being a monosyllabic language, it seems almost hopeless to
try to write Chinese by the sort of mechanism used in an alphabetic polysyllabic language;
attempts along these lines have been unsuccessful and the difficulties in memorizing a great
many Chinese characters account for the fact that even now only about 109, of the Chinese

_people can rexd or write to any significant degree. The spread of knowledge in China is there-

by much hampered. .
We find instances of ciphers in the Bible. In Jeremiah Chapter 25, Verse 26 occurs this
expression: “And the King of Sheshakh shall drink after them.” Also, again in Jeremiah 51:

41: “How is Sheshakh taken!” Well, for perhaps many years that name “Sheshakh” remained

eh 25 : 26
G B king of Sheshakh shall drink after

them."”

eremizh 51 @ 41
et "How 1=z Sheshakh taken! -... how is Babylon become

an astonishment among the nations:”

n109%7eggg§_i.
Bt I T Ch Z V i
3 rky iR SRR
2 3 DA 2 YN
I? M N s%zph‘:éjq R €h Th
; 12 13 14 15 16 17 18 19 20 21 22
Sn(e)Sh(z)xn = BBL = Babel = Babylon
-‘_.=A,1 l'—'IIO l'_'_. "
' = =* 9,100
C=.Dp4 E:M:4Q E=Th.4C0

_Ffigure 11,

a mystery, because no such place was known to geographers or historians. But then it was
discovered that if you write the twenty-two letters of the Hebrew alphabet in two rows, eleven
in one row and eleven in the other, as in Fig. 11, you set up a substitution alphabet whereby
you can replace letters by those standing opposite them. For example, “shin,” is represented
by “beth’” or vice versa, so that ‘“Sheshakh” translates “Babel,” which is the old name of
“Babylon.” Hebrew then did not have and still doesn’t have vowels; they must be supplied.
This is an example of what is called ATHBASH writing, that is, where Aleph, the first letter is
replaced by Teth, the last letter; Beth, the second letter, by Shin, the next-to-the-last, etc.
By sliding the second row of letters one letter cach time there are eleven different cipher alpha-
bets available for use. The old Talmudists went in for cryptography to a considerable extent.
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Iyuicdi ntdte | iv mentioning the Bible, I will add that Danizl, who, after Joseph in Genesis, was

e ey oty lateeycter of dreains and therefore one of ti-- first paychoanaly:., was also the first

wettnndyse, oy thut he was an early psychoanalyst, becuuse you will remember that he
&7y, #2xd Nersichadnezzar's «(Ireams.  In the Bible's own words, “Naburhadnezzar dreamed
diws | wherew th his spirit wus troubled, and sleep brake from him.” But, unfortunately,
whor he woke up he just couldn’t remember those troublesome dreams. One morning he
caliad for his wise men, magicians, astrologers, and Chaldean sorcerers and asked them to in-
tevpret the dream he'd had during the preceding night. “Well, now, tell us the dream and
we'll try to interpret it,” they said. To which King Nebuchadnezzar exclaimed, “The thing
is gone from me. I don’t remember it. But il’s*part of your job tn find that out, too, and
interpret it. And if you can’t tell me what the dream was, and interpret it, things will happen
te vou.” What the king asked was a pretty stiff assignment, of course, and it’s no wonder
they failed to make good, which irked Nebuchadnezzar no end. Kirus had a nasty habit of
che -ping your head off in those days if you failed or made a mistake, just as certain arbitrary
an:T . despots are apt to do even in modern times for more minor infractions, such as not
following the Party Line. So in this case it comes as no surprise to learn that Nebuchadnezzar
passed the word along t.: destroy all the wise men of Babylon, among whom was one of the
wise men of Israel, named Daniel. Well, when the King’s guard came to fetch him, Daniel
begged that he be given just a bit more time. Then, by some act of divination,—the Bible
simply says that the secret was revealed to Daniel in a nizht vision—Daniel was able to recon-
struct the dream and then to interpret it. Daniel’s reputation was made. Some years later,
Nebuchadnezzar’s son Belshazzar was g'ivinf' feast, and, during the course of the feast, in the
words of the Bible, “came forth fingers of a man’s hand and 'wrote over against the candlestick
upon the plaster of the wall.” The hand wrote a secret message. You can imagine the spine-
chilling scene. Belshazzar was very much upset, and just as his father did, he called for his
wise men, soothsayers, Chaldean sorcerers, magicians and so on, but they couldn’t read the
nessage. Apparently they couldn’t even read the cipher charactems! Well, Beolshazzi's
neen fortunately remembered what that Israelite- Daniel had done years before, and she sw.3-
gested that Daniel be called in as a consultant. Daniel was called in by Belshazzar, and ha
succeeded in doing two things. He succeeded not only in reading the writing on the wall:
“MENE, MZNE, TEKEL, UPHARSIN,"” but also he was successiul in deciphkering the mean-
ing of those strange words. His interpretation: “Mene” — “God hath numbered thy kingdom
and finished it.” *“Tekel” — “Thou are weighed in the balances and ‘ound wanting.” “Up-
hursin” — “Thy kingdom shall ve divided and given to the Medes and Persians.” Apparently
the chap who did the handwrit hmc on the wall knew a thing or two abou: cryptography, because
he used what we call “variants,” or different values, for in one case the last word in the secret
writing on the wall is “Upharsin” and in the other it is “Peres’”; the commentators are a bit
vague as to why there are these two versions of the word in the Bible. At any rate, Babylon
was finished, just as the inscription prophesied; it died with Belshazzar. I think this curious
Biblical case of the use of cryptography is interesting because I don’t tkink anybody has really
found the true meaning of the sentence in secret writing, or explained why the writing on the
wall was unintelligible to all of Belshazzar’s wise men.

Probably the earliest reliable information on the use of cryptography in connection with an
alphabetic language dates from about 900 B.C., Plutarch mentioning that from the time of
Lycurgus there was in use among the Lacedemonians, or ancient Spartins, a device called the
scytale. This device, which I’ll explain in a moment, was definitely knswn to have been used
in the time of Lysander, which would place it about 400 B.C. This is about the time that
Aeneas Tacticus wrote his large treatise on the defense of fortification, iz which there is a chap-
ter devoted specifically to cryptography. In addition to mentioning wajs of physically con-
cealin:; messages, a peculiar sort of cipher disk is described. Also a m-:hod of replacing words
and leiters by dots is mentioned.

Figure 12 is a picture of the scytale, one of the earliest cipher devices history records. The
.cytale was a wooden cylinder of speczﬁc dimensions around which ttey wrapped spirally a
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- piece of parchment or leather; they then wrote the message on the parchment, unwound it, and

sent it to its destination by a safe courier, who handed it over to the commander for whom it
was intended and who, having been provided with an identically dimensioned cylinder, would
wind the strip of leather or parchment around his cylinder and thus bring together properly the
letters representing the message. This diagram may not be accurate. I don’t think waayone
really understands the scheme. The writing was done across the edges of the parchment, ac-
cording to some accounts, and not between the edges, as shown here. Incidentally, you may
be interested to learn that the batcn which the European field marshal still carries as one of
the insignia of his high office derives from this very instrument.

We don’t know much about the use of cryptography by the Romans, but it is well knowm
that Caesar used an obviously simple method; all he did was to replace each letter by the one
that was fourth from it in the alphabet. For example, A wouid be represented by D, B by E
and soon. Augustus Caesar is said to have used the same sort of thing, only even more simple:
each letter was replaced by the one that followed it in the alphabet. Cicero was one of the
inventors of what is now called shorthand. He had a slave by the name of Tiro, who wrote
Cicero’s records in what are called Tironian notes. Modern shorthand is a development of
Tiro’s notation system.

In Fig. 13 we see some cipher alphabets of olden times, alphabets used by certain historical
figures you’ll all remember. The first cipher alphabet in this figure was employed by Charle-
magne, who reigned from 768 to 814 A.D. The second one was used in England during the reign
of Alired the Great, 871 to §83. The third alphabet is called ogam writing and was used in
ancient Ireland. The alphabets below that were used much later in England: the fourth ore
by Charles the First, in 1646; the fifth, the so-called “clock cipher,” was used by the Marquis
of Worcester in the 17th Century; finally, the last one was used by Cardinal Wolsey in about
1524,
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Figure 13.
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Angustus Caesur did hundreds of years before. At other times the vowels were replaced by

=is, without changi..# the consonants—a method that was used thiroughout Europe to about
1000 A.D., when leiters began to be replaced by various signs, by other latters, by letters from
ancther language, by runes vhich are found in abundanc: in Scandinavia, and by arbitrary
symbols. . Figure 14 is an exc ::ple of a runic inseription on a stone that stands before Gripsholm
Castle near Stockholm, Sweden. The word rune means “seacret.”

Within a vuple of hundred years the outlines of modern cryptography began to be formed by
thn secret correspond-nca systems employed by the small Pap:~! States in Italy. In fact, the
re:, peginnings of systemnatic, modern cryptology can be trace:: back to the days of the early

=28 of the 13th Century, when the science began to be extensively employed by the princes
and chauceries of the 1’apal States in their diplomatic relations amongst themselves and with
other countries in Europe. The necessity for secret communication was first met by attempts
inspired by or derived from ancient cryptography, as 1've outlined so far. There was a speci:l
predilection for vowe! substitution but there appeared about this time one of the elements which
was later to play a very prominent role in all cipher systems, an element we now call a syllabery,
or a repertory. These were lists of letters, syllables, frequently used parts of speech and words,
with additions of arbitrary equivalents for the names of persons and places. There is still in
existence one sucir syllabary and list of arbitrary equivalent; which was used about 1236 A.D.,
and there are other examples that were used in Venice in 1350.

Figure 14.—A Couple of Old Ruins.
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In the Middle Ages cryptography appears first as a method of concealing proper narmes, usu-
ally by the simple substitution of each letter by the next one in the alphabet, just about as
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.- Among examples of ciphers in medieval cryptography is a collection of letters of the Arch-
bishop of Naples, written belween 1363 and 1365, in which he begins merely with symbol sub-
stitutions fo- the vowels and uses the letters that are actu:lly vowels to serve us nulls or non-
significant letters to throw the would-be-crypta.alyst off the right track. As a final develop-
ment, the high-frequency consonants L, M, N, R, and S, and all the voiwels, are replaced not
only by arbitrary symbols but also by other letteis.

About 1378 an experienced cryptologist named Gabriele Lavinde of Parma was employed as
a professional by Clement VII and in the Vatican Library there is a collection of ciphers devised
and used by Lavinde about 1379. It consists of repertories in which every letter is replaced
by an arbitrary symbol. Some of these ciphers also have nulls and arbitrary equivalents or

- signs for the names of persons and places. Thereis a court cipher of Mantua, dated 1395, that
used this system.

At the beginning of the 15th Century the necessity of having variants for the high-frequency
letters, especially the vowels, became obvious. Figure 15 is an alphabet of that period which
is interesting because it shows that even in those early days of cryptology there was already a
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Figure 15.

recognition of the basic weakness of what we call single or monoalphabstic substitution, that
is, where every letter in the plaintext message is represented by another and always the same
letter. Solution of this type of cipher, as many of you may know, is accomplished by taking
advantage of the fact that the letters of an alphabetic language are used with greatly differing
frequencies. I don’t have to go into that now because many of you, at some time or other,
have read Edgar Allan Poe’s “Gold Bug,” and understand the principles of that sort of analysis.
It is clearly shown in the figure that the early Italian cryptographers understood the fact of
varying frequencies and introduced stumbling blocks to quick and easy solution by having the
high-frequency letters represented by more than a single character, or by several characters,
as you can see. I will add that the earliest tract that the world possesses on the subject of
cryptography, or for that matter, cryptanalysis, is that which was written in 1474 by a Neapol-
itan, whose name was Sicco Simonetta. He set forth the basic principles and methods of
solving ciphers, simple ciphers no doubt, but he describes them and their solution in a very clear
and concise form.

Cipher systems of the type I’ve described continued to be improved. In Fig. 16 is shown
what we may call the first complete cipher system of this sort. There are substitution symbols

21




for cach letter; the vowels have several equivalents; ther: are nulls; and

there is a small list

[‘arbitrary symbols, such as those for “the Pope,” the word “and,” the conjunction “with,”

ndsoon. This cipher, dated 1411, wa- used.in Venice, and is typical of
tha Papal chanceries of those days.
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The step remaining to be taken in the development of these ciphers was to expand the “vo-
cabulary,” that is, the list of equivalents for frequently used words and syllables, the names
of persons ard places, parts of speech, and so on. This step was reached in Italy duriag the

-

first half of the 15th Century and became the prototype oi

diplomatic ciphers used in prac-

tically all the states of Europe for several centuries. One of 70 ciphers collected in a Vatican
codex and used from about 1440 to 1469 is shown in Fig. 17. Note that the equivalents of the
plaintext items are Latin words and combinations of two and three letters, and that they are
listed in an order that is somewhat alphabetical but not strictly so. I suppose that by con-
stant use the cipher clerks would learn the equivalents almost by heart, so that an adherence
to a strict alphabetic sequence either for the plaintext items or for their cipher equivalents

_didn’t hamper their operations too much. In Fig. 18 there is much thes same sort of arrange-

ment, except that now the cipher equivalents scem to be digraphs, and these are arranged in
a rather systematic order for ease in enciphering and deciphering. Now we have the real ba-
ginnings of what we call a one-part code, that is, the same list will serve both for encoding and
decoding. These systems, as ['ve said, remained the prototypes of the cryptography employed
throughout the whole of Europe for some centuries. The Papal States used them, and as latz
as 1793 we find them used in France. I wish here to mention specifically the so-called King's

General Cipher used in 1562 by the Spanish Court. It isshownin Fig. 1

9.

But there were two exceptional cases which show that-the rigidity of cryptographic thought

as now and then broken during the four centuries we have been talkin
.istorical survey. Some of the Papal ciphers of the 16th Century and
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those of the French
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Court under Kings Louis XIII and XIV exemplify these exceptions. In the case of these
French Court ciphers we find that a French cryptologist named Antonio Rossignol, who was
employed by Cardinal Richelicu, understood quite well the weaknesses of the one-part cordn and
syllabaries. It was he who, in about 1640, introduced a new and important improveu:r, the
idea of the two-part code or syllabary, in which for encoding a message the items in the voca-
bulary are listed in some systematic order, nearly always alphabetical; the code equivalents,
whatever they may be, are assigned to the alphabetically listed items in random order.  This
means that there must be another arrangement or book for ease in decoding, in which the code
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aquivalents ura listed in systematic order, numerically or alphabetically as the case may be,
- alongside cach appears its meaning in the enco:ling arrangemnent, or book. The significance
* ‘this improveinent you'll find out sooner or leser. Codes of this sort also had varants—
Rossignol was clever, indeed. One such code, fo-1d in the 1691 correspondence of Louis XIV
had about 600 items, with code groups of two and ihree dizits. Not at all ba<, for those davs!

Now this sort of system would appear to be quite secure, and I suppose it was indeed so,
for those early days of cryptographic development—but it wasn't proof against the cleverness
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Figure 19.

of British brains, for the eminent mathematician John Wallis solved messages in it in 16889.
Never underestimate the British in this science—as we’ll have reason to note in ancther lecture
in this series.* . _

French cryptography under Kings Louis XV and XVI declined, reaching per»ps its lowest
level under Napoleon the Great. It is a fact that in Napoleon’s Russian enterprise the whole
of his army used but a single code book of only 200 groups, practically without variants, even
for the high-frequency letters. Furthermore, not all the words in a message were encoded—
only those which the code clerk or the writer of the message thought were important. It’s
pretty clear that the Russians intercepted and read many of Napoleon’s messages—this comes
from categorical statements to this effect by Czar Alexander I himself. We won’t be far wrong
in believing that the weaknesses of Napoleon’s crypto-communications formed an important
factor in Napoleon’s disaster. A hundred and twenty-five years later, Russian ineptitude in
cryptographic communications lost them the Battle of Tannenberg and eventually knocked
them out of World War L.

The other 16th Century Papal ciphers that constituted the second exception to the general
similarity of cryptographic systems of those days were quite different from those I've shown
you. In this exception the ciphers were monoalphabetic, but some letters had the same equiv-
alent, so that on decipherment the context had to be used to decide which of two or more pos-
sible plaintext values was the one meant by each cipher letter. One such cipher used by the
Maltese Inquisitor in 1585 is shown below: You’ll note that the digit § has two values, A and

* Official deciphering of foreign communications by British cryptanalysts can be traced back to about the
year 1525, if not earlier.
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CT##'2.OF THE INQUISITOR OF MALTA (1585)
(Fraa SACCO, MANUALE DY CRITTOGRAFIA, 1947)

oiuing A,T #,F I,G 0,D UV,B C,L,N MR P,S2

Cigher: g 3 5 4 2 6 S 7

Nulls: 1,8

Plain: = qu: que qui quo che chi non quando percheé et per
Cipher: 7 9 6 2 4 5 3 g 1.8

7" t!.- digit 2 has three values, U, V, and B, and so on. There were two digits used as nulls,
1 =nd 3; digits with dots above them stood for words such as qua, que, qui, and so on.

Pelow is shown a messag> and its encipherment: A bit tricky, isn’t it? Many, many years
later Edgar Allan Poe describes a cipher of this same general type, where the decipherer must
choose bat-vesn two or more possible plaintext ¢ytdvalents in building up his plain text, the
latter guiliaz the choice of the right equivalent. The trouble with this sort of cipher is that
you have ti» have pretty smurt cipher clerks to operate it and even then [ imagine that in many
places there would be doubtiil decipherments of words. It wasn’t raally a practical system
evea in those davs, but it could, if used skillfully and with only a smail amount of text, give a
cryptanalyst plenty of headaches. But such systems didn't last very long because of the prac-
tical difficulties in using ther.

Gipher: 451 72$4140948956284102574
mpiain¥: (0T AUAO OAMO MICUAO AUIPO
DG TBTD DTRD RGLBTD TBGSD
v . NV v z
lain: DI TUTO DARO MINUTO AVISO
Cipher: 1 4565164953938
Plain": (ET OICI COMIEME
‘{PER _ DGLG NDRGFRF
_ PERCHE 'N L
Plain: . PER OGNI CORIERE

The first reqular or official cipher bureau in the Vatican was established in about 1540 and
in Venice at about the same time, about one hundred years before a regular cipher bureau was
established in France -~ Cardinal Richelieu. It is interesting to observe that no new or re-
* markable ideas for cryptosystems were developed for a couple of hundred years after the com-

" plex ones I’ve described as having been developed by the various Papal cryptologists. One-
part and two-part syllabaries and simple or complex ones with variants were in use for many
decades, but later on, in a few cases, the code equivalents were superenciphered, that is, the
code groups formed the text for the application of a cipher, generally by rather simple systems
of additives. Governmental codes were of the two-part type and were superenciphered by the
more sophisticated countries. ' .

The first book or extensive treatise on cryptography is that by a German abbot named
Trithemius, who published in 1531 the first volume of a planned monumental 4-volume work.
I said that he planned to publish four volumes; but he gave up after the third one, because h2
wrote so obscurely and made such fantastic claims that he was charged with being in league
with the Devil, which was a rather dange:ous association in those or even in these days. They

dn’t burn Trithemius but they did burn his books. Figure 20 illustrates that the necessity
cor secreey in this business was recognized from the very earliest days of cryptology, and cer-
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tainly t:y Trithemius. Here is the sort of oath that Trithemius recommended be administ;:md
to stulents in the science of cryptology. All of you have subscribed to a somewhzt similar
oath, but we nus go further and back up the oath with a rather strict law. You've all read it,
I'm sure.

Lhe Trithemisn Guil
_ ~ gioenby

Glohannes Zrithemns
fpnaes IOy

BookE Ehaptet XXV, of his S izganggrap hial

T, o rwor Dl the BiTfue of Almighty Gad,
by the Blood 0f ouE EoTd Tesus CHTist
by tlje AesutTertion of the Sead and
the tast Judment and by th2 Salvation
of my Soul inthe Floly Eathelic Haith,

Ny . e : 43 by 2
stoear 1o Almighty (ol ioiteBlessen BiTgin
£RuaTy fontl the Saints om0 boW - car e -

15 at 7, oill Faithyfull)y quash this ST ;‘t‘nf
Steoganagtaphy all the Bayxofml Eiis
T will teact i1 tono one without Yoz

J -
@onsent and ePmission&loTeouey ZiN
likemmise stoeaT and promise thawill
not use this Tmotolenge i @pposition
“+n0 Bod and fis @gmmuaniments, not
 in@pposition 1 tieFHolyHoman Eatholc
E@hurrl und its fRlinisteTs.
» rugy God felp me, anll so ey he .
gabe e at :ti)e [ast Budgment.

Figure 20.

We come now to some examples from more recent history. In Fig. 21 we see a cipher alpha-
bet used by Mary, Queen of Scots, who reigned from 1542 to 1567 and was beheaded in 1587.
In this connection it may interest you to learn that question has been raised as to whether the
Queen was ‘““framed” by means of this forged postscript (Fig. 22) in a cipher that was known
to have been used by her.
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The Spanish Court under Philip II, in the years 1555-1598, used a great many ciphers and
here’s one of them (Fig. 23). You see that it is quite complex for those early days und yet
"phers of this sort were solved by an eminent French mathematician named Vieta, the father
modern algebra. In 1589 he became a (louncelor of Parliament at Tours and then Privy
_ouncillor. While in that job he solved a Spanis'™ ~ipher system using more thun 500 charac-
ters, so that all the Spanish dispatches falling int.: French hands were easily read. Philip was
so convinced of the security of his ciphers that when he found the French were aware of the con-
tents of his cipher dispatches to the Netherlands, he complained to the Pope that the French
were using sorcery aguiust him. Vieta was called on the carpet and forced to explain how
he’d solved the ciphers in order to avoid being convicted of sorcery, a serious offense.
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 * Figure .23. - Figure 24.

" The next cryptologist 1 want you to know something about is another Italian savant who

. wrote a book, published in 1583, in which he showed certzin types of cipher alphabets that

have come down in history and are famous as Porta’s Alphabets. Figure 24 is an example of

_the Porta Table, showing one alphabet with key letters A or B, another alphabet with key

letters C or D, and so on.

That Porta’s table was actually used in official correspondence is shown by Fig. 25, which is
a picture of a table found among the state papers of Queen Elizabeth’s time; it was used for
communicating with the English Ambassador to Spain. Porta was, in my opinicn, the greatest
of the old writers on cryptology. I also think he was one of the early, but by no means the
first, cryptanalyst able to solve a system of keyed substitution, that is, where the key is changing
consistently as the message undergoes encipherment. Incidentally, Porta also was the inventor
of the photographic camera, the progenitor of which was known as the camera obscura.

Figure 26 is a picture of what cryptographers usually call the Vigenére Square, the Vigenére
Table, or the Vigenére Tableau. It consists of a set of twenty-six alphabets successively dis-
placed ore letter per row, with the plaintext letters at the top of the square, the key letters at
the side, and the cipher letters inside. The method of using the table is to agree upon a key

" word, which causes the equivalents of the plaintext letters to change as the key changes. Vig-

enére is commonly credited with having invented that square and cipher, but he really didn’t
and, what’s more, never said he did. His table, as it appears in his book, the first edition of
which was published in 1586, is shown in Fig. 27. It is more complicated than as described in
ordinary books on cryptology. '

Figure 28 is one more example of another old offcial cipher. In it we can see the alphabets
which could be slid up and down, as a means of changing the key. Another early official cipher
is shown in Fig. 29. It is a facsimile of a state cipher used in Charles the First’s time, in 1627,
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for communicating with France and Flanders. It involves coordinates, and [ want you to no-
tice that there are two complete alphabets inside it, intended to smooth out frequencies. The
letters of the key words OPTIMUS and DOMINUS serve as the coordinates used to represent
the letters inside the square. A third old cipher, one used by George III in 1799, is shown in
Fig. 30. TR -

One writer deserving special attention as a knowledgeable cryptologist in the 17th Century:
and the one with whose cipher I'll close this lecture, is Sir Francis Bacon, who invented a very
useful cipher and mentioned it for the first time in his Advancement of Learning, published in
1604, in London. The description is so brief that I doubt whether many persons understood
what he was driving at. But Bacon described it in full detail, with examples, in his great book
De Augmentis Scientiarum, which was published almost 20 years later, in 1623, and which first
appeard in an English translation by Gilbert Wats in 1640 under the title The Advancement of
Learning. Bacon called his invention the Biliteral Cipher, and it is so ingenious that I think
you should be told about it so that you will all fully understand it.

In his De Augmentis Bacon writes briefly about ciphers in general and says that the virtues
required in them are three: ““that they be easy and not laborious to write; that they be safe,
and impossible to be deciphered without the key; and lastly, that they be, if possible, such as
not to raise suspicion or to elude inquiry.” He then goes on to say: “But for avoiding suspicion

‘ltogether, I will add another contrivance, which I devised myself when [ was at Paris in my
arly youth, and which I still think worthy of preservation.” Mind you, this was 40 years
later! Let’s consult Bacon for further details. In Fig. 31 we see a couple of pages of the
Gilbert Wat’s translation of Bacon's De Augmentis Scienticrum. Bacon shows what he calls
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“An Example of a Bi-literaire Alphabet,” that is, one composed of two elements which, taken
‘n groupings of fives, yields 32 permutations. You can use these permutations to represent the
etters of the alphabet, says Bacon, but you need only 21 of them [because J and J, U and V,
were then used interchangeably]. These permutations of two different things - they may be
“g’g” and “b’s”, “I’s” and “2’s”, plusses and minuses, apples and oranges, anythi . -ou please—
can be used to express or signify messages. Bacon was, in fact, the inventor of t+ - binary code
which forms thie basis of modern electronic digital computers. Bacon gives a brief example in
the word “FUGE”—the Latin equivalent for our modern “SCRAM”—as can be seen in Fig.
31. Figure 32 is another example, which quite obviously isn’t what it appears to be—a crude
picture of a castle, in which there are shaded and unshaded stones. It was drawn by a friend
who was a physician and the message conveyed by it is:

My business is to write jirescriptions
And then to see my doses taken;
But now I find I spe:-’ my time
Endeavoring to out-Bacon Bacon.

e
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So far all this is simple enough—too much so, Bacon says, for the example he used in the
case of the word FU: [ is patently cryptic and would not avoid suspicion under examination.
So Pacon goes on to dascribe the next step, which is to have at hand a “Bi-formed Alphubet,”
that is, ore in whick alf the letters of the alphabet, both capital and small, are represented by
two sliyhitly diffsent forms of letters (Fig. 33). Having these two different forms at hand,
whi-a you want b encipher your secret message, you write another external and in:ocuous mes-
sagca five times as long as your secret message, using the appropriate two forn.. of letters to
corsaspond f tha “a’s” and “b’s” representing your secret message. Here’s FGGE (Fig. 34),
enciphered ..i-!:iz an external message saying “Manere te volo donec veniam,” meaning “Stay
whare you i imtil I come.” In other words, whereas the real message says “SCRAM,” the
phoney one . vs “Stick around awhile; wait for me.” Bacon gives a much longer example, the
SPARTAN DISPATCH,; here it is, and here’s the secret message which it contains (Fig. 35).

Bacon’s biliteral cipher is an extremely ingenious contrivance. There can be no question
whatsoever about its authenticity and utility as a valid cipher. Thousands of people have
checked his long example and they all find the same answer—the one that Bacon gives.

Figure 26 is a modern example which uses two slightly different fonts of tvpe called Garamond
and [mprint, and which are so nearly alike that it takes good eyes to differentiate them.

The fact that Bacon invented this cipher and described it in such detail lends plausibility to
a theory entertained by many persons that Bacon wrote the Shakespeare Plays and that he in-
serted secret messages in those plays by using his cipher. If you'd like to learn more.about
this theory I suggest with some diffidence that you read a book entitled The Shakespecrean
Ciphers Examined. I use the word diffidence because my wife and I wrote the book which was
published in late 1957 by the Cambridze University Press.

In the next lecture we'll take up cryptology as used during the period of the American Revo-
lution by both the Colonial and the British Forces in America.
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Figure 24. Figure 35.

In all duty or rather piety towards you I satisfy every body except
myself. Myself I nez:r satisfy. For so great are the services which you
bave rendered me, that seeing you did not rest in your endeavosrs on my
bebalf till the thing was done, I feel as if life had lost all its sweetness,
because I cannot do. as much in this cause of yours. The occasions are
these : Ammonius the King’s ambassador openly besieges us with money :
the business is carried on through the same creditors who were employed

in if when vou were bere, &c.

Figure 36.
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Lecture |||

Commumg with our survey of cryptologic history, the period of the American Revolution,
in U. § hxstory, is naturally of considerable interest to us and warrants more than cursory
treatn* t, Information reearding the cocdes and ciphers employed during thal period has been
rather sparse until quite recently, when a book entitled Turncoats, Traitors and Herces by Col.
John Bakeless, AUS, was published in 1959 by Lippincott. After a good many years of re-
search Col. Bakeless brought together for the first time a considerable amount of authentic in-
formation on the subject, and some of it is incorporated in this lecture.

According to Col. Bakeless—and believe it or not—in early 1775 the British commander-in-

‘chief in America, General Gage, had no code or cipher at all, nor even a staff officer who knew

how to compile or devise one; he had to appeal to the commanding general in Canada, from
whom he probably obtained the single substitution cipher which was used in 1776 by a British
secret agent who—again, believe it or not—was General Washington’s own director-general of
hospitals, Dr. Benjamin Church. General Washington had means for secret communication
from the very beginning of hostilities, probably even before the fighting began at Lexington
and Concord. If the British under General Gage were pooriy provided in this respect, by the
time Sir Henry Clinton took over from General Howe, who succeeded Gage, they were much
better offi—they had adeq:iate or apparently adequate means for secret communication.

Are you astonished to isarn that the systems used by the American colonial forces and by
the British re;ulars were almost identical? You shouldn’t be, because the language and back-
grounds of both were identical. . In one case, in fact, they used the same dictionary as a code
book, something which was almost inevitable because there were so few English dictionaries
available. Here’s a list of the systems they used:

a. Simple, monoalphabetic substitution—easy to use and to change.

5. Monoalphabetic substitution with variants, by the use of a long key sentence. I'll show
you presently an interesting example in Benjamin Franklin's system of correspondence with
the elder Dumas. '

¢. The Vigenére cipher with repeating key.

d. Transposition ciphers of simple sorts. ;

e. Dictionaries employed as codebooks, with and without added encipherment. Two were
specially favored, Entick’s New Spelling Dictionary, and Bailey’s English Dictionary. A couple
of pages from the former arc shown in Fig. 37. To represent a word by code equivalent you
simply indicated the page number, then whether column 1 or column 2 contaired the word you
wanted, and then the number of the word in the column. Thus: The word “jacket” would be
represented by 178-2-2.

f. Small, specially compxled alphabetic one-part codes of 600-700 items and code names—
our old friend the syllabary, or repertory, of hoary old age, but in new dress. In some cases
these were of the “one-part” or “alphabstic” type.

g. Ordinary books, such as Blackstone’s Commentaires on the Laws of England, giving the
page number, the line number and the letter number in the line, to build up, letter-by-letter,
the word to be represented. Thus: 125-12-16 would indicate the 17th letter in the 12th line
on page 125; it might be the letter T.

h. Secret inks. Both the British and the Americans made extensive use of this method

i. Special designs or geometric figures, such as one I’ll show you presently.

j. Various concealment methods, such as using hollow quills of large feathers or hollowing
out a bullet and inserting messages written on very thin paper. Strictly speakinz, however,
this sort of strategem doesn’t beiong to the field of cryptology. But it’s a good dodge, to be
used in special cases. :
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178 J AC
Hyp, v. 4. to make melancholy, to dilprit
Hypallage, /. » chanye of cales, Ze. -
Hypﬂ"hole,ﬁ 13 ex3z-2nition, a dimiaation
Hyperboi'ical, 4, EIIgoTraing or extenuating
Hyeerb&nm. 2. mortaern (resfon
Hy'per, Hypererivie, [ 1 erifie ema@ Beyond
Hypereriical, a. critied Seyond =ie, ferere
Hypermzter. /. what is above (he Sandaed
Hyperfakzds, [, 2 groweh of proud fleh
Hy’phen, /. (-] betwezn words or frilaaies
tpuok’i:,/. 1 medicine cauling flecy
Hypocho drisz, . 0o¢ 2fcfted with mehachaly
Hrpoch?n'drhul, a meliachely
Hypod'rily, [, difimuiation, 2 pretence
Hypourite, /. 4 diTembierin religion, &2,
Hypom:r'ual. a. diffec~2ag, inGecpre, filfe
Hyp«:n:‘aully. ad, withrat Encerity, fiif2'y
H) pogas’tric, a. ia the lower pert of thebeily
Hypow'talis, /. 2 hRin@ (unaree, perfonality

TAU

Jeekdaw, [ 3 chartering bird
Jach'et, fia waiflcoar, 2 Giort coat
Jack'prdding, [0 3 merry andrew, 1 buffosa
Jrdonitzy [ apartigan of james Jl.
Jactititian, /. 8 tnfing motion, r::'.'!tffmf_l
]qu!ifinu,f. the 18 of throwing or dartiag
Jade, [ a bid woman, 2 werthlefs horle
Jide, @v 2. to tire, weary, ride dywn, fic2
Jidithy 4. cnruly, vicioos, unchale

1£3) v-«. o noich; fa deatlculatics,nnerenefi
}q:’siﬂs.f. acutliaz ia eotches

13¢y, 8. uneven, n

atl, . a prifon, ageal

sifer, [ the keeper =7 2 prifose s
Jakes, o ahoule of ¢ ta2e, 2 boghouls
| [am, [0 2 conferes of Fuit, 2 chidd’s froeR
Jim. e, s ta enmidae Letweer, to wedgzia
Jamb, /i the upright paltof 3 door '
lam'sic, [, verfes cerapofd of a lomg and adaet

Hypoltatiaal, & conllitutive, diftiné?, perfonatl  Nlladle dternatddy

Hypo{h'aﬁ-,[. a (yflem wpon fupocdtion
Hypethet/ical, a. fupsoled, condizionsd
Hyo thet'caily, ad. upan fuppuiitioa
Hyeth, Hurtt oc Herdt, f. 4 wood
Bw'lip, /. 2 plunt

Hynvic, a. tioubled with few
Hyfterics, [ gl. St of women

I prom. myfelf

+ Jab'ser, v m to Bl idly, te chatter
Jib'berer, J-,one who tsiks amintelligbly
1cent, a. lying at length, extended

Jicinch, [ 3 gzrm, the hyacinth

Jack, [. John, an engine, Afh, leachern-cana

Jaek’al, £ 4 beaft that Rares the lion's prey

Jackalént, i 2 kanple fheepith fellnw

Jack“anupes, L a monkey, 2 coxzamb

Jicksoitsy j- berw.iaving For armer

Jangle, v, m. to wrangle, to be ontof taoe
aw'izary, /o & Turki® fol2ler, 3 guard
jm'lr. a. fhowy, Auttericg, gay, gicdy
it'uary, £, the fr& moath of the yerr
Tapin, .2 varaith 12 work laculonm
fipin. ©. &, 10 vareiih, 3 tlack 200
apan’aer, /. a thoebiack, ane who japasy
ary v, 2. to clath, ifagrer, e, quarrel
Lr.f. difcord, & bacth found, aa carthea vels
Jreuigle, v. a. to confaund, perplex, pervert
Jarlgon, f pibtertih, pabb'e, nonfenfe
Jiinine, Je-Sogunr, [ 8 Lower
Jax'per, i 2 precious groen fiooe
Jav'elin, [ 2 {pesr or balf plke
Jaun'dice, £ 3 difemper
aun’diced, a. 3fsed with the jinndice
}nunt, v, 8 to w2ix or travel sboug
Jaunt, i a rzmble, ez, fely

Jausatily,

Figure 37.

In the way of ciphers a bit more complex than simple monoalphabetic subsiitution ciphers,
the British under Clinton’s command used a system described by Bakeless in the following
terms: :

‘. ..a substitution cipher in which the alphabet was reversed, ‘2’ becoming ‘a’ and ‘a’ becom-

ing ‘z’. To destroy frequency clues, the cipher chanzed in each line of the message, using ‘y’

for ‘a’ in the second line, ‘x’ for ‘a’ in the third, and so on. When the cipher clerk reached ‘o’

s in the middle of the alphabet, he started over again. A spy using this cipher did not have to
,_; carry incriminating papers, since the system was so easy to remember.”

i+ The alphabets of this scheme are simple reversed standard alphabets:

B . ABCDEFGHIJKLMNOPQRSTUVWXYZ
- ZYXWVUTSRQPONMLKJIHGFEDCEBA
YXWVUTSRQPONMLEKJIHGFEDCBAZ
XWVUTSRQPONMLKJIHGFEDCBAZY
; WVUTSRQPONMLXJIHGFEDCBAZYX
VUOTSRAUPUNMLEJIHGFEDCBAZYXY
UTSRQPONMLKJIHGFEDCBAZYIXIWYV
TSRQPONMLKJIHGFEDCBAZYXWVU
SRQPONMLKJIHGFEDCBAZYXWVUT
RQPONMLKJIHGFEDCBAZYXWVUTS
QPONMLKJIHGFEDCBAZYXWVYUTSR
PORBRRLEJIHGCGFEDCEAZYIWYUDYTSRY
ORMNLEEJIHGCGPEDCBAZYZINRYUTSRQP

[+
(¢ 4]
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Easkeless doesn’t explain why the cipher sequences are only 12 in number— rur does the
soni o flom which he obtained the information, a note found among the Clinton Pupers in the
Cie:rents Litit:iry at the University of Michigan.

Bakeless continues:

“Jlinton also used another substitution cipher, with different alphabets for the first, second
at:Y third puragraphs. Even if an American cryptanalyst should break the cipher in one para-
gra:t, he wuuld hav to start all over in the next. As late as 1781, however, Sir Henry was
usii,; one extremely . sy substitution cipher, in which ‘a2’ was 51, ‘d’ was 54, ‘e’, 55. Finding
ths* ‘a’ was 51 and ‘d - +5 &, anyone could guess (correctly) that ‘b’ was 52, ‘¢’ 53. Somewhat
mei complex was his .. :uen’ cipher, in which twenty-five letters of the alphabet were placed
in s-;iares. Then an 2 ::le alone would represent a letter, the same angle with a dot another
leti. . tha.uame angle with two dots still another. In some cases, cryptography was used only
fur + fuw rocial words in an otherwise ‘clear’ message, a method also favored by certain Ameri-
can officials."”

Of the first cij.i:2r mentionad in the preceding extract, there is much more to be said. Per-
haps Bakeless was limited by space considerations. In any case, I will leave that story for
another time and place. As for the second cipher Bakeless mentions in the extract, I can give
you the whole alphabet, for it exists among the Clinton Papers.

A B &€ DEPFPGHTIUZEKEILMMNINOPQRS TUYW & T Z
51 52 53 54 55 60 €1 62 63 64 65 66 67 €8 69 70 71 72 73 74 75 76 T7 78

There is no explanation why the sequence beginning with 50 stops with E-55 and then,
starting with F-60 goes straight on without any break to Z-78. (Remember that in those

- days I and J were used interchangeably, as were U and V.)

Finally, as to what Bakeless (and others) call the “pigpen” cipker, this is nothing but the
hoary old so-called “Masonic” cipher based upon the 4-cross figure

al.:c . a— _l b~ J c— _.,

which can accommodate 27 characters, not 25, as Bakeless indicates.. Letters can be insertad
in the desizn in many different arrangements.

I’ve mentioned that code or conventional names were used to represent the names of im-
portant persons and places in these American colonial and British cryptograms of the Revo-
lution. Here are examples selected from a list of code names prepared by the famous British
spy, Major André, chief of intelligence under General Clinton:

For American Generals—the names of the Apostles, for instance:

General Washington was James
General Sullivan was Matthew

Names of Forts:
- Fort Wyoming—Sodom
Fort Pitt—Gomorrha

Names of Cities:
Philadelphia—J/erusalem
Detroit—Alexandria
Names of Rivers and Bays:
Susquehanna—Jordan
Delaware-—Red Sea
Miscellaneous:
Indians— Pharisees
Congress—Synagogue
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I'm sure you’ve learned o= school children all about the treasonable conduct of Bernedict
Arnold wien he was in command f the American Forces at West Point; but you probably
1on’t know that practical'y all his exchanges of communications with Sir Henry Clinton, Com-
nander of the British Forces in America, were in cipher or in invisible inks. One of Arnold’s
cipher messages, in which he offers to give up West Point for £20,000 is shown below, Fi ig.
38a being the secret version, Fig. 386, the plain text. Arnold left a few words en clair, the ones
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Figure 53a. Figure 385.

fie considered unimportant; for the important ones he used a dictionary as a codebeck, indi-
cating the page number, column number and linre number corresponding to the positicn in the
dictionary of the plaintext word which the code group represents. Arnoid added 7 to these
numbers, which accounts for the fact that the ©iist number in a code group is never less than 8,
the central number is always either 8 or 9, and the third number is never less than 8 or more
than 36. The sxgmﬁcanc sentence appears near the middle of the message: “If I 103-9-34,
185-8-31 2 197-8-8 . .. ” yields the ;'lain :2xt: “If I point out a plan of cooperation by which
S. H. (Sir Henry Clintor) shall pussess himself of West Point, the Garrison, etc., etc., etc.,
twenty thousands pound Steti:n: 1 think will be a cheap purchase for an object of so much

The signature 172-9-19 probably stands for the word “Moor”; Armold’s code

importance.”
He had also another name, “Gustavus.”

name in these communications was “John Moore.”
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Figure 39 is a m=3sage in which he gave the British information which might have led to the
capture of his commander-in-chief, General Washington; the top shows the code message, the
bottom the plain text. Arnuld used the same additive as in the preceding example. Wash-
ingion, however, was too smart to be ambushed—he went by a route other than the one he

said he'd take. ; '
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You may find Fig. 40 interesting as an example of the special sort of mask or grille used by -
"Arnold and by the British in their negotiations with him. The real or significant text is writ-
ten in lines outlined by an hourglass fizure and then dummy words are supplied to fill up the
lines so that the entire letter apparently makes good sense. To read the secret message, you're
supposed to have the same size hourglass figure that was used to cbnceal the secret messaga.
In Fig. 40 the left-hand portion shows the “phoney” message. Masks having small rectangu-
lar apertures were also used, the significant words being written so that they were disclosad
when the mask was placed on the written message so as to isolate them from the non signifi-
cant words. The significant text in this example is shown in printed form to the right of the
original hourglass design.

An interesting episode involving concealment of this sort is recorded by Bakelass. An ur-
gent message from Sir Henry Clinton, dated 8 October 1777, and written on thin silk, was con-
cealed in an oval silver ball, about the size of a rifle bullet, which was handed to Daniel Taylor,
a young officer who had been promised promotion if he got through alive. The-bullet was
made of silver, so that the spy could swallow it without injury from corrosion . . . Almost as
soon as he started, Taylor was captured . . . Realizing his peril too late, the spy fell into a
paroxysm of terror and, crying, “I am lost,” swallowed the silver bullet. Administration of a
strong emetic soon produced the bullet with fatal results, for Taylor was executed. “A rather
heartless American joke went around,” adds Bakeless, “that Taylor had been condemned ‘out

. of his own mouth’.” .

We next see (Fig. 41) one Benedict Arnold message that never was deciphered. It is often
referred to as “Benedict Arnold’s Treasonable Cow Latter.)”” Only one example is extant;
certain words have purely arbitrary meanings, as prearranged. The letter was written just
two weeks before the capture of Major André.

In Fig. 42, we see a British cipher message of the vintage 1781. It was deciphered before
finding the key, always a neat trick when or if you can do it. The key—the title page of the
then current British Army List—is shown in Fig. 43. The numbers in the cipher text obvi-
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'sly refer to line numbers and letter numbers in the line of 2 key text, the first series of num-
1S, viz., 22.6.7.39.5.9.17, indicating line nu:nber 22, letter numbers 6.7.39.5.9.17 in that line.

Because of so many repetitions, the plain text was obtained by straightforward analysis by an

| officer recently on ¢
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for this interesting example. The plain text, once obtained, gave him clues as to what the key
text might be, simply by placing the plaintext letters in their numerical-equivalent order in
the putative key text. This done, was quick to realize what the kev text
was—a British Army List. The date of the message enabled him to find the list without much
difficulty in the Library of Congress (Fig. 43).

There was an American who seems to have been the Revolution’s one-man National Security
Agency, for he was the one and only cryptalogic expert Congress had, and, it is claimed, he
managed to decipher nearly all, if not all, of the British code messages obtained in one way or
another by the Americans. Of course, the chief way in which enemy messages could be ob-
tained in those days was to capture couriers, knock them out or knock them off, and take the
messages from them. This was very rough stuff, compared to getting the material by radio
intercept, as we do nowadays.

I think you'll be interested to hear a bit more about that one-man NSA. His name was
James Lovell and besides being a self-trained cryptologist, he was also a member of the Con-

- tinental Congress. There’s on record a very interesting letter which he wrote to General

Nathaniel Greene, with a copy to General Washington. Here it is.

Philadelphia, Sept. 21, 1781
. Sir:

You once sent some papers to Congress which no one about you sould decypher. Should such
be the Case with some you have lately forwarded [ presume that the Result of my ‘pains, here
sent, will be useful to you. I took the Papers out of Congress, and [ do not think it necessary
to let it be known here what my success has been in the attempt. For it appears to me that
the Enemy make only such Changes in their Cypher, when they meet with misfortune, as makes
a difference of Position only to the same Alphabet, and therefore if no talk of Discovery is made
by us here or by your Family, you may be in Chance to draw Benefit this Campaign from my
last Night's Watching.

I am Sir with much respect,

Your Friend,
B JAMES LOVELL
Maj. Genl. Gresne
(With copy to Genl. Washington)

In telling you about Lovell I should add to my account of that interesting era in cryptologic
history an episode I learned about only recently. When a certain message of one of the gen-
erals in command of a rather large force of Colonials came into Clinton’s possassion he sent it
off posthaste to London for solution. Of course, Clinton knew it was going to take a lot of
time- for the message to get to London, be solved and returned to America—and he was natu-
rally a bit impatient. He felt he couldn’t afford to wait that long. Now it happened that in
his command there were a couple of officers who fancied themselves to be crvptologists and
they undertook to solve the message, a copy of which had been made before sending the original
off to London. Well, they gave Sir Henry their solution and he acted upon it. The operation
turned out to be a dismal failure, because the solution of the would-be cryptanalysts happened
to be quite wrong! The record doesn’t say what Clinton did to those two unfortunate crvptol-
ogists when the correct solution arrived from London some weeks later. By the way, you may
be interested in learning that the British operated a regularly established cryptanalytic bu-

reau as early as in the year 1630 and it continued to operate until the end of July 1844. Then

there was no such establishment until World War I. I wish there were time to tell you some
of the details of that fascinating and little known bit of British history.

There’s also an episode I learned about only very recently, which is so amusing I ought to
share it with you. It seems that a certain British secret agent in America was sent a message
in plain English, giving him instructions from his superior. But the poor fellow was illiterate
and there wasn’t anything to do but call upon the good offices of a friend to read it to him.
He found such a friend, who read him his instructions. What he didn’t know, however, was
that the friend who'd helped him was one of General Washington's secret agents!
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he next illustration (Fig. 44) is a picture of one of several syllabaries used by Thomas
_ferson. It is constructed on the so-called two-part principle, which was expiained in the
preceding lecture. Figure 44a is a portion of the encoding rection, and Fig. 444 is a portion
of the decoding section, in which the code equivalents are in numerical order accompanied by
their meanings as.assigned them in the encoding section. This sort of system, which, as I've

already explained, was quite popular in Colonial times as in the early days of Italian cryptog- -

raphy, is still in extensive use in soms parts of the world.
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Figure 44a. Figure 445.

\ few minutes ago I mentioned Benjamin Franklin's cipher system, which, if used today,
.ould be difficult to solve, especially if there were only a small amount of traffic in it. Let
me show you what it was. Franklin took a rather lengthy passage from sorue book in French
and numbered the letters successively. ese numbers then bacame equivalents for the same
letters in a message to be sent. Because the key passage was in gocd French, naturally there
were many variants for the letter E—in fact, there were as many as one would expect in nor-
mal plaintext French; the same applied to the other high-frequency letterssuch as R, N, §, ],
etc.” What this means, of course, is that the high-frequency letters in the plain text of any
message to be enciphered could be represented by many different numbers and a solution on
the basis of frequency and repetitions would be very much hanpered by the presence of many
variant values for the same plaintext letter. In Fig. 45 you can see this very clearly.
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I know of but one case in all our U. S. history in which a resolution of Congress was put out
in cryptographic form. It is shown in Fig. 46—a resolution of the Revolutionary Congress
dated 8 February 1782. I have in my collection not only a copy of the resolution but also a
copy of the syllabary by which it can be deciphered. i

Interest in cryptology in America seems to have died with the passing of Jeferson and
Franklin. But if interest in cryptology in America wasn't very great, if it existed at all after
the Revolution, this was not the case in Europe. Books on the subject were written, not by
professionals, perhaps, but by learned amateurs, and I think you will ind some of them in the
NSA library if you're interested in the history of the science. The next illustration (Fig. 47)

. is the frontispiece of a French book the title of which (translated) is “Counter-espionage, or.

keys for all secret communications.” It was published in Paris in 1783. In the picture, we
see Dr. Cryppy himself, and perhaps a breadboard model of a GS-11 research analyst, or may-

" be an early model of a WAC.
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I am now going to tell you something about the early steps in finding an answer to the age-
old mystery presented by Egyptian hieroglyphics, not only because I think that the solution
represents the next landmark in the history of cryptology, but also because the story is of gen-
eral interest to any aspiring cryptologist. About 1821 a Frenchman, Champollion, startled

. the world by beginning to publish transiations of Egyptian hieroglyphics, although in the

budding new field of Egyptology much had already transpired and been pubiished. In Fig.
48 we see the gentleman and in Fig. 49, a picture of the great Napoleonic find that certainly
facilitated and perhaps made possible the solution of the Egyptian hieroglyphic writing—the
Rosetta Stone. The Rosetta Stone was found in 1799 at Rashid, or, as the Europeans call it,

- Rosetta, a town in northern Egvpt on the west bank of the Rosetta branch of the Nile. Ro-

setta was in the vicinity of Napoleon's operations which ended in disaster. When the peace

treaty was written, Articie 16 of it required that the Rosetta Stone, the signiicance of which
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\ : quickly understood by both the conquered French and victorious British commanders, be
.upped to London, together with certain other Iarge antiquities. The Rosetta Stone still
occupies a prominent place in the important exhibits at th: British Museum. The Rosetta
Stone is a bilingual inscription, because it is in Egyptian and also Greek. The Egyptian por-
tion consists of two parts, the upper one in hieroglyphic form, the lower one in a sort of cursive
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. ; Figure 47. Figure 48.

script, also E. yptian, but called “Demotic.” It was scon realized that all three texts were
supposed to say the same thing, of course, and since the Greek could easily be read, it served
as something called in cryptanalysis a “crib.”” Any time you are lucky enough to find a crib
it saves you hours of work. It was by means of this bilingual inscription that the Egyptian
hieroglyphic writing was finally solved, a feat which represented the successful solution to a
problem the major part of which was linguistic in character. The cryptanalytic part of the
task was relatively simple. Nevertheless, I think that anyone who aspires to become a pro-
.. fessional cryptologist should have some idea as to what that cryptanalytic feat was, a feat
‘= which some professor (but not of cryptologic science; I think it was Professor Norbert Wiener,
,“'-’of the Massachusetts Institute of Technology) said was the greatest cryptanalytic feat in
- history. We shall see how wrong the good professor was, because I'm going to demonstrate
. just what the feat really amounted to by showing you some simple pictures. =
First, let me remind you that the Greek text served as an excellent crib for the solution of
both Egzyptian texts, the hieroglyphic and the Demotic, the latter merely being the conven-
tional abbreviated and modified form of the Hieratic character or cursive form of hieroglyphic

"* writing that was in use in the Ptolemaic Period.
The initial step was taken by a Reverend Stephen Weston who made a translation of the
- Greek inscription, which he read in a paper delivered before the London Society of Anitquaries,

in April 1802.

In 1818 Dr. Thomas Young, the physicist who first proposed the wave theory of light, com-
viled for the 4th volume of Encyclopeedia Britannica, published in 1819, the results of his
lies on the Rosetta Stone and among them there was a list of several Egyptian characters
~hich, in most cases, he had assigned correct phonetic values. He wes the first to grasp the
idea of a phonetic principle in the Egyptian hierogiyphs and he was the first to apply it to their de-
cipherment. He also proved something which others had only suspected, namely, that the
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hicrogl:-phs in oval:: ~r cartouches were royal names. But Young’s name is not associated in
the pubtic wind wii! the decipherment of Egyptian hieroglyphics—that of Champollion is
very imich so.  Yet muh of what Champollion did was based upon Young’s work. Perhaps
the i atest credit should go to Champollion for recognizing the major importance of an ancient -
lang.wize known as Coptic as a bridge that could lead to the decipherment of the Egyptian
hiere;iyphics. As a lad of seven he’d made up his mind that he’d solve the hieroglyphic
writizyg, and in the early years of the 18th Century he began to study Coptic. In his studies
of the Ros~-ta Stone his knowledge of Coptic, a language the knowledge of which had never
been lost, enabled him to deduce the phonetic value of many syllabic signs and to assign cor-
rect readings to many pictorial characters, the meanings of which became known to him from
the Greek text on the Stone.
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The following step-by-step account of the solution is taken from a little brochure entitled
“he Rosetta Stone, published by the Trustees of the British Museum. It was written in 1922
E. A. Wallis Budge and was revised in 1950. I quote:

“The method by which the greater part of the Egyptian alphabel was recovered is this: It
wus assurued correctly that oval C__J, or “cartouche™ as it is called, always contained a
royal name. There is only one cartouche (repeated six times with slight modifications) on the
Rosetta Stone, and this was assumed to contain the nama of Ptolemy, because it was certain
from the Greek text that the inscription concer: 24 a Ptolemy. It was also assumed that if
the cartouche did contain the name of Ptoleiny - characters in it would have the sounds of
the Greek letters, and that all together they v . represent iLiie Greek form of the name of
Ptolemy. Now on the obelisk which u certain .:. Banks had brought from Philae theras vas
also an inscription in two languages, Egyptian .0d Greek. In the Greek portion of it two
royal names are mentioned, that is to say, Ptolemy and Clzopatra, and on the second face of
the obelisk there are two cartouches, which occur close together, and are filled with hieroglyphs
which, it was assumed, formed the Egyptian equivalents of these names. When these car-
touches were compared with the cartouche on the Rosetta Stone it was found that one of them
contained hieroglyphic characters that were almost identical with those which filled the car-
touche on the Rosetta Stcne. Thus there was good reason to believe that the cartouche on
the Rosetta Stone contained the name of Ptolemy written in hieroglyphic characters. The
forms of the cartouches are as follows:

On the Rosetta Stone:— @2 ﬂq l] '?‘ 3 2 i k QQJ : ,

On the Obelisk from Phiker— (2] 213 %] =]

. In the second of these cartouch=s a single sign takes the place of three signs at the end of the

st cartouche. Now it has alre:idy been said that the name of Cleopatira was found in CGresk
+ the Philae Obelisk, and the curtouche which was assumed to contain the Egyptian equiva-
lent to this name appears in this form:

4 - r::.'::"‘,\ a
( _anQQOE\\:~¢:1:st

Taking the cartouches which were supposed to contain the names of Ptolemy and Cleopatra
from the Philae Obelisk, and numbering the signs we have:

Piolemy, A. (8 2:f] 2= LF Yy S 8EL] 5

Cleopatra, B. _ ( 5 aQ ‘ﬂ éf\'g\‘r’_; - sf.*:,\ ::g
Now we see at a glance that No. 1 in A and No. 5 in B are identical, and judging only by their

-* position in the names they must represent the letter P. No. 4 in A and No. 2 in B are identi-

cal, and arguing as before from their position, they must represent the letter L. As L is the

- second letter in the name of Cleopatra, sign No. 1 in B must represent K. In the cartouche of

Cleopatra, we now know the values of Signs Nos. 1, 2 and 5; so we may write them down thus:

(“aq R = = e

In the Greek form of the name of Cleopatra there are two vowels between the L and P, and
in the hieroglyphic form there are two hieroglyphs, this Q and this Q , SO We may assume
that the first is E and the other O. In some fory = of the cartouche of Cleopatra, No. 7 (the
hand) is replaced by a half circle, which is identical with No. 2in Aand No. 10inB. AsT
follows P in the name Ptolemy, and as there is a T in the Greek form of the name of Cleopatra,
we may assume that the half circle and the hand have substantially the same sound, and that
“at sound is T. In the Greek form of the name Cleopatra there are two . * . the position of
sich agree with No. 6 and No. 9, and we may assume that the bird has th.- 'ue of A. Sub-
stituting these values for the hieroglyphs in B we may write it thus:

48
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Tho:mas Young noticed that the two signs & and Q always followed the name of a goddess, or
qunes, or prinuass.  Othec carly deciphesecs regarded the two signs as a mere feminine termina.
tion. Th2 only sign for whicl: we have no ;'ionelicequivalent is No. 8, the lens, and it is obvious
that tliis rausi represent R. Inserting tliis value in the cartouch: e have the name Cleo-
patrz deniphered.  Applying now the values which we have learned /- ..athe cartouche of Cleo-
patra to tiie cartouche of Ptolemy, we may write it thus:

(Proc& i f-F % rrofaa]
We now sce that the cartouche must be that of Ptolemy, but it is also clear that there must be -
contained in it many other hieroglyphs which do not form part of his name. Other forms of

.the cartouche of Ptolemy are found, even cn the stone, the simplest of them written thus:

It was therefore evident that these other signs "?'h 2 d'a “ﬂ == were royal titles corre-

sponding to those found in the Greek text on the Rosetta Stone meaning “ever-living, beloved
of Ptah.” Now the Greek form of the name Pti-my, i.e. Ptolemaics, ends with S.  We may
assume therefore that the last signf in the simp:-~~form of the cartouche given above has the
phonetic value of S. The only hieroglyphs now doubtful are &=  and t'j Q , and their posi-
tion in the name of Ptolemy suggests that their phonetic values must be M and some vowel
sound in which the I sound predominates. These values, which were arrived at by guessing
and deduction, were applied by the early decipherers to other cartouches, e.z.:

na __ el -

1=K :R=NZ=
Now in No. 1, we can at once write down the values of all the signs, viz., P. I. L. A. T. R.
A., which is obviously the Greek name Philotera. In No. 2 we know only some of the hier-
oglyphs, and we write the cartouche thus: :

CA L<as [ wmT n—-—]

It was known that the running-water sign Avwan occurs in the name Berenice, and that it rep-

~ resents N, and that this sign —~— is the last word of the transcript of the Greek title “Kai-

saros,” and therefore represent some-S sound. Some of the forms of the cartouche of Cleo-
patra begin with (<=2), and it is clear that its phonetic value must be K. Inserting these
values in the cartouche above we have:

; . CALKSQNTRS]

which is clearly meant to represeut the name “Alexandros,” or Alexander. The position of
this sign () shows that it represented some sound of E or A.

Well, I’ve showed you enough to make fairly clear what the problem was and how it was
solved. As you may already have gathered, the cryptanalysis was of a very simple variety.

The grammar?—Well, that’s an entirely different story: There’s where the difficult part
lay. It was very fortunate that the first attacks on Egyptian hieroglyphics didn’t have to
deal with enciphered writing. Yes, the Egyptians.also used cryptography; yes, there are
“cryptographic hieroglyphics!” We'll get to these later, but at this point it may be of iaterest
to many of you to learn something about what the Rosetta Stone had to say, as set forth by
Dr. Budge:

““The opening lines are filled with a list of the titles of Ptolemy V, and a series of epithets which
proclaim the king’s piety towards the gods, and his love for the Egyptians and his country. In
the secord section of the inscription the priests enumerate the benefits which he had conferred
upon Egypt, and which muy be thus summarized:.

1. Cifts of money and corn to the temples.,
2. Giizs of endowments to temples.
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_3. "Remission of taxes due to the Crown.
4. Forgiveness of debts owed by the people to the Crown. =

T. Reduction of fees payable by candidates for the priesthood.
8. Reduction of the dues payable by the temples to the Crown. .

13, Forgiveness of the debts owed by the priests to the Crown.
14. Reduction of the tax on byssus (a kind of flax or cotton fibre),
15. Reduction of the tax on corn lands.

—

Figure 50a.
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Figure 505.

Could it be that installment-plan buying was rampant in Ancient Egypt too, so that people
didn’t have enough left to pay their taxes?

Now, let’s go back to those cryptographic hieroglyphics mentioned a moment ago. Here,
in Fig. 50a for instance, is a picture of an inscription on a stela now in the Louvre, in Paris.
Lines 6-10, inclusive, telow the seated figures under the arch, contain secret writing in hier-
oglyphics; in Fig. 508, these lines are seen enlarged. I won’t attempt to explain the nature.of
the cryptography involved. It’s pretty simple—something like the sort of cryptography in-
volved in our ot type of rebuses, and in our modern acronymic abbreviations, such as CARE,
which stands for Cooperative (for) American Relief Everywhere, or NASA, for the National
Aeronautics (and) Space Administration.

The following extracts, translated from a long article by Prof. Etienrs Drioton in “Revue
D'Egyptolegie,” Paris, 1933, will be of interest (p. 1):

“From the time of the Middle Empire onwards, Egypt had, alongside the official and normnal
system of writing, a tradition of cryptographic writing, the oldest known examples of which are
to be found in the tombs of Beni-Hassan, and the most recent in the inscriptions of the temples
of the Greco-Roman epoch.

(p. 32):

It is necessary to add to the enumeration of the cryptographic procedures the variation in the
appearance of the cryptographic signs themnselves. ..., This variation, without however affect-
ing their value, can (1) modify the appearance of the signs; (2) affect their position in various
ways; and (3) combine these signs with others. ... Finally, to note a last peculiarity of these
inscriptions which, because of their fine form, deserve to be considered the classics of thecryptog-
raphy of this ‘period, the scribe has several times successfully carried out in them what was
doubtless considered to be the triumph of the genre: the grouping of signs which offer a possible
but fallacious meaning in clear, alongside a cryptographic meaning which is the only true one.”

L] L] - - . L] .

And now for the most intriguing explanation offered by Drioton as to why cryptography was

incorporated in these inscriptions. You know quite well why cryptography is employed in
military, diplomatic, banking, and industrial affairs; you also know perhaps that it is usad for
other purposes, in love affairs, for example, and in illicit enterprises of all sorts; and you prob-
ably also know that it is often used for purposes of amusement and diversion, in tales of mys-
tery, in the sorts of things published in newspapers and literary journals—they are called
“crypts.” But none of these explanations will do for the employment of cryptography in
Egyptian hierogiyphics. Here’s what Drioton thinks:
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(p. 50): "

“There remains, therefore, the supposition that, far from secking to prevent reading, the
cryptography in certain passages of these inscriptions was intended to encourage their reading,

The appeals which often introduce formulae of this type, and which are addressed to all visi-
tors to the tombs, show in fact how much the Euyptians desired to have them rend, but alxo, by
the very fact of their existence, what an obstacle they encountered in the indifercnce, not to say
satiety, produced by the repclition and the monotony of these formulue. To attempt to over-
comu: this indifference by offering a text whose appearance would pique curiosity, based on the
love, traditional in Egypt, for puzzles, to get people to decipher, with great difficulty, what was
desired they should read, such i: perhaps, in last analysis, the reason why the threz monuments
of the period of Amenophis III here considered presenl certuin passages in eryptography.

One must suppose, in this case, that the goal was not attained and that it was very quickly
seen that the expedient produced, on the apathy of the visitors, an efect opposite to that in-
tended: it removed even the slightest desire to read the inscriptions presented in this form. The
new procedure was there nre—the monuments seem to prove it—abandoned as soon as it had
been tried.” g

- L] L L L ] - ] - <

Before leaving the story of Champollion’s mastery of Egyptian hieroglyphic writing, I think
I should re-enact for you as best I can in words what he did when he felt he’'d really reached
the solution to the mystery. I'll preface it by reczlling to you what Archimedes is alleged to
have done when he solved a problem he’d been struggling with for some time. Axrchimedes
was enjoying the pleasurss of his bath and was just stepning.out of the pool when the sclution
of the problem came to him like a fash. He was so overjoyed that he ran, naked, through the
streets shouting “Eureka! I've found it, I've found it.” Well, likewise, when voung Cham-
pollion one day had concluded he'd solved the mystery of the Egyptian heiroglyphics, he sat
out on a quick mile-run to the building where his lawyer brother workad, stumbled into his
brother’s office, shouting “Eugene, I did it!”’, and flopped down to the floor in a trance where
he is said to have remained immobile and completely out for five days. ‘‘Champollion died
on 4 March 1832, leaving behind the manuscript of an Egyptian Gremmar and of a Hieroyly-
whic Dictionary which, except for some errors of details inevitable in a gigantic work of de-

ipherment and easily correctable, form the basis of the entire science of Egyptology.”*

I shouidn’t leave this brief story of the cryvptanalytic phases of the solution of the Egyptian
hieroglyphic writing without telling you that there remain plenty of other sorts of writings
which some of you may want to try your hand at deciphering whan you've learned some of the
principles and procedurss of the science of cryptology. A list of thus-far undeciphered writ-
ings was drawn up for me by Professor Alan C. Ross, of London University, in 1945, and had
19 of them. Since 1945 only two have been deciphersd, Minoan Linear A and Linear B writ-
ing. The Easter Island writing is said to have very recently been solved, but I'm not sure of
that. There are some; maybe just a very few, who think the hieroglyphic writing of the
ancient Maya Indians of Central America may fall soon, but don’t be too sanguine about that
either. '

Should any of you be persuaded to tackle any of the still undeciphered writings in the list
drawn up by Professor Ross, be sure you have an authentic case of an undeciphered language
before you. Figure 16 is one that was written on a parchment known as the Michigan Pa-
pyrus. It had baffled certain savants who had a knowledge of Egyptology and attempted to
read it on the theory that it was some sort of variation—a much later modification—of Egyp-
tian hieroglyphic writing. These old chaps gave it up as a bad job. Not too many years ago,
it came to the attention of a young man who knew very little about Egyptian hieroglyphics.
He saw it only as a simple substitution cipher on some old language. He tackled the Michi-
gan Papyrus on that basis and solved it. He found the language to be early Greek. And
what was the purport of the writing? Well, it was a wonderful old Green beautician’s secret
formula for further beautifying lovely Greek young women—maybe the bathing beauties of
those days, among whom possibly were “Miss Greece of 500 B. C.” and “Miss Universe” of
those days! :

' Drioton, “Decipherment of Egyptian Hieroglyphics,” La Science Modemme, August 1924, pp. 423-432.
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The next period of importance in this bricf account of the history of cryptology is the one
which deals with the codes and ciphers used by the contestants in our Civil War, the period
1861-65. It is significant and important because, for the first time in history, rapid and secure
communications on a large scale became practicable in the conduct of organized warfare and
world-wide diplomacy. They became practicable when cryptology and telegraphy were joined
in happy, sometimes contentious, but long-lasting wed!ack.

There is one person I should mention, however, before coming to the period of the Civil War
in U. S. history. I refer here to Edgar Allan Poe, who in 1842 or thereabouts, kindled an in-
) terzst in cryptography in newspapers and journals of the period, both at home and abroad.
el ~ For his day he was certainly the best informed person. in this country on cryptologic matters
outside of the regular employees of Government departments interested in the subject.

. _ In regard to Poe, one of our early columnists, there’s an incident I'd like to tell you about
' in connection with a challenge he printed in one of his columns, in which he offered to solve any
cipher submitted by his readers. He placed some limitations on his challenge, which amounted
ta this—that the challenge messages should involve but a single alphabet. In a later article
Poe tells about the numerous challenge messages sent him and says: “Out of perhaps 100
ciphers altogether received, there was only one which we did not immediately succeed in re-
solving. This one we demonstrated to be an imposition—that is to say, we fully proved it a
jargon of random characters, having no meaning whatever.” I wish that cipher i:ad been
pivserved for posterity, because it would be interesting to see what there was about it that
warranted Poe to state that “we fully proved it a jargon of random characters.” Maybe I'm
nnt warranted in saying of this episode that Poe reminds me of a ditty sung by a character in
a play put on by some undergraduates of one of the colleges of Cambridge University, in Eng-
land. At a certain point in the play, this character steps to the front of the stage and sings:

. ( _ “I am the Master of the Ccilzge,
) What I don’t know ain’t knowledge.”

)
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Thus, Poe. V.hat he couldn’t solve, he assumed wasn’t a real cipher—a very easy out for any
-yptologist up against something tough.
£ any of you are interested sufficiently to wish to learn something about Poe’s contributions
to cryptology, I refer you to a very fine article by Professor W. K. Wimsatt, Jr., entitled “What
Poe Knew About Cryptography,” Publicutions of the Modern Language Association of Amer-
ica, New York, Vol. LVIII, No. 3, September 1943, pp 754-79. In it you'll find references to
what I have published on the same subjact.

This completes the third lecture in this series. In the next one we shall come to that inter-
esting period in cryptologic Listory in which codes and ciphers were used in this country in the
War of the Rebellion, the War Between the States, the Civil War—you use your own pet
designation for that terrible and costly struggle.
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 Lecture IV

A detailed account of the codzs and ciphers of the Civil War in the United States of Amsrica’
can hardly bz told without Leginning with a bit of biography about the man who became the
first signal officer in history and tie first Chief Signal Officer of the United States Army, Albtert
J. Myer, the man in whose memory that lovely little U. S. Army post adjacent to Arlington

. BRIGADIER CENFRAL ALBERT J. MYER
Figure'52.

Cemetery was named. Myer was born on 20 September 1827, and after an apprenticeship in
the then quite new science of electric telegraphy he entered Hobart College, Geneva, New York,
from which he was graduated in 1847. From early youth he had exhibited a predilection for
artistic and scientific studies, and upon leaving Hobart he entered Buffalo Medical College, re-
ceiving the M.D. degree four years later. His graduation thesis, “A Sign Language for Deaf
Mutes,” contained the germ of the idea he was to develop several years later, when, in 1854,
he was commissioned a 1st Lieutenant in the Regular Army, made an Assistant Surgeon, and
ordered to Naw Mexico for duty. He had plenty of time at this far away outpest to think
about developing an efficient system of military “‘aerial telegraphy,” which was what visual
signaling was then called. I emphasize the word “system” because, strange to say, although
instances of the use of lights and other visual signals can be found throughout the history of
wuifare, and their use between ships at sea had been practiced by mariners for centuries, yet
down to the middle of the 19th Century surprisingly little progress had been made in develop-
ing methods and instruments for the systematic exchange of military information and instruc-
tions by means of signals of any kind. Morse’s practical systcm of clectric telexruphy, de-
veloped in the years 1832-35, served to focus attention within the military upon systems and
methods of intercommunication by means of both visual and electrical signals. In the years
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immediatzly preceding the Civil War, the U. S. Ar:ry took steps to introduce and to develop
systern of visual cignali:- 3 for general use in the field. It was Assistant Surgeen Myer who
:urnished the initiative in this matter.

In 1856, two years after he was commissioned assistant surgeon, Myer drafted a men:sran-
dum on a new system of visual signating and obtained : patent on it. Two years later, a
board was appointed by the War Department to study Myer’s system. It is interesting to
note that one of the oficers who served as an assistant to Myer in demonstrating his system
before the board was a Lieutenant E. P. Alexander, Corps of Ergineers. We shall hear more
about him presently, but at the moment I will say that on the outbreak of war, Alexander
organized the Confederate Signal Corps. After some successful demonstrations by Myer and
his assistants, the War Depariment fostered a bill in Congress, which gave its approval to his
ideas. I .it what is mo-s to the point, Congress apprepriated an initial amount of 32,000 to
enable the Army and the War Department to develop the system. The money, as stated in
the Act was to be used “for manufacture or purchase of apparatus and equipment for field
signaling.” The act also contained another important provision: it authorized the appointment,
on the Army staff, of one Signal Officer with the rank, pay, and allowances of a major of cav-
alry. On 2 July 1880, “Assistant Surgeon Albert J. Myer (was appointed) to be Signal OS-
cer, with the rank of Major, 27 June 1850, to £i! an original vacancy,” and two weeks later
Major Myer was ordered to report to the Commanding General of the Department of New
Mexdco for signaling duty. The War Department also directed that two officers be datailed
as his assistants. During a ssveral months’ campaizn agzinst hostile Navajos, an exsensive
test of Myer’'s new system, using both flags and torches, was conducted with much success.
In October 1860, a Lieutenant J. E. B. Stuart, later to become famous as a Confederzte cav-
alry leader, tendered his services to aid in signal instruction.

Less than a year after Major Myer was appointed as the first and, at that time, the only

‘ignal Officer of the U. S. Army, Fort Sumter was attacked and, after a 36-hour bombardment,
arrendered. The bloody four-vear war between the North and the South began. The date
was 14 April 1861. Myer’s system of aerial telegraphy was soon to undergo its real baptism
under fire, rather than by fire. But with the ouibreak of war, another new system of military
signal comrnunication, signaling by the electric telegraph, bezun to undergo its first tl:orough
test in combat operations. This in itself is very important in the history of cryptology. But
far more significant in that history is a fact that I mentioned at the close of the last lecturs,
viz, that for the first time in the conduct of organized warfare, rapid and secre? military com-
munications on a large scale became precticcble, becausa cryptology and electric telegraphy were
now to be joined in a lasting wedlock. For when the war began, the electric telegraph had
been in use for less than a quarter of a century. Although the first use of eleciric telegraphy in
military operations was in the Crimean War in Europe (1854-56), its employment was re-
stricted to communications exchanged among headquarters of the Allies, and some observers
were very doubtful about its utility even for this limited usage. It may also be noted that in
the annals of that war there is no record of the employment of electric telegraphy together with
means for protecting the messages against their interception and solution by the ensmy.

On the Union side in the Civil War, military signal operations began with Major Myer’s
arrival in Washington on 3 June 1861. His basic equipniant consisted of kits containing a
white flag with a red square in the center for use against a dark background; a red flag with a
white square for use against a light background; and torches for night use. It is interesting
to note that these are the elements which make up the familiar insignia of our Army Signal
Corps. The most pressing need which faced Major Myer was to get officers and men detailed
to him wherever signals might be required, and to train them in what had come to be called
the “wigwag system,”* the motions of which are depicted in Fig. 53. This training included
'earning something about codes and ciphers and gaining experience in their usages.

' And, of course, the G. 1.'s of those days had a pet name for the users of the system. They called them
“fSag floppers.”
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But there was still no such sepérate entity as a Signal Corps of the Army. Officers and en-

P
..\. listed men were merely detailed for service with Major Myer for signaling duty. It was not
: \"‘ until two years after the war started that the Signal Corps was offici ‘v established and or-

Y ganized as a separaie branch of the Army, by appropriate Congressiorn - -ction.

In the meantime, another signaling organizition was coming into l.ing—an organization
which was an outgrowth of the government’s taking ov-+ contr:l of the commercial telegraph
companies in the Umted States on 25 February 1862. 'I‘here were then only three in number:
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the American, the Western Union, and the Southwestern. The telegraph lines generally fol-

Icwed the right-of-way of the railroads. The then Secretary of War, Simon Cameron, sought
+t: aid of Thownas A. Scott, of the Pennsylvania Railread, who brougiit some of his men to

vashivston for railvoad and telegraphic duties with the Federal Government. IFrom a nucleus
af four young teleiruph operators grew a rather larze military tel-~¢raph organization which
was not given ool status until on 28 October 1841 President Lirvcoln gave Secretary Cam-

.erai: nuthorit: to setl up a “U. S, Military Telegraph Department’’ under a m:.1 named Anson

St: .-, who, a~ emneral superintendent of the Western Union, was called to Wushington, com-
riaoeaed a caiodn (later - colonel) in the Quartermaster Corps, and made superintendent of
the “ilitary Tw ugraph I - partment. Only about a dozen of th: members of the Department
beea:ie commissioned oflicers, and they were made officers so that they could receive and dis-
burse funds and property; all the rest were civilians. The U. S. Military Telegraph “Corps,”
as it soon came to be designai=d, without warrant, was technically under Quartermaster Gen-
eral Meigs, but for all practical purposes it was under the immediate and direct control of the
Secretary of War, a situation admittedly acceptable to Meigs. There were now two organ-
izations for signaling in the Army, and it was hardly to be expzcted that no difficultias would
ensue {com the dualitv. In fact, the difficulties began very soon, as can be noted in the fol-
lowing extract from a lecture before the Washington Civil War Round Table, early in 1954,
by Dr. Georza R. Thompson, Chief of the Historical Division of the Office of the Chief Signal
Officer of the U. S. Army: -
The first need for military siznals arose at the important Federal fortress in the lower Chesa-
peake Bay at Fort Monroe. Early in June, Myer arrived there, obtained a detail of cScers and
men and be:an schooling them. Soon his pupils were wig-wagging messages from a small boat,
directing fire of Union batteries located on an isiet in Hampton Roads against Confederate fort-
ifications near Norfolk. Very sconm, too, Myer began encountering trouble with cormmercial
wire telegraphers in the area. General Ben Butler, commanding the Federal Department in
southeast Virginia, ordered that wire telegraph facilities and their civilian workers be placed un-
der the sigr::! officer. The civilians, proud and jealous of their skills in electrical magic, objected
" in no uncestuin terms and shortly an order arrived from the Secretary of War himself who counter-
manded Butler’s instructions. The Army siznal officer was to keep hands off the civilian tele-
graph even when it served the Army.

I have purpssaly selected this extract from Dr. Thempson’s presentation because in it we
can clearly hear the first rumblings of that lengthy and acrimonious faud batween two signalingz
organizations whose uncoordinatec operations and rivalry greatly reduced the efficiency of all
signaiing operations of the Federal Army. As already indicated, one of these crganizations
was the U, S. Military Telegraph “Corps,” hereinafter abbreviated as the USMTC, a civilian
orgarization which operated the existing commercial telegraph systems for the War Depart-
ment, under the direct supervision of the.Sscretary of War, Edwin M. Stanton. The other
organization was, of course, the infunt Signal Corps of the United States Army, which was not
yet even established as a separate Branch, whereas the USMTC had been established in Oct-2r
1861, as noted above. Indeed, the Signal Corps had to wait until March 1863, two years «/fter
the outbreak of war, before being established officially. In this connection it should ke noted
that the Confederate Signal Corps had been established a full year earlier, in April 1862. Un-
til then, as I've said before, for signalinz duty on both sides, there were only officers who were
individually and specifically detailed for such duty from other branches of the respective
Armies of the North and the South. Trouble between the USMTC and the Signal Corps of
the Union Army began when the Signal Corps became interested in signaling by electric teleg-
raphy and began to acquire facilities therefor.

As early as in June 1861, Chief Signal Officer Myer had initiated action toward acquiring or
obtaining electrical telegraph facilities for use in the field, but with one exception nothing
happened. The exception was in the case of the episode in the military department in south-
east Virginia, commanded by General Benjamin Butler, an episcde that clearly foreshadowed
the future road for the Signal Corps in regard to electrical signaling: the road was to be closed
nd barred. In August 1861, Colonel Myer tried again and in November of the same year he
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recommended in his annual report that $30,007 be appropriated to establish an electric signal-
ing branch in the Signal Corps. The proposal failed to meet the approval of the Secretary of
War. One telegraph train, however, which had been ordered by Myer many 10omths before,
was delivored in January 1862. The train was tried out in an experimental fashi.~., and under
considerchle difficulties, the most disheartening of which was the active opposition of persons
in Washiugton, particularly the Secretary of War. So, for practically the whole of the first
two years of the war, signal officers on the Northern side had neither electrical telegraph facil-
ities nor Morse operators—they had to rely entirely on the wig-wag system. However, by
the middle of 1863 there were thirty “flying telegraph” trains in use in the Federal Army,
Here’s a picture of such a train. The normal length of field telegraph lines was five to eight
miles, though in some cases the instruments had worked at distances as great as twenty miles.
But even before the Signal Corps began to acquire these facilities, there had been agitation to
have them, as well as their Signal Corps operating personnel, all turned over to the USMTC,
which had grown into a tightly knit organization of over 1,000 men and had become very in-
fluential in Washington, especially by virtue of its support from Secretary of War Stanton.
As a consequence, the USMTC had its way. In the fall of 1863, it took over all the electric
telegraph facilities and telegraph operators of the Signal Corps. Colonel Myer sadly wrote:
“With the loss of its electric lines the Signal Corps was crippled.”

" A drawing from Myer’s Manud of Signels illustrating the feld, or flying, telegraph. It shows
the wagon with batteries and inscuments. The wire (in this cass presumably bare copper,
since it is being saung on insulators on poles) is being run out from a reel carried by two men.
The linesmen are using a crowbar to open holes to receive the lance poles. Myer escimared thae

2Y%; miles of such wire line could be put up in an hour.

Figure 54.

So now there were two competing signal organizations on the Northern side: The U. S.
Army’s Signal Corps, which was composed entirely of military personnel with no electric tele-
graph facilities (but was equipped with means for visual signaling), and the USMTC, which
was not a part of the Army, being staffed almost entirely with civilians, and which had electric
telegraph facilities and skilled Morse operators (but no means or respensibilities for visual sig-
naling or “aerial telegraphy’”” which, of course, was old stuff). “Electric telegraphy” was now
the thing. The USMTC had no desire to share electric telegraphy with the Sigmal Corps, a
determination in which it was most ably assisted by Secretary of War Stanton, for reasons that
fall outside the scope of the present lecture.
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Havaves, from a technical point of view it is worth going into this rivalry just a bit, if only
to el Ll lhe personnel of both organizations, the military and the civilian, were not merely
siyefuien aind teleyraph operators: they served also as cryptograp:l:-s and were therefore en-
v#7=1 with <he neuwssavy cipher Looks and cipher keys. TRecau:s of this, they naturall.
<=t privy to the iinportant . :ets conveyed in cryptographic communications and they
thr. . l.re enjoyed status as VIP’s. This was particularly true of members of the 1'SMTC,
ber--i-» they, and only they, were authorized to be custodians and users of the cipher books.
N . .~ &n the commanders of the units they served had access to them. For instance, on the
are :.d only occasion w'.2n General Grant forced his cipher operator, a civilian named Beck-

© with, to turn over the current cipher book to a colonel on Grant’s staff, Beckwith was im-

mediately discharged by the Secretary of War and Grant was reprimanded. A few days later,
Grant apologized and Beckwith was restored to his position. But Grant never again de-
manded the cipher book held by his telegraph operator. '

The Grant-Beckwith affair alone is sufficient to indicate the lengths to which Secretary of
War Stanton went to retain control over the USMTC, including its cipher operators, and its
cipher books. 1 fact, so strong a position did he take that on 10 November 1863, following a
disagreement over who should operate and control all the military telegraph lines, Myer, by
then fuil Colonel, and bearing the imposing title “Chief Signal Officer of the United States
Army,” o title he had enjoyed for only two months, was peremptorily relieved from that posi-
tion and put on the shelf, Not long afterward, and for a similar reason, Myer’s successor.

- Lieutenant Colonel Nicodemus, was likewise summarily relieved as Chief Signal Officer by

Secr+tary Stanton; indeed, he was not only removed from that position—he was ‘“dismissed from
the (zrvice.”” Stanton gave “phoney” reasons for dismissing Colonal Nicodemus, but I am
glad to say that the latter was restored his commission in March 1865, by direction of the
President; also by direction of the President, Colonel Myer was restored to his position as
Chief Signal Officer of the U. S. Army on 25 February 1867.

" When Colonel Myer was relieved from duty as Chief Signal Officer in November 1853, he

as ordered to Cairo, Illinois, to await orcers for a new assignment. Very soon thereafier he
was either designated (or he may have himself decided) to prepare a field manual on signalinz
and there soon appeared, with a prefatory note dated January 1864, a pamphlet of 148 pagss,
a copy of which is now in'the Rare Book Rcom of the Library of Congress. The title page reac 3
as follows:

“A Manual of Signals: 'for the use of signal officers in the field. By Col. Albert J. Myer, Signal
Oflicer of the Army, Washington, D. C., 1864.”

Even in this first edition, printed on an Army press, Myer devoted nine pages to a reprint of
an article fiv:n Harper's Weekly entitled “Curiosities of Cipher,” and in the second edition,
1866, he expanded the section on cryptography to sixty pages. More editions followed and I
think we may well say that Myer's Mcrual, in its several editions, was the pioneer American
text on military signaling. But I'm sorry to say that as regards cryptology it was rather a
poor thing. Poe had done better twenty years before that in his essay entitled ““A few words
on secret writing.” '

Because of its historic nature, you may like to see what Myer’s original “wig-wag code” was
like. It was called “a two-element code” because it employed only two digits, 1 and 2, in
permutations of 1, 2, 3 and 4 groups. For example, A was represented by the permutation
22; B, by 2122; and C, by 121, etc. In flag signaling, a “1” was indicated by a motion to the
left, and a “2” by a motion to the right. Later these motions were reversed, for reasons which
must have been good but are now not obvious.? Here is Myer’s two-element code whii:a con-
tinued to be used until 1912:

? This reversal can be seen in Fig. 53.
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A- 22 M - 1221 Y - 111

B .- 2122 N - 11 Z - o022

€ .- 121 O - 21 & - 1111

D- 222 I - 1212 ing - 2212

E- 12 Q - 1211 tion - 1112

F - 2221 R - 211

G - 2211 S - 212 End --f word -3

H- 122 T - 2 End of sentence — 33

I -1 U - 112 End of message - 333

J - 1122 vV -1222 Affirmative - 2222223
K- 2121 W - 1121 Repeat - 121.121.121
L - 221 X - 2122 oy Error - 212121

Note: No. 3 (end of word) was made by a forward downward motion, called “front.”
There were about a dozen more signals, for numerals, for frequently used short
senten;es, ete,

We must turn our attention now to the situation as regards the organization for signaling
in the Confederate Army. It is of considerable interest to note that in the first sreat engaze-
ment of the War, that of the first Bull Run battle, the Confedarate Signal Officer was that
young Lieutenant, E. P. Alexander, who had assisted in demonstrating the wig-wag system
before a board appointed by the War Department to study Myer's system. Alexander, now
a Captain in grey, used Myer’s system during the battle, which ended in disaster for the Union
forces; and it is said that Alexander’s contribution by effective signaling was an important
factor in the Confederate victory. Dr. Thompson, whom I have quoted before, says of this
battle: . ' :

“Thus the fortunes of war in this battle saw Myer's system of signals succeed, ironically, on the
side hostile to Myer. Because of general unpreparedness and also some disinterest and igno-
rance, the North had neither wig-wag signals nor balloon observations,”

The only communication system which succeeded in sienal work for the Union Army was
the infant USMTC. But the Confaderate system under Alexander, off to a good start at
Bull Run, throughout the war operated with both visual and electric telegraphy, and the Con-
federates thought highly encugh of their signal service to establish it on an official basis, on 19
April 1862, less than a year after that battle. Thus, although the Confederate Signal Corps
never became a distinct and independent branch of the Army as did the Unioz Signal Corps,
it received much : nrlier recognition from the Confederate Government than did the Signal
Corps of the Federal Government. Again quoting Dr. Thompson:

“The Confederate Signal Corps was thus established nearly a year earlier than its Federal coun-
terpart. It was ncarly as large, numbering some 1,500, most of the number, however, serving
on detail. The Confederate Signal Corps used Myer's system of flags and torches. The men
were trained in wire telegraph, too, and impressad wire facilities as needed. But there was noth-
ing in Richmond or in the field comparable to the extensive and tightly controlled civilian mili-
tary telegraph organization which Secretary Stanton ruled with an iron hand from Washington.”

We come now to the codes and ciphers used by both sides in the war, and in doing so we must
take into consideration the fact that on the Union side, there were, as I have irdicated, two
separate organizations for signal communications; one for visual signaling, the other for electric.
We should thereiore not be too astonished to find that the cryptosystems used by the two
competing organizations were different. On the other hand, on the Confederate side, as just
noted, there was only one organization for signal communications, the Signal Corps of the
Confederate States Army, which used both visual and electric telegraphy, the latter facilities
being taken over and employed when and where they were available. There were reasons for
this marked difference between the way in which the Union and the Confederate signal op-
erations were organized and administered but I do not wish to go into them now. One reason,
strange to say, had to do with the difference between the cryptocommunication arrangements
in the Union and in the Confederatz Armies. :
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We will discuss the cryptosystems u:ed by the Federal Signal Corps first and then those of
the Confederate Sign»l Corps. Since both corps used visual signals as their primary means,
we find them employiy Myer's visual-signalinz code shown above. At first both sides sent.

- unenciphered :iessagz: hut soon after learning thut iheir signuls were being intercepted and
- were being read by . . enemy, each side decided to do something to proi. 't its messagea.

Initizily both decide - un the sume art:.ﬁce. viz, changing the visual-signaling equiv:'snts for
the letters of the alpihubet, so :.at, for instance, “22” was not always “A”, etc. Ti::: sort of
changing-about of values soon became impractical, since it prevented memorizing the wig-wag
equivalents once and for all. The diffculty in the Union Army’s Signal Corps was solved by
the introduction into usage of a cipher disk inven::<! by Myer himself. A full description of
the disk in its various embodiments will be found :~ Myer’s Munual, but here’s a picture of
three forms of it. You can s:2 how readily the visual wig-wag equivalents for letters, figures,
etc., can be changed according to some pre-arranged indicator for ju.\.‘,aposing concentric disks,
In my Fig. 55 the top left disks (Fig. 1 of Myer’s Plate XXVI) shisw that Lhe letter A is rep-
resented by 112, B, by 22, etc. By ruoving the two circles to a different juxtaposition a new
set of equivalents will be establjshed. Of course, if the sziting is kept fiz:zd for a whole mes-
sage the encipherment is strictly monoalphabetic; but Myer recommends changing the setting
in the middle of the message or, more specifically, at the end of each word, thus producing a
sort of polyalphabetic cipher which would delay solution a bit. An alternative way, Myer
states, would be to use wha! he called a “countersign word,” but which we call a key word,
each letter of which would determine the sstting of the disk or for a single word or for two con-
secutive words, etc. Myer apparently did not realize that retaining or showing externally, that
is, in the cipher text, the lengths of the words of the plain text very seriously impairs the se-
curity of the cipher message. A bit later we shall discuss the security afforded by the Myer
disk in actual practice. :

In the Confederata Signal Corps, the system used for encipherment of visual siznr's was
apparently the sam= as that used for enciphering telexraphic messages, and we shall s on see
what it was. Although Myer’s cipher disk was captured a number of times, it was apparently
disdained by the Confederates, who prefarreci to use a wholly different type of device, as will
be described presently, for both visual and electric telegrachy.

So much for the cryptosysiems used in connection with visual signals by the Signmal Corps
of both the North and the South, systems which we muy designate as “tactical ciphers.” We
come now to the systems used for what we may call “strategic ciphers,” because the latter
‘were usually exchanged between the s2at of Government and field commanders, or among the
latter. In ti:2 case of thesa communications the cryptosrstems employed by each side were
quite diferent.

On the Northern sxde the USMTC used a system based upon what we now call transpesition
but in contemporary accounts they were called “route ciphers” and that name has stuck.
The designation isn’t too bad, becausa the processes of encipherment and decipherment, though
dealing not with the individual letters of the message but with entire words, involves following
the prescribad paths or routes in a diagram in which the message is written. I know no simpler
or more succinct c.:scriptio*: of the route cipher than that given by one of the USMTC oper-
ators, J. E. O’'Brien, in an article in Century Magezine, XXXVIII, September 1889, entitled
“Telegraphing in Battle:

‘*“The principle of the cipher consisted in writing a messag= with an equal number of words in each
line, then copying the words up and down tlhie columns by various routes, throwing in an extra
word at the end of esach column, and substituting other words for important names and verbs.”

A more detailed description in mode~1 technical terms would be as follows: A system in
which in encipherment the words of the plaintext message are inscribed within a matrix of a
specified number of rows and columns, inscribing the words within the matrix from left to right,
in successive lines and rows downward as in ordinary writing, and taking the words out of the
matrix, that is, transcribing them, according to a prearranged route to form the cipher message.
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The specific routes to be followed were set forth in numbered booklets, each being labeled
“War Department Cipher” followed by a number. In referring to them hereina’:or I shall usa
the term “cipher books,” or sometimes, more simply, the term “ciphers,” although the crypto-
system involves both cipher and code processes. It is true that the basic principle of the sys-
tem, that of transposition, makes the system technically a cipher system as defined in ocur
modern terminology; but the use of “arbitraries,” as they were called, that is, words arbitrarily
assigned to represent the names of persons, geographic points, important nouns and verbs
etc., makes the system technically a code system as defined in our modern terminology. i

Plan for Service Discs.

l"ig’ls re 5.

e S D — ]

Vertical $:cuon cxhibinng plan [be fhur Discs.
Figure 55.
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There were in all about a dozen cipher books used by the USMTC throughout the war. For
the most part they were employed consecutively, but, it seems that sometimes two.different
ones were employed concurrently. They contained not ouly the specific routes to be used but
also indicators for the routes and for the sizes of the matrices; and, of course, there were lists
of code words, with their meanings. These route ciphers were supposed to have been the in-
vention of Anson Stager, whom I have mentioned before in connection with the establishiment
of the USMTC, and who is said to have first devised such ciphers for General McClellan’s use
in West Virginia, in the summer of 1861, before McClellan came to Washington to assume com-
mand of the Army of the Potomac. - : .

Anson Stager and many others thought that he was the original inventor of the system, but
such a belief was quite in error because word-transposition methods similar to Stager’s were in
use hundreds of years before his time. For instance, in 1685, in an unsuccessful attempt to
invade Scotland, in a conspiracy to set the Duke of Monmouth on the throne, Archibald Camp-
bell, Sth Earl of Argyll, suffered an unfortunate “accident.” e was taken prisoner and be-
headed by order of James the Second. The communications of the poor Earl were not secure,
and when they fell into government hands they were soon deciphered. The methed Argvil
used was that of word transposition, and if you are interested in reading a contemporary
account of how it was solved, look cn pages 33-39 of that little book I mentioned before as
being one of the very first books in English dealing with the subject of cryptoleyy, that bv
James I'aiconer, entitied Cryptomenysis Patefacta: Or the Art of Secret Information Disclosed
Without @ Key, published i J.ondon in 1685. There you wiii find the progenitor of the route
cipbers employed by the USMTC, 180 years after Argyll’s abortive rebellion.

The route ciphers employed by the USMTC are fully described in a book entitled The Mili-
‘ary Telegraph during the Civil War, by Colonel Wiltiam R. Plum, published in Chicago in 1832.

think Plum’s description of them is of considerable interest :nd I reconumend his book to theose
of you who may wish to learn more about them, but they are pretty much all alike. If I show
- you one example of an actual message and explain its encipherment and decipherment [ will
have covered practically ‘he entire gamut of the route ciphers used by the USMTC, so basically
very simple and uniform were they. And yet, believe it or not, legend has it that the Southern
signalmen were unable to solve any of the messages transmitted by the USMTC. This long-
held legend I find hard to believe. In all the descriptions I have encountered in the literature
not one of them, save the one quoted above from O’Brien, tries to make thesae ciphers as simple
as they really were; somehow, it seems to me, a subconscious realization on the part of Northern
writers, usually ex-USMTC operators, of the system’s simplicity prevented a presentation
which would clearly show how uttérly devoid it was of the degree of sophistication ene would
be warranted in expecting in the secret communications of a great modern army in {he decade
1860-1870, three hundred years after the birth of modern cryptography in the papal states of
Italy.

Let us take the plain text of a message which Plum (p. 58) used in an example of the pro-
cedure in encipherment. The cipher book involved is No. 4 and I happen to have a copy of it
SO we can easily check Plum’s work. Here’s the message to be enciphered:

Washington, D. C.
July 15, 1863

For Simon Cameron

I would give much to be relieved of Lhe impression that Meade, Couch, Smith and all, since
the battle of Gettysburg, have striven only to get the enemy uver the river without another
fight. Please tell me if you know who was the one corps commander who was for fighting, in
the council of war on Sunday night.

(Signed) A. Lincoln
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Plum shows the word-for-word encipherment in a matrix of seven columns and eleven rows.?
He fails to tell us why a matrix of those dimensions was selected; presumably the selection was

made at random, which was certainly permissible.

Note the seven “nulls” (ron significant, or “blind”

columns, these being added to the ciph
least that was the theory,

or code words.

The cipher message is then co

(See Fig. 56.)

words) at the tops and bottoms of certain

er text in order to confuse a would-be decipherer. At
but how effective this subterfuge was can be surmised, once it became
known that employing nulls was the usual practice. Note also the
at the end of the last line to complete that line of the matrix.

two nulls (éless and kim)
Words in italics are “arbitraries”

pied down following the route prescribed by the indicator

“BLONDE,” as given on page 7 of ‘Cipher Book No. 4 for a message of 11 lines. The indi-
catdr could have also been “LINIMENT.” g
1 2 3 4 5 6 7
(heavy (county) (squara)
(nuil) (null) (null) )
Incubus Stewart Brouwn Norris “Knox Madison
Wash,, D.C. July 15th 18 €0 3 for
sigh man Cammer on flea I wood
Simon - Cameron (period) I, would
give much Toby trammeled  serenade impression that
give - much to be relieved of the impression that
Bunyan tear ax 5 cat children and awl
Meade , (comma) Couch , (comma) Smith and all
bat since the kni¢ of get ties
, {(comma) since the battle of Gettys
large ass have striven only to get
burg , (comma) have striven only . to get
villege skeleton turnip without aniiher optic hound
the enemy  over the river without another fight (period)
Pleasa tail me if you ne who
Fleasa tell me if you know who
was the .- Harry Madrid locust who was
was the one corps commander who was
for oppressing  bitch quail counsel of war
for fighting , (comma) in the council of war
on Tyler Rustle upright Adrian bless him
on Sunday night Signatura A. Lincola  (null) (nuil)
" (monkey) (silk) (martyr) (suicide)
(nuil) (nuldl) (zull) (null)
Figure 36.

To explain the diagram at the top of Fig. 57 I will show you the “Directions “or Use” whi:
appear on the reverse side of the title page of “Wa
afraid you wouldn’
the title page and I folli

t believe me if I merely told you what they i

r Department Cipher No. 4.” because *°
In Fig. 52 is a pictu~ f
~v it with Fig. 59, a photograph cf wh..’s on its reverse.

Y

il

Do you imagine that "he chap who was responsible for getting this cipher bu.k zpvr ed
ever thought about what he was doing when he caused those “Directivns for Use’” to l« & .7.t-
ed? Itdoesn’t <eem possible. All he wou!d have had to ::sk hinself was, “Why put thi- =~ ..f
information in the book itself? Cipher books before thiis have been captured. Supy. .- *is

* Ruled paper was provided to aid in accuracy. In the diagram :":e upper of each pair of linea S
is the cipher, the lower one, the plain text. Simon Cumeron was L.oln’s Socretary of War until Y. 1 152,
when he was repliced by Edwin M. Stanton. If this message cit-l by Tlun is authientic, and ti..re is =0

reason to doubt this, then Cameron was stiil in friendly contact with Lincoln, possibly as a speeizl obsery =
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Figure 57.

one falls into enemy hands; can’t he read, too, and at once learn about the intended deception?
Why go to all the trouble of including “phoney’” routes anyway? If the book doe:.’t fall
‘uto enemy hands what gocd are the “phoney” routes anyway? Why not just indiczte the
sutes in a straight-forward manrer, as had been done before? Thus: “Up the 6th column
(since *‘6" is the first number at the left of the diagram), down the 3rd, up the 5th, down the
Tth, up the 1st, down the 4th and down the 2nd.” This matter is so increcibly fatuous tha
it is hard to undarstand how sensible men—and they were sensible—could be so illogical in
their thinking processes. But there the “Directions for Use” stand, for all the world to see
and to judge. s :

e ¥

DIRECTIONS FOR USE.

i " o Tu Bud the ronte, remd the ligures in the tble at top ol e fron et
W \R DEP \ RrF\[L\T C [P [—l Ll{ \ O _1_ te Aght in the nedee that they sevor altermately in the apper snd lwer
4 ‘ 4 L / aWJ, 1, o ; S : : 5 :
lines, the ten intermeslinte e of lignas having we conmstiog with
the mate, being intnsluesd simply as a blind, the upper line o fizanes
denoting the reate dowes Uie coluno el the lowee line v,

Fxaswme,
M qegre 14 7 enduinns,
RumtreUpp thee Wl downn thee Gihs ap the Ba0; down the Tthonp the
20 ; down the dthy ap the Sih.
Commnwner a ciphee with oue of the = line indicitee,™ tikon from
mame page s conte wsedowhich woed mst indiente the numle o lines

W Une nemeze. Use two wonls o meen- than teenfy lines

Figure 58. Figure 38.
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Now for the transposition step. The indicator “BLONDE" signifies a matrix of seven
. columns and eleven rows, with the route set forth above, viz, up the 6th column, down the 3rd,
etc., so that the cipher text with a “phoney’” address and signature,* becomes as follows:

TO A. HARPER CALDWELL, Washington, D. C.

Cipher Operator, Army of the Potomae:

Blonde bless of who no optic to get and impression I Madison square Brown cammer Toby
ax the have turnip me Harry bitch rustle silk Adrian counsel locust you another only of children
serenade flea Knox County for wood that awl ties get hound who was war him suicide on for was
please village large bat Bunyan give sigh incubus heavy Norris on trammeled cat knit striven
without if Madrid quail upright martyr Stewart man much bear since ass skeleton tell the op-
pressing Tyler monkey.

(Signed) D. HOMER BATES

Note that the text begins with the indicator “BLONDIE.” In decipherment the steps are
simply reversed. The indicator tells what size matrix to outline; the words beginning “bless
of who no optic . . .” are inscribed within the matrix: up the 6th column; tiien, omirtting the
“check word” or “nuil” (which in this case is the word ‘“square’”) down the 3rd column, ete.
The finzl result should correspond to what is shown in Fig. 56. There then fcliows the step of
interpreting orthographic deviations, such as interpreting “sigh,” “man,” “cammer,” and “on”
as Simon Cameron; the word “wood” for ““would,” etc. The final step reproduces the original
plain text.

Save for one exception, all the route ciphers used by the USMTC conformed to this basic
pattern. The things that changed from one cipher book to the next were the indicators for
the dimensions of the matrices and for the routes, and the “arbitraries” or code equivalents
for the various items comprising the “vocabulary,” the number of them increasing from one
editicn to the next, just as might ke expected. The sole exception to this basic patiern is to
be seen in Cipher Book No. 9 and on only ~ne page of the book. I will show you that page.
(See Fig. 60.)

What we have here is a deviation from the straightforward route transposition, “up the...
column, down the . .. column,” etc. DBy introducing one diagonal path in the route (the 6th,
Tth, 8th, 9th, 10th words in a message of five columns, and the 1st, 2nd, 3rd, 4th, 5th, and 6th
words in a message of six columns) the simple up and down route no longer holds true. The
words on the diagonal interrupt the normal up and down paths and introduce complexities in
the method. In fact, the complexities seemed to be a bit too much for the USMTC cipher
operators because, as far as available records show, these complicated routes were never used.

I now wish to make a number of general and a few specific comments on Plum'’s description
of the cryptosystems used by the USMTC.

First, we have learned that although Anson Stager has been credited with inventing the type
of cipher under consideration in this study, he was anticipated in the invention by about 200

"years. Also, he is given the lion’s share of the credit for devising those ciphers alth::igh he
did have a number of collaborators. Plum names four of them, presumably because he thought
them worthy of being singled out for particular attention. Plum and others tell us that copins
of messages handled by the USMTC were sometimes intercepted by the enemy but not solved.
He cites no authority for this last statement, merely saying that such intercepts were puhlished
in the newspapers of the Confederacy with the hope that somebody would come up with their
solution. And it may be noted that none of the Confederate acceunts of war activities cite
instances of the solution of intercepted USMTC messages, although there are plenty of citatious
of instances of interception .:nd solution of enciphered visual transimissions of the Federal

Army’s Signul Corps.

¢ It was the usual practice to use for address and signuture the names of the USMTC operators concerned.
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. Figure 60.

Plum states that 12 different cipher books were employed by the Telegraph Corps, but I
think there were actually only eleven. The first one was not numbered, and this is good
evidence that a long war was not expected. This first cipher book hzd 16 printed pages.
But for some reason, now impossitle to fathom, the sequence of numbc.:ud books thereafter
was as follows: Nos. 6 and 7, which were much like the firt (unnumbered) one; then came
Nos. 12, 9, 10—in that strange orcer; then came Nos. 1 and Z; finally came Mos. 3, 4, and 5.
(Appar:utly there was no No. 8, or No. 11—at least they are never mentioned.) It would be
ridiculvus to think that the irregularity in numbering the successive ! oks 'was for the purpose
of communication security, but there are other things abeat the bocis ard the cryptosystem
that appear equally silly. There may have been gocd reasons for the erratic numbering of the
books, but if so, what they were is zow unknown. Plum sicies that No. 4, the last one used
in the war, was placed into effet on =3 March 1867, and i'iat it and all other ciphers were
d:-.rided or w0 June 1865. However, as noted, there vas a No. 5, which Plum says was given
2 Tited di-iribution. I have a copy of it, bt whether it was actuaily put into use I do not
% . Like No. 4, it had 40 pages. About 20 copics were sent to certain members of the
TSMTC, scuiiered aaong 12 states; and, of course, Washington must have had at least one

PY.

We may assume wih a fair amount of vertainty that the first (the unnumbered) cipher beek

used by the USMTC was merely an elaboration of the one Stuger produced for the commu=ai-
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cations of the governors of Ohio, Indiana and Illinois, and of which a copy is given by only
one of the writers who have told us about these ciphers, namely, David H. Bates. Bates, in
his series of articles entitled “Lincoln in the Telegraph Office” (The Century Magazine, Vol.
LXXIV, Nos. 1-5, May-Sept, 1907)* shows a facsimile thereof (p. 292, June 1907 issue), and [
have had as good a reproduction made of it as is possible from the rather poor photographic
facsimile. The foregoing cipher is the prototype upon which all subsequent cipher books were
based, the first of the War Department series being the one shown by Plum.

Figure 61.

When these ciphers came into use it was not the practice to misspell certain words inten-
tionally: but as the members of the USMTC (who, as I’ve told you, not only served as telegraph
operators but also as cipher clerks) developed expertness, the practice of using nonstandard
orthography was frequently employed to make solution of messages more difficult. You have
already seen examples of this practice, and one can 4nd hundreds of other examples of this
sort of artifice. Then, further to increase security, more and more code equivalents were
added to represent such things as ordinal and cardinal numbers, months of the year, days of
the week, hours of the day, punctuation, etc. As a last step, additional code equivalents for
frequently used words and phrases were introduced. One good example of two typical pages
from one of these books will characterize them all.

You will notice that the code equivalents are printed but their meanings are written in by
hand. This was usually the case, and the reason is obvious: for economy in printing costs,
because the printed ¢nde equivalents of plaintext items in cipher books belonging to the same
series are identical: only their meanings change from one book to another, and of course, the
transposition routes, their indicators, and other variables change from one book to another. I

— e

 I'he series was then put out in book form under the same title by the Appleton-Century Company,
New York, 1907, repriated in 1939,
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Figure 62.

am fortunate in having six of these cipher books in my private collection, so that comparisons
among them are readily made. The first feature to be noted is that the code equivalents are
"l good English dictionary words (or proper nouns), of not less than three nor more than seven
wely eight} letters. A careful scrutiny shows that in the early editions the cc:te equivaler. .;
are such as are not very likely to appear as words in the plaintext messages; but in the later
editions, beginning with No. 12, more than 509, of the words used as code equivelents are such as
might well ap 2ear in the plain text of messages. For example, words such as AID, ALL, ARMY,
ARTILLERY, JUNCTION, CONFEDERATE, etc., b:ptismal names of persons, and nanu's
of cities, rivers, bays, etc., appear as code equivalents. <. mong names used as code equivzalents
are SIIERMAN, LINCOLN, THOMAS, STANTON, and those of many nther prominent
officers and officials of the Union Army and the Federal Government, as weil as of the Caa-
federate Army and Governument; and, even more intriguing, such names were employe: . s
indicators for the number of columns and the routes used—the so-called ‘‘Com:ncncem: :it
Words.” It would seem that names and words such as those I’ve mentionecd :night occasionally
have brought about instances where difficulty in deciphering messages arcse from this scurce
of confusion, but the literature doesn’t mention them. I think you already realize why such
commonly used proper names and words were not excluded. There was, indeed, methed in
this madnes:.
But what is indeed astonishing to note is that in the later editions of these cipher hnoks, in
a great majority of cases, the words used as “arbitraries” differ from one another by - len.t
two letters (for example, LADY, a»d LAMB, LARK and LAWN, ALBA and ASIA, L7
and WICK, MILK and MINT), or by mere than two (for example MYRTILE and MY= 17}
CARBON and CANCER, ANDES and ATLAS). One has to search for cases in which tv 2
words differ by only one letter, but the can be found if you search long encugh for them, as,
for example, QUINCY :nd QUINCE, 1'\NE and PIKE, NOSE and 2OSE. Often there are
words with the same intiial trigraph or tetragraph, but ti:en the rest of the letters are stivh
that ervors in i-1smission or reception would easily manifest themselves, as, for examp!:. in
t cases of M: -NSTER uand M»ONARUH, MAGNET and MAGNOLIA. All in o1, i :’

portant to not.: that the compiler or coir.pilers of these cipher books had = lopted w ) =7l '.'
knevona today us the “two-letter differential,” a feature found ¢nly in codebooks of a pnich Loar
date. In brief, the principle involves the uve, in a given codebook, of cede wroupa diifering
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from one another by at least two letters. This principle is employed by knowledgeable code
compilers to this very day, not only because it enables the recipient of a message to detect

_errors in transmission or reception, but also to correct them. This is made possible if the

permutation tables used in constructing the code words are printed in the codebooks, so that
most errors can be corrected without calling for a repetition of the transmission. It is clear,
therefore, that the compilers of these cipher books took inte consideration the fact that errors
are to be expected in Morse telegraphy, and by incorporating, but only to a limited extent,
the principle of the two-letter differential, they tried to guard against the possibility that
errors might go undetected. Had artificial 5-letter groups been used as code equivalents,
instead of dictionary words, possibly the cipher books would also have contained the permu-
tation tables. But it must be noted that permutation tables made their first appearance only
tbout a quarter of a century after the Civil War had ended, and then only in the most advanced
aypes of commercial codes.

There is, however, another feature about the words the compilers of these books chose as
code equivalents. It is a feature that manifests real perspicacity on their part, and you prob-
ably already have divined it. A few moments ago I said that I would explain why, in the
later and improved editions of these books, words which might vsell be words in plaintext
messages were not excluded from the lists of code equivelents: it involves the fact that the
basic nature of the crvptosvstem in which these code equivalents were to be used was clearly
recognized by those who compiled the beoks. Since the cryptosystem was based upon word
transposition, what could be more confusing to a would-be cryptanalyst, working with mes-
sages in such a system, than to find himself unable to decide whether a word in the cipher text
of 2 message he is trying to solve is actually in the original plaintext message and has its nor-
mal meaning, or is a code word with a secret significance—or even a null, a nonsignificant word,
a “blind” or a “check word,” as those elements wcre called in those days? That, no doukbt,
is why there are, in these books, so many code equivalents which might well be “gnod” words
in the plaintext messages. And in thisconrection I have already noted an additional interesting
feature: at the top of each page devoted to indicators for signaling the number of columns or
rows in the specific matrix for a message are printed the so-called “-'mmencement words,” or
what we now call “indicators.” Now there are nine such werds, in sets of three, any one of
which could actually be a real word or name in the plaintext mmessage. Such words when used
as indicators could be very confusing to enemy cryptanalysts, especially after the transposition
operation. Here, for example, are the “commencement words’” on page 5 of cipher book No.
9: Army, Anson, Action, Astor, Advance, Artillery, Anderson, Ambush, Agree; on page 7 of
No. 10: Cairo, Curtin, Cavalry, Congress, Childs, Calthoun, Church, Cobb, etc. Moreover,
in Nos. 1, 3, 4, 5, and 10 the “line indicators,” that is, the words indicating the number of hori-
zontal rows in the matrix, are also words such as could easily be words in the plaintext message .
For example, in No. 1, page 3, the line indicators are as follows:

Address 1 Faith ' Assums 6 Bend
Adjust 2 Favor ‘ Awaka 7 Avail
Answer 3 Confine Encamp 8 Active
Appear 4 Bed ' ' Enrol! 9  Absent
- Appeal 5 Beef . Enough 10  Accept

Note two things in the foregoing list: first, there are varinnts—there are two indicators for
each case; and second, the indicators are not in strict alphabetic senuence. 113 departure
from strict alphabeticity is even more obvious in the pages devoted to vocabulary, a fact of
much importance cryptanalytically. Note this feature, for cxample, in Fig. 62, which shows
pages 14 and 15 of cipher book No. 12.

In this respect, therefore, these books partake somewhat cf the nature of two-part or “ron-
domized” codes, or, in British terminology, “hatted” codes. In the second lecture of this
series the physical difference between one-part and two-part codes was briefly explained, but
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~™ an indication of the technical cryptanalytic difference between these two types of codes may

[}
L

useful at this point. Two-part codes are much more difficult to solve than one-part codes,
which both the plaintext elements and their code equivalents progress in parallel sequences.
in the latter type, determination of the meaning of one code group quickly and rather easily

_le.«1s to the delermination of the meanings of other code groups above or below the one (=at

e

has been solved. For example, in the following short but illustrative example, if the meaning
of code group 1729 has been determined to be ‘““then,” the meaning of the code group 1728
could well be “the” and that of _ :

1728 — the ' 7621 — the

1729 — then 10972 — then
1730 — there _ 1548 — there

-

the code group 1730, “there.” But in a two-part code, determining the meaning of the code
groun 0972 to be “then’ gives no clue whatever as to the meaning of the groups 7621 or 1548.
For .::se in decoding messages in such .« code there must be a section in which the code groups
are iuit=d in numerical sequence and cre accompanicd by their mesznings, which, ¢ course,
will be in a randem sequance. The compilers of the USMTGC cipher books must have had 2
very clear idea of what I have just explained, but they mzde a comnpromise of a practical nature
between a strictly one-part and a strictly two-part code, because thev realized rhat a cods of
the latter sort is twice as bulky as one of the forn:er sort, besides being mucn :nore labori;us
to compile and check the contents for accuracy. The urrangeinent they cho.-: wasn’t tco lad,
so far as cryptosccurity was concerned. As a matter of fact, and speaking from persnnal
experience in decoding a rather long message addressed to General Grant, I had a difficult time
i- !ccating many of the code words in the book, because of the departure fiom strict «!nha-

“Belleity. T come across that mmessage in a workbook in my collection, the workbook of ' ~a of

important members of the USMTC-—none other than our friend Plum, from whose .. ok,
- «2 Military "t legraph during the Civil War, comes much of the data I’ve presented in ihis
lecture. On ¢ flyleaf of Plum’s workbook there appears, presumably in his own handwriting,
the legend “W. R. Plum Chf Opr with Gen. G. E. Thomas.” Here’s one of the messagzs he
enciphered in cipher book No. 1, the book in which, he says, mere important telegrams were
sent than in any other:

l"
BT

%9 Tt ‘
"E‘- j'd""“ . -
e MW e e
s o
EF
J Xs
f.u? |
T

-2 how many “srbitraries” appear in the plaintext message, that is éefore transposition.
«~wer transposition, {he melange of plain text, code words, indicators and nulls makes the Ty p-
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CoxreperaTE StaTss CrpaER KEY.

28252423222120191817161514131211109 8 768 5 43 3 1
;1abedefzhjijklimadcpgqeatavywzy g
$bodefghijklmnopgqrasturwxyzas
3cdefghijklmnopqrsturwxyzashbh
4defghijklmaoopgqrsturwzyzabe
Sefghijklmnopgqrstuvwxyzabed
-8 fghifjklmnopgqrstuvywxyszsboede
Tghlfkilmnopgrstuvywxyzabedef
8§hijklmnopgqerstuvwxyzabecdefg
91 Jkx1lmonopgqrstuvywxyzabedelfgh

: 10 jkx lmnopgqrstuvwzyzabede fghi
= MMkIlmnopgqrstuvywxyzabecde fghij
B 1lmnopgqrstuvwxyzabede fghi]k
Bmoopgryturywxyzabedafghil}ihl
4nopqrastuvrwxyzabecdefghijklm
operstavywEyaabhed et i i RImn
Bpgratarwxyzszsbedefghijrklmaoe
.1MMqrsturvywxyzabedé fzgzhijklmaop
BBrstuvwxyzabede {ghijklmaopaq
Ystuvywzxyzabedefghijklmooogqr
Wtuvwxyzabedefghijklmnopgqrs
21lavywxyzasbecdefghi]jklmaopgqrs?
Byvywxyzabedefghijklmnopgrstu
B¥wxyzabedefghijklmnopgqrastuvw
Uxyzabecdefghi]J]klmnopqrstuvyw
2%5yzabcde fghijklmnopgrstunvyrwzx
8zsbeclefghijklmanopgrstuavywxy
Figure 64.

togram mystifying.t And yet, was the system as inscrutable zs its users apparently thought?

It is to be rememhered, of course, that messages were then transmitted by wire telegraphy,
not by radio, so that enemy messages could be obtained only by “tapping” telegraph lines or
capturing couriers or headquarters with their files intact. Opportunities for these methods of
acquiring enemy traffic were not frequent, but they did occur from time to time, and in one
case a Confederate signalman hid in a swamp for several weeks and tapped a Federal telegraph
line, obtaining a good niany messages. What success, if any, did Confederate cryptanalysts
have in their attempts to solve such USMTC cryptograms as they did intercept? We shall
try to answer this question in due time.

As indicated earlier, there were no competing signal organizations in the Cont:ederacy as
there were on the Union side. There was nothing at the center of govemn‘:epf: in R{ﬁhmond or
in the combat zone comparable to the extensive and tightly controiled civilian military tale-
cratary Stanton ruled with such an iron hand from Washin: om.

Almost as a concomitant, it would seem, there was in the Confederacy, save for C{mf-o 'exr:-ef%:i?:tlt
cases, one and only one officially established cryptosysiem to serve t}x,e nee 81 Eé;.:vhicﬁ
tactical as well as strategic communications, anfl that wus the so—called(: 1gen_er3 ‘IF A_I.:-mnﬂer
apparently was the cipher authorized in an official manual prepared by Captain J. 5. <

as the partial equivalent of Myer's Manual of Signals. You wor’t find the name Viguere il

sear i & trix and [

e ds “Lincoln shot” at the left of the ma
s : ood example my eye caught the wor oin s il R
im::e!:iialelt:y}‘i:g:;;tatﬁnt tlic message had to do with Boot.h-'s assas iion of t.he_ ]‘E,n:-!..‘ } -.:20‘{?\; i:‘m:c“nud.
riedly tr-.h\s\;\ting the message und finding notking in it having any: "3 t.ont:) w;:;m; um ok oA
to me to look up the indicutors for a matrix ‘?ﬂmchn o it f
(message of 8 columns), SIIOT (6 rows).

SHOT, also meaning “6 rows.”

of six rows and eight ¢ lumuos.
The word SMALL bencath the
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*ny of the writings of contemporary signal officers of either the North or the South. The

nalmen of those days called it the “Court Cipher,” this term referring to the system in
~mmon use for diplomatic or “court” secret communications about this period in history. It
is that cipher which employs the so-called Vigenére Square with a repeating key.” Here in
Fig. 64 is the square which Plum calls the “Confederate States Cipher Key” and which is
followed by his description of its manner of employment.

There are certain comments to be made on the two sample messages given by Plum.- In the
first place, in one of the messages certain words are left unenciphered; in the second place, in
both sample messages, the ciphers retain and clearly show the lengths of the words which have
been enciphered. Both of these faulty practices greatly weaken the security of ciphers because
they leave good clues to their contents and can easily result in facilitating solution of the mes-
sages. We Iknow today that cipher messages must leave nothing in the clear. Even the
address and the signature, the date, time and place of origin, etc., should if possible ba hidden;
and the cipher text should be in completely regular groupings, first, so as not to disclose the
lengths of the plaintext words, and second, to promote accuracy in transmission and reception.

So far as my studies have gone, I have not found a sinzle example of a Cunfeder:tn Vigenére
cipher which shows neither of these two fatal weakn

mda

2
esses. The second of the two vxamples is
the only case I have found in which there ars no unenciphered words in the text of the message.
And the only example I have been able to find in which word lengths are not shown (save for
one word) is in the case of the following message: . :
'Vicksburg, Dec. 26, 18562,
GEN. J. E. JOHIX_ TON, JACKSON: .
I prefir oaavvr, it has reference to xhvkjgchffabpzelreqpzwnyk to prevent anuzeyxswstpjw at
that point, raeelpsghvelvtzfautlilasit lhifnaigismmifgceajd.
. (Gigned) J. C. PEMBERTON
Lt Gen. Comdg.

Even in this case there are unenciphered words which afforded a clue which enabled our man
Plum to find the key and solve the msssage. It took some time, however, and the story is
worth telling. '

According to Plum, the foregoing cipher message vwas the very first one captured by USMTC
operators, and it was obtained during the siege of Virksburg, which surrendered on 4 July 1863.
But note the date of the message: 26 December 1862. What was done with the captured
message during the months from the end of December 1862 to July 1863? Apparently nothing.
Here is what Plum reports:

“What efforts General Grant caused to be made to unravel this message, we know not. [t was
not until October, 18G4, that it and others came into the hands of the telegraph ciphersrs, at
New Orleans, for translation . ... : h

The New Orleans operators who worked out this key (Mane! :ster Bluff) were aided by the

. Pemberton cipher and the original telegram, which was found zmong that general’s papers, aft-
er the surrender of Vicksburg; also by the following cipher dispatch, and one other.”

Plum gives the messages involved, their solution, and the keys, the latter being the three
cited above. It would seem that if the captured Pemberton message had been bro.ugl:m to
General Grant’s attention and he did nothing akout it, ke was not much interested in 1ntel‘~
ligence. Secondly, the solution of the Pemberton message_:md the others apqarently tock
some time, even though there was one message with its plain text (t?‘fe Pemkb~rton message)
and two messages not only with interspersed plaintext wor-ds but al_so with spaces showing word
lengths. But Plum does not indicate how long it took for _solu'mon._ Note that ﬂh‘e mere}_y
says that the messages came into the hands of the telegraph cipherers in October 1864; he does
not tell when solution was reached.

A key word is employed to change the alphabets cyelically, thus making the f:ipher what :s called tfrd;;y a
. -todie pulyalphabelic cipher controiled by the indi-..lual letters of a key, which may consist of 4 word, a
phrase, or even of a sentence, repeated as many times as necessary.
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In the various accounts of these Confederate ciphers there is cne and only one wriler who
mi:kes a detailed comment on the two fatal penetices to which I refer. A cectain Dr. Charles
E. Taylor, a Confederate veteran (in an artic!- entitled “The Signal and Sceret Service of the
Confederite States,” published in the Confederate Veleran, Vol. XL, Aug-Sept 1932), alter
giving an example of caciy-herment according to the “court cipher,” says:

“It hardly =rel: to be said that the division helween the words of Lthe original message as give:t
above wwas nut relained in the cipher. Either the letters were run together continuously or
breaks, as if for words, were made at random. Until the folly of the mecthod wax revealed i
experiziice, only a fow special words in a message were put into cipher, while the rest was sent
in plain language. Thus ... I think it may be said that it was impassible fi-c well prepared vi-
pher to be corrcetly read by any one who did not know the key-word. Sometimes, in fact, v
could not decipher onr own messaizes when they came over telegraph wires. As the operutors
had no meaning to guide them, letiers casily became changed and portions, at least, of messages
rendered unmeaningly (sic) therehy.”

" Frankly, I don't believe Dr. Taylor's comments are to be taken as characterizing the prac-
tices that were usually followed. No other ex-signalman who has written about the ciphers
used by the Confederate Signal Corps makes such observations, and I think we must sinply
discount what Dr. Taylor says in this regacd. .

It would certainly ke an unwarranted exnggeration to say that the {wo weaknesses in the

"Confederate cryptosystem cost the Confederacy the victory for which it fought so mightily,

but I do feel warranted at this moment in saying that further research may well show that
certain battles and campaigns were lost because of insecure cryptocommnunicatious.

A few moments ago I said that, save for an exception or two, there was in the Confederary
one and only one cryptosystem to serve the need for secure tactical as well as strategic cow:-
munications. One of these exceptions concerncd the cipher used by Gener.al Beauregard afler
the battle of Shiloh (8 April 1882). This cipher was purcly monoalphabetic in nature acd was
discarded as soon as the official cipher system was prescribed in Alexander’s manual. It is
interesting to note that this was done after the deciphered message ciane fo the attention of
Cornfederate authorities in Richinond viz a northern newspaper. It is also interesiing to note
that :hie Federal War Department had begun using the route cipher as the ofiicial system for
USM7T'C messages very promptly after the outbreak of war, whereas not until 1862 did the
Confederate States War Dapuartment prepare an cfficial cryplosystem, and then it adopted the
“court ciphr.” oy

The other exception invelved a system used at least once before the official system was
adopted, and it was so different from the laiter that it should be mentioned. On 26 March
1862, the Confederate States President, !wfferson Davis, sent General Johnston by special
messenger a dictionary, with the following accompanying instruction:®

“T send you a dictionsry of which T hive the dixplicate, so that you may communicate with me
by ciphar, telegraphic v wriiten, as fllows: Fost give the page by its number; second, the
column by the letter L, M or IR, as it may be, in the left-hand, middle, or right-hand columns;

third, the number of the word in the column, counting from the top. Thus, the word juncticu
wonld be designated by 146, L, 20.”

The foregoing, as’you no doubt have already rezlized, is one of the types of cryptosystems
used hy hoth sides during the American Revolutionary I"orind almost a century before, except
that in {!.™ case the dictionary had three colunns to the puge inslead of Lwo. T haven’t tiicd
to find i} - ‘ictionary but it shealdn’t take long to locate it, since the code equivalent . he
word “juin.fion” was given: 173, L, 20. Moreover, there is exiant at least one fit'- . "ung
message, with its decode.  How many other messages in this system there may be in ¥+ il
Archives I don’t know.

Coming back now to the “court cipher,” you will probably find it just as bard ta helieve, as
I find it, that accor:ling Lo all accounts Lhree and only thiv: keys were used by the Cunledersies

—_—

8 Battles and Leaders of the Civil War. The Century Co., New York, 1584, Vol. I, p. 551.
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‘ng the three and 2 half years of warfare frdm 1862 to mid-1865. It is true that Southem
 almen make mention of frequent changes in key but only the following three are specifically
cited: ' :
: 1) COMPLETE VICTORY -
2) ‘MANCHESTER BLUFF ' :
3) COME RETRIBUTION.

It seems that all-were used concurrently. There may have been a fourth key, IN GOD
WE TRUST, but I have seen it only once, and that i$ in a book explaining the “court cipher.”
Note that each of the three keys listed above consists of exactly 15 letters; but why this length
was chosen is not clear. Had the rule been to make the cipher messages contain only 3-letter
groups, the explanation would be easy: 15isa multiple of 5 and this would be of practical
value in checking the cryptographic work. But, as has been clearly stated, disguising word
- lengths was apparently not the practice even if it was prescribed, so that there was no advan-
tage in choosing keys which contain a multiple of 3 letters. And, by the way, doesn't the key
COME RETRIBUTION sound rather orninous to you even these days?

Seoner or later a Confederate signal officer was hound to come up with a device to simplify
enciphering operations, and & =adget devised by a Captain William N. Barker seemed to meat
the need. In Myer's Mcnusl there is a picture of one form of the device, shown hers in Fig.

-65. I don't think it necessary to explain how it worked, for it is almost seif-evident. Several
of these devices were captured during the war, one of them Seing arcong the items in the NSA
Museum (Fig. 66). This device was captured at Mobile in 1285. Allit did was to mechanize,

- in a rather inefficient manner, the use of the Vigenere Cipher.

Cipher Reel.

Figure 65.

How many of these devices were in existence or use is unknown, for their construction was
- an individual matter—apparently it was not an item of regular issue tO members of the corps.

In practically every account of the codes and ciphers of the Civil War you will find refarences
‘to ciphers used by Confederate secret service agents engaged in espionage in the }-'ortl'} as well
as in Canada. In particular. much attention is given t0 3 set of letters in cipher, svhich were
intercepted by the New York City Postmaster and which were involved ix:x a ploz. to print
Confederate currency and bonds. Much ado was made about the solution of these Cipners by
cipher operators of the USMTC in Washington and the consequent breaking up 95 the‘ploy..
But I won't go into these ciphers for two reasons. First, the alphabets were all of the s. "p@
monoalphabetic type, 2 total of six altogether being used. Since they were compgged pf a c}ﬁ'-
ferent series of symbols for each alphabet. it was possible to compose a cipher word oY jumping
from one series Lo another without any external indication of the chift. Hosvever. goo_d e:.'qsxgnc
and z bit of patience were all that was required fer solution in this case because of th‘e inept
. rpanner in which the system was used: whole words, sometimes several successive words, were
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enciphered by the same alphabet. But the second reason for my not going into the story is
that my friend and colleague of my NSA days, Edwin C. Fishel, has done some research among
the records in our National Archives dealing with this case, and he has found something which
is of great interest and which I feel bound to leave for him to tell at some future time, as that
is his story, not mine. . . ; ;

g e . - i * i i = 35 SR B e o- v -

Figure 68.

So very fragmentary was the amount of cryptologic information known to the general
public in these days that when there was found on John Wilkes Booth’s body a cipher square
which was almost identical with the cipher square which had been mounted on the cizher reel
found in Confaderate Secretary of State Judah P. Benjamin’s office in Richmond, the Federal

~authorities in Washington attempted to prove that this necessarily meant that the Confederate

leaders were implicated in the plot to assassinate Lincoln and had been giving Booth instruc-
tions in cipher. Fig. 67 is a picture of the cipher square found on Booth, and also in a trunk
in his hotel room in W ashington.

The following is quoted from Philip Van Doren Stern’s book entitled Secret Missions of the
Civil' War (Rand McNally and Co., New York, 1951, p. 320): *

“Everyone in the War Department who was familiar with cryptegraphy knew that the Vigendre
was the cusiomary Confederate cipher and that for a Confederate agent (which Booth is known
to bave beon) to possess a copy of a variation of it meant no more than if a telegraph operator

* wascaptured with a copy of the Morse Code. Hundreds—and perhaps thousands—of peopie were
using the Vigenére. But the Government was desperately seeking evidence against the Con-
federate leaders so they took advantage of the atmosphere of mystery which has always sur-
rounded cryptography and used it to confuse the public and the press. This shabby trick gained
nothing, for the leaders of the Con.t‘ederacy‘eventual.ly had to be let go for lack of evidence.”

To the foregoing I will comment that I doubt very much whether “‘everyone in the War
Department who was familiar with cryptography knew that the Vigenére was the customary
Confederate cipher.” Probably not one of them had even heard the name Vigenére or had
éven seen a copy of the table, except those captured in operations. I doubt whether anyone
on either side even knew that the cipher used by the Confederacy had a name; or least of
all, that a German Army reservist named Kasiski, in a book published in 1863, showed how the
Vigenére cipher could be solved by a straightforward mathematical method.

I have devoted a good deal more attention to-the methods and means for cryptocommu-
nications in the Civil War than they deserve, because professionai cryvptologists of 1961 can
hardly be impressed either by their efficacy from the point of view of ease and rapidity in the
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ographic processing, or by the degree of the technical security they imparted to the mes-

_ they were intended to protect. Not much can be said for the security of the visual
signaling systers used in the combat zone by the Federal Signal Corps for tactical purposes,
pbecause they were practically. all based upon simple monoalphabetxc ciphers, or variations
thereof, as, for instance, when whole words were enciphered by the same alphabet. There is
plenty of evidence that Confederate signalmen were more Or less regularly reading and solving
those signals. What can be said about the security of the route ciphers used by the USMTC
for strategic or high command communications in the zone of the interior? It has already
been indicated that, according to accounts by ex-USMTC men, such ciphers were beyond the
cryptanalytic capabilities of Confederate cryptanalysts, but can we really believe that this
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was true? Considering the simplicity of these route ciphers and the undoubted intellectual
capacities of Confederate officers and soldiers, why should messages in these systems have
resisted cryptanalytic attack? In many cases the general subject matter of a message and
perhaps a number of specific items of information could be detected by quick inspection of
the message. Certainly, if it were not for the so-called “arbitraries,” the general sense of the
message could be found by a few minutes work, since the basic system must have been known
through the capture of cipher books, a fact mentioned several times in the literature. Cap-
ture of but one book (they were all generally alike) would have told Confederate signalmen
exactly how the system worked, and this would naturally give away the basic secret of the
guperseding book. So we must see that whatever degree of protection these route ciphers af-
forded, message security depended almost entirely upon the number of “arbitraries” actually
used in practice. A review of such messages as are available shows wide divergencies in the
use of “arbitraries.”” In any event, the number actually present in these books must have
fallen far short of the number needed to give the real protection that a well-constructed code
can give. Thus it seems to me that the application of native intelligence, with some patience,
should have been sufficient to solve USMTC messages—or so it would be quite logical to as-
sumeé. That such an assumption is well warranted is readily demonsirable.
It was, curiously enough, at about this point in preparing this lecture that

, whom I have mentioned before, gave me just tha right materizl for such a demonstra-
tion. In June of 18860, had given who is also a member of
NSA and who knew nothing about the route ciphers of the USMTC, the following authentic

- message sent on 1 July 1863 by General George G. Meade, at Harrisburg, Pennsylvania, to

General Couch at Washington. (See Fig. 68.)

It took Mr. Bridges only a few hours, five or six, to solve the cryptogram, and he handed
the following plain text to Mr. Fishel:

T .
'9;‘01&414 ) Qi P vcpmnnan: Bt L
wid B e Qe by /AT Goe ozt
o564 hae Rraw 4‘4744««:& a A
L-UM- fﬂqu&"ﬁw-—a[ Fonnt cg;.t!-{ % ua7'
Livatinn ¥ Gou ot daad oo Sigmia it
(D;LM&-MJL pitels you Gt G ruTZaman O~
o . sl g nzlam-b-ﬂe Code Ty
a.:}t juz:rc__rv@u; A au.7 -V A ! e-r

= 3 PA

Figure 68.

Thomas been it—(Nulls)
For Parson. I shall try and get to you by tomorrow morning a reliable gentleman and some

scouts who are acquainted with a country you wish to know of. Rebels this way nave all con-
centrated in direction of Gettysburg and Chambersburg. 1 occupy Carlisle. Signed Cptic.

Great battle very soon. tree much deal—(I{ulls)
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- e foregoing solution is correct, save for one pardonable error: “Thomas” is not a “‘null”
{ . nindicator for the dimensions of the matrix and the route. “Parson” and “Optic” are
coua names, and L imagine that Mr. Bridges recognized them as such but, of course, he had no
way of interpreting them, except perhaps by making a careful study of the events and com-
manders involved in the impending action, a study he wasn’t called upon to undertake.

The foregoing message was enciphered by Cipher Book No. 12, in which the indicater
THOMAS specifies a “Message of 10 lines and 5 columns.” The route was quite simple and
straightforward: “Down the lst (column), up the 3rd; down the 2nd; up the 5th down the
4th4" i

It is obvious that in this example the absence of many “5rhitraries” made solution a rela-
tively easy matter. What Mr. Bridges would have been able to do with the cryptogram had
there been many of them is problematical. Judging by his worksheets, it seemed to me that
Mr. Bridges did not realize when he was solving the message that a transposition matrix was
involved; and on questioning him on this point his answer was in the negative. He realized
this only later. i ; ) ;

A mirior drama in the fortunes of Maior General D. C. Buell, one of the high commanders
of the Federal Army, is quietly aad tersaly cutlined in two cipher telegrams. The first one,
sent on 29 September 1882, from Louisville, Kentucky, was in one of the USMTC cipizr
books and was externally addressed to Colonel Anson Stager, head of the USMTC, but .>e
internal addressee was Major General H. W. Hallack, “General-in-Chief” [our present Cay
“Chief of Staff””]. The message was externally signed by William H. Drake, Buell’s cipier
operator, but the name of the actual sender, Buell, was indicated internally. Here’s the tele-
gram:

( COLONEL ANSON STAGER, Washington:

i + Austria await [ in over to requi;ing orders olden rapture blissiul for your instant tommand
turned and instructions snd rough looking further shall further the Camden me of ocean Sep-
tember poker twenty I tne to I command obedience repair orders gquickly pretty ‘Indianapoiis
your him accordingly my fourth received 1862 wounded nine have twenty turn have to o to
alvord hasty.

i WILLIAM H. DRAXE

‘Rather than give you the plain text of this message, perhaps you would like to work it out
for yourselves, for with the information yocu've already received the solution should not be
difficult. The message contains one error, which was made iu its original preparation: one

A word was omitted. ‘

Vi The second telegram, only one day later, was also from Major General Buell, to Major

. General Halleck, but it was in another cipher book—apparently the two books involved were

. used concurrently. Here it is:

‘GEORGE C. MAYNARD, Waskington:

Regulars ordered of my to public out suspending received 1852 spoiled thirty I dispatch com-
mand of continue of best otherwise worst Arabia my command discharge duty of my last for
Lincoln Septernber peried your from senss shall duties the until Seward ability to the I a removal
evening Adam herald tribune.?

PHILIP BRUNER

As before, I will give you the opportunity to solve this message for yourselves. (At the

end of the next lecture I shall present the plain text of both messages.) :
Figure 69 is a photograph of an important message which you may wish to solve yourself.

It was sent by President Jefferson Davis to General Johnston, on a very significant date, 11

A curious coincidence—or was it a fortuitous foreshadowing of an event far in the future?—can be seen in the

ence of the last two words of the cipher text. The message is dated September 30, 1862; the New York
---.tauiland the New York Tribune combined to make the New York Herald-Tribune on March 19, 1924—62
years later!
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ril 1865.* For ease in working on it I give also a transcription below, since the photegraph
ery old and in a poor state. I believe that this message does not appear in any of the ac-
.nts I've read. ’

Greensboro N.C.
April 11 1865
Benaja 11 ' Hd Q near R. G.

Genl J. E. Johnston
' A scout (reports?) that Genl Lee

UiiDvvswvzFx-mgs-EGAzozx-
HH# ~-PJM-TzAT - near to appcmattox Court
house yesterday No offirial intelligsnce of the

- event DiF-xyikv-gqT~-FBBHYG-

FASD-JHi-LPOuB-As to result Gen H. H.
Walker is ordered Y A FT-WTSKTYT-BX=zS8S -
Gq-XAnS —-CHT-3fu-AXY¥S5AuPuVPF -

i

Let me hear frco ycu there— I will hzve need to
see you to confzsr as to future action. The above
is my telegram of yesterday which is repeated as
requested. ;
: Jeffa Davis
. Qfficial

: Burton Harrison

Private Secy

:is time now to tell you what [ can about the success or lack of success which each side

+« with the cryptograms of ihe other side. I wish there wera more information on this in-
teresting subject than what [ am about to present. Most uf what sound information there
is comes from a book by a man named J. "Villard Brown, w0 served four full years in the
Federal Army’s Signal Corps. The book is entitled The Signal Corps, U.S.A., in the War of
the Rebellion, published in Boston in 1886 by the U.S. Veteran Signal Corps Association. In
his book Erown deals with the cryptanalytic success of beth sides. First, let’s see what the
Union signalmen could do with rebel ciphers. Here are some statements he makes (p. 214):

“The first do~iphering of a rebel signal code of which I ind any record w.s that made by Capt.
J. S. Hall and Capt. R. A. Taylor, reported Nov. 25, 1862, Four days L..<r, Maj. Myer wrote
to Capt. Cushing, Chief Sign: | Officer, Army of tlie Potomac, not to permit it to become public
‘that we trunslate the signal messages of the rebel army.’

April 9, 1863, Capt. Fisher, near Falinouth, reported that ene of his officers had read a rebel
message which proved that the rebels were in pussession of our code. The next day he was in-
fonned that the rebel code taken (from) a rebel signal officer was identical with one taken pre-
viously at Yorktown.

He received from Maj. Myer the foilowing orders:

‘Send over your lines, from time to time, wmessages which, if it is in the power of the enemy
to lecipher them, will lead them to believe that we cannot get any clew to their signals.’

‘Send also occasionally messages untrue, in reference to irnaginary military movements, as for
instance—"“The Sixth Corps is ordered to reinforce Keyes at Yorktown.” ' "

Undoubtedly, what we have here are references to the general cipher system used by the
Confederates in their electric-telegraph communications, for note the oxpression “Send over
your lines.” . This could hardly refer to visual coinmunications. Here we also have very
early instances, in teleg: .'.ic communications, of what we call cover ..nd deception, i.e.,

nloying cert::in ruses tu . 7 to hide the fact that enemy signals could ke rcad, and to try to

‘ve him by sending spurious messages for him to read, hoping the fraud will not be datected.

* I should warn you that it contains several crrors!
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Brown’s account of Union cryptanalytic successes continues (p. 215):

“In October, 1863, Capt. Merrill's party deciphered 2 code, and in November of the same year
Capt. Thickstun and Capt. Marston decipherced aaothar in Virginia. :
Lieut. Howgate and Lieut. Flock, in March, 1864, deciphered a code in the Western Army,
and at the same time Lieut. Benner found one at Alexandria, Virginia.
Capt. Paul Babcock, Jr., then Chief Signal Officer, Department of the Cumberland, in a letter
dated Chattanooga, Tennessee, April 26, 1864, transmitting a copy of the rebel signal code, says:
*Capt. Cole and Licut. Howgate, acting Signal Officers, occupy a staticn of communi-
cation and observation on White Qak Ridge at Ringgold, Ga. ... On the 22nd inst. the
rebels changed their code to the one enclosed, and on the same day the above-mentioned
officers by untiring zeal and energy succeeded in translating the new code, and these
afficers have been ever since reading every message sent over the rebel lines. Many
of these messages have furnished valuable information to the general commanding the
= department.”

The following is also from Brown (p. 279):

“About the first of June (1864), Serzt. Colvin was stationed at Fort Strong, on Morris Islard,
with the several codes heretofore used by the rebels, for the purpose of reading the enemy
aigpals if possible. For nearly two weeks nothing could be made out of their signals, but by
persevering he finally succeeded in learning their codes. Messages weras read by him from
Beach Inlet, Battery Bee, and Fort Johnson. Gen. J. G. Foster, who had assumed comrmand
of the Department of the South, May 26th, was so much pleased with Sergt. C-'vin's work,
that in a letter addressed to Gen. Haileck, he recommended ‘that he be rewarded by promo-
tion to Lieutenant in the Signal Corps, or by a brevet or medal of henor.” This recommenda-
tion was subsequently acted upon, but, through congressional and offcial wrangling over ap-
pointments in the Corps, he was not commissioned until May 13, 1365, his commission dating
from Feb. 14, 1365."” :

(p. 281):

“During the month, Sergt. Colvin added additional laurels to the fame he had earned as a si'c-
eessful interpreter of rebel signals. The enemy had adopted a new cipher for the transmuis-
sion of important wessages, and the labor of deciphering it devolved upeon the sergeant. (‘on-
Hnued watchfulness at last secured the desirad resuit, and he was again able to transiate the impor-
tant dispatches of the enemy for the benefit of our commandants. The information thus gained
was frequently of special value in our operations, and the peculiar ability exhibited by the ser-
geant led Gen. Foster once more to recommend his promotion.”

(p. 286)

“About the same time an expedition under Gen. Potter was organized to act in conjunction
with the navy in the vicinity of Bull's Bay. Lieut. Fisher was with this command, and by
maintaining communications between the land and naval forces facilitated greatly the con’..ined
action of the command. Meanwhile every means was employed to intercept rebel messages.
Sergt. Colvin, assigned to this particuiar duty, read all the messages within sight, and when the
evacuation of Charleston was determined upon by the enewmy, the first notification of the fact

* camne in this way befora the retreat had actually commencued. As a reward fnc conspicuous serv-
jces rendered in this capacity, Capt. Mc—ill recommended that the sergeant be allowed a medal,
his zeal, energy aud labors fully warranting the honor.

After the occupation of Charleston, communications was esty’ liched by signals with Fort
Strong, on Morris Island, Fort Johnsan and James Island, Mount :easo:i, and Steynmeyer's
Mills. A line was also opened with the jiosition occupied by the troops o= -'ie south side of the
Ashley river.”

Whith regard o Confederate reading.of Union visual signals, Brown makes the following ob-
ger . :Lions of considerable interest (p. 274):

. **The absolute necessily of using a cipher when signalling in the presence of the encmy was

demonstrated during thesa autuma m. . hs by the case with which the rehels reud our s wshges.
This led to the issuing of an order th: = '! inportant messages should be sent in vipher, \rvong
the multitude of messages intercepti:™ by the enemy, the following were suine of the mi <z im-
portant, . .”
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Broswn thereupon cites 25 such messages but he gives no indication whatever as to the source
»m which he obtained these examples or how he knew they had been intercepted. They all
ppear to be tactical messages sent by visual signals.

In many of the cases cited by Brown it is difficult to tell whether wig-wag or electric tele-
graph messages were involved. But in one case (evacuation of Charleston), it is perfectly
clear that visual messages were involved, when Brown says that Sgt. Colvin “read all the mes-
sages within sight.”

Further with regard to rebel cryptanalytic success with Union messages, Brown has this to
say (p. 213):

““The reports of Lieut. Frank Markoe, Signal Officer at Charleston, show that during the sicge
thousands of messages were sent from onec post to another, and from outposts to headquarters,
most of.which could have been zent in no other way, and many were of great importance to the

- Confederate authorities. .

Lieut. Markoe says that he read nearly every message we sent. He was forewarned of our
attack on the 18th of July, 1863. He adds regretfully, however, that through carelessness of
the staff officers at headquarters it leaked out that he was reading our messages. Our oficers
then began to use the cipher disk, InAugust he iatercepted the following messags: ‘Send me a
copy of rebsl cude immediately, if you-have one in vour sossession.” He therefore changed his

: coda. ... A litle later our officers used a cipher which Lieut. Markoe says ke was utteriy an-
: able to unravel.”

It is unfortunate that neither Lieutenant Markoe, the Confederate cryptanalyst, nor Brown,

_the Union sigralman, tel us what sort of cipher this was that couldn’t be unrzvelled. I as-

sume that it was the Myer disk used properly, with a key phrase of some length and with suc-
cessive letters, not whole words, being enciphered by successive letters of the key. But this
is only an assumption and may be entirely erroneous. _

In the foregoing citations of cryptanalytic successes it is signifcant to note that visual mes-

ages were infercepted and read by both sides; second, that Confederate telegraphic messages
protected by the Vigenere cipher were read by Union personnel whenever such messages wers
intercepted; and third, that USMTC telegraph messages protected by the route cipner, ap-
parently intercepted occasionally, were never solvad. Later I shall make some comments ¢;
this last statement, but at the moment lct us note that technically the Vigenére cipner is the-
oretically much stronger than the route cipher, so that we have here an interesting situation,
viz, the users of a technically inferior cryprosysiem were able to read enemy rmessages protected
by a technically supericr ore, but the users of a technicaily superior cryptosystem were not
able to read enemy messages protected by a technically inferior one—a curious situation in-
deed.

I can hardly close this lecture without citing a couple of messages which appear in nearly
every account I've seen of the codes and ciphers of the Civil War. These are messages which
were sent by President Lincoln under circumstances in which, allegedly, the usual cipher could
not b2 or, at least was not, employed. “The first of the two was sent on 25 November 1862
from ihe White House to Major General Burnside, Falmouth, Virginia. The circurnstances
are so bizarre that if I merely presented the cipher message to you without some buckground I
doubt if you would believe me. And even after I've presented the background, I'm sure you
won’t know what to think. I, myself, don't really know whether to take the incident seriously
or not. Let me quote from an account of it in the book by David Homer Bates, one of the
st members of the USMTC, in his Lincoln in the Telegraph Office (Appleton-Century Cay;
New York, 1939, pp. 58-61):

“During Burnside's Fredericksburg campaign at the end of 1862, the War Department oper-
ators discovered indications of an interloper on the wire leading to his headquarters at Aquia
Creek. These indications consisted of an nccasional irregular opening and closing of the circuit
and once in a while strange signals, evidently not made by our own nperators. It is propur to
rote that the charncteristics of each Morse operator’s sending ar. ‘ust as pronounced and a3
casily recognized as those of ordinary handwriting, so that when a iaessage is transmitted over
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a wire, the identity of the sender may readily be known to any other opcrator within heuring
whu liis ever wocked with him, A somewhat similar means of personal identification occurs
ever; cuy in the use of the telephone. j

“A: th: time referred to, therelore, we were certain that our wire had been tapped. Insome way
or otiwr tiv- Confederate operator learn-d that we were aware of his presence, and he then informed
us that 7 . was from Lee's army and lud bLeen on our wire for several days, and that, ‘having

.t that he wanted to know, he was then about to cut out and run. We gossiped with
him f'. . while and then ceased to hear his signals and believed that he had gone.

*“W. l:2d taken measures, however, to discover his whercabouts by sending out linemen to pa-
tral ii.- fane; but his tracks were well concealed, and it was only after the intruder had left that
we [cuwd the place where our wire had been tapped. He had made the secret connection by
means of fine silk-covered magnet wire, in such a manner as to conceal the joint almost entirely,
Meantime, Burnside's cipher-operator was temporarily absent from his post, and we had recourse
to a crude plan for concealing the text of telegrams to the Army of the Potomac, which we had
followed on other sornewhat similar occasions when we believed the addressee or operator at the
distant point (not provided with the cipher-key) was particularly keen and alert. This plan con-
sisted primarily of sendinz the message backward, the individual words being misspelled and
otherwise garbled. We had practised on one or twd dispatches to Burnside befcre the Confed-
erate operator was discovered to be on the wire, and were pleased to get his prompt answers,
couched also in similar outlandisiy language, which was, however, intelligible to us after a short
study of the text in each case. Burnside and ourselves soon became quite expert in this home-
made cipher game, as we all strove hard to clothe the dispatches in strange, uncouth garb,

“In order to deceive the Confederate operator, however, we sent to Burnside a number of o-
pher messages, easy of translation, and which contained all sorts of bogus information for the
purpose of misleading the enemy. Burnside or his operator at once surmised our purpose, and
the general thersupon sent us in reply a lot of balderdash also calculated to deceive the unin-
itiated. y

“It was about this time that the following specially important despatch from Lincoln was filed
for transmission: o ;

Executive Mansion, Washington,
November 25, 1862 11:30 AM.,

MAJOR-GENERAL BURNSIDE, Falmouth, Virginia: If I should be in boat off Aquia
Creek ai dark to-morrow (Wednesday) evening, could you, without inconverience, meet me and

pass an hour or two with mae?
A. Lincoln,

“Although the Confederate operator had said good-by several days before, we were not sure
he had actually left. . \Ve therefors put Lincoin's telegram in our home-made cipher, so that if
the foreign operator were still on our wire, the message might nat be readily made out by the
enemy. At the same time extra precautions were taken by the Washington authorities to guard
against any accident to the President while on his visit to Burnside. No record is now found
of the actual text ..7 this cipher-despatch, as finally prepared for transinission, but going back
over it word for word, I believe the following is so nearly like it as to be called a true copy: ~

Washington, D. C., November 25, 1862
BURNSIDE, Falmouth, Virginia: Can Inn Ale me withe 2 car our Ann pas Ann me flesh ends
N. V. Corn Inn out with U cud Inn heaven day nest Wed roe Moore Tom darkey hat Greek
Why Hawk of Abbott Inn B chewed I if. BATES.”

This sort of subterfuge is hardly worthy of becoming embalmed in the official records of the
Wwar—and apparently it wasn’t. But several years later, one of identical nature did become so
embalmed, for the nessage appears on page 236, Vol. 45, of “Telegrams received by the Sec-
retary of War™:

Hq. Armies of the U. S., City Point, Va.,
8:30 a. m., April 3, 1865

TINKER, War Department: A. Lincoln its in fume a in hymn to start I army treating there
possible if of cut too forward pushing is He is 50 all Richmond aunt confide is Andy evacuated
Petersburg reports Grant morning this Washington Secretary War. BECKWITH.
-oth Plum and Bates cite the foregoing telegram and their comments are interesting if not
very illuminating. Plum says mercly: “By reading the above backward with regard to the
Phonetics rather than the orthography, the meaning will be apparent.” Bates eas--




. v l, ':.

**['>- probable reasnu for adopting this etude form was to insure its r:uching its destination
withoo:t attracting the special attenticn of watzliful opeeaiors on the route of the City Puint.
Washington wire, bewiuse at that crisis every ¢a- was on the (Jui vive for news from Grant’s ad-
vanciny army, and if the messag: !iad been seat in plain langinige, the important information
it conv-y.! rmight hive been overiteard in its transmiz:ion and perhups would have reached the
guneral pubilc in advance of its recwipt by the War Depu-iment.

“It is not necessary to give the Lrar<lation of this ciplier-message. To use a homely term,
‘Any one can read it witl. Y eyes shut.” In fact, the easiest way would L for one to shut the
eyes and let some one el.. -.ad it backward, rot too slowly. The real wording then becomes
plain.”

Can you imagine for one momnt that a “cryptogram" of such simplicity could not be read
at sight by any USMI'C operator, even without havinz someone real it to him backward?
Such a “cryptogram?” is hucdly worthy of a schoolboy’s initial effort at preparing a secret mes-
sage. But I assure you that I did not mnake this story up, nor dic I compose the cryptogram.

Runiinating upon wiiat I have shown and told you about the cryptosystems used by both
sides in the Civil War, do you get the feeling, as I do, that the cryptologic achievem::ts of

. poither side can be said to adc lustre to undoubtedly great accomplishments on the battlefield?

Perhaps this is a good place to make an appraisal of the cryptologic efficiency of each side.

First, it is fair to say that we can hardly be impressed with the cryptosystems used by either
side, The respective Siznal Corps at first transmitted by visual signals messages wholly in
-iain language; such messages were often intcrcepted and read straight away. Then both sides
b:zan enciphering such messages, the Signal Corps of the Federal Army using a cipher disk in-
vented by tie Chisf Signal Offcar, th= Signal Corgs of the Confederate Army using the Vizenére
cipher. In both cases the use of cryptography for tactical messages was quite inept, although
it seems that from time to time the Federal signalmen had better success with the Vigenére-
enciphered visual messages of the Confederate signalmen that the latter had with the disk-
enciphered messages of the Union signalmen.

. With re - +d to the cryptosystem used by the Confederate Signal Corps, although there may

dtially L.ve been cases in which monoaiphabetic sulwtitution alphabets were used, such
alphabets were probably (:xwn up by agreenient with the siznal officers concerned and iianged
from time to tima. Nowhere have I come across a statement that the Myer disk or soiathing
similar was used. In any event, messages transmitizd by visual signals were read from time
to time by Union signa!:nen, the record showing a number of cases in which the latter “w:x

_out the rebel signal cocle”’-—meaning, of course, that the substitution. alphabet invoived was

solved. When did the Cornfederate Signal Corps begin usinz the Vigenére ciphier? The
answer seems to be quite clear. In a letier dated 6 Juns 188S from Gegeral J. II. Alexander
(brother of General E. P.) to J. Willard !3rown!! we find the following statements:

“At the first inauguration of the Signal Service in the Confederacy, I, having received in the
first place the primary instii-:tion from my Lrother, Gen. E. P. A., then a colonel on Beaure-
gard’s staff near the Stone liridge at Manassas, was assigned the duty of preparing a confiden-
tial eircular of instruction for the initiazion of officers and men, in this branch. I did prepare
it, in Richmond, in early spring, 1862, and surrendered the copy to Hon. James A. Seddon, the -
then Sacretary of War at Richmond. It was issued in form of a small pamphlet. I hed at-
tached a table for comy:'iny cipher dispatches—uwhich was printed with the rest of the matter—and
the whole was issuec coniceatially to the officers newly appointed for signal duty.?

I have italicized the last sentence bacause I think that the “table for compiling cipher dis-
patchss” can refer only to the Vigenére square table, for that and only that sort of table is
even menti ne. in accounts of the ciphers used by the Confederacy. One could, of course,
wish that the writer had given some further details, but thare are none. However, the state-
ment about the table is sufficiently explicit to warran® lhe belief that it was General J. H.
Alexander who officially introduced the Vigenére square into Confederate cryptography, al-

1t Op. cit., p. 206.
12 My emphasis.—W.F.F.
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though he may have obtained the idea from his brother, since he states that he “received in
the first place the primary instruction from my brother.” *

In the Federal Signal Corps it is quite possible that the polyalphabetic metheds Myer cites
in his Manual for using his cipher disk (changing the setting with successive words of a mes-
sage) were used in some cases, because there are found in the record several instances in which
the Confederate signalmen, successful with monoalphabetic encipherments, were completely
baffled. One is warranted in the belief that it was not so much the complexities introduced by
using a key word to encipher successive words of the plain text as it was the lack of training and
experience in cryptanalysis which hampered Confederate signalmen who tried to solve such
messages. In .World War [ a German Army system of somewhat similar nature was regularly
solved by Allied cryptanalysts, but it must be remembered, in the first place, that by 1914
the. use of radio made it possible to intercept volumes. of traffic entirely impossible to obtain
before the advent of radiotelegraphy; and, in the second place, would-be cryptanalysts of both
sides in the Civil War had nothing but native wit and intelligence to guide them in their work
on intercepted messages, for there were, so far as the record goes, no training courses in crvpt-
analysis on either side, though there were courses in cryptography and signaling. It would
seem to cryptanalysis of 1961, a ceniury later, that native wit and intelligence nevertheless
should have been sufiicient to solve practically every message intercepted by either side, so
simple and inefficient in usage do the cryptosystems employed by both sides appear today..

No system employed by the Federals, either for tactical messages (Signal Corps transmissions)
or strategic messages (USHTC transmissions) would long resist solution today, provided, of
course, that a modicum of traffic were available for study. Although technicnlly far less secure
in actual practice than properly enciphered Vigenére messages, the route cipirers of the USMTC
seem to have eluded the efforts of inexpert Confederate cryptanalysts. Ex-USMTC operators
make the statement that none of their messages was ever solved and that the Confederates
published intercepted messages in Southern newspapers in the hope that somebody would
come forward with a solution; yet it must be remembered that those operators were Northerners
who were very naturally interested in making the achievements of the Union operators, both in
cryptography and in cryptanalysis, appear more spectacular than they really were. And it is
probable that they wrote without having made a real effort to ascertain whether the Con-
federates did have any success. A “real effort” would have been a rather imposing under-
taking then—as it still is, I fear. Now it must be presumed that if Confedsrate operators had
succeeded in solving intercepted trafiic of the USMTC they would have recorded the facts to
their own credit. But in his seven vclumes on the campaigns of Lee and his lieutenants,
Douglas S. Freeman does not mention a single instance of interception and solution of tele-
graphic messages of the Union. Perhaps Frceman was seeking 100%, confirmation, which is
too much to expect in a field of such great secrecy. This failure of the Confederate crypt-
analysts is the more astonishing when we know that copies of the USMTC cipher books were
captured and that, therefore, they must have become aware of the nature of the route ciphers
used by the USMTC, unless there was a lack of appreciation of the value of such captures and
a failure to forward the books to the proper authorities, who could hand them over to their
experts. In those books the USMTC route ciphers wouid have been seen in their naive simpli-
dty, complicated only by the use of “arbitraries” or code equivalents, but hardly to the deyree
where all messages would be impossible to solve. It seems to me that there can be only four
possible explanations for this failure to solve the USMTC route ciphers. Let us examine them
in turn.

First, it is possible that there was not enough intercept traffic to permit solution. But this
is inadequate as an explanation. The route cipher is of such simplicity that “depth” is hardly
an absolute requirement—a single message can be solved, and its inteiligibility will be dcter-
mined to a large degree by the nunber of “.rbitraries” it contains. ‘Vherc there are.many,
only the dim outlines of what is being conveyed by the message may become visible; where
there are few or even none, the meaning of the messages becomes fairly evident. But theabun-
dant records, although they contain many references to intercepts, fail to disclose even one

~
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stance of solution of a USMTC message. Thus we are forced to conclude that it was not
2 lack of intercept traffic which accounts for lack of success by the Confederates with LSI\-ITC
messages, but some other factor.

Second, the lack of training in cryptanalysis of Confederate cryptanalysts might have been
the reason why Confederate signalmen failed to solve the messages. This sounds plausible until
we look into the matter with a critical spirit. Solution of route ciphers requires little trei:.ag;
native wit and intelligence should have been sufficient. The degree of intelligence po:--ssed
by Confederate officers and men was certainly s high as that of their Union counterpa::- who
were up against a technically far superior crypiosystem, the Vigenére. Wa may safely con-
clude that it was not lack of native wit and iuielligence that prevented :liem from solving

 messages erciphered by the USMTC route ciphers.

Third, it is possible that Confederate high commanders were not interested in communica-
tlon-mtelhcreme operators or in gathering the fruits of such operations. Such an expiznaticn
seems on its face fatuous and wholely unacceptable. We know of the high estimate of value
fold commanders placed upon the interception and solution of tactical messages transmitizd by
visual +‘gnaling; but an appreciation of the extracrdinary advantages of learning the conteunis
of enerny communications on the strategic level may have been lacking. My colleague, Mr.
Tishel, thinks that “intelligence consciousness” and “intelligence sophistication” were of a vrry
low order in the Union Army, and of a markedly lower order in the Confederate Army. B o
us, in 1861, o disregard the advantages of a possible reading of strategic messages seemuy -
most incredible, and I am inclined to discount this sort of explanation.

Fourth, it is possible that Confederate cryptanalysts were far more successful in their eorts
to solve USMTC transmissions than present publicly available records indicate; that Confed-

" erate commanders obtained gv.at advantages from their communication-intelligence opera-

“sns; that they fully recognized the supreme necessity of keeping this fact and these advantages
cet; and that the Confeder::e Siates Government adopted and enforced strict ¢nmmunica-
uon-intelligence secunuy regulations, so that the truth concerniiig these matters has not yet
emerged. Let it b2 noted in this connection that very little information can be found in the
public domain toaay about Alliet -ryptan'ﬂytzc successes during World VWar [; and were it not
for the very intensive and extens’~e investigations in the matter of the Japanese attack on Pear!
Harbor on 7 December 1941, very little, if any, informaticn would be known to the public abzut
British and American ~u:ccesses in communicaticn intelligence during \World War II. Im-
mediately following the capture of Richmond and berore Confederate records co:'d be removed
to a safe place, a great fire broke out and vractically all those records were destroyed. It is
possible that this is one of the reasons why the records of their communicaiion-intellige: -2
successes have never come to light. Rut it is also possible that Confederate cryptanalvsts kept
their «: :rets to themselves. We know -hat the records possessed or tz*.en by certai Zonfed-
erats !--Jers have been gone over wilk ;reat care and attention, but what hapgene! = those
retainc iy other Confederate leaders sich is the Secretary of War Seddon, ur liis pi. acessor
Judal v* Benjamin, who later became S¢cretary of State, and others? Here is a i «inati: g
speculation and one which might well repay careful, painstaking research in t!« wolumnineus
records of our National Archives. I shall leave the delving into those records tu seme of you
young and aspiring professional cryptanalysts who may be interested in undertaking such a
piece of research. With this thought I bring this lecture to its close.



Lecture V

For a half century following the close of the Civil War, cryptology in the United States
enjoyed a period of hibernation from which it awoke at long last about 1914, not refreshed,
as did Rip Van Winkle, but weaker. This is perhaps understandable if we take into account
the fact that the United States was able to enjoy a long era of peace, broken only briefly by
the short war with Spain in 1898. For cver three decades there was little or no need for crypto-
graphy in the United States Govérnment, except for the communications of the Department
of State. The military and naval services apparently felt that in time of peace there was no
need for either cryptography or cryptznalysis, and since it looked as though the U.S. was
going to enjoy peace for a long, an indefinitely long time, those services did not think it neces-
sary or desirable even to engage in thecretical cryptologic studies. Of course, the War Depart-
ment and the Army still had those route ciphers and cipher disks described in the preceding
lecture; the Navy Department and the Navy had cipher disks for producing simple meno-
alphabetic ciphers; and the Department of State had a code more-or-less specifically designed
for its communications. Separated from Europe by t:» broad Atlantic, and mindful of General
Washington’s policy of noninvolvement in the problems of European diplomacy, America
followed the traditional and easy course of isolationism. The quarrels among the countries in
Europe were none of our business, and America turned its back to them for a half century, un-
interested and unconcerned.

There was, however, in this long hibernating perind in U.S. cryptology one episode of parti-
cular interest. It concerned a Presidential election in which the circumstances paralleled the
election of 1960, wwhen the very small popuar-vote majority of the Democratic candidate sug-
gested a possible upset in the electoral college votingz. The episode to which I refer lere oc-
curred nearly a century ago, in the Presidential election of 1876, in which Democratic candi-
date Samuel J. Tilden was pitted against Republican candidate Rutherford B. Hayes. On the
basis of early evening election returns Tilden seemed to be easily the winner. Indeed, just be-
fore going to bed on election night, 8 November 1876, Hayes conceded the election to Tilden,
and the newspapers next morning followed this lead and reported a Tilden victory. But when
final tallies began coming in they showed that the closeness of the popular vote made Tilden’s
victory not so sure as his supporters had calculated, and they therefore began to become - -
prehensive about their candidate’s victery. Their apprehensions were valid because of cur
peculiar system of electing a president, peculiar because it is the electoral and not the popular
vote which deétermines who is to be the next occupant of the White House as President. Two
days after the pesple had voted, it became clear that Tilden would have 184 electoral votes,
just one vote short of insuring victory, whereas Hayes would have only 163, thus needinx: 22
more. The Tilden supporters began a frantic campaign to get that one additional vote iy
needed, and they didn’t hesitate to try every possible ruse to obtain it, including bribery, a
rather serious piece of business and one obviously requiring a good deal of secrecy, especi. iy
in communications. Of course, many telegrams had to be exchanged between the i"lden I 1-
quarters in New York City and confidential agents who had to be :-nt to certain «':'es w2
one or more electoral votes could perhaps be purchased; telegrar.:: also had to be e:chur-d
among those secret agents in the field. About 400 telegrams were exchanged =nd soms: Zuw of
these were in cryptographic form. Communicution diffic: “‘ies caused two w':nnst consura-
mated bribery deals to full through; and a third deul faile: - cause the eleclue: ;roved to be
honest Republicans not susceptible to monetary temptation. . he existence of thwero belsgrams,
however, remained unknown to the public for months. W .hall come to them later.

Despite Lhe efforts of the Tilden supporters, the outcome of the election r-mained i» doniit
because four states, Florida, South Carolina, Louisiana and Oregon, each &4 two ygriaps af -’
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* electors, an ‘event not foreseen or provided for in the Constitution. A crisis arose and the

duntry seemed to be on the verge of another civil war. By an Act of 29 January 1877, Congress
ratec a special electoral commission to investigate and decide upon the matter of the dis-
puted electoral votes in the four states. Recounts of votes in certain clection precincts were
m:~le, sometimes aided by soldiers of the Federal Army. The commission voted in favor of
the Hayes electors in each case, and having obtained the needed 22 electoral votes, Hayes
entered the White House.

It was only some months afterward that the telegrams to which I have referred were brought
to light, and a situation arose which Congress felt it had to look into. Somehow or other, in
the summer of 1878, copies of those telegrams had come into the possession of a Republican
newspaper in New York, The Tribune. Interested only in ascertaining the truth, the editor
put two members of his staff on the job, and they succeeded in solving those telegrams which
were in cipher.

Various books dealing with the political aspects of his intriguing story are available in
public libraries, but those of you who are interested only in its cryptologic aspects will find
excellent material in the following four documents:

{1] *““The Cipher Dispatches”, The New Yorz Tribune, Extra No. 44, New York, (14 January)
1879.

2] Hassard, Jobn R. G., “Cryptography in Politics,” The Nors: American Review, Vol CXXVIII,
No. 268, March 1879, pp 315-325. . '

[8] Holden, Edward S., The Cipher Dispatches, New York, 1879.
4] U. 8. House Miscellaneous Documents, Vel 5, 45th Congress, 3rd Session, 1878-79.

The last-mentioned item, that put out by the Congressional House Committee which had

*heen designated to conduct the investigation (and which was named “The Select Committee

* alleged frauds in the Presidential Election of 1876"), is of special interest. In the course
:he investigation, the Committee solicited the technical assistance of Professor Edward S.
szolden, of the United States Naval Observatory in Washington, the author of the third item
listed above, who I believe was a captain in the N avy and had srecialized in mathematics.
The Tridune had brought him into the picture by asking his help when solution seemed hopeless,
but it turned out that Mr. John R. G. Hassard, the chief of The Trisure staff, and his collexguze,
Colonel Willizin M. Grosvenor, also of that staff, solved the ciphers independently and, in fact,
shortly before Prof. Helden solved them, although it was the latter that the Congressional Com-
mittee called upon to explain matters, as would only be natural under the circumstances.
Professor Holden’s testimony, in which he set forth his solution of the nearly 200 cryptograms
entered in evidence, is presanted in the form of a letter to the Committee, dated 21 February
1879. In it he described and explaired all the cryptosystems used, together with their keys
and full details of their application. In that letter, Professor [Holden makes the following
statement: “By September 7, 1878, I was in nossession of a rule by which any key to the :ost
difficult and ingenious of these [ciphers] could infallibly be found.” Most of the ciphers in-
volved word transpositions and Holden vrorked out the keys but in this he had been anticipated
by the Tribune cryptanalysts. There were in all 10 different keys, two for messages of 10, 15,
. . . words, up to and including two for messages of 30 words. On the opposite page will be
found the complete “Table of Keys.”

You may be wondering why there are o tr» 1sposition keys for each length of message
from 10 to 30 words, in multiples of 5. The tv - ‘eys constituting a pair are related to each
other, that is, they hear a relstionship which My, Hassard, one of the Tribune cryptanalysts,
termed “corrclative,’” but whivii wz now wai'd call an “encipher-decipher” or a “verse-inverse”
re’. :ionship. Lither sequence of a correl:: .» pair of sequences may be used to encipher a

1ge; the other can then be used to decipher the message. For example, key III con-
of the following serics of numbers: 8-4-1-7-13 .. ., etc., and the correlative, key IV, is
-12-2-6 . . ., etc. A cipher message of 15 words can be deciphered either by (1) numblar-
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TABLE OF KEYS

10 Words 15 Words 20 Words 25 Words 20 Words
1 II 111 v \'4 Vi VIiI VIII IX X
9 4 8 3 6 12 6 18 i 4
3 7 4 T 9 18 12 12 30 26
6 2 1 12 3 3 23 6 26 23
1 9 7 2 5 5 18 25 1 15
10 6 13 6 4 4 10 14 11 8
5 3 5 8 13 1 3 1 20 27
2 8 2 4 14 20 17 16 25 16
7 10 6 1 20 16 20 11 5 30
4 i 11 11 19 2 15 21 10 24

. 8 5 14 15 12 19 19 5 29 9
9 9 17 13 8 15 27 5
3 14 1 10 2 2 19 19
15 5 11 6 24 17 28 17
12 10 15 7 5 24 24 25
10 13 18 14 11 2 4 22

8 17 7 22 7 28
16 i1 13 7 13 L
2 . 15 1 4 18 18
10 9 | 25 10 2 - 12
7 8 22 g 22 8
9 23 21 21
16 20 15 20
21 3 3 29
14 13 9 14
4 19 14 7
2 3
6 11
18 13
23 10
8 2
Figur: 70.

¢

ing its words consecutively and then assembling the words in the other 8-4-1-7-13, or by (2)
writing the sequence 3-7-12-2-6 . . . above the words of the cipher message and then assem-
bling the numbered words according to the sequence 1-2-3 4-5 . ... Thus, there were, in
reality, not ten different transposition keys but only five. In the case of each pair of keys, one
of them must have been the basic sequence, the other the inverze of it, or at least some deriva-
tive thereof.

I suspect that the basic or “verse” sequences of numbers were not drawn up at random but
were derived from svords or phrases; and I think that they were the odd-numbered ones because,

_as you will notice, it is in 12 odd-numbered keys that the positions of sequent digits reflect

the presence of an underlying key word or phrase; this is not true in the even-numbered keys.
I have not seriously attenpted to reconstruct the key words, but perhaps some of you may
like to try and will succeed in doing so.

In addition to transposition, this system involved the use of “arbitraries” to represent certain
words, the names of important persons and places, numerals, etc. There were also a few nulls.

Professor Holden 2dds some comments about this system which are worth quoting:

. “*The essence of this ingenious and novel system consists in taking apart a sentence written in
- plain English (dismembering it, as it were) and again writing all the words in a mew order, in
which they make no sense. The problem of deciphering it consists in determining the order
aceorrding to which the words of the cipher should be written in order to produce the original
message.
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. ‘““There is one way, and only one way, in which the general problem can be solved, and that

! is to take two messages, A and B, of the same number of words, and to number the words in cach;
then to arrange message A with its words in an order which will make sense, and to arrange the

" words of message B in the same order. There will be cne order—and only one—in which the
two meswiges will simultancously make sense. This is the key.” *

Here, in a nu’:hell, we find the basic theory of solving transposition ciphers by anagramming
messages of the same length, explained in a most succinct manner.

It appears that Professor Holden, clever as he was, did not note the verse-inverse relation
in each pair of sequences, or if he did, he failed to mention it in his. testimony. However,
Hassard (2] specifically points this out.

There were enougn messages in this system to make it possxble to solve code words used,
as well as to recognize a few nulls which were occasionally added to complicate matters. Hence,
the most complicated of the cryptosystems involved in this bizarre political episcde were
solved.

Another system used by the conspirators employed a biliteral substitution, that is, one in
which a pair of cipher letters represents a single letter. This substitution was based upon a
10 X 10 checkerbcard. Apparenily neither Professor Holden nor the Tridune crvptanalysts
recognized the latter pricciple, nor did they find that the coerdinates of the checkerboard
employed a key phrase, nor did they re<lize that the same checkerbeard, with 1 . .erical co-
ordinates, was used for a numerical substitution alphabet in which pzirs of di;. . represent
letters of the alphai--t, ‘ ‘

Here are two of tiie messages exchanged by the conspirators, one in the letter cipher, the
other in the fi:ure cipher. The messages are long enough for solution. Try to solve them,

_reconstruct the matrix and find the ! key phrase from whmh the coordinates of the matrix were
derived. It should amuse you by its appropriateness.

The message in letter cipher is as follows:
' : Jacksonville, Nov. 1§ (1876)

Geo. R Raney, Tallahassee:

PP YY EM NS HY YY PI MA SH NS YY SS IT EP AA EN SH XS
SE US SH NS MM'PI YY SN PP YE AA PI EI SS YE SH AL ™3
55 PE EI YY SH NY ¥S S5 YE PI AA WY IT NS S8H Y7 8P %X
PIL NS YY 55 IT E!f EI PTI MM EI S5 EI YY EI SS IT EI &P
YY PE ET AA SS IM AA YE SP NS YY IA NS SS EI SS MM PP
NS PI' NS SN PI NS IM IM YY IT EM YY SS PE YY MN NS YY
83 IT 5P YY PE EP PP MA AA YY PI 1T L’Engle goes

up tomorrow..
(Signed) Daniel
The example in figure cipher is as follows:
Jacksonville, Nov. 17 (1876)
S. Pasco and E. M. L’Engle:

84 55 84 25 23 34 82 31 31 75 €3 92 T7 33 S5 5
90 66 77 65 33 84 63 31 31 93 20 82 33 66 2 4
42 82 48 89 42 93 31 82 656 75 31 93

(Signed) Daniel

m M

There wore several other systems involved in (his episode of poIi..icaI ‘=.«:u.11duz"ery, but I am
1g to Fave to pass them by because they hardly deserve attention in this bl * history. I
* _s, however, want to call your attention to the very close resemblance betv.ecn the word-

92




s

transposition ciphers characterized by Professor Holden as the “most diflicult and ingenious”
of the ciphers he solved, and the USMTC route ciphers described in the precesiing lecture.
Yet, not only he but also the Tribune amateur cryptanalysts solved those ciphers without too
much difficulty, even though they were technically more complex. I think their work on the
Tilden mphers clearly confirms my own appraisal of the weakness of the route ciphers used by
the USMTC in the Civil War.

After this d1gress;on into the realm of what may be called ‘political cryptology, let us now
go on with our military cryptologic history. I have already told you that the Department of
State used a code for cryptographic communications in the years following the Civil War, but
I do not know what it was like. It may even have been an adapation of some commerical
code. But in an article entitled “Secret Writing,” which appeared in Century Magazine, Vol.
LXXXV, November 1912, No. 1, a.man named John H. Haswell, apparently at that time a
code clerk in the Department, referred to a new code of the department in the following terms:

“The cipher of the Department of Stats is the most modern of all in the service of the Govern-
ment, It embraces the valuable features of its predecessors and the merits of the latest inven-
tions. Being used for every species of diplomatic correscondence, it is necessarily copious sud
unrestricted in its capabilities, but at the same timme it is economic in its terms of expression. It
is simple and speedy in its operation, but so ingenious as to secure absclute secrecy. The ccon-
struction of this cipher, like many ingenious devices whose operations appear simple to the eye
but are diificult to expiain in writing, would actually require the key to be {urnished for the pur-
pose of an intelligible description of it.”

Only four years later a certain telegraph operator and code clerk of the State Depari- unt
proved how vulnerable the Department’s system of enciphered code really was. His name w3
Herbert O. Yardley (Fig. 71) and many of you may know a bit about him as the author of a
famous or infamous book (depending upon whose side you're on) entitled The American Black
Chamber, published in Indi::mapolis by the Bobbs-Merrill Co. in 1231. So far as I know it is
the only book which cannct legally be reprinted in the United States hecause a speciz! law
passed in 1934 makes it a criminal offense-to do so. That is quite 2 story in itseii, but { . :n-
not tell it now. I{ you happen to own a copy of the first and only Ainerican editica, ~u't
let it get away from you, because you can only obtain another copy of it by a more-ui-.=s3
“under the table’” deal; but you may be able to purchase a British edition, or a translaticn in
French, in Japanese, or in other languages, for the book was sensational. But to return to
that State Department cryptosystem, which was considers! by Haswell as giving absoic:ie
secrecy and which was readily solved by Yardley, here is v..:at appears on the cover page of
Yardley’s 21-page typewritten analysis and solution of the system:

THEORY AND PRACTICE OF ENCIPHERED CODE
State Department Problems
I, II, and ilI

Note: The following was written in March 1916 and, so far as [ can learn, is the st successfid
attempt to solve a probicm in enciphered code.
H. O. Yardley

Yardley was quite wrong in thinking that his was the first successful attempt to solve a
problem in enciphered code, {or in Europe more comipiicated cases we:n uften solved, ami [
imagi:ie that European cryptanalysts could have read, «::d perhaps did -=:d, State I3 .« -*:imt
messages as a more or less routine matter. I think T am warranted in rssurmng {h. » s T

_ have just said is true because, in Europe, crypts:- *vtic studies were going on apace .. .7 il2
years of Amcrican neglect of such r‘udies. T~ .urning point from nes'-=f o a ren’s uuoa
of interest in cryptologic stulies in “:irnpe s <. <l by some ..utherities to @i os heen bz the

-

year 18:0; hut we musl co:.line vurselves T r e met part to developnwnis Ui Araceiic in
order to ! ... this lecture within bounds «¥ what can be teld within a fimilcd thae, :

In our 7avy it seems that simple monoal-habwtic ciphers continued in uze uaiii the :2" e
of the eighties, when several naval officers were designuati:] io prepare a more suitable & . fne;
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Figure 71.

Jased upon a code particularly designed for naval communications. The system they workead
out was embedied in a very large codebook, 187 long, 127 wide and 27 thick, which had the
official title 7 he U. S. Navy Scuret C-. 2. There was aiso an uccorapanying but separate cipher
book, almost as lurge, and designated as The Book of Key Words. In addition to these was a
third large book called Generc! Geographicul Tabdles. The system was placed into effect on 1
December 1887. Later I will show you a most historic messoge sent in that system of secret
communication, which today impresses one as being extraordinarily clumsy and slow.

In our Army, in the middle eighties, a ccde was also prepared. It is no pleasure to have to
tell you that its composition and format hardly shed laurels upon those responsible for its re-
production, because it was merely a simple and acknowledged adaptation of a commercially
available small cnde for use by the general public, first published in 1870 with the title Tele-
graphic Code to I'nsure Secresy in the Transmission of Telegrams. It had been compiled by the
Secretary of the French Trans-Atlantic Telegraph Company, a man named Robert Slater, and
it became known everywhere as “Slater’s Code.” As to the nature of the code, I will quote
from Slater’s own “Short explanation of the mode of using this work,” in a sort of preface to
the 2nd Editicn:

“Tt is a numbered Telegraphie Dictionary of the English language, of which each word bears
a distinctive No. (from 0000L to 25000, with «rictly 100 words per page), and the method of
using it is by an interchange of Nes,, in accordarce wiih a private unde~standing between corres-
pondents that a further No. is to be added to or deducted ‘rom the numier in the code, of the
word telezraphed or written, to indicate the real-word intemied, thus a “&ymbolic” or “Dummy
Word" is telegraphed, the meaning of which ¢y only be read by those who have the key to the
gecret of how many shonid be added to or deducted fror the ni ;ber in the Code, of the “Dummy
Word” to find the word meant.” ([unctuation as in the ori; ..1).

Here we have a sentence of 116 words. Though it is ru i.er long and a bit murky, I think
you =vill gather its import. The system as thus far deseribed is what we now call the additive
or subtractive method. But in the detailed instruct . ::s Slater goes one step further and sug-
gets that instead of telegraphing the code rumber resulting from addition or subtraction of a
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key number, the word standing alongside the sum (or difference) of the matkematical opera-
tion be sent as the telegraphic code word. Slater’s code must have met with popular acclaim
because by 1906 it was in its fifth edition. A copy of the second edition (1870), is in my col-
lection. As for a copy of the very first edition, not even the Library of Congress has one,
il’s that scarce.

To get on with the story, in 1885 the War Department published an adaptation of Slater’s
Code for its use and the use of the Army. Here is a picture of its title page, the obly differ-
ence between it and that of Slater’s Code being in the spelling of the word “secrecy,” as you
can easily see in the picture I show you next (Fig. 72). It would appear that the “compiler”
of this code, Col. Gregory, was just a bit deficient in imagination, becausz not only did he merely
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Figure 72.

borrow the basic idea and format  “‘later’s Code, but even when it came to explaining and

. .giving examples of enciphering the : e groups, the Colonel used not only the identical rules

but also the very sume wording and even the very same type of examples of transformations
that are found in Sluter’s original. Let me show an example in Slater’s code side by side with
the same example in Gregory’s: ;
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Figure 72.

You will note that Col. Gregory just couldn’t use the same text for his examples of enciphar-
ment that Slater used, which was: ‘“The Queen is the supreme power in th. Realm.” Ia-
stead he used the enigmatic text: “War is a punishment whereof death is the maximur> ™

All the other methods and examples of encipherment in- the two codes are practically iden-
tical. Colonel Gregory gives credit in the following terms to a civilian aide in his great work:
“The labor of compiling the new vocabulary has been performad by Mr. W. G. Spoitsw.-d."”
What did the latter do? Well, Mr. Spottswood’s work consisted in casting out {rom Stiter's
list such words as ABALIENATE and ABANDONEE and replacing them with snch words as
ABATEMENT and ABATIS. This sort of work must indeed have been arduous. I'm sorry to
appear to be so critical of the perfermance of my predecessors in the construction of codes
and code systems for War Department and Army usage, but I feel sure you will ai.-ee that
more imagination and ingenuity could have been employed than were used by Cclonel Gregory
and r. Spottsy/ood.

1T wonder what that sentence means. It sounds sort of “anti-American™ to me. Punishmert to whom?
To the soldiers and . ailors and airmen who defend our country? If not to them, then to whom? To the
people of 2 whole nation fightiny for liberty? [ just don't understand .lie sentence. Do you?
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Col. Gregory prepared a confidential letter addressed to Lieut. General Sheridan, “Com-
manding Army of the U.S.,” to explain the advantages of the new code. But in this letter
Col. Gregory quotes very largely from Hclden’s little brochure (3] and deals almost solely
with the ways in which additional security may be gained by changing the additives to the
code numbers in Slater’s Code. For example, for all messages sent in January add 111; for
all messages sent in February add 222, in March 333, etc. Another suggested way: “Send
out a simple message in ordinary English: Add 1437 to all ciphers until further orders.”

Believe it or not, this was the code that the War Department and the Army used during
the Spanish-American War. It was apparently used with a simple additive, because in a copy
in my collection the additive is written on the inside of the front cover. It is 777; perhaps it
was the additive for the month of July, but the number 777 was written in ink, so it may have
been the permanent additive for the-whole of the war. In pages 41-42 of The American Blac
Chamber the author throws an interesting sidelight on this code system: ;

““The compilation of codes and ciphers was, by General Orders, a Signal Corps function, but
the war [1917) revealed the unpreparedness of this department in the United States. How much
g0 is indicated by a talk [ had with a high officer of the Signal Corps who had just been appointed
& military attaché to an Allied country. It was not intended thatl atiachés should actually en-
code and decode their own telegrams, but as a part of an inteiligence course they were required
to have a superficizal knowledge of both processes in order that they might appreciate the im-
portance of certain precautions enforced in safeguarding our communications.

When the nesw attaché, a veteran of the old Army, appeared, I handed him a brochure and
rapidly went over some of our methods of secret communications. To appreciate his attitude,
the reader should understand that the so-called additive or subtractive method for garbling a
code telegram (used during the Spanish-American War) is about as effective for maintaining
secrecy as the simple substitution cipher which as children we read in Poe’s The Gold Bug.

He listened impatiently, then growled: ‘“That’s a lot of nonsense. Whoever heard of going
to all that trouble? During the Spanish-American War we didn’t do all those things. We just
added the figure 1898 to all our figure cude words, .t the Spaniards never did find out about it.”

Although The American Black Chamber abounds with exaggerulions and distortions, what the
author tells about the inadequacies of United States codes and ciphers in the years just be-
fore our entry into World War I are true enough, and Yurdley’s impatience and satiric com-
ments in this rezard, it grieves me to say, are unfortunately fully warranted.

During or perhaps shortly after the end of the Spanish-American War, the War Department
must have begun to realize that there were shortcomings in the code based upon Slater’s Code,
the one which was in current usage and upon which I have already dwelt. On 16 January
1898 the publication of a new War Department Telegraphic Code was authorized by General
Orders No. 9. The code was to be prepared under the direction of General A. W. Greely,
then Chief Signal Officer of the Army. The cited General Order makes it quite clear that the
War Department version of Slater’s Code was still in use, but the Western Union Telegraphic
Code was to be usad in connection with Slater’s until the new War Department Code was
completed, which apparently was ready in December 1899, when Slater’s was withdrawn from
vse with this statement in General Orders No. 203: “By divection of the Secretary of War,
the Telegrephic Code to Insure Secrecy in the Transmission of Telegrams, will on and after January
15, 1900, only be used for correspondence in such cases as may be specially ordered by the
Secretary of War.” On 12 December 1899 the new War Department Code was issued. Hcre
is a picture of its title page (Fig. 74). It comprised a specially-compiled list of tzbles, words,
phrases and sentences ‘n which code numbers and code words were assigned for specific use in
War Department an: * my communications. The code numbers began with 78201 and went
to 95228; the accon.; -~ying ccde words were foreign, outlandishly unusual real words, azd
artificial words, begi--.irz with KOFERKIES, KOPERKLEURS, KOPERUOLEN, etc., etc., down
through the L’s, M’s and aixling with words such as NAZWELGEN, NEANTHE, NEAPELGELS, ete,,
etc. You may wish to know why the code numbers didn’t begin with 00000 and go to 99999;
or why the code groups began with K and went for thousands and thousands of words down
to N. The answer is that this brand new War Department Telegraphic Code was to be used,
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3 Slater’s Code was used, in conjunction with the Western Union Telegraphic Cede, a code of

,200 groups beginning with numerical code groups 00000 accompanied by literal code words
weginning with BEERKAR, BEERKARREN, BEERMELD . . . and going to KOOTJONGEN, KOOTKRUID,
KOOTSPEL. Here is a picture of a typical page in this code (Fig. 75).
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Figure 74. Figure

The introduction to this code explains this puzzling fact.

“Through lack of time it has been Linpossible to incorporate in the War Department Telegraphic
Codz-all dusirable phrases, and in consequence the first 471 pages of the Western Union Telegrephic
Code now in use by the Army will continue in use as a supplementary code. This affords the Army
the talegraphic use of 100,000 code words, of which numbers 1 to 78,201, inclusive, are in the
Western Union Telegraphic Code and numbers 73,201 to 100,000 are in the War Department Tele-
graphic Code.”

It thus becomes clear that for several years the new War Department Code was to be used
in conjunction with the commercially available large Western Union Telegrephic Code. This
was stated to be for the purpose of economy. For secrecy, the additive or subtractive method
was to be used. The futility of such an old and simple method for achieving communication
security needs no comment. I wish :here were timme to read you the instructions in that new
War Depariment Telegraphic Code as regards the use of u:ese ciphers for secrecy. They are
practically the same as those in the 1885 version of Slater’s Code and are unbelievably futile,
but what else could be expected when cryptology is relegated to a position in military :cience
far inferior to that of teaching the use of a rifle or bayonet, subjects which are taught, as a
rule, by experts? Why was cryptology left to inexperienced amateurs J::ring zall those years'
Was it stupidity? No, just a lack of appreciation of the importance of «:cure communi...tions
in military operations—and a lack of enough people with the reqisite kuow-how.

How long this comkination of two codes continued to be  -d I don’t know. Somctime
during the years 1500 to 1915 this absurd svstem must have ::.oved itself enlirely ynsatisiac-

ty, for in 1915 another brand new War Depertment Telegray .. Code was put out, under dirue-

.on of Brigadier General George P. Scriven, the Chief Sixnal Officer of the Army who ue-
ceeded Greeley. Here is a picture of its title page (Fig. 76). The book Lears no security
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classification, for even as late as in 1915 there was no real or defnite classification system for
security purposes. The instructions recommended certain precautions. “The War Depart-
ment Telegraph Code,” says paragraph 5 of the instructions, “while not absolutely coniiden-
tial, will be guarded with the greatest care and will never be out of the immediate possession
or control of the officer to whom issued or of his confidential agent. Care will be taken to pre-
vent theft, loss, use, or inspection except by those whose duties require them to employ the
code. Special pains will be taken to prevent the code from falling into tlie hands of unauthorized
persons or of the enemy.” ;

This new code was intended, as was its predecessor, o serve two purposes: “Tirst, secrecy,
and second, economy. When secrecy is desired it is to be used zs a cipher code, as is explained
in subsequent paragraphs under ‘Enciphered Code.”” ut there are no subsequent paragraphs
in which this is explained. Apparently some change in this regard was decided, because I
have seen, as a sepurate pamphlet, a set of cipher tables for use with this code.

The code itself embodied some of the latest ideas of code compilation. It had over 113,000
code groups, and these were both S-figure groups and, for the first time, 5-letter groups. The
latter embodied the principle of the 2-letter difference, but the insiructions do not mention
this fact and no permutation table was included in the code itself. The book has a very ex-

- tensive vocabulary of words, phrases, and sentences. Here is a picture of a typical page (Fig.
“T7. 1 feel sure that a great deal of thought and effort went into the productii«1 of this code,

but I must tell yu: two this .. aboutit. TFirst, [ must tell you that my immediate sredecessor in
the Office of the Chief Sigi.al Officer told me, on my refurn from France in 1819, that that par-
ticular «ition of the War Department Teleararh Code had been printed in Cleveland by a com-
mercial printer, and second, that when the United States became a belligerent in World War 1
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our British Allies found it desirable to notify the U.S. Government (through our G-2) that
‘v War Department Telegraph Code wus not safe to use, even with its superencipherment tables.
.ne implications of this notification are rather obvious and hardly require comment. The

. compilation of a new code in 1917 was initiated, but this time the work was done within and

under the direction of the Military Intelligence Division of the General Staff (G-2), and in
particular within the section devoted to cryptanalysis. This undertaking, which indubitably
was a direct affront to the Signal Corps of the Army, met with no objection, it seems, from
that group; perhaps it deserved the intended insuit because of its longstanding neglect of its
clear responsibilities for cryptography and cryptographic operations in and for the Army.

We have noted how inadequately the Army and the War Department were equipped for
cryptocommunications in the years from 1885 to 1915. Let us see how well equipped the
Navy and the Navy Department were. For this purpose I have an excellent example and
one of greaf historical significance and interest. You will recall my mention of the appoint-
ment of a board of Navy officers to prepare a suitable cryptosystem for the Navy and I told
you about the large basic vocabulary and tabular contents of the codebook and its accompany-
ing two large bocks, one for enciphering the co' groups, the other for geographical names.
For the story we 2o back to the time of President McKinlev, whose election brought Thecdore
Reosevelt, a farmer member of the Civil Service Comunissiorm, back to Washington as Assistant
Secretary of the Navy. Teddy was an ardent advocate of military and naval preparedness.
He forthrightly and frankly favored a strong foreign policy, backed by adequate military and
naval :u.engtnm-“s':eek softly but carrv a hig stick” was his now famous motto. He was
looking forward, in fact, to forcing the ultimate withdrawal of the [Zuropean powers from the
Western Hemisphere. With vigor, he set to work to make the Navy ready. When the Bat-
tleship Maine was blown up in Havana harbor, on 15 February 1828, Roosevelt sharpened
his efforts. During a temporary absence of his chief, Navy Qecrethr.'y John D. Lcng, he took

* upon hiinself to initiate the preparations which he had in vain tried to persuade the Secretary
o make. He ordered great qu:itities of coal and ammunition, dir ecbad the assembling cf the
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Fleet, and stirred the arsenals and navy vards into activity. On a miserably cold Saturday
afternoon, ten days after the }aine was biown up, and still in the absence of Secretary Long,
Teddy sat down and wrote out a cablegram to go to Commodore George Dewey. at Hong
Kong. Here it is, with his bold signature at the bottom: .

That is the now historic message which alerted Dewey and which resulted in our taking

over, under U.S. protection in the war with Spain which was declared ten days later, the hilip-
pine Islands. '

You will note that the message bears on its face a security classification, but the classification,
“Secret and Confidential,” was crossed out. That must have been many years later, for those
three words appear in the plain text of the deciphered and decoded cablegraimn. Here is a
picture of the code cablegram with its strange and outlandish code words, as it was received in
Hong Kong: '
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Figure 78.
And now I show you the deciphered and decoded text, which I was fortunate in being able
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THECDCRE ROQSEVELT, ASST. SECRETARY OF THE NAVY, TO ADMIRAL DEWEY, HONG KuhG,®
26 FERNUARY LE98
4

1 1 2 3 5 6
2 WASSEZRREIF PAUSAT.PA EADASADOS CENTEMNIAL TITUBANDL LCSCHBANK
3 99855 £235% 11285 16824 9vid 52392
N 999.556 239.911 885.1%0 209.£39 352. 393
5 . SECRET AND ORDER THE EXCEPT THE T0
CONFIDENTIAL SQUADRQHN MONOCACY HONGKUNG,
; CHINA
1 7 8 il . 1 11 12
2 VOVETZ CrroHSACO C(A)RACUIZZ S/ PICARAZAZO NUMZEATURA SPCILASLE
3 Go2u2 SGaL L 2L%32 £4934 STy Siov
18 Go2.+25 oo .12l GO2.048 J45.5¢3 $53.697
iT Wil B2
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1 12 - 1b 15 14 17 18
2 APPILANTI DEPUGHE=RZ DIMILEVIL FONHOS ILASO ATCCHARON TACECHASEN
3 37319 29549 245532 563%0 89559 o772
L 873.162 55<.52% 923.5563 4£3.559 So7.782
5 THEE SPANISE DOE2 NOT ASIATIC AXD CFFENSIVE
i SGUADRON LEAVE COAST TR CPEZRATION(S)
LECZND: 1 - Group Humber.
2 - Cable Word.
1 19 22 2 3 - Cable Word lio.
2 ALIZNATOTZN Y/ CRNCEA SPARRWRIC 4 - Code Number in Code.
3 248095 223 FXEEL) 5 - Meaning. -
L 850.053 . 209.693 638 -
. _ KEEZP OLYMPIA (a) s e e
5 1§ PEILIPPINE UNTIL FURTER g::"z:::mn pecessary: The "A" is to be
ISLANDS QRDERS ») - *
( Correcticn necessary: Croup vas
» received as ALI=NATTE.
Figure 80.

translate a message in the code then in use three steps are necessary. First, the cable words
{the peculiar, outlandish words in line 2—WASSERREIF, PAUSATURA, BADANADQS, etc.) are sought
in the cipher book, and their accompanying cable-word numbers set down. WASSERREIF yields
93055; PAUSATURA yields 62399, BADANADQS, 11005, etc. The next step is to append the
first digit of the second cable-word number to the last digit of the first cable-word number to
make the latter a six-digit number. Thus SS055 becomes €20536. The six-digit code group
number, SS0558, is then sought in the basic code book and its meaning is found to be “Secret
and Confidential.”” The transfer of the first digit, 6, of the second cable-word number, §23S9,
makes it become code-number 2399, to which must now be appended the first two digits of
the third cable-word number, 1100S, thus making the second code group of the code message
232911, which is sought in the basic code book and yields the meaning “Order the squadron.”
And so on. It’s painfully slow work, and I haven’t told you about some of the ditRculties I
encountered in the process, including having to refer to the third book, the General Geogrephical
Tables. It took me at 'east an hour to decipher and decode this one relatively short Roosevelt
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message. [ feel sure a naval operation in World War II or in World War I, for that matter,

" could nevsr have been executed before 2 message even as brief as the Roosevelt one could be

deciphered and decoded by this cumbersome systein, even if all the digits had been transmitted

_and received correctly. Generally speaking, naval battles are fierce and quickly over. For

instance, on 4 .June 1942, between 10:24 and 10:26 a.m., the war with Japan was decided when
the U.S. Pacii= Fleet under Admirals Nimitz, Fletcher and Spruance won the Battle of Midway,
in which the Japanese lost four fast carriers, together with their entire complement of planes,
and almost all their first-string aviators. When our Navy entered World War I a mmuch more
practical system was put into effect, using a cipher device known as the NCB, standing for
“Navy Cipher Box,” to encipher 5-letter groups of a basic code.

We come now to European events of importance in this cryptologic history. During the

decades from the end of the Civil War in America to the first decade of the 20th Century,
. there was some progress in cryptologic science in Europe, but it was not of a startling nature.

German Army Major Kasiski’s demonstration of a straight forward, mathernatical method of
solving the Vigensre cipher was published in Rerlin during the mid-period of the Civil War in
America. If the book created an impression in Europe, it was altogether unspectacular; in
America it remained unheard of until after the advent of the 90th Century. Although Kasiski's
method is explained quite accurately in the first American text on cryptology,® the name
Kasiski doesn’t even appear in it. Other books on cryptologic subjects appeared in Europe
during this period, and ‘two of them deserve special attention. The first, by Commandant
Bazeries, is a book notable not for its general contents, which are presented in a rather dis-
organized, illogical sequence, but for its presentation of a cipher device invented by the au-
thor, the so-called “cylindrical cipher device.” But our own Thomas Jefferson anticipated Ba-
zeries by a century, and the manuscript describing his “Whes! Cypher” is among the Jefferson
Papers in the Library of ‘Congress. The second book which deserves special attention is one
by another French cryptologist, the Marquis de Viaris, in which he presents methods for

- solving cryptograms prepared by the Bazeries cipher eylinder, and although unknown to him,

the ciphers of Jefferson’s Wheel Cypher.?

It was in the period during which books of the foregoing nature were written and published
that the chanceries of European Governments operated so-called “Black Chambers,” organized
for solving one another's secret communications. Intercept was unnecessary because the
governments owned and operated the telegraph systems, and traffic could be cbtained simply
by making copies of messages arriving or departing from telegraph offices or passing in transit
through them. This was true in the case of every country in Europe with one very important
exception: Great Britain. The story, which is given in detail in a recently published and
very fully documented book,* is highly interesting but I must condense it to a few sentences,

In England, from about the year 150 onward until 1844, there was a “black chamber” in
constant operation. It was composed of three collaborating organizations within the Post
Office respectively called “The Secret Office,” the Private Office,” and “The Deciphering
Branch.” ' '

In the first of these carefully hidden secret organizations, letters were opened, copies of
them were mada, the letters replaced, the envelopes resealed, and if the wax seals were intact
they were merely replaced. If the seals were not replaceable, duplicates were forged and ai-
fixed to the envelopes. Copies of letters in cipher were sent to the “Deciphering Branch”

1Capt. Parker Hitt's Manual for the Solution of Military Ciphers, Fort Leavenworth. Kansas: Army Service
Schools Press, 1916.

31’art de chiffrer et déchiffrer les dépéches secrétes, Paris, 1893.

Ellis, Kenneth L. The Post Office in The Eightcenth Century: A Study in Administrative History. London:
Oxfard University Press, 1958, pp. 176. In conjunction with this book one should by all means slso read the
following extremely interesting and revealing article by the same author: “British Communications and
Diplomacy in the Eighteenth Century,” Builetin of the Institute of Historical Research, Vol. XXXI, No. 34,
Nov 1958, pp. 159-167. 3
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.or solution and the results, if successful, were then sent to the Foreign Office.

mathematician, John Wallis, took
care of similar activities but only
In 1844, a scandal involving these

part in the latter activities.

A famous

The “Private Office” took

in connection with internal or domestic communications.

secret ofices caused Parliament to close them

pletely, so that from 1844 until 1914 there was no black chamber at ail in Britain.
sequence, when World War I broke out on the first of August 1914, England’s black chamber
had to start from scratch. But within a few months British brains and ingenuity built a
“Room 40 O.B.”, which contributed very greatly to the
the British Government has never issued a single official
publication on the activities and accomplishments of “Room 40 O.B.,” several books by pri-
vate authors have pushed aside the curtain of secrecy to make a most fascinatin

cryptologic organization known as
Allied victory in 1918. Although

long to tell in this lecture.

dowm com-
As a con-

g story too

But I must tell you at least something about what was perhaps the

single greatest achievement of “Room 40 0O.B.,” an achievement which just in the nick of

time brought this country into World War I as an active belligerent on the Allied side and

saved England from possible destruction. as well as France.

1

interception and solution of a message known 2s the Zimmermann Telegram.

-

called the most important single cryptogram in ail history. On & September 1958 1

an NSA audience a detailed account of this amazing cryptogram.

The operation involved the

deservedly

zave before

I told abouct its interception

- and solution: I told how the solution was handed over 10 the United States: how it brougnt
America into the war on the British side; and how all this was done without disclosing to the

Germans that the plain text of the

7immermann Telegram had been obtained by i

nterception

and solution by crypranalysis, that is, by science and not by treason. . My talk was given

under the auspices of
so that, if you wish, you can hear
idn’t quite succeed in telling the

this episode, set forth in great detail in a book entitied The Zimmermann Telegram
Tuchman, puolished in 1055 by the Viking Press, New York.

was recorded, an

d is on file

it. It took two and a hzlf hours to deliver and at that [

whole story. But you may read an excellent

a7 di

account of
by Barbara

Also, you should consuit a

book entitled The Exes of *he Nevy, by Admiral Sir \William James, published in 1955 by Methuen

& Co., London. Both books ceal

pu
at length with The Zimmermann Telegrem

rnd tell how

astutely Sir William Reginald Hall, Director of British Naval Intelligence in World War I,
managed the aifair so 2s 0 et the maximum possibie advantage from the feat accomplished

by “Room 40 BB

It was, indeed, astounding!

To summarize. as [ must, this

fascinating

and true tale of a very important cryptanalytic conguest, let me show you again the telegram
as it passed from Washington to Mexico City, for if you will remember, I showed it to you in

the very first lecture of this series,
to you once again.
five-digit groups, mostly the latter.

‘Foreign Ofice Telegraphs Jan. 16, No. 1.
“We intend to begin unrestricted submarine warfare on the frst of February.
deavour in spite of this to keep the United States of America neutral.
succeeding, we make Mexico a pro

3

and promised to tell you about it later.

Here I show it
As you can easily see, the code groups are composed of three, four, and

Here is the Engiish decoded translation of the message
" as transmitted by our Ambassador Page in Landon to President Wilson:

Most secret. Decipher yourself.

posal of alliance on the following basis.

We shall en-
In the event of this not
\ake war together,

make peace together, generous fnancial support and an understanding on our part that Mexico

is to reconquer the lost rerritory in Texas, New Mexico and Arizona.

is left to you.

The settlement in detad
You will inform the President (of Mexico) of the above most secretly as s

oon as

the outbreak of war with the United States of America is certain, and add the suggestion that he
should, on his own initiative, invite Japan to immediate adherence, and at the same time mediate

between Japan and ourselves.

Please call the President’s attention to the fact that the ruthless

" employment of our submarines now ofers the prospect of compelling England, in a few months,

to make peace.

From the day that Ambassador ¥
1917, quoting the English translati

‘ZIMMERMANN.’

age sent his cablegram to President Wilson, on 28 February

on of the Zimmermann Telegram in the form

had been forwarded by German Ambassador von Bernstorif in \Vashington to Germ

104
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Figure 81.

von Fckhardt in Mexico City, the entrance of the United States into the war as a belligerenl
on the side of the Allies became a certainty. Under big black headlines the Eng''sh text ap-
peared in our nEWSpApcLS, hecause, after assuring himsclf of the authenticity of tlie lelegram
handed over by the British and that it had bec:: deceded and checked by a member of Am-
bassador Page'’s ovmn staff, President VWilson directed that the text of the message be relcased
to the Associated Press. Its pubiication the next day was the first of 2 momentous and sensa-
tional series of reports and accounts of the Zimmermann Telegram and its contents.

There were plenty of members of Congress who disbelieved the story. But when Zim-
mmermann himsell foolishly acknowledged that he had indeed sent such a telegram, disbelief
changed quickly into most vehement anger. Thus, it came about that Americans in the
Middle West and Far West, wio kad thus far been quite unconceri d about a War that was
going on in Europe, thousands of miles away, and wanted no part of it, suddenly awolke when
they learned that a foreign power was making a deal to turn over some rather large slices of
U.S. real estate o & then hostile ncighbor across the southern border. They were aroused to
the point where they, too, as well as millions of other Amevicans in the Last, were ready to
fight. Surcly war would now be Jaclared on Germany.

Notwithstanding all the furor that the disclosure of the Zinuncrmann Telegran created in
America, President Wilson still hesitated. He was still determined that Anerica would not,
must not, fight. It wes not until more than a month later, and after several Americun shins
were sunk without warning on 18 March, that a now fully aroused President aot Congress "0
declare war on Germaay and her allies. The dale was 6 April 1917,

In the War Deparlment and in the Navy Department the puce set for preparing for active
war operations quickened. It is difiicult to believe, but 1 assave you -hat il was true, thut
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there was at the moment in neither of those departments, nor in the Army or Navy, any or-
ganizations or technical groups whatever, either for intercepting enemy communications or
for studying them, let alone solving such communications. There was. it is true, since the
autumn of 1916, a very small group of self-trained cryptanalysts, sponsored and supported
by a private citizen named Colonel George Fabyan,$ who operated the Riverbank Laboratories
at Geneva, Illinois. I served as leader of the group, in addition to other duties as a geneticist
of the Laboratories. Riverbank, through Colonel Fabyan, had initiated and established an
unofficial or, at most, a quasi-official relationship with the authorities in Washington, so that
it received from time .o time copies of cryptographic messages obtained by various and entirely
surreptitious means from telegraph and cable offices in Washington and elsewhere in the U.S.
At that period in our history diplomatic relations with Mexico were in a sad state, so that J.S.
attention was directed southward, and not eastward across the Atlantic Ocean. Thersfore,
practically all the messages sent to Riverbank for solution were those of the Mexican Govern-
ment. Riverbank was successful in solving all or nearly all the Mexcan cryptograms it was
given, usually returning the solutions to Washington very promptly. The great majority of
them were of the Vigenére type but using mixed sequences with relatively long kev phrases,
Riverbank was also successtul with certain other cryptograms which were concerned with the
war in Europe, but I cannot deal with them now because there just isn’t time. Soon after the
U.S. declared war on Germany, Coionel Fabvan established a school for training at Riverbank.
and he invited the Services to send him Army and Navy odicers to learn something aoout
‘cryptology in formal courses established for the purpose. Each course lasted about six waaks,
full time.

You may like to know what we novices used for training ourselves for this unusual task

and what we used later on for training the student officers sent to us for cryptologic instruction.
As regards our self-instruction training material, there wasn’t much available in English, but
among the very sparse literature there was that small book by Caprain Parker Hitt, called
Manua!l for the Solution of Military Ciphers, to which I referred eariier. Colonel Fabvan
nanaged to get a copy of that Manuc! for us to study. The Signal Corps School was then
one of the Army Service Schools, and theras a few lecturss were ziven by two or three officers
who, when World War [ broke out in August 1214, took an intersst in the subject of militasv
cryptography. They foresaw that sooner or later there would be a reed for knowledge in that
important branch of military technology. Capt. Hitt’s Menue! was then, and still is, a model
of compactness and practicality. Let me show you the title page of the drst edition (Fig. 82).

It was the succinctness of Parker Hitt’s Menua! that caused us much work and perspiration
in our self-training at Riverbank, but we later came to know and adinire its author, whose
photograph I néw show you as he looked when ha became a Colonel in the Signal Corps (Fig. 33).

There was one other item of training literature which we also studied avidly. It wasa very
small pamphlet entitled An Advanced Prodlem in Crvptography and its Solution, and it too was
. -put out by the Fort Leavenworth Press in 1914. Here is its title page {Fig. 84). You will
note that its author was then 1st Lieut. J. O. Mauborgne; he advanced to become a Major
General and Chief Signal Officer of the Army (Fig. 85). The “advanced problem’ dealt with
in that pamphlet was the Playfair Cipher, about which I shall say only that at the time Mau-
borgne wrote about that particular cipher it was considered to be much more difficult than it
is at present.

Returning now to what Riverbank’s self-trained crvptanalytic group was able to do in a
practical way in the training of others, there exist in N SA arcl “es copies of the many exercises
and problems prepared at Riverbank for this purpose. They are, I think, still of much interest
as curiosities of U.S. cryptologic history.

In Lecture II, I showed you a picture of the last of the several classes sent by the Army to
Riverbank for training. It should be noted, and it gives me considerable pleasure to tell you,

*Honorary title conferred by the Governcr of Illinais for Fabyén's participation as a member of the Peace
ommission that negotiated the Treaty of Portsmeuth, which terminated the Russo-Japanese War in 1905.

= 106

()

()



4

N

.

. MILITARY CIPHERS

MANUAL
FOR THE SOLLTION OF

-

PARKER HITT
Capoain of lafamsey, U. 5. 4.

" o
THE ABWY MAVIST Wik y
P frsnrawand . Lakess

- 1916

Figure 82.

AN ADVANCED PROBLEM |
IN CRYPTOGRAPIY AND
ITS SOLUTION

1w IEUTENAND ) O MAUBURGNE,
e NP ANTEY

PasSy in
THE ARMY SPERVIUE SCIMMILS

FeST LEAVATHUE TN Rui3in

1914

Figure 84.




hat this instruction was conducted at Colonel Fabyan’s own expense as his patriotic contri-
oution to the U. S. war effort. I can’t, in this lecture, say much more about this than that it
involved the expenditure of many thousands of dollars, never repaid by the government—not
even by income-tax deduction or by some decoration or similar sort of recognition. Upon
completion of the last training course, I was commissioned a First Lieutenant in Military In-
telligence, General Staff, and ordered immediately to proceed to American General Head-
quarters in France, where I became a member of a group officially referred to as the Radio
Intelligence Section. But it was the German Code and Cipher Solving Section of the General
Staff, a designation that was abbreviated as G-2, A-6, GHQ-AEF. As the expanded desig-
nation implies, the operations were conducted in two principal sections, one devoted to work-
ing on German Army field ciphers, the other,.to working on German Army field codes. There
were also very small groups working on other material such as meteorologic messages, direction-
finding bearings, and what we now call trafic analysis, that is, the detailed study of “the ex-
ternals’ of enemy messages in order to determine enemy order of battle and other vital intel-
ligence from the study of D F bearings, the direction, ebb and fow of enemy traffic, and
other data sent back from our intercept and radio direction-finding operations at or near the
front line in the combat zone. i

- In connection with the last-mentioned operations you will no doubt be interested to see what
.is probably one of the earliest, if not the very first, chart in cryprologic histery that shows the
intellizence that could be derived from a consideration of the results of trafc analysis, Its
utility in deriving intelligence about enemy intentions from a mere study of the ebb and flow
of enemy traffic, without being able to solve the traffc, was of unquestionable value. Here's
that historic chart (Fig. 86), which I must tell you was drawn up from data based solely upon
the ebb and flow of traffic in what we called the ADFGVX cipher,® a clever crvptosystem which
was devised by German cryptographers and which was restricted in its usage to German High

-ommand communications, principally those between and among the headquarters of divi-
sions and army corps. Its restriction to such high command messages made a study of its
ebb and flow very important. Theorstically, that cipher was extreme!y secure. It combined
both a good substitution and an excellent transposition principle in one system without being
too complicated for cipher clerks. Below is a diagram which will give a clear understanding of
its method of usage. If vou wish further details [ suggest you consult documents available in
the Cryptanalytic Literature Staff of the NSA Offce of Training Services. In this lecture
there is only time to tell you that although individual or isolated messages in the ADFGVX
system then appeared to be absoiutely impregnable against solution, a great many messages
transmitted in it were read by the Allies. You may be astonished by the foregoing statement
and therefore may desire some enlightenment here and now on this point. In brief, there
were in those days three and only three diferent methods of attacking that cipher. Under

.the first method it was necessary to find, as the first step, two or more messages with identical °

plaintext beginnings because they could be used to uncover the transposition, which was
the second step. Once this had been done, the cryptanalyst had then to deal with a substitu-
tion cipher in which two-letter combinations of the letters A. D, F, G, V, and X represented
sirigle plaintext letters. The messages were usually of sufficient length for this purpose. Under
the second method, two or more messages with identical plaintext endings could be used to un-
cover the transposition. This was easier even than in the case of messages with identical
beginnings. You might think that cases of messages with identical berinnings or endings
would be rather rare, but the addiction to stereotypic phraseology was so prevalent in all
German military communications that there were almost invariably found, in each day’s
traffic, messages with similar beginnings or endings. and sometimes both. Under the third
method of solution it was necessary to find several messages with exacrtly the same number of
"“tters. This happened, but not often. This system first came into use on 1 March 1918,

¢ Initially this cipher employed only the letters A, D, F, G, and X, for a matrix of 5 X 5; later, the letter
V was added, for a matrix of 6 X 6, for the 26 letters of the alphabet plus the ten digits.
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thres weeks before the last and greatest offensive by the German Army. Its appearance was
coincident with that of other new codes and ciphers. The number of messages in the AD-
FGVX cipher varied from about 25 a day, when the system first went into use, to as many as
about 150 a day at the end of two months. It took about a manth to figure out 2 method
of solution, and this was first done by a very able cryptanalyst nanied Capt. Georges Painvin
of the French Army’s Cipher Bureau. _
The ADFGVX cipher was used quite extensively on the Western Front with daily changing
keys during May and June of 1918, but then, for reasons somewhat obscure, the number of
messages dropped very considerably. How many different keys were solved by the Allies
during the four months from 1 March to the end of June? Not many—10 in all; that is, the
keys for only 10 different days were solved. Yet. because the traffic on those days was very
heavy, about 50, of ail messases ever sent in Uhat cipher, from its incej-.ion to its discard,

.were read, and a great deal of valuable intelligence was derived from them. On one occasion

solution was so rapid that an impertant German operation disclosed by one message was com-
pletely frustrated. '

Although the ADFGVX =~ « -'me into use first on the Western Iront, it later ligan to
be employed also on the I - = -.unt, with keys that were first changed every two days but
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later every three days. On 2 November 1918 the key for that and the next day was solved
within a period of an hour-and-a-half because two messages with identical endings were found.
A 13-part message in that key gave.the complete plan of the German retreat from Roumania.

During the 8 months of the life of the ADFGVX cipher, solution depended upon the three
rather special cases I mentioned. No general solution for it was thought up by the Allies
despite a great deal of study. However, members of our own Signal Inteiligence Service, in
1933, devised a general solution”and proved its efficacy. Pride in this achievement was rot
diminished when, in the course of writing up and describing the method, I happened to find a
similar éne in a book by French General Givierge (Cours de Cryptographie, published in 1923).
Givierge was by then the head of the French Black Chamber which was called the “Deuxiéme
Bureau,” corresponding to our “G-2."”

Tasta—|1.~THE ALPTABETI FOR THE “WILHELM™ CIPRER
ABCDE?GHIJ!{LHHOPQRS?U-VIXYZ

A|SQRYVIUZTWBDCAEJHKIFGPUONL
BILOPNUQSRTUVZIXYTCABHEDCJIFXTI
C|PONMRTSQWYUXZTCABEDFJGKHIL
D|IFHJGNKLMPOTSRQAQVYIUZIZAODBCAE
E|XUVYZYWACSEDGIHJFHKMONLTRSQP
PI|UXZNTVAEBCFDIHGJIJNXNLS?ORTQ
- G|ACDBHJPICEMNLXOTRSTQYZTUIY
H|BADCFGEIHJNOXMLSRAPTQAWNIVYINZ
I|TRSQYWXZYUEBACGCDKFJIGHXNLPNO
JILMONTQRPSZXUYVYANBACDECJHFKI
E|MOKNLQSRPYZTVUXYDBACEFJGIH
LIZEHFGLOMJKNQPTRSIYZIUZYB3ADC
I_FHF'IGHHJKOLQPSR'\"TZUI‘IYBEDCL
N[COABCHEIJPFPIKMPOLNTRQASXUZYYY
O{ECDBAFJIGCGHLKONUSPQTRZIYXIVATY
PIRQPSZFTYUXYDBCAGIEJHXFONLM
QITYIUZ®ZCABESDIHGFLXNUJQOTPSR
- R|BACHDJFEGILONPXUMSQRUZTYVYAX
SIQYZVYXIASCEPDUJIGKAPLNSROYUT
T|EDIGHFLEMKXKPONRQJSUXTZVNYYCAS
OIRTSAV7YZUXLFACBEDJXIGHOINKPQL
YIMOLNPSRQXTYXZUVADCBHFIXEJG

B Numbers wers expressed by the followinag letters bracketed betwean “Q's™:

12345678930
HPJWDYVRAF
The elpbabet begianicg “SQIYV™ was keown s ths “A" alphabes, that beginning “LIPNY™
as the “B" alphabet, ete.
Messares numbvred 1, 31, 81, eta, were deciphersbla by the 13 alphabets in the order
= JVCEPQHCKPCGP™.
Messages numbered 2, 32, 62, ate., were docipharsble by the 13 siphabets in the order
STBUULENFKEQGS".
The borizontal sequence above tha lable is tia plain-lext sequence. The vertieal alphabet
on the axireme left gives the wihivary symbol by which the diZerunt alphabets were koowa
n the 30 keye. Atltacked is & list of these 30 kays:

Figure 87.

The ADFGVX cipher was not the ocly one used by the German Army in World War I,
but there will be time to mention very briefly only two others. The . t of these was a poly-
alphabetic substitution cipher called the “Wilhelm,” which used a cipher square with disar-
ranged alphabets and with a set of 20 fairly lengthy key words. The cipher square is shown
in Fig. 87. Just why the square contains only 22 rows instead of 26 is probably connected
with the fact that German can get along very well with fewer than 26 letters. Certainly the
rows within the square are not ran:dlom sequ: ces, as vou can see, for the letfers within them
manifest permuted arrangements in scts of five letters. '~ Fig. 88 is shown the keys used—30
of them. The key sequences seem to be composed of : ’om letters but underlying them is
plain text. I leave it to you ‘. try to rcconstruct the r. . .quare, if possible. You should be
able to raconstruct the real keys, for the latter problem should be relatively easy.
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1..eaJ VCEPQHCKPPGP
2....TBUULENFKEQGJ
3...YCBAHEGCIKGES
4....IQCEBPCKKGPJVEGUGE
S HGIXKETIIUNPQIBER
$....SOFCKUPKGCHCGNFMHPQ
7---LOQGPLGNFJGU
£...LBUUGPJIEGSOrCGP
9....PBNFCKLOJIEUNF
10....GJJNFIGNAKIEC
1....ABCADEGFGE®C
12....DMNAGCDOPQG
13....JNFLEGQGCTOKGC
14....LEGUOPAGROMNGCKGJ
18....LEGTECUASJIKGKGJ
- 16....SCCIRGPHUNTF =

- 17....HGPGREAKEPGEC
Meee JAUXGCLOQIIGO
19....HGELGIAOXSGPJEG
20....VOVEGCFOPRUMNPQ
M. VEGCRCTCCIECKTT
2....QqBURICHGCEXCC
=....POPRUMPQIQACFELSEG -
M._._.FOPRJNFMFIONFGE ~
25, _.EPJKCUIGPXKGPIOHNFGC
28....A0IGUXCECEHGC
7....CORECCQANUIIE
25....HGJBCQGREGVSGCRG '
29....RYPAGUAOILGC
20...0GNFKJOGUGFCKGC

Tt will be noticed that the same letter, as P, foc instance, in key no. 1, is repeated four
different times. .\zuin, the £ cad Q and G which oceur in 1 oceur also in 2. Thesa (acts
pointed to the vse in Uiese 30 Leys of intelligills Gemnan words. The acbitrary letters, which
the keys in their present form contained, Zupreventea a ~mple suoslitution, Tlis appeared
from the frequency, for example, of G and the inseparable cowbuaziioas K7 and NA, M aever
appearinz unless followel by ¥ or A It was therelore estremeiy probubla that these leters,
wrbitrarity chosea to represeat tho 22 ditferens alpLabers, ia reality repnented RKeywords ia
Cerman Lost.

M wras asgemed to Be the valie of €, and F, H: and 4, the most frequent letter which was
Bever ebsent [rom any of the serics, 2 This siinple suimtiution way coatinued unul famiiar
Gesinaa sylatlas began to anpear and fnaily the complets keywords themseires

Figure 88.

The other German Army cipher to be mentioned is the double transposition, an example of
which is showwn below. The process consists in applying the same transposition key twice to
the sama matrix, once horizontally and once vertically, as seen in this slide. Solution of the
true double transposition usually depends upon finding two or more messages of identical
length. (You will remember what [ told you about Capt. Holden in this connection.) No
general solution was known to the Allies during World War I, and messages of identical length
were few indeed. But it happened that occasionally a German operator would apply only the

) First transposition Second transposition Final cryptogram
Literal key: BUREAU
Derived numerical key: 254318 25354318

ATTASK CPHNUAP
POASTFO HNIAATH ATFKC NOQTU ADMNA SLPIT
N EDUYNT QT BDET ERPUT 0
ILFOUR OELMEKDO|
A ll] T R‘

first transposition, and when this fortunate situation occurred solution was --asy, becaus: the

key thus recovered from the single transposition could be used to decipher other messages

hich had been c¢nrrecily enciphered by the double transpesition.  Again, the Signal Intelli-

ce Service devized o general solution for the dnuble transposition cipher, and during World

ar II we were able to prove that such ciphsrs could be solved wilhout having to find two

messages of identical length. I think tlie di: wing of a gencral solution for the true double
transposition cipher represents a real landmari of progress in cryptanalysis.

-
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We come now to the code systems used by the belligerents in World War I. And first, let
us differentiate those used for diplomatic communications from those used for military com-
munications. What sorts did the German Foreign Office use? We have noted that the
British Black Chamber, “Room 40 O.B.;” enjoyed-astonishing success with the code used for
the transmission of the Zimmermann Telegram. Excessive pride in German achievements in
science, a wholly unjustified confidence in their communication’ cryptosecurity, and a dis-
dain for the prowess of enemy cryptanalysts laid German diplomatic communications open to
solution by the Allies to the point where there came a time when nothing the German Foreign
Office was telling its representatives abroad by telegraph, cable or radio remained secret from
their cryptologic antagonists.  For those of you who would like to learn some details, I refer
you to the following monograph on the subject by my late colleague, Captain Charles J. Men-
delsohn: Studies in German Diplomatic Codes Employed During the World War, Government
Printing Office, 1937. Copies of it are available in the Office of Training Services. Says Dr.
Mendelsohn: : .

“At the time of America’s entrance into the war German Codes were an unexplored field in
the United States. About a year later we rzceived from the British a copy of a partial recon-
struction of the German Code 13040 (about half of the vocabulary of 19,200 words and 800 of
the possibly 7,600 proper names). This code and its variations of encipherment had beasn in use
between the German Foreizn Office and the German Embassy in Washington up to the time of
the rupture in relatiors, and our files contained a considerable number of messages, some af

them of historical interest, which were now read with the aid of the code book.”

The vocabulary of the German diplomatic codes comprised about 189, pages each hav-
ing 100 words or expressions to the page, arranged in two columns of 50 each, accom-
panied by numbers from 00 to 99. In each column the groups were in blocks of 10. In
the left-hand column, for instance, were the five blocks from 00-09, 10-12, etc, to 40-49.
Then 50-59, 60-69, etc., were 1 blocks of 10 in the right-hand column. The pagas in the
basic code were numbered, and from this code several codes were made by the use of conversion
tables. This enabled the original or basic code to serve as the framework for apparentiy un-
related and externally distinguishable codes for several different communication nets. What
the number of the basic code was is unknown, but we do know that from th code designated
as Code 13040 came codes 5950, 26040, and others, derived merely by means of tables for
converting the page numbers in the basic code into different page numbers in the derived code.
These conversions were systematic, in blocks of fours. Thus, for example, pages 15-18 in

code 13040 became pages 65-68 in code 5930, etc. Then there were tables for converting line

. pumbers from one code into different line numbers in another version of the basic code, and

this was done in blocks of 10. For example, the fifth block (penultimate figure 4) became the
first (penultimate figure 0), and the 1st, 2d, 3d, and 4th blocks were moved down one place.
The other five blocks (on the right-hand side of the page) were rearranged in the same manner.

It is obvious that codes derived in such a manner from a basic code by renumbering pagzer
and shifting about the contents of pages in blocks can by no means be considered as being dif
ferent and entirely unrelated codes, and once a relationship between two such codes was dis-
covered, the two could be handled as equivalents of one another. Also to be mentioned is the
fact that in certain cases numbers were added to or subtracted from the code numbers of a
message, and this gave rise to what seemed to be still different codes. It was not diffcult to .

. determine the additive or subtractive and thus get to the basic code numbers.

In none of the cases-of codes mentioned thus far was there one that could be considered to
be a randomized, “hatted,” or true two-part code. since the same book served for both encoding
and decoding. However, the German Foreign Office later on did compile and use real two-
part, truly randomized codes of 10,000 groups numbered from 0C00 to 9999, One such code

‘had as its indicator t1_1e nurnber 7500. And that there were several others like it I have no

doubt. _

When one reviews Dr. Mendelsohn’s monograph, one becomes overwhelmed by the multipli-
city of the codes and variants threof used by the German Foreign Office. Some were basic
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" ~odes, but many were derivatives or superencipherments thereof. It is even hard to ascertain
ie exact number of different codes and superencipherment methods. Yet a great deal of the
aaffic in these codes was read. Considering the rather small number of persons on the crypt-
" analytic staff of G-2 in Washington and in the British counterpart organization in London,
the British Black Chamber, one can only be astonished by the remarkably great achieverents
of these two collaborating organizations that worked on German diplomatic codes during
World War I. ) ,
So much for German diplomatic secret communications. What about German military
cryptocommunications? I have already mentioned several of the systems used, but these
were developed two or more years after the outbreak of World War I.' When World War I
commenced, the German Army was very poorly prepared o meet the requirements for secure
. communications. It seems that up until the Battle of the Marne in 1914 several Army radio
stations went into the field without any provision having been made, or even foreseen, for the
need for speedy and secure cryptocommunications. Numerous complaints were registered by
German commanders concerning extensive loss of time occasioned by the far too complicated
methods officially authorized for use and the consequent necessity for sending messages in the
clear. Not only did this reveal intellizence of importance to their oppeonents, but, what is
equally important, the practice permitted the British and the French to become thoroughiy
familiar with the German telegraphic procedures. methods of expression, terminology and
style, and the knowledge gained about these items became of great importance in cryptanalysis
when German cryptosystems improved. The German Army learned by hard experience
something about its shortcomings in this area of warfare and not only soon began to improve
but it did so to the point where we must credit the Germans with being the initiators of new
and important developments in field military cryptography. In fact, the developments and
improvements began not long after the Battle of the Marne and continued steadily until the
‘ud of the war. When on 11 November 1918 the ammistice endzd zotive operations, German

dlitary cryptography had attained a remarkably high state of efciency. The astonishing
fact, however, is that, although very proficient in cryptographic inventions. they were ap-
parently quite deficient in the science and practice of crypranalysis. In all the vears since
the end of World War I no books or articles telling of German success with Allied radio tradc
during that war have appeared: one Austrizn cryptanalyst, a man named Figl, attempted to
publish a book on cryptanalysis, but it seems to have been suppressed. One could, of course,
assume that they kept their successes very well hidden, but the German archives taken at the
end of World War II contained nothing significant in regard te cryptanalysis during World
War I, although a great deal of important information in this field during World War II was
found. A detailed account of the crvptologic war between the Allied and German forces in
World War IT would require scores of volumes, but there is one source of information trhich
I' can highly recommend to those of vou who would like to know more details of the Crypto-
logic warfare between the belligerents in World War I. That source is a baok written and

published in Stockholm in 1931 by a Swedish cryptanalyst, Yves Gvldén, under the title

Chifferbyréernas Insatser I Virldskriget Till Lands, a translation of which, with some com-
ments of my own in the form of footnotes, you will ind on file in the Ofce of Training Serv-
ices under the title The Contribution of the Cryptographic Bureaus in the World War, Govern-
ment Printing Office, 1936.

In this lecture, however, we are principally concerned with German military cryptography
during World War I, and since I have already told vou something about the cipher systems
that were used, there remain to be discussed the field codes. It was the German Army which
first proved that the old idea that codebooks were impractical for use in the combat zone for
tactical communications was wrong. They had two types of feld codes: one which they
called the SCHLUESSELHEFT but which we called the “three-number code,” the other

hich they called the SATZBUCH but which we called the “three-letter code”. The former

3s a small, standardized code with a vocabulary of exactly 1,000 frequently used words and
expressions, digits, letters and syllables, ete., for which the code equivalents were 3-digit num-
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bers. A cipher was applied only to the first two digits of the code numbers and this cipher
consisted of 2-digit groups taken from a 10 x 10 matrix for enciphering the numbers from 00
to 99. This table was called the GEHEIMKLAPPE or “Secret Key." and here's a picture of
one (Fig. 89). The last digit of code group remained unenciphered. Thus, code group
479 would become 629. Euch division compiled and issued its own secret key table. which was
in two parts, or sections, of course, one for encipherment, the other for decipherment. The -
three-number code was intended for use in all forms of communication within, or to and from,
a 3-kilometer front-line danger zone. Although this code was eowspleted by the end of Janu-
ary 1918, it was not distributed or put into use until the opening day of the last and greatest
German offensive, 10 March 1918. Our code-solving section, through good furtune and care-
ful attention, ascertained the nafure of the new code, and a few groups in it were solved the

. very same day the code was put into effect, because a German cipher operator who was unable

to translate a message in the new code requested and received a repetition in another code

Verschlisselungs/a/?/. £ntschlvsselungslosel.
0171 2|3 +#135[61714815 plzic 2|6 . Fi6}7 815
#7122 (16 16073103 e+ 199 (/3 (IO
Z 15537 68 ax 97133 147
7o i (0052171 14015519 101
Jyjgeiv|sz 12.:-;'10.3":5'3-:?3?9‘:12
/712529 f_io’f‘iﬁi?{_:{#?d! 27
37|37 |09 |63 |42(53 “os|59106173
77 [#0 |47 /8.107 139 (7829 o421
7572 |87 (%027 |34 37 177 104|268
33 |#3[96 [45 |55 50(90 (69 53,67
57|07 |d3 |78 |98 7 162170172 9%

0123 4a 00| 05|78 |35 |54 | 6% |29 | 52
7 \20\77133 592/ mlaziw;a'.f?-:-;
2 77 | #9lor|oe| 7)o 79 74l 22| 42
3132|7539 72| 75| 3009157 | 60165
16779143 |87 05| 56| 73462110 | 28
Fl25| 5024 |77 |37 | 4% 27| 991 55157
&
4
-
J

03| 971 96| 53|64 761 4449 75 67
97|25, 77 | 041 95 3+!xﬂ37|93'.33
75|72 | 7| 92) 73| 83| 4510066167
757219313699 #5192 17 9%|07

Gl lalwlwld|win]x]w

-

N . Figure 89.
which had been solved to an extent which made it possible to identify homologous code groups
in both messages. The three-number code proved rather easy to solve on a daily basis !.ecause
only the encipher-decipher table was changed. Much useful intelligence was obtained from
the daily solution of this key.

The solution of the SATZBUCH, or three-letter code, however, proved to be a much more
difficult problem. In the first place, it had a much larger vocabulary, with nulls and many
variants for frequently used words, Jetters, syllables and numbers; in the second place, and what
constituted the real stumbling block to solution, was the fact that it was a true two-part ran-
domized or “hatted” code; and in the third place, each sector of the front used a different edition
of the code, so that traffic not only had to be identified as to the sector to which it belonged but
also it was not possible to combine all the messages for the purpose of building up frequencies
of usage of code groups. Here is a typical page of one of these codes (Fig. 91). Working with
the sparse amount of traffic within a quiet sector of the front and trying to solve a few mes-
sages in this code was really a painfully slow, very difficult and generally discouraging experience.
On my reportiny for duty to Colonel Frank Mocrman, who was Chief of the whole unit, I was
asked whether I wished to be assigned to the cipher section or to the code section. Having
had considerable experience with the solution of the former types of cryptosystems but none
with the latter, and being desirous of gaining such experience, I asked to be assigned to the
code-solving unit, in order to broaden by professional knowledge and practice in cryptology.
Little did I realize what a painful and frustrating period of learning and training I had under-
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s+aken, but my choice turned out to be a very wise and useful one. If any of you would like to

id about my experience in this area, let me refer you to my monograph, written in 1918-19,
entitled Field Codes Used by the German Army during the World War, copies of which are on file
in the Office of Training Services. I will quote the last two paragraphs from my “estimate of
the three-letter code” (on p. 65 of that monograph) and will remind you that although they
were written over 40 years ago they are still applicable: 7 .

“In the light of this limited experience (of less than six months with the 3-letter code) it is
impossible to say absolutely what the degree of security-offere¢ by such a highly developed sys-
tem really is. There is no doubt but that it is very great. There is no doubt but that, with
the proper precautions, careful supervision and control the employment of such a code by
trained men offers the highest possible security for secret communication on the field of battle.

. But no code, no matter how carefully constructed, will be safe without trained, inteiligent
personnel. A poorly constructed code may be in reality more safe when used by an expert than

a very well constructed cne when used by a careless operator, or one ignorant of the dangers of
improperly encoded messages. This point cannot be overemphasized. It is hardly necessary
to point out, therefore, that the proper training of the personnel which is to be put in charge of
the work of coding messages is an essential requisite to the maintenance of secrecy of operations,
and thus of success on the Seld of battle,”

So much for the German Armv Seld codes, about svhich a great deal more couid be said, but
we must hurry on to the cryptosystems of some of the other armies in World War L.

" What sorts of crvptosystems did the French Army use? First, as for ciphers, they put
much trust in transposizion methods, and here is an example of one type {Fig. 91). Pernaps
you remember one of those special route ciphers I showed vou in the preceding lecture, the
one with the diagonal that produced complexities that made the use of that route too difcult
for the cipher operators of the USMTC. 'This French transposition cipher was much more
complicated by those diagonals, and I wonder how much use was made of it by the French.

As for codes, like the Germans. they used a smali, front-lize booklet called a “Carnet Réduit,”
or an “Abbreviated Codabook.” Various sectors of the front had different editions, and Ishow
you now a picture of one of them (Fig. 92). Tken, in addition, there was a much more
extensive code which was not oniy a two-part. randomized beok of 10,000 four-digic cede
groups but a superencipherment was applied te the code messages when transmitted by radio
or by “TPS,” that is “‘telegraphie par sol,” or earth telegraphy. Here is one of the tables
used for enciphering (and deciphering' the code groups (Fiz. 92}, and here is the example of
superencipherment given in the French code in my collection (Fig. 93). _

You will notice that the encichering process breaks up the 4-digit groups in a rather clever
manner by enciphering the first digit of the first code group separately; the second and third
digits of the first group are enciphered as a pair; then the last dizit of the first group and the
first digit of the second code group are enciphered as a pair, and so on. This procedure suc-
ceeds in breaking up the digital code groups in such a manner as to reduce very greatly the
frequency of repetition of 4-digit groups representing words, numbers, parases, etc., of very
common occurrence in military messages. My appraisal of this French Army field crypto-
system is that, theoretically at least, it certainly was the most secure of all the field systems
used by the belligerents. - ' ‘
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As for the Italians, the general level of cryptologic work in Italy during the period was quite
low, a fact which is all the more remarkable when we consider that the birthplace of modern
cryptology was in Italy several centuries pefore. There appears to have been in Italy a greater
lmowledge of cryptologic techniques in the 15th and 16th Centuries than in the 19th, paradoxi-
cal as this may seem to us today. Perhaps this can be considered as one of the consequences
of the need for secrecy which requires filing away in dusty archives records of cryptanalytic
successes; but it is to be considered also that this prevents those who might have a fair for
cryptologic work from profiting from the progress of predecessors who have been successful
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in such work. We should not be too astonished to learn, therefore, that when Italy entered
World War I the Italian Army put its trust in a very simple variation of the ancient V igenére

cipher, a system called the “cifrario militare tascabile” or the “pocket military cipher” (Fig.
96). -

As regards Russian cryptographic work, it is known that there was, during the era of the
last of the Czarist rulers, an apparently swell orzanized and effective bureau for constructing
and compiling diplomatic codes and ciphers, which had been organized by a Russian named
Savinsky, formerly Russian Minister to Stockheim. He saw to it that all codes and cipher in
use were improved; he introduced strict regulations for their use: and he kept close watch over
the cryptographic service. He also was head of a crypranalytic activity, and it is known that
Turkish, British, Austrian and Swedish diplomatic messages were solved. After the Bolshevik
revolution of 1916, some of the Russian cryptanalysts managed to escape from their homeland,
and I had the pleasure of meeting and talking with one of the best of them during his service
with one of our Allies in World War [I. Heis no longer alive, but I vividly recall that he wore

with great pride on the index finger of his right hand a ring in which was mounted a large ruby.

When I showed interest in this unusual gem, he told me the ring had been presented him as a

ien of recognition and thanks for his cryptanalytic successes while in the service of Czar G
.icholas, the last of the line.
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—  But the story is altogether different as regards cryptology in the Russian Army.- The Mili-
tary Cryptographic Service was poorly organized and, besides, it had adopted a cryptographic
system which proved to be too complicated for the poorly trained Russian cipher and radio
operators to use when it was placed into effect toward the end of 1914. Here is a picture of
that cipher (Fig. 97), which was composed of two tables, one arranged for convenience in en-
ciphering and the other arranged for convenience in deciphering. In the enciphering table the
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IA-3:1 | DA -35
IB-38 | UG- 9
IL -=6 | UE -8
1If —02 | OH -63
IN-g4 | UR -03
IR -48 | US =41
IS =33
—_ ¥G-o07
ED - 47 YH -Gt
EH--3 | VS -3a
EN-a05
1S -2
U - 64

Figure 93,
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ors of the Russian alphabet (33 in all) appear in the topmost row of characters, the 2-digit
groups, in random order within each of the 8 rows below the top row, are their cipher equiva-
lents. These rows therefore constitute a set of 8 cipher alphabets, these alphabets being pre-
ceded by key numbers from 1 to 8 in random order. Both the cipher equivalents and the in-
dicators were subjzct to change. Indicators were used to tell how many letters were enciphered
consecutively in each alphabet, the indicator consisting of one of the digits from 1 to 9 repeated
five times. The alphabets were then used in key-number sequence, enciphering the first set of
letters (5, 7, etc., according to the indicator) by alphabet 1, the next set by alphabet 2, and
so on. After the 8th set of letters, which was enciphered by cipher alphabet S, one returned
to cipher alphabet 1, repeating the sequence in this manner until the entire message had been
enciphered. In enciphering a long message the cipher operator could change the number of
letters enciphered consecutively by inserting another indicator digit repeated five times and
then continuing with the next alphabet in the sequence of alphabets. The cipher text was
then sent in 5-digit groups. The use of the deciphering table hardly requires explanation but
this question may be in order: Why the aversion to the use of zero and to the use of double
digits such as 11, 22, 33, etc.? This probably was thought to be heipful to the telegraph: cpera-
tors as well as to the cipher clerks in straightening out errors in transmissicn and recepiicn.
‘I have told you that this cipher system proved too dificuit for the Russians to use, and !
think you can see why. It wasso difficult that messages had to be repeated over and over,
with great loss of time. It is well known to all historians by this time that the Russians lost
- the Battle of Tannenberg in the autumn of 1914 largely because of faulty commurications.
Poor cryptography and failure to use even the most simple ciphers progperly on the field of
. battle, and not brilliant strategy on the part of the enemy, was the cause of Russia’s cefeat in
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that and in subsequent battles. The contents of Russian communications became known to
the German and Austrian High Commands within a few hours after transmission by radio.
The disposition and movements of Russian troops and Russian strategic plans were no secrets
to the enemy. The detailed and absolutely reliable information obtained by intercepting and
reading the Russian communications made it very easy for the German and Austrian com-
manders not only to take proper counter measures to prevent the execution of Russian plans
but also to launch attacks on the wezkest parts of the Russian front. Although the IRlussian
ciphers were really not complicated, their cipher clerks and radio operators found themselves
unable to exchange messages with accuracy and speed. As a matter of fact, they were so inept
that not only were their cipher messages easily solved but also they made so many errors that
the intended recipients themselves had considerable difficulty in deciphering the messages,
even with the correct keys. In some cases this led to the use of plain language, so that the
German and Austrian forces did not even have to do anything but intercept the messages and

. translate the Russian. To send out dispositions, impending movements, immediate and long-

range plans in plain language was, of course, one cardinal error. Another was to encipher only
words and phrases deemed the important ones, leaving the rest in clear. Another cardinal
error, made wiien a cipher was superseded,. was to send a message to a unit that had not yet
received the new key and, on learning this, to repeat the identical message in the old key.
I suppose the Russians in World War I committed every major error in the catalog of crypto-
criminology. No -wonder they lost the Battle of Tannenberg, which one military critic said

" was not a battle but a massacre, because the Russians lost 100,000 men in the 3-day engage-

ment, on the last day of which the Russian commander-in-chief committed suicide. Three
weeks later another high Russian commander followed suit, and the Russian Army began to
fall apart, completely disorganized, without leadership or plans. IRussia itself began to go
down in ruins when its Army, Navy and Government failed so completely, and this made
way for the October revoluticn, ushering in a regime that was too weak to put things together
again. The remnants were picked up by a small band of fanatics with military arnd adminis-
trative ability. By treachery, violence and cunning, they welded together what has now be-
come a mighty adversary of the Western \World, the USSR.

I have left to be treated last in this lecture the cryptosystems used by the American Expedi-
tionary Forces in Europe during our participation in World War L.

When the first contingents of the AEF arrived in France in the summer of 1917, there were
available for secret communications within the AEF but three authorized means. The first
was the extensive code for administrative telegraphic correspondence, the 1915 edition of the
War Department Telegraph Code about which I've already told you something. Although it
was fairly well adapted for that type of communication, it was not at all suitable for rapid and
efficient strategic or tactical communications in the field, nor was it safe to use without a
clumsy superencipherment. The second cryptosystem available was that known as tho re-
peating-key cipher, which used the Signal Corps Cipher Disk, the basic principles of which were
described as far back as about the year 1500. The third system available was the Playfair
Cipher, which had been frankly copied {from the British, who had used it as a field cipher for
many years before World War I and continued to use it. In addition to these authorized
means there were from time to time current in the AET apparently seviral—how many, no
one knows—unauthorized, locally improvised “codes” of varying degrees of security, mostly
nil. I show one of these in this slide (Fig. 98) and will let you assess its security yourself.

Seen in retrospect, when the AEF was first organized it was certainly unprepared for han-
dling secret communications in the field; but it is certain that il was no more unprepared in

~ this respect than was any of the other belligerents npon their respective entries into World

War I, ::s I’ve indicated previously in this lecture. ‘t'his is rather strange becau: - never bha-
fore in the history of warfare had cryptology played so important a role as a cor: ;im0
advances in clectrical communications technology. When measured by today’s .- ... . - it
must be said that not only was the AEF on its arrival in Europe wholly unprepare-i us t:: <. -»t

N

123



ViR ey :

Hesdquarters
B2nd Infuntry Brigade
26th Diviaiocn
A.E.P.

France, 17 April 1918.

The follcwing code for cormunications between Cempanles, gattalions,
Regiments and Headquarters 52ad Infantry 3rigade will be effective 18 ApTil
1518, 12 ofclock,
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communication means and methods and as to cryptanalysis, but for a limited time it svemed
almos* hopeless tunt the ARF could catch up with the technical a<lvances bothi sides had made,
because their =4 and French allies were at first most relu-tant to disclose any of their
hard-earned in* mulion about these vital matters. '

Novertheless, and .-<pite so inauspicious a ¢.rumencement, by the time of the Armistice
in Navember 1918, not only had the AEF caught up with their allies but they had surpassed
thima in the preparation of sc=nd codes, as may be y:.thered from the tact that their allies had
by then decided to adopt the AET system of field codes and methods for their preparation,
priuting, distribution, and usage.

Jnst as the invention of Morse wire telegraphy had z remarkable effect upon military com-
m:inications during the American Civil War, as related in the preceding lecture, so the invention
of rudio also played a very iuportant role in fzld communications during World War L
Now, althouzh it can hardly b= said that al! commanders from the very earliest days of the
use of radio in military communications acutely recognized one of the imost important dis-
advantages of radio—namely, the fact that radio signals may be more-or-less easily intercepted
by the enemy—it wns not long befure the comsequences of a complete disregard of this
obvious fact impressed themselves upon most commanders, with the result thai the transmis-
siou cf plain language became the exception rather than the rule. This gave the most momen-
tous stiwulus to the development and increased use of cryptelogy that this service had ever
experienced. ' Ty

Let us review some of the accomplishments of the Code Compilation Service under the Signal
Corps, AEF. It wasorganized in January 1918, and consisted of one captain, three lieutenants
and - e enlizted man. Until this service was organized, that is, from the swumer of 1917
ur’ e end of “hat year, the A" had nothing for cryptocommunications except ti:ose three
in: : «cuate rzaas which I've mentioned. When it had been determined that field codes were
neer s, litile ti=e was lost in getting on with the job that had to be done. Since I had no
part ‘- this effort, I can say, without danger of being charged with impropriety, that the Code
Comyilation Servics executed tlie most remarkable job in the history of military crypto-
graphy up to the time of World War II.

‘The first work entrusted to it was the compilation of a so-called “Trench Code,” of which
1000 copies ware printed, together with what svere then called “distortion tables.” Tlhise
were simple monoalphabets for encirhering the 2-letter groups of the coede. I will show youa
picture of » pags of this code (Fig. 99) and of one of the “distortion tables” (Fig. 100). The
danger of capture of these codes was recognized as being such that the bools were not issued
below battalions. Hence, to meet the needs of the front line, a much smaller book was prepared
and printed, called the “Front Line Code.” Distortion tables, 30 of them in all, were issued
to accompaxy this code, of which an ed’iion of 3,000 copies was printed. But the code was
not distributed, because a study of its security showed defects. The truth is that AEF cryptog-
raphers with personnelin experienced in cryptanalysis were groping in the dark, with little
or no help from allies. TFinally, the light broke through: the Code Compilation Service began
to see the advantages of that German 3-letter randomized 2-part code I've told you about, the
ona called the Satzbuch. Here, then, was the origin of the Trench Codes which were finally
adrpted and used by the AEF, when it was decided that copying and benefitting from the
exverience of German code compilers was no dishonor. But the AEF then went them one bet-
ter. as you shall now learn. The first code of the new series of the AET field codes was known
as the “Potomac Code”; it was the first of the so-called “American River Series,” and it ap-
peared on 24 June 1918, in an edition of 2,000 copies (Fig. 101). It contained approximately
1,700 words and phrases and, as the official report so succinctly «tates, “was made up with a
coding and decoding section in order to reduce the work of the operators at the front.” The
designation “two-part,” “randomized,” or, least of all, the British nomenclature, a “hatted”
code, “vas still unknown—but the principle was there nonetheless.. Let us see what the official
report zoes on to say on this point; let us listen to some sound common sense:
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| At 13C
51 OR........Advance
32 OC.. s Advanee guard
X 0OD........Adviincing
& OF s Advanlage
33 O4........Acroplane (s)
56 Ui Acroplane observation
Z i o1 U JAeraplane wireless
538 iM........After
5% 4:N........Afternoon
80 AP ~dgain
- 81 €ift........Against
b2 “5.... ...Age
B2 VT cicniven Aim
Bd OV uieies Air
65 OW... ... -A
66 OZ .. Alert -
: 67 UB..os o A1)
68 UC ...... All clear
69 UD. ...... All communicatinn has been cut (with)
70 UF....... .All is well
71 UG.. .. ..All of your messages have been received
it Ui \ll ready
= 73 UX..... .. All returned
% 74 UL........ All right
s UM........ Alone
76 UN........Along
1T Bl orunss Already . :
T8 URoiuusedd Also —ed—1721 —HEC
i 31 S— Alter —ing—1089 —LYV/
§7 UT........ Altogether —ly—2083—MUZ
81 W¥.eoz o Always —ment—2121 —NEG
2 Wi Am
8% i Am having
84 X 3.onoaAM 1
5 YC.........Am not
86 YD......... Anmbulance (s)
= §7 YF.........Ambush
* 88 YG........ Ammunition
89 YH........Ammunition depot (s)
65 YX........ Ammunition- exhausted
o1 Y. ........AAmmunition for 75 m.m. Ficld Gun, reduced
82 Y31 ....... Among lecharge, explosive projectils
93 Yli........ Amplifier
4 YP.........An
85 YR........-Ance
85 ¥5.....oe.. AN
47 YT..cusvenARgle
98 YY........Annihilale
93 YW........Announce
0D YLouncsnis Annoy
: (7
Figure 99.
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THIS TABLE MUST NOT FALL INTO THE EHANDS OF
THE ENEMY.

1. If destroyed to prevent capture, report will be made to
the office to which its return is ordered.

2. Thislahlc will hie ised froml 3 Aot . ccnnnsssssssssssssnssaasesesa
T TR | | o R ,' after which it will be re-
turned in sealed envelope 10 cncisacaimisisrssessssressesssrseasseses
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Figure 100.
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ABE...Falling back
ABF. . .Heavy
ABG. . .Message received
ABK...Supply
ABM. . .Have you received
ABQ. . .Bombardment
ABP. . .Barrage
ABS...Battalion

ABV. . .Autoaatic
ABW. . .Must be
ABX...Truck

ABY. . .Raceived
AFC. . .Cannot

AFD...One
AFJ...Turn
AFM. . .Machine gun e=placement
AFQ. . .Eneay
AFR...T
AFV...18
ArX...Szoke
AFY...Stop
AGE. . .Dininish
AGF...-en :
#GH. . .Picket
«CK...Stay

AGL. ..Field buzzer
ACN...In cez=unication with
AGO...Question

aGU. ..Lisutenant
AGY...Ezplacecant
AMC. . .Further
AKG. . .Founded

AMK...We ara losing heavily
AMO, . .At close quarters
AMP...Confira

AMS...Qur first line
AMV. ..-ate

AMX. . .Might
AMY. . .Evident

AND. ..Battalion
ANF. . .During the night
ANG...Fifth

ANK. ..All stations
ANP. . .Qbserver
ANO...31
ANS. . .Consider
ANW,...36

ANX. ..Your
ANY...Within

APB. . .Bozbproof

APE,..Relief cczpleted
APF...Retire
APJ...Prezature
APN...Icpossible
APQ...Withdraw

- APU...Machine gua az=unition

APW. . .E
APX...Remove
APY.. .Moving
ASB...92
ASF...Shell
ASG...T

ASX...Has not kteen
ASM...Gas is being biown tack
AS0...Control
ASP. . .Pepoved
ASV. . .Keep
ASX...Surprise
ASY...(Null)
AUB. . .Runner

AUF. ..Must have
AUG. ..Condition
AUK...Salety
AUM. . .Minute
AUP. . .Rescue

AUS. ..Point
AUA...V. B. rocket
AUX...On the right
AfB...Sczmatliz
ARC...Require

AWE, . .Barricade
AfG...0Q0 clock
AfK...Light signal
AFQ...Dc:lle
AWP,,.S5Lill
AWS...Lengthen
ARX...Will signal by
AWY...%ill not
AXB...Forcing
AXF...Magr-ine
AXG...Trei hes
AXM. . .45
AXP...Send
AXS. . .Mczent
AXY...Your
AXW...Last night
AXY...Coing
BAD...Auvance
BAF...Afterncen
RAG. . .Division headauisters

Figure 101.




‘“The main point of diference from other Army codes lay in the principle of reprinting these
books at frequent intervals and depending largely upon the rapidity of the reissuance for the
secrecy of the codes. This method did away with the double work at the front of ciphering
and deciphering, and put the burden of work upon general headquarters, where it properly be-
longed. Under this system one issue of codes could be distributed down to regiments; another
issue held at Army Headquarters; and a third issue held at General Headquarters. As a matter
of record this first book, the Potomac, was captured by the enemy on July 20, just one month
after issuance, but within two days, it had been replaced throughout the entire Army in the field.” .

The replacement code was the Suwanee, the next in the River Series, followed by the Wabash,
the Allegheny and the Hudson, all for the American First Army. In October 1918 a departure
in plan was made, and different codes were issued simultaneously to the First and Second
Armies. This was done in order not to jeopardize unnecessarily the life of the codes by put-
ting in the field at one time 5,000 or 6,000 copies of any one issue. Thus the Champlain, the
first of what came to be called the ‘“Lake Series,” for the Second Army, was issued with the
Colorado of the “River Series” for the First Army; these were followed by the Huron and the
Osage, the Seneca and the Niagara, in editions of 2,500 each.

In addition to tha foregoing series of codes were certain others that should be mentioned, as
for example, a short code of 2-letter code groups to be used by front line troops as an emergency -
code; a short code list for reporting casualiies; a telephone code for disguising the names of
commanding officers and their units, and so on. But there was in addition to all the fore-
going, one large code that must be mentioned, a code to meet the requirements for secure

‘transmission of messages among the higher commands in the field and between these and GHQ.

This was a task of considerable magnitude and required several months’ study of messages,
confidential papers concerning organizations, replacements, operations, and of military docu-
ments of all sorts. The code was to be known as the AEF Staff Code. In May 1918, the
manuscript of this ccde was sent to press, and the printing job was done in one month by the
printing facilities of the AEF Adjutant General. Considering that the code contained approx-
imately 30,000 words and phrases, accompanied by code groups consisting of 5-figure groups
and 4-letter groups, the task completed represents a remarkable achievement by a field printing
organization, and I believe that this was the largest and most comprehensive codebook ever
compiled and printed by an army in the field. More than 50,000 telegraphic combinations
were sent in tests in order to cast out combinations liable to error in transmission. One thou-
sand copies of this code were printed and bound., With this code, as a superencipherment
system, there were issued from time to time “distortion tables.” There remains only ro be
said that the war was over before this code could be given a good work out, but I have no
doubt that during the few months it was in efect it served a very useful purpose. Moreover,

the excellent vocabulary was later used as a skeleton for a new War Department Telegragh
Code to replace the edition of 1915.

One more code remains to be mentioned: a *‘Radio Service Code,” the first of its kind in
the American Army. This was prepared in October, to be used instead of a French code of
similar nature. Finally, anticipating the possible requirement for codes for use by the Army
of Occupation, a series of three small codes, identical in format with the war time trench codes
of the River and Lake series, was prepared, and printed. They were named simply Field Codes
No. 1, 2 and 3 but were never issued because there turned out to be no need for them in the
quietude in Germany after the Army of Occupation marched into former enemy, but now very
friendly, territory. ;

I will bring this lecture to a close now by referring those of you, who might wish to learn
more about the successes and exploits of the cryptographic organization of the AEF in World
War I, to my monograph entitled American Army Field Codes in the Americcn Expeditionary
Forces during the First World Wer, Government Printing Office, 1942. Copies are on tle in
the Office of Training Services. In that monograph you will find many details of interest
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which I have had to omit in this talk, together with many photographs of the codes and ciphers
L produced and used not only by the AEF but also by our allies and enemies during that con-
flict. ]

In Lecture IV two USMTC cipher messages were given and I said that their solutions would
be presented at the conclusion of the next lecture. Here they are, both being from Major
General Buell to General-in-Chief Halleck, relating to the relief and reinstatement.of Buell.

: Louisville, Ky., September 29, 1862
Maj. Gen. Halleck, General-in-Chief:

I have received your orders of the 24th inst., requiring me to turn over my command o Maj.
Gen. G. H. Thomas. I have accordingly turned over the command to him, and in further
obedience to your instructions, I shall repair to Indianapolis and await further orders.

. D. C. Buell,
3 Major-Generzal

Louisville, Ky., September 30, 1562

General Halleck:
I received last evening your dispatch suspending my removal from command. Qut of a sensa
of public duty, I shall continue to discharge the duties of =y command to the best of my ability

until otherwise orderad.
: D. C. Buell,
Major-General

™)
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Lecture VI

This, the sixth and final lecture in this series on the history of cryptology, will be devoted
to a presentation of the events of importance in that history from the end of World War I to
the end of World War II. It would be entirely too ambitious a project even to attempt to
compress within a lecture of only fifty minutes all that should or could be told in that segment
of our history. Briefly, however, it can be said that the most significant events during that

‘quarter of a century were directly concerned firstly, with the advances made in the produc-

tion of more complex mechanical, electrical, and electronic cryptographic apparatus and,
secondly, with the concomitant advances in the production of more sophisticated cryptanalytic
apparatus in order to speed up or to make possible the solution of enemy cominunications
produced by these increasingly complex cryptographic machines. These two phases are inter-
related because, to use a simple analogy, cryptography and cryptanalysis represent the ob-
verse and reverse faces of a single coin. ' '

As to advances in the development and use of more ffective cryptographic apparatus I
will only note at this point a comment which General Omar Bradley of Worid War II fame
makes in his very interesting book, A Soldier’s Story:!

Signal Corps offcers like to remind us that “although Congress can make a general, it takes
communicaticns to make him a commander.” ;

It is presumptuous to amend General Bradley’s remark but this is how I wish he had worded
it: : '

Signal Corps officers like to remind us that “although Congress can make a general, 't takes
rapid and secure communications to make him a good commander.”

This will in fact be the keynote of this lecture. In other words, communicction securily, or

" COMSEC, will be its main theme and the one I wish to emphasize.

But before we take up the cryptographic history of the years l-ctween 1918 and 1946, per-
haps a bit more attention must be devoted to events and develupments of cryptanalytic sig-
nificance or importance during this period. By far the most spectacular and interesting of
these are the ones which were so fully and disastrously disclosed by the various investigations
conducted by the Army and Navy very secretly while World War II was still in progress, and
both secretly and openly after the close of hostilities. The investigations were intended to as-
certain why our Army and Navy forces in Hawaii were caught by surprise by the sneak attack
on Pearl Harbor by the Japanese on the morning of 7 December 1941. They were also in-
tonded to ascertain and pin the blame on whoever was responsible. i don't think I should
even attempt to give you my personzl opinion on these complex questions, which were studied
by seven different boards within the Services and finally by the Joint Congressional Committee
on the Investisation of the Pearl Harbor -Attack. 1 mentioned the latter investigntion in my first
lecture and now will add to what I said then. The committce began its work early in September
1945 with secret hearings, but on 70 days between 15 November 1945 and 31 May 1946, opcn
hearings were conducted, in the course of which some 17,0600 pages of testimony were taken and
a total of 183 exhibils received, incident to an examinalion of 43 witnesses. In July i946 the
committee put out a final report of 530 pages coniaining its findings, conclusions ai-: recom-
mendations. The ruport was accompanied by a set of 39 volumes of testimony and exhibiis.
The report was really not a single report: there was one by the Majority (signed by six Dein-

! New York: Heury Holt and Co., 1951, p 474.
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.cratic and two Republican members), and one by the Minority (signed by two Republican
members). The Minority Report was not nearly as long as that of the Majority, but it brought
into focus certain troublesome points which still form the subject of acrimonious discussions
and writings by those who believe the attack was “engineered” by President Roosevelt and
that certain authorities in Washington were as culpable as were the principal commanders in
the Army and in the Navy in Huwail
For this lecture, however, it is an interesting fact that both the Majority and Minority Re-
ports contain glowing tributes to the role played by COMINT before and during our participa-
Hicn in World War IIL. - In my first lecture, I presented a brief extract in this regard, taken
from the Majority Report;® but here is what the Minority Report says on the subject:?
“Through the Army and Navy intelligence services extensive inforimation was secured respecting
Japanese war plans and designs, by intercepted and decoded Japanese secrct messages, which
indicated the growing danger of war and increasingly after November 28 tke imminence of a
Japanese attack.

With extraordinary skill, zeal, and watchfulness the intelligence services of the Army Sigmal
Corps and Navy Office of Navai Communications Lroke Japanese codes and interconted mes-
sages between the Japanese Gouvernment and its spies and ageuts and ambassadors in all parts
of the world and supolied the hizh authoritiesin Waslhington reliable secret inforrmation respecting
Japancse designs, decisions, and operations at home, in the United States, and in other countr.as.
Altliough there were delays in the translations of many inte=cepty, the intelligonce services had
furnished to those high authorities a large number of Japau-:2 T 2ssages which clearly indicated
the growing resolve of the Japanese Governmwnt on war before Decemi-r 7, 1941.”

Although references to COMINT abound in the Report of the Majority as well as in the
Report »f the Minority, there are also many references having to do with COMSEC in both
Reports, as well as in the 19 accompn uying volumes of testimony ard exhibits. Sone technical

sisconcep!ions with regard to those subjects are there, too, and it is quite comprelizusidle that
there shouk! be some on the part of laymen, but to encounter a serious one in a bcok by an
experienced high-level commander in orld War IT is a bit disconcerting. Listen to this para-
graph from a recent boolk by General Wedemeyer, who was one such commander:*
“*The argument has been made that we could not afford to let the Jayanese know we had broken
their code. PBut this argument against a Dresidential waming does not hold water. It was not
a mere matter of having broken a specific code; what we had done was to devise a machine which
could brezk any [author’s emphasis] code provided it was fed the right corobinations by our
extremely able aud gifted cryptographers. ‘The Jupunese kept chanying their codes throughout
the war anyway. And we kept breaking them almost as a matcwer of routine.”

I don’t know where General Wedemeyer obtained his information about that wonderful
machine he mentions. I imagine that there are many other persons wt.n think there is sucha
machine because of all they hear and see about those marvelous “clectronic brains” which are
capable of performing such amazing faats in solving all kinds of problems. I daresay [ won’t
be wrong in asruming that many of vou do indeed wish there were such a machine as that
mentioned by General Wedemeyer. Nobedy doubts that electronic digital computers can do
lots of things in cryptolusic research, and many persons speculate on the role they may play

. in their possible applications in connection with such research in future wars.

But let’s leave such speculations, interesting as they may be, and continue with our hiz*. ry
of past applications. Let’s first dispose of some comments in the COMINT area of that hiz vy,
not - !y on the events preceding the Pearl Harbor attack, but also on the military, naval and
air . - -cations which ensued in the Pacific as well as in the European Theatre.

- .. will recail that in my first lecture I called to your attention an article which appeared
in -:.e 17 December 1945 issue of Time magazine ani which was based upon a lettor that the

1 The 79th Cangress, 2nd Session, Senate Documeri No. 244, Washington: The Governi.cnt Printing
Office, 1946, p. 232,

3 Ibid, page 514.
* Wedemeyer, General Albert C.; Wedenieyer Reports, Henry Holt and Company, New York: 1953, p. 430.
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late General Marshall wrote to Governor Dewey, Republican candidate for President in the
1944 campaign. Here’s how the two principals looked at that time (Fig. 102). In the letter,
which was written on 27 September 1944 and hand-carried by Colonel Carter W. Clarke, a
high-level officer in Army G-2, to Governor Dewey, General Marshall begged the Governor to
say nothing during the campaign about a certain piece of very vital information which had
become known to the Governor, it having been “leaked” to him by persons unknown and un-
authorized to disclose it. The information dealt with the fact that U.S. Government author-
ities had been reading Japanese codes and ciphers before the attack on Pearl Harbor. The
points which General Marshall wanted to convey were that noi only was the “leaked” infor-
mation true, but much more important were the facts that (1) the war was still in progress;
(2) the Japanese were still using certain of the pre-Pearl Harbor cryptosystems; and (3) the u.s.
Government was still reading highly secret Japanese nessages in those systems, as well as
highly secret messages of other enemy governments. Therefore, it was absolutely vital that

Governor Dewey not use the top secret inforrnation as political ammunition in his campaign.

Figure 102.

After merely glancing over the first two paragraphs of the letter, Governor Dewey handed
it back to Colonel Clarke with the comment that he did not wish to read any further, where-
upon there was nothing for Colonel Clarke to do but return immediately to Washington.
General Marshall then made certain changes in the opening paragru phs of the letter and again
Colonel Clarke hand-carried it to the Governor, who then read the whole of it. In my first
lecture I said that I :~ight later give further extracts from Time's account of thisepisode, but
there isn’t time. In  -ud, however, I’ve put the whole account in Appendix I to the present
lecture. The Marsk ..I-Dewey correspendence is so important in cryptologic history that I
have deemed it uscful to put the whole of it in Appendix I}

The information disclosed during the various official investigations of the attack on Pearl
Harbor, so far as concerns the important COMINT achieverr- ts of the Army and the Navy
before and after that a:. ck, was classified information of th: - :ry highest security level, and
the disclesures were therefore highly detrimental to our nat: al security. Much !5 been
written about them since the end of hostilities and aithough all of that formerly top secrct

§ Yep p. 118.
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formation is now in the public domain, fortunately very few details of technical significance
- value can be found therein. Hints and even bl.:ut statements about the great role played
by COMINT in U.S. military, naval and air operations ar: found in books and articles pub-
lished by U.S. Government officials and American officers, as weil as by officers of the beaten
Japanese, German, and Italian armed forces. In the interests of brevity, I will cite only a
few examples.*

As regards disclosures by U.S. Government officials and officers, I can begin with those of
the late Mr. Cordell Hull, who was Secretary of State at the time of the Peari Harbor attack.
In his memoirs are many references (over a dozen) to the contents of intercepted and solved
Japanese Foreign Office messages.” The late Mr. Henry L. Stimson, Secretary of War at that
time, makes clear references in his autobiography to COMINT successes and our failure to use
them prior-to the attack.® Dr. Herbert [eis, who was Mr. Hull's adviser on international
economic affairs from 1937 to 1943, and from 1944 to 1946 was Myr. Stimson’s Special Con-
sultant, has a good deal to say about the role played by “Magic” in a book writtenas a member
of the Institute for Advanced Study, at Princeton.” Admiral Kimmel, one of the two com-
manders in Hawaii at the time of the attack, in defending himself in his book, cites mnry
“Magic” messages.'> And Major General Sherman Miles, hoad of G-2 at the time of the
attack, kas much to say about “Magic” in an article published in 1948."* As regards dis-
.‘osures by former enemy officers, the following are of particular interest because they concern
the But“~ of Midway, which is considered the one that turned the tide of war in the Pacific
from a possible Japanese victory to one of ignominious defeat:

“If Admiral Yamamoto and his staff were vaguely disturbed by the persistent bad weather and
by lack of informaticn concerning the doings of the enemy, they would have been truly dismayed
had they known the actual enemy situation. Post-war American accounts make it clear that
the United States Pacific Fleet knew of the Japanese plan to invade Midway even before our
forces had : ~rHed from home waters. As a result of some ainazing achievements by American
intelligence, the enemy had succeeded in breaking the principal code then in use by the Japantse
Navy. In this way the snemy was able 3 learn of our intentinns almest as quickly as we had
deterizined them ourselves.”

- - . . . .

“The distinguished American Naval historian, Professor Samuel E. Morison, characterized the
victory of United States forces at Midway as “3 victory of intelligence.” In this judgment the
author fully concurs, for it is beyond the slightest possibility + f doubt that the advance discov-
ery of the Japanese plan to actack was the foremost single a: . immediate cause of Jupan's de-
feat. Viewed from the Japanese side, this sucress of the er.my’s inteiliyence translates itself
inta a failure on our part—a failure to take alequate precantions for guarding the recrecy of
our plans. Had the secret of our intent to invade Midway been concealed with the same thor-
oughness as the plan to attac ..rl Harbor, the cutcome of *his battle might weil have been
different. But it was a victor: «i American intelligence ina n..ch broader sense than just this.

.Equally as important as the pusitive achievements of the enci.iy’s intelligence on this occasion
was the negatively bad and ineilective functioning of Japanese intelligence.””!?

$ A good bibliographical survey of items concerning the attack up to the year 1955 will be found in the follow-
ing: Morton, Louis. *“Pearl Harbor in Perspective,” U.S. Nuval Institute Proceedings, Vol. 81, No. 4, Whole
No. 626, April 1955, pp. 461-8.

T The Memoirs of Cordell Hull, New York: The MacMillan Co:, 1948, Vol. II, pp. 998, 1013, 1035, 1055,
10586-7, 1060, 106::, 1068, 1074, 1077, 1087, 1092, 1095, 1096, 1055-1100.

* Stimson, Henry L., and McGeorge Bundy, On Active Service in Pecce and Wer, Harper & Brothers,
New York 1947, pp. 2914, 454-5.

9 Feis, Herh-rt, The Road to Pearl Harbor, Princeton: The Princeton University Press, 1850, p. vii, and
Pp. 219-340, I"ussim.  (See index under “Magic’” on p. 350).

10 Kimreol, Fusband E., Admiral Kimmel’s Story, Henry Regnery Co., Chicago: 1254,

11 Miles, Sherman, “Pearl Harbor in Retrospect,” The Atlantic Monthly, Vol. 182, No. 1, July 1248, pp. 65—

it Midway, The Battle that Doomed Japan: The .Tupanese Navy's Story, by Matsuo Fuchida and Vatasake
Okumiya, U.S. Naval Institute Publication, Annapelis, 1955, pp. 131, and 232,  Admiral Morison actually
wrote: ““Midway was a victory of intelligence bravely and wiscly applied.” See Vol. IV of his {{islary of




It is the second extract above which is of special interest to us at the moment, and, in par-
ticular, the portion which refers to “the negatively bad and incifective functioning of Japanese
intelligence.” The author is, I think, a bit too severe on the Japanese intelligence organiza-
tion. I say this because their cryptanalysts were up against much more sophisticated crypto-
systems than they dreamt of, or were qualified to solve. In fact, even if they had been ex-
tremely adept in cryptanalysis it would have been of no avail—U.S. high-level communica-
tions were protected by cryptosystems of very great security.

This brings us to a phase of cryptology which is of highest importance—the phase which
deals with communications security, or COMSEC, and I shall confine myself largely to its
development and historical background in our Armed Forces. The background is a very
broad one because it should include the background of the developments of each of the three
components of COMSEC, viz, (1) cryptosecurity, (2) transmission security, and (3) physical
security of cryptomaterials. But since time is limited and because I think you would be more
interested in the phases pertair’ 23 to cryptosecurity, I will omit further references to the other
two components or to the hisicry of their development. And even in limiting the data to
eryptosecurity, I will have opportunity only to give some of the highlights <7 the development
of the items that comprise our prescent cryptomaterials, omitting ccraments on the history of
the development and improvement of our techniques, procedures and practices, all of which
are.extremely important.

I shall begin the story with a definition which you will find in any good English dictionary,
a definition of the word “accident.” You will get the point of what may seem 0 you right
now to be merely another of my frequent digressions from the main theme, but if it be a digres-
sion I think you will nevertheless find it of interest. The word “accident” in Webster’s Un-
abridged Dictionary is defined as follows: ‘

1. Literally, a befalling;
a. ' An event that takes place without one’s foresight or expectation; an undesizned, sudden,

and unexpected event. i

5. Hence, often, an undesigned and unforeseen occurence of an 2 Eictive or unfortunate char-
acter; a mishap resulting in injury to a person or damage to a thing; a casualty; as, to
die by an accident.

' There are further definitions of the word but what I’ve given is sufficient for our purposes.
But why define the word? What has it to do with COMSEC?

During our participation in World War II, the President of the United States, accompanied
by many of his highest-level military, naval and civilian assistants, journeyed several times
half-way around the world. He and they journeyed in safety—neither he nor they met with an
“sccident.” Here's a picture taken at the Casablanca Conference in January 1843 (Tig. 103).
Imagine the disaster it would have been if the plane carrying this distinguished group - -1 been
shot down and lost in the Atlantic or the Mediterranean. On the other hand, in Ap=il 1943,
Admiral Isoroku Yamamoto, Commander-in-Chief of the Combined Fleet of the Jupancse
Imperial Navy started out on what was to be just an ordinary inspection trip but turned cut
to be a one-way trip for him. Here’s a good picture of the Admiral (Fig. 104), who was the
architect of the attack on Pearl Harbor. His death was announced in an offcial Japanese
Navy communiqué stating that the Admiral “had met a glorious end while directing operations
in a naval engagement against superior enemy forces.”” But we know that this was simply
not true; Admiral Yamamoto “met with an accident.” Some bright person—I think it was

U.S. Navy Operations in the Pecific: “Cornl Sea, Midwny and Submarine Actions, May-August 1942, * litle,

Brown, New York: 1944, page 185. Itis interesting to note that A “m. Morison, in an article cziiiled
“Y eesons of Pearl Harbor” published in the Saturday I2;ening Post, Cor. 28, 1961, concludss, “It was the
setup at Washington and at Pearl, not individual stupidity, which confused what was goiv; on. No one

person knew the intellizence picture; no one person was responsible for the defense of Pearl 1larbor; too many
people assumed that others were taking precautions that they failed to take
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the late Jimmy Walker, when Mayor of New York City—has said that “accidents don't just

happen—they are brought about.” Jimmy Walker's commer% was true in this case at least:
! Admiral Yamarmoto did not die by accident; he died because our Navy knew the schedule of

his trip down to the very last detail so that it was possible to s=t up an ambush with high
. degree of success. Here is the story as told in an interesting manner by Fleet Admiral Wil-
' liam F. Halsey, U.S.N., in his book entitled Admirel Halsey's Story."

“] returned to Noumea ia time to sit in on an operation that was smaller but extremely grati-
fying. The Navy's code experts had hit a jackpot; they had discovered that AJmiral Isnroku
Yamamoto, the Commander-in-Chief of the Imperial Japanese Navy, vas about to visit the Sol-
omons. In fact, he was due to armive at Ballale Island, just south of Bougainville, precisely at
0945 on Azril 18. Yamamoto, who had conceived and proposed the Pearl Harbor attack, had
also been widely quoted as saying that he was “looking forward to dictating peace in the White
House at Washington.” I believe that this s+atement was subsequently proved a canard, but
we accepted its authenticity then, and it was an additional reason for his being No. 3 on my
private list of public enemnies, closely Lrailing Hirohito and Tojo. :

Eighteen P-38's of the Army’s 339th Fighter Squadron, based at Henderson Field, were z23-
signed to make the interception over Buir, 35 miles short of Ballale. Yamamoto's plane, a
Betty, accompanied by another Betty and covared by six Zekes, hove in sight exactly on sched-
ule, and Lt. Col. Thomas G. Lamphier, Jr., dove on it and shot it down in fiames. The other
Betty was also shot down for good mezsure, plus one of the Zekes .. We bottled up the story,
of course. -Ore obvious reason was that we didn't want the Japs to know that we had broken
their code . . . Unfortunately, somebody took the story to Ausiralia, whence it leaked into the
papers, and no doubt eventually into Japan . . . But the Japs evidently did not realize the im-
plication any more than did the tattletale; we continued to break their codes.”

But lest you get the impression that enemy intelligence agencies had no success at all with
secret communications of U.S. Armed Forces, let me tell you that they did have some suc-
cess and in certain instances, very significant success. There is not time to go into this some-
what disillusioning statement, but I can say that as a general rule the successes were attri-
butable not to technical weakness in U.S. cryptesystems but to their improper use in the case
of certain low-level ones, by unskiiled, and improperly or insuficiently trained cryptographic
clerks. I may as well tell you right now that this weakness in cryptocommunications has
been true for a great many years, for centuries as a matter of fact, because as long ago as the
year 1605 Francis Bacon, who wrote the first treatise in English on the subject of cryptology,
made the following comment:!* .

“This Arte of Cypheringe, hath for Relative, an Art of Discypheringe; by supposition unprof-
itable; but, as things, are of great use. For suppose that Cyphars were well managed, there bee
Multitudes of them which exclude the Discypherer. But in regarde of the rawnesse and un-

skillfulness of the handes, through which they passe, the greatest Matters, are many times carTy-
ed in the weakest Cyphars.”

When electrical, particularly radio, transmission entered into the picture, additional hazards
to communication security had to be taken into account, but many commanders failed to
realize how much valuable intelligence can be obtained merely from a study of‘the procedures
used in the transmission of messages as well as from a study of the direction and flow of radio
traffic, the call signs of the transmitting and receiving stations, etc., all without solving the
communications even if they were in cryptic form. A
from a document entitled German Operational Inte

13 Admiral Halsey's Story. McGraw-Hill, New York, 1947, pp. 155-157.

W The Two Bookes of the proficience and advancement of Learning, London, 1605, p. 61. This book is comn-
monly known as The Advancement of Learning. Some 18 years later Bacon saw no reason to change his com-
ment in his De Augmentis Scientiarum, IL.ondon 1623. In fact, he strengthened it by making it read: ““ ... but
the rawnesse and unskillfulnesse of Secretaries, and Clarks, in the Courts of Princes, is such that many times
the greatest matters are comunitted to futile and weake Cyphers.” (Gilbert Wats’ translation, 1640, p. 270.)
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Coming directly now to the history of the development of our cryptomaterials themselves.
I hardly need reiterate what was pointed out in previous lectures as to the profound eifect of
the advances in the science and art of electrical communications in the 20th Century. Those

. advances had a direct effect upon military communications and an indirect effact upon military
cryptology. Hand-operated ciphers and, of course, codebonks became almost obsolete because
the need for greater and greater speed of cryptographic operations became obvious in order to

¢~ watch as much as possible the very great increase in the speed of communications brought

\ at by inventions and improvements in electric wire and radiotelegraphy. The nesd for

tographic epparatus and machines thus very soon became quite obvious, but it took quite

some time to satisfy that need in a manner that could be considered to give adequate security
for military communications. :

The history of the invention and development of crypcographic devices, machines and
associated apparatus and material is long and interesting. Let us begin with a résumé of the
earliest items cf importance in that history. i

Until the advent of electronic cipher machines most cryptographic apparatus and devices
were built upon or around concentric circular rotating members such as cipher wheels, cipher
disks, etc. A very early, pernaps the earliest picture of such a device appears in a treatise by

. .an Italian cryptologist named Alberti, whose Trattati in Cifra was written in Rome about
+.2 1470. It is ti:e oldest tract on cryptography the world now possesses. Here’s a photo of
*.Alberti’s disk (Fig. 105), but I won't take the time to explain it except to say that the digits
+. 1, 2, 3, 4 were used to encipher code groups and to call your attention to the fact that the
_letters of the cipher or revolving alphabet were in mixed order. In Porta’s book, first published
in 1563 in Naples, there appear several cipher disks; in the copy which was given me as a gift

by Colonel Fabyan, they are still in working condition. Here is a picture of one of them
(Fig. 106). In this version the device uses symbols as cipher characters. And apparently

-. nobody thought up anything much bettec for a long, long time. It seems, in fact, that not
only did no one think up anything new or even some improvements on the original Alberti or
Porta disks but those who did any thinking at all on the subject merely ‘“invented” or “re-
inventad” the same thing again, and that happened repeatedly in successive generations.
For instance, in Lecture No. IV of this series you were shown a picture of the cipher disk “in-
vented” by Major Albert Myer, the first Chief Signal Officer of the U.S. Army, who obtained
vatent on his invention in 1865. Here's a picture of the patented disk (Fig. 107) and the

L anation of the invention (Fig. 108). You may also remember that signalmen of the Con-
crate Signal Corps mechanized the old Vigenére Square and put it out in the form of a cyl-

inder (see Figs. 65 and 66 of Lecture No. IV). The cipher disk used by the Signal Corps of
the U.S. Army during the decade 1910 to 1920, that is, during the period including our par-




Figure 105. ; ; Figure 106.

ticipation as a belligerent in World War I, was nothing but a white celluloid variation of the
original Alberti parchment disk of the vintage of 1470 (except that it was even simpler than
its progenitor, because in the latter the cipher 2lphabets produced were mixed alphabets where-
as, in the Signal Corps disk, the cipher alphabets are simple reversed standard sequences (I'ig.
109).  We all know that it generally takes a pretty long time to get a patent through the
U.S. Patent Office, but the ancient device was patented in 1924 by S. H. Huntington (Fig.
110): here you can sce a great improvement over the Signal Corps version—a blank is ad-
ded to both sequences so that the space between words could be enciphered. Indication of
word space, as you have learned, is a fatal weakness if seen in the cipher text; in the Huntington
device the spaces between words would be enciphered but the cipher text would have space
signs, although they would not correspond to the actual spaces between words in the plain
text. In the Huntington device, the space signs in the cipher text would be a bit misleading
but not to an experienced cryptanalyst, who would soon realize that they do not actuaily rep-
resent “word space’” in the plain text.

It is interesting to note that in 1936, during the days when the German National Socialists
were banned as an organization in Austria, the Nazis used this variation of the old disk—it had
10 digits on both the outer and the inner sequences for enciphering digits (Iig. 111).

The first significant improvement on the old cipher disk was that made by Sir Charles Wheat-
stone, in 1867, when he invented a cipher device which he called Tie Cryptograph. He de-
scribed it in a volume entitled The Scientific Papers of Sir Charles iVheatstone, published in
1879 by the Physical Society of Londen. Here is a picture of the Wheatstone device in my
private collection (Fig. 112). What Sir Charles did was to make the outer circle of letters
(for the plain text) comprise the 26 letters of the alphabet, plus one additional character to
represent “space.”” The inner circle, for cipher equivalents, contains «nly the 26 letters of the
alphabet, and these can be disarranged in a mixed sequence. Two hunds, like the hour and
minute hands of a clock, were provided and they are under control of a diiferential gear mech-
anism, so that when the long or “minute hand” is advanced to make a complete circuit of ‘e
letters on the outer circle the short or “hour hand” advances one space or segment on ihe
inner circle. In Tig. 112, for example, the plaintext letter G is represeated by the cipher levior
A, that is, G, = A.. If the long hand is now advanced in a clockwise direction for one re-
volution, G, will be represenied 1o longer by A, but by G., the letter immediately to the right
of A. on the inner circle. In encipherment the long hand is alwuys moved in the same diice-
tion (clockwise, for example), and its aperture is placed successively over the letters on the
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UNITED STATES

PaTeEnT CrFICE.

ALBERT J. MYER, OF WASEINGTON, DISTRICT OF COLUMBIA.

IMPROVEMENT IN SIGNALS.

Specification forming part of Letters Patent No. 50,940, dateid Novembeor 14, 1565,

To all wchom it may concern:

Be it koown that I, ALRERT J. MYER, of
Washingtou city, District ot Columbia, hase
invented a new Mode of Communicating by
Sigmals; and I do hereby declare that the fcl-
lowing is a full, clear, and exact description
thercof, refercnce beiny had to the accomrpany-
ing drawings, making a part ot this speeifica.
tion, in which— :

Fimure 1isa frout view of two disks Laving
certain charcters. upan them o be usad in
communicatiug by signals,  I"ig. 2isadizmet-
rical section throngh the disks, showing the
ianper ot attaching them together.

Theaobject of this inventiouisto atfurd means
whereby persons within sigual distunceof euch
other can commumicate intelligibly by certain
movements of azsornther objects, il w sys-
tematic arrangement ot letters and numerals
or other characters upon movable and station-
ary digks, withont the possibility of having
their messagzes detected by others,

. To enable others skilled in the art to under-
atand my invention [ will deseribe my improved
methed of signaling,

In the accompanying diawings, Aepresents
a disk baving printed or cugraved upon itin
any sequence certain ligures or characters,
which indieatesignals to be mide or charueters
or words to be written. D isa smailer disk
liaving upon it the letters of an alpbubet iv
any desired seqrence, which it may Ue Jesired
to refer to in signaling, These two disks are
pivated togethercentrally by means of aclamp-
serew, ou loosening which thesmallerdisk may
Lo turned in either direetion, so as to bring
different letters opposite to the numerals, afiee
which, by tizhiening the serew a, the & "=
will be.rigidly conunecteil togetler,

Each person giving and receiving sigmuls
should U provided with vne of these devices,
and thers should be a preconcerted under-
standing between such persons tor inuving the
disk B and causivg dilterent signal enmbiua-
tions to stand at ditferent times for Jilferent
letters or messages, for the purnosc of concenl-
ing the meaning ot the signals.

The mode of siznaling is as follows: Sap-
poso two persons wichin signal distauco of
each other should desire to commuuicato tho
word “are,” auil Ly preconverted siguals have
both adjusted their disks so tbat the letter A
shall Lo opposite to the unmber 11, Now, to
gpell tho word “are” the signalsdesignzted by
thecombination 117 for A7 aremade, acd this

will indicato to the observer the letter “ A7
Tlen thers should be nade thesignal indicated
Ly the Ggures 431117 or* R,”and this wouldia-
dicate to the observer this letter. The signal
orsiznals iudicating the letter+ E,” which are
“ 11817 on the disk, conclude the word are.

It may Le desirable for purposas of couceal-
ment thas the word “ave,” though oiten occur-
ring, should notagain beindiea e vume
commuanication by the same signals. In this
ease let it ba understosd Ly paeconcert that
upon any given signal, such as the dropping
of a fag or some peculiar wave of & fay, the
smaller disk, or that widch has apoa it tue
letters of the alpistbet, is to be moved upon
the largest disk, ur that which hasupon it the
numerals, turning to the right baned, say, ihe
distance of four spaces, murked npon the disk.
Now, without cessition of signaling, buth per-
sony, the trausmitter and the reeriver, wonkd
upon this signal vach =0 change the position
of the disks that in aguin sipnulng the word
ware® ¢ A7 woulid staud appustte toand he des-
ignated by the combination #1387 % R” would
Le designated by the combination * L1837 and
WA Ly #1337 The letiers * A IR EY or the
word *ture? thas signaled woihid in uo way re-
semble the swume word Lefore sent. [n this
way it can he so arranged by preconcerting
that no word shall appear twics in the same
patnner in the sume message,

There may be several disks juined tegether,
having varions fgures and chareters upon
them, and by preenncert it may be understoosd
that in certain wessnges some of them are to
be used and not others, or there may be more
than vne row of figures or characters nn any
of the disks and the proconcerted arrangement
for nging may be changed intinitely, so that
the uninstracted cianagt discover in what wman-
ner the idizks are to be moved or used.

i:awing thus describesl my invention, what
[ clnim as new, aud desire to secure by Letters
Duatent, is—

The within-described system of signaling,
which is coutrolled by means of letters, un-
werals, or other characters upon disks that are
put together. in such mancer that the relative
prositions ol such charactess cau be changed ag
pleasare, substantially as set forth.

ALBERT J. MIER.

VWitnesses:
R. T, CAMPDELL,
E. Scuavez,
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_outer circle according to the successive letters cf the plaintext message, the cipher equivalents
being recorded by hand to correspond with the letters to which the short hand points on each
encipherment. In this way, identical letters of the plain text will be represented by different
and varying letters in the cipher text, depending upon how many revolutions of the long hand
intervene between the first and subsequent appearances of the same plaintext letter. Thus,
with the alphabets shown in Fig. 112, and with the initial setting G, = A., the word “refer-
ence” would be represented in cipher as follows: ?{g;ggg g i :‘;, in which it will be seen that
repeated letters in the plain text are represented by different letters in the cipher text. Cor-
respondents must naturally agree upon the mixed alphabet used in the inner circle and the
initial positions of the two hands at the beginning of the encipherment of a message. In de-
cipherment, the operator moves the long hand again clockwise, until the hour hand points to
the cipher letter in the plaintext letter which is seen through the aperture at the end of the long
hand on the outer circle. Thus, in the case of the example given above the cipher letters
XZAABGQAY will be found to represent the word REFERELNCE.

During World War I, some time in 1917, the British Army resuscitated Wheatstone’s crypto-
graph and improved it both mechanically and cryptographically. Here's a picture of the
device (Fig. 113), in which it will be seeun that there are now no longer the “minute” and “hour”
hands but a single hand with an opening or window that simultaneocusly discloses both the
plain and the cipher letters. When the single hand is turned, the inner circle of segments,
which are made of a substance upon which lettzrs may be written in pencil or in ink is ad-
vanced eccentrically and against a similarly-ruade outer circle of segments. In this improve.
ment on the original Wheatstone device both s2quences of letters are now mixed sequences.
Making the outer circle also a mixed sequence added a considerable degree of security to the
cipher. When it was proposed that all the Allied armies use this device for feld cryptocom-
muaications and its security had been approved by British, French, and American cryptol-
ogists {both at GHQ-AET and at Washingion), an opportunity to agree or disagree with the

- assessment of these cryptologists was given me while still at Riverbank. I was able to show

that the modified Wheatstone cryptograph was still insufficiently secure for military purposes,

Figure 113. : Fijrure 114.
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«d the devices, thousands of which had been manufactured and issued, were withdrawn. If
,ou are interested in the method of solution, I used you will find it in RRiverbank Publication
No. 20, entitled Several Machine Ciphers and Methods for their Solution (1913). A better
method of solution was devised by me alout 1923.

Some years later, and almost by sheer good fortune, I learned that a cipher machine was in
the museum of a small tovm in Connecticut named Humden. I was interested and wrote to
the curator of the museum, requesting that he lend the device for a short period to me as prin-
cipal cryptanalyst of the War Department. Imagine my astonishment and pleasure when I
unpacked the box upon its receipt and found a device, beautifully made and encased in a fine
mahogany casc, with its inventor’s name, Decius Wadsworth, an:! the date, 1817, engraved on
the face of the machine, which was nothing but another version of the Wheatstone Crypto-
graph. Here’s a picture of it (I'ig. 114). There are gecod reasons to believe that the model
was made by Eli Whitney. Mechanically it was similar to the British modifcation, except
that the outer sequence had 33 characters, the inner 26, so that the differential gear instead
of operating on the ratio of 27 to 25 was now on the ratio 33 to 258. Thus, Colonel Decius
Wadsworth, who was then the first Chief of Ordnance of the U.3. Army, had anticipated
Wheatstone by over 60 years in this invention. He also anticipated the British Array crypto-
logists of World War I by 2 whole century in their medification of Wheatstone'’s original, be-
cause in the Wudsworth device, too, :lere was only one hand and both alphabets could be
made mixed sejuences. This is very clearly shown in Fig. 115 as regards the outer sequence,
and I believe the inner ome could also be disarranged, but the picture does not. clearly show
this to be tl:a case, so that I am not sure as to this point. I returned the device a good many
years 270, and it is now on display in the Eli Whitney Room of the New Haven Historical
Soclety’s Dlusewn.

The next device I bring to your ~ttention is show . in Fig. 116, a devira inventad by a French

Jmy rezervist, Comniandanc Bazeries, who I~ :ome 10 years valiantly but unsuca .sfully
tried to got the French Army to adopt it. He included a description of his devics, which he
called his “Cryptographe Cylindrique’ or “cylindrical cryptograph,” in a book published in
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1901 in Paris.!* He had, however, previously described his device in an article entitled “Cryp-
tographe 3 20 rondelles—alphabets (23 lettres par alphabet),” published in 1891.'* In this
device there is a central shaft on which can be mounted 20 numbered disks on the peripheries
of which are differently mixed alphabets of 25 letters each. The disks can be assembled in
some prearranged or key sequence on the shaft, from left to right, but they can be revolved
thereon and then locked into positicn on the shaft by pushing in the locking disk at the ex-
treme left. The first 20 letters of the plain text of a message are first aligned, as seen in Fig.
116 (JE SUIS INDECHIFFRABLE = “I am indecipherable”); the disks are then locked into
position so that the whole assemby can be turned; and as cipher text one may select any one
of the other 24 rows of letters, which are recorded then by hand on paper. Then the next 20
plaintext letters are aligned, one of the other 24 rows of letters selected and recorded, etc. To
decipher a message, the disks having been assembled on the shaft in accordunce with the pre-
arranged or key sequence, one takes the first 20 cipher letters, aligns and then locks them into
position, and then turns the whole cylinder, searching for a row of letters which form intelli-
gible text. There will be one and only ore such row, and the plaintext letters are recorded.
Then the next 20 letters of cipher are aligned, etc.

Another I'rench cr _,p..olo,.;.., the Marquis de Viaris, soon showed how messages ,Jrc‘ red
by means of the Bazeries cylindrical cipher could- be solved.'” Maybe that is why Bazeries
wasn’t too successful in his attempt to get the French Army to adopt his device. But in the
U.S. there were apparently none who enccuntered either what Bazeries or de Viaris »rote on
the subject. Capt. Parker Hiit, U.S. Army, whom I have mentioned in a previcus lecture, in
1915 invented a device based upon the Bazeries principle but not in the form of disks mounted
upon a central shaft. Instead of disxs, Hitt’s device used sliding strips and here is a picture
of his very frst model (Fig. 117), which he presented to me some time in 1923 or 1924. But
I first learned about his device some time in 1917 while still at Riverbank and solved one
challenge message put up by Mrs. Hitt, a Riverbank guest for a day. In meeting the chal-

- lenge successfully (which brought a box of chocolates for Mrs. Friedman from Mrs, Hitt) I

didn’t use anything like what I could or might have learned from de Viaris, because at that
time I hadn’t yet come across the de Viaris book. I solved the message by guessing the key
Mrs. Hitt employed to arrange her strip a2lphabets. She wasn’t wise to the quirks of inexpe-
rienced cryptographic clerks; she used RIVERBANK LABORATORIES as the key, just as [
suspected she would. The device she brought with her was an improved mcdel: the alpha-
bets were on paper strips and the latter were glued to strips of weod, as seen in Fig. 118.

Capt. Hitt brought his device to the attention of the then Major Mauborgne, whom I have
also mentioned in a previous lecture and who was then on duty in the Office of the Chief Signal
Officer in Washington. There is some question as to whether it was Hitt who first brought
his device to Mauborgne’s attention; Mauborgne later told me that he had independently
conceived the invention and, moreover, had made a model using disks instead of strips. I
have that model, a present from General Mauborgne many years later. It is made of very
heavy brass disks on the peripheries of which he had engraved the letters of his own specially-
devised alphabets. In 1919, after my return to Riverbank from my service in the AEF,
Mauborgns sent Riverbank the beginnings (the first 25 letters) of a set of 25 messages en- .
ciphered by his device and alphabets. He also sent the same data to Major Yardley, in G-2.
Nobody ever solved the messages, even after a good deal of work and even after \Iauborﬂve
told us that two consecutive words in one of the challenge inessages were the words *“‘are you.”
Many years later I found the reason for our complete lack of success, when [ came across the
plain texts of those messages in a dusty old file in one of the rooms occupied in the old Muni-
tions Building by the Office of Chief Signal Officer. Here is a picture of the beginnings of the
first six messages (Fig. 119). Mauborgne, when I chided him in the unfairness of his challenge

% Les Chiffres sevmcis dévotlés,

18 Comptes Renuus, Marseilles, Vol. XX pp. 160-165.

W L’art de chiffrer et de dichiffrer les dépéches secrites, Paris, 1893, p. 100,
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messages, told me that he had not prepared them hiinself—he had an underling (Major Fowler
was his name, I still remember it!) prepare them. In our struggles to solve the challenge mes-
sages we had assumed that they would contain the usual sorts of words found as initial words
of military messages. [t was thé complete failure by Riverbank and G-2 to solve the chal-
lenge 1nessages that induced Mauborgne to go ahead with the development of his device. It
culminated in what became known as Cipher Device, Type M-94. Here is a picture of it
(Fig. 120). That device was standardized and used for at least 10 years in the U.S. by the
Army, the Navy, the Marine Corps, the Couast Guard, the Int,clhcrcnce Agencies of the Treasury

" Department, and perhaps by other agencies.

In 1922, a wartime colleague, the late Capt. John M. Manly (Professor and Head of the De-
partment of English at the University of Chicago) brought to my attention a photoustat of
two pages of a holographic manuscript in the large collection of Jefferson Papers in the Library

- of-Congress. It described his invention entitled “The Wheel Cypher,” and here is a picture

of the second page (Fig. 121) showing Jefferson’s basis for calculating the number of permuta-

L EeAae Wi e e i m . — g Ve o il Sy TR —,-’
ek T ° T e, - -

S R g A

)

0
My
" i
b

»
F
i
W
o
'8

,..
!
o \r
Nl

w1 1
% “:
- ait
- = | :e:i 2
- N - 4
i i-£:
A f e L L
5 R gl

R0 Lk e L S R T D R T D I O
B, e hEL i i il Rt

e

—".__.—-..__.
e

—-—.—.'---.-.-‘
=g
L g T =

Sriginal Uadel of Cipher Tevice

Yel38=d

ot

vaie 5Y captain 7 nrur zitt, I=

1915

et -

Figure 118.

147




- .

/-A.

\

-

e ey e e — g —

_?gﬁﬂfx.«;ka 2z, WJ&\—L& : T A,
P’QWR‘MD HDHBIR QBwWU. w:.rc s!Lr £ tu_li__...
Aylonite credd, Costiliraid Lo
3 3 E' ' QJP‘”'—* N HIQH Q_mHA_ADﬂ[q-;VE B {-__.._.
(0. 0c n2, ot, AR Prhdae
_D(DV MJ_C%_\J BEeoT TV'C;'_J.\_VMY_EM"’/L—
[Zctee noid. M__,Mp&owé pud o 22
. ..QIRLH Mv TWUIC VX /i BGIC RISEH WF_ |
' ﬂ_ﬂ_ﬁw 0% 9 20 4—-/@.‘_—2«_/9'_2% - L -
_but EKU/MLL AF_U_E‘L&«,-S]P 2 eL_Y______

?//M/-(‘I a/"_& _Af _Z’__,Z s e
o S e ~é<-"--f pfete
_DCB.LLLJJ_EM_&J QEICP T RO i
. Figure 119.

tions afforded by the set of 36 wheels of his device. He didn’t attempt to make the muliti-

plication; he didn’t have an electronic digital computer— for tho total number is astronomical
n size. Jefferson anticipated DBazeries by over a century, and the Hitt-Mauborgne combina-
1 by almost a century and a half.
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It scon became apparent to both Army and Navy cryptologists that a great increase in
cryptosecurity would be obtained if the alphabets of the M-94 device could be made variant
instead «f invariant. There began efforts in both services to develop a practical instrument
based upon this principle. I won’t take time to show all these developments but only the
final form of the one adopted by the Army, Strip Cipker Device Type, M-138-A (Tig. 122).
This form used an aluminum base into :.h:ich channels with overhanging edges were cut to
hold ca-<lboard strips of alphabets v hich cou:d be si4 easily within the channels. It may be
of intercst to you to learn that after 1 had given up in my attempts to find a firm which would
or coul’’ make such ah.:ninum grooved devices in quantity, Mrs. Friediman, by womanly wiles

and ca-lery on behalf of her own group in the U.*% Co:<t Guard, :::v eded in inducing or

enticiny one firm to mahe them for her. - And tha.t' sw the first modecis of strip cipher devices .
12 of uninum by the exirurion process came 2 at, and how the U.S. Army, by adminis-
Av: .reration on an mtcr-...uvzce levet and icchnical cooperation a3 a marital level,

;nund . «:ctical to develop and produce in « uantily its Strip Cipher Device, Type M-133-A.

This v .sed from 1935 to 1941 or 1942 by the Army, the Navy, the Marine Corps, the Coast

-
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Guard, et al, including the Treasury and State Departments. It was used as a back-up system
gan employing much

even after the Armed Services as well as the Department of State beg:
better and more sophisticated cipher machines of high speed and security.
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Figure 121. ' _ 3

Thus far we have been dealing with cipher devices of the so-called “hand-operated™ type.
None of them can readily be considered as being “machines,” that is, apparatus employing
mechanically driven members upon which alphabefic sequences can be mounted so that con-
stantly changing sequences of cipher alphabets are produced. We come now to types of ap-
paratus which can be called machines, and one such machine is shown in Fig. 122. It is called
the Kryha machine, after the name of its German inventor, who unfortunately committed
suicide a few years ago, perhaps because the last model of his improved machine failed to im-
The Kryha has a fixed semicircle of letters against which is
juxtaposed a rotatable circle of letters. Both sequences of letters can be made mixed alpha-
bets (the segments are removable and interchangeable on each sequence). The handle at the
right serves to wind a rather powerful steel clock spring which drives the rotatable platform
on which the letters of the inner circle are mounted. ln Fig. 124 can be seen something of

press professional cryptologists.

-
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‘the inner mechanism. ~The large wheel at the right has segments which are open or closed,

depending upon the “setting” or key. This wheel controls the angular displacement or “step-

iping’’ of the circular rotatable platform. The initial juxtaposition of the inner or movable
- alphabet against the outer or fixed one, as well as the compostion of these alphabets, is governed
- by some key or other prearrangzment. The cipher equivalents must be recorded by hand,

Aftar each encipherment, the button you saw in the center of the panel in Fig. 123 is pushed
down, the inner wheel is advanced 1, 2, 3, 4 . . . steps, depending on the key, and the next
letter is enciphered, etc. ‘The pictures I’ve shown you apply to the latest model of the Kryha;

"' as regards the first model, which came on the market sometime in the 1920’s, a German math-

ematician produced an impressive brochure showing how many different permutations and
combinations the machine afforded. Here’s a picture of a couple or pages of his dissertation,
(Fig. 125) but even in those days professional cryptanalysts were not too impressed by calcula-
tions of this sort. With modern electronic comgputers such calculations have become of even

_ less significance.
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With the introductizn of prinﬁv" telegraph or teleprinting machines for electrical communi-
cations, the need became pxccsmv for a reliable :u‘d practical cryptographic mechanism to b2
associated or intoprated with such machines. The first apmmtua of this sort in the (i =,
shown in this photo (Fig. 141), was that developed by the American 'le'cpl one and Telegyinh
Co., in 1918, as a mere-or-less siuple but ingenious 1nedilicalion of its ordinary printing t:-2-
graph. TFisst, a few explunatory words about the basic prineiples of the medern teleprinter may
be useful. This principle employs what is called the “Handet Code,” that is, » systemn in
which permutations of two difiavent clements taken in groups of five are empioyed to represent
characters of the alplmbet. Curiously - ough, Francis Bucon was the finst to employ such a

“code” way back in the early 17th Cent.i.y, and I showed you the one he ured in Lee=re No
I (SC\. Fiz. 31 on p. 34). These Lwo clements in Bacon’s “coda” were a’s ad 0's; he esed but
24 of thie 32 permutations available (2% = 32). For cleclrical communications the tw:.=lemoents

may Le 1}0==L1.c and negative (.dl'xt!a'?t\ of clectricily, or the presence and -bsence of current,

the Iatlor system baing ofien referred to as l}ﬂm;; :unmn..ru of “marking”’ and “spaciag” ele-
ments, respactively.  The illusteation Lelow (Mg, 142) depicts the Paudot or “Sant't code” in

the fmm of a paper lape in which thece are leca in certain posilions transverse i the length

A\
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Figure 142.

of the tapa. The he'es are preduced by a perforating mechanism; the small heles runnirg tha
length: of the tape are “feed-holes” by micans of which the tape i; advanced step by step. You
will u. te that there are fve levels on ihich the perferations appear. The letter 4, for example,
is represented by a perfuration only on the 1st and 2nd levels, the 3rd, 4th and 5th levels re-
maining unperfvrated; the letter [ is represented by heles in positions 2 and 3, no holes on the
othar three levels, ete.  The English alphabet uses 25 of the 32 permutations; the remaining 6
per.autations are used to re;wesent the so-called “stunt characters,” which I vl now explain.

" The third and fourth chara:tocs from the right-hand end of the tape are two permutations

‘sbeled “letters” and “figures,” respectively. These are equivalent to the “shifl” and “un-

- shift” keys on a typewriter keyboard, for “lower” and “upper” cace. When the “lettors” key

is depressed, the characters prinicd are the 26 letters «:f the alphabet (all capiial lelters); when

the “fgures” key is depressed the charvacters repreeznted oro similar to those printed on a

type writer when the “shift” key is ¢.pressed. The secoad, {hicd, and fourth permutations at
the l:ft-hand end of the tape are alsn stunt characters and represent “line feed,” “space,” and
“carriage roturn,” and they perforn electrically in o teleprinter what is done by hand on a
typewriter:  “lize feed” causes the paper on which the message is printed to advance to the
next lina; “space” dees exactly what depressing the space bar on a typewriter c.us, ete.  When

' - are no ho' = an; . ‘here across the tape, the character is cniled a “blank” or “idling” char-
at -nothing ! ;nens; the printer does no printing, nor is there any “stunt” functioning by

the  inter, but the tape mer:ly advauces.

f. - adifying the standard printing telegraph machine to make it o printing teloaranh cipher
weo- oo to pat the matter in a slightly «’iTerent way, in developing thao weinling {elegraph

. ching e Aineriean telephone awmd Telegraph Company was fortesate in huving at
iy di.: "L services of a 23-year old cmimunicalions engineer named (iilbert S. Vernan,
(FFig. 1. %o conceived a brilliz:.t principle and an autunatic methed for enciphering tele-
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printer communications.. The principle-and method turned out to be so useful and valuable,
not only in the U.S. but also internationally, that it has come-to bear his name and is often
referred to as the “Vernam principle,” the “Vernam rule,” the “Vernam mod-2 addition,” etec.
Vernam saw that if in accordance with some general but invariant rule the marking and spacing
elements of a 5-unit code group were combined one by one with those of another 5-unit code
group, which would serve as a keying group, and the resultant 5-unit group transmitted over
a circuit and combined at the receiver with the same keying group in accordance with the
same general rule,'3 the final resultant would be the original character. Vernam conceived
the idea early in 1918, or perhaps in late 1917. I have a copy of Vernam’s circuit diagram,
dated and witnessed on 27 Feb 1918, but the application for a patent thereon, with his name
as inventor, was filed in the U.S. Patent Office on 13 September 1918, and Patent No. 1,310,719
was granted on 22 July 1919, covering the invention entitled a ‘“‘Secret Signaling System.”

The following more detailed description of Vernam’s patent on the foregoing cipher system

" is extracted from a paper!? written by one of the A. T. & T. Company’s engineers who was as-

sociated with Mr. Vernam at the time the invention was conceived and who, a ;ew years after
retirement from that company, became one of NSA’s consuitania:

““This patent describes an ‘‘on-line’” system, each character being enciprered, immediately
transmitted, and in turn deciphered without delay at the receiving terminal. Thus, characters
of a message in perforated tape form are automatically combined with other or key characters
which are transmitted over the circuit. At the receiver an identical group of key characters is
used to provide signals for combination with the arriving signals, character by character, to pro-
duce the original message. The combining ruls for these operations disclosed in the patent was
one in which like code elements produced “‘spaces’ and uniike elements, ‘‘marks,” as shown be-
low.

The cipher message tape prepared in this way is unintelligible in form and may be sent to the
receiving station by messenger or by mail, or if desired, it may be transmitted by srire or radio
and reproduced by another machine pertforater at the receiving point. The cipher tape is there
run through the message transmitter, where its characters combine with those of a duplicata key
tape to reproduce the original message, which vnll be printed out in page form and in “plain
text.” g

LENGTH OF KEY TAPE

With the system as described above, the key tape must be at l2ast as long as the sum of all
the message tapes used with it, as the messages will lose their secrecy to some extent if the key
tape is used repeatedly. The use of a short repeating key may give sufficient secrecy for some
_uses, however.

A roll of tape 8 inches in diameter contains about 900 feet of tape and would serve to encipher
about 18,000 words counting five printad characters and a space per word, without repeating the
key. If sent at an average speed of 435 words per minute, this number of words wculd requira
400 minutes or nearly 7 hours to transrmit.

In order %o reduce the amount of ey tape required for handling large amounts of traffic, the
“double key’* system was devised.?® In this system two key tapes are used, the ends of each tape
being glued together to form a loop preferably about seven feet in circumference. The tapes
should differ in length by one character or by some number which is not a factor of the number of
characters in either tape. A separate transmitter is used for each tape, and the characters of
the two key tapes are combined, by a method similar to that shown in Figure 144, with those of
the message tape to form the cipher message. }

The resuit is the same as though the two key tapes were first combined to produce a long single
non-repeating key, which was later combined with 'the message tape. This long, single key is
not, strictly speaking, a purely random key throughout its length as it is made up of combina-
tions of the two original and comparatively short key tapes. The characters in this key do not

18 In this system which uses only two diferent symbols or elements, the so-called “binary code, the com-
bining rule is its own inverse.

1% Parker, R. D. “Recollections Concerning the Birth of One-Time Tape and Printing-Telegraph Machine
Cryptography.” NSA Technical Journal, Vol. I, No. 2, July 1938, pp. 103-114,

20 By L. F. Morehouse, an A.T. & T. Company equipment engineer. See U.S. Patent No. 1,356,546, “Ci-
phering System,” granted 26 October 1920—WTF,

165




-

oy

1 Sewcteny Frieys v Mapsts

' 1
1 1
Ll T B
afely
] -‘1 I
1 1 3 . 3
. +1»j- FL L PR P
Y=y
2f{ 0]
Pey sf o L]
L
3 -
&
-
IFizure 144,
regeat in the same sequence at comparatively short regular intervals, however, as would be the

case if only one key tapz loop were used. i

The number of characters in this ecuiveleat single k- is equal fo the product of the number
of characters in the two tape loops, and may easily exceed GG9,000 befuez any part of the key
begins to repeat. If proper care is tuken to use the system so as to aveid giving information to
the cnemy regarding the lengths of the two key tape leops or Lheir initial scttings and to avoid
the possibility of ever re-using any part of the rasultant single key, this system is cxctremely dif-
ficult to break even by an expert cryptanalyst having a large nuzaber of mcssages and full
knowledge of the construction of the machine und its meihed of operation.”

The foregoing double-key-tape system was placed into operation in 1918, on three start-stop
circuits whici: wore used for Inisrcommunication amoug four staticns serving Washington,
New York, Heboken and Norfeik, and which according to Davlier Isee Tsotnale 20 akuve,] “con-
tinued in operation for many months, even after the end of the war.” In addilion, a Signal
Corps Company was organized to go to Europe with new equipment for installation of priuting-
telegraph circuits in France. This Signal Company was about ready to suil when the Armistice
was signed November 11, 1913.

Upen my relurn to Riverbank in April 1919, after being demobilived, I bacame an inferestad
party in a rather warm argument conducted by letters exchanged between Colonel Fabyan,
the Chicf Signal Oflicer, the Director of Military Intelligence, and the War Departzient, re-
g ling the cryptosecurity of Lhe cipher printing telegraph system as used by the Signal Corps.

.. The argument ended by suceessful!- meeting a challenyge by the Signal Covps to prove Fabyan’s

contention. Tha challenge consiv.ed in sending Fabyan, on 6 October 1919, and requasting
him to solve, the cipher tapes of abecut 150 messages selecied from one duy’s traffic in the
system. On 8 Decamber 1919 Fabyan sent a tclegram to Lhe Chief Signal Oficer notifying
him that solution hud been accomplisted. In order to prove 'hat this was true, I sent » per-
forated cipher-.nessage tape to each of the oflicers namad above. In order to decivher thesa
messages the Chief Signal Officer had to use his own key tapes, thus proving that net only ha
Riverbank solved the system but had recovered both key tapes which had been employea in
enciphering the challenge meszngns, so that Riverbank was in a position to preduce the plain
text --f any of the latter on request, if further proof of solution was needed or desived. I wrote
a moangraph on the solution, consisting of a basic paper of 21 Lypewritten pages, an Addendum
' of 10 pagas, an Addendum 2 of 3 pazes and an Addendum 3 of six {:1ges; a copy of each of
‘2 decuments was sent to Wasliagton. The solution was aceepled with mixed feelings in
ashington, +.:pacially on the part of Deigaclior General Marlberough Churchill, the Divee'ur
of Mililary Tutelligence, who had signed a letter to the Chicf Signal Officer, dated 8 August

.
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_ 1918 prepared by Capt. Yardley to the effect that the cipher systém in question “is considered

by this office to be absolutely indecipherable.”? General Churchill had the duty and courtesy
to write a congratulatory letter to Colonel Fabyan, dated 24 March 1920, the final paragraph
of which is as follows:

“Your very brilliant scientific achievement reflects great credit upon you and your whole per-
sonnel, It would be impossible to exaggerate in paying you and Riverbank the deserved trib-
ute for this very scholarly accomplishment.”

The paper by Mr. Parker (see footnote 20) closes with the fdllowing final paragraph:

“Perhaps some day Mr, Fricdman will tell of the part that he and the Riverbank Laboratories
played in the cryptanalytic: phase of this development.”

Mr. Parker was not aware of :he fact that what he suggested had not only been done once,
but twice. The first tiine was immediately after the solution when copies of the writeup men-
tioned a moment ago on page 101 had been sent to Washington where they had met the fate
that often happens to documents of limited or special technical interest—complete disappear-
ance in the voluminous files of bureaucracy. The second time was scon after the end of hos-
tilities of World War II, when it was discovered that a certain cutfit [ won’t name was using
the double-tape keying system for iis teieprinter communications. I rummaged {hrough my
own files and uncovered the handwritten manuscript of certain parts of what I had written at
the close of the successful solution of that system while at Riverbank. My second write-up
is a classified docurnent, dated 21 July 1948, the subtitle of which is “Can Cryptolegic Histery
Repeat Itsclf?”” It is possible that this write-up can be made available to those of you who
are interested in reading it, if proper authority grants permission. '

M. Parker’s paper (see footnote 20, above) devotes a goed deal of space to the contention
that the only reason why the double-tape keying method was adopted was that the Signal
Corps and specificaily its representative, Colonel Mauborgne, “complained about the difl-
culties that might be experienced in the preparation and distribution cf one-time random key
tapes and seemed inclined to disapprove of the proposed system because of these diffculties.
Since the system, when properly used, seemed obviously to be one which gave absolute secrecy,
a discussion arose on the value of the system and on methods which might be cdevi:ad for the
production and distribution of long one-time key tapes having characters arranged at random.”
Parker points out that the original method of use contemplated the use of long tapes of this
nature and that he and his associates felt that the problem of producing and distributing long
tapes “while presenting a challenge, was not impractical.” I am glad to admit that they
were right, because during World War II and for years afterward tapes of this nature were
produced by special machinery (in some cases as many as five copies being perforated and the
sections numbered automatically in a single operation). Distribution of and accounting for
the tapes proved practical, too, and aside from an occasional error involving the re-use of a
once used tape, absolutely secure intercommunication by radio printing telegraphy was assured
and was used between and among large headquarters where the volume of traffic justified the
use of this equipment. The principal advantage was the simplicity of crypto-operations—no
rotors to be set, no setup of rotors to be enciphzred, no checking of encipherment by decipher-
ing the message before transmission, etc. i

The A. T. & T. Company Printing Telegraph Cipher equipments purchased by the £iirai
Corps were withdrawn soon after Riverbank proved the double-key-tare system insce ire.
The machines went into storage, when in due course most of them were dismantled. But
after I left Riverhank at the end of 1920 and had joined the Chief Signal Officer’s staff in

1 The letter consisting of a single paragraph stated: “l. The mechznical means of enciphering messages
with an arbitrary, meaningless running kay of 399,000 letters, provided no (wo messages are encipherwd at
the same point on the tape as explained to Major Muuborgne, Signal Corps, and ("ptain Yardley, Mililary
Inteiligzence Branch, by officials of the American Telegraph and Telephone Compuay, is considered by this
office to be absolutely indecipherable.”
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“*ashington, I induced tne Chief Signal Officer to resuscitate two equipments. These I em-

yed, believe it or uot, in compiling codes, called Division Field Codes, for use in training or
w1 an emergency. [ won’t undertake to explain how I performed this stunt, for it was a stunt,
but it worked very successfully. The codes were duly printed, issued and used until there was
no longer any need for codes of this type.

Cipher printing telegraphy was placed upon the sheif and more or less forgotten by Signal
Corps communications engineers from 1920 until soon after Pearl Harbor. However, the
leading members of the S. I. S. maintained a theoretical cryptanalytic interest in such equip-
ment, and in 1931 there came an opportunity to test such theories as were developed by them
when a machine produced by the International Telephone and Telegraph Company evoked the
interest of the Department of State as a possible answer to the needs of that Department for
rapid and sccure cryptocommunications by radio. The Szcretary of State requested the
Secretary of War to study the machine, which was to be associated with a standard teleprinter,
and to study it only from the point of view of security. For this purpose messages enciphercd
by the Chief of the Communications and Records Division of the Department of State were
provided. Here are two pictures of the teleprinter attachinent. (Figs 145a, and 145b.) Itisa
source of satisfaction to be able to teil you that the S.1.S. quicldy solved the lesi messages
and therefore reported thac the machine was quite insecure; but it is with much regret that 1
must now tcll you who invented and developed the machine. It was a retired officer of the
Signal Corps and none other than my old friend Colonel Hitt. I was as embarrassed to tell
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Figure 145a. Figure 1435.

him about the results of our test as he was to force himself to listen to what I had to say about
the inadequacics of his brain child. As is so often the case, when a competent technician has
to meglect his technical studies because of the jsressure of administrative duties, he unfortu-
nately finds it very difficult to keep abreast of new developments and progress in a field in
which he was at one time an expart. The I. T. & T. Company, having spent a great deal of
money on the development of a =achine which hardly presented any room at all for improve-
ment because the principles ur . lying it were ¢ faulty, dropped further work on it. Colonel
Hitt, I am glad to say, readil:  cvived the disappointment and was well enough in 1942 to
be able to return to active dut :‘uring World War II and retired a second time at the end of
hostilities. BEa lives a quiet life now, on a small farm near Front Royal, Virginia.

Beginning a%rut 1938, *r. Frank B. Rowlett, one of my associates, and [ kept urging that

there was - - -. .. :1d be real need for new and improved machines for protecting teleprinter com-

munica!’ ; “liere was not only a complete lack of interest in -uch app=ratus, but what was

~arhaps . “=portant factor in the failure to continue work in this field was the lack of
mal Ce .. . Jui~.s for research and development for such work.

Our m...e-or-less sudden entry into World War II, after 7 December 1941, iinmediately
brought u great nced for cipher printing telegraphy, especially for iadiocommun’. tion, but
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there was no apparatus for it whatever—not a single one of those A. T. & T. Company ma-
chines of 1918-1920 was in existence. But the S.I.S. did have drawings in readiness, and the
development of the machines was given as a priority task to the Teletype Corporation, because
that firm had proved that it had the necessary know-how when it produced the SIGABA-
ECM’s for us. Navy had less need for cipher printing telegraphy than Army because the usa
of printing telegraphy by radio was then not practicable for ships at sea. However, Navy did
have a need for such apparatus for its land communications and joined Army in the procure-
ment thereof. The machines were produced with a remarkable speed by the Teletype Corpora-
tion. Most of them were allotted to Army, a few to Navy. The Army called the machine the
SIGCUM; the Navy called it CSP-1515. Under heavy use in service, improvements were
made both in regard to mechanical and electrical features and in regard to methods of keying, the
use of indicators, etc. But I must tell you that before those machines became available in
quantity there was only one recourse: we went back to -he use of the double-key-tape method
using standard teletype apparatus. The cipher was practically tha same as it was in 1920, but
we had safer methods of key-tape production and indicators for their use. The S.LS. and the
equivalent unit in Navy were not happy becausa operater’s errors left messages open to zolution,
go that when the new cinpher machines were ready they were nressed into service 2s soon 23 oS-
sible, priority being given to circuits with heavy traSc.

Cryptographic equipments of the foregoing type fall in the category of apparatus for protect-
ing literal cryptocommunications because the lotter amploy letters of the alphabet; but
apparatus for protecting cifax transmissions, that is, picture or facsimile transmissions, and
apparatus for protecting ciphony transmissions, that is, telephonic comrunications, were
also developed. But there isn't time to go into details with regard to machines and apparatus
for these last two categories of crypto-equipments although the history of their development is
rather fascinaling and very important. I cannot refrain, however, from adding, that in every
case except one, the apparatus was produced by commercial research and development firms
with direct guidance from the cryproiogists of the Army and the Navy. The one excepzion is,
I believe, in the case of the extremely high security ciphony system and equipment develops
and built by the A. T. & T. Company. It was called SIGSALY. There were six terminals,
each of which cost over $1,000,000. But NSA cryptologists and engineers have produced
smalier and better equipments based upon SIGSALY principles, and such equipments are bound
to play extremely important roles in any wars in the future.

So much for the history of the developments and progress in cryptographic apparatus at this
point. Ishall return to that phase of cryprologic history before the close of this lecture. Right
now I shall say a few words about the history of the developments and progressin cryptanaiytic

_apparatus.
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Perhaps long before my time cryptanalysts in Europe discovered that the use of sliding strips
of paper could sometimes facilitate reaching a solution to a cryptanalytic problem, but so far as
I am aware the very first cryptanalytic aid made in the U.S. is the one shown in Fig. 145, which
is a picture of what I made at.Riverbank and which I called the Polyalphatet. It was useful
in solving ciphers which today are regarded as being of the very simplest types. When I came
to Washington after leaving Riverbank, I wasn’t troubled by a plethora of ideas for cryptanalytic
aids—I was preoccupied with devising and inventing cryptographic aids and machines. But
I did now and then develop and try out certain ideas for cryptanalytic aids, frequency counters,
comparison or coincidence machinery, and the like. Why didn’t I think of IBM machines? I
did, but what good did that do? Did the Signal Office have any such machines—or even one
dollar for their rental? You know the answer to that without my spelling it out. There
wasn’t any use even in suggesting that IBM machines could be of assistance to me—remember,
now, that I’m talking about the yeais from 1921 to 1833, and in the last-named year we were in
the depths of a great economic depression. But one day in the summer of 1934 I learned by a
devious route (Army and Navy were not then sharing secrets) that the Navy Code and Signal
Section had an IBM mactiine or two, and my chagrin was almost unbearable. Not long after-
wards I learmed that a certain division of the Office of the Quartermaster General in the Muni-
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Figure 146.

‘fons Building had an IBM installation which had been used for accounting purposes in connec-
.on with the C.C.C. —the Civilian Conservation Corps, established to provide work and subsist-
ence for young men who could find no jobsin the depression. [ also learned that a new officer had
just been assigned to head that particular division —and that he just had no use for the new fan-
gled-ideas of his predecessor and wanted to get rid of those nasty IBM machines. But the con-
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tract with IBM still had some months to run before the lease expired and either the machines
would sit idle or the Government would lose money by terminating the contract before the due
date of expiration. This annoyed me, but it also gave me an idea and I wrote the following
memorandum:

30 October 1934
Major Akin: :

In many years service here I have never once “set my heart on™ getting something I felt
desirable. But in this case [ have set my heart on the matter because of the tremendous load
it would lift off all our backs.

The basic idea of using machinery {or code compilation is mine and is of several years’ stand-
ing. The details of the proposed syst. .- were develop«d in collaboration with Mr. Case of the
Int. Bus. Machines Corp.

I regard this us one of my most valuable contributions to the promotion of the work for which

- We are responsible.

Please do your utmost to put this across for me. If you do, we can really begin to do worth-

while cryptanalytic work.

Attached to the memo was a brief explanation amounting to what I’ve told you about that
IBM installation in the Office of the Quartermaster General. Note that I placed the emphasis
upon the burden that wou!d be lifted from cryptographic work by using the IBM machinery,
thus leaving more time for cryptanalytic work. This was because the responsibilities of the

"S.1.S. for cryptanalytic operaticns were at that time restricted purely to theoretical studies.

Studies on cryptanalytic work on foreign cryptosystems had been a responsibility of G-2 of the
General Staff until 1929, when that responsibility had been transferred to the Chief Signal Oficer
and the Signal Corps in the year named. But the Signal Officer had very little money to use
for that purpose, and, besides that, the Army Regulation applicable thereto specifically restricted

_ cryptanalytic operations on foreign communications to wartime. And more to the point was

the fact that there was no material to work on even if funds were available, because the Army
ha:l at that time no intercept stations whatever, anywhere in or outside ti:e U.S. But that's
another story, and I’ll proceed to the next point, which is that my memo to Major Akin produced
results. Just a haif inonth after I wrote and put it in his “In” hasket I got the machines moved
from the OFce of the Quartermaster Gereral to my own warren in the Office of the Chief Signal
Officer! That memo must have been potent magic.

Once having demonstrated their utility to the Chief Signal Offcer, the almost prematurely
terminated contract with [BM was renewed—and soon exparded. I don’t know how we could
have managed without such machines during World War II.

We built or had built for us by IBM and other concerns adaptors to work with standard IBM
machines; we constructed or had constructed for us by commercial firms highly specializad
cryptanalytic apparatus, machines and complex assemblies of components. Under wartime
pressures fantastic things were accomplished and many were the thrills of gratifying achieve-
ment when things that just couldn’t be done were done—and were of high importance in military,
naval and air operations against the enemy.

Even were time available I couldn’t show you pictures of some of the high-class gadgets we
used, neither is it permissible to say more than I have already said about them, even though it
is no longer a deep secret that electronic computers are highly useful in cryptologic work.

To the layman the exploits of professional cryptanalysts, when those exploits come to light as,
for example, in the vavious investigations of the attack :n Pearl Harbor, are much more fascinat-
ing than those of cry ptographers, whose achicvements in their field appear in comparsion to be
dull or tedious to the layman. But long consideration of the military importance of COMSEC as
against COMINT leads me to return to something [ mentioned at the very begininng of this
lecture, when I made a statement to the effect that cryptasraphy and cryptanalysis represent
the obverse and roverse faces of the same single coin.  In ¢iosing this lecture I will ¢ 2and that
statement a bit, and in so doing perhaps formulate a dictiin which we may call the law govern-
ing the minting «nd wsage of the cryptologic combat coin. It would run something like this:
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When an officer is selected to command a fighfng unit, an efficient appointing authority

ves him and entrusts into his care a top secret, magic talisman of great potency, a coin which
is called his cryptologic combat coin, and which, asis usual in the case of all but trick coins, has
two fac-3, a COMINT face and a COMSEC face. Whm given to him that coin should Lbe in mint
condition, it should be bright and shiny on both fxes, and he should strive his utmost to lzeep
them both that way. If, to begin with, he is given:aeoin that is tarnished a bit on both faces, he
is really starting out with a great handicap, no mater how good he and his forces are in respect
to size, equipment, training and ability. If he keepsboth faces bright and shiny, ke stands a good
chance of winning a battle even if his forces are infaor in size, etc., compared with those of the
enemy. But if he lets either face of his coin bemme dull from irdifference, carelessness, or
ignorance, ke will almost surely lose the battle, evax if his forces are superior in size, etc., com-
pared with those ! the enemy.

Ag a remarkable example of the validity of the foregoing dictum, an example that comes
directly from the two Japarese Navy officers whowrote Midway: The Battle that Doomed Jupan
(see footnote 12 above), let me quote the initial pamzraphs of the Preface to their book (p. xiii):

“Ior Japan, the Bat:le of I{idway was indeed a ==3ic defzat,  Tha Japanese Combined Flzat,
placing its fuith in "quality rather than quantity,” Sad long tzzined aed prepared to defeat a
numerically cuperior enemy. Yet at Midway a sironger Japonese force went down to
defeat befora a weaker enemy. i

Not only were our participating surface forces farsuperior in number to those of ¢'.2 encmy,
but the initiative was in our hands. Nor were weinrerior, quaiitatively, in the crucial element
of air strength, which played the major role througmout tie Pacific War. In spite of this we
suffered a decisive defeat such as the modern Japarese Navy had never before experienced or
even dreamed possible.” :

©

Earlier in this lectura (see p. 134), T quoted tww otl:er paragraphs from this sar 2 beok, in

hi-: the Japanese authors malke perfectly clear ‘i reasons for the loss of the Battle of Mid-
say, reasons which have also been stated by otherwiiters. The cryptologic combat coin our
Mavy entrusted to Admiral Mimitz was highly pdished and bright on both sides; the ons the
Japanese Navy entrusted to Admiral Yomamoto wa=dull on both sices to begin with. Admiral
Yamamoto not only didn’t even know how tarnishat it was; he lost his life because of his igno-
rance a couple of yearslater. Nzither he nor his superiors had the experience and knowledge that
were necessary to polish up that coin. It tcok aimpst ten years for the truth of that dictum
I formulzated for you a moment or two ago to becrme clear to the Japanese Navy. Had they
taken quick and full advantage of the unfortunateleakage of the vital COMINT facts soon after
ilie Battle of Midway, they could and perhaps wmuid have come to the proper conclusions long
before they did. Who knows what the results migft have been; and the effect thereof, on the
outcome of the war in the Pacific?

Hardly anything of importance in the cryptologizbattles of World War IT escaped the atten-
tion of Winston Churchill, who even 'way back iz 1915, when he was First Sea Lord of tha
British Navy in World War I, had taken a great izterest in cryptology. He made tl . follow-
ing finul comment on the Battle of Midway, a corzent that is impressive in its guarded revela-
tions and in its restraint:®

“One other lesson stands out. The American Inrilizence system succeeded in penetrating the
enemy’s most closely guarded secrets well in advama of evenis. Ths Admirai Nimitz, aiteit
the weaker, was twice able to concentrate ail the firces he had in sui™. mt strength at the v .t

time and place. When the hour struck this prowet decisive. The impertance of secrecy . ..d
the consequences of leakage of information are here prociaimed.”

It will probably secm to many of my listenersand readers that I have paid more tributes to
the achievements of our Navy cryptanalysts in Warld War II than to those of their Army and
‘ir Force opposite numbers. If I have done so, Iean only say in extenuation that three facturs

‘e liere involved. Tirst, as regards my apparencaverlooking of the contributions of the USAF,

3 The Hinge of Fute. Vol. [V. Boston: Houghton ¥E{lin Co., 1950, p. 252-3.
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I need but remind you that it wasn’t until after the war was all over that the Army Air Corps
became autonomous; Lefore then the technical achievements of cryptanalysts of that Carps
were merged with those of the Army. Second, as a member of the Army’s Signal Intelligence
Service, and then the Army Security Agency during World War II, it is fitting that somebody
other than I blow the trumpets in celebration of cur Army’s cryptanalytic achievements. Al
I will say is that they were as important as those of our Navy, but for various reasons they have
not received much publicity, which is just as well from the point of view of National Security.
As a matter of fact, the publicity regarding our Navy’s cryptologic successes comes very large-
ly from former enemy officers and from the various official investigations into the attack on Pearl
Harbor, aud not from any U.S. Navy personnel. Third, there has been very little leakage with
regard to Army’s cryptanalytic successes except such as can also be traced back to those 'ear]
Harbor investigations. General Eiscnhiower’s Crusade in [Zurope has not one word to say on
the subjects of signal intelligence, cryptanalysis, codes, ciphers, or signal security, etc., although
he does make a few rather caustic remarks about the feilures and errors of his own intelligence
statf. General Bradley’s book is equally reticent on these subjects but I cannot refrain from
quoting one rather amusing episode having to do with COMSEC:

To identify hills, road junctions, and towns without our giving our plans away in the event
of an enemy tap on the wire, I had key features numbered on my war map and gave copies of
those numbers to the division commanders. It was a makeshitt private code, lax enough to
cause Dickson [Bradley’s G-2] to worry over the security of our plans, :

One morning when I called Major General Terry Allen, he referred to an obscure crossroad

" by its number in this private code. '

“Just a minute, Terry,” I said. “I can’t find that number on my map."”

“Well, listen carefully, Brad,” he said. “The enemy may be listening in. I'll say the name
of the place as fast as I can.”

Dickson overheard tlUs conversation and threw up his hands. “Security wouldn't be much of
a problem,” he said, “if only there were fewer generals in the army.”

General Hap Arnold’s book I’ve mentioned before and have taken one extract from it.
There are several others I might have used, but they are not too significant in revelations.
One volume of the history of the U.S. Army in World War II, entitled “The Signal Corps”
contains a few references to the achievements of the Signal Intelligence Service, but these, too,

. are not very illuminating. In only one book by a former U.S. Army Ofcer, Col. Robert S.

Allen, entitled Lucky Foruward: The History of Patton’s Third Army,?* do I find a specific refer-
ence to the help the SIS gave Patton. In telling about Patton’s :ynal officer, Colonel Ham-
mond, Allen writes:

“Ope of Ll ace units was the SIS. A radio-interception agency, commanded by Major Charles
Flint, a young, trigger-smart expurt, it worked closely with G-2 on a dual mission: maintaining
a vigilant sacurity check on friendly communications and intercepling enemy messages.. The
unit performed outstandingly in both fields.

Its reports plugged up an unwitting leak from 1 Mechanized Cavalry source, capable of re-
vealing important troop-movement information : . the e¢nemy. And at a criticul peried in the
Battle of Bastogne, the unit broke a German cod.d message that enabled heavy losses to be in-
fiieted upon the redoubtable 5 Para Division. The 8IS was particularly fruitful in breakthroughs
and fAuid situations when the enemy was on the run and had to use radio.”

The foregoing extract is, of course, far from spectacular. Indeed, I imagine that it will
hardly bring forth more i*:an a polite yawn from many members oftan aucience that has al-
ready learned about the - -.-itional revelations made during the various Pearl Harbor investi-
gations and about thos * Jamous letters that General Marshall wrote to Governor Dewey.
But there remains (%is much more to be said: the aclievements of our Army’s cryptologic
units both in Washington and in the field, as well as certain stiil undisclosed top sec.:t suc-

% New York: The Vanguard Press, Inc., 1957, p. 56. The author makes some quite caustic comments
about the [ailure of the intelligence stails to make use of the intelligence they were furnished. They are wurth
reading.
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~esses of our Navy’s units ashore and afloat, are locked away in archives where they will prob-
Jdy remain for a long, long time. More than this I am not at liberty to tell you in this

lect.ie.

With this statement I bring this series to a rather undramatic but I hope meaningful close.
I will wind it up by paraphrasing the last sentence of the Iniroduction to that important book
The Battle of Miduay from which I have quoted at some length. The Introduction was written
by Admiral Nobutake Kondo, the senivr living commander of the former Iinperial Navy, who
participated in that battle: I close this series with the hope that my lectures will serve as
material for criticism and reflection. :
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APPENDIX I
From Time Magazine, 17 December 1345

MAGIC WAS TIIE WORD FOR IT

U.S. citizens discovered last week that perhaps their most potent secret weapon of World
War II was not radar,; not the VT f{use, not the atom bomb—but a harmless little machine
which cryptographers painstakingly constructed in a hidden room at Fort Washington.

With this machine, built after years of trial and error, of infercnce and deduction, crypto-
graphers h::d duplicated the decoding devices used in Tokyo. Testimony before the Pearl
Harbor Committee had already shown that the machine—known in Army code as ‘“Magic”’—
was in use long before Dec. 7, 1941, had given ample warning of the Jap’s sneak attack—if
only U. S. brass hats had been smart enough to realize it (Time Dec. 10). Now General

19

Marshall continued the story of “Magic’s” magic. It had:

Enabled a velatively small U.S. force to inter :nt a Jap invasion fleet, win a decisive vic-
tory in the Battle of the Coral Sea, thus saviny .° :stralia and New Zezland.

Given the U.S. full advance information on the size of the Jap forces advancing on Mid-
way, enabled the Navy to concentrate ships '.vlhch otherwize nuight have been 3,000 miles
away, thus set up an ambush which proved to be the turning-point victory of the Pacific war.

Directed U.S. submarines unerringly to the sea lanes where Japanese convoys would be
passing. ’

By decoding messages from Japan’s Ambassadcs Oshima in Berlin, often reporting inter-
views with Hitler, siven our forces invaluable information on German war plans.

UNEASY SECRET

So priceless a possession was Magic that the U.S. high command lived in constant fear that
the Japs would discover the secret, change their code machinery, furee U.S. cryptographers to
start all over again.

General Marshall had a long series of bad moments after U.S. fiyers, showiz:, a suspicicus
amount of foresight, shot down Admiral Yamamoto's plane at oougamﬂhe in 1843. QCossip
rustled through the Pacific and into V\"’shmgton cocktail parties; General Marshall got to the
point of asking the I'BI to find an officer “who could be made an example of.”” (The FBI,
fearful of looking like a Gestapo, refused.)

Once a decoder was caught in Boston trying to sell the secret. Once, well-meaning agents
of the Office of Slrategic Services ransacked the Japanese Embassy in Lisbon, whereupon the
Japs adopted a new code for military attachés. This code remained unbroken more than a

- year later.! The worst scare of all came during the 1844 presidential campaian when George

Marshall heard that Thomas E. Dewey knew the secret and might refer to it in speeches (see
below).

Yet for all these fears, the Japs never discovered that the U.S. was decoding their messages.
Even after the surrender the Army still used Magic as a guide to occupation moves: though
it had once been planned to send a whole army into Korea, Magic showed that a single regi-
ment would be ¢iough.

SECRET KEPT

The laotter, on stationery of the Chief of Staff’s Office, bore a bold heading: TOF SECRET.
FOR MIR. DEWIIY'S EYES ONLY. Candidate Thomas E. Dewey, his curiosity piqued,
read rapidly throuy i rhe first two paragraphs:

I am writing you . ‘out the knowledge of any other person except Admiral King (who concurs)
because we are appre..hing a grave dilemma in the political reactions of Congress regarding Peart
Hurbor.

! While I have no recollection of the Boston husiness, [ shall never forget the Lisbon incident.—W.F.F.
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'Vhat I Lave to tell you below is of such a highly secret nature that I feel compelled to ask you

.her to accept it on the basis of your not communicating its contents to any other person and return-
ing this letter or not reading any further and returning the letier to the Learer.

Tom Dewey looked up from the typewritten page. As he did, the word cryptograph, a few
paragraphs below, flashed into his vision like a red traffic light. He made his decision quickly,
folded the letter, handed it back. Colonel Carter W. Clarke (in mufti), who had flown from
Washington to Tulsa to catch up with Tom Dewey’s campaign, went back, his mission un-
completcd.

YOU HAVE MY WORD

It was September 1944. The c'.ampaigh train rolled up through the Midwest, returned to
Albany. A-few days later, Tom Dewey received another vizit from Colonel Clarke.?

The Colonel, again in civilian clothes, handed over another letter from General Marshall.
The General had changed his mind somewhat: :

I am quite willing to have you read what comes hercafter with the understanding that you are
bound nnt to communicate fo any other rerson any portions on which you do not now have or later
receive fectual Enewledge from some other source then myself. . You have my word that reither
the Secretury of VVar nor the President has any intimation whatsoever that such a leiter has been
addressed to you. . .. -

THE LOCKED FILE

This time Tom Dewey read on. As he turned the pages, he became the first man outside
the high cormur:ind to know the full story of “Magic” and what it was accomplishing in the
war against the Japs (sez above). The letter closed with a plea:

I am presen.'in* this matlter to you, for your secret infcrmction, in the hope that you w:ll see
ar way clear io aveid the tragic results with which we are now threatened in the present poiitical
campaign.

Tom Dewey locked the letter in his files, went back to his electioneering. Though he ha
known before that the U.S. had cracked the Jap code, had suspected that this mfo:.mat.on
cast grave doubts on :ze.'w.hn Roosavelt’s role before Pearl Harbor, he held his tongue. The
War Department’s most valuable secret was kept out of the campaign

MEETING AT A FUNERLAL,

Recointing thi. story at the Pearl Harbor hearing last week, General Marshall recalled that
he and Tom Dewey had never discussed the matter in person until they met at Franklin Roose-
velt’s funeral last April: “I asked Mr. Dewey to coma with me to the War Depariment and
I shov od him current Magic showing Japnnese movements. IHis attitude was friendly and
grac{. L3 ”

H::. Marshall ever told Franklin Poosevelt of the Iettev-s to Dewey? Said Marshall: “The
President died without knowing of it.”

SECRET LOST

The Pearl Harbor Committee blithely tossed away one still-secret U.S. weapon. George
Marshall’s letters to Governor Dewey (sce above) mentioned that i™e U.S., with the help of the
British, had de.oded German as well as Jupanese messages. .ieorge Marshall begged the
Committce to cut out these references. The Committee refuseri

Publication of the letters thus gave the Germa: - their first K.iowledge that their code had
been broken. It was also a brexch of diplomatic confidence with ti- = British, who had let the
"1.S. in un the secret on the unde. ..nding that it would be kei:t.

P “A fewdays later...” Butnote ihat the first letter is dated 25 September 1914, the second, 27 September.
It is possible that CcLoncl "“iarke wia unable to dchs er the letter, ' it my recollection is that | ¢ did deliver
it the very next day,—W.1
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ANATOMY OF CONFUSION

Up to the witness stand stepped Lieut. General Leonard T. Gerow, chief of the Army’s War
Plans Division in 1941, to accept full blame for one of Pearl Harbor’s most egregious errors.
On Nov. 27, a sharp warning of iinpending hostilities had gone out from General Marshall to
Lieut. General Walter C. Short in Hawaii. On Nov. 28, General Short replied that he had
ordered an alert against sabotage—which was like saying he had a butterfly net ready for a
tiger. Yet his reply was never challenged by Washington. Why?

Explained General Gerow: he thought the Short message was an answer to other communi-
cations. Said he: “If there is any responsibility in the War Department for failure . .. [
accept that responsibility.” ;

.- Then up stepped General Marshall himself to take part of the blame. He didn’t recall

seeing the Short message; he should have. “That was my opportunity to intervene and I
didn’t take it,”” he confessed. “Just why, I do not know.”

FOURTEEN POINTS

The week’s testimony also shed light on the warning that came too late—the message Walter
Short rec:ived on Dec. 7 at 2:38 p.m. Eawaiian time informing him that the Japs were on
the way.

On the night of Dec. 6, Major General Sherman Miles, Chief of Intelligence, received from
“Magic” decoders the first thirteen points of the strungly worded, final Jap diplomatic note
being sent from Tokyo to its envoys in Washington. Next morning, some time between 7 and
8 o’clock, an assistant telcphoned that he had “important!” information. General Miles
reached his office at 9 o’cloci.

Genera! Marshall had risen early, breakfasted zt 8, lcoked over the Sunday papers, gene
out for a horseback ride. (He usually rode for 50 rcinutes.) He was in the shower when an
urgent messzge arrived by telephone frrm General Miles’ assistant. He finished his bath,
dressed quickly and went straight to the War Department. The time: 11:25 a.m.

WO CONFUSED!

A hastily gathered staff meeting decided that the Jap note meant war, that a warning should
go immediately to Hawaii, the Philippines, the West Coast, the Canal. General Marshall
called Admiral Harold R. (“Betty”) Stark, then. Chief of Naval Operations. “Betty” Stark
thought by some obscure reasoning that further warnings would “only confuse” field comman-
ders. '

General Marshall v/rote out a warning anyway, called Admiral Stark again to read it. Stark
decided on second thought that the warning might as well go to Navy commanders as wrell.
General Marshall sent it on to the Signal Corps which promised, according to General Miles,
that it would be delivered in 20 minutes. It was then 11:50 a.m.; the aitack was one hour
and ten minutes away. ’

Instead of 20 minutes, the Signal Corps took eight hours and 28 minutes to get the message
to Short (by commercial cable instead ¢f Army radio). Nobody had bothered to check up
on the Signal Corps; the General Staff took for granted that the message was going full speed
ahead. .

Why hadn’t General Mzsshall used the telephone? His explanation: he knew that many
~one calls—includini transatlantic talks between Franklin Roosevelt and Winston Churchill—
". 1 been tapped; l:c feared that the Japs would intercept his call and label it an “overt act.”
‘:iyway, he said, even if he had phoned he would frst have called the Philippines, where he

. thought the real danger lay.

Said George Marshall: “Wa thought Hawaii was the most improbable [target] of all. . . .
I was inclined to feel the hazards were too great and they would not risk it.”

)
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APPENDIX II

The Letters from General Marshall to
Governor Dewey, 25 and 27 September 1944

The Marshall-Dewey correspondence is so important in cryptologic history that I feel that
the whele of it should be included even in this brief history. When the letter was written, it
was, of course, TOP SECRET and it was only under great pressure fromn certain members of
the Joint Congressional Committee that General Marshall revealed its contents.® T!.: it
came into the public domain not only on the very day that Geueral Marshall was for.ed to
place it in evidence—its publication caused a great sensation in the newspapers—but also when
the 40 volumes of the Hearings of that Committec were published and pui on sale by the
Superintendent «f Documents of the Government Printing Office. The disclosure of the con-
tents of the Marshall-Dewey correspondence was indeed such a sensation that Life magazine
printed the whole of it in its issue of 17 December 1945, with the following introduction:

MARSHALL-DEWLEY LETTERS
General Told Candidate W2 FHcd Broken Jap Code

During the 1944 election campaign General Geerge C. Marshall wrote two letters to Repub-
lican Candidate Thomas E. Dewey, telling him that Army cryptegrapners had broken the .fap-
anese “ultra’” code. This fact wus first revealed in a story by Lije Editor, John Chambiiin,
which appeared in Life, Sept. 24. Marshall’s purpose, Chamberlain wrote, was to forestall
Dewey’s revelation of that fzet in a possible attack on the Roosavelt administration’s Japanesa
policy before Puarl Harbor. The actual text of the letters remained sceret until last week,
when General Marshall appeared before the Congressional Committee investigating Pearl Har-
bor und made the letters public. They appear below, :

When he had finished reading the fzst two paragraphs of the first letter, Governor Dewey
stopped hecause, as the Chamberlain article reported, “the letter might peesibly centain m--
terial which had already come from other sources, and that anyway, a ~undidate for Presid. .
was in no position to make blind promises.”” Gen :al Marshall sent the letter back again wita
an intreduction which relieved the gavernor of binding conditions. This time Dewey read the
letter and afler much ibought and discussion decided not to make use during the campaign of
any information he previously had.

First Letter
TOP SECRET

(FOR MR. DEWEY'S EYES ONLY)
25 September 1944
My Dear Governor:

I am writing you without the knowledge of any other person except Admiral King (who con-
curs) because we arc approaching a grave dilernma in the political reactions of Congress regard-
ing Pearl Harbor.

What I have to teil you below is of such a highly secret nature that I feel compelled to ask
you either to nccept it on the busis of your nut communicating its contents to any ot! .~ persenand
returning the letter or not reading any further and returning the letter to the bearur.

I should have preferred to talk to you in person but I could not svise a method that would
not be subject to press and radio reactions as to why the Chicf of Staff of the Army would be
seeking an interview with you at this particular mement. Therefore, T have turned to the meth-
od of this lutler, to be declivered by hand to you by Colonel Carter Clarke, who incidentally has
charge of the most secret documents of the War and Navy Departmuuts,

In brief, the mililary duemma resulting from Congressional politic:l battles of the political
campaign is this:

!So far as I am aware it has neither been ascertained ner disclosed, if known, 'who gave Governor Deway
the information. But it is .. fact that as a patriotic citizen, he acceded to Gen-::l Marshall’s request - he

ade no use whatever of the vital secret information during the campuign or ai.~r it. Time's acccunt spe-

leally ztates that Dewey “held his tongue.” The War Department’s most vzi:uhble vooret was kept out of
«he campaign.” 1 ki.ow this to be true,—\Y.F.F.
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The most vital evidence in the Pearl Harbor matter consists of our intercepts of the Japanese
diplomatic communications. Ovcr a peried of years our cryptogra " people analyzed the chac-
acter of the machine the Japanese were using for encoding their dijJumatic messayes. Based
on this, a correspunding machine was built by us which deciphers their messages.

Therefore, we possessed a wealth of information regardiny their moves in the Pacific, which
in turn was furnished the State Department—rather than, as is popularly supposed, the State
Department providing us with information—but which unfortunately made no reference what-
ever to intentions toward Hawaii until the last message before Dec. 7, which did not reach our
hands until the following day, Dec. 8.

Now the point to the present dilemma is that we have gone ahead with this business of de-
ciphering their codes until we possess other codes, German as well as Japanese, but our main
basis of information regarding Hitler’s intentions in Europe is cislained from Baron Oshima's
message from Berlin reporting his interviews with Hitler and other offcials to il:e Japanese
Government. These are still in tha codes involved in the Pearl Harbor cvents.

To explain further the critical nature of this setup which would be wiped out almnst in an .
instant if the least suspicion were aroused regarding it, the Battle of the Joral Sea was lmsed on
deriphered messages and therefore our few ships were in the right place .t the right time. Fur-
ther, we were able to concentrate our limited forces to meel their advau:ces on Midwuy when
otherwise we almost certainly would have been some 3,000 miles out of place.t

We had fuil information of the sirength of their forces in that advance and also of the smaller
force directed against the Aleutians which finuily landed troops on Attu and Kiska.

Operations in the Facific are largely guided by the information we obtain of Japanrse deploy-
ments. We know their strength in various garrisons, the rations and other stores continuing
available to them and what is of vast importance, we check their feet movements and the mave-
ments of their convoys.

The lLicavy losses reported frem time to time which they sustain by reason of our submarine
action largely results frcin the fuct that we know the =:iling dates and the routes of their con-
veys and can notify our submariss to lie in wait at :1:. proper point.

The current raids by Admirai {!:sey’s carrier forces -... -Japanese shipping in Manila B=v and
elsewhere were lurzely bused in timing on the known nuivements on Japanese convor<, L.« of
which were caught, as anticipated, in his destructive attachs,

You will understand from: the foregoing the utter tragic consequences if the present political
debates regarding Pearl Harlor disclose to the enemy, German or Jap, any suspicion of the vital
sources of informaticn we now possess.

The Robert's report on Pearl Harbor had to have withdrawn from it all reference to this highly
secrct matter, therefore in portions it necessarily appeared incomplete. The same reason which
dictated that course is even more important today brsezuse our sources Liave been gre.ily elab-
orated.

As a further example of the delicacy of the situation, some of Manovan's people (the OFS),
without telling us, instituted a secret search of the Japancse Em'.ssy offices in Portugal. -.:a
result the entire military attache Japanese code all over the world was ch-ged, and though "~ is
occurred over a year agn, we ! :ve not yet been able to break the new cude and have thus lost
this inwuluable inforrmation s.wir=va, particularly regarding the European situation,

A recent speech in Conpress by Representative Harness would clearly suggest to 1he Japanese
that we have been reading their odes though Mr. Harmess and the American public would prob-
ably not draw any su-.: concliion.

The conduct of General Fitenh:nwer’s campaign and of 2ll operations in the Pacific are ' <ly
related in conception and timing to the information we secretly obtain througii these inteteepted
codes. They contiribute greatly to (Le victory and tremendously to the saving of American
lives, both in the conduct of current ..jerations and in looking toward the early termination of
the war.,

T am presenting this matter to ynu, for your secret information, in the hope that you will see
vaur way clear to avoid the tragic m=nlis with which we are now threatened in the present po-

- litical campaign. I might add th = -kt sccent action of Congress in requiricy Anny o i Mavy

investigations for ac‘icn Luf re ¢ ia dates has compelled me to brin;; i. .k the « .= ~um-
mander, (ivneral Gers v, winie: ‘v .« are fighting ot Tricr, to testily hers while the !fernians
are count.=ittacking hie farces th.o:  This, however, is a very minor matter comy- : .l to the
loss of our cnde informution.t )

¢ In regnesd - his and the succeeding four puragraphs, see my comment below . 122).
3 The last two scntences in this paragraph were omitted from the Sece.nd Letter. See footzated
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‘Pléase return this letter by bearer. [ will hold it in my secret file subject to your reference
should you so desire,
Faithfully yours,

G. C. Marshall

Second Letter
TOP SECRET

(FOR MR. DEWEY'S EYES ONLY)

27 September 1944
My Dear Governor:

Colonel Clarke, my messenger to you of yesterday, Sept. 26, has reported the result of his de-
livery of my letter dated Sept. 25. As I understand him you (A) were unwilling to commit
yourself to any agreement regarding “not communicating its contents to any other person” in

- view of the fact that you felt you already knew certain of the things probably already referred
to in the letter, as suggested to you by secing the word “eryptograph,” and (B) you could not
feel that such a letter as this to a Presidential candidate could have been addressed to you by
an officer in my position without the knowledge of the President.

As to (A) above I am quite willing to have you read what comes hereafter with the under-
standing that you are bound not ‘o cormmunicate to any other person any portions on which you
do not now have or later recsive factual knowledz2 from some other source than myself. As to
(B) above vou have my word that aeither the Secretary of War nor the President has any inu-
mation whatsoever that suci a letter has been addressed to you or that the preparation or send-
.ing of such a communication was being considerad.

1 assure you that the only persons who saw or know of the existence of cither this letter or
letter to you dated Sept. 25 are Admiral King, seven key officers responsible for security of mil-
itary communications, and my secretary who typed these letters.

I am trying my best to make plain to you that this letter is being addressed to you solely on
my initiative, Admiral King having been consulted only after the letter was drafted, and I am
persisting in the matter beczuse the military hazards invelved are so serious that I feei some
action is necessary to protect the interests of our armed forces.

(The second letter then repeated substantially the text of the first letter except for the first two para-
grephse).

Life failed to note that the last two sentences in the penuitimate naragraph of the “First
Letter” were omitted from that paragraph in the “Second Letter,” but there is no explanation
for the omission.® Perhaps it was simply for the sake of brevity, but this seems improbable.

In my first lecture I called attention to the fact that the account given in the Time article
gives credit to Army cryptanalysts for providing the secret communication intelligance “which
enabled our Navy to win such spectacular battles as those of the Coral Sea and Midway, and
to waylay Japanese convoys,” whercas the credit for the communication intelligence which
enabled our Navy to win these battles was produced by Navy cryptanalysts. One cannot
blame the editors of Time for making such a bad error because the scurce of the error can be
traced directly Lo General Marshall’s letter ituelf. Several years ago I asked my friend Color: <l
Clarke, who, you will recall, carried General Marshall’s letter to Governor Devwey, how suca
an error had crept into General Marshall's letter and was told that the letter which had bezn
prepared for Generzl Marshall’s signature did not meet with the General’s wholehearted o2-
proval and that the General himself :ad modified it. Perhaps that is how the error to whi h
.I have referred crept into it. Ore could hardly expect General Marshall to be --.tirely fir-mule
iar with t! . technical cryptanalytic deteils involved in what he wanted to tell f overnor Deroy,
nor showl - =e criticize him for not being able, in his very busy days and v :der very h. -y
pressure of events, to bear in mind or even to know about the differcices betsei m the eve 0y

systems worked u:-n by the respective and separate Army and Navy :rvptana = -~ orgas ui-
tions. 't is of course possible, indeed it may be, thut in the caces £ vermiin in.- wwont noe d
»peratuns valuable COMINT carze from messages read by Army - ptanalysts, snd tiis susy

—_—

¢ The sentence beginning “I might add . . .”* and the one begmning ““Cliis, however is . . " were ¢ “tied.
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be swhat confused General Marshall in implying that all the credit belonged to them because
of their solution of the Japanese highest-level diplomatic cryptosystems, the one that used the
so called “Purple Code,” :shich wasn’t a “code’ but a cipher machine.

Since the period during which the disclosures of the Joint Congressional Investigation were
made, disclosures which were disastrous so far as the important accomplishments of the two
services, before and after the Pearl Harbor attack, in the field of communications intelligence,
much has been written and is now in the public domain regarding those accomplishments,
but fortunately no technical details of significance have been disclosed.
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