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HISTORICAL NOTE

When, in October 1944, plans were first made for the
preparation of a comprehensive History of the Signal Sec-
‘urity Agency, it was intended to Include therein an account
of the historical background of the Agency beginning with

.. the earliest record of the use of cryptography by the .

.- United States Army. As the material was gathered. together,

" however, 1t became increasingly clear that to do this ;
., .¥Would result in expanding the bulk of the History to such
'y Pproportions as to discourage many readers. For this rea-

:" son, the historical background has been prepared as a
-separate work in three volumes, as follows:

1 Volume One: Codes and Ciphers prior to

' World War I 1776 - 1917

o ey Volume Two: World War I -1917 - 1919

By a0E Volume Three: The Peace 1919 - 1939 |
J.' Volumes One and Two of this series are provided with
fiv tiindexes covering the content of each respectively. The

+-@7 it index in Volume Three, however, covers the text and foot-
_ """ liy/notes of the entire series of three volumes.

3 1

-

—

.=ffgik “ It was not Planned in the beginning to include any
‘i ig rgtab material in the Historical Background of the Signal -
J‘f\“gﬂoourity Agency.. After the work was finished, however,
'\ﬁf}fi}l number of documents were found which seemed worthy of
W#E?ngnote, and these were collected and arranged in a Supplement
& i,%;ﬁ?; isigto, volume Three. _ .
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HISTORICAL BACKQROI:IND OF THE SIGNAL SECURITY AGENCY
" VOLUME THREE: THE PEACE 1919=1939

v 1
‘ * - CHAPTER I, THE CODE AND-CIPHER SECTION 1919-1929

; A. Distrlbution of Code and .Cipher Ubrk

~ Prior to World War i responsibillty for cryptographic systems used

by the United States,Army had been centralized‘ip no single-agency.z-

‘ Distribution of and accoﬁnting for code bcsoks and cipher systems had
been handled by the War Collége,.The Adjutant Genefal, the_Military
Intelligence Diviaion,‘ and, in s;:une r..-.ases, by the Signal Corps. As

a result,confusion arose as to which of these agencies was the proper

a.ut.hority to receive the nécessary reports, requests, and recommenda-

tions. The War Department Telegraph Code 1915 had, for example, been

prepared by the Chief Signal Officer and d:Lst.ributed by. The Adjutant
= .. General, yet the Military Intelligence Division rgceived many letters‘
° , ~ relating to :Lt..3 '
A beginning had, however, been made towards the establishment of

. a definite policy in regard to the division of functions, and the Chief

l. Strictly spea.}dng,‘ no such sectioﬁ existed before 1921, but the
functions were already being carried on prior to t.hat time in the
Office of the Chief Signal Officer.

2, On Vorld War I, see ‘Volume Two, especially Chapter II.

3. Memorandum to War Department, Chief of Staff from Assistant Chief
of Staff, G-2, Subject: Preparation, distribution of, and accounting

@ - for code books, 27 January 1921, sec. III, par. 1-3 (SPSIS 311.5)




while the printing, distrlbut.lon,

ltorl,go, and accounting for that code were the responslblllty of the

L
‘Mjutant General. The Mititary Intelligence Div151on, nevertheless,

i
ey ‘.It
Ji‘ hld good reason to doubt the efficiency of the code comp:laticn done .

5 I.'! *.' 'R
# 5' %E’in tho Office of the Chief Signel Officer end esteblished in its
O 1 _&,
iy i
-;ﬁé o] inher Bureau a speciel Code Compilation Subsectlon which mainta:.ned
LAY ?j
“'}éitl own ayatem of accounting for the codss issued by the divn.sion. At

";’i‘ﬁ,'e "!) thc oloae of the War the functions of this unit were t.ransi‘erred to the

e’-..!"" & |

ey [
Ty ah 26 Oot.ober 1920+~ .The agreement made at the conference, conflrzred

' E; (] " ‘“' ‘ ! 2 '
. i :
H# three. days later,7 was threefold in character and was destined to

5, 'lj,
"\ 3’54’ e

’rf rouin in force until May 1929.

¢ u IR 1913, par. 1556

"; 1{:' ,1)‘@,1 Fr
' ‘,"-_'5-' -"l's, - u(h the work of this section, see Volume Two, chapter II.,

6. Repreaenting the Military Intelligence Division was Ma,]or Frank
' Moorman; the Signal Corps officers were Colonel Frank R. Curtis
:,i lnd Major John C. Moore.

I “7 ¥ Hlmcrandum, Chief Signal Officer from Director of Military Intelll-
& ', gence Division, Subject: Code and cipher work by the Signal Corps,

‘ 5"; 29 October 1920 (MI no. 4131~607).

‘l'he new arran.g,ement was inccrporated into Army Resulations,

e ,;.; ...} .., 3 14 January 1922, par. 2e; changes no. 1, 20 October 1923; AR 105-5,
11-:’{ Ff J}g ---- 215 December 1926, par. 2e.
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The Code and Cipher Section 1919-1929 : 3

In acoordance vith this agreement, the Signal Corps vias to undep-

: tcko the compilation of such codes and ciphers as were required,
a';,_'i '|"
N to' ttuir publication, however, all codes and clphers vere to receive

Prior

. l_{' - thc approval of the Military Intelligence Dlvision. The reproduction,

}‘
b dlltrihut.ion, storage, and accounting were respon91b1_11t1es still left

ey by g

e 'lith 'I'ho Ad jutant General. Though the solution of enemy codes and

T

i A

| ~‘i}oiphtra remained a function of the Military Intelligence Division, the

I Bipnl Corps agreed to give preference, in its search for of ficers

g -..-’_-5 qu.lli.fied to euperviee cryptographic comp...lation, to those who had

-:.;4 prtot-ioel experience in solution. Moreover, Signal Corps officers were
'_.‘_‘}_ r § ‘ s
' i

to bl i.nstructed in the baeic principles of cryptanalysis in order to

‘ ‘_5_. llkc them fully aware of the need for avo:.ding in all cryptographlc

."

§ opontione such blunders as render a system more vulnerable to the

.‘1

&gt lthok of enemy cryptanalysts.

il’ I

5 e ,i..' -ﬁ. (This agreement did not embody prmc:Lples fundamenta.lly new at

." l-_(\ ,l E

thlt. time: the S:Lgnel Corps officers on duty with the merican Expe—

ditionary Forces in France had automatlcally assumed the functions
;a.].lott.cd to them in this agreement. The chief.change was the transfer
{f f tbl functions of the Code Compilation Subsection maintzined by the

lﬂlitary Inte]_ligence Division to the Office of the Chief Signal Officer.

w'
-

-‘ i

1"“ Bunh transfer, however, was not immediately complete, since the Military

Y Into.lligence Division was still preparing tables of enc1phermmt for

r*“\‘rﬁ'g

-‘l e

T
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:.;I’ - " ___The Code and Cipher Section 19Y19=1929 2 e

1t.ax_'z Intelligence Code No. 5 as late as ll August 192.1.9

}
Lo
: ‘.'
.

B, Codes in Use-at the Conclusion of %orld ilar I

" - The coming of the peace rendered the codes. compﬂ.ed by the

lul.llltary Intelligence Division for combat units and for co:m*;unications

& bctnen high echelons of the Army both obsolete and unnecessary. -

s of theso, the so-called: Tdeal Corraspondence Code, as has been stated

a- % 1n Volumo Two, had been printed in 1918 by the Government Printing
Vol Ofﬁ.oe, but bore on the title=page the :unprmt of a fictitious i‘lrm, )

,"_- o th. "Ideal Code Company," used only as a blind. The printer had
-'.‘__"f‘ 5' .1 ' i ) .
.-';,ull..drtypo and paper entirely unlike those used in ordinary govern-

I '- .;.u -3t
b R J

."; ment. publications. By this time the I'deél Correspondence Code was

- '. ' ' ' 10
. b‘liwod to have been compromlsed but cont.a.nued to be used, at least

llhls

) A by tha Wlitary Observer in Ricra, as late as 12 March 1921,
hft only two codes in current use by the War Department. The first

V

. . -' 1: ot tbuo nas t.he War _par*tment Telegraph Code 1915, compi_led by the

I Ohiof Signal Officer, which was currently in use to a limited extent

A

. ‘__'-.'-{ 9 IR 1161t letter of Major Frank Moorman to H.0. Yardley, ll Mugust 1921,

: 10. Ibid,: letter of Major Frank Moorman to H.C. Yardley, 26 Yarch 1921,
W' 8o also a letter of the Chief of MI-5 to the Military Attache in.Peking,

.21 April 1921 (IR h321+) ' . ,

I h""

- -§"“' s IR 4291: letter of Director of Military Intelligence Division,12 March

. & 1921. ) 3

L
; )
i




g L. L_ The Code and Cieﬁer Section 1919-1929 5 5

0 e bnt only for confidential communicat.lons. Concemlng it the following
p.u-agraph is pertinent:

i The present War Department Telegraph Code was prepared with
'4°43 " code groups which will not be accepted by the Cable Companies.

R I B N It. is therefore necessary to encipher all messages encoded by its-
" "&' -1u88s The cost of clerical help for this purposeﬂill in a single

o i R R Jear amount to more than the cost of a new book.

ni'l . l‘ --JH

Tbo hnguage of this statement is misleadlng. The operation referred

i —‘"-"‘ e

.”to as encipherment is merely a convers:Lon of the code groups to make

i
S

O o

'3 t.hn.m pronounceable, This was effected by us:lng a table, Supplied with

.-Trih

3 tha codo, fLor convart.ing the serial number oi‘ each group to five letters

.t’ordng a so—-called "pronounceable word "i.e. flve letters normal.‘l.y not

l,rH N

;! 'l bon.l fide word but always pronounceable.

o B ;_‘, Furtharmore, the code was constructed on insecure pI‘inClpleS and it .
.'- ek

had by this time been used so long and with such heavy traffic that the

i ~'t
\ - (B

probability of its having been comprmsed by cryptanalysm, was very
‘rnt. Copies of the code were probably ava:.laole to any government
o % inhruted in obtaining one. In fact, The Adjutant General reported

to tho Chief of Staff on 28 July 1919 (IR 4296) that fifteen copies had
boou loat,13

and it was almost certain the German Govemnent. had a cop},r.ll+

". e L llamre.ndum cited in.note 3, par, 6. Though the date of this memo-
) f' i, randum (27 January 1921) was later than the preparation of the liar

o f‘-é' % ‘» *. Department Telegraph Code 1919, the quotation clearly refers to the
g' '.;; i #1915 edition which had not yet been supplanted by the 1919 edition,
oy r}t}un still in the vaults.

, 13 ‘Though it bore the imprint of the Government Frinting Office, the
5;'5*3 book had been printed by a commercial firm in Cleveland,
=

e L" 14. Boe Volume Two, Chapter I.

.s,\'
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z ‘I, Tho Code and Cipher Section 1919-1929 6

: _’:'7';'_ ' The ‘second code still in use was Military Intelligence Code No. 5

! * A (HI-5), iaeued by that d1v1510n in July 1918, and cur rently used for
L 54 .__‘ : '|| .
s uont communications. Cemplete accounting for the copies of this code

R had been maintained, and the code 1tself was relatlvely more secure

S

'!I

thnn the Var. Department Telegraph Code 1915, smce it was never used

" 'lihhout encipherment from t.ables issued by the division every tvo weeks.

4

) ._,, -',

. y D\lring the swamer of 1921 traffic in this code had declined to such an
iy A

"% lxtont- that. it was believed desirable to lengthen the perlod durmg
"‘-.

“_";.;.'lhioh a given table- was valld to two mcm‘c.i‘ls..]‘6 In the opinion of the

-«.fL

. "' ch.hf of the New York ofi‘lce,p the i‘act'that these tables were in

2 ’\.5.,
i

o unifom usge throughout the world made them :Lnsecure and it was sug-
by

guted that three different sets of tables Be furnished holders of the
.

R LN
e N codo, one for each of three dlfferent. dl.Vlslons of the gZLobe.18 b,
RYI i

‘

"y

Though this code had been based on more sophlstlcated prmclples

: .'?"‘ -‘.:{

" thm the War Department Telegraph Code 1915 (i.e. :.t was sent in

» l
3 ?‘L\'
o onclphered form) and accounting had been more atrlctly maintained,

tha fact that it had been used for ‘two years, not only for secret

: 5‘;: 15, At this time the tables were preparéd by the unit of MID . ;
*'.% - established in New York in 1919 (see letter of H. 0. Yardley ' . :
Y =*' to Colonel A G Cdmpbell 15 July 1920, in IR 4158).

“I 16.' IR 4161: letter of Major Frank Moorman to H. O. Yardley,
2 August 1921. ;

o 17, O the work of this office, see Volume Thres, Chapters II-IV.

’ y 13. IR 4161: letter of H. O. Yardley to Major Frank Moorman,6 August 1921.
o : ;




The Code and Cipher Section 1919-1929

filntorial but also for much that was nonsecret, made it seem highly

probable that soon suff1c1ent trafflc could have been 1ntercepted by

v ~-i"

&

®

-I-.- S .

.-_ "t

ortign agencies to make solution of the “code posslble. Indeed in

D!ocmber 1919 this code was belleved to have been compromised by the

19
i P?anoh. No steps were taken 1mmed1ately to replace it because "nothing

ij boing handled particularly that requires such a great amount of

~loorccy, especially with respect to this nation. n.
: It was therefore very desirable to devise and distribute new systems

'to replaca those in current. use.

'. .

,:;N_ 'Ce The Formulation of a Cods Prod&ction Policy

’

In accordance with these con51derations, the Military Intelligence

Diviaion approved a definite policy for the development of the code com—
pilation work which had besn charged to the Chief Signal Officer. The
Addutant General was requested to adv1se the Chief Slgnal Officer concern-

Ai

1ng the code books and cipher systems whlch should be compiled in the

'lruturo. All duties relating to the 1ssue and accountlng for nev systems

4.

. .were to be retained by The Adjutant Generel.

LI

Finally; it was requested

that a Var Department policy relating to the construction, issue ‘and use

Fﬁ:of codes and ciphers should be announced to the service.20

e

e, :_'
H ";n

b \-

L ‘
v

P""

£
¥
i

19. IR L157: Memorandum for Colonel Campbell 30 December 1919, -The

inrormation concerning the .compromise had come from the Military
Attnche in London,

f?ﬂ. Homorandum cited in note 1, sec. 1v, par, l—




The Code and Cipher. Section 1919—1929 i 8

l..nd the edition of 1919, then in the vau.lts oi‘ The Adjutant General,

i""' r

_f—;.' v requirement for a comprehensive code of 100,000 groups to be used for

4

':'}'"7 wu to be used for secret ccmnunlcations and was to contain 40,000 to

' }50,000 g:roups. To satisfy this requirement, the Military Int elllgence .

o ' A‘ ‘-'uud for two years and was open to the objectlons “stated above, was to

‘ bo regarded as the current. edition of this War Depqrtment Staff Codes

Db

. i :-""_-'.iilﬂplacement of No. 5 in the event of an emergency. Thus, without further

s LA, R

A

¢ 2.
. 3 :Iu.iuuad in .its place, effective l Se‘ptember 1921, Thls met the

oontidential communicatlons. It had been compiled by Major Howard R,
B&mas, who had previously been 0fficer in Charge of the Code Comp;latlon

J
See't.ion, Signal Corps, American Expeditionary Forces in France.

i Three editions of a War Department Staff Code were reauired. This

Qgg,_ Noe 3, in spite of the fact that it was only one-part had been

Tba Mlitary Intelllgence Code No. 9 (1918), then still in the vaults

T

The War Department, Telegranh Code 1915 was accordingly mthdra.rm )

\

uofq,tha division, was to serve as the reserve edition for immediate

. o My M e 5 S

.~ "ecompllation, two of the three editions requested were provided, and
e : ‘_a.itﬁough these had been prepared during the Var, they were both regarded
. .2'~}:I'.-T‘l.n'_at.il_]. serviceable, The third of the three editions was now to be

' prepared by the Signal Corps.

22

. that the existence of reserve codes be kept secret, and that secret
- messages should be kept to a minimum.

It was suggested in- a memorandum for Colonel Mcindrews from Major
W.K.Wilson, Chief, Statistics Branch, General Staff, 26 Jenuary 1921
(IR 4226) that the edition of 1915 be now used for training purposes,

IR 4161 :memorandum of Ma;or Frank Moorman to H.O. Yardley,é J_nuﬁ:y?)l92l.
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23

An Army Tac@ical Code;-later™ known as the Army Field Code,"

wan Lo be prepared in three editions for confidential correspondence
lwtwoen divisions end higher tactical units. As dirccted for the
Tiar g_pntlmcut Staff Cnﬂc, one edition was for imnediate issuve amd
: . 3 , . 24
currenl use, one edition for issue 'in.an emergency, and a third
ta t» held in.reserve, for issue in the event that the second edition

25

ehould be compromiéed.
Tﬁnlve editions qf‘the irny Field Code, later26called the Divisioﬁ
Fiald Code, were to be prepafed. This was.tb be a cohfidbnpiél code
for éompunies-and higher.téctical‘ﬁnits, primarily for communication
nfthin Lhe division. .-Of the thelvc edLLion ,'each of whiéh was to

¢ortaln 3, OOO groups, thrne were destined for use .in the Phlllpplne

Depnrtment, three veére for use in thc Hafa1lan Department one for

~{ninndiate issue to tgoéps in the United States for currenp.use and

instructlion, and the remaining five were to be held in reserve, for

~

). This change vus sugrested in a Memorandum for Var Department
Chief of aLafI from issistant Chief of ‘Staff, G-2 (Colonel S.
Heintzelman) daled Februsry 1920-—the day is missing (IR 4226).
The memorandum cited in ncte 21 recomrends that thls code be
kept in reserve until the outbreak of war. :

~-

. 2L+ Dnubtless thlq means tiaL the wrocess of dlrtrlbutlon was to

be bogun so that no delay w-uld ‘be encountered in changing the’ .
codes ’

245, Memorandum cited in note 3, sec. iil, par. 9c.

2. See note 23. - 17
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“issue as requiréd. In vqch oi the two dcyartments mentloncd one edltlon

wos to be issued lmmediately, one hle for an emergency, and the third
27 '

he,ld in reserve,

Vhether any oLhur svisbems vere approved ol Lhis tlme is noL cledr.

7 A mennrandum for The JdJthﬂf Qencral of Lhe Army,‘bubject‘ War De g art= -

. ment pol x in referoncn to the use of codes and ciphers, 17 March 1921,

' 51gned by Brlgadler (eneral D. Iv. Nolan,: then Assistant Chief of Staff,

G-2, lists the followLng sp001a1 codes and ciphers "to be prepared as
lll28 V o & T ) i .
1. 'Slgnaiﬂ-beLueen aeroplaue and ground.
2. Supply -catalogues
Geograpbic codes.

3
L. Signal service ccde, -
5. Meteorological dsota, elc, .

D, Appointment of a Signal Corps Cryptanalyst

“

Although the Chief Signal OffLrer had been charged vith the compila-

tlon of various godes, no repilar staff had bzen app01nLed for such vork

in his office prior tn the lalter purt, of 1920, During the Vlorld War I,

a Code Compilation Sechion, consisting of five Signal Corps officers and
three -enlisted men, hxd snrved under MdJOI Hovard R. Barnes at General
chd{uarters, American Expeditionary lorcpq in France., This unit had

conslructed various field codes for the front lines amd for headgvarters,

27. Memorandum cited in nate i par. 9d

8. IR h’)ﬁ. The uwnnrundum w3 first pre;tlﬂd on 27 January 1621, but
issued on 17 March 19Y21. .hether all the prov151ons were definitelj
_approved 1s not clear,
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and had compiled the §§§§£_gggg for uoe in Franée. >

It was deemed desifable that the person chosen:to brepara cé&éq
and‘ciphers for:seéret commuwicabinns‘in the-Afmy be chosen,froﬁ among
officefé who hnd‘had'practical expgriénce‘in‘cryptographic or crypt=
analytic units duriug Lhe War. 'Furbhenﬁ)ré, the pprson_ch;sen should
also be competent to éssgme»thé responsibilit# of training Signal‘CorPS'

officers in the basic principles of cryptography and crypténnlysis through

- lectures and publicapions, and should understand thoroughly the operation

of the printing Felegraph cipher. Onl&ftﬁo or thrge‘mqﬁ in the United

States possessed these qgalifications;lall of them had been officers in
Wbrla Var I engaged in some phase of code and cipher}work.jo_ That the.
Signal Cérés‘gas planning an appeintment as early as 4 October 1926 is.

clear from an unuigﬁed letter (probabl& from Colonel Marlborough Churéhill)

to H. 0. Yardley which slafes that -the Signal Corps at that date had.no

person qualified to éngage'in code compilation but was planning to form
a unit for the purpose.3l Brior to that time a policy of issuing con=
tracts to quulified persona had been followed. Thus, on 4 November 1919

an order had been,placed with Major:Ba:nes,'by_this date again a civilian,

29. Memorandwn for Executive Officer, Office of the Chief Signal Officer,
from Edward Barnett, Civilian Assistant, 30 January 1939, sec. ii
(SPSIS 311.5), p» 2, par. ¢+ See Report of Code Compilation Section,
General Headquarters, American Expeditionary Forces, December 1917~
Novenber 1918, a publication of the Office of the Chief Signal
Officer (Government Printing Office, 1935). See also Volume Two,
Chapter VII. :

)

. 30. ‘Memorandum for Adainistrative Section from Major J. O. Mauborgne,

13 October 1921 (SP3IS-201 W. F. Friedman).

31, IR 4158: Letter to H. 0. Yardley, 4 October 1920,
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for the revision of "a confidential staff code" which became, ultimately,

the ar Department Teleprarh Code 1919, e complebed this work on
i - ‘ ‘- 1, - ‘ ] . 2 .
29 April 1920 and was paid $1250 from- Signal Service funds.J

This code, which wau in use Cor jurposes of ccol.mmy in messages

of low classification even later than 26 May 1941 (the date of the

last sheet of instructions pasted in the copy in the Signal Security -
Library), used five--letter pronounceable groups with corresponding five=
digit groups. The letter H vus omitted and no groups began with Y or Z.

The groups conformed to the'putLérns;

-

a. vovel-consonant-vovel-consonanl=vowel
- b. vouel-cotrisanant-consonant-vovel-consonant
. © c. consonant-vovel-conronant-vovel-consonant
For each initial trigraph, 15 final digraphs vere used. The plain equiva-

lents were divided into the following sectisns:
I: dates (Lhis is two-purt in arrangement)
II: cardinal numbzrs, including fractions
III: organizition and ordinal numerals
- IV:  wamunition, equipment, ordnance, etc.

. The voecabulary began on page 59 with A="10009 or ABAMI. The last group
was 83,590;-a blank., The.vocabulary was assigned code. groups, in general,
according to the one-part principle, but inserted in it were the code groups

which appeared in’ the four tables. _Thefe was a mutilation table and a

thumb index.

A

32, Memorandum cited in" note 30, par. d.

'
IR P
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The Code and Cipher Section 1919-1929

* The work of compilation had proceeded to an advanced stage by

5 August 1919 when the Chief Signal officer informed The, Ad jutant

_ Generdl concerning the projuct as follows:

23

1. Herewith is rubmitted draft 01 a new War Department
Telegraph Code.

2. This code has hoen in preparation since the_signing
of the armistice, A careful study of the telegrams of the

‘hmerican Expeditionary Force was made, the phrasnology of

more than 14,000 telegrams being studied at’ General Head- .

" quarters alona, Later an exhaustive study was made of the

telegrams between Washington and the Philippines, lawaii,
Porto Rico, Panama and elsewhere., Particular note was ‘made

+ of the new phraseology coming into use through the adoption

of radio, The new code contnins. Approx1mately 65,000 .words

'and phrases.

3. With the "Staff Code" of the A.L.F, as a basis ths
following codes were carefully studied and checked in the
preparation of the new cod2: Var Department Telegraph Code, -
1915; The Greely Code; ard three or four other of the largest
commercial codes, In addition reference was had to the Tables
of Organization, Signal Corps equipment, Q. M. supplies, makes
of aeroplanes and motors, ammunition .and ordnance, and War -
Department Orders and Bulletinas, Provisions has been made
for the spelling combinations of French, German, Spanish-and
Japanese as well as Jnglish., The names of towns and rivers in
Alaska, lawaii, Panama and the Phllippines as well as the more

important localities of the vorld have heen listed, ' Special

attention has beecn paid to anico.

4o This code, in accordance with modern pxactice, has -
been arranged alphabetically, the only deviation being in the
arrangement of four tables in the fore-part of the book which
set forth a comprehensive 1lst of the orpgaunization of the Army;

a series of numbers running to 6,000,000; a table of dates; and’

~a list of miscellaneous aupplios and equipment,

33.

Memorandum now filed in IR 4296, This document contains a letter

in which Yardley recommendzd to the Chief of the Positive Branch,
Mlitary Intelligence Division (13 August 1919) that the code be

used in unenulphnred form!
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: 5. To insure accurate transmisaion of these tables the
designating groups have been selected at random from the body
of tho code so that a great difference in sound and appearance
exiasts and the dangor of error materially reduced. Each of the
words and phrases in these tables is found in the main body of
the code in an indented line. ‘ =

6.. The book should be made of convenient size. for office -
use and with a clear readable type which it is believed will
furthor reduce the chancos of error in operation.

7. Provision has been mnda throughout the code for the
“ingsertion’at a later date of certain "Supplements" , or pam- ..
phlets, by which means all changes in phraseology relative to-
certain highly-specialized services of the Army or the intro-
__-duction of new equipment or ordnnnce may be covered in a par-
ticular and convenient manner, P10v151on has also been made it
for an "Officers' List", . ' L

8. After careful consideration of the methods employed
‘in the breaking-down of encemy codes and in view .of the fact
that it would be practically.impossible to prevent the loss -
of a code of so wide a circulation, or at least to prevent its
passing into the possession of unauthorized persons temporarily, o
therefore, in order to provide 2 rapid method of communication ;o Pl
it is recommended that no form of encipherment be used with e
thls cod» but that the designating groups be gsent as they appear

" _originally in the code, This is a doparature [sic] from the

usual methods but it is believed that this method will answer :

. all practical purposas of secrocy and st the same time provide v

"2 quick and econcmical means of communication. Special instruc- X
tions may be, issued from time to time under emergencies to provide -

" for exbraordinary conditions. There have been developed during 15
the war methods of transmitting confidential information with ;¥

.a high degres of secrecy and it is belisved that these methods ~ - . .\
should be resorted to for the transmission of information of that W
character, : :

9. It is further recommendod that instructions be issued ina .7/
Genaral Order that all persons using this Code follow the directions ™ |

- for its.use as Lonqclenrlonnly in nowmal tims as they would.in time ..@
of war, Carelesaness in the uce of Codos should not be permitted

at _any time, The mgre fact that the decuble viork caused by any

method of enciphermant has been sst aside temporarily in order to  « v
-expedite the handling of code messages, hy. no means removes the t
obligation of the code orarator to comply strictly with the instruc-

tions for care and seciucy . : '

o ¥

b
.‘I-'!‘
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10, Tho peroonnel of the Signal Corps Code Compilation,
Section are experienced code men and trained proof-readers,
and it is desired that they be ugsed to read the proof and
make the final corrections for the printer. "As their period .
of sorvice is drawing to an end, attention is invited to the
short -time remaining for this special servico.

11, Authorlty to print this Code is requested; this
- .office to be advised of the approximate number of copies
- desired, It is believed that this Code could be finished
by the Government Frinting Office within a month after the
receipt of cdpy. - ‘

Following the same policy,of contraoting‘for compiiotions in

1920-1921, a number of ordsrs were placed with Mr., William F,

" Friedman who durlng the War had been a flrst lieutennnt in the

Mlitary Intelligence Dlvislonl on’ duty with G-2, A-6, at General ~
Headquarters, Amarican Expeditionary Forces in Framce. About a year
after ho was demobilized, the Chief Signal Officer desired to grant

Mr. Friedman a pennanent commission in the Signal Corps,sh but in

the physical examination necessary for this comission it was reported

that Mr. Fricdman had "a functional heart disturbance," As a result

the Chief Signal Officer iavited him to Jjoin the staff in a civilian

34, Upon demobilization Mr. Friedman had returned to the staff of
Riverbank Laboratories, Geneva, Illinois, which he had left to
enter the service. Sce Volume Two, Chapter I.

35. Porsonal statement of Mr, Friedman (1945)s A re-examination

. (about a week later) was given him at the same station (Camp
Grant) and he was pronouncad phyaically fit but on recelpt of
the second report the Surgeon General refused to reopen the case,

J
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%

capacity., A conﬁract.' was made on 6 December 1920 for the revision

of the War Department Staff-Code at a cost of $1800, An additional

' ordor'waa-placéd on- 28 February 1921 for two field codes at a cost of

700, A third order was placed on 1 Angust 1921,-pr0vidihg for the

rovision of two sﬁecial editions of the field codes, five emergency ' -

sotn of cipher tables for use with the War Department Staff Code, at
37 .-+ 0 P

a total cost of @B,ﬁfo.
In ordef QQ carry out these contraéts-Mr; Friedﬁah Joined‘Fhe'_

Office of the Chief Signal Offiéef bﬁ 1 January 1921, He began at

once on.the preparation of the Staff Code. It was suggestad that he

have the advantﬁga of possessing the cards then héid by the ﬁaﬁ York

office of the Hiiitary Intelligence Division.38 These cardé had Already

boon used in the compilation of a code but did not ehquy the principle

36, 'This method of employment wias selected with a view 'to f&cilitating'_,

& start on the work to be done., Its legality was later brought
into question, ; . ' !

37. Memorandun cited in note 30, pp. 3~4, pars. F, G, and J,

- 38, IR'A161: memorandum of Major Frank Moorman to H,.O. Yardley,

6 January 1921, The official request for the shipment of the .
cards was made on 10 January 1921, On 8 March 1921 Major
Uoorman wrote to ¥ardley that it had been definitely decided

to use them, The code for which they had originally been
prepared was Military Intelligence Code No, 9,made at a time
when No. 5 was believed to have been .compromised, i.e, December
1919 (see IR 4157: memorandum for Colonel A, Gi Campbell from
'Colu?el John M. Dunn, Chief, Positive Branch, MID, 30 December
1919 :
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of the two-letter differential which Mr. Friedman desired to employ. 3
A Conuiaerublp discussion took placa-concarning the adoption of this
L . ‘80w ) 5
principle in the new code, but it was finﬂlly decided to utilize e

the cards, The ch:ef of the New York office, Mr. Iardley, was of the - ﬂi;%

-Opinion that neither the War Departmant Telegraph Code 1919 nor the g

~Military Intelllpcnce Code Ho._ 5 was suffxciont for every contingency '

' ‘H’ " in which the m;litary attaches would need cryptographic systems, and

proposed that in addltlon to these codes, the attaches be furnished a

cipher system for use whan-they were unable td maintain contact with

Lheir office'safes., Such a system hdd to be easily portable and .-L'{v?!
( :should require nothing more than a memoriaed key and pencil and paper. ,'
qg’ : 'For this purpose he suggested a double tran5p091t10n clpher, since h
"the only method we-know of solv1ng such ciphers is to have two mességes
of ‘the same length in the same key." He also Suggested that long méssagaé o ¥
_ ' . ; - 0 i
Qﬂb * be divided in parts, following Lhe practice of the Genmans‘during'thg war.h
This would mean that the attaché would be supplisd with the following
-aystamsz 7 5
39. Major Moorman, for example, favored adoption of a code group in
which the gecond and fourth letters would always be consonants,
‘the rest vowels (see his letter to Yardley, 3 February 1921, in
IR h161) This device would be chiafly valuable in preventing
_errors’ in transmission, since an operator who knew that & given
letter had to be a vowel or consonant would be lass likely to : ”
mistake it, and trau,pualtions could be at once detected in : :
. _garbled messages, .
Q LO0. IR 4161: letter of Yardley to Major Moorman, 29 March 1921,
N ' @ See also Volume Two, Chapter IV,



i - The Code and Cipher Section 1919-1929 ° ' 18

a, War Uepartment ‘Telegraph Code 1919 for confidential
communicatinn3°

b, Mlitary Intelllmonce Code No. 2 (1918) for secreat
communications; ’

C. A cipher systom for canmunlcetlonq when neither code
wasg available. .

\
Apparently, Mr. Yardley rejected the possibility of issuing to the
‘attaches the multlple disk cipher device (M-9h), based ona principle
‘ ‘i’_‘ invented independently by Thomas Jefferson, Commandant Bazerles of. )
the. French Army, and Colonels Farker Hitt and J. 0. Mauborgne. Colonel -
Hitt had been reSponsible for the invention of the M-94, Colonel
unuborpne for its deveIOpment as a pxactical device., That this device
zﬁ’ _ rvan under consideration s shown by a letter of Major Moorman to Colonel
Locke, dated 19. beptembex 1921 (IR AQOS) in which it is stated that Mr,
F:ledmnn had descrlbod the L-94 as the best cipher ever used by the War
Department prior to that time, .
.‘Hb ' During the month of July 1921 Mr, briedmln ek g Camp Alfred Vail,
Now.Jorsey, where he related some of his experience in code and_cipher
solution while on the soaff'at Cneumont (General Headquartere) and
‘domonstrated the basic prinoiples of the proper use of codes. later

in the same month he prepared a monograph on military cryptography and

dolivered a course of-lectures in connaction with instriction in
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‘ . : : ‘ . . : 1

cryptography which had been inaugurated-at Camp Alfred Vail.h
Finally, on’'l6 November 1921, steps were initiated to place

Nr, Friedman on perﬁanent tenure: .a recommendation ﬁas-supmitted to

the Secretary of Var for his emﬁioymenb as Cryptanalyst, Signal Service

at large, at a sélaryhéf $4,500 per annum, * This recommendatioh was

approved.and he entered on duty in the Office of.the Chief Signal Officer

on 31 December 1921,-having already spent a year there on the contract

- bneis, Until 1930 he remained in charge of the Code and Cipher Section

and carried on all work'felatéd to-code compilation with the aésistanca

of a single clerk~typist. lils salary was increased by $700 on 1 Juiy

: . : 42
192}, and by $400 additional on 1 July 1928,

E. Code Compilation 1921-1929

Meanwhile a meeting-of representatives of the uapioﬁs branches of

the service to consider code compilation work had been called by'the'

.

Chief Signal-Officar on 12 February 1921, 4s a general policy, it was

hlse Memorandum cited in notw 30, pago 3, pars, H and I, The monograph

mentioned was the forerumner of the series of texts on cryptan-
alysis later prepared by Mr, Friedman. Mr, Yardley expressed cone
slderable opposition to training of Signal Corps officers in
cryptography (see his letter to Major Moorman dated 2 June 1922
in IR 4163).. He seems to have feared for security in the event

- that much information about codes was made known to personnel not
directly concerned with cryptanalysis, even when this was author-

- ized and controlled, ' .

*

L2. Memorandum cited in note 30, p. 4, pars. K and L; and memorandum

for ¥r, Villiam F, Friedman Subject: ‘Sarvice record, 2 November
1944, (SPSIS 201~Williom F. [riedman),

O'ﬁ N2d
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agroad that lettera were to beApreforrud to‘digits for code groups, that
code bocka for communication within a.divisidn_should be small enough to

fit a man's shirt pocket,'that mutilation tables need not be printed in

~ tha code books, and, finally, that general articles listed in ‘Btox‘age

: : ’ 43
cataloguos-should have a code designation afflxed to them,

On 21 March 1921 the 1ist of codes reqﬁirad was approved hf The

Ad jutant Ceneral and the Chiaf Signal Officer was directed to arrange -

for the compilation.of three twapart‘codes. The Var Departhent Staff

Coda was to contain from 10,000 to 50,000 groups, the Army Tactical Code

(Army Field Code) was to contain from 12,000 to 15,000 groups,and the

Amy Flpld Coda (Division Field Code) was to contain 3,000 groups. The

compilatioh‘of the codes was to be completed as quickly as personnel and

funls'pennitted - In accordance w1th tha po]lry prev1ously'detarm1ned

.by the uilitary Intelligence Division, it was dacided to prepare the -

various editions of these three codes in the.follow1ng order:

War Depuirtment Staff Code
Ammy Field Code: 3 editions
__3;[ Tactical Code: 1 edition
Field Cod3: 3 editions
' Anmy Tactical Code: 2 editigr : 5 O
Armmy Field Cods: -6 editions - o

43, Roport of Conference, 12 February 1921 (SPoIa 311.5); Memorandum ."
: for MajJor Mocman from Major J. O. Mauhorgne, ‘28 January 1921 B
. (9p31S 311.5). | . I,

Ll Memorandum for Chief Signal Officer frmn The Adjutant General, a-;;
- - Subject: Prepdlatlbn of cods books, 21 March 1921 (sps1s 311 2y

g

L5. Ibid.; Memorandum for Tho Adjutant Gensral from Assistant Chief of
Staff, Subject: Prepurilion of code books, 27 January 1921 {sps1s 311 5;)

»
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1921 - SPSIS 311.5.

-1Tfffﬁééﬁﬁé'o}'ﬁbrk of tﬁé'Cédéfahd'CiQher Seéficn-i i

* .printed. -

Divisionrfield Code Ho 7 7 - prepared 'in ms.,

- ‘r

2. New code - "The General Address and Signature Code" was
prepared, mim®ographed, and distributed. To be used in abbreviating
all addresses and signatures of rzdio messages handled by radio

“'stations of the Army and certain stations of the Navy.

will facilitate traffic. Effective 1 November.,

il 3 Af%g Field Code: vocabulary and code groups
Ms. in preparation for printing.

" proofread,

~
<
b

ol

P

.!‘_}‘L

Its use W )
prepzred. &

"It will be 2 code aprroximately Y

three times the size of the Division Field Codes" - to be used for
tactical field messzges between units from Divicion upward.,

4. Training Pamphlet 143 - Elements 6f Cryptanal
and now in press. To be standard text for instruction
officers in cocde and cipher work.
a two week course annually at the Signal School, Camp

5. Special code for airplane ccomunication with

in fire control and general reconnaissance work prepared.
tested by units of VIII Corps Area, Hawaiian and Philippine Depts.

ysis written
of signal

Y¥r. Friedman at that time gave

Vail.
ground staﬁions

-

[Ei General method of solving so-called "Déuble_Transpositicn
Cipher", heretofore comsidered by all experts to bé indecipherable,

was devised and tested.
solved. T

15 messages in as many cdifferent keys were °

7. By direction of Joint Board, a# cipher for secret com-

"munication between Army znd Navy was to be prenzred.
devised by W. F. Friedman approved by Viar and Navy Dept.

New cipher
"It reguires

only pencil anc paper and is considered to be sbsolutely indecipherable

without a knowledge of the key word, even though 21l t
of orerating the cipher may be known to the enemy.”

he details

Being v

g F

. 8. Many cipher systems and severzl cipher machines submitted g "

by inventors examined and all rejected since they did
requirements regarding practicability and secrecy Man

not meet

3
b

B

extremely

ingenious electrical cipher machine is now being studied jcintly

with the Code and Sign=i Secticn "™ of Navy.

‘investigation and Navy providing personnel for detaile

as preparation of messages, tables, etc. "The results

Friedran directing

d work such
of my studies

Y]
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: so far seem to indicate that the messages produced by the machine
- are. not nearly as secure es fomerly bellevﬂd by the Navy Department n

Lt ol B B o 4

s 9. Study of tele.graph alphabets in connection w:.t.h Gen. f~3 po
...,quier s new method of transzmitting the alphabet. &im tc see ¢ &
whether certain fundamental changes in symbols will bring telegraph i
alphabet more in harmony with the ref:u.'.'ﬂements and resalt.s of modern
traffic expe:rlerce. \

%
_'-10. "Some t:me has been devoted to the generzl protlem of vl ¥
: - speeding up the methods of secret communication by the use &f 4 g .
= e e s telegraph machines to which cipher devices may be applied. This ¥

. is the coming development in cryptography".

' Bt
Crybtaf215568%5% a1 Corps

i

SECURI
- Y CLASSIFICATICN CHANGED

:ta

gam=- -+ TO: 3

Eﬂ l’.ﬁ'ﬂ-ﬂ ﬁﬁf---""’---—:—-

e S S & s 5




¥ U. 5. GOVERNMENT PRINTING OFFICE: 1973—490-574

LLASSIFIED DOCUMENT ACCOUNTABILITY RECORD

For use of this form, see AR 380-5; the proponent ogency Is"the Dffice, Assistant Chiefl of Stoif fér Intelligence.

o e :5. ) SECTION A - GENERAL

'e: Jationel Security Agency FROM: o 3
9977 Savage Road  yrrn. w-Qtr. Willim o
- L -
Douc 3, SAB 2 Eunff) 1lington Eall Statiom
Yort %Hanhnd Arlington VA 2221

JATE RECEIVED ACTION OFFICEIS)

DATE

22JanB1

SUSPENSE DATEIS)

REGISTER OR CONTROL NO,

003 £

CONTROL. LOG CLASSIFl= | NUMBER OF DESCRIPTION (Typs, File Rel, Unclassified Subject DATE OF ORIGINATCR.
©OR FILE NO. CATION _ COPIES or Short Title and Number of Indorsementa/Incls) DOCUMENT
8- 1 Ltr, Subj: Resume of Work of the Code and '
- . Cipher Section  (SPSIS 311.5) 1921 [Sismal corr}
v \ i \
s 1 SPSIS 201. W. F. Friedman, Memo from

W. F. Fréedman to The Chief Signal ‘
Subj: Raport of|
120ct28|S

Officer, 12 Oct. 1928,
_ : Arrival at London ignal Corps
11111117 r'l/lll/l!!l_l!llli ///oothing follows///]/wt]/[[11111171111Y1111111111111111111})

SECTION B - ROUTING

TO COPY NO, DATE PRINTED NAME SIGNATURE

SECTION C - DESTRUCTION CERTIFICATE (Check appropriate block)
*IMATERIAL DESCRIBED HERECN HAS BEEN:

[CJ oEsTROYED

[J TORN IN HALF AND PLACED IN A CLASSIFIED W

ASTE CONTAINER (AR 330-5)

OFFICE SYMBOL DATE PRINTED NAME OF CUSTODIAN OR REP. SIGNATURE
DESTRUCTION RECORD NO, DATE PRINTED NAME OF CERTIFYING/DESTR, OFF. SIGNATURE
|IPAGE OR COPY NUMBER DATE PRINTED NAME OF WITNES SING OFFICIAL SIGNATURE

SECTION D - REPRODUCTION AUTHORITY
AUTHORIZED BY

NUMBER OF COPIES TO BE REPRODUCED DATE

l
- SECTION E - RECEIPT/TRACER ACTION (Check appropriate block)

- RECEIPT OF DOCUMENT(S) ACKNOWLEDGED .. [[] bOCUMENTI(S) HAVE NOT BEEN RECEIVED

1 TRACER ACTION: SIGNED RECEIPT FOR MATERIAL DESCRIBED ABOVE HAS NOT BEEN RECEIVED.

@ Lo 33 9% Witligm A HoFE ci m68 | wdudd

i I

REPLACES DA FORMS 1ZC3, | SEP 581 1204, 1 JAN}N €31, 1 MAR 82 AND
848, 1 OCT 63, WHICH ARE CBSOLETE, \

DA FORM 3964, 1 Nov 72
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B sps:s 201, W r. Friedman

» ]IE]DE.AHDUH I'ron l. !‘ !‘riedmn to Ihe Chief Signal Ofﬁ.eer, 12 Oct. 1928
.- .. ' PR - . . ..._v.- .aa_, e [
> g ject' Roport of h‘r.‘dﬂ at London ol Sfl‘ oiv ;

% R In Stockholm g | October, c:mfarences with Mr. Berlin, Chie:t
ln,ginur of Aktiebolaget Cryptograph - Demonstrations of operations of
their latest models of cipher uchinery.. _

* s In London October 8 - IL‘A_'L Att. made arra.ngamanta for him -
- 4o investigate a cipher machine made by Powers Adding and Calculating
Machine Co. To be dmnstrated tomorrow.

A ) 'I'his in comhéction with American Delegatien to Intemational
Tolograph Gan.f.arence at Bruasels of which he wae Secretary B i

¥ W, F. Friedman to Chief Signal orrim, 11 Sept. 1928. SPSIS
701 = Freidman, .

¢ Frank B. Kallt:gg to lhjor William P. Friedmm, 28 June 1928. :
 SPSIS 201 Prisdman. - ‘
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' f:telegraph eduipment in a novel manner, was devised, This was the first

chasq of the use of automatic machinery for.coda'compilation;

. aQHAVnumber of other codes were also prepared, It was early recognized
;.thatladdrasses and aignaﬁures provide the cryptanalyst with much useful
‘1nformatioh. To disguisa them, a special code was. campiled: the General

Addrass and Signature Code.was diatributed in mlmeographed form for use

-in the abbreviation of all addresaes-and signatures of radio meSsages
handled by the radio stations of the Anuy and certain naval stations,.
' ' and was campleted within the first year of the creatio of the Code
-3 and Cipher Section. . The effectivenass of this code was carefully studied
and the necessary changes incorporated in a revision prepared in 192L.h8
Aircraft codes werse prepared and tested in the Eighth CorPs Area
prior to their pu‘r.\l:‘uca.t.ion.l"9 These amployed panels of cloth or other

matarial in aignalling to aeroplanes from the ground, In 1926, Air-

Graund liaison Codes, for Infantry, Cavalry, Air Serv1ca, and Intel-

ligence, and AiruFire Control Codes for directing the fire of field and

- coaat artillery, were compiled. These codes were printed on both sides

or sheets of cardboard. While the Air-Ground liaison Code was changed

m-;ﬁuf}c

Iraquently for reasons of security, the Alr-Fire Control Codes were

25 s

51; utandarized o

LB. Ibid., par. le; W. F. Friedman, Resume of work of Code and Cipher
'h&hl f:a Section, 1921 (SPSIS 311.5). T

‘\:‘.

it 1

49- Hamorandum cited in note 5, par. -

."TP p

50.; TR 162-5, Visual Signdlling, 20 April 1926 pars. QBa, 30.
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"Ihe Air .Service also requeétad that a ‘code for airways control
traffic be prepareds In the course of the formation of a voca‘oulary_
for thia cods, a large file of messages was submtted and analyzed.l |

. 'I‘ho l!otaorological Sect.mn of the Office of the Chief Signal Offlcer

dopondod on the Code and Cipher Section for the required meteorologlcal

. codel. The Radio Service Code was also prepdred for technlcal signal
3 messages, transmitted m the regulat:.on of radlo traffic. It. was 1ssued
| ° ‘ %, to all radio station and message centers, mcluding bat.talions.sl |
. ‘ In 1926 a Code Supplement was prepared for the Insular Bureau of

tho War Department, intended to be used \uth the War Denartment Tele=

- m Codes The SuppLement was typewrltten but the cover bore pr:.nted
o S 1attaring. Each page had line symbols of vowel—consona.nt form ard a
e - varimt. of two—digits, with a hundred groups to the page. The pages

,woro numbered conse‘cutively from 850 to 1067.

. ", , : y &7 ‘ F. Cipher Systems

P o
' o
bl |

 In addition to the codes mentioned in the preceding sectiﬁon, much -
at.t.ant.ion vas given to the preparatlon of clpher gystems operatéd by hand.

Cipher machines had not yet been perfected though even in 1921 some time

| had been devoted to the general problem of _speeding up'_the methods of

2R "'f,."' a uoret commnications by the use of telegraph machines to which cipher ]

.
' PR

. devices might be applied. It “\':1.5 correctly foreseen this early that in

% “ 1. W. P. Friedmsn, Code and Ciphér Publications (1921)(SPSIS 311.5): [

R 5
o L iy 5 ey ) .
! "




i

; _‘plr:u'aa_e upon which agreement had previously been reached.
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the Iield or machine ciphers lay the ccming devalopments 1n cr,srp’c.ography.‘52
In 1923 there were three ciphers authorized for malltary use. The,

Double Transposition @gher was a Bystem deslgned to be used by all arms

in an amergency whan no other secret means of” commum.catlon was avallable.
It- required, besidee pencil and paper, only the lrmowledge of a word or

Two transposi--

": ,-'-‘.'tiona were involved ,lcont.rolled by numerical keys derived from key words

vy
w

or phrases.

'I'ho Cylmdrical Cipher Device (M—-%), composed of a series of metal

dinka mounted on a shaft bearing the letters of t.he alphabet. on their

} ," circtmferance, was designed to be used within the regment and issued

7 as fap forward in combat as the company command post.

ment were performed automatically at high speed.

-Instructions for. .
.’I t.ixo‘uao of this devi'ce; had been issued in 1921 by the Code and Cipher
Section in Signal Corps Training Pamphlet No. 2.5-3
A third mi.lita.ry cipher authorized at. this time was the Printing

Telag;agh Cipher, It consisted of a cipher system operated in connec-'

tion ‘nit-h printing telegraphs and was to be used only between larger
e headquartera when the traffic was very heavy. Enclpherment and- decipher-

The machine had been

52. '- W. F. Friedman, Resume of work of the Code and C:Lpher Sectlon_,
3 1921 (SPSIS 311.5) ; .

- TR 162-5, par. 102; 'HI. F. Friedman, Code ard Cipher Publica.t.inns ‘

i‘; : S122 ), Pare 13.
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- developed by the Signal Corps and pat.ented in 1918 by the American

‘Telephone and Telegraph Company, it was employed for cipher purposes

54
during the latter part of the war, and became the basis for an

interim teletype (dbuble—tape)_enciphement system in World War II,

being used for the Military Intelligence net in the United States in

’ 1942-3, and in certain overseas circuits, until it was replaced by the

| SIGTOT (single~tape) systems
. i Lo

G. Theoretical “'ork

In addition to the cont.inuous aupply of the necessary -gsets of

‘i ciphar tables for use.with current ed:.tlons oi‘ the War Department Staff

" Code s the Code and Clpher Section also p_:_‘gpared at irregular .mtqrxals

. eipher tables for the-Milita;z'Intelligence Code No. 5. These were

teompiled and nmlt-igraphed in the Office of the Chief Signal Oi‘i‘lcer.55

Though the basic a.ssignment oi‘ this unit was limited to code and

. oiphor compilation, the mnction of cry'pta.nalysa.s bemg reserved for
‘ the Military Intelligence Division, the chief of the sectlon recalized

‘ "that proper compﬁat.ion theory and techniques could only be derived

from a thorough knowledge of cryptanalytic theory and technigues. He

* therefore mas deeply interested in the problems of cryptanalysis and

B 5Le" TR 160-5, par. 103; W. F. Friedman to The Adjutant General,

Subject: Patents, 7 July 1922 (SPSIS 201-Fr1edman)

+ 55, ! Memorandum for Colonel Voris from W. F. Friedman, Code and Ciphsr

K Publications (1921), (sPSIS 311.5), par. 8.
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spent such time as his duties'permitted on theoreticai problems in

cryptdnalysis. A genefai method was devised for the solution of the

" Double Transposition Cipher, which had pfeviously been considered

g Ml indecipherahle byla.'ll expérto.' As a t.e-st of this method, fiftecn '

"nmaaagea, each. in a dlfferent key, were solved.56

— ———

In connection with a new method of transmlsslon devised:by the

Chief Signal Offlcer a study was made of telegraph alphabets. The

'rillobject of this study was to ascertain whether fundamental changes in

.y the symbols brought the telegraph alphabet into closer harmony with the

-reqpiraments of current trafflc.

27

‘;?ﬁ’ Another of the responsibillties of the Code and Cipher Section was

. the examination of cipher systems and machines submitted by inventors

o %8 tho Chief Signal Officer. Without exception, these were all rejected,=

. since none of them met tho requlraments of practlcabllity and securlty.

+ One invention of this klnd was a new type of electrlcal cipher machlne

" which had been submitted to the Navy for purchdse._ The naval authorities
':'rogardaﬂ the systeo as highly secure and were about to spend what was

“ then a.large sum ($75,000) for sohe of tha machines, when it was

" clained by lir. Friedman that the system was solvable.’> 4 set of ten |

| t test messages aubmioted by the haoy'as a challenge were oolved by him

- 4n about two months. About six weeks were spent on the elaboration of

56s W. F. Friedman, Resume of Vork of the Code ard Clpher Section (1921)
.~ (spsis), par. &,

' 57 Ibid. par. 9.

58, Ibid. par. 8,
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deaigned to add certam compllcatmg features.éo
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s E method of solution: afterwards, the test messages were solved in

' 5 59
about two weeks.  This was, of course, before the days of stat:.stlcal

: machinery. The chlef value of this project was t.he dlscovery and -

eatablishmenb of principles of solution and t.he demonstration that

. traffic enciphered by rot.at.mg electrical commutator machines, such -

as the Hebern, could be sclved. The pr:.nc:.ples and methods worked

- out then are still valid :Ln 19l+5.

By 1924, an analysis of t.he Print:mg Telegraph Cipher had been

- completed and the Signal- Corps I.aboratory hed undertaken work on apparatus

The machine had been

improved bty the. substitution of a new type of relay to obtain more posi—

~ tive a.ct.ion than had been possible in the conventlonal type prevmusly
‘ used. I-\u'ther axperiment.s had been undertaken with the LIorkrum tele=

~ type system and a cipher tape had been applied to it, result:.pg in more

succesaful eperat.ion and greater eimplieit.y than had been possible .i.n
t.he old. “stop-start" pr:x.nter.61

In 1925, t.wo patents were 1ssued to the Chlef of the Code and Cipher ..

~ Section. One of these, "Imprcvements in Printing Telegraph Sysr.emsi'

' 5% l(amorandwn for Colonel Vor:.s fram W. F. Frledman 13 February 1924,

par. 2 a (SPSIS 311.5).
60. Ibido par. 2b.

61, -Annual Report of the Chief Signal- Offlcer for the Fiscal Yeer 1524

{0C51g0 319.1), p. 3k
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(No. 1530660), represented the resulb of a long period of work. The

_second, relating to the "Secrct Slgnalllng Systems" (No. 1516180)

and also flled on behalf of the Government was granted and issued
to the eection chief conjointly with a member of'the Signal Corps
Engineering Laboratory. Other patents were pend:mg.62

. By 1925, the Code and Cipher Sectlon, in 000perat10n with the

¥ _Sigu.l Corps Engmeer:’mg Laboratory, had made satisfactory progress

. in the develcpment of automatic crypt.ographic apparatuses The work

. had alread(y indicated that ‘machinery for this purpose could be pro=

'du.ood to £i11 a need long felt, part.:x.cula.rly by centers transmitting
8 hrgo amount. of secret correspondence in a ehort time. -

. " Meanwhile certam developments in the art of cryptography were of
extruno importancs, It wag predlcted in 1925 that errors in transm:.ssmn
lnd roception, which had always constituted one of the most serious

.problm confronting cryptographers, would be entirely suppressed by

oo _telsphotographic methods.

'

S

£

¥ -' ~ M Secret. Intercomnunlcatlons between the Arny and the MNavy

e

&:o of the earl:Le st cryptographic Froblems which had been pre-

Lot
l"

: 'unt.od to the Code and Cipher Section was that of devising a means
L

f
B
‘r_ r

"62 Lnnml Report of the Chief Signal Officer for the Fiscal Year 1925

3
Ve
“

pl 10, par. lko
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for secret 1nt.ercorrunuxiication"batween tlhe Army and the.Navy. In 1921
a cipher I‘or this purpose was devised and approved by the Var -and Navy
Departmente. It requlred only pencil and paper and was consider ed "to
be absolutely indec1pherable mt.hout a knowledge of the }'ceyword, even
though all the details of operdting the cipher" mlg,ht. become known to
the eneuv. It. hacl been dev:.sed after a long study of all of the known

_ methods of secret communxcet.lone and was the _i‘astest. and most secure

‘ “of any then }cno'«m.{’3

The Army-Navy Cipher No. l.was aﬁthofized-only as an emergency

. cipher. For regular communleat.lon between Aruy and Naval units the

exchange of the Var Depart.ment Staff Code and the Navy HAN Code was

° .undar consideration, Sech a proposal, however, involved dli‘flc‘ulties:, '
(__ principally connected with distrieutj_on. Both the Arnﬁ' and the Navy ‘

- regarded the distribution of one of- its most Eee;et codes to the person- -
.. : * nel of the other service as undesirable because of the threat to security
) "derived from the in.creased number of hoieefs. Neither of the tvo codes

Auonaidered'was adequaﬁe for joint operat.i;)ns. It was croncluded, there—_
6k

fore, that a special code for secret cormunication should be compiled.

- 63. W.F. Friedman,- Resume of work of the Code and Cipher Section -
‘ . (1921) (SPsIs 311.5), pare 7; Memo for Colonel Voris from
W. F. Friedman, 13 February 192 - (SPSI:; 155 pars 2c.

&4, Hemomndum for Tramlng Division from V. Fo Friedman,
15 January 1926 (SPSIS 370.2).
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The.Joint Board also considered inadequate the meé.na of secret'
interccmmunication betwesen Army.and .Na.vy forces engaged .i.n Joint opera-
tions. ‘It reconunénd.ed on 12 Fébruary‘ .1926 that the Chief Signal Officer
and tﬂe Director of Naval Cc;nmlunications jointly;,prepare a secret o.ode
for such operations‘._ | In f.he construction of tb.is, code it was further
directed that the principles ofasi[;:plicity and brqvity‘ should be
obaerved; as far as was consistent with saféty ard sé'cr'-écy,éia recom=
~mendation immediately apprgoved. . - :

The Chief Signal Officer aclmowl_édged on. 2 March 1926 tﬁé receipt -
of a cépy of the Joint Board Report No. 317 from The Adjutaht_General;
and agreed that the work on the code would be 'i'nit'.iated‘ at o.nc-e. A
fundam'et_:tal cause for t,l'_ae inadequacy of p.revrious att.ernpt.Aa at _fadib
- intercommunication between the fwo servicers-was the abs;ence.of a uniforam
method of"radio proéédure for both of them, _'It was recommended that
. the directive be expanded to include the preparation of a uniform radio
pmceaure. | |

Both the Director of Naval Communications and the Chief Signal

- 0fficer undertook studies relating to joint intercormmunications and,

654 l(emoraniiuﬁx to Secretary of War from Joint Boani', 12 February 1926
( J. B. No. 317, serial no. 263).

‘_66. Memorandum from The Adjutant General to Chicf Signal. Officur,

Subject: Arny and Navy secret interconmunication, 1 March 1926,

(Aﬂ 11150, 12 Fahruary 192A, Puh.); Gnlanal A2 M. Varid to The
AUILAIT. cEnerio, SBIeTt  TrmaEsflau 0 . R S
(0Csig0 44l1).
n- o
E et w o }
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. by the middle of May 1926 a.plan had been formulated which provided
for three classes of co_nmﬁnications.

a. Between high comnands by the exchange of liaison officers
equipped with the necessary codes of their respective services,

b. Between intermediate commands by means of a specially
construct.ed Army-Navy code. =,

¢, Between small or detached Army units and J.ndiv1dual vessels -
of the Navy by means of Cylindrical Cipher Device M-94.

. 0 The Adjutent General approved the plan as out'l.'u.)ed.é'7 but it wlas not
" s ,t.houghf;_possible to put ‘all parts of it into 6perat.ion unt:Ll the special
| - code for the second class ‘of secret conmunications was completed; and |
-‘thia w.ould take two years, - The act:ual mrki of compil'ation'wa.s assigr;ad
to a subcommittee of two persons., ‘ .
(’ _ From' June to September 1926 the Chief Signal Offlcer and the D:Lrec-—
| tor of Naval Communications prepqred a draft of instructions on the bas,is .

. of the approved plan.é9 This document, which was published after its

67. Chief Signal Officer t.o The Adjutant General, Subject -Argz and .
Navy sécret intercommunication, 15 May 1926 (0CSigO Lél-CA and N
Code) 1st Indorsement. _ «

68, For the Navy Lieutenant H. McCoy Jones, USN, and for the Army ‘the
chief of the Code and Cipher Section. . See:Memcrandum of Lt. H.
McCoy Jones, Subject: Meeting of Representatives of Director
Naval Communications and Chief Slg,ndl Offlcer, lh June 1926.

24, June 1926 (SPSIS 370426).

'69. Memorandum for The Adjutant General from Chief Signal Officer,
' Subject: Secret intercommunication between the Army and the Navy,

" 11 October 1926 (0c51g_0 L6l Joint AN Code).
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Q final approval on 15 November 3:926', provided— that the instructions fer'
- secret intercommunication between the Arny and the Navy were to become
effective on recelpt of a telegraphlc notlce, issued coacurrently by
the Secretary of War and the Seqretary of the Navy. To the three
classes of commnnications upon which aéreement héd been reached, there
was addedla foerth class, aircraft; for which a code was to be designed.70
The actual wofk of pfeparing awsysteg of secret intercodmunicatieg
between the Army and the.Nayy'had al;eady beeh in progress for a period
of tive years but cqmpletien”was delayed still longers -The distribution . .
of the Cylindrical Cipher Device (¥=94) had not been completed by the
beginning of 1929 because the current supply of the device was exhausted.
-Dalivory was then expected on an order which had been placed some time
previously., Its execution had been delayed by the nece551ty of recondi-,
tioning dies and other tools involved in the manufacture of the dev:.ces.'?l
T—By May 1929, however, the cipher devices were ready for distribution, and

wore distributed.’? <

70. Secret Intercommunication Between the Army and the ‘Navy prepared
Jointly by the Chief Signal Officer, g S. Army, ard Director of
Naval Commmnications, approved by the Joint Board 11 November 1926,
approved by the Secretary of War, 15 November 1926, approved by the .
Secretary of Navy 12 November 1926, Washington 1926.

. T The Adjutant General to Chief Signal Officer, Subject: Secret inter—
*  communication between Army and Navy, 26 Jamary 1929 (ac 311.55, ’ : ]

.92, Lieutenant Colonel J. E. Hemphill to The Adjutant General, 16 May:
1929 (SPSIS 370426).
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Likewise, although the manuscript for the code for intérmediate J:

communications was ccmpiled jointly in 1927-1928, it was still on file

in the Navy .Depar.t.ment :Ln i931+.' It had not been p‘rinted bec-ausg funds_ L {9:

had not peqx avé.ilable and to print the code in lé31+ would have required E{'F
revision .to bring it ui: to date. The only means availal;lé for secret . - ;
intercommunication between tlhe services remained the Army-Navy Cipher. | .“‘i"

No. 1, the muiltigraphed waktotan of shiieh Tiad besn alsteibubed 55 1985" J

3 .'.1 with annual changes of .the key word. The cipher was, however, c;,onsid- ’:7
. ered unsuitable for the heavy traffic to be expecte& in an _emergency.'?3 ' o gz

: i

i i. The rogram i‘or the Maintenance of Securltx i ' Ty ‘ ;

The experience of the United States Arrmjr in World War I hed amply '

| demonstrated that, however sgct;re' the Vsecret means  of communication,
(. - errors con&nittad'by code clerks might nullify the best work of the o :
.

compilers. There wefe many examples in military history of defeat or

, dhastar resulting from the interception by the enemy of plain-text oy
dispatches 'b.r of cryptogra:phed dispatches easily solved. Sacracy in .

the transmission of communications in time of war had been proved a .

vital necessity;

In'themselveé, codes and ciphers, however skillfully compiled,

o 5 ) . _!;;'

:;',_ could not afford complete security. All systems had to be practicable, “a

and, in actual combat where speed was essential, complicated methods ;

. i . ‘ . - ‘ :.-.:'.'

“could not be employeds The principal requirement for coumbat systems "

’ ,*' 73. Revised Code Production Program, 4 April 1935 (SPSIS 311.5), pare ha. 5

. 5 ) ) - . :9?,
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was to delay the enemy in his endeavo;a to asceftain ta;tical_hove@ents
and the disposition of foécea until such timeias the_ihformation was out-

. of—date.\.lt was evident, therefore, that the system-recommended for
apprpval‘ahou%d preéent sufficient obstacla§ to the solution of messages '
transmitted in it, so that by the ﬁime.the messages could ﬁe solved by -

' :the enemy, tha i&formation deriveﬁ from them w&uld Be-of’little value
in the t&cti;al éituétion.7h'» o

‘i It was incumbépt upcn the Chief‘Signél Officer to train Siénal
“Corﬁa officers in the proper-us; of codes and cipheré so that as fewl
_ lhinta as possible might be given the eneny in the transmission of the
messags and the greatest;delay possibié imposed on its solution. The

',Codo_and Cipher Section therefore prepafed rules for the-use of codes .

" and ciphers embodying the best cryptographic practices. - \

J. Training Activities

In addition to i3 “abher “dutdes the chief of the Code and Cipher
Section was also engaged iﬁ‘the déﬁiaing and preparation of training i
literatufe. .Befora his empioyment on an official basis, he had given
annually a two-weeks course of instruction for.officerg at the Signal

_ 8chool, Céﬁp Alfred Vail, New'Jersey.' This course was continued unt i1 4

L'"1930 when it was replaced by correspondence coursesin Military Crypto—

.

i " graphy and Military Cryptanalysis, available for those officers who chose

'l-_ 7‘;. TR 160.5, pare. 970 L . o
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to taj{ﬁ themo 75

—

War Department Docmpent No, 117,

Elements of Cryptanalysis, baseq

on these lectures at the Signal School, was the first mamal on crypt-

76
nt.7 It was prepareqd in l‘;?2l77

No. z,and was deéignéd

he instruction of officers in code ang cipher

- '-‘\‘

75. Commandant, Signal School, Fort Monmouth, New Jersey, to Chief

Signal Officer, 24 Septeaber 1930 (SPSIS 201~i:, 7. Friedman),

Army auspices was issued
mworth,

76+ The only similar manual published under
' at the Army Service Schools, Fort Leave

I

Cipher Section (1921) P

77. W. F. Friedman, Re.sume of work of tke Code and
i Par. 4 (SPSIS 311,5), .

78._ Memorandum ‘for Colo

nel Voris from W, F. Friedman,
par. 3a, iy

13 February 1924,
79. Annual Report of the Chier s nal Officer to the Secretary of Fir,
Flscal Year 1926, (0CS1g0 319.1)

» Pe 54,

j €0. Memorandum for Colonel Voris from W. F, Friedman, 12 February 1924,
par. 3, ; _ ‘

_ S—

——
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sent to Fort Adams for ten days to form a Code and Cipher Sectlon under
. the G=2 of the Blue Commander in the Jomt Army and Navy maneuvers of
that year.el

' Instructions wore also issued directing the Chief Signél Officer _
to .aaaiat other depértments in the preparatioﬁ of code a.nd"'cipher syst.éms'.
l Among the federa.'l. agencies to which technlca.l ass:Lstance was given by

the Code and Cipher Section in the Fiscal Yea.r 1925 were the Navy, the

82
Coa.st Guard, the Depart.ment of Agriculture, and the Department of Justice,

The chief of the Section also served as War Department technical
adviser to the American delegation at the Inf;e‘rnational Radio Conference .
at Waahingtfon in 1927, and wa_s‘especj-.ally concerned with tile-'pr;oinosed '
revision of the international regulat.ioné govemirig code~language ‘
communications and the revision of the 'Internatioﬁal Code of Signals.

.He prepared a detailed report on the history of the use of code language
' llhich, as one of the document s of the conference, had a wide distr:.butlon,

I
and a year later he served as secretary of and technical .adviser to the

American delegation to the Inte'rnational Telegraph Conference at Brussels.BB.

8l. -Memorandum for Executive Officer, Oi‘flce of the Chief Signal Offlcer
from Lieutenant Colonel J. O. Mauborgne, 5 May 1927 (SPSIS 201~
W. F. Friedman,) :

82." Annual Report of Chief Signal Oi‘ficer, Fiscal Year 1925, p. 9, par. 11.

83. Annual Regort of Chief $_;.gnal Officer, Fiscal Year 1928 (OCSigO $19:1)s

T 2K, £ bt
TR *',‘?:

vk ‘Ez‘.
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At the conclusion of the conference he visited Stockholm where he con--,_

_ferfed with the C}-,ief E}rxgix"teer of the Akt.iebolaget Cryptograph firm

and w-_itneaeedl démonstrations of the operatior.m of their latest models
of cipher machi.nery.' Fz:om Sweden.he returned by way of London andr .
inyeatiéai:.ed a cipher machine made by the Powers Addiné and Caiculat—

: . , 8l : '
ing Machine .Campany. Liaison was also maintained from time to time

with the Cryptanalytic Unit in New York.®

L. Conclusmn

In eva.luat:.ng the work of the Code and C:.pher Sectmn it nmst be

constantly remenbered that this was a per:.od when fall:.ng Wa.r Department

budgets greatly limited the act.w1ty of the um.t and that at no time
during these years (1920e1929) was the starr of the unit greater than
one crrptanalyst. and one clerk-typlst..

The activity of the unit was therefore limited strict.ly to such
code and cipher compilation as was absolutely necessary in a period

of peace and a small amount of training in the field of cr&ptography. )

Such codes as were prepared during these years represented only modest

expenditures. The War Department Telegrarh Code 1919, prepared Jjust

the Armistice, represented an expenditure of $14,751.2k, while the

84+ Memorandum from W. F. Friedman to the Chief Signal Officer,

12 October 1928, Subject: Report of arrival at London
(sPSIS 201=W. F. Friedman). .

85, See balow, Chapter II.
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_.Hi_litamr Intelligence Codes Nose 5'and 9 (1918) cost $7,169 83 and

» $ll,001.5h respectlvely. Mllltary Intelligence Code No. ;9, prepared
by the Code and Clpher Sectlon and completed in 1927, cost $3, OOO

The Division Fleld Codes were much smaller in size and only one of

‘them (Nos 4) cost more than $2,OOO,Ithe actual cost being $2,178.71.
'In spite of the 1imited budget, a sure foundetion was laid for

‘the future. The codes'esaehtiel for use in the event of war were

prepared, the task of indoctrinating offlcers and cryptograrhers

of the Signal Corps in the proper use of codes was begun, and

oxperimental work on the development of electricaﬂ clpher machlnery

was undertaken which was to bear frult in later years.

86. Memorandum for The Adjutant Gereral from Chief Slgnal Officer,
Subject: Fiscal Year 1932-Estimates for the ;mlntlng and bind=-
ing of codes, 27 March 1930 (SPSIS T1.5), .

86- -
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: E.CHAPTER II. THE CIPHER BUREAU IN NEW YORK: ADMINISTRATIVE PROBLEMS

A. New Plans for MI—B.

... If the signing of the Armistice on 11 November 1918 had any im-
o ll"' ! X ' as i
*, . . medlate effect upon the activity of the Cipher Bureau other than to ac-

i I8 2
-

., 'i4s; centuate the knowledge that sooner or later a reduction in force would

'y ;.fibo.imperative, it has left no trace in the records. Indeed, soie of the

3 jﬁ}’mo:o_important achievements of MI-8 were accomplished in the first half

% L .
;. of 1919+ -There is, however, good reason to believe that following the

7 0 g Armistice there was a gradual exodus of members of the staff; some who

‘tff;ﬂ o¥ left did 80, of course, for:personal reasons. but there was a'reduct;on
'§~¥égi_ﬁ'ig‘force caused by "the drastic demobilization order which called for a |

S certadn percentage of the cletks to be released each day.“zl‘The strength
° _1:;: “of the unit at its pezk in November 1918 had been 18 officers, 24 civilian

_{ ‘ ?';:y?ﬁ~cryptographers, and. 109 typists and stenographers, By 16 May 1919 there

s
i

"@_Z:;’were‘only 15 officers, 7 civilian cryptbgraphers,'and 55 typists and

i '~1.F{ff aten@graphars, a reduction in force of almost fifty percent.3
:V*J“ﬁflu For an account of the work of the Bureau prior to the summer of 1919,
... .n - 8ee Volume Two, Chapters I-VI, It should be pointed out that after

Goi'y,, the move to New York in August 1919, the designation "LI-8" was, when ’
Y% . MID was reorganized, reassigned to another MID unit. Consequently,

‘ '*}}};Ag-_the present files of MID will contain under this heading much material
«+ . 0\ not related to Yardley's unit, :

‘ IR 4157: Yardley té-Cémbbéll; 14, December 1919, The reductdon in
. force order was already affecting UI-8 before Yardley's return from
France in April 1919, ’ ;B :

i, See Memorandum for the Chlef of Staff from the Director of Military
" -Intelligence, Subject: Plans for M. I. 8, dated 19 May 1919, a copy
;.- of which 1s now filed in IR 4366, Note that the decline in civilian
«1ni;cryptographers (24 'to.7) was greatest, that of clerieal help (109 to
- _H '5;§pnaxt largest, while the number of officers was reduced by only
.1, about fifteen percent. Civilians were able to resign at will, - .
- whereas militarx_ggrsonnel could not do so. : Tl “riﬁ

.
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Between August 1918 and April 1919 the chief of MI-8, Captain

a4 B o E g : A
3 *r Horbert 0. Yardley, was in Europe, during which time he visited
,'-i" i

tho Radlo Intelligence Section, General Staff ‘at General Head-

".r‘..-.,

Jf i quartara in France; had conferences with personnel in a number of

ﬂ_ cryptographic bureaus of Allied Governments, and was for a time

,' attached to the Amarican Commission for the Negotiation of Peace

.‘i
?
‘l
}‘ (ANCP) in Paris, The primary purpose of this trip was to broaden the

3 >
fj*;a -cooperation, originally established earliar in the Var by Captain J,

23

; L. Ponall between the Allied cryptographic bureaus and MI-8,

. Records of The Adjutant General's Office (AGRD-1201 Yardley, Herbert
i bt Oey st Inde, 28 August 1945) show that he sailed on 15 August 1918
4+ i»and returned to the United States on 18 April 1919. He vas promoted .
ii.to the rank of major on 17 June 1919 and wzs honorably discharged on
.- 1 October 1919, He remained a civilian until 28 May 1921, when he
., was commissioned a major in the Military Intelligence Reserve, .This
i-4 . commission expired at the end of five years, but he was again com-.
4+ missioned at the same rank and in the same corps on 7 July 1927. His.
7., resignation was accepted on 1 April 1931, (For the details see below,
w5~ Chapter IV, Sections.C and D.) Therefore, for the most of the period
.+ covered by this chapter he was a major in the Military Intelligence -
) " Resarve and, as will be seen from the narrative, also was a civilian
“i+; employee of the Military Intelligence Division.

" se Tardley, Mhe Aussioss Blkck Ghanies, olisstovs Lo, 7o, 197-

...+, 238 , for a highly colored account of the trip. See also the note
of Iiautenant Colonel A, J. McGrail (in Mr. 17illiam F. Friedman's
.. copy of the book) which' confirms Yardley's story about tha existence
;v of British clerks in the ¢ode room of the military attach® in
.. London, McGrail, then a first lieutenant, was one of the officers
> 'sent there to take charga of a code room manned by seven enlisted
' marines,
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I The earliest extant record of the coming reorganization of MI-8 is

’,

'ié.a atatement made in a letter of F, W, Allen, chief of the Shorthand Sub-

; eection in New York, to Yardley in France, dated 2 December 19186 which
: " uaya that General Churchill, the Dlrector of Military Intelligence, had

;' recommended to the Chief of Staff that MI-8 "be retained in totol This

probably meant that the organization was to be retained in all its func-

i Ll

‘:? ionn,_not that the strength be contlnued at the war-time level. The

rollowing peragrapha of Iardley'e reply7 are pertinent:

‘:' i Princes as, you probably know had charge of compiling codes.
If I had it in my power to keep him I should do so, and I should

continue the work that he has.been doing, But what the Ganeral

5 Stafr Bill approve 1 can not say. I gather from Capt. Manly's

4 Fu;cablee to me and from officers from MID on the Peace Commission
i:..2" that General Churchill asked Manly for a recommendation for the re-

‘2 % “organization of M, I, 8 on a peace basis, and that Manly included

"» Prince's section, which of course would include Prince. I can

' %: give you nothing definite for even General Churchill with whom I

#i.-have talked several times since he came abroad knows nothing de-

\. \..: finite @ l «

: 6.¢'The letter is now filed in IR 4149. Much correspondence between
#.%, »rAllen and Yardley is extant: the file is that ‘kept by Allen, not
' L..‘by Yardley, For the period 1919-1929 there'is available also the
i ij ;i correspondence between Yardley and his superiors in Washington, .

“s:..but here again the extant files are those of G-2, not of Yardley.,
_‘ﬂ~1 Yardley's own files .are missing, probably taken by him in. 1929 on
3'; the basis of a belief that they were personal not public property.

.‘7. «IR hlh9= Letter of Yardley to Allen: (25 December 1918).

¥ Captain A, E. Prince, formerly in the employ of the State Department,
!fnﬁ?iv ‘was in charge of Code Compilation in MI-8. (See Volume Two, Chapter
" 347" ¥11,) He had approached Allen in an effort to geta civilian Job.
"3;:"'.Prince was not, however, retained,
£ _f9 During Yardley's absence in Europe Captain John K. Hanly was in
charge of MI-8. o

' (2 85 5L ;
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G.- ' As a matter of fact I am not at all sure what will happen
to me. Manly cables that he recommended a large permanent

, - organization, and added that he wanted to get back to Chicago
: -;ﬁ-.’jj University as soon as possible but would hold on until I got

back, He also recommended that I be retained as Chief of M. I, 8, °

e ot x?"Churchill wants to keep M. I. 8, and Harrison of the State '
(";f}g;iq -Department tells me that Secretary lansing wants to take it ‘over,10
;f-ﬂ ", ¢ There are many many questions to decide about the matter, Congress
‘ﬁ"-égqﬂi{ is in Washington and both Van Deman and Churchill are on the

t-ﬂi:{ju Peace Conference, Personally I feel that one of these men should

w5 w v be in Washington—-so there you are, I of course can do nothing at
o Y L ally : | * 9 4
' ' The situation is so uncertain that I have already writte

il . you
Pl abogt getting some sort of Job with the American;Code Compan; El

i In any eaée,'afﬁer Captain Yardley's return £0'Washington'in April

1-%!? i;9l9, plans were made for the establishment of MI-8 on a peace-time

£ 'j?bhsia. A meﬁorandum was prepared for the Chief of Staff by the Direc-

- -’ )

', . #'{tor of Military Intelligence.l® Though signed by General Churchill, it
= . .| it - ) '

';;Ziaa.probably the work of Captain Yardley. After reviewing the accom-

‘ plishments of MI-8 and the value which such work would have during

[
- -
.

3 .
]

;o Tw '| ‘
acdl Y
S, followss
o

eace, the memorandum draws conclusions and makes recommendations as
’ .

[
i %

No other mention of this desire is on record, As will be seen
o later, the State Department from 1919 to 1929 gave financial .
4 . support to MI-g. Indeed, before Yardley's return in April 1919
;" "about twenty-five of the clerks in MI-8 had been told that they
! would not be subject to this drastic demobilization order... be-
- cause funds had been received from the State Department and they
" would be placed on a separate roll," See IR 4157: Yardley to
«.'..  Campbell, 14 November 1919,

i

The letter is missing, Yardley later established a commercial .
..+, 'code compilation business on the side, : A .

' 12, Dated 16 May 1919. See note 3.
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III. Conclusion. In view of the facts recited and suggestad,'
‘ ‘ 1in the preceding. paragraphs, it seems imperative that this Govern-
\ lment should maintain in time of peace as Ygll as in time of war

. 8n organization of skilled cryptographers sufficient in number
1to carry out the program of deciphering promptly all foreign code
*>¢and cipher messages submitted to it, of solving new codes, of de-
=ve¥oping new methods and of training an adequate personnel.

) '_Iv_. * RECOMMENDATIONS. .

oy 1,  Experience hae shown that such an organlzation as is
‘proposed will be best equipped to secure results if it has access
HHCORIES vi'not only to the sources of information and of material controlled
-V#ﬁ'ﬁﬁg A % by the Army, but also to the special sources controlled by the
PR lp t State Department., The achievements of M, I. 8 have been due in.
ﬁ?&}‘n)# no amall measure to the fact that during the war it has been
?ﬁun“&-aerving both these departments of the Government. Therefore after
?j.g anonsultation with the Director of M. I. D. and with responsible .
31“3‘3“ officials of the State Department it seems desirable to recommend
i h*v‘{ﬁ- continued ccoperation between the two departments, with .acceptance’
'gﬁriulggjvl of the financial assistance heretofore approved by the State Depart-

Rt 1 ﬁ‘%:ﬁtﬂ ment, and with administrative control vested as. heretofore in the
3 jF “‘ﬂ“ B iy Director of M, I, D,

I, ;“

-.*x-..
"‘*:;

Q‘ .
;‘ i That the organization should consist of ciV1lians is indicated
ﬁ by the following facts: Jam

bt a) After the demonstratiog3 forded by the incident of the
- «ees the British adopted the
*'policy of searching the British Empire for the best code and ci-

Y )

i S
sl oy
A '1‘.

AE

43

-
L «.;a

{ ‘_.?ﬂ”' c) The type of thinker with necessary language quallflcations
24 “required for code and cipher attack is a special type-—difflcult
3\!,mto find in the Army, where an entirely different type is more use-

+ful, and not easily inducted into the Army if discovered in c1v11l
lire.

13., As used- here, this word undoubtedly meant -cryptanalysts.

1'  Thls was described in the preceding part of the memorandum. See {ﬁﬁ.gn
'_ - Volume Two, Chapter IV, Section A.

" This is not quite.accurate,- Such a policy was not in force at the
beginning of tha War. ‘

—— ) ,‘ ’_‘.-.r\ : \lf!r’-s
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d) The salaries.suggested have been determined after very
careful study of the situation, Men and women of the high qual-

‘ifications necessary can hardly be attracted to the work and--what

is equally important--retained in it for smaller salaries, Dur-

ing the war M, I, 8 was for patriot%c,reasons able to command the -

- .services of both civilian officersi® and civilian cryptographers -

" for emoluments far below those actually received by these officers

. and cryptographers, in civil 1life, Such sacrifices can of course
not be expected in time of peace. '

- 2. It is estimated that the annual expenses of an'adequate
" organization would be approximately as follows:

Rent, Light, and Heat . ¥ ag $ 3,900,00
- Refersnce Books o © 2 100,00
. Personnel: Chief K _ " 6,000,00
. T 10 Code & Cipher Experts $3000 30,000,00 -
; 15 Code’ & Cipher Experts: 2000 30,000,00
. k B 25 Clerks - o 1200 - -30,000,00
L : : ¥ e $100,000,00

: ik 3¢ The placing of $40,000,00 annually at the disposal of
. . the Director of M. I, D, by the State Departmant and the author- "
. .+ .. .« Jlzation of the Secratary of War for the anmual i§penditura by the
o 72420 Director of M. I, D. on confidential memorandum of $60,000,00
Yo7 of funds pertaining to "Contingency Military Intelligence Division,
i*Y % General Staff" would make .possible the execution of the plans out<
: i-“&iﬁf lined above, W .

f . first approved by the Acting Secretary of State, Frank L. Polk, on 17

;  ;.Hay 1919, and three‘days later by the Chief'of Staff, General Peyton C,

;i'fl6.£ "Civilian officers" were civilians who had been given direct
;. .commlssions, ‘ ; . ‘ _

* Actually the rent, including heat, light and incidentals, during
-~ the first year amounted to $5500; during the second year ¥6500.

18" DY thé $96,000 allotted for salaries only $45,000 was actually
. .rv i spent in the first year of operation. - : : .

. ; -.19.f The contingent funds were to be paid on- vouchers not subject to
38} ¢ review by the Cemptroller General.

&y .L,*‘?lfj{'_‘ﬁé‘fefi,*?rfe?
A TR R A
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These recommendations oftfha Director of Military Intelligence were .
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MRS -
3 {'-~.f;{2 ‘ : . | Be The — to New York City
j _;Elﬁéf- ﬁﬁ‘ ¥ho originated the suggestion that the reorganlzed MI-8 be trans-
: 'fbgz T ferred to New York City does ‘not. appear anywhere in the records, but

!{"%ﬁft;‘q.apparently the plan was already in existeénce before the recommendatlons

< tha bndget. That the move was Yardley's 1dea seems highly probable.

. { during the War the Shorthand Subsactlon under Fo. W, Allen had operated

.., :; in New Iork and YardleY's close friendshlp for the chief of that Sub= -

;“ section may have led him to think of setting up the new iI-8 in the

:C .$;t?{ff aqma ‘edty, :
i : d Fran the perspective gained by a knowledge of what took place in
:'jit};u HowlIork, it is easy to see the disadvantages inherent in moving a

: ?l;iuilitary Intelligence unit of the General Staff away from Washington,
301030 liaison necessary between the War Department, the State Depart-

;j,, nont and HI-S was thus hampered. Supervision of the activities of

&
AL
1% 204 'W. F. Friedman, A Brief History of the Slgnal Intelligence
: S . - Service (29 June 19425; Ds s This manuscript was prepared
,lq-y,ﬁfﬁﬁﬁ‘ at the direction of the Chief, Special Branch, Military In-
¢ A3 e ‘ telligence Service, and is now in the files of the Director of
: i;ﬁ; Communications Research, Army Security Agency, Major Yardley
. cammunicated the news of the approval of the recommendations .
to his friend Allen on 5 June 1919 (see letter in IR 1150) .,

I

for rent, heat, and light had been 1nserted in General Churchill's mem-
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: NE-Bj was also made more difficult since Yardley's unit was to have
1ittle or no .contact with other G-2 activities in the New York area,
Qn the other hand, the possibility of maintaining graater gecrecy in
i;} ’a unit not ostensibly connected with War Department activities may - {
lI?J have seemed to justlfy the unorthodox arrangament. R '_ 5 & 1

Captain Iardley went to New York to look over - the prOpertles .avail-

f;j* number of premises, nost of which for one reason or another were . rejected,

Iardley recormended to General Churchill on 14 July 1919 that the build-

T Tge—r—"

,».'. )

i"'ing at 17 East 36th Street be rented by the. Governmant.Zl At this point.
it dnveloped that Mr, Allen himself had a property, which he either owned

or controllad at 3 East 38th Street. He was willing to rent thls to the

T

charnment for the same sum as had already baen agreed upon for the build-

ing on 36th Street. The cost to the Government for the basement, firat,

: ~'€fuecond and fourth floors was tS-Bé 35500 a year, and the Yardley family

ina to occupy the thlrd floor as an apartment at a cost of $900 to be - ‘: ,

j'.'._. 4

| v, paid by Yardley out of his salary. Notwithstanding the fact that Gen-

"
.'I,

-oral Churchill had already approved the buildlng on 36th Street, Mr.

tf Allen s building was substituted for it without 1nfonming the general. " i

:”;f. Both properties were conveniently close to the New York Public Iibrary

Q “on Fifth Avenue at 42nd Streat. . - .

v 21, IR 4150: ILetter-of Ia;dley'}o Churchill (14 July 1919)..
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Mr. Allen first prepared a lease which named the Mllitary

Intdlligence Division as the lessee, but Yardley for reasons of

.f aecu:ity directed hlm to prepare another in which the lessee was

"\fanamed‘aa Yardley himself, and then the latter signed the lease

- upon authorization of General Churchlll.22 Exténsive altérations'

and decorations were to be mads, and quarters for the guard estab-

I 1]

.1iahed in'the basement, The owner was to aupply heat, light, and

; T incidentals.23 Thus, the new headquarters of MI-B were provided.?4

Each of the amplqyees who was to contlnue to work in New York

waa handed a memorandum’ contalnlng among- other 1tams the follow1ng.
J@} . Where you work and what you do is not a matter for dis-
. " cussion, but rather than appear mysterious you may say that

.. you are employed by the War Department in its translation
department.

Tha move to New York was expected to take place in the latter

. part of July 1919, so-that MI-8 mlght begln its work in the new

A
3

i 22 It-is interesting to speculate on what may have taken place had

,“ such a lease ever been the subject-of lltlgatlon.

23. IR 4150: letter of Allen to Yardley (25 November 1919) cam=
. h plaining of high charges for electricity.

: f; 2. A,poat office box, No.- 354, Grand Central Station, was engéged
;v;:-;” on account of the heavy amount of mail to and from Washington.

Only one of Yardley's letters (14 November 1923-IR 4162) bears
this box address but it was used throughout the New York period.

25.' IR 11502 letter of Yardley to Allen (18 July 1919). This para-
' graph 1s interesting in the light of similar problems arising

AR
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\

”. location on or about 1 August l9l9§6

.but there is reason to Believe
that there was a delay of about two waeks.? John C. Meeth, who had
l_been an Anny Field Clerk at General Headquarters in Franca during the-
;=i War, was taken on as Chiaf Clerk28 and was sent ahead to make arrange-’
. ments. The ofﬁice equipment and files were shipped by-freight. On .
. _26 August 1919 Yardley ordered locks put on all the doorsgg,-SO the
" new office was probably functioning by then., In order to cohceal'tha
: true nature of its activity, the office ﬁhs‘called ﬁCode Compiiation
% Company, " e cover name for MI-8 but the real name of an incorporated
;i:ﬁi business finm sakaiiiaas by Yardley sl Ehmeiies J. Mendelschn, part-
' '-i-ners in the venture. This firm produced and sold, in falrly larga

Y qnantlty, a code called the Unlversal Trade Code.

W0 ., .Ce Persomnel and the Budget _
. . The inltial payroll of MI—S in New York is not ava;lableBo The

. budget as racommended and approved in 1919 had provided for the chief,

26.- IR 4150: letter of Yardley to Allen (21 July 1919). -
27.. See IR l|-683. . | | :
'28._ IR 4150; letter of Iardiey to Allen (l'August 1919).

29, Ibid.: letter of Allen to Yardley (27 August 1919).

; 30¢ It may be in the records of the Budget and Fiscal office, MID,

access to which could fot be obtained for the purpose of this -
work., :
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S Major Yardley, a£ an anhueil Vsal.;.ry’ of _%;6;090; ten code and 6ipher
axpe'rt.a at $3,000 each, fift'een code and ciphér experts at §2,000
| ' _'aa.ch', a.nd'twenty—five clerks at $1,200 éach; bui: since the total |
Out.la.y for salarlas in the first year came to only $A5,000 less

than half the a.mount. approved ($96, 000), it is clear that many

s
!
i

. : of the positions contemplated were never fllled. ‘The names of per-

sons known to. have been amployad will be g:wen later,

) " 1 The unit had baen operating in New York for only about ten months -

when Yardley proposed spending an addit.ion.al thousand dollars for

i, 1, o 2
. -rente. The whole letter is of i;it.eres’c:3

. BECHERY - .+ . 3 East 38th Street,

: o I New York, May 4, 1920

N o

" " Brigadier General M. Churchil.l, U.S.A.,
g Director of Military Int.el].igence,
_ " Washington, D, C.
, .07 Dear General Churchill _ ‘
Referring to my-,lett.er33 .of today regarding my request for
authority to pay an additional $1000 rent per annum, I wish to
" show briefly the amount.lof mone; now being spent to support this

organization: ) ) -
Rent $ 5,500
Salaries 45,000
Incidentals 1,000 .
Total $51,700

31e See IR 4L157: letter of Yardiey to Churchill (L May 1920).
32, See the letter cited in note 31.

3 .+ 33, This letter is missing.‘
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_ My origindl estimates for this bureau, as you will rgcﬁll;
were $100,000—$40,000 to be paid by the State Department and

.. 960,000 by M.I.D, Figuring on the present basis we will have

spent by July 1, $40,000 of the State Department and only

$11,700 of -the §60,000 appropriated by M.I.D.3% The other $4,8,300
has been spent by M.I.D. for other purposes. You will recall e
the $60,000 was tacked on to theM.I.D. bill at the last minute;

in other words, M.I.D. was able to get an appropriation of

360,000 more than it would have obtained had we not created this
ureau, - : v

With the §51,700 that we shall have spent by July 1, we
have, briefly, accomplished the following: ‘

1

(a;'-Compiled & new M.I.D. code,” _

(b) " Maintained an organization for the compiling of cyprent
secret cipher tables for M.I, 5 and M,I. 9 codes.

- These tables are sent to the Military Attachés every

: two weeks. _ : -

Ecg _Broken four Japanese codes.-! '
Broken two German codes.

B o S

C 3,

35.

36.

_‘. .

"‘.\ iy iy ‘;.\\'
SR

Yok

Apparently the State Department was not informed of the fact that
actual expenses were less than estimated in advance.

This was Military Intelligence Code No. 9. See Volume Two, Chapter
11, _ _ ' ' :

On these codes, see Volume Two, Chapter II,

The détails on all soiutions will be treated later.
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¥y rlang for ths future, shen prister confiuenca is

suisblisied botwoon us anu this virisus eable ceapanies, call
Yor & bwseau that ean rocd nwssagea of the followins inportant
rovermaanto, which I place in abiat I considsr tiels corasr of
inporinaces

(1) Jdapan
T e | )

In addition, of coursa, wo shall k-op up wlth

e o SR

Tho rasuest for incrasslng tho rent was apparently approved:
whils no spaclilc approval iz found in the records, ths unit did
move suxa Lise in'Junc-l92039 to 141 Zsat 37th Streets This FOVD

was negsssitated, on Yardley's later tonthnony,ho

by the fagi that
Lo leass on tha JEth 3ireat property hod besn solds I the H7th
Strost property is the cno for waich an lncreass in rent was

nocausary, tha cost of housing uas now {6,560 a yosr 1in reat, or

384 OGou below, Section U, on interception and the cable cuspanles.

-39, I AM58s letter of Yardley te Campbell (L July 1520),.

40, Lutrer of Yanmiley to Fredurick Suilans, who Lad bsen sa oflicer
in i (not, anpareutly, in Ni=8), had »elition Yordley a very
ghirp raluke for publishing The Aroerdean Hlack yhoisiurs

Yordiey ' roply i clurscturdstically ruabllne ana tows nob

osm abicaipt Lo moct Lhe maln polnb made Ly Luilean tast Il.i_'d-

lov s a triltor to his country bub £t conlains a nubor of

slatenants abuul Lhe disw York olfica which hw 1s nob aaeun Lo
have rade olaeulieive.

¢l
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v+ . about $542 a month" On the 220d Yardley wrote to Colonel Locke

;”:;=that:ha had "finally got a settlementlon-the'lease yesterday for
‘ff.‘ $1200,"  Just what this means is not certain: the presumption is
X that ‘the lease with Mr. Allen had been cancelled for a con31dera—

3 tion of $1200. If this surmise is correct the Govarnment was al—

louad to cancel its lease in return for about three months rent.

1

t} But if, as has been stated on Yardlay s pwn testimony, the reason

L]

for tha move was the fact that the lease had been sold 1t is not-

P L
- U e

‘ »clear why the Government should hava had to pay for perlOdS in
?Eéf which it did not occupy the buildlng. _
;l}, W . A3 the Fiacal Year- 1920 drew to a close, the chief of UI-8 pre-
}[-5 pared a memorandum for the Dlrector of Military Intalllgence (June
1920) in. which he recapltulated the record of HInS both in the
Whuhington and. New York periods. This mﬂmorandum, vhich was accom-

inirpanied by.& graph or_the progress'made,hz wﬁs as follows: -

‘.
L}

T Tha -new building continued to be the headquarters of MI—S only
""-n-.f:until November 1923 when on the fourteenth of ‘that month,

¢ -Yardley wrote Moorman, he did not use his street address, as

W eoh - always before and afterwards, but his cover address, Post Office
¥ .~ " Box 354, Grand Central. Statlon, New York., See IR 4162: letter -
“i s o of Moorman to Yardley (14 November 1923) and letter of Yardley

jf «'* " to Locke (22 November L923).

il , ]

'},¥;k2¢ijigure 1,
- k3¢ A copy is now filed tn IR 4158,

:
¢ ¥
b
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- read ut prescnb are as Loilown:

Tha Slohor Fuveen dn dfew Yowk:  (duininteative Troblens a3
o R O g ‘ : .+~ . 3 iaot 35Lh Street,

T A SR e

Yew Iork, Juna 5, LGN,

VEMMANIUN PO Tl DIRICTCR CF WILIT/RY ZNPELLIZENCES

Subjest: Nusber of nlien codea end cvizhers broken.

1, ‘ihe prineivles {zlc] codesa and ciphors than [sic) caa b
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3. FPlans for the flseal your 1920=1721 call for the bLroake
inp of the unsolved Japanoso diplaastie, willtacy, and naval
codrse ‘

\ - B ——
5 Ia adiition,
4t should be pointed cub that tho usa of the word "eodan® 1n this
comunction L8 hichly inuccurstos . had abt thiz time ever

koen selivod by 1d-3: a Swa cedea had besn cesprotised, bub the greab
aJordty of tho resdabls gysiosn vers olohorn, falrl: ciluple onag at

tiwnke

Lhe Sup Volu:s Two, Chaptor IV
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- whom correapondence uith Yardley was conducted he was apparently im-

¢

The unconventional status of Iardley's unit, existing, as 1t

l:did in a sort of quasi—eutonomy, involved a number of admlnietratlve.
 difficulties. For example, when Colonel A, G. Campbell assumed his

. position in the Military Intelligence Division as the officer by

preseed by the unuaual character of the unit in New York and d331red

) f7tto see the official authorization.’ He wrote to Yardley:

As a matter of fact, after looking through the safe thls
morning, my files, I flnd are Z?efully deflclent with reference
to any authority for your. work. ,

»

* He therefore requested, and no doubt received; a copy of the author-

ization mentioned, From time to time, also, other officers, not con-

- nected with Yardley's work dlecovered the unit in New York, and not
';being awmare of its secret nature, ralsed questions concerniog it.

. 'General Grote Hutchlnsoo, of-the General Intermediate Depot in New Yock,

'{glearned in some way about'Iafdley'e office and wrote a letter to the
;Adjutant General of the Army, reporting that space was being rented at:

.nTGovernment expense while he himself was able to supply other quarters

i building at 39 Vhitehall Strest.’® His letter came to the atten-

tion of Colonel Stuart Heintzelman, then in the Military Intelligence

e ﬁﬂ{h5. IR 4158: letter of Campbell to Yardley (8 June 1920).

' Ms IR 4161: letter of Hutchinson to Heintzelman (23 November 1521).
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Diviaion, uho wrote tactfully to the genaral making it plain, how- h
ever, that there was no posaibility of moving Yardley to whltehall »
Street. - - | _‘ ' 4
“7.‘ - The channel through which Yardley's aupplies were drawn was the ;; ‘ ‘ ?
office of the Assistant Chief of Staff,'G—z, Second Corps Area, Gove-
. ernor's Island, New York. A new A#sistapt'Chief, Coionel Jo R, Proctbr,
--E;; was asked to sign vouchers for Yardley and did’so at first without
: .que;tion."Iater he was disturbed by'tﬁa'lack of authority for his
-éignatur? and ﬁrote on 30 December 1931 for infdrmgﬁioq.h7 Saffi-
';;.:-ci;nt information was given him to assure him that Yardley's sup— . -k
l‘,ﬁliea were being usﬁd for Government p;rposea. Colonel Heintzelman's |
" letter concludes: .
= I know with this explanation that you will sign the vouchers

: 4n question and outside of this,’ hope you will forget about the
" existence of Mr, Yardley,

'The_employaaa at work in MI-8 during the first year of its exist-
ence included the following persons:

.. Herbert O, Yardley, chief of the section, salary $6,000,

47. IR L163: Colcnel Proctor visited Yardley's office, where he was

~ received with cdﬁrtasy but could learn little.

*T?‘?W“%
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Frederick Lavasey, who had been for eighteen months a rlrst
lieutenant in G-2, - A-6, at General Headquarters in France.
He was demobilized on 21 July 1919 and put on the MI-8 pay-

. roll the next day at a salary of $3000, He is said to have
been able to work in Spanish, French, German, Russian,
Italian, and Portuguese., "Note that Japanese is missing from
the list, though afterwards Iivesey begame MI—B's chief
Japanese cryptanalyst and translator,

John C. Jeoth, formerly an Army Field Clerk in G-2, A6, in
France. b R
Claus BOgél, Dorothea B. Jachens, Nellie A, Simpson, and
: ! : ~ Ruth Willson, all of whom had been formerly emg%oyed by
. MI-8 in Washingtor as civilian cryptographers. ‘ -

Robert Arrowsmith, who had been recommended by General
- Churchill, had paasad all examinations £ and was put on
‘the payro],l at {52500 on 1!; July 1919,

Charles J. handelsohn, who as a captain had been in charge
. of the German Code Solving Section of MI-8 in Viashington.

_ e ' ¥ - -He was demobilized on 1 August 1919, returned to his work as

e P Fo - Professor of History at City Collage, New York, but con--

( y . "~ tinued to spend part of his time in MI-8, belng paid on an
hourly basis.’2? His salary was at the rate of 33000 per
annum, ' ' : -

° " 48, See Memorandum for General Churchill, Subject: Personel Civilian

Bureau, signed by He O, Yardley as lajor, undated but obviously
prepared in August 1919. See Volume Two, Chapter VIII,

49. See Volume 'l‘nvm,~ Chapter VIII. ‘
50.. See Volume ‘l‘rro,‘ ‘Chapter I. Miss Willson was still ¢n.duty in -
~ MI-8 in 1929." Bogel's salary had been only $1500 but he was
promoted to head the French work at a sala.ry of ,‘;2000 on 1

-Auguat 1919,

51, See memorandum cited in note A48,

52, See memorandum cited in note 48,
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Henry D, Learned, who was a 1ieutenant, demobilized 15 e
August 1919, "“He is unusually equipped in German and
is making rapid strides in code work." He was put on

the paggcll on 16 August 1919 -at the rate of $2500 per
annum,

Victor Weiskopf, an employee of therDeﬁartment of Justice
on loan to MI-8 as a cryptographer. He alsg-had partici-
pated in solution in the Washington period. oh

I. H. Correll, a retlred clergyman who had formarly been a
missionary in Japan.55 |

Edna Ramsaiers® : _ [ . R

St b B

See memorandum cited in note 48, Lieutenant Commander ‘Learned,
USNR, was a member of the Navy signal intelligence service dur-

. ing World Wer II.

5lys

T 55

s
Bl )

See Volume Two, Chapter I, Weiskopf later was transferred to

. the UI-8 payroll and was still on duty in MI-8 in 1929. y

See TR 4158: letter of Churchill to Yardley (18 December 1919),
approving Correll's appointment as a Japanese translator for
- three months at the rate of $4,000 a year. Correll remained
- .. = only six months, according to The American Black Chamber.
¢ T His salary was #4000, -

: I; J. 56.

Hias Ramsaier was still on duty in MI-8 in 1929 and was one of
the six persons then given a bonus, as will be described at a
later point in the narrative., Scmetime afterwards she became
Mrs, Hackenberg and in 1939 or 1940, she applied for a position
in the SIS, During the interview she gave no indication of any
special devotion to Yardley., She had preserved silence on MI-8's
activities, and was a competent clerk with a number of years of
experience, She was therefore put on the SIS payroll. It later
developed that she was corresponding with Yardley, then in China.
Though this was an undesireable feature, she was not dismissed,
Iater, when Yardley himself was employed by the Canadian Govern-
ment, she applied for a leave of absence to assist him., This was
granted.- When he ‘terminated his work in Ottawa, she applied for
reinstatement with the SIS but this was not granted, though offi-
cials of the SIS gave her some assigtance in obtaining a position

in New York. - During World War II she became the. second Mrs. Yardley.
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( e ' Margaret C. Forrester, typist.57 ;
: Warguerite O'Connor, typist. ' '

Isabelle V., DeForest, a file clerk. 1

g o d . u® ‘Thomas K. Lomas, ggerator of the mimeograph machine, b
R _ Edith V. Hastings, i
SILTH e Leah B. Andrews. 59 1

N o Serena B. Laning,” j{

E . " The salaries paid same of these persons have Been‘indiCated; in " i-

"~y

the case of the 'others, ‘salaries f)ri:or to 1 January 1921 can be in-
5 "-.; ~ ferred from a document shortly to ‘be mentioned: eliminating any item

A

0 ._‘for_ Mr. Welskopf's salary, which at this time Was not paid out of MI-8

T A e e

t i::FTQE.funds, and any item for.Dr. Mehdelsohn, who worked only part time, the

' 4 t.otal.cqst to the Government for the services of the entire list would i
be lesa.than $35,000 a-}ear, yet it is kﬁown that -the payroll for the i
‘ .',:.__ f];_'-' first year (roughly Fiscal Year 1920) was $45,000. The conclusion is
N ( ~, inescapable that othor persons were at work in MI-8 but that treir ‘
2 shsines have been lost, - ' . _ ' B :

9 57, Misses Forrester, 0'Connor (later Mrs. Jo C. Meeth), and DeForest, -
~ - and Mr. Lomas, are mentioned in IR A4158: letter of Yardley to ol
“ip.ei . Campbell (15 July 1920), as then receiving a salary of $1100 a i
o M e year.. 2 B9 : ' i
: T[ - ‘Misses Hastings, Andrews, and Laning, were employed by MI-8 early ;
.fﬁff;f- - enough to have merited a promotion of %120 a year on 1 January 1921, e
v w0 See IR 4161l: recommendations of promotions dated 7 June 1921. ,
2 f;gfﬂ;:59."Although Uiss Laning was not highly peid, she was described by 3
s U ' Yardley as "a very clever girl ., . . [who] . . . knows Japanese." '
*. ., ..See IR.L158: 1letter of Yardley to Campbell (7 July 1920), She s

. had been an employee ‘of the -Office of Naval Intelligence in'Vorld i

" -..Warl I, and much later, in World Var II, she was an employee of y

~ . the Signal Security Agency first as a Japanese translator and then iy

.. '« . a8 a French translator. She was born in Japan vhere her father was E
‘' - °  a prominent medical missionary. In June 1946 she .described life -
g' . in MI-8, her feeling, never completely suppressed, that somchow i
: ' " ., MI-8 was doing unethical work, and of the circumstances surrounding %
. : ~ her dismissel in XPFm A fu (75 FRFNMFNEST vere lacking. :
. o ~ ‘_

XL A
seiyanailing

;',qui:-'?}"?«";'-"’-"t!ilEﬁi&-{.‘f;_f?ﬁ.}ﬂ;‘.ﬁi@'
¢ el RS TEEr A

el # Py
LR A

S S A
IR

L



- II, The Cipher Bureau in New York: Admintz&}ative Problems 61

In July 1920 Mr. Iivesey receivad an offer of employment in the

Far East at a higher salafy.- He was told by Inrdley that “there was

 if a real future in this bureau for him and that it he vwould reconsider

hia position I should immodiatoly rocammand an increasa from $3000 to.
60
$3500." The increasa ‘was approved.. ﬂhiu.arrangement saved Liveaey's

"talents for HI-B for a time._ Ho had become the chief Japanese expert

. “ and also knew Spanish, Portuguase, French, German, Italian, and Russian,

S L
' - .-_ "‘.“"_I‘ ®p

- and was thus the most capable lipguist MI-8 had, Some difficulity had

:f‘beeq exée;ienced in connection with him: .what it was is not known, but

© there 1s an allusion to it in a Memorandum for the Director, Military

i

K fJ‘Intglligence Division, which Major Moorman prepared on 9 November 1920,

| g8

i':ollouing a conference with thdley.él-_The reportlis'as_follows:

- MEMORANDUM FOR DIHECTOR, MILITARY INTELLIGENCE DIVISION.

. r Subjects Code and Giphar‘Work.

As the result of a conference with Mr, H. O, Yardley, I
submit the fqlloning_raport on the above subject,

1. With the exception of some little difficulity with
Mr, Livesey about which I talked with you the office seems to
be well organized and functioping in a satisfactory manner, -

60. See the letter cited in note 59, _'

61, IR 4158: Iivesey is styled "Charles Mundy" in The American Black

Chamber, chapter xv
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" . i

Proper precautions to guard the secrecy of the work have been
taken, Yardley is doing excellent work. His energy, loyalty
~ and good judgment are exceptionals If the personnel is to re—
main exclusively civilians I would recommend no changes. I.
believe, "however, that. the nature .of the work makes it desire
-able to have-a [sic] military personnel either immediately

‘- available for.or actually on duty in the office, I would sug-

" . gest that this be accomplished by the detail of young officers
from time to time for duty in Yardley's office and the gradual
displacement of civilian personnel by such of these officers as |
show special ability and by intelligent enlisted men, Names of

~ officers for above details can doubtlesg be obtained from service

' " schools, espocially the Signal Schools. 2 Yardley agrees that the
o detail of commissioned officers to his office is very desireable.

. 24 Requést for increase in pay of some civilians was made by
~ Yardley and forwarded to your office recommending approval. The
question of pay for Livesey will be taken up at a later datee

-+ '3, Yardley. fully concurs in the plan to have all codes pre-
) pared by the Signal Corps. This work will be gotten under way a56
‘ ; " soon as the Signal Corps can arrange for the neccssary personnel. 3
(n . ' " he As nqw,arranggdéthe code section is practically supported
: e by tgg State Department.®% The Department of Justice furnished one
. Dane e ’ s ?

: ’ " 62, Major Moorman doubtless remembered the time when in 1916, as Acting
. : Director of the Army Signal School at Fort Leavenworth, he had him-
_ self made a similar recommendation (see Volume One, Chapter VI)s

63+ At this time Mr, William F. Friedman had nct yet been employed as
cryptanalyst in the Office of the Chief Signal Officer. (See above,
" Chapter I.) ' .

" ble This was true because the entire Stéte“Departﬁent appropriation was
" used by MI-8; the War Department merely contributed additional funds
" to meet expenses. . . '

65+ Victor Weiskopfe
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p . . : s
5, Just now it appears very desirable to arrange for the
: interception of as many messages as can be obtained in the
4 Japanese Naval Code, This will enable a study and probable:

. - breaking of this code and will greatly simplify the work at a
later date should it be necessary to read such messages for
military or naval use. If this work is delayed until an

- emergency arises, it will require weeks—perhaps months—-to -

. make the first solution and during this time information of
vital importance will be unavailable., If the Navy is request— |
ed to furnish the desired messages now they will naturally wish
to know for what purpose and to what extent they are useds It
is very desirable to confine information of this- character to

e o the fewest possible  persons, but on the other hand it must be
° e g ™ made knomn to.some in erder to make it useful, '

6. Should the Navy organize a code and clpher section to

g Y, s work, independently of ours, it would result in great duplica-

.. - tion of effort. Ua the other hand a free exchange of informaticn
between the separate Army and Navy sectioms would facilitate the
obtaining of valuable information by unauthoriz_ed persons.

UL T 7. 1In view of the above I wish to reccmmend a radical change
o , g in the relations of this office to the Navy Department, Objections
offered by Major Collins and others, however, seem to indicate
that such change is inadvisable at the present time, I am there-
fore forced to the conclusion that it will be better to make the:
"best use of available :Army facilities and await a more favorable
1 time for gaining the cooperation of the Navy. I have prepared
* and filed in the office safe a.proposed agreement with the Navy
o . which will be submit.ted for your consideration should circumstances
seem to warrent. o

The recommendatioh made by Major Moorman in paragraph 1 of his re-
..~ port was carried out by the detailing of Major K.' F. Baldwin about 1
" December 1920,%° imile on duty in MI-8 Major Baldwin was pramoted to

. Ileutenant Colonel 7 and left about 8 January 1921,68

~66s IR 4158: letter of Baldwin to Collins (10 December 1920).
67. Unless Yardley is inaccurate in calling him 1ColonelM,

g - © .68, IR K161l: letter of Yardley to Nolan ( & January 1921).

y
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* There was no disgatisfaction with Colonel Baldwin'é work, but he ﬁas

Japanese expert on temporary duty. Later, a Major lcLean, was also

V. .at work in MI-8, but how long is unknown.-

On 5 January 1921 Yardley addressed a 1etter69 to Major Moonnan

‘,in which he raised the question of an increase in salary for hlmself.
5 ?_ The letter contains the following. paragraphs:

I think that I have outlined to you the difficulties I had

" in creating this bureau. When we started, the work on a peace
. time basis was purely an experiment, I gather from both you and
. General Nolan that my faith in the necessity for such a bureau in

-' ‘peace time has been justified,

My ambition since the armistice has been to break enough codes

- to awaken the government to a sense of responsibility in this sort

of work even in peace times., - This I now feel that I have done, and

" in return I believe that I should be informed what the future holds

for me, provided that I continue to be successful and prQV1ded that
Congress supplies the funds., -

I am in this ‘work because I love it, I developed many friends
during the war who have offered to give me opportunities to make
good in the business world, who tried to prevent me from remaining

. " with the government, I did not stay with the government because
., there is money in this sort of work, but because I believe in it

and enjoy ite At the same time I wanted a respectable living, and:
have got it. It isn't much as people speak of money today, but I
can live decently on it, and I am quite content for I manage to
find a little time for other things, and once %B a while oppor—
tunities to pick up some money here and there.

However, Army Officers know pretty generally what the future
holds for them finaneially, and of course have a feeling of secu-
rity that a civilian can never enjoy. And I believe that my re-
cord deserves frankness on the part of the government. .

‘.;69-;.Iﬁ'h161‘

704

. Probably an allusion to the code company with which he was affiliated.

Later he also engaged in the real estate business. -
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3 , 7 o
The last thing I want.anyone to fael is that I am being over-
paid-as government salaries go. I do know however that many

special appointees in Washington make from $8,000 to $lO,OOO;7l-

I should like to have you compare my work with the work of .

*these men and determine what I may hope for in the future, I

‘Bogel

started at £6,000 in October, 1919. If I am ever to be ‘con-
sidered for a promotion, I feel that I should be considered now, 1
However, T wish to state very emphatically that I. should prefer
to continue as I am now than to have my superiors feel that a
promotion would make me an overpaid employee, 5 3

I would add that Major Fischer's estimate of $46,000 as our
present rate of disbursements is incorrect, My figures indicate
that even with the pramotions that you have already authorized,

we will spend about $42,300 plus incidentals, This leaves a

. balance of about $6,000, Fischer's is incorrect due to the fact -

that several employees he had on hi: list have reqignedt.

The appeal fqr the.increase iﬁ salary was successful, and not on;y
I;rﬁley bup-aléo all ﬁf the‘o%hqr embloyees except tyb (Barrie and
)73 were also promoted. The recommendations, as preparéd by

Yardley, were as foliows=7h .

71.

726
73

The

The‘clohest'exigting parallel case was that of lr, Friedman who was
then receiving §4500, whereas Yardley never received less than §6000,

thy fifteen months had passed since he first was paid $6000,

Barrie had never received an increase in his salary, which was then /
$1440, Bogel had been increased from $2000 to .$2500 on 1 January \
‘1921, when eleven other employees had also received increases,

IR 4161 (7 June 1521),
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: " Name : . Salary last Increase Recommended Total
. O'Connor, Marguerite  $1300 $100,1 Jan 1921 - $100 $1400
Ramsaier, Edna | 1300 100,1 Jan 1921 = ° 100 1400

Lomas, Thomas K. 1300 100,11 Jan 1921 - 100 © 1400
-.deForest, Isabelle V. 1300 100,1 Jan 1921 - - 100 © . 1400

. . Forrester, Margaret C, -1300 100,1 Jan 1921 100 1400

. .- Barrie, William - 1440  none _none 1400

' Hastings, Edith W, - . 1520. 120,15 June 1920 180 - 1700 | «

;' Andrews, leah B, . 11700  180,1 Jan 1921 .. 100 1800

" Simpson, Nellie A, - ,1700° 180,1 Jan 1921 © 100 - 1800
Laning, Serena B, - 2200 200,1 Jan 1921 .20 . 2400
.. Arrowsmith, Robert 2500 ‘none : ' 200 2700
o 1}....Bogel, Claus g 2500  500,1 Jan 1921 .. none 2500

"' Meeth, John C. 12500 400,15 Feb 1920 250 2750
;< .~ Willson, Ruth ; 3500 500,1 Jan 1921. , ‘250 . 3750

.} ; Iivesey, Frederick ;5 ~ 4000 500, 1 Jan 1921 500 4500 .
.~ .~ .:Yardley, Herbert O, 6000  none i e B :

The recommended 'incr.ea‘ses were approved in a memorandun breps;ljac_l for the
o " Finance Officer, Hilit;ars_r In'tell‘ig‘ence ﬁivisio'n',' by '}.{aj...or James.L. Collins
' (/- 7 r ;‘_on Juns 1921.76 Yardley was given a .15 percent increase as well, f;om
L K $6000 to $6900.a yeé.r. At the same time, however, Iardley, and also the

'. other employses, were informed by Major Collins that the limit had now
. - _ ,- baen :feached and it was suggested, politely but firmly,r that 4f ,anyo_ne‘
| " 4nug-8 wers diséatisfiéd, he might make arrangements for employment else-

. i 1;here._ To Major Co_].'Lins" letter Geﬁeral.rNolan_r'appendad a note, "This is o

o office policy.™ ‘

o 75 - He modestly refrained from spec:.fy:.ng the amcunt of tha incraase
' . requested,

‘ 76« IR 4161 (20 June'l92l).
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Q ~Soon aft.erw,ards Yardley applled for a month's 1eave, stating
that he had had, except for' a day or.two now and then, no vacaticn
_ since about 1915. He had-been an officer or c1v1lian employee of

- the Government all that time, /!

) <{1The value of the cryptanalytic unit preparéd for use in connecw < <
. N y

‘tion with sécret hearings befbre Congressional appropriations commit~
’f-tees.:71t was, neceasary to defend the use of large sums for this pur—
‘ffﬁ ' pose._ The text is as follows.78

NEED FOR A CODE AND CIPHER SECTION
. | SECRECY IN REGARD TO A CODE AND CIPHER SECTION IS ESSENTIAL
..’ TO ITS SUCCESS. THE FACT OF ITS EXISTENCE SHOULD NEVER BE
I T MENTICNED PUBLICALLY [sic] OR UNNECESSARILY. - . ‘

In 1917 and 1918 the aolution of many important messages was
" 80 delayed due to our lack of preparation and previous study that
much of their value was losts Studies are now continuously under
way which if continued Nlll, it is believed, prevent s similar de=-
.. lay in the future,
: Had we, for example, been able to read the one message (Exhlbit
- Noa 1) ordering the disabling of German ships in American ports
- as promptly as-we could now read similar messages the saving alone
would ‘have been sufficient to maintain the code and cipher section
., on a peace basis for many years. .
- In 1918 our code and cipher section had so improved that mes=-
. sages of vital and immediate importance were read in time to be of |
 the greatest value. Examples of these are orders for attack or re-
"treat,’ knowledge of which enabled our troops to take full advantage
of movements on the part of the enemy, On November 2nd, 1918 a
German Radio message gave plans for a general withdrawal from -

. 77«' IR L161: letter of Yardley to Moorman (13 June 1921).
78, IR 16k, - ‘

. 79 Exhibit I in Yardley, Actilevenents, Part ITI. - P
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Roumania on account of lack of ammunition and other supplles..

-“14 .+ This message was intercepted by an American Radio Station,
il vt deciphered and translated and placed in the hands of the Su-
C,tm . preme War Council within 48 hours. The importance of such in-
“ort e, formation at the time it was made available can hardly be esti-
i it mated, Information of equal.importance was missed in 1917 be-

o1t . cause of our lack of an efficient code and cipher section. -
W o 8 Codes and Ciphers are constantly developing. Even.a tempo-
rary stop in the work means losing touch with current changes,
. Such a loss can only be made good by much work otherwise unnecessary.
~ It is like the loss of a link in a chain or a cog in a wheel,
i TO DISCQNTINUE OUR CODE AND CIPHER SECTION NOW WiLL,.ALMOST
CERTAINLY, MEAN THAT WE WILL ENTER THE NEXT WAR AS POORLY PREPARED
. FOR THE HANDLIMG OF THE ENEMY'S SECRET MhSSAGES AS V’E VERE IN 1917.

,# - As an expression of appreclation of the hard work done by MI-8 dur-

-*‘355 1ng the. thhington Disarmament Conference then in se331on, Chrlstmas

f_;ﬂf‘l‘“'bonus of $998 was aent to Yardley to be distrlbuted to the employees of

° SE MI-S on a prorata basis. t.he report. to Colonel Heintzelman of the clisp-
o g, e tribution was dated 27.December 1921:%
Y00 st 0 Robert Arrowsmith : $72
A5 & fieg s - William Barrie i - 39
wiow 0w e v+t Claus Bagel ' » 67
Rty Y- ¥ TV, DeForest . . 17
-‘. - . - Y, C. Forrester oo 37
b SETs s, g E. W, Hastings A : L5
; ;‘.-i‘:‘f L al F., Livesey . ' 120
PP v, o e B ™ ‘S. B. laning - 5 £ . I
R LR ‘Thomas Lomas 37 .
B et S5t U EY, O Mewth . : %
I

.. 1 804 IR L161: 1letter of Yardley to Heintzelman (27 December 1921). Such
& a bonus was possible because MI-8 was supported out of secret funds
;v 4 7" on vouchers not subject to audit and review by the Comptroller

b 2 .. General, (A precedent for this Christmas bonus had been established
" il G in the days of the early Papal cryptographers, )
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M. O'Connor , : $37

E. Ramsaier - A 37
Nellie Simpson ) : _ 48

- Re Willson . » 100

" He 0o Yardley . _ 18y
Total , | - -$998

9 a 'As the’ Fiséal Year 1923 drew to its close the situation in MI-8 was
| such that a drast:.c reduction 1n force was nacessary. This ﬁas doubtlesa‘
~ caused by ralling budgets and a decl_me of intercepts. 1In any case, sev- |
' eral of the peraons listed above as having received the Christmas'borlus
; in 1921 were now about. to be d:].snu:.ased; The payroll at this time was ‘the
" same as it had been at the time of the bonus, except that Victor Vlelskopf
: then an employee of the Depart.ment of Justlce, was now on the MI-8 payroll,
' 0f the sixteen persons  on the staff, nine were to be dism:i:ssed, but

8l

"~ they were to be given at t.he same time a cash bonus wnich in every case

'but one a.mounted to four mon.tha' salary. " In the exceptlon, the bonus

. ~ e a.mounted to six months' salary The persons now d:.smssed were as follows.82
~ Name ‘Salary
Barrie ‘ S $uo
Forrester _ 1440 * - ’
0'Connor ' _ 1800
) Ramsaier 1400
. Weiskopf - 3660
‘_ ¥illson S ‘ : 3750
wi W Yardley 6900
: Meeth (1 Month) : 229,16
e 1 RaE, Total = = S L $20,579.16

.~ 8ls This was in line with the idea that special consideration should be
' “.- 7. . shown these people since they had no Civil Service status and could
" -~ not use their talents in business or in other government work,

” 82, See the list in IR l.;lé.?..;l
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It should be noted that this reduction in force affected some of

the most competent personnel then at work in MI-S, and that Yardley

gave assistance to several of them in tﬁeir effort to find employment

.elsewhere, Miaaés Ianing and Hastings were at first inclined to doubt
'~l‘-Iardlgy's“judgment in éismisaing‘them, but ‘the others are said to have

, . _ g .
accepted the reduction in force as inevitabla. 4 Livesey was ultimately

employed by the State Department, Bogel by the Navy, and Heath by a busis

neas houae- & fhe aubsequant careers of tha others are unknown.

] The budget for the Flscal Year 1924 thus_becmne.

' Bonuses . B 7,508;31

Payroll . : ' J 20,579.16

Rent | - ' 6,500400

*Office Expense _ ) 412,53
Total = s $35,000,00 )

"’ The following paragraphs discuss the budget.:s5

The enclosuree6, will give you the entire story of salafies, ex~
penses, bonuses, the 1923-192 payroll, and the budget for 1923-192L.
You will note that I have been obliged to make a.slight change in the

- personnel, I have promoted Xiss O'Connor from 81400 to $1800 and let

}w Mr, Meeth go who was being paid $2750. However,. I have asked him to

remain until August lst in order to give him plenty of time to break

83

8‘“

85

864

IR L162' letter of Yardley to Locke (5 May 1923).

. T

IR 4162: letter of Yardley to Locke (14 May 1923), and to Moorman

(26, 31 May 1923). ILivesey rose to become Financial Adviser to the

Secretary of-State (1944); Bogel joined the Code and Signal Sestion.
of the Navy and remained there until about 1926, then went to the
Library of Congress where he worked in the Reference Hoan until he
reached retirement age (70).

IR 4162: letter of Yardley to Locke (5 May 1923).

This has already been discussed.

Ty r’ﬂ’**?‘\g‘ﬂ*”‘i“*f‘f‘"?.xv*w* o

SR el




‘1I. The Cipher Bureau in New York: -Administrative Problems 71

in Miss O'Connor and to consolidate our files so that we can re-
duce them and get rid of furniture that we shall not need. The : q
total, as you will note, is exactly $35,000, In 1924-1925, if
' we retain the present personnel, we will be able to save the
~ bonuses which amount to $7508, 31 and $229,16 which we are pay-
. ing Mr, Meeth for July, 1923—a fotal’ saving of $7737.47. "This
' will reduce the $35,000 to $27,262.53 and if we can save $2,262, 53
- ' by moving to smaller quarters we will be able to maintain the
+ ..~ present bureau during the year 1924~1925 on $25 ,000, or $10,000
: chaaper than it is now costlng us,

B e R R Rl e . g

N Ty

_ R ks In 1919 our organization called for an expendlture of $100 OQO.
© to. . This was reduced to something like $70,000, and then to §50, OOO' :
: + next year we are reducing it to $35, OOO and if the plan} outllned )
iw» »v above are followed we shall, for the following year, reduce it to '’ ; §
% ..+ ¢ $25,000, This means that in the year 1924-1925 we will be spend- ‘ !
oo e 8 ing only 1/L of the money that was planned for this bureau when it ‘
'L ':‘ was established in 1919, or a reduction of 75% in a perlod of flve
SR years.

According to our flgures you will have- somethlng like 31700
.. left over from the appropriation for 1922-1923, It is respectfully
\A:fj suggested that instead of returning this to the State Department
. |, be set aside for any emerganclea that may arise,

L]

e e T Ty

: Though the reduction in force was drastic, in November 1923 another clerk
Lt dismissed for what reason is not known.87 '
: . In the next month'it was reported.that'though the budget for the
u. Fiacal Year 1924 had been set at 335 000, Yardley had been able to re- ' | t
~ duce actual expenses to the p01nt where only $1,875 was belnc spent each' : .3 3

? month ($22, 500 a year), apportioned as follows,88

f % 87, IR 4162: -lettar of Moorman to Yardley (3 November 1923), ' E
_.T 88, ' IR 4162: Memorandum for Colonel Locke from Finance Officer, G=2 f
.. (15 December 1923). Yardley wrote again to Locke on 18 December g
1923 (ibid): "What do you think of the chances of continuing next 4
year and do you think we will begin to get the J material again?" Y
| _ :
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@, R X

Salaries . ‘ :
2 persons at $1400° : $2800
1 person at $1800 : ' 1800 -
1 person at $3660 ' " 3660
1 person at $3750 : ‘ 3750
1 person at $6900 - 6900 .

Rent . : : 3000,

Incidentals _ o 5%
Total ¥ $22,500

‘ 'Che‘aper.z;ent had been found elsewhers, two or tfhree' roems. in a
i . '. : le.rée office building at 52 .Vanderbilt Avenee.sg Plans for the
.d P - Fiscal Year 1925.7were drawn up with $25, OOO ‘as the maximum ameunt.
-_.'f'-.!. .‘l- i"“needed.go of th:.s aum, the State Department was prepared to supply
| i $15,000 but Yardley was expected to cut his expenses belmlr $25 000,
. - b 4 _poseible.91 ) Te this Iard;ey apparent.ly replied with a reque:*;t for.
"' an increase in his own sa_larf and, 'surp'rieingiy enough, in.‘ spite of
P ! falling War Department bu.déet.s;, thts e granted him.92 The new salary
' ,. was set at §$7500, instead- of 36900,. and in addition he was to receive
| . 5 reimbursement for rent at 3}50 per month for eight montﬁs'(a'totel of $1200).
| - | Ma was the last increase he received before leaving Governm'ent service

.. 4n 1929,

89« In the letter to Frederick Sullens, 6 June 1931, already cited above,
- Yardley stated that the reason for moving to Vanderbilt Avenus was

that the premises on 37th Street had been rifled by a foreign govern=

ment, No other source confirms this statement, :

90, IR 4160: letter of unknown (Hilliken?) to Iardley (1 May 1921:,).

91, - IR leO: letter of unknown (Moorman?) to Iardley (10 May 1924),
- The new State Department representative was to be Arthur Bliss lane.

0 92. IR 4160: Locke to Iardley (11 June 192L4).
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Miss Raesaier, hewefer, received an iecreaee frem $1400 to $i600 in
January 1925.93 .

When in 1929 the unit in New York was amalgamated w1th the Code
and Clpher Section, Offlce of the Chief Signal Offlcer, to form the

Signel Intelligence Section, the payroll of MI-8 was as follows:gh'

Herbert O, Yardley - y . §7500
Ruth Willson - - . 3750
Victor Weiskopf : 3660
Marguerite O'Connor 1800 . °
Edna Ramsaier - K : 1600
Alice Dillon = - - 1320
Total . ; ‘ . $19,630

B The‘Pfoblem of Interception

Plans for establishing MI-8 on a peace-time basis in 1919 included
no provision for the development of fac111tles for obtalnlng the necessary
‘intercepted messages.. A detalled account of the situation will be given
shortly but at this point it will suffice to indicate that it was doubtf
less assumed'thet the-caele companies weuld continue to supply copies of
all meesages passing through their office;]and that‘the Signal éorps ﬁoeld
contimue "its war-time-intercept fac1llt1es which would he at the call of

MI-8, These assumptlons proved to be unwarranted, That no satisfactory

solution for this problem was ever reached was one of the prime causes for

93s IR 4160: Yardley te Milliken (24 January 1925).

* 9he See noﬁe made by Mr, William F, Friedmzn at the bottcam of the.memoran-
dum cited above in note 2, The information was derived frea the fiscal
records of -the Military Intelligence Division.
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" the decline of activity in MI;B in New York. It was also one Of the
.fz_‘ factora which led to the absorptlon of the Bureau by the 518ﬂ31 COFPB:
fiij; an organlzation whlch could more easidy deVeIOp intercept facllltlee-
’:“..':'._-"f:-:*'f‘,.? The logal aspects of the problem of obtaining the necessary traffic
.;.”I 5 .ff;for.cryptanalytic studies caused Ereat difficultyo During-thelwar: the

g, obtaining of cable Lraffic preeented no problem and until. the end of all ;

.‘,

cable ceneorshlp (1919)95 all the messeges entering or leaving the United

: Statee vere at the dlspoaal of MI-8,. In 1919 the Hadio Communication Act

‘-i ;;'§ of 13 August 1912 was still in effect.gé It had been enacted after the

proclamation of the Internatlonal Radlo—telegraph Conventlon of 8 July

’ 1953 Formulated and signed in London in 1912, this was the first inter-
:wii.féeational convention of its type to which the United States adhered. It

_g%” ;ﬂ'.. previded that the Government would guarantee the secrecy of communicatlons.97

I TR It No person or persons engaged in or hav1ng knowledge of the

;. operation of any station or stations shall divulge or publish the

. contents of any messages transmitted or received by such station,
“except to the person or persons to whom the same may be directed,

43 Cable Censorehlp on Far East circuits was ended 21 December 1918.

: Iimitations on the use of codes were ended the next day. Later in
.the same month it was reported that the United States was willing to
" end all censorship but the British and French wished to continue,

' Early in 1919 censorship was dropped.

_Statutes at large, Volume 37, Part I (Washington, 1913), pe 307,

. nInternational Radiotelegraph Convention signed at Iondon, 5 July -
1912, proclaimed 8 July 1913," Statutes at large, Volume 38, Part 2
(Whehington, 1915), "Service Regulations," Act I, Sec, 3.

.'P"?ﬁm PaRdes l"t"" g
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or their authorized agent, or to another station employed to
" forward such message to its gestination, unless legally re-
- - quired so to do by the cousg of competent jurisdiction or
n _.:other competent authority. '

. : i;Th;;liaw was in effect until the enactment of the Radio Act ‘of
; ‘; /19217, whiéh empoweréd the Interstate Commerce Comﬁiésion, under thé

8, ?: ?pgparﬁment of Commerce and Labor,hlaterAihe Department of Commerce, |
i453“ to enférée its provisions.99j Note that the law did not prohibit the -

' %V%: intercéption of radio traffic but merely forbade the divulging or
”i;éf;_publiahing of the contents of messages to unauthorized persons.

e '??:;;ugjﬁe Act of 1927, however, dealt with this matter more specifi-

- .cally and in much greater deia@l:

ey o Fat .No person receiving or-assisting in receiving any radio
.. communication shall divulge or publish the contents, substance,:
. purport, effect, or meaning thereof except through authorized
;- channels of transmission or reception to any person other than
i+ */izthe addressee, his agent or attorney, or to.a telephone, tele-
4 ... graph, cable or radio station employed or authorized to forward
* .+ such radio communication to its destination, or to proper atcount-
ing or distributing officers of the various communicating centers
~ over which the radio communication may be passed, or to the master
‘.. of a ship under whom he is serving, or in response to.a subpoena
ol issued by a court of competent jurisdiction, or on demand of other

.

.98, ! MAn adt to reguléte radio communication,” 13 August|1912, Sixty-
.y, " . .. Second Congress, Session II, ch. 287, Statutes at large,Volume
ke ) ‘_-" 37’ Part I, pl 307.

Sl

. %L %99, This provision was incorporated in the codification of the laws of
“{""¢ © Ui the United States in 1926. "The Code of the laws of the laws of -
the United States of American, of a general and permanent character

" in force December 7, 1925", Statutes at Large, Volume Lk, Part 1

" (Washington, 1926), pe. 155L. ' :

-]
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’

.f“, y - @ lawful authoi'it.y,-loo and no person not being authorized by the
L % O * sender shall'intarcept any message and divulge or publish the
contents, 3ubs;auce,.purport, effect or méaning of such inter.
cepted message to agy Person; and no person not being entitleq
thereto shall receive or assist in receiving any radio commune "
: ication and yge the same or any information therein contained .
B « for his own benerit or the benefit of another not entitleq thereto;

contents, Substance, purport, effect, or meaning of the same or
: ¢ . any part thereof,‘or use the same or any information therein con-
o e .~ tained for his own benefit or for the benefit of another not en-
@ titled theretos Provided: That this section shall not apply to

- the receiving,.divulging, Publishing, or utilizing the contents
g % . - of any radio communication broadcasted op transmitted by amateurs
- or others for the use of the general public or rélating to ships

g distresg,101 ; i )

& - dleo extended g definition of radio communication, It included with.
R this category "any.intelligence, message, signal, power, pictures, op

-(;_ : - communication of any nature' which was transferred‘"by électrical energy. .

100, Apparently this provision ("or on demand of other lawful authorityn)
~ in the law was never used to Justify interception of foreign diplo-

tion, as distinct frop the act of divulging the contents of an in-
tercepted Message, is prohibted by the statute,

101, "An act for the regulation of radio communications February 23,

o 1927, Sixty-Ninth Congress. Session II, ch. 169, Statutes at Large,
’ - Volume 44, Part II (Washington, 1927) Sec. 27, p. 1172, '

(R R Ty
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,that no sclution was ever reached constituted one of the greatest obstacles
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It affactually outlawed _any intercept activ1t1es elther in time of

peace or time of _Wars

The effect of jhe Act of 1912 was to hamper, and that of the Act

of 1927 to forbid, the interception of radio tréffic of any kind, either

in time of peace or tlme of war, thouoh this could hardly have been the --

intentlon of the Congress in enactlng these two laws. The purpose behind

the legislation was of couse, the security of communications from the dan-
' ger of interception by unauthorized persons who might have mads use of the
'  1ntelligence contained therein for personel profit. That the laws would

'also hamper Governmental agencies engaged in the productlon of intelligence

upon which the safety of the United States mlght be based was probably

far from the mlnds of the legislators. Indeed, prior to World VWar I, no

- such agency existed, and until 1931, the fact that one had existed dur-

ing the war period was unknown either to the general public or to most

officera in the Army itself,
On the other hand, inclusion in these acts of specific exceptions
permitting the interception of radio communicﬁtions for the purposes of

military intelligence would have given notice to the world in general,

‘and therefore to a possible enemy in particular, that cryptanalytic units

- were indeed operating," Such a course would have been highly undesirable..

What solution this thorny problem could have had is not clear: the fact.

to the proper functioning of MI-8. ‘ ' : | ‘?ﬁfq
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The story of how the negotiations

—..._ ¥ore mido 1s contalned in & later loltor of Yardley, which ine

cludes the following paraaraph:lo3

i returned from France in April, 1519, 4t tho tine the Statns
Fepartment was trying to eatublish lisivon with o .y
Furing the following six menths, it hud ne cucesss and I Linndly

suszested to e that hoa meo_ iaic]
himsolfs Such a conference was arranzed, S
I saw scmo Lima An beptexter. After we hzd pab
211 our cards on the table, ~_ =aomed anxious Lo do
:j) everyihiing he coud for us End indtricted
s to give us what we wented with the exception of nesysges
A messcngor was to call each morning, pick up the mose-

10
azaa avallable, "tsks them to the office"h& and roturn them before the

closs of the game day." were the governments desued

::) P

riost Important for this purpose,

In ths spring of 1920 nogotiatinns woras under way {or the establish-

mint of a chernsl through which intercepta could be rolten also fiom the

This comvany apnears to have baen less willing to

cocrerate ar at leust to have becn more disturbed by
163, I 4161t Vemeranfum for ’ (5 Aprdd 1921).

104. The office of tha lillitary Intellizence Bivision in Vashington.

»
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i {45
.enca on those nopotistions™® which wara spparently carriod on Lhroush

an intarmediary, u Now Tork liwyer nomed - care was Lalen
) T ;

2h At

o plirage letbers in such a vy thut ao outsids porson would understand

trvie Io ©as case 1

reason, the steps by which the nepotiatliena

wera carried ¢a ars not alwayo cleure later 4in the suso yeur n2zo0tlutlons

wers also carrisd on to cuin muterial fren

A cuwrdsoclicned

%ho had boon

ofiicor in X2 ttary intellirsnce during the Lur,

~Ab Lhis tina intarcapla wera remdardy rocoivad fros bobh

in april 1521, for on tha

sacond of Lhod month Tardloy sored

- Lo supply ressaces £iled by an azsnt ol

07

In whoa LI-8 was then ereetly intorooted,

o

Ib dovelepe !, howavery Lhut thero was oppomition

Lo axtonding any furtlior fovers to N1-8 and that 4his o hosliion vus dus

to iricticn ervatad Ly mlsunderytandi: 56 ol a pelitiesl and eeomorcisl

100« 2 L1571 sorrasrendonca batyran Churchill, Yardloy, and
r *

WIS, &3 Marehy 22 Aprdld 13305,

fo
( T
o
-

I=t
P

L5371 letter of funllay to Campbell (15 april 14.0),

167« XN E¥51:  lotter of furniloy to 1 A1liury Intslligence Sivislea (2 Lpril
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J ee

Meanwhile, Captain Fred G;.Miller, Signal Corps, had recommended that
feer expert telegraphers be sent on a special mission to join the
United Sfetes Army Forces in Dhina. They were to study the Japanese
langhage under'e.competent instructor and to,vauire:the ebility to
v road the Japanese radlo code, that. is, become intercept operetors.
They were to be avallable upon thelr return, for asslgnment to G-2 and
to the Signal Corps for the purpose of 1nstruct1ng others.l;l The
Signal foicer of the Philippine Department coneideree operators trained

to handle Japanese -Morse code to be indispensable to efficient‘intercept

work.ll2 The Chief of Staff of the Phlllpplne Department concurred prompt-
ly in the recommendatlon, as follows:

’ ' The character of any future conflict ih this part of the world

(' i will force both sides to depend Iargely upon the use of radio for

the transmission of information. The need of American radio opera-
tors who can intercept and copy messages in Japanese code is apparent
and immediate steps should be taken to provide a iigps of cperators
in our forces skilled in this difficult business. ;

111, Captain Fred G. Miller to Assistant Chief of Staff, G-2, Philippine
Department, Subject: Japanese Telegraph Code, & January 1925 (SPSIS
322) _ s :

112, Ibid., lst Ind. (no date), Department ‘Signal Officer to Commanding
General, Phlllpplne Department.

113, Ibid., 2nd Ind., Headquarters, Phlllpplne Department to The Adjutant

General 12 January -1925.
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The Chief Signal Officer declared he was ready to attempt the .

interception of_"sucthapanéae radio signals as desired" and ﬁo "turn

the results ofer.to‘the designaﬁed offiéial."llh But no station was
- established in China, and finally in 1932, it was deéidgd fha&, as

Ita matter.of basic national poilcy,ﬂ_the establish;ent ofra high speed
:recbrding station in China'was,hot "deemed advisab1e.” The_thgn éhiéf
of Staff (MacArthur) submitted the question to the State Department which
disapproved of any such project as that contemplated. Why he should have
seen fit to consult the State Department is not clear. ‘In 1929-the Signal
Corps had made other attempts to get Japanese traffic by radio interception
in various corps areas but no succass was obta:.ned.ll5
To go back to an earlier attempt at‘interception, Yardley learned (in

1922) from a ccm.petitorlJT6 of the Radio Corporation of American, that there

existed in the office of this competitor an.automatic wireless-receiving set

 which was used to monitor the traffic of'the Radio Co:poration of_America

e

114, Ibld., 5th Ind., The Adjutant General to Commanding General, Phlllppine v
Department, 26 October 1932; Captain John P, Ferriter to Dapartment
Signal Officor, Philippine Department, ‘1 August 1932, Subject:
-Report on Possible location of Radio Intercept Stations in China.
There is now on file in the Historical Unit, Signal Security Agency,
a TOP SICRET document, Reminiscences of Iieutenant Colonel Howard W,
" Brown, the work of an officer who, as an enlisted man, was engaged
in radio work in the Philippines at this period. Colonel Brown
| recounts vividly the struggles of Captain Ferriter and others in
¢ . thelr efforts .to establish the intarcept statiaon, . N

| 115, IR 4227.contains samples 1ntercepted but no Japanese material was
found,

116, He does not state the name,
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II. The Cipher Bureau in New York: Administrative Froblems - 8L

for commercial purposes.lz?. The intercepts were made on a tape which

9@

! ~ could then be read visua.li!'.y. It occurred to Yardley that, if he could )

o .acquire such a rec-eiving ;et, he could do his c:w_n interc'apting_. The

cost:' ﬁould be npra;cf.ical_ly nothing" v lThiS probably meant the cost o'.f.‘

: operation. after the s-et— was _installed. Tests were actualiy made to ses

‘whether such a.set, es‘ta}alished either at Governor's is.’!.a.nd or in Yardley's

. 0ffice, could intercept the San Francisco commercial station which, it

 °; - ‘_}va.s believed,- was 'broédcasting Japanese diplomatic messages, . Thess tests
o were a failure, howe\;'er, and the project was as.bancio:_’xed.ll8

E. Operations and’ Commendations - -

" The modus operandi in MI-8 was as follows: Yardley maintained liaison

o . : with the Military Intelligence Division by means of ordinary and registered

" ( . mail and by personal conferences, whgn_ necessary. Usually these coﬁfe_rences _
were -h_eld. in Wa.shingt;o__n and were officially ordered, The text of messages
when' solved. and .tran-slated was sent to Washington in a "builet.in"'which then
became avé:i.lable for intel].igeh.ce purpoé.es in both the Tar and State Depart—l

. ments. Contact was made with the State Department through a specially J

.117. IR 4163: letter of Yardley f_.o Koorman (22 November 1922 ). -

118, IR 4162: 1letter of Yardley to Moorman (3 January 1923), A week
' later Yardley reported that.it seemed probable that results would
not be obtained from these tests for some time, See also letter _
of Yardley to Moorman (27 February 1923); Memorandum from Colonel .
Locke to Assistant Chief of Staff, G-2, Second Corps Area, 2 March
" . 1923, . : '
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~really for MI-8, ' : T
‘If.line of officers who handled the correspondence with Yardley's unit,.wrota

" Colonel Campbell) wrote .on 1 March 1920 that the solution of a Japanese

II, The Cipher Bureau in New York: Administrative Problems. gs .

appointed.official', there who would pass the informatién on-to the L

proper office without revealing the source,  Copies of messages were

' regularly prepared for the State Department, peginning‘with the follow-'.

ing stereotyped phrase: - '"We learn from a source believed reliable that

e o o and then would follow the text of the message translated faith-
fully but in indirect discourse, Such a messags could be passed to any
division of the State Department without compromising the source.

The Secretary of State (Charles Evans Hughes) in a-letter to Sena-

~ tor James W, ¥adsworth, Jr,, wrote on 2 May 1922 with reference to the

withdrawal of.military attachéé from some foreign capitals:

In the same manner the Military Intelligence Division in
Washington, which has developed its facilities to a very high de- .
gree, is of the utmost value to the Department of State through the
information which it is able to supply. There is a daily contact
between this Department and the Military Intelligence Division of
the War Department’, In fact that agency is the medium of liaison,
or in other words, it is the interlocking link through which the
work of the two Departments is coordinated. )

The reference to military attachés was a blind, The'funds requested were
From time to time Yardley received letters of commendationrfrom his

superiors, For example, Colonel A. G. Campbell, the first of the long

that both General March and Assistant Secretary of State Polk had ihe'great—

est of admiration for the results obtained.ll9 An unknown officer (probably-

119, IR 4157: letter of Campbell to Yardley (29 January 1920).
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120
system

was the, "most remarkable accomplishment in the history of
code and cipher‘work in the United Statsa.“lzl A letter of commenda—

tioq came from General Churchiil on 12 May 1920.122 General Churchill's

af aucéeésor as Director.of'Military Intelligence, Brigadier General D. E.

il

. ‘No;an,-quta a letter of commendation on 21 January 1921, and'a second

: , - on 1 April 1921, the text of whigh;is as follows 123

| April 1, 1921,
To Mr. H. O. Yardley: |

‘Dear'Sir:

" As a result of your work as Major, Military Intelligence Divi-
. slon, during the V¥orld War, the code and cipher service of the War
" Department was placed on a basis .of real efficiencys It is much de-
“#ired to maintain the standard set.-by you and, with this in view, I
would much appreciate any information in regard to new developments
which may from time to time come to your notice.

It may be of interest to you to know that your work has been
very highly appreciated, and that your treatment of this science~--so
-+ little known before the War—is regarded as of the greatest value
, .by the War Department, . :

In the event of another wa.rlz‘!+ it is hoped that ‘the Government
'will be able to avail itself of your expert knowledge and ingenuity-
in the compilation of codes and ciphers, and in the examination of
them. ' y .

Y 1R s

- 120, Specific details of solutions will be given in subsequent sections,

;'12;. IR 4157: 1letter to Yardley (1 Match’l920). The doubt a&s to the

writer of the letter is-caused by the fact that ‘the carbon copy is
“unsigned, : :

©.122, Ibid,

124, Yardley himself prevented this'hOpe from fulfillment,
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Assuring you of my personal apbreciaﬁion of thp invaluable
* service rendered by you, I am

Very sincerely yours,
De BEo- NOla.n, )
+ Brigadier General, General Staff,
A331stant Chlef of Staff.

The Distingulshed Service Medal was 1ater presented to Major Yardley
in recognition of hls services during the War. The award was published
officially in'Whr Départment General Order No. 56, 13'Decémber 1922, but
apparently the madal Wes not presented to Yardley until some time in the

next month.125 Statamenta in The Amerlcan Black Chamber make it appear

that the medal was preganted ﬂnot long after + o e (Yardley) returnad

from Arizona," where he had gone for his healtﬁ after a severe illness.126

This trip, as is clearly shown by the letters written by Yardley to

Washington during his_abaence,127 tqok place between‘March and May 1922.

“125. IR 4162: Yardley to Moorman (10 January 1923) mentions that Yardley

had just been notified. ‘A letter of Moorman to Yardley (12 January
1923) states that the award would be presented- in Washington. To
his credit Yardley immediately recommended that Captain Manly be
given the same recognition but Manly recemved the medal.

126, Black Chamber, PP 321—323. (He had contracted a mild ‘tuberculosis
of the lungéj.

127, IR 4163.
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CHAPTER III. Tild CIFliZ» DURZAU I HeW IoRK: SOLUTIONS

Tho Cipher Bureau in New York continued the eryptanalytic activ-

'-, ity bogun in %ashington, but ao & result of tha pepotiations with the

Siznal Corps olresdy described in Chapter I, it soon acandonod code

comnilation. o vork in secret ink vas ever done by ¥I-2 in liew York,

despite certain glatements maca at a later data by Tardloyl but tha

wero

studiod and, in many i.nstuncns, vere solved. These syatems will be

d_inuuased in turr,

A. Japaneae S::luticnaz .

By fur the m st inportant achisvemsnt of MI-B in New York was

tho soluticn of Japanaso diplomatic, military attache, ond naval

_ attachd codses, which thus mxle avallable Lo ihe Statoe Cepartmont ths

valuable intelligenco contalned in the messages, purticularly at ths
tine of ths Fashington Disarmament Conference (12 Nevember 1921 Lo 6
Pubpruary 1622). - . .\

| According to Yardlaey's t.:;stimony,s u‘ula ha was in Franc? in

1'318 and 1919 sone work had been dnno on tha solu‘.ion of cL.rrnnt

1. These will be dizcussed in Chaptor IV, Secticn B.

2. Sea Jaromaea Uoden end Slihors LWL7-1323, a paper ¢f the Historlical

Uniit, riiny wBCUTALY £G3NCT, HUK npril 4640) in prepuration.

3. Iit 4157t Yardley to Churchill, 15 December 19193 Blick Chabor, 252,

. erA—
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Japanaae oystems but this was discont inued because there aeemed little

4

hope of aolution. UI=-8 had then ma.ny cryptanalyats of su.fficient coms=

petence to solve difficult systems but proba}':ly no one with adequate

knowledge of Japaxiése. With the close of opi.érat.'iqns in ,Was“hington, how=.
ever, interest in the Japanese problem Was revived, for some time during
- the sumer Yardley promised Gernéral Churc.hill that he would selve -the |

Ac'ode in a year or réaign-. He based this promise, as he later said,

"merely on my theory that anything can be read.5 In any case, Ya.rdley

" began an attempt to solve the coda whlch was, however, not successful

until five months had past. For a t..ime Yardley apparently entertained

the naive idea that a Chinese expert would be useful. He gave up the

idea when he "learned that there is no resemblance between Japanese '

_-and (:h:l.rm:.-.ie;6

- In Becenber 1919 Yardley attempted to find an entry 'into the

Japanese code then being studied by means of ulterior assistance,

'‘On the first of that month he wrote a letter to Gena‘al Churthll ir_l

" he IR L157: letter of zardley to Churchlll 15 December 1919.,

5. In this case 'Iardley'a theory turned out to be correct for he
was able, in spite of his ignorance of Japanese, to solve the
simple system and apparently without mich help, but as a general

- proposition his statement is founded upon incomplete lmowledge
and inexperience. :

6. The Japa.nese written language, to be sure, was actually derived

' from Chinese characters, but in vocabulary and structure, as
well as in many other important respects, Japanese and Chinese
are ‘'extremely divergent langueges. See IR 4157: letter of
Yardley to Churchill, 9 December 1919,
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which he included the followmnc paragraph 7

_ Tha following may not ‘be practicable, but wzll serve as a -
:-.lead for some other subject matter. Get the name (from MID,

,i:.‘ San Francisco) of scmeone who has recently come to the United
~- »  States from Tokio, for example a Russian, - (As I ean think of

‘no Russian names offhand, I will use my own name,) - Now.address
.. & note to the Japanese Military Attachd: Confidential. Any
"information that you' or the Japanese Var Office may have .
regarding political activities while in Tokio of one Hubert
Charnley or Hubert Yardley, a Russian subject, reported as
sailing from Yokohama to San Francisco on November first, is
urgently requested. Please consider name confldentlal.

'. It was hoped that the Japanese Foreign Office's reply would be

intercapted, that repat1tions w1th1n it could be’ equated with the

}~nama of the Ruaaian,-and that solutlon would thereby be ‘facilitated,

o -; 4

'The.suggestion was acted upon, and Colonel A. B.'Coxa, then -

" . Chief of the ﬁegative Branch,8 wrote to Lieutenant Colonel R. 1.
_ McKenney, then Assistant to the Director, MID, on 29 January 1920

. a8 follows:

MEMORANDUM FOR COLONEL MckENNEY: Subject: Russian Agent. .

l. A Russian, who claims to have bean the Private Secretary .
of Seminoff, has recently arrived in San Francisco. . He has certain
information that he wishss to sell to this Government, but befors

~"' ~ making any business arrangements with him we would like to know

whether or not he was employed in a confidential capacity by
Seminoff, as he claims.

7. IR 4157: a letter marked “Personal and Confidential" andtalso

' MN3ecret,.n

8. The Military Intelligence Division was organized into a
° Positive Branch (intelligence), a Negative Branch (counter-

.« intelligence), and a Geographical Branch.
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. . * 2+ It is understood that he has spent several months in
: Japan, where he was associated with one GORTINSKI., It :
- occurred to me that the Japanese Government might have some ;
- informat¥on regarding this man that would indicate whether :
- or not his claim to have been Seminoff's Secretary is warranted
7. by facts. , . ' ' ' '

A N 3. This man's name has been reported as being
R .VLADISLAUSlFILOFEI and also as WENCESLAUS FILCFY.

4¢ I would appreciate it if you would ask the ° :
“ite 0 .~ Japanese Military Attache to ascertain, confidentially,
v % from his Government whether or not they have any informa-
SN Ty, - tion regarding this man. As the matter 4is. urgent, it is
' +. %7 . .requested that you take this up with as little delay as
“ - -practicable, S 4 ) . )

g

ir S NOTE: Gortinski ¥as Seminoff's agent in Tokyo.

’ b - . Y .-
» The Japanese Military Attaché, then Major General K. Inouye,

' of the Imperial Japanese Army, foll into the trab. His reply was
'_ as follows: | ' R

. MILITARY ATTACHE.
TMPERTAL JAPANESE EMBASSY

R Ragw i WASHINGTON
" S " -.‘.‘i"- CONFEENTIAL & ' s Febrﬁafy 26, 1920
.z, Lieut, Colonel R.-I. McKenney, General ‘Staff,
Tl o Assistant to the Director,
o udle v : Division of Military Intelligence,

War Department, Washington.

Y .. My dear Colonel McKenney:
Replying to your inguiry of 8 )
- 7777 the 29th ultimo, as to the identity of VLADISLAUS FILOFEI .
.. i or WENCESLAUS FILOFY, for the use of the Chief of the '
""" Negative Branch of your office, I have the pleasure of : _ T

- - hastening to convey hereby cable advice received today L F T
from the General Staff, Tokio, as follows: M e B

e
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& - _ "VLADISLAUS FILOFEI was & chaplain to the Seminoff Army,
‘ ‘ but never 'Seminoff's Secretary as he claims. Upon visiting
~Japan with Dertinski (cablegram reads DERTINSKI instead of
"~ GORTINSKI) he contemplated establishing a Russian newspaper
in Toklo, but did not succeed, owing to insufficient capital,
‘Due to misconduct, being unable to procure employment, he
~came to this cowmntry for a diving.n ' -

Assuring you of my highest eet.a_em,' I.remain, my dear Colohél,
o _ - - Very sincerely yours 3 - -
s ' oo 3 ,/s/_ .' o fw T -

: B, _ K. Inouye, Major General, I. J. Kag
. $ ; - Military Attache .
" Imperial Japanese ‘Embassy,

But before the informetion was received in February 1920, it was

no longer needed. The letter in which success was reported “to

General 'Churchfgll is as follows=9

The work on the Japanese. code has now progressed so far that
( it will ot be necessary, as requested in my recent letter,
. for you to send a message through the Military Attache, I
am also informing Major 'Strauss that he need. not attempt to
get me any information.‘. . ) '

. . Thile engaged during the past five monthsl® on the Japarese
: - ‘code, I have passed through various periods of confidence ard

“9¢ IR 4157: letter .of Yardley to Churchill, 15 December 1919, .
Yardley later (Black Chamber, 248) pretended that MID had been-
unable to find a real case that would fit, The.story was
included in the book because it showed that Yardley was ;
ingenious but he did mot want to leave the impressicn that he
really needed to have such assistance, Even without it, he was
able to solve the code. , " e e :

10, He must therefore have begun the work while still in Washington.
: See comment by William F. Friedman (Black -Chamber, 252):

"Yardley's difficulties with thesa messages were entirely due to

, - his ignorance of the language. As a problem in cryptography, it

: ~ was of the simplest order., Had he gone about the matter ‘

e - scientifically, he could have accomplished the results in 5 days
instead of five months,.n
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depression but it was not until Saturday morning about One A. M.,
that I locked my safe, and with it the correct solution of the

- code, Of course the solution is not complete, I cannot read

the mesfages. Only a thorough Japanese scholar can d'o_thaié But_'
there is now absolutely no doubt about my identifications. |
have identified enough groups to know that I have the correct
system. ;

I shall take:your tige with- 6nly a short explanation of the work
that has been done. Later, if you should care to go into the
subject thoroughly, I shall Re immensely pleased to carry you

- through the entire analysxs.

While I was in Franca some 1ittle work was done by M. I. 8 on

. the Japanese code, but was discontinued because it appeared

imposeible of solution. Last July when I pramised you the
solution within a year, I knew nothing about the code and made
the statement merely on my theory that anything can be read.

During the last five months in additicn to running the officel?

I worked incessantly on this code. After about a month's

13,
A
.

’ and Livesey had spent a day confirming the early identlflcatlons.

Yardley (Black Chamber, 271=272) states that he had gone to
bed, had avakened about midnight by getting the inspiration of
Adrurando, as mentioned later in the letter. As a matter of
fact, both Airurando and Dokuritsu were suggested. to Yardley
by Livesey (see the la;ter's note on pe 270).

As will shortly appear, by the time this was: dlctated, Yardley
This ia, however, the- longest report on a 81ngle Japanese system
in the MI-E files.

Douh&leas he would have amitted only Livesay L} coutrlbutiona.

Livesey (Black Chamber, 250) states thzt even at this perlod '

Yardley was dividing his time between officisl and private
. business, the latter being code compilation for the Tannery
Counecil., . . o @ 5

f
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-

L : * analysis, I decided that it was a two letter code.16 Some
' 8000 groups were then indexed. In order to get & Japanese
frequency, I split the clear text messages which are-written.
- in Roman letters into one-, two-,three-, and fou:-lett.'e{
combinations.l? Some 7000 syllables were ‘thus indexed. g
. It did seem like a foolish and profitless task and I was
" laughed at a bit.l? However, though the Japanese use about
one hundred: "kana™, including accented letters, my frequency
showed that Japanese is like any other language in at least .
" . one respect—it has distinct characteristics. Thus no word
& can begin with the kana for N, though a large percentage of '
' ~the words end in I and N. - . g

' . . I was handicapped by my ignorance of Jé.panese, but I could _
; . - find no available Japanese scholar and the weeks w%e gradually v
slipping bys¢ Then, tco, mixing of code and cipher confused

‘16, A correct assumption though we should now call this a syllabary.
" Cf. Livesey's note (Black Chamber, 260): "The code texts
- . " were in 10-letter groups—see page 251, We found the sequence
" 'ba i1 1y' beginning with the 1lst, 3rd, 5th, 7th, or 9th letter
‘ " “in a group—strongly indicating that a 2=letter group was the

, - unit of the code. The word was, I think, 'no n dai.'" Cf.
! " also Friedman's note on the same page:  "Y always calls this
k : . a code. -But technically the J messages were in cipher, with -a
g A ‘., few groups representing whole words." to which Livesey added:
nI doubt this, Consider 'yu'! at top of page 263.". .

. " 17. On this statement, see Livesey's note (Black Chamber, 255):
' ' . m#gs Willson [whose specialty was Spanish] and I, having
. bought Japanese dictionaries, went over these texts and .

- divided them as .best we could. Even with dictionaries we
could not translate these plain text messages—~Japanese 1is
very hard to read when transliterated into our alphabet.”
Yardley exaggerated this action imto work by "a corps of
typists." : a '

., 18 “The plain and cipher frequencies should therefore be roughly
-0 equale S - : «

19, By whom? The thought is repeated in Black Chamber, 260,

. 20, A fatal error in "cryptography. Yardley said laterl(IR 4163: ‘
. ' 18 February 1922) that at times a word would be sent partly in ey
° . ., " code and partly in plainl- - . o & iy
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" the frequencies in no small manner. There were however a few
"bright spots. A frequencey of the endings of messages disclosed

that probably EN meant STP.2l  The highest code ending.was OK,

. and one of the high text endings.was RI. The presence of-the

" Japanese word for conclusion. . -

"group ASFYOK near the énd indicated also that it probably meant

period. This I took for the Japanese word OVARL. Then the
group OWAG occurred in such a position as to-lead me to believe
that it meant stop. This I later identified as SUE, the

-

" By analysis I assumed that IL equaled N and UB equaled I; also
 that WI YE PO probably equalled respéctively A NO RU. I also

had several other theories. I did not see how I could be
entirely wrong, but I was beginning to doubt the corrﬁﬁtness of
any of my identifications, when at last I identified ' '
Adrurando which means Ireland or'Irish. This led .immediately
to Dokuritsu which means Independence, which in turn led to

-JOOIN for Senate; Ketsugian for resolution; heiwa Jéoyakuan23
-, for peace proposal; Kaigi for conference; Teishutsushi for

introduced; Teishi for withdrawn... M

On this cf. Yardley (Black Chamber,l 261):- Mone of the most strik-
ing points that these charts revealed was that the code group en :
occurred only 11 times, and that its position was, in most cases,

.~ 4n the last ten letter group of these messages. Now one of the

. reasons that I had been uncertain of the possibility of a two= -

letter code was the fact that the last code word always contained
10 letters. As the reader can see, in a two-letter code there is
only one chance in five of the message ending in letters divisible
by 10," He came at length to the easy explanation that nulls were
added to fill up the last group! But Livesey (note on p. 262) says:
nT don't remember any punctuation., Certain terminal inflections

" indicate the end of a sentence." Yardley then goes on to state that

he later discovered that en really stood for p and that ab meant STCF.

As a result of Livesey's suggestion, according to the laﬁter; as the i
result of a midnight inspiration, according to Yardley himself.

This word end Jooin were both ide_ntified'by Livesey; see below.

Here he included a list of the identifications he had made,
* thirteen in all, two of which had been made by Livesey.
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« 2.
i
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® -

I am sure'you will overlook the tone ‘ _
‘over zealous. With the ex eption of clerical assistance I have

: ftlwordaz

. we spent the morning writing in his eleven

L3

A did not want to write to you untll I was sure, and to be qulte
frank I was not sure until Satu:day.25 With the aid of a good
Japansse scholar there is no doubt but that I can have the
Japansse code complete for you and probably some important
messages before you go to Congress for the M I D appropriation,

I may, because I am so interested in this code, overestimate its

value, but I cannot but feel that if you go before an executive

for MI D.

- committee with this information, you will have no small argument

26 of this letter, if it seems:

worked practically alone,?’" -and it is Ege_first_thing that I have
ever done which I really feel proud of. '

What happened after the original success is best told in Livesey's. ,
29

Yardley called me in the morning aftesohis insplration and
; guesses -under the
code texts. Ve found no place where they were near together and

no confirmations until, just as' I was going to late lunch, I

U 26,

F A

;Strictly true. It was on Saturday‘afternobn that certainty came.

Cf, Black Chamber, 272: "I shouldn't wonder but that this letter
sounded a bit youthful., Even yet, the memory of those exciting

- days thrills me."

Cf. Livesey (Black Chamber, 263): ."Yardley kept these speculaticns
pretty much to himself——avid for the credit of breaklng the code--
which always looked easy. I was engaged in preparlng . = % Lother)
« « o materiel." Yet Yardley even wrote to Captain John Matthews
mmbrwmﬂyan&ammhmdmww%wmh Apparently,

Manly gave sympathy rather than help.

One. year later Yardley's opion of this solution is indieated by his
statement that it was "a simple code' fatuously intermixed with plain
text., See IR 4163: memorandum for Major Moorman, 18 February 1922,

.Black Chamber, 272,

In the liat thare are thirteen but these include two by Livesey.
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appointment of the Rev. I. H. Correll, a former missionary in Japen,

“as a Japanese’ expert, for three months at the rate of $4,000 a year,
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found three of them spelling 'ku a u.'3l 71 knew just enough
Japanese to prefix 'Joo' making the words ! jooyakuau'—'draft
tregty' and a moment later found 'Joein'—'senate,' That
proved all the previous identifications, Not till then was
. Yardley sure he was right. "By night we had seven or eight .
. more identifications, ‘

.. This is the only Japanese system, the sclution of which is clearly to

"be attributed to Yardley, Even in'this case hé ad help from Livesey.

General Churchill sent his congratulations and approved the

.Thiﬁ was the highesf salary rate ever paid to any empioyee of MI-3 -
. except Yardley, Thé search for a suitable man had taken five mohtha,
- and Correll ¥as the only positive prospect, He had wanted $5,000,.a

- year, but he apparently accepted the lower figure,

The work went on rapidly, and on 4 May 1920 Yardley was able to

-elain the solution of four Japanese codes, 33 These were thé codes

designated by the ‘short titles JA, JB, JC and JE.2* In July Yardley

i

. 3l. Curiously enough, none of these appears iﬁ the list,

32. None of these appeared in the report of Mbnday, 15 December 1919.

33. IR L157: letter of Yardley to Churchill (L_May 1920},

34+ These were codes of the syllabary type, that is two-letter code
groups stood for two-letter plain equivalents. There could thus
be no more than 676 code groups but probably there were only
about half that many, Consequently, solution was not difficult
"for one who knew Japanese., The solution should have been par--
HIRErYY siiyy FoF s S8 sopeisled oF vy pligle sode,
 Qanaously Wtertiyed witd glain wes —TarToT’ 3 T Tatenante

%

ey ps

)
o
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reported that there was material on hand for the solution of other

‘codes which had not yet been eolved; These included one diplomatic
~ cods (JH) believed to have 100, 000 code groups, a Naval ccode (JD. ?)

'and a military attaché code (JF). 35 The diplomatic code used five-

digit groupe and was at times enciphered, at other tlmee unenc1phered.

: A thousand groups had been identified, and it was p0351ble to tell
~ the subject matter of a message and occasionally to read the entlre

- message, Work was socn to begin on the milltary and naval attache

v -

codee. ) .
The military attachd code (JF) had, however, been solved eeveral
B
months before Yerdley reported ‘the eolut.:.on,3 no messagee hevlng

been found of outetanding intereet. A few daye earlier than 13

Ty . September 1920, code JK the current m;lltary atteche eystem, Nas

i eolved and the first translations were forwarded on that date.

.'-;'

In December and January Major K. F. Baldwin, who had been a -

language officer" (student of Japanese) in Tokyo, was temporerily

" on duty with Iardley, aseleting 1n.the solution of another military
" code (au).%7 Yardley reported on 3 January 1921 thet Major Baldwin

. . had made the code readable.38 Colonel Baldwin, who had been advanced

735, .1R 4158t letter of Yardley to Campbell (7 July 1920).
" 36, IR 41581 letter of Yardley to Cook (13 September 1920).
./ 3T¢ IR 4158t letter of Baldmin to Collins (10 Decerber 1920).

' 38, IR 4161: 1letter of Yardley to Nolan (3 January 1921).
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in rank while in MI-8, left on 8 January 1921, and Yardley asked for =~ -

the gsaistance of another Japanese expert Major McLean, of whom °

_l - G - o
* ! In March 1921 it was learned that. JH had only about half as

‘many groups as originally thought and that thre code was in the -

0 . . :
English language.h .This code was used in unenciphered form, in

|

':ehciphered form using digits, and in.enciphered-form using letters,
- By the end of March, about 2,000 code groups had been identified,

- all fhe encipherments had.been solved, and, after a few days! sthdy; : ‘

almost any message could be read. If the code had as many . as

50,000 groups and only 2,C00 had been recovered, this claim of

- readability is surprising.hl

- At the same time JL also was reported as based on the English

language and in use for diplomatic traffic. The code groups were
i words (es g. AFFECTED, BUCHILLE, PLANXIMUS, RACINGLANO, etc.).. The
Vﬁize of this code was also estimated to be about 50,000 groups.

3% IR 4161t letter of Yardley to Nolan (8 January 1921).
m-i -IR 1161 Yardley to MID (31 March 1921). | 7 s =

‘4ls An experienced cryptanalyst would be inclined to consider the

estipated size of the ‘code as still far too high., Usually
" codes are not readable until twenty percemt of the groups have
been recovered, . '

—
ety
L ..r,‘:
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© Attempts at solution failed until it was discovered that the |
alphabetical pfogres_ision of the code groups ran in the révle'rae
iy . direction to t\he_lt of the plain eciﬁifalents.m About éOO groups
" of JL had been identified. | . %
-.JG.w.as found t_o be a Jai:éna_se:-]ianguag'e‘ code with grotij:s ;:f_
-_two and three letters, as Yardley says. Other ﬁitx‘iesse.s say the extra
0 . ‘groups ‘were fatr,agra.phs, not’ trigfapr;é. Pi-eviouq' codes of the ayllabafy
ol ‘-;ztjpe' had proved to have only about 250 groups, but this :.one was thought
- %o contain 1,000 EI‘OUPS;AB consequently, .;L_t'was'thé most-difficﬁ_l‘t
.préblem yet ',erx.comtered. -Solution was, howave;' s ne,érly- completed by
~the apring of 192, | 7 7 | o
. ;e . Another code (JI) ‘made up of five=letter groups, was used’ by
‘the Japarqse naval au_;thorit;pa, prqsumbly for messages in Japanese.
. . The tentative estimate of the size of ‘the code was about 25,000
‘ .' . -..‘grqups ,7 and- Yardley wlaé f:ar from sahg;ine concerning t.hé possibi‘lit.y
L of solving a Japanese code of ;ohis alzes Vork on the pfepé.rat'ion of

_V'frequency studies: was in progress and soon an attempt would be made

to aol\re, Yardley wrote:

Se . h2a Presﬁmably, all the-codes discussed hitherto were one-part ' .
' affairs, a point confirmed by the speed of solution.

B L] . . e
3 S S : 1 - o : e s

el

. - . b3, Though a digraphic code can have . only 676 groups at a maximum TRtz
b w "~ this code had in addition a few groups which were tetragraphs. g
Vo w. the compiler may have thought that a mixture of digraphic and '(
= .. tetragraphic groups would delay solution. Actually it would Lok o
* s not, but Yardley thought so and wrote a paper on the idea—a ‘ r[*,,q
0 ' plea for departing from a fixed-length code group. '1;:’.3{ ;

iy :‘ i
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Aside from the obvious interest to the foregoing it proves
probably for the first time that ‘a code can be successfully
attacked without knowing what language it is written in. In

. - conclusion, the writer should like again to emphasiﬁﬁ the type
i intelligence we have in the Japanese Department. ; :

~ The method used in MI-S at thia time is deseribed in a memorandum

which Yardley sent to Waahingt.on on 3 June 1921."5

o - A1l of the material that we had in JI comprised about
Cth 5L 25,000 five=letter code words.  These were first typed, for
§: ~ purposes of indexing, filling about 800 pages. Each code-word
Y " * with its two prefixes and two suffixes was then typed on a card.

. %, This work required 25,000 cards which were then alphabetized,
- %7 0w+ . The data on these'cards was [sic] then typed in manuscript .
Gy & form which'required about 1100 pages.l‘6 _Next in order to try
Py o Pl i, to discover the system upon which the five-letter code-words

+ were constructed, which if possible would give us the exact size
e code, each code-word with the number of times it appeared
-" "% was copied in manuscript form in alphabetical order. This
.7 "' required about ZJO columns of code-words. '

. R ) Al of t.hls work of course was required before any attempt
' i . was made to make identifications. So far we have discovered
the days of the months, numerals from 1 to 50, Roman alphabet
from A to Z, and quite a number of the more frequently -used
. " Japanese words,- As an example of the importance of the wireless
-+ .+ - messages that you send us, I cite the following. TYou sent us
. ¢ +. . acopy-of a Japanese plain text wireless message from Tokio to
.. ;. Washington stating that message mumber 34 had been received.
. % .+ This was evidently in response to-a wireless message that had
" w5 - been sent by Washington as a test. This single unimportant
“ .. plain text wireless message led to the identification of the
number 34 which in the code is represented by ODWOK.

. Lhe At this time the "Japanesa Department" consisted oi‘ Correll and
' Livesey. ;

.45, IR L16l: Yardley to Hilitar-y Intelligence Division (3 June 192).

hé.' ‘Such a manuscript would now be called an index of occurrences,

4" 'ft.‘lp e

n"
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Ordinarily the Japanese spell English words according to
the Japanese phonetic spellirg but now and then they follow the
English spelling. In the latter case they are required to use
.a Tive-letter code-word for each letter. In examining our

.. i manuscript carefully we ran on to one curious repetition which
. turned out to be p--r——o-=t-—o--c-—o—1 (note the repetition of
© . ‘the letter 'o'). The discovery of this identified the entire

" Roman alphabet. LR : . k lp

.« . - . Ina code containing fram 30 to'50,000 Japanese words and

-~ .+ ' phrases, numerals, dates, etc., it would seem the foregoing
*. identifications sre relatively unimportant but it is these little
" things that finally lead to a solution. It will probably be
. .. ° somet-time before we can read any messages in this code but we
" . .. [are making identifications now every day.

G, B There is another Japanese five-=letter naval code which 5 -
* ! appears to have so few repetitions that we are as yet undecided

.. 7. 3ust how to attack it. Vhen anything definite is discovered '

¥ " 1 shall so inform yog.. o P AT %

" on18 July 1921 the first message was received in a new code
4 (JP) used for important diplomatic traffics Though the at.te-mpt to

' solve this code ﬁas intense, work beingl carx‘:ieﬁ on after hours and’
}.on' Sunday, on 8 Au@ﬂgﬂ no Fsuc_cess had.b'ee'n achieved, but three
: . d-aya_late.r Yardley had discove;:-ed that the reason for the failure was

.

“the fact that JP was in reality "2, different small codes instead of
i oy B . . L8 ’ . 5 3 )
i+ the usual | Translations would be ready soon, as progress was now

" rapid. . The first translation was ready on 23 August, when only about .
i ".L;"gl?rifteen messages had been receiyéd%g The-code was also much larger

e .' “.3

e . i than those previously _stuciied and it was apparently two-part; moreover

St 47, TR K6L: letter of Yardléy to Cook (8 August. 1921).

«. . 48, Ibid., letter of Yardley to Cook (11 August 1921).

’ - Lé.' IR 4161: Mem’pramium for MID (25 August 1921).
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it was uﬁed in enciphered form,

In November 1523, during the Washington Disarmament. Conference,

:considerable interest. was ahown, of ccurse, in the nava.l attache codaa;

: -Hbrk in both JI’ and JJ was carried on slmultaneously, but solution of
~ -the latter was difficult owing t-o the great size of the code (estimated
‘to be 20, 000 to 50,000 groups) No success in'aplvi_pg JJ was obtairield"_ .

50 i#

4 at thia time. - : -

.th_le the Conference was still in session, however, Yardley, a

month later, prepared a report for General Heintzelma.n in which

- appeared the following paragraphs 5 c:hief].jr concerned w:.th Japa.nese

Militgg Attache solutiomSl '

(a) Army [Military Attaché Systams]-—-Untll the first of
‘this year %221 we solved the Japanese Army Codes with compara—-
+ + tive ease. During.-the last of December, 1920, we received a
-warning that - begmning the first of the year of 1921 a new
‘system would be installed by the Army. Since that time until
* "'the present, nearly a year, we have been unable to read ‘a
' #ingle army message. '

; (As you already lcnow, our methods of attack are similar
- to that used by the decipherers of Babylonian and Assyrian
inscriptions; we assume the meaning of the group from the
frequency with which it occurs, its position in the message,
and its_associztion with other groups., This statement, of

course, is not entirely accurate but 1t can be genera]ly
. stated that the foregoing princ1plea underlia all solutions,)

56. IR 4161: Yardley to Military Intelligence D:Lvision
" (19 November 1921).

'51. IR 4L16l: Memorandum for General Heinzalman. [sic]-

(23 'Decamber 1921),

52. l.Prc;_bably in a message in.terceptéd and read.
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During the following months we made quite a collection of

army messages but up until the last few weeks we had made not
a single discovery., Out of a count of same 10,000 groups we

found as many of one kind as another. From this of course it
was obvlious that we were dealing with a system that changed at
various intervals or with one that automat.lcally broke up t.he

| - frequencies and repatltiona. -

We shall mot go “into all of the systems that we tried over

a period of many months without any success; but shall ‘give

 below .only the method that at last gave us an inking of what

was being done to equalize the frequencies’?? ., . .in any case -
it may be said that it was learned that the cycle contained
11 different codes and that the encoder, by the use of an
indlcator codeword, proceeded from one code to the next in a

" cycle at intervals, which though irregular averaged a little .

less than four lines. If this indicator had occurred in the
message as an indicator .only, we would have discovered the

foregoing many months ago; but the indicator in Code No. 1

that means to change to Code Nos 2 stands, in Code No. 2, for"

something entirely different; so that the indicators occur guite

as often as any other group..

We now discover that from January until the first of

: * November of this year the [Japanese] army used two differerent

sets of 11 codes and that beginning November lst they started

with another set of 10 codes and perhaps more. The last digit ~

 of the sum of the figures in the number of a message indicates

the code with which the message sterts, From then on it runs
in a cycle; thus, No, 331 will start with Code No. 7 as the
sun of the number is 7; and No. 93 will start with Code No., 2

-as the sum of 93.is 12, the last digit of which is 2, -

" - Beginning with November they have ev:Ldent.ly started even.a

- different system as a good many of the messages are not

" numbered; but it is believed that we shall shortly learn the

system as we now know how their minds run. -

Of course all of these codes are by no means salved but
-we can now classify the messages and in time will break all.
‘of the 32 or more codes which are being used.

l‘ 53,

At this point the description becomes technical and has therefore
been omitteds The result of much study conyinced the cryptanalysts

that the "message is encoded in a cycle of 10 [real
different codes changing at an interval of every four’ 1inas.
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(b) Navy. [Naval Attachd Systems]——The Navy has made
no changes and is still using two 5-letter codes of the
. approximate size of M. I. 5. In one of them several hundred
words have been identified and the other has not as yet been
attackeds Reading codes of this size is of course 'a long '
. and tedious task. However, once having got the vocabulary
" of one code it will not be so difficult to break the others
. when they change, ¢ A s : ' :
(e¢) Diplomatic.—-Beginning July 1 of this year all the
diplomatic.Japanese codes were changed and a few new ideas
introduced but they were not of a kind that puzzled us very
- long. :

‘ - They have, however, in one of their English codes, °
adopted a rather ingenious method of sending repetitions of _
+* ' - phrases in the same message. For example, suppose the encoder
. notes that the phrase "Sub-committee No. 1 on Far Eastern and
, Pacific Questions" occurs more than once. The first time it

- occurs he will encode it in.the regular manner and surround it

! . .by a blank code=-word, say "xalaf"; this means that the mext.

7 time "xalaf occurs in that particular message it stands for

» "Sub—committee No., 1 on Far Eastern and. Pacific Questions',
It is possible that such a system might be profitably used by

.. our own Communications Section.. As far as I know it is

- entirely original with the Japanese and certainly presents a
very difficult problem to the cryptographer.

_ The VWashington Disarmament Conference ended on 6 February 1922

‘and gave MI=8 a chance to get caught up on work which had been

." suspended during ﬁhe conference. Yardley wrote:

There are at least four (4) different unsolved J Army
systems which contain at least ten (10) codes; also two (2)
. unsolved J Naval codes of approximately 25,000 words. 4

A few days later he sent a longer report.on current workéss

54e IR 4163t 1letter of Yardley to Moorman (13 Februany.l922).-

55. IR L163: Memorandum for Major Moorman (18 February 1922),
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™ . . ' “ : ; '
' ' ' We have no mfomation whlch would conflrm or dlsprove the

- authenticity ogéthls alleged German-language Japanese military =
~ correspondence among [ sic] ‘Tokio, Vladivostok and Harbin.
© .+ - Al our informmation is fully shown in our tran.slatn.ons and
. . reports.

We have no evidence of the Japanase usmg German=language
codes nor have German texts been transmitted in any code. French -
" diplomatic texts from Paris have been transmitted in JE which is
primarily an English language code, having special groups for
"the" "ard", etc, }

P In the matter of military codes, the Japanese technloue has
. - sghown a rapid improvement. In ‘1918, 1919 they werg using a '
' . . ; - simple code, fatuously intermixed with plain text, 7 sometimes
e T apEs g sending a word part. in plain and pert in code. 'In 1920 they used
o) , . three codes without this intermixture, JF, JK and J, simple-
) codes which were solved with no great dJ.ff:Lculty. During the
7 past- year they have been using several codes which superficially
,resemble these latter ‘but which when compiled in two-letter groups
yield a baffling frequency as every possible two-letter group is
used in a single long message and one group is’used about as

‘ - . frequently as any other., By analysis it has been determined
- ' with some certainty that these current codes each comprise.ten
( .~ ., ‘or eleven distinct keys. The material is being compiled for

" study on this basis. So far only one of the codes has been thus .
compileds It has been under study for a few days, so far with-
out success on account of the paucity of material in each key,
but there is no reason to beliqve that it is other than -

. i -+ .Japanese language.

The current codes are really clever and effective to a
degree and there would be no particular reason for the Japanese
staff to use a German=language code but it is not impossible
that they may have been in the habit of doing so in scme g
“‘instances before the recent development of their own codes and
that the alleged correspondence may have used German code books .
'in the hands of the .officers conducting it., The Japanese language
written in our alphabet for telegraphic transmission is often
obscure because many syllables and words have a multiplicity of
meanings distinguishable only by their ideographs. The use of
German would therefore be easily explainable. : :

56. Moorman's letter, now lost, must have discussed the correspondance

0 " referred to.
' 57.

A fatal cryptographic error..
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It 1ls expected that with & reasonabla azsunt of sludy vwe
ray hone Lo gnlve some or wll of the current endes. In Lhe
paantine wa aholl baer In wind the possibilily ol the use of

' ‘tha UOruAN LaNguaiee

'I'hin nemorandun was foelloved in March by a furthor recapitulatlon

.

, 3
of tha gituallion in resurd Lo Japunese aolutiums

The gituntion here sn to the progress of the vork la brielly
a3 follows, Tla Javaresa dipleuatic codes wers all broken and the
naval codea are all C"tﬂ‘ﬂd"} tnd sre baing rorked on. Two ol
the oray coden, JH snu J7, have Leen corded and sro beiny worded
on arvi J1t 13 now in the hznda of the typlists, ‘rers is otill
@ ' ancthar Jaraness ariy ~a‘.n Lhat has not baen icdentifted,”” This
) 2111 have to walb until T gel baek™ o8 no cne exeapt nyselfl
understams how Lo *r‘r-Li.(‘y t1n indlemters (you wil no doubt
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Up to this time 1t is avporent thol no Jspanose massage had been

intercepted by elecirical mans: . those rossages whlch hed beea studied.

hzd &1 been recelived from the cublu cﬁmpanicn. But Major Kioraman

49
racelved from an unspacifled source R T vanuary 1923 a radio intercept

53, IR 4163t letier of Yardley to Locke (10 dareh 1922).
| 59. This meena trat an index wes propnrod on £illng c mda.

60. Thouzgh proliainary rescarch had buen begun, no conelualors bad
bu-..ﬂ Z'GQCIum.

¢l. Yardlew's health had browen and ha was wbout to lesve for an
extendad trip in the Joutlmest.

620 Letrally, thls wua !"r. frindran. sbout this Liza the U. Ol Coozt
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‘bn posslible Lo interce:t rndi') Lralfir’ Tef ulurl;r.
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‘ork in LI-3 had by now lessonwd, &s the result of difticultdca

"m interr.o ptions; to suah an o:d-ﬁnb Lhat the Japanese cryptanalytls
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v

o S
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45 of thea., The reasona {or proceasing this material werae Lwos

3. 7Thars was a ponsibility that soms of the measspes aight
o uom.ai.n raterial of svao historical valuad.
be Tiw slaff in Ll-3 n:fc’wd th" evidoncg of the older mbeuﬂuu
a3 40 Jaansg vosanuiarys
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1924 Yardley wrote that the subject matter in the JV messages was

. ' 76 r :
proving to be more interesting than those in JU. The-problem was
sti1l the acute lack of adequate t.rsat.ff;i.c'.:l:'mtercepts.77

The first mssgges; six. :Ln'numbe-r', in a new Japariase' code (JX)

: ia 78 -
were recelved early in January 1925, but this system was never

solved. In 1925 or perhaps a lit.t.le later Miss Wz_llson prepared a

~ technical PBPGI‘79 descrlbing the methods of solution used in

| attacking three Japanese codes: JU, JV, ‘and JX, in use for diplomatic

traffic between 1 April 1924 and 18 March 1925. ,
: 80
The first JWa- msasage was translated on 16 January 1925,

The solution had been partly the work of Miss Edna Ramsaier: her

. lack of knowledge of Japanese did not hinder her work, as the code

. was in English. At the end of the month .Is;rdley wrote an interesting

paragraph to Major Mi.lliken:sl ,

76. See IR 1160, - _
77. See Memorandum for MID (12 December 1924).

78. Japanese U=-Type Codes, copy now‘.f:;.'l.ed in IR 4876. .This is a |
photostat of the 167-page manuscript.

79. IR 4160: letters of Yardley to Milliken (12 January 1925).
80, 'IR 4160: letter of Yardley to Milliken (16 January 1925).

" 8l. IR ,160: 1letter of Yé.rdley to Milliken (30 January 1925).
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The Japanese seem to think that the only way we can break
.- their codes is by comparing texts of messages handed the State
" ‘Department with the ariginal code messages, which would indicate
“that they feel that their other codes are insoluble and'that the£
are utterly in the dark as to modern methods of breaking codes.
In the autumn of 1926 it was believed, at 1east for a time, that
a satisfact-ory aource of intercept material hnd at last been found.
E, Some intercepts were received from “the Signa.l Corps between 28 Oc'_cob‘err
"~and 15 November, but the average volums v;as about one message every
- other day. It was hoped that the Signal Corps would continue to
intercept and that the volume.wau:l.c‘l'increase, but this hope was not

fulfilled, . | -y

In Yardley's Brief Summary of ‘Work During Last Yearoh "a short
paragraph describes all solution of Japanese systems in 1926 as follows:

: Only 11 radio intercepts received and these are in several
= d.ifferent systems; material still tco scant to admit of a
. solution. Have solved thousands of Japaneae messages and can -
. salve these with more material, -

. The record for 1927 was somewhat better.as The fcllcwing is a tabula-
'vt.iop of the intercepted material:

: , % 86
117 JY messages received; 75 returned; 42 on hand.

82, This happy state of affairs ended when Yardley, by publishing
e The American Black Chamber, informed the Japanese of the truth.

*83. IR 41591 letter of Yardley to Milliken (1 December 1926).
84, IR K159. The date was 3 February 1927.

85, See Brief Sunmary of Viork During 1927, dated 1, Jenuary 1928
(IR 1259).

gé. The word "returned" hére“me.ans "translated."
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112 JAA messages rect_!ife_d; 70 returned; 42 on hand.

77 . 44, JBB messages réceived; none rst.urned; This code is under
study and 122 identifications have been made.

B 60 JCC messages received, none returned. 'jl‘his.code is under

atudy.

18 JZ messages received, none returned. This code is under
study. i

' _ -8 JOD messages raca:.ved, none retu.rned This code is under
g T study.

9 JW messages received; 2 returned; 7 on hand.

-~ 7 18 Naval messages received; none returned. ‘This code is too
o large to solve without more material. ;

P 6 Army code me-ssages received; none returned. '«_l‘hiﬁ code is -

w o too large to solve without more material. ) : ;

- 36 Miscellaneous Japanese messages received through 9th Corps
Area; 3 returned; 33 on hande Those on hand are too
bp.dly garbled to identify, 7 . \ , 1

.7 . Total number of Japanese mességes received 428; total number
' - Y returned 150; total number on hand 278.

Number of dii‘ferent. codes complet.ely solved 3; partly solved 1; i
' 3 under study. ;

In recapitulation, it should be steted that MI-E had studied ]

a total of thirtyb-ona_difi‘erent‘ Ja.panese systems in the perdod 1907-. - :
1929, designated by the short titles JA to JZ and JAA to JEE. Of

theae; nothing at all is known of one (JD), but the others were to

be classified as follows:

-,"F‘}’g‘ BT W“fjf; '“"‘f{g‘“ G
T oA ke S0

I.ﬂ
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'approximately 10,000 translat.lons, most of them diplomatic in

] Disarmament Conference,
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a. Di 1omatic.—JA, JB, JC, JE, JG JH, Jo, Jp, JU, JV, JW .
(four types), JX, JY, JAA, JBB JCC, JDD, and JEE, a total
of twenty-one, Of these, one was a one-part code of fairly
large size (JH), the rest all being syllabaries. JE, JH,
and the four types of JW were a2ll used for En.glisb-language
messages, the others for Japanese texts. Except for the
latest codes in the series, used at a time when interception-
was particularly difficult, &ll of these .were solved, being
relatively easy cryptanalytic problems. The most. difficult
diplomat ic code was JP which was solved in about three weeks.

b. Treaggx.—-only one s tam was knovm to be used by t.he
_Jepanese Treasury. (JLgfi a one-part code.

c. Naval attache:=—JI, JJ, JS, JT (unsolved), and JZ. JI and -
JJ were large one-part codes, JS was a one-part code in
"English;JZ was a syllabary and code similar to the diplomatic
syl.labaries. ’

. de Military attaché:—JF, JK, JM, JH, JQ and JR. Of thess JF
and JK were probably simple syllabaries not unlike the ]
-diplomatic syllabaries. JM was an enciphered system, using
eleven different keys, each message being entirely in a
single key with an indicator. JN, JQ, and JR, were
enciphered syllabaries but messages could changa key with
a switch group to show this.

'In the ten years of its exiatence in New York Clty, MI-B prepared

character. A total of 1600 were forwarded during the Washington-

87

"

The solution of these Japanese systems was not comparsble to the

“ - yastly more difficult problems in cryptanalysis which the experts of

87, The evidence ia contained in the files of the '"J Serias" and

contradicts Yardley's statements in the Black Chamber (252, 318)

that esbout five thousand messages were sent in that period.. It \
was for their work during the Conference that the UI-8 employees

received a Ch.ristmas bonus (see Chapter II).
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SSA were forced to solve in World War II, yet, in spite of the
“difficulties of 1rrt.ercept.ing sufficient mterial to make solution
' .possible, which was the main reason for failure to aolve JT at al_l

; ,'.Ifand same of the 1ater: codee completely, the percentage of success

was high. Had not Yardley publicized exaggeréted cls_xinﬁa for the

work of his New Iork office, t.he reputation of the group at work

: _there would today be far greater among American Governmental experts.
:Ln cryptanalysis t.ha.n it is. The MI-E crypt.analysts should not be
" belitted because in their day their Japanese opponents had not yet

; '"'- reached crjpt.ographi'c 'aophistication.l They were su‘fficient for the

taaks which they faced and who knows that, had they faced more
d.iﬂicult gystems, they would not. haare prorved themselves superior

wantotheao?
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officials then in Holland wixh an offer to sell to the United States

Government a considerable body of cryptanalytlc 1nformatlon pertain—
'ing to German systems. Hls,identity was never made known to the

~ cryptanalysts in MI-8 who consequently referred to him simply.as

"the Dutchman," It is clear, however, that he had been a member

of a cryptanalytic bureau which had access to a considerable body

of German diplomaﬁic‘inter_cepts and had been successful at least

102

partially_., in reconsi‘.ructing’ several codes. That the man who
‘ : supplied this material had been a member of a crypta.nalﬁi,c- bureau

~ maintained by the Imperial Russian Government is at least a

possibility, He wrote English fluently, though not perfectly,' but _':

" his handwriting was not like any of the Vestern scripts,

The material ﬁasr not immediately brought to Washington, .bub in

December 1919 it was submitted for exammatlon by M'.‘L—S photographed,
and returned as "not wanted “103 . In this materlal were found .

' *reconstructiona of a code known as 2500, w:Lt,h tables for converting

this code into three. other forms, known as 37000, 25000, and 18400,

~ Upon examination 18400 proved to be identical with 18470, a code

already reconstructed by MI=8 in Washington.

102, See German Cryptographic Systems during the First Vorld Var,

a paper of the Historical Unit, Signal Security Agency (IR 5096),
par. 18, B,

103, See note of the lb.te Dr. Charles J. Mendelsohn to Mr, William F,
Friedman, dated 8 May 1931, in IR 4763.
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'The information from "the Dutchmap" helped to fill out lacunae '_
“in the story of Gémc:m dipl'omat ic cryptography as then known by MI-8,
! and in addition supplied data concerning a num,ber of other codes ot
_. pravioualy known to HI—-S. Thase inc.luded code 2970, from which oode
11.000 was "deriva_ted" as "the Dutchman® rsaid. Codes 9700 and 5300
weré basi.;:ally the same two-part co;ia.. Code 1219 was an enciphered
. : form of 9700, | ' |
, '_.Tha fallowing péra;g;raph_s‘ar:e taken from a letter of Yardley to.
oa cmeial cﬁurchul, dated 22 September 1919, when MI-8 had been in
" New York for only gbout a mont.h' 01" ' |

= l. Some tme in June I infarmed you that M.I.8 had broken
o " - the German diplomatic code used between Berlin and l.ta.dr;d.

(" : % . e 2. We have now broken three of the codes, having identified
: .* <. . " approximately one thousand words in each. Hundreds of messages
..., are partly deciphered ‘but it is only now and then that we find
. 7. . -a message that we can decipher completely, I am enclosing two
et v, 1. sush messagess .

. P 3. Work ia progressing rapidly and it should not . be very
' long before we are able to decipher all of the messages.

The German section of MI-8 compiled a pamphlet of about 100 pages
i recounting the st.orf_ of thé-solutién of German codes, but no cdpy Has
_survived..los: The work was nearing completion in Har’ch 1920,
8 ; "+, In his Memorandum for the Director of Military JIntelligence, |
daﬁlecl 5 June 1920, Yardley reported the readable German systems

LA

" as follows:

a 101}0 IR L}lS?o . : 3 . . . . :.,-‘.I:'.‘1
®  105. R LIST: letter of Yardley to Churchill(Rlerch 1920), . RS
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‘ 108. Derivatives of 18470.
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. 6 : :
Code 13040 : " Code 2815
Code 260&9—3 Code 3009109
Code 5950  Code 3090
Codse 18A70~ - - ' Code 3900
Code 124 108 . - Code 0039
Code 1777208 R Code 0390,
Code 221098 . - - Code 5030

. Code 50874 . _ Code 5300
Code 8L668 * : Code 0053
Code 83203 .. Code 0530

\ . _ - ;
Although there are twenty codes in this list, the first eleven were

certainly solved ‘be_fora the move to New York. Of these ellevan, thére'

¥ wem in reality only three or at most four different basic c‘odes, each
; :"“_ba..uic having severai derivatives, and of thph basic codes, the British
g given MI-8 one.in early 1918, The i-emainder',‘ ostensibly nine in
. ! number, are really only two, one whicl_l use-d. the variant discriminants
.3009; 3090, 3900, 0039, and 0390, and another which used 5030, 5300,
| 0053, and 0530, In each _case_'only a single cryptanalytic problem was

involved.

The final'rafefence to German syst.ems in Yardley's corfaspondence "

106. A copy of the British reconstruction, partmlly campleted, was
- received by MI-6 early in 1918, .

¢

'107. These were derivatives of 13040 and Were described by the Er:l.t.a.sh

in forwarding their partial. reconstruction of t.hat code.

5

109, This and the next four codes were really all one: a single code
with five indicators verying so little that a good cryptanalyst
“should have at once suspected the essential unity, as no doubt
the staff of MI-8 in Waahlngton had recognized.

© 110. This and the next three codes were also a singla code with sllghtly

varying indicators.

nup h‘”f‘* .br,u‘g\ ey sEARK ?y
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is a lottor dated 23 December 1921:

Yomn
I
i
t
i
|
i
|
|

During the war the A.Z.F. inlercspted German diplomatic

mesaages betwson Eerlin and ¥adrid, e have rsad a good part

of th:se wossagmbub gave up the work ghortly after we cane
to U= York agc we were raceiving no current msterisl, Howover,
several monuhis nzo the Jtute Department began ssnaing us a fow

gogag:e int Lr(..e;!b'l\i in Husalz and we have menaged to koop dn
touch with %ot tie now Gorvon Government 4s doing. The
neszases we rocelvs are badly Laru.:.cd, fraguentary wnd ot in
gufficient volune Lo make it worth wkile to try to read thosz;
but we msnaged to reconstruct what they coil thelr diylomatic
“Hun':cr‘xeft" which is a smsll fivs=lotter code of soas 1500
groups containing telegram mimbers, dates, and the usual %0140
of relfsronca that bogin messages., Oub of a vary few proups vie

rocongtmcted L9 « o« & .mL*J_n.ian table for their "lurmurhslt®,

and £s ozch mossape bears o nwabor ond date in this code du.
did not take us long to f£ill it out.

Mo work was done thereafter on German systems by KI=3,

i § o 2%

112,

113.
114,

IR 1;161.
Sco Volure Tid, Chapher 1V, T 1517-12723, @ popsr
of Lhe Histordcul Unlt, Sigield Securlby a3ency (i 0073/, Pule Te

IR 41573 lstier of Tacdley to Caspheil (17 ay 1999).

If ore nare availabls, they arc no lonzer on {ile.
b ] S




 :CHAPTER IV, THE CIPHER BUREAU IN NEW YORK: REORGANIZATION IN 1929

Plans for Reorganlzetion

kAA;f}-: Readere of the preceding two chapters w1ll have seen that, as
Whr Department funds ‘available for cryptanalytic act1v1ty'graduelly

,I

decreeeed in the decade 1919-1929, there was likew1se a parallel de- _

;glycline in the rolume of traffic intercepted accompanied by a gradual
ili-l sloee of interest in the day-to—day eolution activities on the part -
"?_: r';

;‘f@p aot ‘the officers in Washington who were Ierdley's superiors; as well

;apt {ae eimilar decline of interest in such matters even within MI-B it-

1; Htﬁrln.the eumher of 1929 Hejor O.lS. Albright a Signal Corps officer
“nho had been assigned to G-2 to supervise and coordinate the activities
itfﬁi ‘of the cryptographicl and the greatly curtailed cryptanalytic sections
‘. %':of the War Department ‘made an extensive study of the 31tuation. “After |
;“i:d“a,careiul appraisal of the cryptographic work of the Signal Corps, the’

'"]iﬁ cryptanalytic work of MI-8, and ‘the printing, distrlbutlng, and account-

o

=8

TR -

. .
s (5
\

;“?ré_zation of code and cipher work done by the Var Depertment was necesseqy?

/5 1a  The Code and Cipher Section, Office of the Chief Signal Officer. See
N T " above, Chapter 1. - ' _

}f$$E§2° nI-S. See above, Chaptere II-III,

.. . Pe T« His paper i3 the source for nany of the statements in this
K chepter :

iy o A t

_ ing work of The Adjutant General he concluded that a complete reorgani-‘

f{ﬁff3. nw. F. Friedman, A Brief History of the Signal Intelliyence Service,
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S A I . AT il M e AR Faitay

O i
PR o

S B i NG 0 i 7Y T T e Ry sy T —— R R USSR e e T s e
Y e T e A ey e TR R, T Ry G AT N L N e e S il g S e i e
i b - kP SRR T i e R L -yt G Sl i g o je. call g Tl — ey
[ —— PR F 3 i 2



.

% IV, The Cipher Bureau in New York: Reorganization in 1929 141

. MI-8 had been publi.s.hing -ra "bulletin" every few days, but this was
of primary interest to the State -Dfapartmant, and the Var De’p‘artment: 'had_
or_;iy a secondary interest in the mterial contained in -it.‘ Major Albright
concluded that thé~principal '.intérest of 't.hé T.’a'rf‘Depar-tment 1n cryptanalytic
_studies in peace, as distinct from war:time, wé.s to use them as a means of
training personneiii‘or ':'Lm-médiate e-ffective‘ness 'at tho-outb_reak of hostil-
ities. _MI-B, with its 15.mited staff, although all.reart,_r experienced theo—
iy . ' retically as wel_l: as practically® in the science of cryptanalysis, either
L/ . ..could not’ or would not éon_duct'ax;w t.ra_iﬁ_ing. ‘Indeed, it is doubtful o
whet'her the need for training was even .contemplate'd. Moreover, all except
' one member of the staff vwere then of 'suc‘h ‘an age as to make their potential

‘ ; usefulness for eny war that might arise extremely doubt_:f’u.l.5

he Most of the staff of MI-8 has actually participated already in crypt—

- analytic activity during one war, either in MI-g in Washington or in
the Radio Intelligence Section, General Staff, in France. Only two
members of the staff later again entered the service of the Var Depart-

. "' .. ment. One (Mrs. Edna Ramsaier Hackenburg, aftervards Mrs. Herbert O.
\ . / Yardley) ceased to be an employee before the outbreak of hostilities,
B T 1 The other was Mrs, Serena B. Laning Slocum.

5 As it actually happened, when, after an interval of peace which lasted .
roughly 22 years, World Var II began, the Signal Security jgency was
able to command the services of only four persons who had done crypt—
analytic work during the earlier conflict., The Director of Communi-
cations Research, Mr. William F. Friedman, had been a first lieutenant-
in the Radio Intelligence Section, General: Staff, in France. Two of
the Army Field Clerks in the same unit were later on duty in the
Signal Security Agency., These were Captain (lat-e_r Lieutqnant' Colonel)
Leonard Bickwit"and Captain Edward J. Vogel. The fourth person was the
late Lieutenant Colonel A. J. McCrail, Chief of the-Laboratory Branch,
who had been in charge of the Secret Ink Laboratory in 1918. '

h Sy

o k . i
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The fact that the offlce of MI-8 was maintalned in New York remote
from any dlroct superv131on that might be exerclsed by ‘the War Department

or G-2, resulted in a state of ‘affairs in which no one in the War Depart-

- ‘ment actually knew very much concerning what was being accomplished,texh‘

~cept for the’ informatlon contalned in the "bulletln" received at irregular

intervals. No one in G-2 knew how the offloe was being administered,
Actually, perhaps to. giva the cover name the verisimllitude whlch it sug- .

gested Iardley devoted a part of his time to two or three private enter-

Y priaes._ He had angaged in commercial-code compilation, actod as consult—

ant for commercial firms in code matters, and was a licensed broker in

real eotate,6 at that period undergoing a great inflation,

As already atated, HaJor Albright concluded that it was highly de~

.sirable, if not necessary , to place all of the cryptographic and crypt-
" analytic work of the War Department under the control of a single agency.
H This would ond tho threefold separation of code and cipher matters which

- had prevailed: the compilation of codes and clphers by tho Signal Corp8° 

‘ the printing, storage, iasuo, and accounting of codes by The Adjutant |

General and the solution of foreign commnications by Mllitary Intolllgence.

Be Changes in the State Department

L4

Before any reorganlzation could be effocted a new and very dloturblng i

factor appeared in the affairs of MI-8, " . f : ’

6e See Friedman, op. cit., p. 8.
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‘The full details cannot now be ,deterruined ﬁith confidehce-:" there are
many points on which the: testimony of firsthand and rellable witinesses
" - 1s lacking.. Yet it sgems probable that the following etat.ements are t.rue?
b oy . - In March 1929.a new President (Herbert Hoover) had been inaugurated . _ %
: a.nd a new Secretary oI: State (Henry L. Stimson) had as-suxeed direc't.i’on of

foreign affairs, The officials in the State Department who knew of the

'. | - existence of MI-»S did not at once brmg its product to t.ha at.tentn.on of
; . “ | .the new Secretary. In May, however, it was deemed a propitious time to
, _‘ share t.he secret m.th L{r. StimaonB_ and a few translations of Japanese
| meaeages were laid on hJ.s desk. His reect.ior-l- ie se_:id to, have-been imme- |
0 ¢ diate and vielent. The Seeretary was of the cpinion that the activity
¢ " of MI-8 was highly illegal’ and he directed that State m—— rundal_c_)

: 7- IBid., and Ia.rdley, Black -Chamber, Vchapter XXe

o E .':_..;-_8, +In 1922 Secretary Hughes seems to have been well aware of what wes
‘ ' .5 ... going on.

- 9« Much can be said to support his view, See abcve, Chapter II, Section

. }10. The State Department had contributed to MI-8%a total of $230,404e
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no longer be used for this purpése.llr

| "It was necessary for the Assistant Chief of St;ff, G-2 to exert a
.conaiderabla amount of pressure before the Secretary of State was dls-

" suaded from this sudden and drastlc course, Its 1mmediate appllcatlon ;
_ ﬁight have had ﬁerious'tonseduances'as a result of summarlly cgsting the |
six people concerned-out‘of eméioyment.lz ' These six employees had high-

.1y specialized training and;expetiénce in a fiel& that had little value

.in commercial; indﬁstrial, shipping, or banking business, and had no

k counterﬁért in éducatipnal institutions; and as regards the possibilities
lfor employmsnt in othérlgoferumental aéencies, aside from the Signal Corps,”

~ the Code and Signal Section of the Navy, and the Intelligence Office of

. 1l ILater, Iardley told Mr, Friedman that the fundamental objection to
- the policy of MI-8 arose from the attitude of President Hoover,
-3 rather than from that of Secretary Stimson. The real reason, there-
‘.. fore, remains obscure, It should be pointed out that the strong
attitude shown by Secretary Stimson at the time of the first Japanese
. aggression against China in 1932 supports the view that Mr. Stimson
' _ ., himself may have been less_opposed to such activity than his decision
' " no longer to support MI-8 would seem to indicate, In view of the fact
that ten years later Mr, Stimson, in his capacity of Secretary of lar,
was daily the recipient of the product of the cryptanalytic activities
of the 8SA, it would be of great interest to knaw the truth in this

connection, As Secretary of Var, his enthusiastic support of these
activities was never lacking.

o

12, The severe economic depression which began in October 1929 was not
yet clearly foreseen, but the consequences of the ultimate ®losing
of MI-8 in New York some months later, with its resultant effect
upon the income of Yardley himself, was:-one of the factors which

- ultimately helped to justify, in Yardley s mind at least his
publication of The American Black Chamber in 1931.
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th@ U. S. Coast Guard,-thegg.wére very small indeed. Even did they

exist, time would be required to make:financia; provision therefor

in the Budget—and. this toolk at least one year. The situation was

also camplicated by the fact that none of these people had any status
in Civil Service, | |
| An arrangamént waé;#inally:made which,provided that the actual _

work of the office should endAimmediately,'but-that the personnel

should be retained'on.the_payroll during the period of reorganization.

This took about tﬁo'months; and in June 1929 the six employees of MI-8

were giveﬁ three months' pay in advance to tide them over & period when

" they might be jobless. They had been paid out of confidential funds and

since, ds_noted above, they had no Civil Service status,lthey.had no, re-

"f tirement benefits and were ineligible for transfer to other government

IZI.: - positions,

The chief objection to the dissolution of MI-8 arose from the possi-

.‘bility_of dissatisfaction on the p§r£ of the ex-employees with the abrupt

manner in which they were being dismissed: 3 their financial position in

a period of severe economic depression. There was every reason to fear
that sudden dismissal might result in indiscretions which could be embar-
rassing to the Government and produce serious cdnsequencesras'fegafds efforts

to maintain an adequate national defense,

13, It ie probable that the volume of intelligence produced by their activ=
jties was then so negligible that its absence was hardly felt in the
. State Department. In this period the unit was producing three or
four Japanese translations every few days and nothing more.
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Yet all but one of the discharged personnel‘proved loyal and discreet

and adjusted themselves to their new situation as best they-could.

Ce Publication of "The American Black Chamber"

- The exception was the chief beneficiary of the funds approprlated

for MI-8, Herbert O, Yardley, himself. ad Refusing an offer of temporary

'employment 43 in the reorganized cryptanalytic actlv1t1es, he appears to-

~ have begun to prepare secretly for a series of revelatlons ef the crypt-

analytic work of the United States with whlch he had been intimately
associated since 1917, These revelations appeared first in a series of

illustrated articlés in Volume 203 of The Saturday Evening Post: -

"Secret Inks" 4 April 1931 (pp. 3=h, 140-145);
Codes" . 18 April 1931 (pp. 16-17, m-m),
"Ciphers" = - 9 May 1931 (ppe 35, 1l44~149). -

The articles had originally been offered to Collier's but no satisfactory

agreement could be reached on the amount of payment, and then Yardley

approached The Saturday Evening Post, The material in the articles formed

1L, At the time of the dissolution of MI-8 he was being paid exactly twice
the salary of the next highest paid employee: Yardley was paid §7500
a year, Miss Willson, $3750. At ‘no time in the history of MI-8 in
New York was Yardley ever pald less than twice the salary of the next
" highest-paid employee., Between 2 October 1919 and 31 October 1929 he
- had received as salary a total of {71,183.3L. &
15, It required serious effort’ on the part of the Chief Signal Officer to
extend the offer, which was also made to the other amployees. None
of them accepted. Mr. Welskopf had a private business in York City
(stamps); the women employees had husbands and families in'that city
and were unable to leave,

_; b .@s' Lp.{;wgns
'bhp :
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@ . o ' - 16

part of the sensational beok known as The American Black Chamber-

publiahed' by Bobbs-uérrill-iater in 1931, It is alléged that Yardley
-~ was assisted in the writing of _t.he t;ook by a man named Ciem Koﬁkul, an
| d engineer employed by the American Telephona. and Telegraph Company, who
wes paid $1,000 for his work.l7 |
‘The fact that the book was obnously 1ntended for m.de popular
. perusal, coupled with Yardley's oWn egot.ism, resulted in a large num=-
. ; ‘ ber of inaccuracies, rendering it a very untrustworthy record of the,
| | events it pret;ends to describe. Its failure, too, t'.o: s;\:eak of marw in-
portaht phases of thé work of MI-8 throws t:he who-la'account oﬁt of ba.i-
aric-ex. Nothing is sa::.d for example, of the difficult recnnst.ruct.lons
._ . or the German diplomat.ic codes, while much :Ls made of such achievements
¢ i .: "~ as the solution of the Waberski clpher, which is depicted as having been
* accomplished overnight whereas, in fact, it remained unsolved from 7

£y @ February to 18 May 1918, a period of over three months, -Yet, the fact

. . - that there are sericus inaccuracies in the book did not in any way

" 16o The title was, of course, derived from the soubriquet of the French
* -cipher bureau, "la Chambre Noire," but the United States Government
never officially or even unofficially used a similar term.
- 17. lieutenant Colonel McGrail is the source for this item: he made the g
: "« . gtatement to Mr, Friedman, “on excellent authority." Vhether'the
"' .. "ghost-writer" or assistant was actually Ur, Koukul or not is un-
important, but to judge from Yardley's official correspondence,
there is good reason to believe that he did have assistance in writ-
ing The American Black Chamber, Literary analsis of his subsequent
novels tends to confirm this belief. His mystery novel, Crows are
. A Black Evervwhere (Putman's, 1945) was written in collaboratlon w1th
: o : Carl Grabow {bon the tltle—pa.ge)- ‘

51',-;:!.;1 "l:'ﬁ tv‘aun" -
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minimize the unfortunate'effects,its publication had as.regards our

national securitye

.

The amicable'felations- of the United States and Great Britain irere
.eerioualy threatened. The British were rightly resentful of the fact |
that Yardley dieclosed lnformatlon which he had obtalned from them as a

commissioned officer.l8 Even more serious was the effect whlch the pub-

" ¢ L 1 . . \

{ilication had upon the Japanese, with whom relations were alrsady'excead- Af
: 'ingly precarious, Some 30,000 copies of a Japanese translation of the

book, possibly subsidized by the militarists in Japan, wers sold in Tokyo

{ in less than a month.l9

'_1

1 who in 1931 was a teacher in Japan well remembers the sensational effect

. a8 - |
An officer now on duty at Arlington Hall Station,o B

which the book had and the wave of anti-Amerzcan feeling it stlrred up among
; all classes of the Japanese people. -T@e.Japanese were particularly bitter
 because of the revelations concerning the interceptien of ﬁessqges to aed . ;
. from their representatives at the ¥ashington Disarmament donference,_which f

had convened on 12 November 1921 and closed on 6 February 1922,

18, Yardley was employed by the Chinese Government in 1937; later by A
< - the Canadian cryptanalytic bureau (the Examination Unit at Ottawa) -k
Sk in the early months of World Var II until the British refused to
¥ - . collaborate with the Canadians as long as Yardley remained in Ottawa.
* .’ Naturally, upon the termination of his contract, renewal was not made.

'T.f i 19, Mr, Friedman, who is authority for this statement, received it from
Commander (later Captain) Ellis H, Zacharias, USN, who was a language
officer in Tokyo when the translation appeared on sale, -

Y g LT e A T

20."Iieutenant Thomas F, Fawcett, -
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Whatever changes in Japanese public opinion or fbreign pdlicy

-may have directly resulted from the publication of the book, it is

‘certain that from that date the Japanese began Extensive development

of their cryptographic bureau in an effort to devise much more éequre'_

2 Had they been allowed to believe that the systems in use

between 1917 and 1929 were indecipherable, they might have cogtinued
fitp use the same principlés, with therconsequent possibility of solving
fthe newer syﬁtams with much less difficulty.than was actually preri-
© enced, It is not too much to say that in the field of.Japénese'érypt—
| anélyé.is alone, the publicatioh of the book has . United States .

- millions of dollars in expense and probably the loss of many thousands

pf lives, ‘ , _ J—
" It will not be amiss at this point to digress for a moment to dis-" .
cuss theltheory and need for aecraéy as applied to the techﬁical pro-
cesses and fruits of-aignal intelligence operations, Revelations of.

all cryptanalytic successes should be rigorously suppressed, since

" whenever it becomes known or even suspected that a specific system has

been solved, its users will inevitably effect as socon as possible as

--many changes in the cryptographic alementa'as they can.

21, It would be interesting to read the telegrams to and from Tokyo for
" the first few months after The American Black Chamber was published—

but with the closing of Yardley's office and the hiatus that ensued
for several years, the traffic is not available for this purpose.
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e

Such changes, which may vary from merely replaclng the keys used with

a basically unchanged system to a complete abandonment of the system

itself and its replacement by a radlcally dlfferant'systam,_are nat-

urally limited by the difficglties of diatribution_of the new méterials.

*.In time of peace, such difficulties are relatively minor in.character:

the aystem of diplomatic pouchaa used by all governmenta then provides

.a safe method of dlstributlon, and all governmants may be presumed to

have diatributed to their diplomatic representativea reserve systems

« which can be put into effect at’ any momente In war, however, distri-

: bution is complicated by a vast increase in volume of traffic, in

number of holders,and in the frequency of routine changes, Further-

. more, the materials themselves must be transported securely over great

distances, often through or around enemy or neutral territory, subject

to constant danger of capture'by'enemy esﬁionage agents,

Fram.the'technigal point of view, the introduction of radical changes

as the result of an indiscreet revelation either vitiates or complotely

~mullifies the work of the mqst brilliant'cryﬁtanalysts over & considerable

period of time, Moreover, uﬂtil sufficient traffic has been accumulated

to make possible a new- solution, the production of intelligence is greatly

hampered, if not suspended entirely.

Thus far we have been discussing this problem purely from the point

‘of view of its bearing upon the cryptanalysis of specific traffic trans-

" mitted by a specific goverrment.

<
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' * There is, bowever, & larger a.soect to t.he question, namely, the fa.ct.
. that publication of any crypta.n.aly'tic success not only' gives not:.ca to
a.l_'L gcvermanta that. crypta.nalytlc techniques have been dnnsed which

have mde possibls i:ha readi.ng of certain types ci‘ cmtography, but '

a.'L.so givea clues ta the extent of the prog“esa that has be.en mzade in
the crypta.n.alrt:.c a.rt. £, far example, a gcvemment nh.:.ch ha.s been
u.nzuc:essi‘ul in its attempt to read— certa:.n trai‘i'z.c learns that anothe; '
government has been mccessful, it n].l renew it.s efforts to scl’-’e that
traffic and will almoat certa.nly ma.ka changes in its own comun_caticn.s
; sy:tems to prevent solution of the ty:pe it lcnows has been e.ccamn_i:had
: Tlmz, a suczess in one directiocn, if revea.led;, pay have unfort sunzte re-

mlta :Ln anot.ber. It. may indaed be" Sn.id that in World War II as well

-as in World Var I the most secret "aecret weapon’ possessed by the

"

: British and the Unlted ta’:.es G-over::meats was not a physica" :.eca of

~equipmsnt.- It wes a fa.r less tangible tku.ng—a mere fact, together Wil

- certaé.n associated idsas, the comn"ﬂts hiding of which was.more igpertant

’ than even the atomic bomn 'v:.z, the fact that they could a.nd did read prac-

t.:i.ca.J_'Ly all of the.cmtographa.c comminications of their avowed enemies,
. R | Associated with this -
- gre;af.' secret £a:¢~1: w;;i'a ai;nmthge '}a.cté fela'ti-v: ‘to the ast.onish;;n; extent
‘_ to which progress had b;en made technologically in the sigmal intelligence

- field, HEad this fact not been successfully hidden, the effect, socner or,

-
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i la.tar, 'lrculd have been to arouse these eneay power: i‘rom

thei.r lethargy, "educate" them a.nd giva them knmrledga that leads t.o

ophisticsticn in the c—yptographic fisld,

;Fir.a.lly and this is an aspect o1P the proolem likely to be for- .
:J gottan by c*yptana.:.ytlc techm.f-an.s s the va.l_id..ty of in.r.o*nat:.on de-
' f .- rived L aigne.l i.n.tel.hgance a.ct...nt.ie‘s denend.s upon the e._..sten..a

_ ci‘ a eerene ‘confidence L.non the ‘part of the users of & system that it
",‘_: 5 B ia izpregnabla to cryptanal y‘tic -attacke Only t"ms will it be used for
¢ authentic ccmnmication.: from which may be de*:wed valua....le information.
! Tha more di.siJ._"_ns:.oned a goverrment beccmes concern_ng the poss:.b.].'!.ty

. -i of devia_n.g a c-yptograuh;c system which is "absoluteh- _.nc.sci:he'-aalﬂ u

e _:tk;o more carsful will it becoms not only to improve its techniques out

" also to keep out of its traffic the most imnor*ant secret inform t..on I

“ + “which it possesses. 8 e E 0 . 5 L _ /_.
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That solutions haré nevertheless been possible does not minimize the
fact that the additional cost to the Government in time and money has -
been incalculable.

Another equally disastrous effect was the development on the part

~of high government offlcials of a lack of enthusiaem for cryptanalytic‘ o \
:' actlvity. Funds became even more dlfflcult to obtain, and this was

- especially serious, since the State Department which had most to galn

by the continuance -of cryptanalytic activ1ty, not only no longer made
any contributions for thie purpose but was hostile towards it. In 1919

the State Department had been fully aware of the need for eryptanalytic

g work, .but having relied on'the War Department for information-in the
~ period 1919-1929, the State Department had developed no facilities for -

'v: carrying on the work. It at this Juncture apparently regarded the whole

business as unethical--which it would be, if nations based their dealings

-.-on ethics.

The- qpestion now arises as to what if anything, was done to punlsh

Yardley for his grave 1ndiecretlon 1n publlehlng the articles and the

'i book. The answer is that nothing was done.. Iardley had taken steps to

protect himeelf from legal prosecution by resigning his commission as a

major in the Military Intelligence Reserve Corps, The resignation took

effect on 1 April 1931, just before the publieetion of the first article
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e - 22 !
in The Saturday Evening Post (4 April 1931). The resignstion had

" originally been tendered directly to the Secretary of War but for

scme reason Yardley was required-to submit 1t agaln through channels,

Ihich meant, in this case, that the resignation had to be submitted to

~ Captain M. F, Shepherd, Unit Instructor, Headquerters, 333rd Infantry,
" ‘Room Il, City Hall, Vincennes, Indiana. He therefore wrote a petulent

. -letter to Captain Shepherd on 2 February 1931 in which he complained
3 of having to go‘threugh channels after heving,ﬁritteﬁ thousands of

” letters directly to the War Department. This letter contains the fol-

louing statement as-to. hie -reasons, for re31gn1ng

\ However, my reason for reeignlng is that I do not approve of

- the policles of the Military Intelligence Division and therefore

. no longer wish my name identified with this division, My resig-
nation is unconditional and without rancor of any sort.

. Y Information had, indeed come to the Government that Yardley was

* about to make his disclosures several weeks before publication. The

'poseibilities of suppression of the proposed publications and punish-

ment of Yardley were diecussed but high Government officers_felt.not
only that the Government was powerleas, in the absence of an adequate

legal basis for suppreesion but also that prosecutlon of Yardley either

22, Since the magazine, dated on Saturdays, was at that peried put on
+ sale on news stands on Thursday, he protected himself by only two
days'! grace. The publishers of the periodical, however, were in-
the habit of shipping copies to distributors many weeks or even
'* months in advance of publication date, and undoubtedly the first
article was in print long before the resignation was tendered,




:and that' prosecution in ‘open court would be most'compromisiqg and

d publication of the book—was, nothing could be done to prosecute Yardlej,
| . £ »
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as a Reserve Officer or as a civilian could not be conducted in camera,

embarrassing to the Government.,
After the publicatlon of the discloaures responsible offlcera in’

the Whr Dapartment took the attitude that, however regrettable the

and even if steps of this-sbrt could have been taken, the damage was al-

- ready done and could not be repaired. " In a subsequent imminent and simi- .
: "lar episode, ag&in-involving Yardley, scmething was done to prevent pub- -
‘-_lication, as will be later noted. -

Ds Ethical Aspects of Yardley's ;pdiécretion :

The ethical aspects of Yardley's action are interesting. Had Yardley

' really been officially informed of his duty to maintain silence regarding
'f hia acﬁivities? nhs,he;under oath? Did he rqalize the aefious conse-
- quences his action might have? These questions may all be -answered affirma-

tively: thére is abundant evidence in the records to prove the facts.

Though Yardley had bgen at General Headquartérs,-American Expeditionary
Forces in France, for only about twn weeks in December 1918, yet he was

included in a list of former personnel of the Radio Intelligenco Section,

) . -~ General Staff, to whom was sent a copy of a letter fram the Director of .

Hilitany Intelligence (Brigadier Gensral Marlborough Churchill) to the

'_ Assistant Chief of Staff, G=2, in Francse (Brlgadier General D. E. Nolan),
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written on 16 April 1919. '?he text of tne lattér is interestings

{

April 16, 1919,

From. Dlrector of Military Intelligence.
To: Assistant Chief of Staff, G-2, G. H. Q., America.n
' Expeditionary Forces, France. '
' Subject: Preservation of Secrecy in regard to Code and Clpher
e 8 Work, ;1

Y7 %o 1o InM.LD. it has been understood by all that the

i BAY _ . preservation of secrecy in regard to the code and

' : cipher work done during the war is not. to be relaxed
by the armistice or even by the signing of peace.

ey s TN ™ _Adequate reasons for thls view are the follow1ng.
o7 . .<0. ' a) Any stimulation of general interest in this
EE R subject would result in the production of so
Yo o F - large a number of ingenious and difficult ci-
o o TR phers as to require ‘in time of war the services
e . of an iﬁordlnately large staff of expert daciph-
' . . erers. _

fl fl[-;f' .b) Forelgn govermments now using codes and ciphers
ol B of little security would be warned and would

1 .. 236 . The preparation of such a letter would ordinarily be the respon-

il 1.- sibility of .the chief of MI-8. It therefore would be interest-

~ing to know whether in this instance the letter was originally

o G prepared by Yardley himself, - The ‘ordiginal documents, now filed
I "in IR 4154, do not show his initials on General Churchill's

s i ~-letter, The letter was, however, written just two days after

o n,- o Iardley'a return to Washington from France and it may be that

: " this was his first official act upon his return. He may well
 have been the source of the information mentioned in paragraph
3 of the letter.

~ 4n World War II reached a maximum of -more than 10,000, includ-

o r--:,,ing the personnel of the Second Signal Service Battalion used
..} .. -vin intercept activities. This figure does not include the im-
L :'f * mense number of Army personnel not directly under the control

" of the Commanding General, Signal Security Agency, but subor-

‘dinate to theater commanders, of whom there were more than

..15,000, nor any personnel of the Navy or Allied cooperating
i centera.;,

:'2h' ‘As a matter of fact the personnel of the Signal Security Agency .

.
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procure new ohes that could be deciphered 25
. only at the expense of much time and labor?

¢) .The limitations of modern methods of code and
cipher attack would be revealed, and the means
of constructing impregnable codes and ciphers
would be indicated, :

d) So much information in regard to code and ci-
‘pher attack during the war was received from
our British and French allies that discussion
of our own methods and results--sven if desir--
- able—could hardly occur without a violation

- of the confidence which they reposed in us:
and they are strongly opposed to any revela-
tion of either methods or results,

3¢ Recent conversations with ofi‘icers26 formerly con-
nected with G-2, A-6, American Expeditionary Forces,

France, indicate clearly that some of the officers

‘of that organization not only are not aware of. the
‘policy of the Military Intelligence Division in the
matter, but on the contrary are definitely of opin-
ion that what has been done in attack on alien codes

and ciphers should be made known to the public, and 27
some of them even contemplate publishing thess factsS/ .

4e Inasmuch as such publication would demonstrably be
contrary to the best interests of the Army, it is
requested that secrecy in regard to this subject be
enjoined upon every officer, field clerk and enlist-
ed man, now or formerly a member of G-2, A-b,

M, Churchill :
Brigadier General, General Staff,
Director of Military Intelligenca.

— v

.""f.{

- T

®

4

. . ; ..
25.
26,

Warned by Yardley's book, these governments did so.

This strongly éuggests that Churchill's letter was at least pro-

' posed by Yardley, . =

Né.information is available as £o who these men were, Had Yardley
been one of them, it.is hardly possible that he would have been
allowed to remain in charge of MI-8. As it was, no officer in G-2,

- A6, save Yardley himself, evar published.apy disclosures, 7" -
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The question arises: did Iardley receive a cOpi of this letter, if‘ in-

deed he did not read‘it before it wae sent? When General Nolan re-

ceived the origlnal in France, he prepared a cover 1ettar, a copy of

which was sent, together-wlth a copy of. General Churchill'e letter, to

'eighty officers, field clerks, end enlisted men, who had formerly been

in G—2, A6, Yardley included. Yerdley 8-own copy may never have reach-

.ed him, but General Nolan reported what he had done to General Churchill,
and General Nolan's letter, now filed in IR 4154, clearly bears Yardley's
© initials, It was he who ultimately recelved General Nolan'e_let;er for
‘ permanent filing! A .

In November 1919, Dr, Paul B. Altendorf “who had during the War work-

- ed in Mexico for the Military Intelligence~Division, created a serious dis-
turbance in MI-8 byrunfortunate revelations concerning the weberski.Eibher.zs

" Just ihere these revelations wers publiehed is not clear; A letter from

Mnnly ‘then back at ‘his work at the University of Chicago, makes it

appeer that the article or artlcles had appeared in Harper's Monthly Hagazine,

“the editors nf which had also approached Manly for one ‘or more articles on

< but a diligent search of that periodical has failed to locate any

™5 28, ‘On this cipher, see Volume Two, Chapter .

' 29+ How the editor knew of Manly's connection with MI-8 is not clear, but
‘the fact that MI-8 personnel included several people of literary fame
affords a clue,
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article by Altendorf.30 Manly felt it unfair to permit Altendorf to

"exploit our stuff while we must remain silent." Yardley wrote his

"friend F. W, Allen, that Altendorf has,been"&-l in MID" but that

nothlng could be done about punishing him since he had not been re-

: quirad to take an oath.s} He also reported the maétar to General

Churchill, as follow3°32

I have written to Captain Manly that -the Altendorf articles
-~ were written and published without the consent of M.I.D., that
“both you and Colonel Van Deman are still opposed to the publi-
. cation of work done by M. I. 8, but ‘that in the case of the

© .30, .No article by Altendorf appears in any set of H arEer's in the

Library of Congress, nor is any article by him listed in the
" Readers' Guide to Periodical ‘Literature-for the period in
question., Altendorf did give an interview to a New York Times.
reporter which was printed in the issue of 30 December 1919
(pe 17)¢ 1In this interview he urged the execution of Waberski but
-did not mention'the solution of the cipher. In the September
1919 issus of Harper's (vol. 139,pp. 510=524) there is, however,
an article by Heber Blankenhorn, formerly a Captain in MID, en-
titled "The War of Morale: How America 'shelled' the German lines
with paper." This article deals with the topic of psychological
-warfare but does not mention any activity of MI-8, It may be that
Manly's memory was confusing this article with the newspaper in-

N . Aterv1ew given by Altendorf,

" Fhw IR 4150: letter of Yardley to.Allen, 7 November 1919,

32, IR 4322: letter of Yardlef'io Churchill, 8 December 1919.
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‘Wabersid clpher i, I.D. was helpless.33

General Churchill then wrote a letter to Dr, Manly which explained the

. exact situation.Bk

L
;’__‘ 5
.+ as follows:

R N s g

Major Yardley has stiown me a quotation from-a recent letter
which you wrote him comcerning Altendorf's disclosure of the
Whherski cipher.

“ )
5 : _
;& understand that Major Yardley has already informed you that
neither Colonel Van Deman nor myself knew anything about this dis-

- closure before it was too late, It must be obvious to .you that
~the only safety-valve which will stop this sort of thing is

character on ‘the part of ex-officers and employees, who are too
highminded to traffic in confidential and secret information, °
There is no legal hold over them whatsoever.

No one could regret this disclosure any more than I do, or
regret that, if conditions permit the disclosure of the Waberski
cipher, you, who were responsible for its decipherment, should not
receive the credit and anything else that goes with it,

Dr, Manly's reply to General Chufchill; dated 18 December 1919, was

I have your letter of December 1lth in regard to Altendorf'a
publication of the Taberski,

I hope you understand that I am; as I always havé been, en-
tirely in sympathy with the policy of M.I.D. in the matter of

33.

3he
354

The reason for this statement as regards the Waberski case was, of
course, that the trial was in open court and ‘the testimony was of
public record.

IR 4322: letter of Churchill to Manly (11 December 1919).
IR 4322, |
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secrecy., Ky pzrazrarh to Yardley wos ceccusicned by Altendor{'s
publicsaticn of & decipher—ent und tsensleifion which he must havo

secured from scme official source, &5 he wis himself uasble to

nake the decipherment, The publicaticn '.z;:;‘e:t.c that Uiditary
intellipence hod changed its policy, and I felt thet if this was
ths casey; I should koow it, Ia the light of what you 527y I, of
course, Lndaz's..:md that the pc.lcv has nct boeen changed and that
Altendorf nust have received his infcrmetion frox soma soures
outside eof Vashinrton, I should presumo that the San Antonio
0ifice had furaiched him with = cc;--' of the c'.-':ci.;-.c“_-..t. The-
translztion he seems to have made himself,

Tarcugh the whole of this corrcsncndence therc is nothins in Yardley's

1919) which might well hove enden

axd assigned the tesk of cozyins trs

nduct which susrests th:t in any wer he falled to share the gen C‘.I'dl

icy of tho Mlitery Iate elligence Divigicx in resrd to preserving

Another broach of socurity ozcurred in the szme menth (Govember

rT_n
™D g

%19 hud been a2 cleri in L3-8 in Tashiazten, was reappointed

suthiorized rercons, and sh 5 never zllowed to eatsr duties
Jor which shsz had bsen emnleved. The sicry czn bernt be told By proe
-
o L o 19 > . a9
sentins & scerel letter Sra: Tardler 4o Colenzl A. . Caznbell:

Ler of liovarzber 13 wes

In the fuil of 1517 whilo I was orzanicins ot ths ler College whal
a N 1 Ad ‘.,:-_.. c_—-‘-"" ’\-H _.:1 the

(0 Yrao bnin. i

3
n

I L157: Yardler to Cazpbsell, 1, lovesler 1515,
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'SECRET! If enemies learn that we can decipher their present
codes, they will try to deviSﬁlmore difficult forms, Iat.‘s keep
them ignorant of our success. o o

L SECRET!  Remember that making publ:.c a smgle caode message
- ; - deciphered by M.,I, 8 may lead to disiBntinuance of the code and
N . o € B e thereby nullify the labor of months, :

An unknown officer :Ln the Military Intelligence Division wrote
. :__this _paragraph in a letter to Yardley dated 1 March -1920.1"? .

No one, who is.in the least interested in finance or ‘partisan

. ‘ _+  politics, should ever -even -know that we are able to do this kind
: . : of Worke :

This was doubtless an allusion to the need for keaping ini‘ormatlon cON-

: cemin,g solution a.ct:.vities from a.nybody who m:.ght. for t.he sake of

o ) financial recompense or for purely partisan pol:Lt:Lcal reasons, -use the
= ; } information to the national disinterest. - o |
: % 2 . When Golonel George Fabyan, of Riverbank laboratories, wrote in
,March 1920 asklng for information concenung new developments in the
. - : field oi‘ d:.plcmat.lc solution, Yardley wrote to General Crmrchn.ll.h'tF

The diatribut.ion of our information may compromlse tha
secrecy of our work and would not give us a sufficient return
to warrent the risk. ;

¥ y " A little later he wrote to Colonel (.‘.almi'.lbe'l]_.:LLS

3
h

M. IRE19.

-

42, Ibid

Lo b3 IR L157; the writ.er may; have been General Churchill,

P . - 45. IR 4157: Yardley to Campbell (19 May 1920).

Wonda -
Miailatin 6 _,1 11 ?L' h‘ yénh

i gt o v g

B e T

- ¢+ "lhe IR L157:,Yardley to Churchill correspondence (2, 10, 18, 27 March 1920).
it . General Churchill was more willing to conciliate Colonel Fabyan than
a cin el was Yardley,
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If the J | : : . . i
apanese should learn that we can read their messages ; (

they may make su
ch a vi :
could never read them‘.r olent change in their new codes that we

A . il " . .
8 i?arly_az 1924 Yardley was of thg opinion that no future war was :
, Possible .h - ' s
I am hopeful of our béing together again but not in the. ; i

Mnm war—you old pessimist-~there won't be any more in our day. = d

A passage in a letter of Colonel Lock-e vwritten in the saﬁe month- is

1lluminat.:'|.ng=1'7 |
u s  Of course it is 1like working in a prison for one is not B
. permitted to talk about one's work and we are all vain enough . i

o to 1ike to talk about the things we dos

~ In October of the same year Yardley again expreaéed his conviction B
‘ T R

that divulging the -secretah.or' MI-8 would be disastrous: ”
. .~ Ever since the war I have consistently fought against B

' disclosing anything about codes and ciphers. My reason is ¢ : i
.. govious: it warns other governments of our skill and makes B
~our work more difficulte : - : ' i

5 i . p . l"
‘. On 12 October 1920 Yardley wrote a very long secret letter to o .,,

Major Moorman as the result of & telephone convers'aticn with the

latter occasioned bﬁ' the fact that Childs (obviously, 'Lieuteﬁant %s g

Rives Childs, who had been on duty in G-2, A=6 in France) had written

. - A

to the Secretary of War-asking pex:mission to publish his book on codes 'i
ind ciphers, Yardley was asked for an opinion on what; should be done. - '
¢, IR 4160: letter of Yardley to HoormanA(5 June 1924). - S
. IR L160: letter of Yardley to Locke (cas 10 June 192L) « ;% 5-_

- This letter agked for a raise in gsalary. T ‘ 3 e

22 October 1924). ’ !' y g

IR 1160: - letter of Yardley to Milliken (

e | PNRE SR RO I T RBIH Y
R I T A e
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He began his reply by quoting at length from several earlier

letters (about the Altexxiorf case) which have already been cited

-

and then continued:

On March 6 I received the i‘o].'l.ow:.ng letter i‘rom Colonal
Campball. .

' "Attached herewith is a memora.ndum from Lieutenant >
Colonel Frank Moorman, enclosing copy of letter to the
Director, Infantry Journal, Washington, D. C., on the
- subject of Code and Cipher work. Please look this over
‘ and give me your views as to whether or not there is
: any objection to its publication.” ,

R e S

T . ...- "

On March 11th I replied .as Iol.low:x.

A At W

"Your memorandum of March 6, - 4131=576 - requesting'
: i . me to give my views as to whether or not there is- any
. : . objection to the publication in the "Infantry Journal®
the enclosed article written by Colonel Moorman, has
been received and given a great deal of thought. .

T W

(-. N : sty "Since the creation of the Cipher Bureau, I have
' ' steadily maintained a position of secrecy and non=
publication of any information dealing with codes and
, ‘ ' cipher. General Churchill is familar with both Captain.
‘-' _ .. Manly's ard my stand; it seems to me that it is a
; ' question of policy which, if changed, will inevitably
g ! ‘ E lead to an explosion. I am besieged on all sides by
€5 - & " ‘letters and personal requests from ex-members of the
KA. Ev F. and M. I. 8, asking me to use whatever
influence I may have to obtain permission for publica-
tion in magazines or in boock form of articles or long .
treatises dealing with the history and development of
codes and .ciphers as they learned it from the French, ¢
British and American General Headquarters in France and .
what -information they picked up in Washington. - ® 5

KA AP, S g S dei

%f,t'! \:"74 oy gt} ks
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!— -~

"It is hard to lay down a 'thumb rule' regarding
this subject: One article may be hermless on its face
b ; but once we establish a precedent I am certain that ve
2 - can not prevent the avalanche of publications that will
- follow,

_ "I.am sure that an article of the type of the
" enclosure to be published in the 'Infantry Journal! is -
written, and, if published, is published to awaken an
1nterest in the Army regarding this subject and not for
personal gain. ' Granting that this course -of pmcedure
is sound, on what grounds can the War Department protest
B against the writing of code.ard cipher articles or books
T for publication by responsible publishing houses for
e parsonal ga1n°

- "When I was in France Colonel Moorman said that he
, +« ~  was not in sympathy with my views regarding secrecy -and
x4 . * non-publication after the war. -In drafting your reply ;
’ " to Colonel Moorman you should, it seems to me, give .
proper weight to his views."

I was later informed by Colonel Campbell that my position.
was overruled and the article published.

That I predicted that we should have to face such a
situation as Childs has brought up is no consolation, but the
foregoing is written to show that I have done everything I
could to avoid it.

I do not think that we can consiétently refuse Childs
permission to publish this book, but consistent or nct, I -
- ‘think that permission should be refused. )

Cﬁilds ie a Veryréoodxfriend of mine and has told me
repeatedly that he is afraid thib_his book will get lost in’
"the files of the Viar Department and that in the next war

L9. The fear was well-founded but as it happened, the book was
not lost but is now (1946) in the Library of the Army Securlty
' Agency.

R
;,:-i.'aﬁ?ﬁ‘{i%:ﬁ*aév,.. U it R ﬁ‘?
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. We shall have to l'earn this subject all over 'again.50 Aside
from that of course he would like to make some money out of
P his book as well as a name for himself, y & m, = & .

. Indrafting e Ietter for the Secretar’y"f r_eply.I should
‘thank and conmend Childs for this pamphlet,5 assure him of

= reluctance to.infom the world of our knowledge of complicated
B ~ code$ and ciphers, we must consider the attitude of France and
; W oo Great Britain for it should be remembered that our knowledge
’ S, o of codes and ciphers is linked very closely with the informa- '
i tion which the French and British gave us in confidence, -

f Childs is permitted to exploit the work he did in France -
I can confidently predict requests for permission to publish a '
“treatise on diplomatie codes and ciphers and if he is permitted .
-~ to publish his book I am not sure that our refusal to consent
'  to the publication of a book on diplomatic codes and ciphers
’ o .~ will stop its publication for the authors will feel that they

are being discriminated against, 'y
( o In comérsation with Mr. Friedman some time in 1933, when asked
ks why he made his disclosures, Yardley simply said that his_i‘a.zﬁly needs

;o 1ert him no other z-escou.r-e._e.‘j2 He had, as a result of the economic

- 50. While this fear was not wholly rcalized, it was Yardley's own
- action in publishing The American Black Chamber that gave such
a tremendous stimilus to the cryptographic art that much that
would have been adequate against the type of cryrtography pre-
valent thirty years ago would have been wholly unsuccessful in _
World War II. ; : ;

51. ‘Iardl-o-y had rever seen tha‘bbok: it-conta:lns 21 pagés.

52., In the letter to Frederick Sullens, dated 6 June 1931, he had
claimed that an unnamed foreign government had offered him twice
his MID salary and expenses for himself and family if he would
found a cipher bureau for that government. This may be put down . ‘
as fiction for Yerdley's character was such that he could never
; - have refused such an offer. He later worked for the Chinese
} ' Government and still later for the Canadian Government.,
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collapse in 1929, lost heavily in his ’r-eal'estate venﬁures, the

sales of the Universal Tradé Code were practlically nil, the depres— .
- sion made it impoésibie to obtain a new position, .etc. Besides, the
_War -waa long pasf .a..nd. he could "‘not-. -see how it was detrifnental to .
natioﬁal défense to have published wbat he did,- Morem.'rar,. and t.AhiB :
he apparantly sincerely beheved, it was necessary to make clear to

the American people the bureaucratic stupidity which, by cloaure of

.~ his bureau, resulted in depriving our Government of its most reliable
o " source of secret informat.ion. He seems to have become comrinced t.hat.

"there could not be any transfer of the. activity to the Signal Corps, |

since the Secretary of State had decided the. wcrrk was unethical or
il]:egal. _ The s:mcerity of his belief in t.his regard leads to taking
a bit more char:l.t.able view of his actions, for his patrlotlsm in
other respecta has never come into question. |

During the Senat.e ‘debate,to which reference will be made in
Section E, Senator Robinson (of Indiana), who clamed t.hat Yardley,
as a reaidarrb of Ind:ua.na, was one of his constlt.ut.ents, introduced -
and read a telegram from Yardley himself whlch is among the most

remarkable of his statement.sl53

53, Congressional Record, Senate, 10 May 1933, pages 3179-3180.

W
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.

Please refer to your telegraﬁ in which you ask that I give
you y defense for my publicationa, since they seem to have
inspired the new bill.

I presume that:you refer to “The American Black Chamber."
The American Cipher Bureau, which intercepted and deciphered
foreign code messages, was created by me in 1917 and directed

"by me until 1929, when the Government ordered it disbanded on

the theory that it was unethical to read foreign code messages.

My justiflcatlons for publishing The American Black Chamber,
in which my activities are describad, are:

(1) It could not injure thls Government, because it proved
to foreign nations that we would no longer stoop to this sort of.
eapionage.

- (2) It could not offend any foreign government, because it
contained no material about their machinations in this country.

(3) It would, I hoped, awaken the consciencerof the State

'Department, gso that they would revise their own code systems and

" . render American diplomatic secrets invulnerable to attack by

! clever foreign cryptographers.

(4) I assumed that the United States Government belonged
to the American people, and since this Government had washed its

. hands -of secret diplomacy I saw no reason why the people should
" not to know [sic] about the world in which we live—a world in )
~ which we are too unconcerned to follow the espionage practices

- of all great nations, a world in which we are so unconcerned

abouwt our own diplomatic secrsts as to use unsafe codes.

One press dispatch carries the story that the .bill is ta
protect our own codes. Just to keep the record correct I wish

to say that I have been very careful not to publish a single
" word about our own codes except to say a year or so ago that

they were decipherable. If our codes have since been revised
and are now indecipherable by master cryptographers of foreign
nations, the publication of The American Black Chamber was not
in vain, :
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" This Government's fear of the unpublished manuscript now in.
its hands is, in my opinion, due to false sensational rumors
originating in New York, It is a dull treatise for scholars
and students of history. The ordinary person would fall asleep

~while reading it., Whether it is published or not is of no .
consequence to me, ,As a matter of fact, I am too busy in my

. laboratory completing my experiments on a commercial invisible
secret ink for children and adults to write their letters with
to be at all concerned about anything else, ;

: Herberb 0. Yardley
: . Worthington, Ind.

E. Secrats of Japanese Diplomacy

Reference has already been made (in Section C) to a second

occaaion on which Yardley planned_to publish further revelations '

. of the signal intelligence work of 'MI-8. Early in 1933 the author-
ities learned that he had prepared the manuscript of a book entitled

"Secrets of Japanese Dipiomacy" and that this was to bé'published

in New York b} Longmans, Green and Company. The manusc?ipt was, .

however, furnished by the pfpspective publisher to the Government

and it was never'pﬁﬁliahed. Meanwhile, this experience led to an

atﬂempt to prevent such types of publication in the futwre by the

enactment of special legislation, = At the instigation of the State

-Depértment, Represeﬁtative Hatton We Sumners, Chairman of the House

Judiciary Committee, introduceéd, on 27 March 1933, H. R. 4220 -
("For the preservation of Gpvernment'records"). .This bill“was _
reported favorably by the Judiciary Committée as amended and was

passed without opposition by the House on 3 April 1933. The bill -

i

b *1‘} &
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- That whoever, by virtue of hig employment’ by the Uniteq
States, having éustody of, or access to, any record, Proceeding,
map, book, document,,paper, or other thing shall, for b
Purpose prejudicial tq the safety o interest of the United

States wilfully &nd unlawfully conceal, remove, mutilate,

_ any such record, Proceeding, -
map, book, document,, Paper, or thing, or ‘any information
contained therein, or 4 Copy or copies thereof, shall- be

ined not more than $2,000 op imprisoned not more than three

Sec.2,  Whoever ghall Wi1fully, without aut horization
of competent authority, publish op furnish to anothsp

T matter prepared ip any official cods; - op Whoever shall, fop’

any purpose Prejudicial to the safety or interest of the

Sec.3, In any prosecution hereunder, Proof of the
. commission of any of the acts described hereip shall be
- prima facie evidence of Purpose préjudicial to the safety
or interest of the United States, - . 2
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" IV. The Cipher Bureau

Accordinﬁi’y, -when the Senate considered ths. bill, a sz_Lb.-.-co'mnitt'ee did
much to redove the obj-ect‘io.n.s of the press. The bill was pass-ed by
f.he Senate on the Mondayllpreceding- 10 May.1933 but it was moved that .

' reconsideration be given to the bill and on 10 May 1933 the Senate - &
devoted -several h‘ours to' deba.taI on H. R. 4220, In g-eneral,A the |
Damocratié senators supported'fba bill but.- there was .some opposition

' from Repubiicans. In the end, however, H. R. 4220 became Public

. HE ' Law No. 37, 72 Congres‘s, as follows: - P

:AN'A(:T_fo‘r the Preservation of Government Records.

Be it enacted by the Senate and House of Representatives of the -
United States of America in Congress assembled, That whoever, -
by virtue of his employment by the United States, shall obtain-
.‘ ' from ancther or shall have custody of or access to, or shall
have had custody of or access to, any official diplomatic code’
or any matter prepared in any such code, or which-purports to -
have been prepared in any such code, and shall wilfully, with-
out asuthorization or competent authority,.publish or fumish
to another any such code or matter,.or any matter which was
obtained while in the process of transmission between any
e - foreign government and its diplomatic mission in the United
. - States, shall be fined not more than $10,000 or imprisoned
‘ B not more than ten years, or both. : _ t

Approved, Jum.a 1Q, 1933. ‘

During the Sehate debate serious objections had been raised by |
Senator Bronson Cutting of New Mexico to the wob;ling of the bill, o
Thér_e wez;e, however, other objactl:ions to.the measure ‘as p'assed by the

; ) - oh
House, which did not receive attention by the Senate, It covered

54, See Memorandum for the Assistant Chief of Staff, G=-2, from
- Lieutenant Colonel J. H, Van Horn, Signal Corps, Executive
- Officer, 13 April 1933 (oCcsigh 032 Legis.), copy now filed in
9 the Office of the Director of Communications Research. .

1
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| o M authority, disclose, publish, or furnish to others any official &

C ' - forbade the publication of information obtained from any code message .

- I . V .
IV, The Cipher Bureau in New York: Reorganized in 1929 175

code but not cipher; it covered diplomatic tfaffic, not ‘militéiry

and naval as we:ll; it cov_er;ed traffic in transit to and through the
United States but not traffic between Io.reign points; it did not

cover plqin_text';" é.ﬁd', finally, the word ;'fumish{' was nok sufficiently -
_.clear. The mmrandﬁm c.it;ed,therefore_ suggested the _ifolldwin_i; version
"_in place csf that -original-iy p;ssed by the House:  ° |

That whoever being or having been in the emoloy of the United
States shall wilfully, without authorizaticn or campetent

L., Y Y code or cipher of a foreign government, or any official secret
' - communication exchanged between officials of a foreign govern-

-\ ment, shall be fined not more than $10,000 or imprisoned not
_ .~ more tHan ten years, or both, - ' '

A much sore serious objection to the bill as passed by Corgress

was that it offered to the Government only partial protection: it '

: A"of this or other governments but it did not forbid the pubiication of

- it collateral infor:ma'tion, the revelation of which might have just as
. '*da.m.aging an effect upon the'_i‘uture of signal iht.e].ligence.- _I-;or 'exampie, J_ - }
K a person ﬁho. had been trained in Governmental signal intelligence uhit"s : [
§ . might pub.li.sh a text on cryptanalysis and still not violate th'is.' law, ..

A further attempt was made much later, during World Yar II, to enact

really stringent legislation designed to prevent the publication of

any kind of book or article or related topics. This bill was actually o $
passed by the Senate but was recommitted on mtion of Senator Homer

Ferguson of Michigan, who havihg been absent when it was passed, regarded

. i . - 5
»
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® . ' !

it as an attempt on the part oi‘ the executlve ‘branch to prevent _ . N
giving of testimony to the Pearl Harbor Congresqional Irrvest.igation. : . 7.
F. Reasons for the Failure of MI-8 - " @ . . £

: "‘i;{

The most obvious reason for the failure of MI-B lay in the fact
-that its principal eupport wds derived from a department of the
Government which reflected political changee and the temper of the
times more directly than doee the War Department It. was, in fact
a change in administration wh:.ch produced a change m pollcy that

led to the withdrawal of this support.

VLT T e s AT ol g

_ ~* Internslly, however, were two other. rea.e_ons whic‘_hcont-.ributed ‘ , | ;

’ . .. to 'the failure of MI-8: lf..ne location ‘of the unit and the choice of . | 4
o its Chief. The isolation ffom_ direct supervision es a result of its % o
‘t.ranafer to New York produced neither the desired eeceecy nor the

" attention that it should have had from the War -Depart.ment. The

Sy 4§ AT R

. -« 'Cipher Bureau aeeepted the support offered,_ assumed a clandestine

existence, and eiowly declined. Too few persons knew of its official

K g T

Iatﬂtus:ss and when those who were acquainted with this ccnnection
became precccupied with matters of peace or where transferred to new ‘i
55, While Mr. W. F. Friedman, then Chief of the Code and Cipher %
. Section, Office of the Chief Signal Officer, was well aware 7
of the existence of MI-2, he had no official connection with . i

the New York unit amd could establish liaison with it only ,'
through Yardley's superiors in the Military Intelligence gy

" Division. ; s

1 - : i
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: assignments, the lessons learned in Worl_ci War I were ig‘nored'or,

.forgol’t.i‘.en.f‘6 e uT e ‘ 7 - . g ¥

' S8 The man most’ responsible for the secrecy mposed by necessity

.. on MI“B was the only one who violated it." He had demonstrated 8 gD 1

certain- amount of cryptanelytic ability during the War and had -
achieved wit.hin t.he War Department. a reputation as a crypt.analyst
but in & position’ of authority in time of peace he had neither the
:anentive nor foresight to build MI-8 on a firm foundation. _ Even had
it been pract.icable—which it was not, because of t.l-e clandestine
eitustion into which he had maneuvered the burr.au—&ll training was
ignored, while he profited from real esta.te activities; his enthusiasm .

i‘or cryptanalysis lagged as. he became a consultant. in more profitable d

-,'{ code production activities far commercial firms, Then, when his own

' position was a.bolished, ‘he divulged information of the highest

“ secrecy and made himself notorious in the annals of crypt-ology.

: Nevertheless, if potential enemies had learned lessons from the

. experience of MI-8, the War Department had also learned its lesson.

" It was obvious that t.he Sseparation of cryptanaly's:l.s and crypt.ography

" Was a mistake of the worst sort; that the two should be mtegrated

“under a eingle egency in order that each might proi‘it from the know—

- 1edge gained by the other. It was equally evident that training

.56, With one exception (Major Frank Moorman) the officers who were’ 7 S
" Yardley's superiors were without technical experience in ¥ /
cryptological matters, The only other technical expert then f

.. employed by the War Department (Mr, Friedman) was a Sigw.l Corps 5
By 2 civilien employee, __ $
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Bhould be the principal objective foar this agency in an era of peace,

so as to prepare for immediate expansion in time_of war. Theae ' i

lessons were well learned, and measures were already taken to rectify e if

-q#l'rq
a
-

the errors of the past. - P i _ ~ , .
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CHAPTER V. THE FORMATION OF THE SIGNAL INTELLIGENCE SERVICE

\

A. Sf‘eps to;'-'ard the éstabli_shnent.o_f_ Unified Reeponsibﬂitx. ‘ ' ..

The primary cesult of_the inveatigation coeducted by Major 0. S.

Albright for the Kilitary Intelligence Di'vi_sion,l, thoughit vas not I
at -once fully achieved, . was the unification® of resporisibility Lor

all cryptological mrk carrled -on by tha Amy in a single organization. .

. It was peculiarly fortunate that t.his rovement. be,gan when it did, for -

in the same year (1929) the Nation faced the most severe economic

depression it had ever experienced with the result that funds for

military purposes, though by no meane abundant in the first. decade of

- the Peace, were mich more restricted in the second. At a tlme when
: GOVernment. revenues fell off, it was inevitab]..e. that such money as

- Was seailable should be spent for more pressing ‘needs than preparation
for a war which to most people then ‘seemed remote, it not imposs:.ble.
| :_. The unification of responsibility ma.de it poss:.ble for those concerned
' .wit.h cryptology to present a single request for funds, with the result

" that a proper balance could be maintalned between crypt.ographic ard

1. See Chapter IV, Section A.

3 2.‘ Not. until 1934 was responsibility for printing, storage, and 1ssue, _

assigned to the Chief Signal Officer.

3, - A step in this direction had been t.aken dquring World War I when the

' Military Intelligence Division assumed some of the cryptological
functions formerly carried on by the Signal Corps, but even then
the unification was by no means ccamplete. See Volume Two,
particularly Chapter I., '
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cryptanalytic activities. Had the diversity of responsibility longer
continued, it is doubtful whether sufficient funds could have been
obtained to carry on adequate preparétiona for waf,

That the respunsibility should be unified in the inferests of

.efficiency was a fact that does not éppear to have needed much dis- )

cussion. The experience of the preceding decade when no such unity

- had existed convinced all concerned of the need for a reorganizatioﬁ;

in this direction. The factors which ultimately justifisd the placing

o of the unified'responsibi;ity within.the Signal Corps were these:

- @& The Signal Corps had already established a code compilatioﬁ ‘
: - 8ection which had done satisfactory work. ' '

b. The chief of this section was a competent cryptanalyst.

-C+ He had already participated in training programs, as the
author of training pamphlets, as instructor in Army camps
ard as a participant in maneuvers. _ 5 . ==

d. The Signal Corps was better equipped to develop necessary
. intercept facilities than any other Army organization; in
fact, it was the only such organization. -

@+ The Signal Corps could develop secret ink facilities as well
‘as any other organization.- . .

f. The Military Intelligence Division had no training program;
~ in fact, it had borrowed the services of the Signal Corps- -
cryptanalyst for such limited training exercises as had been
possible, -

'8+ The Military Intelligence Division had lost the financial
support formerly received from the State Department. :

h. Internal diffiéultiea within MI-8 made a radical reorganiza-
tion imperative. - )
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g A It was believed desirable to‘remové-the operation-of solution
ard detection services from the General Staff and to place
it within an existing operatlng branch.

Accordingly, it appeared logical "that . the Slgnal Corps should be

" charged wlth all phases of this wqu".to the end that it mlght "be .

properly coordinated as an organized entlty, and still remain-as at

L B

: present under the General Starf control and supervision of G—° "5

| Such a concentration of ‘the entire responsiblllty in the Signal Corps
“ would eradicate, At was beligved, the existing difficulties. 'Training
‘ E'could*be coordiﬁated-through‘the assignment of per sonnel for technical

.trainlng, and, in tlme, qualif:ed personnel would be available for

-In order that the Signal Corps mighf assume the duties of solution

of codes end ciphers and the detection of secret inks, in addition to

those ibrmarly'héld, certéin:changes were recommerded in existing éggz
o Regglations.' The pertinent paragraph in the Communlcatlons Sectlon of

- the Handbook for Var Department General Staff (October 1923)7 was

:.amended to read as follows:

. he See Mbmorandum for Colonel (8. Hal Ford from Lieutenant Colonel

““W. K. Wilson, 18 March 1929; Memorandum for the Chief of Staff
from the Assistant Chief of Staff, G-2, Subject: Responsibility
for the Solution of Intercepted Enemy Secret Communications in yar
(no date, approved 5 April 1929), sec. 2, par. 3.

e

5. Memorandum for the Chief of Staff from Colonel Ford
- (5 April 1929), sec. 2, pare Le

6. Memorandum for Colonel Ford from Lleutenant Lolonel Wilson
(18 March 1929), par. 4%

7. Chapter ili, pp. 21-22,

x.; =
'bli “
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This section is charged with the formulation of War ?
Department policies relative to codes and ciphers and with : K
the supervision of all meansg of secret and confidential A
communication in the Army. It supervises the preparation

" of codes and ciphers for use in peace and war and in time -f-; s
of war supervises the interccption of enemy radio and wire, ]
traffic, the solution of enemy codes and ciphers, and ’t.he _ i
detection and" employment of secret inks.8 : e .

Among the duties of the Chief Signal Officer as then currently pre- :

- . ; (¢

g . . - : i

scribed by Army Regulations 105-5, 15 December 1926, was the following: 4
.e. The preparation and revision of the War Departmen‘t . o
-Telegraph Code and other codes and ciphers required by the Army . B

This paragraph was amended on 10 May 1929 as" follows: ’
e. The }reparatlon and revision of all codes and ciphers. ) ’;

required by the Army, ard in time of war the interception of '
enemy radio and wire. traffic, the goniomstric location of enerny .

radio stations, the .solution of intercepted enemy code and &

- ¢ipher messages, and laboratogy arrangements for the employment '

and detection of secret inks. . . ' 3
‘Though the responsibilities of the Chief Signal Officer in the fisld /
of cryptogréphy and g:rypt.analy.si,s were considerably expanded on this -

‘ change, responsibility for printing, storing, issuing' and account.ing ,
for cryptographic mai.erials were mob yet a function of t.he Ch:Lei‘ ‘
Signal Officer .but continued to remain with The Adautant General until :
'Bs The Creation of the Signal Intelligence Service 5

Ag a consequence -of the transfer of these functions from the

8., Memorandum for the Chief, of Staff from Colonel Ford, 5 April 1929, R
sec. iii, par. 2. ' . B

Q 9. Ibid., par s 3, Changes No. 1, 10 May 1929, to AR 10575, 15 December 134 . k&
- 1926. . . i ) " i’
h 'ﬂ
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\. _ Military Intelligence Dl\rlsion, a conference, attended by Lleutenant ks
. . :Colonel John E. Hemphill, Major William R. Bla:Lr, Major O. S. Albright, | rgg“
M .- and Mr, W:Llliam F. Frledman, was held in the Office of the  Chief Signal \ '

‘ Officer on 19 July 1929. The conclusion was reached that the pr:mary ’ :'
funct.ion of the nevily formed Signal Intelligence Serv:.celo- was one of - . ‘{g

: tralning persormel for, ut.ili_z_ation in war and of est’.ablis_hing the | ‘

. . mecessary rorg.anizat.ioln to at';complish the training missions of the - = | , '

’ i ; respective sections of the Signal Intelligence Serx-rice.l'.‘L s : _ : %:

. b It was proposed thet. the Signa.l Intelligence Service. sﬁdulci . ‘ E . *;‘
consist of four sect:\.ons, ,organized in a unified manner and admnistered ' : f

by the Oi‘fice of the Chlef Slgnal Offlcer. These were to be:

. a. Code amd Cipher Compilation i ' S - B

© .+ be Code and Cipher Solution o S _ B

' ( ; ¢+ Intercept ai}d Goniometry ) _ : B
i de Secret Ink 12 o ° ' ' ' i

. ' The function of the Compilation Section was to continue t.he policy
’ ' ' tormulated ten years previously. Codes and ciphers were to be produced | . 0
..' 2 . . 23 ;

- for use in.peace, but a certain number of reserve codes and ciphers were ,

.10. The: t.e'rm "s:.gnal intelligence" had been comed a few days previously
‘ © by Mr. Friedman. Though the new agency was known officially as the
"+ Signal Intelligence Service, a designation it was to retain until
* 1942, it appears on various Tables of Organization of the War Plans
. and Training Division, Office of the Chief Signal Officer (e.g.
. ..15 October 1934—SPSIS 320.3; 2 March 1937—ibid.) as the "Signal
- Intelligence Section," a designation which was also used in the
- title of some of the technical papers published by the organization .
- prior to 1937. . :

" 11. Memorandun (minutes of the Conference—SPSIS 320,3); ps ls
) " 12, Ibid. ' '
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. to be kept ready for immediate use iﬁ time of wur. The peacetlme
be able to function properly in the field during War.
_ organized for a war emergency in order that 1n a crlsls it could solve
~ enemy codes and ciphers.- Thus its work was to be prlmarlly the establlsh-

© ment of a training program, ‘not immediate interceptlon and solutlon of

- the course of the training program, foreign messages were intercepted

"and solved, and they were found to contaln reterial of potential value

!
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mlssion included the tralnlng of cryptographlc personnel who would

-The Code and Cipher Solutlon Section wus to -be tzalned and -' o,

»

the communications of foreign armies or governments. If,~however, in i

as intelligence, G-2 would be glad to have tle 1nformat10n cbtaired,

but this was to be regarded»asra by-product of the trainlng work, not

> 8 normal function of the service in peacetime._

In war the prlncipal function cof the Intercept and Goniometric
Section was to be interception of enemy communlnatlons and location
of enemy transm;ttlhg stations by gonlometrlc means, -In peace, its_i‘
princi#al objegtive was io be ﬁhe organiﬁation and training of units
which could funciion'efchtively in wér. Simiiar aims were assigned

to the- Secret Ink section. It was to devise and develop secret inks

.5 ~for the use of G-2 personnel and to detect secret inks in enemy

 documents. Its peacetime mission was likewise one of research and

training for operations in war. ' 3 y Y




These .sections were to be manned by enlisted personnei.f It was

decided that higher authority would be requestcd to determine the

Vs The Formation of the Signal Intelligence Service . 185

-

It was contemplated that sections oI the Slgnal Intelligence
Service would be crganized in the Panama and Hawaiian Departnents,

where tralning maneuvers and exercises were frequently conducted,

-”E-E_advisability of establishing such a section in the Phllipplne Depart=

" . ment. The. depertmental intercept stations were to be organiZed solely y

iy for truning purposes.' Intercepted materlal would be analyzed only
.- 4 there were available a section devoted to eolution. The 1ntellip
. gence derived would be submitted to £ Department G:2 or to the

f_Department Signal Officer, for transmiseion to the Department G-2.

" The establishment of sectlons of the service outside of th

by continental 1imits of the United States emphasized even more the
‘._need for intensive training It was estimated that it would take _-
; a minimun of two years to et ‘personnel who would be capable of

- acting as independent cnyptanalysts and engaging in solution

activities at the deparhmedts'indicated. It,was'contempleted,

however, that material which proved insoluble would be forwarded to

" the Office of the Chicf Signal Officer far further study, The training

for both intercept and goniometric work and the study of secret inks

was to be conducted-at Fort Mbnmouth.

‘\i.‘
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C. The Closing of MI-8
This trannfer of activities involved the dissolution of. MI-8'

and an abandonment of its mission except 1nsofar as the SIS assumed

" the functlon. MI~-8 had been dasigned to "obtain 1nformat10n of *

'preaent immedlate value" and as Major Albrlght had dlscovered, had
. devoted little attention to training for war. There remained the

problem of the disposition of the pensonnel of HIQB, which was made

”'f' especially difficult by the withdrawal of all financial. support 5& the

State Department. Har Department funds were not avallable to cover
‘the loss of the State Department‘s contrlbutlon. Until- ways and
-means could be worked out to obtain an increase in War Department
annual funds, it was suggested that the Chief of MI—& (Herbert G e "
- Yardley) be offered & temporary position in the Signal Intelligence
Service at a salary considerably lower than that which he had
previously recelved,lB' and that other personnel - of MIfé_should also
e be offered t,'emnnrar;v“.‘pnsitions, the total expenditure tn be within
the available funds of $l0,000t It wa@ considered highly probable
that the offer to Mr. Yardley would rot be acceptanle to him; in
which casn a reorganization'ﬁithout "entanglements from the past®

i_would be possible,

- 13+ His salary in 1929 was $75OO a year. Mr, Friedman in the same
' period was being paid $5600 a year. It should be remembered that
at this timeé Yardley had not yet become persona non grata to the
. signal intelligence services of the Government, He did not
publish The American Blagk Chamber, as described in the precedlng
chapter until 1931, more than a year afterward.
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' V. The Formatlon of the' S‘1gr1al Intelllgence Service - 389 _

, "~ If this prove;'i to be 'the"ca'se, 'fo‘ur_ young men vere to be employed
and given thorough tréinipg in the Signal Intelligence Service for |
their future development.' I‘Jlth t.he -ultimat'e object of orge;nizi_ng ‘t'ne
Signal Intelligence Service-in the departnents. They were to be | £
college graduates and great care was t.o be taken in thelr selectlon;
It was also anticipated that they should quallry as reserve offlcers
80 that 'as-holders of Slgnal Reserve Commissicns, t}ey'would be |
’“;, ~ competent to act lndependﬁptly as heads of advanced SLgnal Intelllgence
Service Sections, wherever these might be established. ’
It was estimated that with the funds availsble from the Militery
Intelligence D1v131on, Wthh amounted to only $10 OOO M aﬁd the
| $7,160, paid by the Signal Corps to the two persons in the Code and
Cipher Section, only $1,720 of additional funds would be required.
Thus, the total sum of $18,880 would be necessary for the salarles of
the four cryptanalysts and three clerks who would serve under
' . Miss W Fs Frledman, the C;v111an Chief of the Serv1ce. The sectlon
would béqassigned_to the War 31&@3 and Traihiné Division of the Office
of the.Chief Signal Officeflto which fhe Code and“Cipher Section had
also belonged. The lease ‘and salaries of MI-8 were tenminated - o ' i
' :jl November 1929 and in Octo;er, Mr, Friedman was sent to New York to

take over the files and records, which had been packad and to

14. After the State Department had withdrawn its support.
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iy R

aupervise their transportation. to Washington. He also made offers i

' e

of empioyment in the Sign&l'Serviea at Large to two of the persons

. %
 Who had worked in MI-8. Mrs. Ruth Willson,l5 then the Japanese . .

o K expert. of MI-8, w3s unable to accept a p031t.ion because it involved , = B

V - ' ‘.:.' i

= ‘ her moving to Washlngt.on--she had a husband and ch:le in Neu York, ¢

4
N 4

Anot.her employee, Mr. V:Lctor T.Jeisko;:f had a rare—atamp bus:mess 1n

o s

New _York and he, too, -.rei‘used to move to _Wash.mgt.on. T_‘he clerical o k-
o ,_;;.'-' employeee were not techniceily trained and could not be transi‘ere_ed |
e 'to the Signal Service at- Large, beca@e they had no Civil Servics
_atatus. An offer of tenporary employment was made to Mr, Yardley, g !
‘but he refused it.lé Eight months later (1 June 1930), a second ’ ' 1

. .4 ’ tender of appointment as a Cryptanalyst at $312.50 per month was

\ : : made t.o Mr. Iardley, but th.ls also was clec.‘l.med.'-l'7 .- s | A
| ‘ i -;.‘_ .'3 .‘_ _.”.."' - = . . . N }
s e B0 B "D. The Signal Intelligence Service Ofi‘icially Established A
o . " bl - By order of the Secretary of Var, The Adgutant General officially ':
: notified t.he Chief Signal Offlcer of the changes in Var Department A

[

' }i)' ' i - o . ::7
., - 15« In the available records she is always referred to-as "Ruth ;

~ Willson"—No reference to her as a married woman is extant. .

A 16, W. F. Friedman, History of Signal Intelligence Service, p, 1l. "'

. 1 .l" . : e

& it . s
;1.7 17+ -Memorandum for the Executive Officer from Edward Barnett, {
“... " Civilian Assistant, 30 January 1939, Sec. II, p. 7. The salary by
. offered Yardley was fifty percent. of wha.t he had been getting in - . i

e f v 1929 k!
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Q V. The Formation of t;he Sign-al Intellig@ﬁce Servicé 18§ !

 policies relating to codps,‘ciphérs, secret inks; radio interception,

and goniometry., The text of this letter was éubstantially,that '

1;:}draf?ed by Major Albright and Mr. Friedman and is so important fhat P e B ;;. ;
:.‘it'ahould-be_quoted in'fu11:18 ' c . % ; ‘;

' - ‘ : - i

LEE SUBJECT: Codes,. Ciphers, Secret Inks, Radio ' L ;

N ’ - Interception and Boniomet.ry » ; i
::}'?_:_' T0: - THE CHIEF SIGNAL OFFICER | . ?
i Y "1, Wit reference %o ths responsibilities develvirg upin . B

;,‘.the Chief Signal Officer in accordance with Army Regulations
. &+ . 105-5, and Changes No. 1 thereto, dated May 10, 1929, the :
-,_rollowing statement of Viar, Department policies is transmitted.

ke 2. a. Army Regulations 105-5 as amended by Charges No. 1, f
places the responsibility for the follOW1ng act1v1tles upon the - b
Chlef Signal Officer: - _ 2 o B

j .yqﬁg" ' (1) Code ‘and Cipher Compilation
a dhele (2) Code and Cipher Solution.
e A E" (3) Interception of enemy radio and wire traffic.
(4) Location of ‘enemy radio transmitting stations
. by goniometric means. . -
(5) Laboratory arrangements for the.employment - 4 '
?nd detection of secret inks.,

G mty

)

g~ - be The fundamental reason for placing the responsi-

"+ bllity for these duties upon the Chief Signal Officer is that
.~ all correlated duties in connecticn with secret communicaticn ,
.+ | may be ass:gned to one operating agency for eff1c1ency of ' s
.y~ operation. To 'serve this purpose these duties will be organlzed 5
“' 3. by the Chief Signal Officer into a single coordinated service. S F

% .18 " Quoted from the copy.on file in the Office of the Director of ;
: Communications Research. This bears the stamp of the Office of .

the Chief Signal Officer dated 1017 hours, 24 April" 1930 Seé i

File AG 311.5 (4=14=30) Pub, . B

)
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¢. Within the discretion of the Chief Signal Officer

4t is suggested that "Signal Intelligence Service" be the’ demgna—'

. follows:

- tion for this coordinated service.

3. The gereral mission of this service'is, and for all ot,her

- military services, the proper organizaticn and development in
- 'peacetime to the end that the service may be prepared to operate

at maximum efficiency in war, W

L.. The s_pecific missions of this service may be stzted'as

a. The preparation and revision of all codés, ciphers

and other means of secret commu.nlcatlon to be employed by the Army

© dn t.ime of peace and war.

Note: In this connection it should be ﬁotia that in

* ' accordance with current Army Regulations this office™ is

responsible for the printing of codes and ciphers, for their

. distribution in accordance with distribution tables prepared by
' the Chief Slgnal Officer, ard for the:Lr- accounting. « -

b. In time of war the 1rrtercept.10n of enemy communica-

" tions by electrical means, the location of enemy radio transmitting
: staticns by goniometric means; and in peace time the necessary
.. organization and training of personnel and the necessary develop—

.. ment of equipment to render th:.s service capable of lrrmedl.at.e

operation in war.

. tme of war the solution of all secret or
diaguised memy messages or other documents that my be intercept-

| “ed by.the Army, or forwarded by other agencies to the Army for

solution; and in peace time the necessary research work, and the

"'-organizatlon and training of personnel to render this service
~capable of immediate operation in time of war.

d.  Laboratory arrangements for the detection of

,.._intercepted enemy . documents written in secret ink, and for the
- gelection and preparation of secret inks to be employed by

authorized agents-of our ovn forces in time-.of war; and in
peace time the necessary research work to render this service

- capable of immediate operation in war.

19,

That is, the Office of The Adjutant General.
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‘a. Under the VWar Department:

(1) The preparation of all means of secret com—
munication employed by the Army in peace and war .including
secret inks, except that, upon its organizdticn GHQ will
begin the preparation of field codes and ciphers.required

for current replacement for subordinate unitg.

(2) ‘The interception of enemy communications by
electrical means, including the necessary goniometric work °
incident thereto. g b 3

- (3) The detection ard scluticn of secret or
disguised enemy communications including those written
in code, cipher, secret ink or those employlng otter means
for dlsgulsement.

b. &E_General-ﬁeadquarters:

(1) The preparation of field codes and ciphers whlch

are employed by subordinate units to replace those previously
prepared under the War Department durlng peace time.

(2) The 1nterception of enemy communications by
electrical means.

(3) The location of enemy radio transmlttlng stations
by goniometric means.

.(L) The detection and. solution of secret or

-disguised enemy communicatiocns including those written in

code, cipher, secret. ink, or those employing other means of
disgulsement.

c. At Headquarters of Fleld Armles.

(1) The interception of eneny conmunications by
electrical means.

(2) The location of eneny radio traﬁsmitting
stations by gonlometric means.

(3) The solution of intercepted enemy code or
cipher messages by the assistance of cipher keys and solved
codes as furnished by the service at General Headquarters,

:
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V. .

- draft for an Army Regulation to cover the functions and duties

to attain ultimate peace ‘time objectives with reference to certain

"as outlined in the following paragraphs.

The Formation of the Sighal Intelligence Service - 192

6. Based upon the policiés‘éipressed above the Chief Signal
Officer will submit at a conveniently early date a recommended

of this service. He will also take the necessary steps to draw
up such additional regulations to cover the activities of this
service as he deems appropriate for publication.

.7. Peace Time Objectives: e ' ‘ .
In addition to the provisions expreased above, efforts

activities of this service will be made by "the Chief Slgnal Officer

a. Coda Compilation.

(1) The ultimate aim of this activity is the
preparation of authorized codes, satisfactory in character
and sufficient in the number of copies and editions, for
employment by the Ariy during both peace and war.. Upon the

. outbreak of war it will become necessary for purposss of

- gecrecy to change certain characteristics of the codes
employed during peace, and the required number of copies of

. each code will be greatly increased. Since the "preparation
and publication of codes requires considerable time, it would
be improvident to wait till the outbreak of war to begln this
work.,

(2) .Therefore, as a peace time objective, the Chief
‘Signal Officer will make the necessary -arrangements to the end
that as funds become available therec will be at all times in
the possession of this office for immediate distribution one
edition of each authorized secret code, with.cipher tables if
" necessary, and in the possession of the Chief Signal Officer
two reserve editions of such codes and cipher tables.

b. Code and Cipher Solutlon.

(1) The ultimate peace time objective.of this -
activity is the training of sufficient personnel to the end
that they will be expert in solving enemy code and cipher
messages in war. It is evident that mich time will be
-required for this training. Also, since large commands
require the operation of this activity in the conduct of
their peacetime training, it is necessary that it qperate _
for them during their training exercises, such as during e
the Joint Army and Navy Maneuvers held periodically in the ' 3
Hawaiian and Panama Canal Departments and on the Atlantic . Rt
geaboard, or during combined maneuvers in the Eighth or other - 2

K K 9 :
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Corps Areas. It is evident therefore that the peace time
organization and training of this activity should con=
template, first, training personnel, and second, furnishing .
specialists to large commands for peace time maneuvers after
personnel has been sufficiently trained. To accamplish
this end it would seem that, at the present inception of
this new service, its peace-time training should be
centralized under the office of the Thief Signal Officer,
.and that the comparatively small number..of trained
personnel required should be sent to corps areas and
departments for assignment only for ‘the period of

maneuvers, and upon completion of maneuvers should be

" returned to the office of the Chief Signal ©fficer.

This procedure insures the.necessary continuity of their
initial training under the Chief Signal Officer, whose

- office is the only military agency at the present time

qualified to carry it on, However, each corps area or
department which requires this service should be in a’

- position ultimately to function independently with

reference to it. It would seem therefore that the Chief
Signal Officer should be prepared to furnish trained
specialists .of this service for permanent assigmment to
such corps areas and departments as the Var Depar tment
may later decide, when the training has progressed to

as independemt units.

such extent that sufficient personnel are able to function

(2) The peace time organization and training of
this service will be based cn the procedure as indicated

-
»

¢. Radio Intercept. % .
(1) This activity is very closely related in its

operation to code and cipher solution, in that the intercep-
tion of enemy. messages answers no purpose unless-the messages
are solved, and on the other hand, the solution service
depends primarily upon the activities of the intercept service
for work material., It is evident therefore that the operation
of both services should be carried‘on in clese liaison. Hence
the ultimate training of both services involves mutually

" coordinated operation.

L ]
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. (2) The chief peace time problems confronting the
radio intercept service are first, the development of equip-

‘ment, and second, the development of the technique of the

operating. personnel. The second is incident-to the first
and may be considered as one with it, It is evident that
there is the same need for this service as for the code and
cipher solution service in the peace ‘time maneuvers of large
commands, It is also a possibility that during peace time

‘or during periods of strained relations the liar Department

or Commanders of Departments and of certain corps arcas may
desire the operation of this segvice, provided the services
of a code and cipher solution agency can be made available,"
It is also evident that the practical operation of this
service is regional and caunot be concentrated in any
locality as can the code and cipher solution service. In
other words intercepgt staticns must be located at certain -
ceritical points where their operation may be effective,

such as within departments or certain corps areas, while

the code and cipher solution service may be located in

‘Washington or any other place, provided proper communication .

Iacilities may be made available between the two services.
(3) 1% would seem therefore that the peace time
activity of the radio intercept service should be directed

toward objectives stated in chronological sequence &s follows:

(a) The development of equipment d*rectly
under the Chief Sigpal-Officer.

' (b) The locaticn of an intercept station to
be prepared to operate directly under the Chief Slgnal
Officer.:

- (c) Vhen equipment has been developed and
obtained in sufficient. quantity, the locaticn of
stations at critical points as follows, in the Hawaiian,
Panama Canal and Philippine Departmerts, and in the Eighth
and Ninth Corps Areas; these stations to operate under
the departnent and corps area co.manders concerned; the
Chief Signal Officer to recommend when such stations '
should be established, at which-time the matter will be
taken up by the Var Department with departuent and corpa
area commanders concerned._

(4) It is contemplated that
(&) should certain interceptions be desired by’
the Var. Department, which condition does not exist at the
present time, the Chief Signal Officer will be called upon
to reconmend what station or stations can best perform the .
service, and the VWar Department will issue necessary
instructions. ; , A P
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(b) Should 1ntercept10ns be de31red by
department or corps area commanders concerned, they
will obtain them by means of the facilitles under

‘their control..

(c) Messages in code or cipher intercepted !
by stations under the control of the -Chief Signal W
Officer will be transmitted for- solution to the code and w1
cipher solution service operating under him. ; '
(d) Messages in code or cipher intercepted
by stations under control of department or corps area

" comnanders will be transmitted by pail to the Var

Department for solution by the code and cipher solution _
section operating under the Chief Signal Officer until *
such time as a code and cipher sclution service shall .-
have been established under the control of the depart-

ment or corps area cammanders concerned, - :

d. Goniometry.
Goniometric work in its results may be con-

sidered as divided into two phases, one which is
supplemental to radio intercepticn, and one which’

gives the location of enemy radio transmitting stations

and thus-indicates the enemy's: tactical disposition,
The work of these two phases, while serving two different
purposes is performed by the same or similar equipment
and personnel. The chief peace time problem of the
goniometric service is the same as that of the radio
intercept service, namely, the development of suitable
equipment and methods, These close relations between
the goniometric service and the radio intercept service
indicate that a basis of peace time activities similar
to that stated for the radio intercept service should
be adopted for the goniometric service, and that the
development of equipment, the organization and training
of personnel, and the location of stations of the
goniometric service should be carried out in a manner
8imilar to that of the radio 1ntercept service as out-
llned in paragraph c above.

e. Secret Inks.

The peace time objectives of activities in

connection with secret inks is the establishment of
a small laboratory for the conduct of research work "

which will result in the war time objectives of the Rt |

establishment of an agency for the detection of secret

inks employed by the enemy, and for the recommendation . _;ng

of suitazble secret inks to be employed by authorized
agents.of our own farces. .
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By order of the Secretary of Var:

‘/s/ MAlfred J. Booth
Ad jutant Ge_neral

In accordance with the directive i‘rém the Sa;reiary of War a *’;

draft was immediétely fqrmulat:ed fé)l‘ Army Re.gulations to cover the
.functiéns and duties of the Signal'lnt.elli-gence Sérrice. Five types
+ of signal intelligence ﬁnif..s were to be oréa.nized, .(l) in the War
o ¥ Department, (2) in the corps areas and departments, (3) at ‘Gellmeral
I ' Headquarters, (4).with the field armies, end'(5) Radio Intelligence
| Companies which migl-;t be assigned to any pof the spheres of a.ctiv:‘!.t;y
oitside of the Var Departmert.’® .
',Whila t.he’l War Department Siénal Intelligence. Service was designed
( | to operat.é directly under the ‘control of the Chief Signél Officer,
' general staff supervision c;f its activities _'ﬁa.s exercised by the G-2
‘ . ' divisiqn of the War Depaftment General‘Staff. Tﬁe sig;nal.intalligence-
| uﬁits in the corps area or departuent s were established at "the direction
of the War Department, but operated under the direct contrcl of th'e
local Signal Oi‘.f“icer, under .genara.l sfai‘i‘ supervision by. the corpﬁ _
_ area or department G;-Q.zé |
| Tﬁe General Héadquarters organi‘éation included a S'i.g'na]; V.Intelligence |

Service ard several Radio Intelligence Companies under its supervision

» 19. Organization and the Duties of the Signal Intelligence Service
(SPSIS 322) paI‘. 2, pp. 5"6.

.

e 20, - Ibid. pars. -16—17; pp; 11-12,
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and direction, Since its sphere was in & theater of operations it

ters general" staff, It was composed of four sections, devoted to aduin-
ilt.ration, radio intelligence, security, and secret 1nks, the compil a-
tion of codes and ‘ciphers, and the solut.:x.on of enanv codea a.nd_ ciphers,
The Signal Int.elllgence Service at General Headquarters was to

be interested prlma.rlly in such tactical operat:.one 85 enemy radio .
organizatlon, the location and types of enemy radio stations, the reliefA
of units and theip changes in frontage, increases op decrea.ses in the -
number o.t‘ enemy tranem:.ttmg statlons, and eremy aerial activ:Lt.y. It'
was also to coordinate the work of the Gereral Headquarters and Arny
-Radio Intelligence Companiee and in its eecu.rxt.y work to study viola-

tione of communication Security and radio operatlng regulat10ns.22

quarters section, with one op more Radlo Intelligence Companies oper-at,-

- ing under its direction and euperv:.sion. The duties of this unit were

‘ :‘-reetricted to t.he ccmbat zone > including intercept:.on, goniemetry, the
tranela.tion of meesages with the aeeistance of mformatlon supplied by
General Headquart.ers the supervision of radio and wire traffic to sub=.

' ordinate units in the’ field army concerned, and m.alntenance of communica-

tion security within the combat zone. The four eections of the Army

2. Idbid, pars. 18-19, pp, 13-14,

22. Ibid., par. 19, De 11;. ) : - -
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unit were engaged in administrative, solution, radio intelligence, and

Tto prepare plans and orders for radio surevillance of enemy radio.

o cepted traffic was to be clarified, _ﬁﬁexed, and -f:i_led,. and documert s

- and messages were to be translated. It was to exchange the information

. surveillance of its sector of the combat zone for. interception and the

- location and grouping of enemy stations by goniometfy. Intercepted

.7'1ation and for transmittal to General Headquarters for study and
' golution. This section was also to correlate, evaluate, and subnit
.in proper form all inforuation obtained concerning. the location and

grouping of enemy radio stations, call s'igns, oberaﬁing frequencies,

: . for security reasons and supervised the training and operation of the = - - N

"Army Radio I.nte].ligmce Coniparw.zs : ’ : . ' ' ‘g j

23. Ibidc, paI‘B. 21-22’ p. 18.

24; Ibid., par. 23, p. 19. It is to be noted that evaluation and dis=- : .{ 3

r
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security activities.<>

In its solution of en_efrry'cédes and ciphers, the Aruy service was

a't'.at,ions and interceptipn‘\of the fraffic ©of the required typé. Inter-

_ : . 2
promptly with General Headquarters and adjacent armies, 4

- The Radio Intelligence Section was to issue orders for the radio

traffic was to be submitfed to the code and cipher séction for trans-

transmitting and operating characteristics to permit useful inferences

to be drawn therefrom. It monitored United States Army communications

semination were at that time contemplated as part and parcel of the i ;
- assigned functions of the SIS——a very important point, since these I -
functions usually belonged to Military Intelligence, -

25. Ibid. » Y B
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The principal aim of the Security Section was to intercept |

communications from friendly radio statio'ns in order to discover

violations of cryptographic security rules and regulations. Radio.

camoui‘lage was to be used for the deception of the enemy. It was to |

maintain survelllance to prevent. tha ta.pping of our important wire

1ines and to tap enemy wira circuits. Reports concernmg violatlons

"~ .of eryptographic and communication secur:.ty were to be submitted as

required a.nd :lnformat:.on gleaned from tapping enenw wire circuits was
26 + . . &%

to be compiled.for forwarding.

‘The fifth Signa.l Intelligence Service unit was the. Rad:.o Intel--

: ligance Compa.ny. It was "aquipped to perform intercept and goniometric

functions for both limited and long range enemy transmission." The

proper d.lsposition and location of personnel and equipment for satis=-

.factory interception was cons:Ldered a matter of crn.tical importance.

 Its coordination by the Army Signal Officer was easantial, but con=

siderable latitude and freedom of action on the part of the op'erat:i.ng
p’ersonnei were highly desirable in order that interception might be
timely and. accl.lrs;tte.27 '

1

I.n all cases the general mssion of the. Radlo Intelligence Company

consisted of the :Lnt_erception of enemy radio trafflc, the location of

enemy transmitting stations, and the surveillance of our own radio-trans=

missions for purpoaea' of security; but its principal mission depended on

26, Tbid., par. 23, p. 20

27 Ibid., par. 24a, p. 21, ‘ . .- ' O"‘l -,JS .‘




‘consisted of a headquartérs and three operating platoons. The ﬁead-.

- cles.
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the purpose for which it was employed. It vias ot organized to

'.intercept enemy wire or v1sual signal traffic. Its organnzatlon,

training, and equlpment were under five categories:

(1) As a.unit of the GHQ Signal Service; " s
(2) As a unit of the Field Amy Signal Service; ,
(3) In coastal frontier defence;
"(4) For border surveillence;
(5) For interior surveillance.<°

.ﬁiy

In organization, at war strength, the Radio Intelligence Company

‘ qﬁarters platoon ponsisted of an‘administrative section for company ‘7
'-administration and mess; a supply and transportétion section, which
also repaired radio équipggnt; and an.inﬁercept section. Thé latter
":was to opefate in ﬁwo teams, each composed of four.intercept statiohs;
. Its primary functlon was to intercept enemy traffic and to monitor

:Army communicatlons, and to report enemy 1dent1ficatlons and frequen—

29

The operating-plgﬁoon.was to consist of an intercept secticn, a

control gsection, énd a position findiné section. Their operations

v.were interrelated so that the entire 'platoon c;parated as a team
"_primarily for the purpose of interqebting and locating -enemy radio.

~ transmitting stations. . The intercept section operated four radia

‘receiving stations and located targets by cirection finding and served

as an intercept unit. The control section assigned missions to the

28. Ibid., paI‘. Zhb, p- 21-

29! Ibid', pa?.ﬂ.pc, Pe. 21. ) . ‘ rn-



. their assignments.

| , b 3
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intarcept’and position finding sections and'ccnsolidated information
and transmitted it te.the company commend post. It also installed
‘and maintained the'telepnone sy stems. required by the_plateene,-providf
ing the tie lines necessary to connect'them'with the company and higner
headquarters, The position finding eection'opereted fonr_direetion- |
finding stations to locate.enemy radie transmitting stations by fadio

30 The duties of the various platoons varied with -

3N R :

goniometric'methods.

E. Personnel of the Service

Although the official sanctlon of the transfer of the functlons

' of MI-B tothe Chler Signal Officer was embodled in the change of Army
Regulations dated lO”May‘l929, the actual termination of MI-€ as a
distinct organlzation did not occur until 1 November 1929, and the Chief

Signal Officer was not offlclally adviaed as hae been stated, of the_

. policies that had been formulated untll he received The Adjutant General's

letter of 22 April 1930. Meanwhile, however, steps had been ihitiated

to employ'ttn necessary personnel after the appropriations from the

Military Intelligence Dlvision became available. On 16 December 1929,-'

. “the sum of $6,666.68 was allotted by the Assistant Chief of Staff,

Gh2, to the Chief Signal -Officer for the payment of personnel engaged

" 30, .Ibid,

e Thid:, par. 25; ps 22
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- Officer., It was necessary, however, to select. and employ the person—-

. nel who were t.o be trained as permanent members of the Signal Intel=-

' recommendation was approved by the Secretary of War 13 January 1930.-

T, The Formation of the Signal Intelligenée Service 202

' ' 32
in code and cipher work.
Provision had a'lready‘been made for’ the cryﬁtanalyst arnd the

clerk authorized for the Code amd Cipher Section of the Chief'Signal

.

:‘ﬂh

ligence Service. On 4 January 1930, the Secretary of Var was requested
by the Chief Signal Officer to authorize the employment.'_df four Junior

cryptanalyats (P=1) at $2,000 a year and one assistant cryptographic

. clerk (CAF-3) at $1620 a year in t.he Signal Senrlce at Large, Nashington,

b O They were to engage :Ln the preparation of codes and c.lphers,a

'because it had been concluded that there should “be established during

. peace time a small section o.f.' .code and cipher. special:.st.s who w1ll be

under cona‘tant training in- these sciences." The...e experts were to keep

. abreast of progress in this field and would serve as a nui:leus in the

initial phases of any emergency for the expansion of the Signal Intel=-

o / Ji u
ligence Service into a much larger organization for war time. This
' 33

The four junior eryptanalysts were to cé_omple‘te a éspeciai course

of instruction in cryptanalysis. After the initial states of their

" instruction had been 'complef,ed, they were to assist'in the technical

32, P/A MID P 5205A 1110-0. Cf. -Memoraniwn for t.he. Executive
Officer from Edward Barnett, Civilian Ass:.stant (30 January 1939),

Pe Lo

33, Ibid., L;—5;‘ Memorarximn'for-t.he Secretary of War from the Chief
Signal Officer, 4 Jamuary 1930; 1lst Ind., 13 January 1930.
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'

phases of the ‘work'of the Si_gnél Intélligenc'e_ S'erv-ice.: 'éompiling codes,
preparing ciphers and cipher tables, con:i.ucting reseérch in new crypto-;
! graphic methods and mc‘hipery and in tlhe solutidn of codes and ci};hers,
é.nd pa.rtjicipatir;g in fis;ld training e;.xercisés in the war~time operation | o,
of code and ci};her .solution units. The assistant cryptogramlc clerk was
to perform slmj_lar dutles under more immediate supervismn.
A restricted budget ‘demanded that the Signal Intelligence Service be
. | organizqd'vqi';.h a small staff, It _waé essential, therefore, “that the
| . four persons to be t.raineci bé, cért;:fully'selectéd. The'principa'_i qualii‘ica;'
tions required included a t'.‘horough training in mathematics and ]_._a.ngua'ges e
embracing an understanding Vof French, Spanish, Gérman,- and Japanese. |
o Eight .candida't,es"were recommended by the Civil.Ser\ficef Commissic-m,_ but
only three of these were appointed. The three were Frank B, Rowl;ett,sﬁ
"+ pipetnted 1 Apsil 19505 Apahan ik, X ‘appointed 10 April 1930;
~and Solomon Kullback,>" app’o.int.ed 21 April 1930. Miss Louise Newkirk .

@ ~ (1Later Mrs. Nelson) had _been appointed to the clerical vacancy on

34+ Memorandum for the Secretary of Vlar from the Chlef Signal Offlcer 4
; L January 19730,

35. Colonel Rowlett was Chief, General Cryptanalytic Branch, SSA, from
1943 to 1945 when he became Chief, Intelligence Division, afterwards
‘ the Operations Division, Army Security Agemcy. He reverted to
8 ¥ inactive duty on 1. May 1946,

.36, Colonel Sinkov was Assistant Director, Central Bureau, Brisbanas,
from 1942 to 1945, when he returnsd to this country and became, - ° &
in 1946, Chief, Security Division, Amy Security Agency. He was
still on aclive duty in June 1946. ' '

’ 37. Colonel Kullback was-Chief, Military Cryptanalytic Branch, SSA
from 1943 to 1945 when he became,K Chief, Research and Development.
‘ Division, Argy Security Agency. He reverted to inactive duty on .

1 June 1946, _ ‘o 538
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1 March 3932,7

f-: ,,\) n:ri... l’ *’O rut *ority Fas roguoat.ed ‘La c.uplr; a crypt..n..l,, ot

nlde (&Sr=3) ot H.,‘;.AJ & vm:r, Jignal Servico at Larz_;o.z"o This yroom=
riendation wss sppreved by the Secrotary of War on 1 Hay 1530 &nd two

L was éppoir;tcd to -

wegls later, on 13 May 1930, ¥r. John 8. lflurt,
this positicn. The Civil ..ervico Comniseion had no siizible Dla-t-hf?"h.
) tAcien who 8lao knew Japancse and waived the usual procedure for

coployment in thls casg, percitting the Yar Nepurtrent to filil the

"
posiltlon with ¥r. Hure wicse knowledge of Japanoss wss out stording,
\‘ Cne addilionsl vacancy remained to be filled and on 2 Septembver 1920
(_+
23. Ixocublive Qffirar, O f*ce of tha Chief Sicpal Cfficer, to_:;et:ré!.m:/,
Fourth U. &, Uivil Jepvies Listrict, 25 Feoruary 1Y3Jj Loasrandsa
Fer e xocutive uilcar froa fidward Lnrxm‘ub, Llvilian Aooluiiut,
30 Jomuary 1939, pe 6.
‘ 39. The misconduch non’sir.t.ed of forging a physiclan's signature o
") : saveral slcl=~lcave certific.tes.

L0. Ceveral years earlice Me. Friedman had, Jeintly with tho Chisl of the
L..e and Sirnal ‘ection of the iiavy Depspiment, drasn up o schcduld
i of 2on dezeritvizng, ia ordur to keop bolh sorvicea elined '
?»r;»‘_;h Lo Guaraticibions, rrades, rebes of jay, euvc., ol oripto-
gropale end creplmwartio pergoonel.  This far-sighled rove vae Lo
Laeorw ulie Laportant lalor on.

Ll. o thob dato br. furce 2umained wn esmplesen of Lbe 210 or of iy
ounzeaaenra, anving we=ld ur 11 huving woried ot u.}‘-re e tizag
in L9 Fililely orypedial;ie oranch or the Lanjuage oranch.

M2 Vaosrendws S oo Cxecutive OIflcer, Offics of Lha Culel Gignel
07 flcor, fram Fajor i:. t, Crawford (29 April 1230).
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4
. Lawrence Clark 3 was appointed assistant cryptographic clerk (CAF-B)
. - 868,620 a yeap,

: Thér_e wex;e Some changes in clerica.l@ersom;el d.ur'ing this 'peric;d But_'_
the total \re;mained con.stant.' W‘Jhe}x Lawfence'-clar‘k was trénsf"arreci to"r
b : the Navy Department in 1935, he was replaced on 1 January i_936’by
P Herrick F, Bearce, When Dr Abraham Sinkov was transferred to
‘ Panamg in'l936 and Dp, 'So.lomon. Kullback ﬁas tr-ansferred to Hawaii in
: ’;:":'Ll-937, theyAWer'e répiaced, respectively, by Robert O; Fernerh5 and
| M. A. Jones.46 | | |

&8 Lieutenant Colonel Clark was on the star of Colonel Sinkoy in
" Australia ang later became Assistant Chief, Security Division,
Army Security Agency, :

© i bhe Lieutenart Colonel Bearce sérved with signal intelligence units
: in North Africa, Italy, France ang Germany during World Wap " 5 7
and is at Present (April 1946) chier of one of the large sections
- of the Intelligence_Divisipn, Army Security Agency, . ;

45, Mp, Ferner continued to be employed as a cryptanalyst‘ .thr_ought.aut

3

46 Memorandun fop the Executive Officer frog Edward Barnett
‘ 30 Jal'mal"y 1939, Pe 7. : -
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marked a progressive step in the development of cryptologicel activity

2

Ve . The Formation of the Signal Intelligence Service 06

The five yearsl l93§—1938 marked a period of severe economic

- depression not only in the Nation at large but in the Signal Intel-

ligence Service in Particulars Promotions were not made and salaries

T

were cut, As a result, morale. was extremely low,

| In the Fiscal Year 1938, als the tension in a militant Europe becarme
more .obvious, the authorizati;:n ifor- pers-onneJ_. in the S:Lgnal Intelligence_
Service: was increaséd to eleven, including two additional Junidr crypt=

analysts and two more clerks, The budget was raised to $24,360 for that

it W ‘ - -
Jear. After the Munich crisis, when a conflict appeared even morse °
~-inevitable, the authorization for the f-‘iscal_ Year 1939 was increased

to fourteen persons,

| . ‘ F. Copc]_.gsion
The unification of the units engaged in the solution of secret

means of communication with that assigred to the task of compilation .

in thc Var Department “Training for war had become the . fundamental
objective of the Signal Intelligence Service. Even that .training,.hdw-
ever, as well as the other egsential work of the arganization, was

handicapped by the program of econony imposed uppn'the War Department

L7+ For the first time in the history of the Signal Intelligence Service
the budget approximated the lowest sum spent by MI-8 in any year,
It should be. mentioned that this increase for additional per sonnel
for signal int211ligence work was the very first in the War Departmert

preparations for expansion and possible war, .

48, Memorandum for the Executive Officer from Edward Barnett,- 30 January-
1939. ol ’ .

—
R [
e T

Tl ,l{‘-,!'-:u

SLA8

R B o
T &‘ il



A

. proper discharge of this function if the Anny\was to have trained

- necessary sections on M-day,

V. The Formation of the Signal Intelligence Service 207

_in‘a period §f economiq depression and budgetary restriction; This

policy contiﬁued even.éfter the depression relaxed because of gévern-

mental preoccupation with internal prbblems. |
In October 1931, during the.preparétion of the budget for the

Fiscal Year 1934, it was recommended by the Chief Signal_OIfiéer

" that the peraonnei for the solution of codes-and ciphers shduld‘be

increased by four. -Such an expansion was deemed necessary for .the

Signal Intelligence persomnnel available for the mobilization'of'the

*The proposal would have increased the

A-personnel to eleven and the budget toA$24;7h0 by 1934, but the actual

authorization for this increase was ot 6btained until 1938.1"9

The entire burden for the support of the Signal Intelllgence
Service was thrown upon the Signal Corps in. the Fiscal Year 1932 when

the Military Intelligence DlVls;on allotment was wit hdrawn. The Slgnal

. Corps therefore increased its allotment for the service by $9,600 to make
up for the loss of the G=2 appropriation, but_the‘signal Corps had many
7 other operations to support, although the importange of the. Signal Inte_l-

~‘ligence Service was fully appreciated,’® |

L9, Memorandum for. The Adjutant General from Executlve Officer, 0CSigO0,

Subject: Signal Intelligenca Service, 1k October 1931 ( spsis 311 5)

50, " Ibid., Inclosure.

gl
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In 1935 the Chiei""of the Signal Intelligence .;Service .recor;une.nded
that the time had come t.e'erganize the Signel Intelligen.ce activities
of the Chief Slgnal Officer upon a more extenswe basis, "in ordex that
pereonnel for effic1ent. operatlon may be avallable when the situation & :ﬁ
-.will require t.helr sex'vices." It was also consniered essential to |

provide opportunit.ies for advancement for the personnel already employed
in o;der that a restricted field mlght. be attract:we to them. Otherwise,
E . the Sign'al Intelligence Service would "become :r.ereljr a treini;;g grounc_i
for other departmeets."sl | '
A five-:yeer expansion progran'i was reconueended, which woeld increase
the total personnel to 2L by 1942, with a-total budgst of $54,660.%2
| . . Various ebstacles impeded ﬂie immediat.e a.l'aproval of-t.his plan. Ie .t.he
* , first place, any proposal for an -increase in ‘the salarles of -the’
__ personnel in the Slgnel Intelligence Service was held to be object.lon—
7 able. For several years, owmg prmclpally to measures of economy |
§ ° ' ~ imposed by the President and Congress, it had not been possible to
provide administrative lpromotions for any Signal Cerps employees. In
' addition; the President had directed that no promotions were to be h

included in the 1937 budget.53

51, Memorandum to Major Rumbough fram W. F. Friedman, 19 August 1935
(spPSIs 320.2). = P b

52. By that date, war had been declared and the budget increased many
times the figure requested.

© 53, Routing and Work Sheet, 19 December 1935, Actiocn 2, Fiscal Officer
e to Executive Offlcer, OCSlgO, n. d. (SPSIS 320.2).




A

‘ District of Columbia no additional space vas likely to be secured for

the expansion of that' organization., It was suggested that additions to

5 The Formation of the Signal Intelligence Service 209

A second obstacle was that the personnel and equipment assigned
to the Signal Intelligence Service fully occupied its available space

and because of the critical shortage of office and storage space in the’

" the existing force would overcrowd the area and be detrlmental to health i

and comfort as well as impair the parformance of thelr duties.SA o

This request for personnel was not approved and the four ‘additional
positions had to be deleted from the estimates. One of the contributory

factors which necessitated this was the lack of support received from

representatives of G-2. Assurance had been obtained from G-2 in advance .
- that it would.cooperate in defense of the item, but its representatlves

::"failed to appear at the hearing when held." 55

It was the opinion of Major W. S. Rumbough, Officer in charge of

C+the Whr Plans and Training Division, of which the Signal Intelligence

- Section was a-part,'that such "a serious shortage of trained persomnel

", exists in.the Signal Intelligence Service" that it could not "full per-

form its peace-time mission." If this shortage should '"be allowed to
continue, no Signal Intelligence Service werthy of the name will be

available during the early phase of an emergency vhen the most valuable

results should be expected from this agency."56

54« Routing and Vork.Sheet, 19 December 1935, Acticn 3, Civilian. A551stant )
to Executive Officer, OCSigO, n. d. (SPSIS 320 2% .

- 55. Jemorandum fo= the Chief Signal Officer from-Magor ‘WeS« Rumbough,

Subject: Increase in Personnel for the Signal Intelligence Service,
18 February 1936 (SPSIS 320.2).

56, Ibid.
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. B CHAPTZR VI. CRYPTCGRAPHIC PROGRESS 1930-1939

A. The Code—Productlon Program 19BCF1934

' " i LR 7 The policy regarding the production of codes, ‘Whlch had already
| been formilated by the Cecde and C:Lpher Sec’c.mn1 in the twent:l.es, was é_s
; continucd by the Slgnal Intelllgence Service in 1930. 1In general, the . |
‘goal was. to keep an :Lnlt.ial M-Day issue oi‘ every code in readiness for
k an emergency and two reserve issues in secret storage. Every effort
. 7;'.‘ was made to attain this aim as soon as funds and personriel avallable
: | ;[:>e1-m:x.t.ted.2 To accomplish it, a schedule of prlorltle.s for code pro;-
v ;.;- du‘ction was prepered. - |
77 : In 1930 :Lt was plan.ned thut all codes requlred for a war emergency,
o ' together w:Lt.h the necessary reserve edltlons ,3 would be published w:.tlu.n
( | : the succeeding ten years. The amount to be expended i‘or printing and ‘
V b:l.nding the codes in any fiscal year never exceeded $7,600, while the

:

_ ' 2 .number of codes to be printed in any smgle year varled from one to . -
° : : seven.z" | | |
' g - Within a year, however, it became necessary to formulate a new
program whlch would reflect the reduced budget for printing and binding

upon wh.Lch the complla.tlon unit was forced to depend. ‘The schedule of

'y '.“»".1;"{-See Chapter I.

2. Memorandum for Lieutecant Colonel 0. 8. Albright from Major D. M.
Crawford, 5 April 1930 (SPSIS 111). .

3., That is, sufficient systems for the beginn:_'mg of a war,

o i .-,._Vb,. See note 2, = )




}_'Meny of these were rev1sions of codes which were relstively 1ow in pro-

"a_Mmmmmtomemmfﬁ@QOMmufmmmprDM.&mmm
' March 1932 (SPSIS 311.5).
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seven codes to be printed in 1931 had not been fulfilled. One codse

.. Which was slready compiled was prlnted but no new codes were puhlished.

Consequently, in the revmsed schedule for 1932, eleven codes were listed.

. duction costa, so that the estlmated expense for 1932 was 35 000. This

was a five-year program, in which the estimated annual costs varied from

$4,100 to $5,100,°

It was evident by March 1932 that the personnel assigned to the

-Servica were insufficient in number to accompllsh the tasks required in
B compilation. The urgency of the work required to compile the 12 author—

.'*ized editions of codes that had yet to be prepared was such that prac-
‘tically all other’ activities would have to be suspended until the section

. had caught up with this work. It was then estimated that it would take
"ie single team of two Junior cryptanalysts and one aSSistant cryptographlc
1clerk three years to compile the manuscripts,_ If an additional cade was-

~authorized an additional year would be requii-ed.6

Therefore, as'sanly as 1933, an‘official revision of the code pro-
ducticn program-wasrconaidered necessary. It was submitted to the Chief
of Staff and approved by Major Geﬁeral Hugh- A. Drum,: Deputy Chief of

Staff, on 22 March 1933. This program required the publication of 10

5. 1lst Memo. Ind. for The Adjutant General from the Chlef Slgnal Officer,
28 April 1931 (SPSIS 111). .




- No. 4 to be pr:.nted in 1939

* 8. Memorandum for the Assistant Chief of Staff, G-2, from the Assistant
- Chief of Staff, G-4, Subject‘ Prog;am for Code Productlon 10 March
: .1933 (SPSIS 111). .
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" codes in the Fiscal Year 1935 and post.poned‘the printing of the more :

voluminous Yar Department Staff’ Codes No. 2 and No. 3 until the Fiscal

1936 and 1939, respectively, Four other codes were'scheduled for the
F:Lscal Year 1936 and three for the Fiscal Year 1937. Consequently, the *‘f‘,‘,

estimated costs were decreaséd gradua]ly from 1935 s When they totalled

|

$12,850 to $9,000 for the gingle volume of Wiar Department. Staff Code
7

Two a.ddlt.iona.l paragraphs, request:l.ng that The Adjutant General P
include the funds necessary for printing and b:.nd.mg the required codes : /
in his est;mtes and that two addn.t.ional clerks ‘be added: tosthe staff,

failed to receive the ,concurren'ce of the Assistant Chief of Staff, G-4.

_ The latter objected that the project would cost $13,650 per yeer for five

years and he could not concur unleasA this sum could be absorbed b:y The
Adjutant General or the Chief Slgnal Officer in their budgets.8

. The revision of the program was carr:\.ed even fart.her in the latter

‘part of 1933. The Code' Production P_rogram of 22 Harch 1933 antxc:l.pat.ed .

that Army Field Code No. 2 and Division Field Code No. 11 would be
printed in the Fiscal Year 1934 at a total estimated cost of $5,000

Spec_ial funds became available to The Adjutant General toward the close’

. of the Fiscal Year 1933, As a result, the Signal -Intelligence Service

Te ,Memora.ndum for the Chief of Staff from the A;slstant Chief of Staff

- G=2, Subject: Program for Code Production, - 7 March 1933 (SPSIS 111)
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was asked to print the available codes as rapidly as possible. It was 7 ;

possible to print both Divigion Field Codes No. 11 and No. 12 as well - .. B

as Militagx Intelligence Code No., 11, at a total cost of $j,228 from -0 3

R, LT

1933 funds. Division Field Code No. 12 however, vas not scheduled to i

be printed untll 1935 and a ch¢nbe in program -was necessary.9

15, o

. A further change wag’ made in September 1933, when The Adjutant -
i General notified the War Plans. and Tralnlng DlVlSion that no funds |
'ﬁ; would be available for printing codes in the Fiscal Year 1934, It had

-bgen estimated that $5,000 would be required, of whlch the sum of

_ 33,800Awa§ necessary for the puﬁlication of Army Field Code No. 2. - - i

f ;:‘ ~Although this cods was theﬁ 25 percent complete,‘its publication had i
- to be ﬁoatponed until the funds couid'be secivade " by

On 28 May l93h The Adjutant General advised the Chief Slgnal

Officer of a new peacetime pollcy relative to Var Department codes. ) . b

It was directed that, as funds became. available, the Chief Signal

" '.p“, Al

Officer would always have in his possession, réady for immediate dis-
tribution,'ohe edition of each authorized confidential and secret code.

Cipher tables and two reserve editions of such codes and cipher tables

[
in printed form would be held in reserve.;l_' ' . : o 4

9. Memorandum for Magor S. B. Akin from Captain H. L. P. King,
.. 26 February 1934 (SPSIS’ 311 8, : ,

10, Ibid, A A o , | B

~11. Memorandum to the Chief Signal Officer from The Adjutant Gcneral, B
.~ SubjJect: Codes, Ciphers, Secret Inks, Radio Interception and b %
N

GoniometrzI 28 May 1934 (AG 311.5.(5-25-34)Pub.); Annual Report 't
of Signal _ntelligence Section, Fiscal Year 1934 (SPSIS 319.1), par. la. ' B
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The fairly wide dlstrlbutlon of all of the secret codes increased

- the possibility of the compromise of one or more codes through loss,.’

capture, or exposure as a result of carelessness in safesuardlng and ' d§§

¢ -

handling codes and messages. Even if no compromise occurred, experlence

_had demonstrated that the llfe of a secret code varies w1th the volume

of messagas sent and received and the size and type of construction of

- the code book. Consequently, the safest of secret communications reéuired

. the substitution of a new c@de before the maximum'per;issible number of -
-gpoups hag been transmitted. I£ was necessary to insure thé safgty and

" continuity of secret'communications by keeping at least two res;rve editions
- on hand ‘at #li tiMES-lé In conformlty with this policy, the Slgnal
i-j:Intelligence Serv1ce cencentrated its efforts upon the compilatlon and

-, production of the required editions of all authorized secret or cpnfiden~

Bs The Unification of Code Production, 1934 -

Ey 1934 it had become obvious that the complete centralization of.

raaponsibility for £he'préduction of codes and ciphers in the Office_

" of the Chief Signal Officer was necessary in order-that this work

';might be discharged more efficiently. The preparation of crypto-

graphic communications involved three phases of activity.. First, the

Chief Signal Officer had for the past 1k years been charged with

12. Memorandum to the Assistant Chlef of Staff, G-2, from Executive
Officer, 0CSig0, 27 February 1933 (SPSIS M)
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Ldevising'ﬁnd developing codes, ciphers, and cipher devices for use

by the Army. The second-phase was assigned to The Adjutant General.
He directed the'publicationb storage, distribution and.accounting of

codes and ciphers. The third phaée, the actual transmission of the

_ secret and confidentiai messayes thfough.their preparation éﬁ& tfans—
:lation, was handled 1n each headquarters and command by personnel

} ylasaigned these dutlea by the commander. In Washington this work was
'done within the Cable Section of The Adjutant General's Office, a unit
.-Which had been transferred to his jurisdiction from the Genéfal Staff

r!in August 1921.. There was nothing to be gained ﬁy making any changes

in regard to the third phase but as regards the first and second, the
division of responsibility for.correlated duties between two unrelated
operating agencies was unsound, with an attendant loss of efficiency and

13

Funds for the publlcatlon of codes and c1phers were never spetlflcal-

ly allocated for thls purpose, but were taken out of a lump sum allotted
" to The Adjutant General in accordance with the practical exigencies of

"the momentg.lh Such an arrangement did not facilitate the establishment

"‘13. Draft Hennrandum to Major ‘Wogan, G-2, Subject. The Unification

"and Coordination of Cryptograrphic nork in the Military Establishment,
1933 (SPSIS 311. 57- Memorandwa for the Chief of Staff from Brig.
Gen. Alfred T. Smith, Subject: War Department Policies with
reference to Codes and’ Ciphers, 18 December 1933 (SPSIS 31l.5)..

" 14, Draft Memorandum to Major Viogan, Par. 6a; Memorandum to the Chief of
Staff from Brig. Gen. Smith, Sec. II, Par. lc (2). -

"0
.i‘ g
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~and execution of amy well conceived and consistent program far initial ‘ .

S

.élssue of the-authot'ized codee'and cipliers or for subsequent replace-
: ments of those wl'n.ch had grown. obsolete. -
.The prmting ‘of codes and clphars differed in techm.que from that i‘:
~of the majority of ‘the other War Department documents which were publlshEd'
by The Adjutant General. To insure the neceesary eecurlty only a very
limited number of personnel could be entrusted with the work i.n all of
O - its stages, including the preparation by mn.meograph or multlgraph in the
| 5 " Office of the Chief Signal Oi‘i‘icer.l7 o

: S !.f-f -'_ _ ‘ This. assumpt:.on of addit:l.onal reeponsib:lllty was necessary but’ it

o g i o T A e

7 - was also unauthorized. In time of war, when cipher’ tables and 01pher
aA | alphabets would have .to be replaced at very frequent interva.ls 3 thls
| ~work would be extremely important. It constltuted a respons1b111ty that

“should be cove;-ed by appropriate reg_u.lat:.ons in a definite assignment -
ot dut.y.:.l'B '

. After their publication, the codes and ciphers had to be properly

. stored or distributed to authorized holders. Per;odic acc'ounting wee N 4

- also _eesentiel. A publieat_ion- costing thousands of doilers to p_foduee' . §

might be rendered entirely worttlless by the loss or comproreise of a

‘ , i |
single copy in an edition of a thousand or more. » : i 5 B

thod g

17. Draft Memorandum to Major Wogan, par. bc. . « 7%

18. Ibid.

@ l 19. Ibid., 6éd.

A
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For adequate seourlty Lhe storage fac1llt1es for such secret

documents must be carefully coneldered. The Adjutant General then éi
»had no vault or storage space Wthh provided the requlred securlty. .;
.Certaln secraet codes and ciphers had had to be stored in space under | _ iﬁ?lék
" the control of the .Chief Signal Offlcer. Whlle thls vault in the . Z?
Munitions Bulldlng wWas superlor to the spage available to The Adgutant _ %

: General it was neither secure nor sufflclently large for the storage f;
' of the secret codes. It was employed for the storage of other eecret Vﬁ
" documents rel;ting to signal intelligence -work. Although the. Chief ' _ %}
of the Signel Intelligence Section was the only person who knew the FAl ' ig
‘combination of the vault, access to it was granted of necessity to | _ _ ;f
some of his assistaote.20 ; '. , W N : 15

~ The Chief Signal Officer was not responsible for storage and could. ; 25

- not initiate a'proposal for e new vault. Since The Adjutant General did ;}

not actually store all of the codes, he could not defend a project for
a new vault. His storeroom, on the top floor of the State, Var ‘and Navy
Building was adequate in size for storage as the reserves were published;'

but it was considered unsafe because it had a wooden door without a come 6

7

g 2 l:.’;

: blnatlon lock and two skyllghts ‘which could easily be broken, although i i
.they were fastened down.21 . ; : . B

‘ . ; : ; §{

: i

20, Ibid. - ' S . i
21, Ibid., Memorandum for the Chief of Staff from Brlg. Gen. Smith, . E*

. Sec. II, par. 1ld. 4 ; i

i

. n : Il : ‘
L] ~ A

o 24 8

‘[""'T‘ ‘;vv_ Tar ok
5 ‘. ,-}r\&i%:‘
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These storage arrangements compllcated the distribution of code

and clpher publications. The Adjutant General, the offlcer authorized :

.to control storage under Army.Regulations; had to call on,trenbhief

Signal Officer to supply.the'copies desired. The Signél Intelligence

Service was acquainted with the agencles and nmeans of slgnal conumunica- ?;3

.. " -tion available to the various unlts and knew those which should be ;ﬁ

® W =3 'l'#.‘
J.,_ ‘ ~provided_w;th specific, codes and ciphers. Distribution also involve¢ %ﬁ

'laccounting,'which is exceedingly important in the éasé,of éecret codes.
_fThe existing arrangement with its divided respon51b111ty, involved a
:;duplication of operatlons. It was not only- con51dered 1llog1ca1 but
‘) 1 , from the point of view of economy of effort and of .communications
L .security, it was believed to'be untenable.22
| g "~ As already mentloned "the third phase of cryptographlc work in
f‘Army communications 1nvolves the handling of codes and ciphers in the
‘ftransmlssion and receptlon of messages. Other operations are merely
- praliminaries to the provision of méans‘for assuring secfecy.in coﬁ-
' mun;cations, the real-purpose of codes and cipﬁers. Experience gained
in war and peace had alréady demonstrated ihat even the most efficient‘u
il f_ '.:codes and ciphers could not provide secﬁrity if the crypﬂogfaphic

.-‘I“':' .\_:‘-{
" personnel was 1neff1cient, careless, or untrained. <

' 22, Memorandum to Major Vogan, paf. be.

, . 23,7 Ibid., Ta

-:"'”i... Nty g FADR S
;'"s y ﬁgﬁ”g* di‘ 0]
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- In the field units the_rgsponsibility of cryptographing and : R

. decryptographing messages was. a function of the message_centef according ' g

'-:fto Army Regulations. This insured a certain amount bf training in thé

. use of authorlzed codes and ciphers for message center personnel but
. additional trainlng would have been valuable. Even in penmanenh head- ?ET

quarters, such as Corps Areas, Departments, and the Var Department

e -
Sim, 4

", itself, such messages were handled by personnel to whom other and more .

el o

. pressing duties were also aésignéd.and no‘special‘training was provided.

Ferm AR ST Y D o e S Y

e 2o
v

fﬁ In one corps areas, the work might be performed by G=2, while in another

' : 2L
it might be handled by G-3 or G=1.

. In headquarters where secrecy of communications was most often &“
~ desired and security-was mdst.essential, the absence of properly 'ﬁ
* trained personnel was conducive to a reduction of securlty. Blunders :}}y

in cryptography that mlght be of value to enenw cryptanalysts were

ot T
i e s
oy 5

i

| ‘not necessarily caused by carelessness. Lack of technical knowledge

St

which could be acquired only through special training and experlence in _

NI
- R &'
=

. 25
. cryptanalysia, was the fundamental cause.

' The procedure for routing secret and confidential'mqssgges also
involved difficulties. In Washington the plain text was typed and

forwarded to The Adjutant General's office by messenger with the °

request that it be sent in the appropriate secret codef In that office,

" 4t was turned over to the Cable Section where personnel, w;th no

24, Ibid., 7b.|
V5. Toid. |

Ay !
\l '?‘\‘p & l{.b,iﬂr“[:' V%1 ...'- it
-A?'ﬁ&wﬂﬁiwp a




.,the local commander. Under such circumétances, the control of literal
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training in_cp&ptanalysia,'cr?ptographed the measagg. The‘crypto-

graphic version of the message was then carried by mpséénger to the -
War Department Message Center. 'Aftér'tranémission it might be

decrjptoggaphed by one of several staff officers, as designated by

\

‘versions, or of those which were paraphrased or in code could be only

]

superficial, resulting.in a constant threat to security. Serious

blunders might be undetected because, in this routine, a trained

crybtanalyst_could not observe the cryptographic clerks in actual
operatipn{26 |
: A furﬁher objection to the existing yrocedure was that it pre-.

vented the code-producing agency from determining the practicable

suitability of the existing code'aystém because that agency had no

‘opportunity to observe any system in operatlon. As a result, any -

improvements in a system were based on purely theoretlcal con31deratlons'

‘ard it was possible "that potential enemy cryptanalysts".had access to

' "petter ‘data on the dryptographiq idiosyncrasies of the U.’S.:Army”

& .t F s 2
than did the Army's own code compilers. 7 |
If, as was confidgntly anticipated, the cryptographing and

decryptographing of Commuhications at the larger headquarters were

" to be accomplished by automatic machines, which would require trained

" technicians for Qperaiion and maintenance, these technicians ought to

26. Ibidl, 70- § 7 2 - ,.'

27. Ibid.
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be Signal Corps specialists, performing their work at a message center

.. 28
under Signal Corps .control.

A final con31deratlon in effectlng such ‘a transfer in control lay
~in the respons:.bnllty for the coordination and superns:.on of secret - : g.;
communications exercised by the Military Intelligence DlVlSlQn. This
became more dii‘i:icult to fu_lfij‘.l with the complicatcd distribution of
such activiﬁies. In matters pcrtaining to the aolutioh of enemy
codes and ciphers, G-2 had only the Signal Corps to consider,- but in
matters relaflng to United States Army communications, it had to super—
vise and coordinata several different agencles: the Signal Corps, The
' Adjutant General, the corpa area and dapartmcntal staffs. This siéua—
tlon presented a constant threat to securlty and lmpalred the efficlency
29 | . ' | ‘
or effort. C : _ : .
In accordance with these consideraticns, if ﬁas,recommended tc
the Chicf of Staff thagjtﬁe.publicaﬁion, storage, distribution, and
accointing of codes and ciphers should be tranaferred to the Signal :
Corpa. The Chief Slgnal Of ficer was to include in his annual budget
the necessary funds for printing 'and binding codes and ciphers, pre=-
- pared in accordance with the .approved program of code productlon.

The Ceble Section of the Office of The Adjutant Gereral was to be

28, Ibid., 7d.

29, id., Par. 8.

? it 1‘§ “sp'? 5
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transferred to the Offlce of the Chief Signal Offlcer.ao
On 21 March 1933 the Chlef of the Signal Intelllgence Section
had been designated as the contact representative of the War Depert—‘

ment for code production at the Government Printing Ofi'ice.31 This

\t“
N LS

arranéemenb, hewever; did not eliminate the objeetiohs to the control
of the funds for'printihg and binding codes and ciphers as'exercised
\. S e

by The Adjutant General, and recommendation for the transfer of the

. control of such funds to the Chief Sigpal Officer was made on -6 Februeri

'_21934.

32

.'_ The Assistant Chief .of Staff, G-L, objected to this recOmmendatlon

'on the ground that it was a mlstake to isolate a 51ngle-1tem; .The

*reduction of funds.allotted to code end cipher'work could not’be”com=
.i penaated by the use of funds in a general pool and flexlblllty in the

" use of such funds would be lost. He recommended that, beglnnlng wmth .
. the Fiscal Yéar 1936 the Chief Signal Officer should be dlrected to

- prepare an estlma.te i‘or the required funds far prmt:.ng and bmdlng

codes and C1phers, in accordance thh the approved program of code

production, The Adjutant General would then be directed to omit this

T

"’ 30, Memorandum to the Chief of Staff from Brig..Gen. Smith, Sec. III,

" par. 1, 3, 5.

31. The Secretary of Var to the Public Printer, 21 March 1933
(spsis 311.5). : _

" 32, Memorandum to the’ Chief of Staff from'Brigadier_General Smith.

3 R
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item from his estima.t.es.33 With this amenduent the reccumuendation was

approved on 28 May 193"4--31F The responsibility for the work was trans-
;A'ferred to the'Chief Signal Officer-and the eetimates for printing and

' bindlng codes and ciphers were 1nc1uded with the regular Slgnal Corps

printing and bindlng estimates for 1936.35

5 A

On 21 August 193& the transfer of the control of. the publicatlon,

I".atorage, distribution, and accounting of all codes an@ ciphers from
‘The Adjutant General's Office to the Signal Intelligence Section, Office

of the Chief Signal Officer, was officially approved and the correspond=

'~e'ing change in Army Regulations published.Bé Yhen thesc duties were

actually transferred some 20,000 publlcatlons, wmth all records pertaln—

ing to them were 1nventoried and moved fram the storage rooms in the

. State, War and Navy Building. They were either placed in the vaults

of the Chief Signal Officer or shipped to Brooklyn for storage in the

'Signal:Corpe'Depot. The operation was performed without the loss of a

33. Memorandum for the Assistant Chief of Staff, G-2, from the
~ Assistant Chief of Staff, G-4, Subject: %ar Deépartment Policies _
© with reference to Codes and Ciphers, 16 February 1934 (SFEIS 311.5).

-34. The Adjutant General to the Chief Signal Officer through the Chief

~ of Finance, Subject: Var Department Policies with reference to
- Codes and Ciphers, 28 May 1934 (SPSIS 311, 5).

35.: Meﬂnrandum to the Budget Officer for the Var Department from the
Acting Chief Signal Officer, Subject: Revised Estimates, Printing
and Binding, Fiscal Year 1936, 18 September 1934 (SPSIS 111).

36. Changes No. 1, to AR 105-5, 15 March 1933, 21 August 1934
| AG 315 (5- 25 -3L).,




““.-bility in corps area and departmental headquarters. On 1l September

g '1934 é;gx gg;atlons were issued to’ prov1de instructions: for the -
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P -

The change in the control of cryptographlc work in connectlon
with messages in the War . Department was also approved and effected
lin accordance with the recommendatlon to the‘Chlef of Staff. The
Code and Cable Sect:Lon was transferred from The Adjutant General' ' éﬁi
‘Office to the War Department Message Center and the Chief Signal
Officer became responsible for alleryptographlng and decryptograph—_

ing in the War Department. Signal‘officers assumed the same reeponsi-'

'amployment of codes and clphers and 1nd1cate the transfer of the
several functjons from-The Adjutant General to the Chief Signal
Officer,3? | |

. The responsibility for the'Cable Section was assumed by the
i_'Chief Slgnal Offlcer but sufficlent personnelkwas not transferred to
‘lprovide for lB-hour operatlon and for such ‘emergencies as leave end
‘.-illness. The Signal Intelllgence Service was requested to assist in

training additional personnel for the eff1c1ent operatlon of the-

Message Center.ho

Co The Introduction of Tabulating Machines

~ One of the most important achievemeptg in code production by the

39. AR 105-25, Signal Corps, Telegraph, Cable, and Radio Service,
T 1l September 1934, .

LD, Secret Supplement to the .Amnual Report of the Chlef Signal
' - Officer, 27 August 1935 (0CSig0 319.1) par. 7.

b )




.;tions required senﬁ-aﬁnual-reports from holders of systems to be é%

. assigning short titles to the publications, in accordance with
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37
single document.
The transfer of étorage, iésue,.aﬁd accounting to the Chief

Signal Officer involved numerous clerical details. Army Regula-

P
-

~made on 30 June-and 31 December. Each report had to be checkéd

against the recorde to verify its acduracy.and jq.a§cértain whether

- a1l holders had reported. The name of the custodien and .the date of
the report had to be entered on the records. This work entailed
%3:_3ﬁuch éorrespohdence since some holderﬁ failed to submit‘reportsvbr

A'”ﬂfomitted some of the items which had been issued to them.

4 in the Fiscal Year 1935, a new system'of accounting for code and

" cipher publications was instituted. Several new blank forms were

: " adopted, ﬁripted, and distributed. Better Securlty Wwas thus

established for thesc-important documents,bqth in Washington and in-

: : the field. The system of accountihg for registered documents by

‘Paragraph 3, AR 330~5, was inaugurated in the latter part of 1934,

and was adopted as the standard for the whole War beparbment. Two

. storage vaults for codes were alsc rearranged and a system of.guard- i

f_“ing and inspecting instituted. These new duties were assumed andrthe

_ : 38
improvement s made without additional personnel,

37« Secret Supplement to the Annual Report of the Chief Signal.
. Officer, 27 August 1935, (0CSig0 319.1) Sec. II, Par. la,

38. Ibido, LBSlmo
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'Signal Intelligence Service was the introductioh of an automatic method

of compilation, using IBM tabulating machinery as a'labon—saving device,
The story of how the machines were fiist'obtained is interesting.

Another branch of the War Department (Office of the Quartermaster

.Geﬁeral) had been using machiﬁes for tabulating purposes for some

time,when a .change of offlcer—ln—charge brought about a decision to

stop using the machines. Although the rental contract could have been-

terminated at once, the Chief of tre SIS was able to persuade the

0QM3 to allow the SIS to use the unexpired time, amounting to several

months. The machines were therefore moved to SIS quarters, thus

© permitting the Signal Intelligence Service to employ the machines for

~ 4its own purpose during therbalance of the period for which the machines

had been rented.

" The experlment provad 80 succaesful that when the year's lease

- was about to expire, it was rﬂquested that funds be made avallable so

as to continue the lease for at least another year. A rputlng slip -

still extant in the files of the Machine Branch, Signal Security Agenqy;

contains the fbllowing note'accompanying the request for the funds:

Major Akin: In many years service here I have never once 'set mJ
heart on" getting something I felt desirable. But in this case I

 have set my heart on the matter because of the tremendous load it

*, would 1ift off all our backs. The basic idea of using machinery

"~ for code compilation is mine and is of several years standing.
The details of the proposed system were developed in collabora-
tion with Mr. Case, of the Intemational Business. Machines Cor=
poration. I regard this as one of my most important and most
valusble contributions to the promotion of the work for which we
are responsible. Please do your utmost for meé. "If you do, Wﬁl
can reallz begin to do worthwhile cryptanalytic work.

l x & .
k1, The date was 30 October 193/ _ . a5
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The machinee were to be rented from the International Bu31ness
Machines Corporation at an annual rental of $600 Wh.lch would provide

a single set (punch, sorter, and tabulator) The installation of the

: machines as an off:n.c:ual charge against 'the budget of the Signal Intel-r
" ligence Service took place onl February l935-h2 Thus began the use

of IBM machinery for cryptological purposes. While in World War II tha

uee of such machines was greatest in cryptanalytic act1v1t1es, it. should'

be pOinted out that in 1935 the personnel of the SIS were primarily

interested in using the machines for cryptographic purposes. The machines

were obtained to. eliminate the huge amount of drudgery'attendant upon
code compilation by hand methods, a task 5o great that it had absorbed
‘a dieproportionately large portion of the t1me and energy of the entire

:” staff. ~With the machines on hand, it was expected that most_of the

inmnbere of the eection would have more time to engage in cryptanalytic

| ‘activities by hand methods for at this period the amaZing pOSSibilitlee -
‘- of machine aide for cryptanalytic statistical work were as yet not
--clearly understood. This whole.incident,furnishes an example'of'how
o a ecientific development motivated by a epecific need becomee useful
in providing for problems of quite a different sort. |

The system, as is well known to the general public, employed per-

forated cards on which the contents of all authorized codes were punched

L2.. See Seoret Supplemsnt to the Annual Report of the Chief Signal Officer,

27 August 1935 (0CSig0 319. 1), par. 2; Revised Code Production
Program, 4 April 1935. :

P e 3 —
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80 th;at new editions cbuld bé prepared on .s}‘mort notice. Code manuscripts
could be prepared by t‘nla met.hod in very much less tlme than was requ_lred
by the old hand methods. The Slgnal Intalllgence Serv1ce was enabled
| to complete a heavy code compllatlon program within a few months which
L e _would otherwise have required at least three additional years., By
. 5 .._u's:';.ng this system' a code formerly reéuiring the serv:.ces of four
, comp:llers for a period of six weeks could be prepared in two days by
Q one oparat-or. For example, _t.he Division Field Code had -required 136
.;'.A-.;___._.?::_-_".;man-hours of labor to produce under the old method. The fl.rst edltlon
% '_Vusa.ng machmes could be produced in this way in 50 ma.n-—hours a.nd sub— :
' ‘sequent editions in eight ma.n-hour Se In addlt:.on, the automat:.c method
3 ; - “ecould be*adapted very readily to the rep,roduct.ion of copies by lltho-
& gra{.hy, thereby elmunat.lng the necessity of prooi‘rs-a':h.ng.""’3
In general, this method of code productlon was conszdgred :as "the
, PN most important develop_ﬁent“ for practical'use, t.hat'had ever taken
’ | : place in cryptogréphic; comp:i.lafion. It establn.shed a procedure i‘or the
. efficient productlon of codes with a minimum personnel in time of war.
The problem of producmg tactical codes in the field during actual war
‘ had thus been satisfactorily_'so];véd. Code production was 's;,reamlined
o to Mction rea_d.i'_ly in.conditions pf'mbﬂp warfare and to px_'oduce tt;e

* necessary codes to serve rapid electri’cal encipherment, transmission,

43. Secret Supplement to the Annual Report, 27 August 1935; -
Revised Code Product.lon Program, L Aprll 1935.

p . ==
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and to withstand attack in an age of expert'crﬁtan:alysis. Not only
;was the code production prég:aﬁ accelerated and hastened to comp}e—
A tiqn before an actual émefgenéy arosé, but also imprqveﬁentSVWere
devised for the édabtation of the tabulatihg machines to mény
'cryptologic usages. For example, a method of scrambllng a set of
ordered carda to produce a random arrangement by means of a device
invented by the Chief of the SIS and his first a351stant, greatly

' . : increased the amount of time saved through the use of the machlnes.h4

‘De Code and Cipher Compilation 1930-1939

. As a result of the reviéion of the cod; p?oduction’ﬁrogram end
the transfer of the control of the funds for printing and binding to
the Chief SignaIJOffice;, the sum available to the Signaillntglligencg

‘Section for thié work was greater than had originally been énticipated. ' |

The ea£imétes,'however, were never rea;ized in the éétﬁal allotment of

' . funds.r Alfhough it was understood that the ﬁar Department Budget -

l Officer had approved $12,000‘for this pﬁrpoeg for the Fiscal Year 1935,
~the aangnﬁ actually tfansferred to £he-Chigf.Signal Officer from the |
-allotmeni of The Adjutant General waé on}y 810,500.45 By the autum :
of 1934, the-status'og the godg production program, as'approveg 22 March
1933, and revised by later.changes in the system df secfet'and-confidén-

tial eryptographic communication, was very dif ferent ffqn that which had -

L. Revised Code Production Program, 4 April 1935.

L5. Membraﬁdum.for The Adjutant General from the Executive Officer;
‘!. 0CSig0, Subject: .Printing and Binding ‘Funds for Codes, 17 July
' 1934 (spsIs 111.), i
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originally been devised, -

The Wer Department Staff Code No. 1 (WDSC-l),'Was printed

- originally in 1932 in an edlt.ion of 300 copies at a cost for print-

- ing amd bindlng of $11+,768 29. It was a two=-part code in two volumee.
‘_-.Ten ‘months were required for printing and binding this code, whl_le

. its ccmpilatlon in mnuscript form had requlred the services of four

cryptographers and two typists for over ten months. 'J.lj.e entire ed:_LtJ.on

46

'The War Degartment Staff Code No. 2 (?DSC—2) had been comp:.led

and prlnt.ed :Ln 1919‘*7 as Military Intelllzence Code No. ) (MI=9) in

an edition of 208 copies at a cost of 511,001.59. It Was also a secret-,

' two-part code, of which five copies had been issued to the military

attachés in London, ParJ.s, Berlm, Rome, and Tokyo. According to the -
' 8

report of the Military Attache in Tokyo, 'his copy had been destroyed“k

:ln the earthquake and flre of 1923 and the other four were recalled m'

1930, In 1932 its tlt.le page was changed to War Department Staff Code

No. 2 and a Bupplement, covering new terms, names of persone and places,

L6, Hemorandum for Major John H. Lindt from Major S. B. Akin, 24

. . September 1934 (SPSIS 111); Memorandum to Assistant Chief of
Staff, G-2, from Executive Officer, 0C3igO, 27 Feburary 1933
(sPsIs 111). :

- 47. See Volume Two, Chapter II. . : ;

48, Because the destructlon of this copy could not be proven beyond

& shadow of doubt the edition vas not reissued but held in reserve
until a replacement (WDSC-3) could be prepared and prmted.

4
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and types of equipment to make the vocabulary current was prepared

in June 1938 at a cost of $231.44 and 1nserted in the orlglnal

R

edition. The entire edition was placed in secrct storage in the . W E:

. Office of‘the Chief Slvnal Officer, as an emergency reserve for 7 . 7 i%l

LS Y
't

WDSC-1 unt il -WDSC-3 could be prlni:ed.'l‘9

I AT T

o _ : 0 .
The old Military Intelligence Code No. - (Ml-s)s of which an -

:};. edition of 800 copies had been printed in 1918 at a cost of $7,169.83,

lwas still ueed"by corps area and departmeht commande;s and‘military. £ B E
SR :i'attacheé:in War Department eommunicatiens. "It also served fer the

’ ‘exchange of-militéry-entelligence, The Adjutant Geeeral.had destro§ed
121 copies as unserviceable and 600 copies wefe.skill in storage in

1934« The editlon was then revised for conver31on 1nto har Departmert

Goutideritial Code No. 1 (WDCC-1) and provided with a new title page and, ;

eeupplement. The eopies outstanding were recalled-and the new cipher
device_(Type M-138), was issued for cr}ptog}aphing secret meesages
between corps eree agd'de;ertment camanders and the Var Depar?meﬁb. | ; ‘ : o
"It was planned thét vhen WDSC;B and VIDSC-4 vere printed, the first
' distribution of WDCC-1 would be made.”t WDCC-1 had been suthorized )
‘under the rev1sed plan for the dlstrlbutlon of codes and clphers. The
--.converted code was designed for use Wlth a c1pher system then belng : 3 o 8

devised. This system operated by means of frequehtly-changed key words,'

~

9. Memorandum for Major John H. Lindt from Major S. B. Alkin, 24, September B
193L4; Inclosure: Revised Code Production Program, Par. l. R

3 Nk . s ) H
.50, See Volume Twe, Chapter Y, 8 T i

M. 51, see note 49 o : g L (
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wh.lch could be issued in t.he form of a single sheet at quarterly or

2
3 sennannual perlods .5

.* 7 Militsry Intelligence Codo No, 10 (MI-10) printed in 1927, ‘in

. " an edition of 120 copies at a _cost of $3,000, vas another.secret two=- @
B : £
part code. The entire edition was stored awaltlng :Lnltlal dlstrlbu-‘

tion when a revised pla.nlwas effected. Mllltdry Intelllgence Code

. . No. 11 (MI-11) had been printed in 1933 at a cost of $1,474.12 for
. ' 200 copies. It was stored as the first feserve r_edition. ) In 1934

) L[il:.tarx Intelligence Code No. 12 (1!1-12) was in the process of being

L printed and dellvery was expected by t.he end of January 1935 53 .
: _ A1l three editions gi‘-the A.r-my Field Code (AFC) vgexe nearly

.'- ° . .complet.ed. AFC-1 had:bee-n ‘compiled Jn 1925, but w-as not printed

o 1 ; :'unt.il 1932,.at. a cost of $3,382.92. Both AFC-2 anci AFC-3 weré 1n

| __the‘pness in l93h. AFC-2 was to be .delivers;d by the middl:e of

i s,
.. December 1934, while dehvery on AFC-3 was expected by 1 March 1935."

,'. s : The Philippine editions of the Division F:Leld Code (DFC) were

| incomplete in 1934, The edition of DFC-5, printed in 1922 at.a cost -
‘o.f $9LO.5?;, ﬁas compromised ten years later, when the loss of one

.copy iﬁ the Ninth Corps Area was discovered. All outstanding éoplies
were then ijecalled and the edition was stgfad for use in z-si:ecial~

© oy

e
' 52, Ibid., Par. 6.

53. Ibid., Par. 2b..

o i 54, Ibid., Par. 3. L
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exercises or joint maneuvers. The reserve editioﬁ (DFC-9) was y, | |

. distributed for use in the department, following this compromise.

- had beén prir-1t;ed in 1926 at a‘cost' of $1,116.68. ALl but 2’?0 ' P
of tha 2,070 copies prlnted were lssued to.the Philippine Depar'tment . é’g *{

. ~ B
to the Hawaiian Department, to United Stgtea Army troops in Chipa, A 4 ii
and to the Ninﬁh Cgrps_Area; -ﬁFC-;l, printed in an edition of 2?OOd ;é

!} copieé in:l933, at a cosﬁ-df $806.78, beba@e the first reserve edition o ‘%?
o inlstofagg. Théléecqnd reserve edition (DFC-13)~was Scﬁedulgd f@% _ 'g
production in the Fis"calb Year 1935 énd was completed and printed in _-

? that yéar. The number;qf'resérye editions required by cﬁrrent war 3:
pianﬁ was then cc:rrlp.'i.et.«a.‘r)5 | L
"The _tl'n‘_;m editions destined for use in the Hawaiian Department _ "

.- had also been completed. DFC-6, printed in an editic;n of 2,000 copies

at a cost of $776.43 in 1922, had been dlst.rlbuted to t.he pertinent

bt i 2o

£
—tie

centers employ:.ng. that code. DFC-lO ‘was printed in 1926, in an edition

T

) s

. of 2,.000 copies at a cost -n;f $1,301,03. It was a reserve edition in

secret storage. .The .se'cor‘;d reseﬁe,' (DFC-12) wés completed-i_n 1933 at

a cost of $91+7 06.56 |
Two of the cont.lnenta.l editions of this code had been printed. f B!

DFC-7, printed in an ed:Lt,:Lon of 5,000 copies in 1923 at a cost of

$I,227.33, had been dis't_.'ributed to the communication centers in the . ‘g
Panama Canal Department and the Eighth Corps Area. Scme 4,950 copies iy
3 i N _ . ) g
55! Ibidl, pa.r‘ 6. ) o . ) :gl

-y

56. Ibid., pars Ts
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"~ form, because of the pressure of other work and the desirability of

57 Ibido, par. 8. s

- .58, Ibid., par. 9.

. .‘
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of this edition were still in storage. A second edition (DFC-8) of

which 5,000 copies were printed in 1924 at a cost of $1,250 was still

'in secret storage. In accordance with the production“schedule DFC-14-

was published in the Fiscal Year 1935.°7 g ¢y ™

S

The Air-Ground Liaison Code (AGL) was another of thé authorized | i

codes, the prodpction of which it was necessary to expedite. AGL;z,-;
printed in 1930 in a confidential edition of 14,000 copies at a

6oat of $136.85, had been partially distributed for trainiﬁg purposes,

‘but some 6,500 copies were still in secret storage. This code and

Fire Control Code No. 2 (FC=2) were printed on the obverse and
 reverse faces of the same sheet of cardboard. Under the revised.pla@,
- however, these codes were printed independently. - AGL-2 had been

.J authorized as a confidential code and was subject to frequent change,

which demanded new editions. FC-2, on the other hand, had been revised:

and improved in 1931. It was for official use only and was well

.standardized. Four editions of the AGL Code, which had also proved
 to be satisfactory, were scheduled for publication in the Fiscal Year

" 1935. It was decided,'however, to p;epare only'one edition in thé new

trying out the new vocabulary prior to printingrihe‘regerve editions.58

¥ An Air Force Command and Liaison ccde was considered necessary

for use by aircraft engaged in distant reconnaissance and tactical




_ it be revised or recalled.
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P

missione. It had not yet been approved 1or use, but was llstEd in

- .'the Tentative Cryptographic Securlty Manual. Four editions of this

code were scheduled,but it was not author;zed.59

Two editions of the Ceneral Address and Signature Code, author—

l-",t-_w-
PRt

-
i

ized several years prev1ously, had been produced. They worked sat~-

.. isfactorily enough, reducing telegraphic expenses considerably, but
2 s when the War Departmen§ in the interests of governmental eoOnomy,
* extended its telegraphio services to other departhents, the code

" proved to be unauited for-this type of traffic. As a result, the

General Address ard Signature Code was abandoned by 1934. This

h
was definitely a step in the wrong direction, for securlty in tlme of

war 13 greatly enhanced by such a code.

The Radlo Serv1oe Code had first been prepared and published in

'-1922,.in a confidential edition of 7,000 copies at a coet‘of_$1,550.

Of this edition, some 1,600 copies had been distributed for training.

By 1934 it was considered unsatisfactory and it was recommended that
- _

The old War Devartment Telegraph Code 1919 was still in service

“but was no longer used for secret messages. Some 60U0 copies had been

issued to the various posts and stations and additional copies vere

59, Ibid., 10

60'. Ibido F] lh“lﬁ L] -
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: - distributed as required. -

> Meanwhile the necessit'y for a publication contained the :ﬁost

. .f important déf;a relativé to authorized codes a;'ld ciphers had been

recognized, The Military Intelligence Division had prepared a

B2 3 mh
LML

rmanuscripi in 1931 tut befo.re‘ funds for ;;rinting it could be apﬁropriat—
‘ -ed, it had been necessa_ry..to .make cer.tain import.ént charié,es in _the'

. ‘system of c;:de's.;.and ciphers fdr usé v;vithin'.'.th_e Army and therefore to

. o ' ..reviée the manuscript.  This pi'oject ‘was aﬁt_horiéed in 193:'2 and under-

' . taken toward the clo_ae of the F_iscal Year 1933.62 By 193!,, a t.en_t_é.ltive-‘ '

.edition of the Cryptographic Security Manual (CSM-1) had been distribut-
" ed to all holders of secret codes.®3

. e . . 'The purpose of the manual was to giﬁe the minimum information

£

 essential to -the pr’ot.éct.ion and pi-opér handling af all secret and -

- confidential codes- and ciphers at all times, whether the ﬁation was

. B .-:‘at.. peace or war. | . . . : |
gt Ko The increased int‘er:‘ne.mtional tension in the lat;;er pa.:t of the . S
decade and the necessity for oo'i-'xcltﬁxii_ﬁg_ thé code production ;n:c;g,ram

in time to meet any emergency were the principal factors tlhat caused "

""an increase in the prihting and binding estimates after 1934, The

6l. Ibid., 14; see Chapter I. f ‘

.62. Supplement to Annual Report, 1933, p. 7-8.

. 63. Ibid., Revised Code Production Progrem, 4 April 1935, par. 16,
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The estimate far the Fiscal Year 1935 was $20,618 and that for the

succeeding year rose to 336,000. Yet the print,ihg of - WDSC-2 ard

. WDSC-4 had to be postponed because the funds allotted for 1936 amounted

to only $8,700. The original edition of. fidn e had cost $14,768. 29

-in 1932 and it was estimat.ed that. each of the two volumes requlred for

the rema:ming two would cost $9,OOO.6L By 1935 it was :eyident that the

principal reason for the failufe ‘to adher‘e.to the epproved code pro-

duction. program was t,he fact. that. sufflc:.ent funds to cover ‘the annual

requirexmnts under the program had never actually been made: avallable. :

Consequently, the shortages had t.o be made up in succeeding flscal. years.
From yea.r to year codee scheddled co be mrinted were poet'pone.d.

Estimates were made,’ allotments were cut, codes were rescheduled. In

1935 it was estlmated that $21, hOO would be required for the F:wcal

(]

Year 1937 and in the succeedmg years $35,050 would be sufficlent to ‘
complete the ent:u-e program 66 In 1937, the sum of 517 LOO was available.
A reduced estimate of $l9,600 with a balance oi’ $10,450 was requlred to ‘
complet.e the program. The sum available for 1938 was $15,000 a.reduc—
tion from the $16,£.;00| allotted., ‘ By 1939 the estimate wae 424,600 with

which it wee proposed to print all of the remaining codes excepting

L. Estimate for Printing and Binding, Fiscal Year 1936, 18 Sept ember
1934 (SPSIS 111). .

654 Revised Code Production Program, 4 April 1935. .

6. Memorandum for Colonel Stanley from Major H. L. P. King,
18 October 1935 (SPSIS 111).

i
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WDSC~4. By this time the rapid‘progress'made'on thp'Cohvprter ﬁ-lBh ‘
indicated'that it would Serve the‘purposes for which VDSC-4 was intended
and that the productlon of that code mlght be deferred.67r

' The publication o£ authorlzed codes was not the. only 1tem in the
estimatea for prlntlng and.blndlng and their preparatlon was pot the

only cryptographic burden on the personnel of the Slgnal Intelllgence

‘Serv1ce. In addition to autPDrized‘codes, vhich were expanded in

number as M—Day appeared more imminent, c1pher keys, c1pher alphabets, .

‘. and pamphlets of instructlons for the’ codes, clpher gy stems,' and cipher

"devices had to be prepared, published, and distributed.

E. Secret Army-Navy Intercommunication

- The only means for secret interccmnmniéation between the Army and

~ Navy in Joint exercises in 1934 was the old Army-Navy Cipher No. the

68
multigraph edition of which had‘been distributed in 1925, Thia was

. ‘ €9 .
unsuitable for heavy traffic.' In 1931 in collaboraﬁlon Wlth the Code

and Signal Section of the Navy, a clpher system had been developed for

~ use between the two services, It was used with the Cipher Device

(Typa'Mth), which was finally recommended by the J01nt Board as a sub-

stitute for the code book which had been authorlzed and cpmpiled but

. never printed.70‘-

(s

67. Estimates for Funds for Code Produchion for the Fiscal Year 1939,
© 27 July 1937 (sSPsSIS ks 1 I . "

68, See Chapter I,

69. Revised Code Production Program, L, April 1935, Par. 4.

-70. Supplemental Report to Annual Report of the Chief Signal Offlcer,
Fiscal Year 193l (sm;c&als 1) aPraRacy . Soisima e
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-

- It was concluded that. a cipher device was bett.er adapted for t.he

) purpose tha.n a code and exper.unents were inltlated by both the Army

and the Navy to develop a more practical instrument. An 1.mproved model

.- of Type M-% was construct.ed and tested to determlne its adaptability,

It was found to be superior to the old one, although further rodii‘lcatlons

were .desirable for increasing the speed of operatlon.n After the

development of the M=138 it was substltuted for the M-9l+.7

Cooperation between the two services had also included Joint
experimente with aircraft codes. In 1933 an expermental edlt.n.on of

an aircraft code, Tentatlve Alrcraft Code No, 1, for use’ in joint

'Arnur-Navy operations, was authorized by the Jomt Board, It was pre=

'pared in an edition of 500 copies at a cost of $89.15 from Signal Corpe

funds and distributed by the Signal School to cerbaln headquarters vhere
Joint exercises were conduct.ed ‘at frequent intervalss After service
teste the necessary modificat:.ons were made in a second edition 73

An equivalent code, Tentative A:chraft Slgnal Book No. 4, was produced

and iseued by the Navy. Both codes were used side by side to deﬁemu‘.ne

their relative merits., 4

7l. Supplement to the Annual Report of the Chief Signal Offlcer,
Fiscal Year 1933, Codes and Ciphers, (SPSIS 319.1), p.

72. Supplemert to the Annual Report of the Chief Signal Officer,
Fiscal Year 1936, 3 August 1936 (0CSig0 319.1), p. 21,

73.. Supplement to the Annual Report Fiscal Year 1933, ps T8
Revised Code Production Program, b, April 1935., par. 13.

74e Revised Code Producticn i’rogram, par, 13.

r
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F. The Development. of Cryptogravhlc Machlnery

Cne of the activities of the Code and Clpher Section, Office of
the Chief Signal Offlcer, was, as has been related in Chapter I, con-
cerned with . the development. of automatlc cryptographic machmery. -
Thia initial experlmentation vas cont.lnued by the Signal Intelligence

Service after 1930 and work was also done on the mprgvement_. of the

hand-operatad cipher devices. - ® ' % |
. ® g & = oy

The Cipher Device Type M=94 had been used extensively since 192'3 _

‘and an improved model was produced in 1931. As - origma.'l_ly developed,

this deviceqhad been based on cryptographlc pra.ncn.ples worked out by

: Colonel Parker Hit-t75 which had been adapted to practical use by
' resea.rches conducted by Lleutenant Colonel Joserph O. Mauborgne when
) Chisf of the Engineerlng and .Resea.rch Division, Office of the Chief |
‘Signal Officer, during; World War:.I. Essentially, the device was a
. series of disl:s fastened together on a central shai‘t., with the pos~
‘- sibility of rearra.ngmg the order' of the disks at will, On the cd reun-

" ference of the disks were stamped mixed cipher alphabets. In the ‘model

as originally adopted, these disks were made of met.al and the alphabets

: could not be changed m.thout. manufacturlng new disks, In the improved '

e model an dttempt wes made to paste strlpe of paper on the circl.mi‘erence,

3 'ao that the cipher alphabets might be changed more readlly.

A new device, Type M-138, was developed, procured in limited

~ quantity, thoroughly tested, and finally approved in 1935, . It employed

.75+ On the relation of H—% to devices by Thomas Jefferson and Bazeries,
" see Chapter I o iy
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changeable Paper-strip alphabetba, which for the ;ﬁqrpose of encipher-

ment were inserted in channels on a metal base, Attempts were made

'_‘_ - to get the ‘Aliq.minum Company of America to mariufac_:tuz"e the se devices

> but they were unable to do so. In the end, Price Brot hers, a .gmall

firm in Frederick, Maryland, wag induced to at

tempt to make the devices

¥ alphabets coulg be changed in relation to the volume of the traffic,

Placed in operation on 1 July 1935. This devi

ce was also employed By
77 '

* the Navy,

]

- By 1938, a new cipher cieviée, ‘Type M~161, was being developed to - -

- Provide a small machine for use in combat operations, It was, however P

 never Put into production and for it the =209 (Hagelin) machine wag sub—

 stituted before the out.breéj-c. o-,t‘ the War. The first mention of the

."f- developmeqt of the 'M-l_él in the files is contained in g statemérrt by

od '76. Later, the Aluminum Company of Americg did manufact&re metallice

77. Secret Supplement to the Annual Report, Fiscal Year 1935, Par, 33
-Supplement to the Annual Report, Fiscal. Year 1936, p. 21l; Revised

A pamphlet of instructions WwWas issued to all holders and the system was )

[ MR
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Major S. B. Akin:’8

he greatest importance that early efforts be .

It is of ¢
-devoted to' the Production of a means of rapidly encoding,-cnypto~
grathing ang decryptographing messages fop: :

~Aviation ,
Mechanized units . _ : :
Front line (inraqtryhartillery_liaison) units,
Has the field been fully explored for a rapid mechanized °
Mmeans of the required size and weight? I consider this far
¥ .= more important at this time thap machines for the use’of rear

. -'__'_‘A

To tﬁis,‘Mr. Friedman rep&ie& in a ;irst indoréement:, "yg have
- nothing but Cipher-Device M;9h; and Air—Qround LiaisodlCode yo._z.ﬂ
Tha_next itgm in the file is a_ﬁémorandum from Major Henry L, f. King
+ Yo Mr. Friedman, dated 28 Septemper 1935: o
' | Please let me have a ﬁritten report on the statuys of‘tga:
. device for cryptographing and decnyptographing messages for

aviation, Rechanized units ang front line units that Col,  Akin
directed you to devise in hig April 24th memo, ;

- .The reply (30 September 1935) was as follows: .

P At the time of my lst ind. to Col, Akins' memp of April 24
. Was written, I had in mind a small device which, however, did not
‘produce a written record, I understood that a device which doeg
- not produce a written record will .not be considered, because of
impracticability of having to write down by hand the results of
operation of the device, . : ¥

I think this case should be considered as arﬁhase of project
-. recently set up under title Converter Type No, M-161.

By Oct. 5 I expect to hand in draft specifications ang gﬁaWings
covering a modifieq Convertep Tyve M=134-T-2 79 vhich will
“become the basis of Converter Type M=161, It can-readily be used as
’ a basis for discussion with R & D with Labs, '

78+ R&W, Major S, B. Akin to William F. Friedman, 24 April-193s,

79. On this machine, see below,

80. A ncte by Mr., Friedmsin (27 January 1938): w1t did not, howsver,n

| ~ b,




 reply:

’Action 5 (Major King ﬁo-Mr.

=g
i\

:73_Action 6 dated 3 Oétober’l935 and s

_ Action 3 of the paper just quoted (

- asked the Question:

-5 development oo the M-161 to be
*ﬂ;' tion,

-One form of the device

will meet the
tics of M-161.

The Cryptographic principle ig such that a

e fixed ins allations is merely an extension
ic Yo The principal difference between

" a machine for small, mobile stati and one for large,
: es in the printing op recording

» Simple.

military churacterig—

- mechanism, Fop the M=161 we
: device not Necessaril
"5 have a large, sturdy, electrically OPerated typenritep lika the
'+ clectromatic, The small i

: Printer st be worked °§f’ and I have
: -'ﬁ_w}; What I think are practical 4 ine, . ,

Friedman, 3 October 1935) is as follows:

o - Please noﬁe'2nd Par Col Aking basic memp--a1) vork in a
modification of the M=134~T-2 must be Suspended if the work

development of the M-161, consider the
the most important Project now

interferes with the

before your sec

igned by Hr. Friedman is as follows:

< models, And

develorment of
ct before My section at the

. S Possible and am most
start be made, I would 1like very much to talk

he LABS, ang ant going to hang in
ober 5, for your action,

See Mr. Friedman'sg note i ' i

n the margin (27 Tanuary 193g); "This
. describeg 3 Mmachine which qig -

did not become M-161 but is novi assigneqd

A more recent note widerneath (3 August 1944 )
8ays: MBecame lFlBA—C_SIGABA." See below, '

Beosice

.

—

SPOGSE— p1o
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The Military Characteristics of the proposed cipher machine, to
which the nomenclature M-161 had been given, vere set up as follows:

1. This machins should be designed for the fundamental
purpose of .enciphering and deciphering messages with speed,
accuracy, and security equal to that of the present DIVlSlon
Field Code or better. :

2.‘ It should coneist of a single unit, combining a 26-
element keyboard -and an indicating device making a printed or:
written record, either in tape or page form. ’

3, The weight of the machine including its carrylnv case |

- should not exceed 15 pounds. It should be rugged in constructioch,

capable of withstanding the Jarring incident to its belng carrled
and used in the vehlcles for which intended.

4. The apparatus should be mechanlcally,operated so far
. as possible, but electrical circuits for effecting the crypto-
graphic substitution are .admissible. The record may be made by
- mechanical, electrical or chemical agencies not requirmng the
use of carrying of liquids for development .

v 5. The minimum speed of operation in enciphering and
- recording or deciphering and recording should be approximately
60 characters per minute; the optimum speed would be 150
characters per minute, .

6. The device ‘should-be-operated in any position and
should require the services of a single operator for maximum
operating speed. The operation should be simple enough so
that an average enlisted man can be trained to operate the .
device efficiently after one day's instruction. .. -

These were forwarded'td the Laboratories by Lieutencnt - Colonel Roger

B, Colton for the Acting Chief Sjgnal Officer on 10 September 1935.°

' " Though a letter of Major W. S. Rumbough to the Research'end Develop—

ment Division dated 8 Novenber 1935 stated that the Secretary of War

had approved the military characteristics end that the  papers were being

I e o ¥ L Xt
Al -fT%{P 5“#1“

'r'r"‘l u!.*@}‘ f*‘ ""‘
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-

forwarded to the Signal Corps Laboratories for study and comment, the
T . ' ‘ 8 1
- Papers were not actually so forwarded until 6 April 1936, 2 and before
that date the sum of $250 had been allotted to the Laboratories for
‘ e . e
preliminary work on the M~161 and the design submitted by Mr. Friedman B
.. was. being 'studied by the Patent $ection.83
The matter was now in the hands of the Signal Corps Laboratories
. and work was progressing there but upon what liﬂés the Signél intelligence
' " Service did not know: compare the fol_].owing. quotation from a routn{ng
and work sheet dated 10 September 1936 from William F. Friedman to the
‘Chief, War Plans and Training Division:
_ .- 1+ In connection with development of autamatic cipher
' ' machinery, sbout 1 1/2 years have gone by since this section
§)  submitted sketches of a machine which offers great possibilities
"o 7" not only for fixed station message centers but also.for small,
~ . ¢ mobile units. ‘This case has been assigned. the type number
M=161. Funds were ectablished in current budget for its develop=
ment but I do not think anything has yet been done on it.
: : 2. Is it possible that this development could be let by
'_ ) contract to a commercial firm like 'E or GE? In this connection
. 1 Would like to point out that the Navy has given up trying to
develop apparatus of this kind at their -labs or shops and are
committed to policy of outside development., *
- Action 3 on this was as follows:
' " Comments of SCL are attached. It appears there is little if
- anything to gain, by farming ocut this development, even if funds

" were available, and they are not without discharging a portion of
the staff. ’ - '

82.° Mar.ginal note by Mr. Friedman.

1[4

. 83. Chief, Research and Dévelopment Divisicn, to the Chief Signal Officer,
22 Jamary 1936, first indorsement to letter of Major Rumbough to the
B Research and Development Division, asking what action had been taken.

A I o S I 7 S am U hpu e i
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Nearly a year later, the Signal -Intelligence Service had still
not learned mich about the Work on the M-161 in the Signal Corps
. Laboratories: 84

, - In connection with the development of Convertsr Type M=161 R
© 1t is understood that this Project has been assigned B priority &
- and that work has been initiated and is pProgressing on same in -

‘the Signal Copps Laboratory. Informal attempts on our part to
ascertain the lines upon which the development is based have

' been unsuccessful., It is believed highly desirzble that the
Signal Intelligence Section be given an opportunity to examine!

. the proposed scheme and basic eryptographic principle before
e - any further work is done on the project; otherwise it may - ‘
>y ol - develop that considerable time and effort will be wasted, S ¥
‘ .Th_is Btimulatgd a letter to Lieﬁtenant Colonel William R. Blair at _ ‘ t

; % ‘ the Laboratories dated 30 July l'937 » signed by Lieuteghant Colonel -
4. Louis B, Bender., as follows:

. "=+, " The War Plans ard Training Divisionss is getting.a : _
(=" =" 138E1e concerned about the progress of Project 104, and : ‘ ]
S N without any cooperation on their part, If I am correctly

."informed, you are pursuing on this project a samewhat dif- g ? - - F
+ .~ ferent plan than was originally intended.: That fact does
.. . not appear from the reports to date, but it is my impression

. .- that I was so informed on some visit to the laboratory., I
” ;0w believe that the original plan contemplated some sort of |
- electrieal mechanism, for which you have since found what . -
.you think is an acceptable .mechanical solution.. I should like L

to be set straight on this subject in some detail.

I fear this Project may become a bone of ccntention between - H

- the laboratory and the Var Plans and Training Division, Naturally, ]
b . they feel that they have all the available knovledge on the A

> s 7.0 .- subject of ciphers and cipher machines. That being the case they
‘3.7 'a 0, b feel that advantage should be taken of their experience and know-
U S b ledge of this subjects On the other hard, Jou probably feel that
:7 . .- you should be free to use any design that appezrs to be most suit- , : i
4 i able to obtain the objectives that division may set up, . Aol

“8L, R&W from W. F. Friedman to Viar Plans ard Training Divisicn,
.. 15 July 1937, " 4 : :

p_ 85. That is, by the Signal Intelligence Service which was a part of
Q "7 . ~ the War Plans and Training Division, - )
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Colonel Blair replied on 3 August 1937 as follows:

I regret.that the War Plans & Training Division is
concerned about the progress of project é=~z on Converter
¥-1€1 and do not understand why they should feel that their.

- 1deas ‘and suggestions are not being given consideration at- 3
" the Laboratories. The idea that we are pursuing this project By
in a different manner than was originally intended is erronecus, - ‘

. The military characteristics for Converter M-161 are con~.
tained in' a letter from 0CSigO to The Adjutant General dated
- October 22, 1935, file 0CSig0O 413.52 (M-14l) subject "Military
~ Characteristics for Converter, Type M-161" from which is quoted
., 7. s.pare 1 d as follows: "The-apparatus should be mechanically |
D;" .‘._"';.,' ", g “r.,opera:ted so far as is possible but electrical circuits for !
11N - .effecting the cryptographic substitution are admissible. The ;
‘record may be made by mechanical » electrical or chemical agencies
o I © not requiring the use or carrying of liquids for development,"
"+ . The 2nd indorsemert to the above-mentioned letter from the
.- 0CSig0 to Director, Signal Corps Laboratories, dated November
.13, 1935, file 0CSig0 413.52 (M-161) 10-22-35, contained the
.. '+ . following instructions. "Your preliminary investigations of
’ *.. 7 -~ this project will be conducted with a view to arriving at a
;. + . " solution by the use of a strictly mechanical device or devices
£ ¢ . and without the aid of any electrical features."

The investigation directed by the 2nd indorsement mentioned
.~ above resulted in the conception of several mechanical solutions, _ i
.. These ideas .were not sufficiently developed at the time Mr. : 0
' ... Friedman last visited these Laboratories to justify discussion. I
: .- and presentation. It was felt that a number of details should
+ . be proved in drawing layouts and in construction form prior to
discussion.

= Work on the construction of the first service-test model

s+ .has been intermittent due to personnel being required for work

: ~on mrojects of a'higher priority. . Active work on project 6-a -

was not started until completion of the Converter ¥=134=C, In
.+ this connection, see lst indorsement, 0GSig0 .to-Director, Signal
Corps Laboratories, dated July 14, 1936, file 0CSigO=~111-FY 1937
(7-8-36). UViork on the Converter M-134=C was not campleted until

June 1, 1937. ) ,

; A preliminary proposal fcr‘a converter M-161 dated April 6, s -
W f g 1935, was submitted by Messrs Friedman and Rowlett by letter from
' : - 005ig0 to Director, Signal Corps Laboratories, dated April é, 1936,
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9 . subject "Inventions of Cryptographic Mechanisms—Messrs Friedman
« and Rowlett" with the statement "This is for your information,

% ... file and such use a4s ‘you may care to make of it. - Acknowledge-

... ment of receipt by indorsement is desired." . The device described
» ¢ in the practical counterpart of the Converter M-134 without the
i, tape transmitter but substituting therefore -control commutators.
: - This proposal was given consideration but was not deemed a '

<

'+ “! mechanical solution as outlined in the military characteristics

L
¥ A

4 .1 and directive contained in second indorsement of November 13,
). 1121935, mentioned above, | : -

.
W

i . The drawings far the building of the first service-test ,
-, -“model of the Converter M-161 are about 75% complete. Some con= |
= 3.5 struction work of minor parts for the service-test model has
“. ":been completed and it is the plan of these Laboratories to have -.
. v. the first- service-test model completed for service test about -
"< April 1938, : j .

5" Pt Y We would be pleased to have Major Rumbougﬁ, Mr. Ffiedmah
i *or any other representative of the War Plans and Training

"‘Z":gg_-iffnivisioh visit the Laboratories and acquaint themselves with the

vdrawings and layouts and the progress which has been made on

ﬁ};_';z‘their development to date. It must be understood, of course,

- that our developmernt work is definitely guided and limited by

./ the military characteristics set up. Any discussion of the

. " 'project not falling within the military characteristics ‘set

.. up or that does not come to us as a directive or an authorized
" u.modification of the military characteristics, while it may be

.. %" > helpful, may not properly be incorporated in the desigr. -In

b

' »view of the work that has been done on this project in accord
.- .~ With present directive ard the great probability that an

‘., . “'entirely successful mechanical device will result, I should
g »-regard a change in directive at this tinme as unfortunate

"o . f indeeds It would not only delay the project but would set

- aside a large amount of good work that we could 411 afford

" to waste in this way. " However if it appears wise to you to
- ¢ authorize a change in the military characteristics of this

., device, the sooner they are changed the better. il

In accordance with the suggestion contained in the letter just

2 - quoted at length, Major Reeder and Mr. Friedmen visited the Labordtories

. onl 0ctober-1937 and as-a result of this conferenée, "two devices -

o
.’I ¢
5 1
I

k)
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1

representative of the cryptogréphic_possibilities of the Converter

=Lf;f; M—lél" were sent to the Signal Intelligence Servico.86 On 29 April

: 193 the Director of the Signal Corps Laboratories wrote as follows: F- ¥
: The ccnstruction of the uubject machine [the M-161] has ; :%gg'-

.reached the stage where prellmlnary and ‘improvised tests are
'foasible. In these tests it is found that the machine func-
tions satisfactorily in the encipherment and decipherment ‘of

, ‘messages but that certain modiricatlons and reflnements are.
o desirable . . o" |
".To this a second indorsement dated 13 June 1938 reports that "Converter
M%lél and the tape numbering machine are belng dellvered." Three days
later tha Laboratories reported87 that prior to that da*e a totul of.-
$10 025.90 had been spent on the development of the M-1641 and that 1t
- was eatimated that Mélél-T-z would require an add1tiona1 v?,AIB in the
naxt Fiscal Year (1939).

A security stLdy of the Mhlél as developed by the Slgnal Corps

: Laboratoriea could now be made. It was assumed that the enemy had

f

e captured one of the machlnes and therefore knew of its construction,

. 'Two messages were prépared-with indicators'enciphered‘by a system

| unknown to the'orjptaﬁalysts who made the study. * The probable-word

”"f'method was used as a point of attack: it was assumed that the word

l:'“infantryﬁ.appeéred in both moesages. In the first message the word

g was not found but it was found, in 30 minutes! tlme, in the secord.

. 86,-" Letter of Dlrector, Slgnal Corpa Laboratories, to the Chief Signal

f Officer, dated 7 October 1937,

- 87. Director, Slgnal Corps Laboratorles to Chief Signal Officer, 16 June
1938, :




VI. - Cryptographic Progress 1930-1939 ‘ 250

¢ b
.{ N it
\ Lot # . L : " -
5 A X ST voung % ; ” A ]

i :’.. Having found the a.asumed word, the correct. initial setting o

of t}ie

‘machine was determined in 15 minutes and the rest of the message Was

B deciphered by means of the machlne itself. Sqlut.ion of the other

‘}- meaaage req\nred approximately three hours, owing -to the number of

v"; ‘ l‘ _" % ".l
..‘- ‘.‘n":"ﬁ,
e ‘j probable ‘words tried. "The 'degree of securlty

at afforded by our present clpher dev1ce

ai‘fofded by this machine

is conaiderably less than th
o -""'-',T;rpe H?'%-"SB SR L o, g & CE L
Before this security study was made, however, the S:Lgnal Int.el—-

: .""‘5.&:-” 1i@nce “Service had begun nesotlations which ultimstely led to the

! 1'-adopt.:'t.cm, mth mod:.flcat.lons, of a clpher device oriamally invented

N
3 ~ Because it was belleved t.hat the

i % solution to the problem ‘than the

X one which had been developed by the Signal Corps Laboratories, the
o 17 August 1938 as follows:

; Tn view of that' report (i.e. the security study] no further .
% ; development work will be u.ndertaken om this project pending
- results obtained with the Hegelin Cryptographer type B-3€0,
“for which you are negotiating purchase. The funds remaining to
' the credit of this project after that purchase will be reallocated

wto other projects on your program following your recomaepdations
. on this subject. _

anuary 1933 , a model (M=134=T1) of an automat:.c

“7ﬁ¢Mmmu%uw
Cfi =k e |- L5
;cipher device was completed. In this machine the stepping of the code

B. Bender to the Director Signal

g e aa.. Letter of Lieutenant Colonel L.
inclosing the securlty\-study

' ' i‘_ S Corpa Laboratories, 12 July 1938,
g T LT <t reporte .

6 0 ’L "89.'-"'FF1;'.st indorsement to letter of 16
.I’ T ‘

Juns 1938, 2 |




b, ___Cryptographic Progress 1930'-1939 - 251

V1% oe - wheels was very irregulargo and under the control of a keying tape. ‘

a . vl
P Electric control had thue m.ade its flret appearance!l Tests- demonstret-

ed that thie machine was rella.ble but certain limtations :Ln the speed E

of its operation--it used only one - rotor, the keying element bemg exteznal _"
,l' ‘ and supplied by a tape which could be fed into the machine i as desu-ed—- ' ’

indicated that .further improvements were needed. The design was

l_ '_‘.:',_';.modified and submitted to the Signal Corps Laboratories for further-

development. The necessity for such a device had become extremely

I

" urgent because the time required to encode and decede messages had

2
become a bottleneck in practically all headquarters.9

. ‘ ‘ After further modl.fication, a very ei‘ficlent automatic cipher machine
D_ i :,3' ,. (Type M—ljh-TZ) was complef ed in May 193!“ A five=rotor arrangement

} ' 83 wae insta]led the external tape being still used for supplymg the keymg

P

element. The device .was deeigned to be con.nected dircctly to an el ectrical

J

' "' typewriter. Primarily for field use, it cambined an electrlcal and a
mechanicel device for automatic encipherment and dec1pherment' the ma.nual

" _' opera.ticn of a keyboard acted'to print a cryptographic resulta.nt. The i

B maeh:lne attained a speed of fram 30 to 40 words per minute J.n encipher—

W2

! .. ment and declphermept. This speed was far more rapid than had been ;

3

i 790, " In.g cryptographic device or machine, secquty is dlrectly
.. . » proportionate to the degree [ & 1rregula.r1ty in the keying element,

91.‘_ On 25 July 1933 the Chief Signal Officer filed a patent applica-

tion (Serial No, 682 »096) on behalf of the inventor, Mr, William
- F. Fried.m.an "
. -'E ..' L ; . - o
’ 92. Supplement to the Annual Report of the Chief Signal Officer, Fiscal
Q . Year 1935, Par. 1 h, p. 8; Annual Report of the Signal Intelligence -
: Section, Fiscal Ym,g_.g_xg‘ Para . kffams o e o ) o D% o

-
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achieved by tha use of any code bouk. In addition, the cryptographic
principle of the machine provided the highest degreo of 5ucuriby.93

A contrect was placed with the firm of &allaﬁo and Tié;hén,
Belléville, lew Jersey,1§ relatiwaly:small and 1nndequa£el;#éqﬁippod
mamifacturer, for thoze ;onvcrtura.gh Shortly before 15 Juﬁql935,'
while this contract 4as being negotlated, ¥r. Frank B. Rowlett, tfan
principal anéiatnnt to Mr. Priednan, concolved the idea which con=

( stitutes the basis of the
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R
-t
L g

in the design, dospite urfent recoimendsticns by kr. Fried=an that

hs do 8o The Chief Signal Officor took the position that in viuw

of ths ayproaching energoncy, it was better to bo supptisd rf’"%th actusl
aachinen of scacwitat inforler design thsn to huve no machino&fét ull,

Shortly after tnlg, in Octobar 1935, Licutenant J. . Yenger, WN,

of thie Cods and Sipgnad Sesetisn of the Mavy, asproached the Signul .atel-

(N

li;ence fervice with a request for assistanes in dosdgning the crypto-
grarhic prineiplos of a new machine, the Havy veing thona digsatisilied

with the degres of scourity afforded by their Mark I machine. Uith
a-proval of his suporiors, Mr. Frisdoan ravmledys the prineiples of
tte Rowlett-Friedzan lovention to tre Havy, buh ab that time those

5 . ’ .
rrinciples wore erparontl 68 not gulficient Anterest La the hwy

95. ‘Thisz was daw Lo varisus laval offleers on thraee occasiuns: Lrse

\ dutes wore w1 Ustotier, 31 Jelobar, cnd 1 liovember 1Y, .

Q G4 czording to a docurent by Captaln L. de falford, U N, onc ol Lio
fiicora «hn aier Lecaws ocauadnted with Lhe record o0 e

fowleli-rriadann Inventizn, shortly to be ciied, this was trus b

Lho Line,

L‘
-
o

B —
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=ity

~

Hav:Lng permltt.ed owrselves this dlgressa.on, we must now return to

the continuaticn of the story of the M=134=A at the point vhere we left

' off on page 252: the let.t.er of the contract to Wallace and- Tiernan.

In 1937, when a few of the M—lBA—A machlnes had been completed, two
‘were placed in the Slgnal Intelllgence Semrlce aud two were taken by
Ar, Friedman to Panama, Service tests were made, establishiri-g the fact
that these machlnes were successi‘ul. ¥’hen mere machines had been cor~

plet.ed, additional mstallations could be made. Accordingly, the

. Quartermaster General was requested to shlp seven Converters M-134-A

in the strong room of the United States Aruy Transport Republic on

. 15 November 1938. Two were to be delivered in Panama, cne in

: l1"|.'l "‘
‘-‘“?r*;v tﬁ‘??f ﬁ
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San Francisco and four in Honolulu. .Two of the latter would be later

shipped to Manila by the United States Army Transport‘Grant'bn 6

o :
March 1939.”" Mr. Friedman accompanied these converters as far as

l;j anolulu; In Panam;; San Francisco, and Honolulu, he set up the o i;g
converters and testedztheﬁ. " b g ® g = E . 4

G. Revision of Cryptographic Plans 1938-1939 = =

—— e —

; ¥
5 ; the Signal Intelligence Service carefully reexamined its means of
: 13,1 'cryptographic commnications in order that tho best nethods might be

I. fﬁ . As the possibliﬁy of a general Europcan war became more immikent,

available in the event of waf%

_}f 4 _ it was.foﬁnd that‘the;secret systems were too feﬁ and rnot’ dis--

; fributed ﬁideiy enough, 'Since_Seqret means of communication could not
.-}'Be exteﬁded to a great number of holders, lest the entire.system be

.jeopardized th&ough_increﬁsed traffic.and the greatef possibility of

’ .'I_ error, it was -mcessary tb prepare more secret syst_ems. a;nd give at .

" least one of them a wider distribution, %

'k,-- .', There was 6nly ane.confidential system. .Tbe ineiitable increase in

* “traffic after tﬁe'outbreak of war ﬁould enhance ;he possibility of so}ﬁ-

.tion. ‘A campromise dccurring at a single station would also involve the

. confidential communications of all stations to which the system had been

99. . The Chief Signal Officer to the Quartermaster Geuneral, Subject:
Shipment of Converters M-134, 10 October 1938 (spSIS 320.3).

100. Memorandum for The Adjutant General from the Chief Signal Officer,
’ Subject, Codes, 28 April 1938 (SPSIS 311.5) par. 2a.




103, Ibid., 2d.-
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issueds It was decided therefore to increase the number of con—_
fidéntiél sfétemsﬁlol

The majority of the systems were still too slow. 'Electrical

cammunications hed bec0me so rapld that any means of cr;ptographlnn ; igé

§

and decryptographlng thdt did not afford a speed at.lpasb commensur—

ate with th&t of the telegraph was ‘too slow for practlcal purposes.
& Impatientrcommanders, unw1lling to brooP a delay, might dlrect that
'-a: messages‘be sent in the clear, which would compromise sec?et systgms..
;;jiAThe most.immediatélnged, despite the.success of the c;yétogréfhic

" device MﬁlBS,'was.a more adequate means of cryptographing and decrypto-

graphing hsssageg automatically. Withouf such means it was believed that

communicat ion cQuld'not:bg'secret and meet the-~speed demanded by modern
%o - ; . : :

.7:??,Warfare. ~ The early adoption of a suitable device (U-161) was vecon-
:{l'.ﬁ- P o Danger to cryptographid-security lay in the fact.that no
‘;1 centralized agency con£rolled security procedures, It.ﬁaé récommended
y 2 :? tha£ sameone in'eagh‘hggdquarters be designated as Cryptographic

f;T'Security Ofgicer‘ﬁith tﬂe duty of supervising sécret and confidgntial

”‘I"communicaticns, noting violations of regulations, etc.

¥ 101,  Ibid., 2b,

' 102, Ibid., 2.
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Thus, it was concluded that sufficient new systems should be

authorized, so as to ﬁrevent the accumulation of large bodies of
intercepted traffic in ahy one Systém by foreign cryptanalytic

" bureaus. It was believed that this could be accomplished by the

adoption of a relatlvely small number of tasic cryptobraphlc pro- y

\

cedures or davices, variability belpg provided by the issue of’.

| ” -

104

For communicatlon between the War Department and corps areas,

;;Cipher Device HF138 would be used untll the Converter M-134 could

%" be introduced with ind1v1dualized keylng procedures. A sinilar

. secret systém would be. used between the War Depértmént-and over—

.seas departments and another between the War Department, corps '

. areas, and overseas departments where mére than one unit was con-

' J0hs * Tolies B

105

cerned,

Another secret system would be used between a larger grdup of

| holders including lower headquarters which at that time used the 2 b

Army Field Code in unenc1phered form. It was expected that the L913b

would be used in the futwre with individualized keying and the Aruy

' Field Code would be held in resorve. Messages to be repeated to

N boste, forts, camps, arsenals, and depots would require a diffé:ent

*

: 105,  Ibid., Plans for codes, Par. 1-3. : &
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- sidered suff1c1ently large to nece351tate a more eluborate dev1ce.
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g

system because the possibilify of compromises was too frequent under
the'existing arrangement; "The M=~138 was recommended for this type

of traffic, Though it was slow, the volume of traffic was not con-

- It was planned to use the M-138 with the existing Militari'

' Intelligence Code and an individualized keving procedure for secret

communicat ions between the War Department. and military attaches. . .

¢ Secrét conmunications of the Military Intelligence Division and -

between the Army and Navy would continue to use the HFlBB. The .

double-transposltion system would be used as an emergency secret

107

" system.107 . o e

:- For cohfidential communications, the Cipher Deviée M-161, then

: beiﬁg developed, was recommended. The ¥~9), would be used in such
:3messages with the Navy and Coast Guard. No change was contemplatéd

-ﬂin the Air Ground Liaison Code.l.Q8 For restrictea communicationS,-

r;the War Department Telegraph Code and Fire Control Code were still in

109

use and no changes were contemplated,

106-‘

106. Ibidl, PaI‘- ‘l—’ 6‘

107. Ibid., passim.

¥ 108, Ibid. . ' -

109, 1Ibid.
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| ficient flexibility had been retained, and critical analysis of the
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v

H. Conclusion
- Confronted with'a restricted budget and thc-difficuity'of'assﬁming
expanding respon.;ib;lltles with limited personnel the Signal Iqtel—
ligence Serv1cc, bulldlng on the old code—productlon program; had by

1939 placed the devalopment of mllltary cryptography on.a.surc;founda—

rt}on. ?he code-production pfogrém, in spite of revisions_and_post-

'ponemenis, was completed by the outbreak of Vorld War II;. Yet suf;

"program enabled the Service to adapt itself to the rapidly accelerd—

tlng pace of nulitary cryptography and its demands in an age of
electrical communication, The securlty of the -secret communlcatlons
of the United States Army was well protected.

.The demands of sec:eﬁ traffic for General Headquiarters of Armies

. and for_divicions had likewise been satisfied. Each had the means of
- communication for warfcrc both within the continentai'United States and
g in the ovefseas departmeﬁts. . The demards for speed and accuracy in the _
‘intensity of modern, mobile warfare had also'becn anticipated. Tabula-

: ting equipment had reduced the length of time and the nuﬁbér of personnei

required for the production of cbdcs'in the theaters of operation.

Improvements in automatic cipher machinery through the introduction of .

electrical devices had made 1t possible to predict with confidence that

. cryptographlc Operatlons would not delay the transm1551on of important

secret and confldentlal communications.,
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Indeed, the success of the Signal Intelligence Service appedrs not.

: to have been unheralded aljoa)cgd, despite the conf:.dentlal nat.ure of 1ts
work. In August 1935 the Code and Slgnal Section of the Ndvy and represen-
t.at.ives of the Office of the Chief S:.gnal Officer conferred on the matter

. of Japanese representatlves who were ns:.t.:m,g, forelgn countr:.es t,q study
cryptography and cryptanalysis. Their aim was to :merove their own .

' ,system of communications, stlmulated no doubt. by the revelations cf '1h\.
‘ . American Black Chamber. Measures were underta.l'.en to prevent the £

SN, =i%%. visitors from learning anything about the secure cipher machines@ made Q

by Hebernﬂoj

( r 73110, Edward Hebern was an American inventor who had patented a crypto-

£ * ﬂ} " graphic device using rotors. - This had been used by the Navy in

1 ”3;.4 e modificaticns of Hebern's work, developed by collaboration between
.,::;u-. #3¢ 2w the Navy and Hebern himself,. :




from the Military Intelligence Division to btie. Slgnal Corps_ had been the

, cryptanalytlc work, It was 1ndeed, precisely in the sphere of tralnlng

- ‘that MI-8 had been most deflclent. The limited amount of trainlng which
- nal Corps activity, not that of MI-&,

i duction of infonnation also reflected the reletlvely lower interest whlch
a-the War Department has in such 1nformatlon in a time of peace, In 'the
"wperlod 1919-1929, when the Var Department had with State Department sup-

'.'Qort maintained.MI—S,‘tneichief value had been'gained by the State. Depart-

- ment, so that when.the latter withdrew its subport in 1929, the true level

~of interest in the War Department was revealed, The difficulties encount-

ﬂ buted to the result, though had thls been the only factor, doubtless these

| rapid strldes since 1919. ' The experience of Vorld Viar I had sharpened

I

CHAPTER VII, SOLUTION AND TRAINING ACTIVITIES 1930-1939°

A The Training Progrem

One-of the basic reasons for the transfer of solution activities

deeire to concentrate more effectlvely on the tralnlng of personnel 1n

: ”ﬂlﬁﬁ‘

L

had been carried on under War Department auspices was the result of_Sigi

The change in emphasis from solution of immediate value in the pro-
; ,

ered in establishing facilities for adequate 1ntercept10n majy have ‘contri-

difficultles could have been surmounted by the Signal Corps.

As a matter of fact, the science of cryptography had been maklng &
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‘the interest of most governments in increasing the security of their
communications and the growing eryptographic maturity of the United
{29 ‘ , 4 States was probab;ll.y' only typical of what had.taken place in most of

- .the larger countries. A
! Moreover, American technolog:.cal advances in the use of" Amachmery

»_; e | : a.nd elect.ricity during t.he War and in the i'a.rst decade oi‘ t.he peace,

$ | ~ had made tra:.nlng which was adequate for the ta.sks conxront.mg crypt-

° :> 3"-';"'_analysts in 1918 wholly inadequate for those which were li.kely to be

| te involved in another conflict.

"In addition, it was probable ‘that after Yardley pub].i_shéd The

h f 3 ffmneriean Black Chamber in 1951, exr_en. teose ‘governments which had
° | l‘hitherto been backﬁard in the art wouid adopt. new methods for pre-
7 serving the security of their comnmnlcat.lons and develop ‘better crypt-
ographic bureaus. Action by the Jape.nese Governn_zent was certaln.ly to
‘be expected -8ince in Yardley's boo-k the solution of Japanesie s;;vstems
‘ g was eaeily the most sensational disclosure. ‘ - |
- Thus, it had now becoms imperative that an adequate force of cr'ypt.-

4 analysts be trained for a future war. Since this tralning could not be
obtained without contact with practical problems, it was out of the ques=-
t:-Lor; for the‘Sirgnal Inte]:jigence Service to '1ookr for its spec.ie'.l:lists out-

side the War Department.

¥’

{
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- B, The Training of Cryptanalysts

The four youhg cryptanlysts who had been employed.undef Civil

. Service regulations in 1930, Messers Rowlett, Kullback,_Sihkéi; and

Lo
Ry

" Hurt, began, under the tutelags of the Diréctdr_of the Sigﬁé};lntélli— 4
gence Service, their extended.training.in the various.aspedéé of the ﬁork f .
of the Signal Intelligence Sefvice.l They gave_early_promiéé of ability
-and thgir progress ip cryptanalysis was particularly éncour;giné; by

L1932 thgy were aléeady'preparéd to .conduct independent'résearch ié_this

‘ r;eld.z | ’

 The training which they received in c':I:ypta.nal‘ysisl was at first .

. o largely *_t.heo;'étical,' but a great mény practical Ipr;iti.lems wé;-e supplied
| .'by the large number,qf.cipher sjstems which were submitted by péfsons
. from many different parts of this country, and even from foreign -

cogntriea. Increased interest in;cryptOgraph§ had~£e§n aroused by the
. . . appearance in the'public press of various books and magazine articles‘ 7
' dealing with the subject. Amateur cryptogram societies were organiéed'

and syndicated cipher contests were conducted in various periodicals

and daily newspapers.

1., One of them (Rowlett) recalled in 1945 that owing to the stringency
.+ of space-he was at first given a table in "the vault", a room 1n '
the Munitions Building in which the exdsting stocks of reserve codes
were stored. - 2 ) : '

| 24 ~Supplemental Report to the Annual Report of the Chief Signal Officer,
Fiscal Year 1931 (SPSIS 319.1), ps 5. ' :
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o ' VII. 4 Solution and Tra.inin_g- Activities 19Y3U-1ysy ~4g

The Signal Intellige‘nce Section examinad all codes, ciphers ¢ W, -
cipher apparatus aubmltted to the Wa.r Department. for cons:LderdtJ.on a.nd

possible adoption in the mllitary service., Of the many submitted every

yea\"r_,_ only an extremely limited number (not over_ five) possessed suffi-

f ‘Em

cient merit even to warrant. ‘serious cpnsiderdtiod for —military?use. In
.. i:act the probability that persons outside the military servic;é m:“l.ghb §
< _'..Uinvant cryptographlc systems better than those actually in use became .
. ~ more then ever remote, The pr:i.nc:Lpal reason i‘or this lay in the i‘act
Vthat the majorlty of the :mventors had never had any experience in
military cry'ptography and: were not consc:Lous of the many difficult re-

quirementa that had to be fulfllled by systems adapted to mi].it.ary

usage. The invention of cryptographic syst.ems beca.me a profeSS].On in
( ' 3 - which only the highly sk.l.lled specialist could succeed.3 a3 £ _JI
| V In the event of an emergency the S:Lgnal Int.elligence Semce would
L _.'._not be .able to find in civil life trained specialists in either crypt-
. | e '.ography or cryptanalysis in sui‘flciedt numbers to meet the requlrement‘:s
' -“* of the -anticipdted expansibn. : 'Conséquently, it was necessarj .tp conduct
‘courses of instruction for carefully selected pe:;onnéi who, ‘as a result

of the training, would be available for .such duty'in ‘time’ of war,

3. -Ibid., p. h, Data. for Annual Report Yar Plans and Training Division;
.2 Auguat. 1932 (SPSIS 319.1). . _

Le Supplement to the Anmual’ Report, 1933, Pe De

‘,,ﬁ ’W%" ok
AT




Vile. Solution and Training_Activities.lQBO—Lﬁjg . l' 269

In recognition of the necessity for training'semelmembefs of the -
Signal Intelligence Section in the Jepanese'lenguage,'a special. course

.of instruction was begun in'September-l932. Mr. John B. Hurt ‘who was ' a

;5the Japanese expert of the section, taught +this course until the end of" ¥ {
_April 1933, three hours per week being devoted to it. Mr. Hurt became f;ﬂ ﬁ
ill in May and a' competent civmlian instructor had to be located to take . ;
his plaee.5 A former .colonel in the Imperial Russian Army, Mr.‘w. g
Ayvazoglou, now an American-citizen, took charge of the course on l_June ', ;
St L " s el rE g §

Co The Signal Intelligence School

In the thirties, the major portien of the training of a reservoir

A}

ef-qpelified military personnel, for eventual service in time of an ) ?
} ~emergency, was conducted through the Signal Intelligence School, attached ?
. tothe Signal Intelligence Service and directed by Vr, William F. Friedman. ;

Vﬁf; The school grew out of provisions for the detail of a Regular Army offi- i
cer to the Signal Intelligence Service, but before it was established a
'atart had been made in the direction of treining by the pfepanation_of | - K
manuals, - . #, * 4

| K Ueing as a basis'his earlier lectures on.crnptography7 and crypt~ B

. -analjsie'in the.Signal School at Camp Vail (after 1925 Fort Monmouth), e

e 3

5, Mémorandum to the Assistant Chief of Staff, (-2, from.the Executive
Officer, Office of -the Chief 'Signal Officer, 13 May 1933.

6. Memorandum to the Assistant Chief of Staff, G-2, from the Executive
Officer, Office of the Chief Signal Officer, 20 May 1933. .

'o-mli"— il oty

7o See.Chapter I. . : yoay, 9 78
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the first time in cryptological literature ‘these courées‘preéédted

dered form and represented ploneer work in crjptographlc instruction,

10 9 Solution and Training Aptivities 1930-1939 ) 270

- Mr. Friedmap prepared tfaihing manuals in these subjects ‘which by

1930 were used in connection with Army Extension Courses, offered

primarily to reserve officers with a cryptolqgidal‘interest.'?For

-Jfﬂgk?

the basic princ1ples and methods of crjptography in a loglcally or-

W

The texts prepared were ElEmenta:g Military Cryptozrgghy (1930) and

Advanced Military nggtbgraghx (1931). They became the standard

"7 treatises on the subjéct and.were offered té the Army at large.B

:Ef. ‘In 1935, the Army Exten51on Courses were carefully rev1sed to

. keep them abreast of the’ latest research in cryptology, and new pro-
" blems were added, They were sent'to The Adjutant General for publi-
"catlon but were proofread by the staff of the school. “The manuscript

 of two special texts, coverlng the first two of a series of tén sub-

courses in cryptanaly31s, were also wrltten in the same year. They

were designed to fonn_the basis for lesson assignments in this sub-

‘Ject and were, when published (1938), the only texts of their ldind,

They were much more complete and detalled than Training Pamphlet No.

" 3 then used by the Army, Navy, and Coast Guard, and represented fif-

feen years of cumulated experience and research in

‘6; Annual Report of the Chief Signal Ofxlcar, 1930 Supplemental Report

to Annual Report 1931, Ps S

(LA S “-M
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‘:érytenalysis.g
, A second objectlve of the training program of the Signal Intelli- '

gence School was to give junior officers in the Signal Corps actual

instruction and experience in all phases of Signal 1ntelligence work

'H‘

“In addition to the two-week course for' officere, which the Chief of i
‘the Signal Intelligence Section ponducted at the Signal School, Fort ' ¢
Monmouth , a eimilar-course in cryptography was conducted in 1920 for

' 'fyit " reserve officers in the Signal Intelligence School in the Office of

P L e T

. the Chief Signal Qfficer, ‘It was attended by 13 carefully selected
?Signal Reserve and Military Intelligence Reserve Officers and one .

,- .lspecial student ass1gned to the course by the U. S. Coast Guard.l0
- In the next year, authority was requested for the annual detail

- of one specially selected junior Signal Corps officer as a student in :

", « Da Signal Intelligence Section, Major Accomplishments, Fiscal Year
8 1935, Par, 6. The following texts were prepared. - .

1. Elements of Cryptanalysis (1924) «
‘2, Elementary Lilitary Cryptography (1935, 19A3)
3¢ Advanced Military Cryptography (1935, 1943).
Lo Military Cryptanalysis, Part 1 (1938, 1942). 3 ‘ ‘ ~
5. Military Cryptanalysis, Part II (1938 1941, 1943).

Milltary Cryptanalysis, Part IIT (1939, 2nd ed., 1939). 3
'70 Militarx_Cryptanalx;is Part IV (l9hl).

tau 10, Annual Report, 2 ¢ (2), p. 6.
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the Signal Intélligenoe Schools: This request as approvéd by The

Adjutant General on 11 October 1930, was as follows: .

1. Roference is made to your letter of August 22 1930

- pubject: Honor Courses in Service Schools [ (A. G 352. Ol)
(8~18-30) Misces (c)], in which, under Paragraph 6, there appears

as one of the suggested study courses that of "godes and ciphers',
2, So far as this office is aware there is no civilian or
military institution in this country at which special courses

are conducted in the compilation, application, handling, or solu-

tion of military codes and ciphers, It is true that at certain

" of the service schools some instruction in code work is- givan, but

this is very fragmentary and nowhere is there given adequate in=
struction in either compilation ér solution of codes and ciphers.,
It is also true that from 1922 to 1929, inclusive, there was given
annually at the Signal School, Fort Monmouth, -a subcourse in Mili-

- tary Cryptography covering approximately twelve hours of lecture

; f} and ciphers .and the preparation and detection of secret inks. As a

and class room work and fifteen to thirty hours of home work, but
this subcourse is no longer to be givens At best it could cover

only some of the broad and more general features of code work but
could not go into detail on account of the limited time available,

-  3¢ A recent change in Army Regulations (Change Noe 1, A+ R.
105=5 of May 10, 1929) assigns to the Chief Signal Officer very ‘-
important responsibilities in connection with the solution of codes

result of this added responsibility there has recently been organ=-
izediin this office a Signal Intelligence Service under which all

- .work connected with secret communications is concentrated.’ Among-

these activities is that of instruction of military personnel and
civilian personnel of the War Department in cryptography and allied -
subjecta.

The Chief Signal Officer to The Adjutant General, Subject: Detail -

of Officers for Instruction in Cryptography, 2 October 1930 (AG

- 352.01 10=2-20, Misc.; AGO, 10=4=30 to G=3). This letter was

‘signed by Colonel Ge Eo Kumpe, Executives

"
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Regular courses of instruction are to be conducted for Reserve
Officers and certain of the Army Extension Courses are to be
. administered and conducted directly by this office,. In order
to accomplish this instruction efficiently, much time and labor
has been expended in the prepdratlon of training courses.

[

Le While a certain amount of valuable 1nstructlon in these
subjects can be conducted by the correspondence method, the time &
required to become at all proficient with the udmlnlstratlve and "
technical details of the operation of an efficient Signal Intelli- -
gence Service 1s far beyond that available to officers engaged in

- other works Moreover, much of the more complicated material is of
AR such a nature that it does not lend itself readily to absorption
. _ by the correspondence method, It should also be recognized that
° . - the training of commissioned personnel for duty in this important
service ought not be left a matter of individual inclination -or
idiosyncrasy., During time of war, sufficient experienced com=
missioned personnel at least to administer this service in an
- efficient manner, if not to engage in its technical control, will
be unavailable unless a logical program for their 1nstruction is

- ' - established and conducted in the same manner as is the case with
. other military subjects. :

S5e Thls offlce has given considerable thought to thls matter
and submits the following recommendations:

o (1) That one Signal Corps officer, not above the .
5 Trey grade of lst Lieutenant, be detailed annually to this
= g " office for full year's instruction in the compilation

. & : - of codes and ciphers, the sclution of codes and ciphers,
the operation of radio intercept and radio goniometric

organiﬂations, and the preparation and detection of
gecret inks,

(2) That the officer so detailed should not be con- -
sidered as an addition to the guota of commissioned per-. )
sonnel assigned to the Office of the Chief Signal Officer,"
but solely as a student on the same basis as other officers
attending institutions of learning in the capacity of stu-

dents, He should have no duties other than those connected
with hie studies, -

(3) That, if this project be approved, the first of- .
ficers selected for this duty be chosen in time to commence -
instruction by June 1, 1931, the course to be completed by
June 1, 1932,

8 T ks AL “"hﬂ}h %'e J‘ L
i cﬁi# H,;g i :
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~ First Iieutenant Mark Rhoads, Slgnal Corps, vas the first officer
t6 be so d.etailad.l2 He reported on 8 September 1931 for a year's*
.trginiﬁg, Heanmhile, arrangements had been made for the assmgnment
of First Iiautenant J. Ce Sherr,13 Signal Corps, as a language stu- .
Vzadent in Japan for four years. He sailed in August 1931, The-plan was = e
that he should. upon. completlng hls studles 1n Japan return to the ‘
. Signal Intelligence School for cryptanalytlc tralnlng. Thls plan was
° " carried out. |
' ﬁf-:._ 'By‘the'céhclusion.of the Fiséai Year 1932, it was evident thaﬁ
.ﬁwi’- f .] one year was hardly sufflclent to provide the requlred 1n5tructlon
| and authority was requested to extend the course,to two yeara. The

L

 basic document is as follows:

{;55'5:.'j'r 12, In 1935 Captain Rhoads was sent to the Philippines but soon after-
LA A E wards contracted an illness which forced his retirement from the -
T T Army. He ultimately recovered from this illness but in spite of .
. ' : + -repeated requests for a return to active duty, both by Captain
° g% peAEa Rhoads and the Signal Intelligence Service, no change in status
;@ ' : - was permitted by the Surgeon General. In January 1944, however,
T Captain Rhoads became Assistant Director of Communications Re-

: ‘ search in the Signal Securlty Agsncy with the status of civilian
employee, : ; g

#5 | 13, Colonel Sherr served during the early part of the War in the
%, ™ ~.' % . Philippines but was killed in September 1943 as a result of an
AT airplane accident while on temporary duty in India,

AUMnt 0T 1he  Acting Chief Signal Officer of the Army to The Adjutant General,
L Subject, Detail of Signal Corps Officers for Instruction in :

f.. .. Cryptography (0CSigO 210.6 Gen), approved in lst Indorsement, 29 -

St o W April 1932 (AG 350,01, 4-23-32, Misc. Cu)s . :

1 i‘-‘e"‘*‘, ?ﬂ'ﬁ"ﬁ ”"‘ . ) s A _.. o
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Reference is made to a letter deted October 2, 1930 from
this office, subject as indicated above, and to your in-
dorsement dated October 11, 1930, [A.Ge 35201 (10-2-30) Misc,
"Ce] in which approval was granted for the establishment of a--
one-year’ course of instruction to be given at this office in
the various phases of the work of the signal intelligence service.
In accordance with the aforementioned authority, 1st Lieut, Mark

:‘S.'Rhoada, Signal Corps, was selected as the first student for

this one-year detail and he began the course on September 6, 1931,

2« The above-mentioned officer has proved to be an Ept.

+i* 'student and this office considers his selection as having been’
.. " thoroughly satisfactory., Despite a most consistent application

to duty, however, it has become apparent that one year is hardly

. - sufficient to cover the ground contemplated by this office when

the course was projected and authority to establish it &s a one-

- year course was requested, The 'seven months that have been spent

stems, and these have by no means yet been covered in a manner con=-.

sldered adequate by this office, No time has been devoted to the
analysis of any code systems, which represents a most important
phase of modern military cryptography; neither has there. been any .
time as yet for the study of radio intercept and goniometric
operations, nor of the preparation, use and detection 6f secret

inks, It is obvious that the failure to make a closer approxima- -
‘tlon of the time required to wover the ground is occasioned by :
‘the fact that this course has never been given before, and that

' ‘NO course even remotely similar fo it is to be found at any
,  civilian institution in this country,

" mo leave of absence whatever, It is felt, however, that the nature

3¢ iIt is estimated that at least two months' additional time
should be devoted to the study of cipher machines; six months to
the study of code systems; two months to the study of radio in-
tercept and goniometric operations, and one month to the-study of
secret inks. Such a schedule would require the present student's

continuation on this duty until about April 1, 1933, allowing for

" of the work and the degree of concentration required are such that

- period of at least one month, Hence, allowing for one month's leave, -

by about May 1, 1933(

‘no officer should be expected to subject himself to this type of

mental strain for more than nine consecutive months, without a rest

the present studerit could be .expected to cover the ground intended

-

-
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Le In view of the foregoing situation, this office re-
quests authority to extend the present course until about May
.~ 1, 1933, and to establish it as a regular two-year course on
. the same basis as the two-year courses pursued by officers
 attending civilian institutions. The course should commence
" in September, should allow for one months leave of absence
during the next summer,- and then reppen to continue untll a- 5
_ bout the followlng May, : , ; . g

5. In view of the short period of time now avaxlable
for decision as to the subjects to which the remainder of
the ‘present student officer's time should be devoted, it is
requested that action on the recommendations made in para-
graph 4 be expedlted. No additional funds are involved.’

Iieutenant Rhoads was continued as a second year student in :

"the school and a second student officer, First Lieutenant V. Preston

‘fg COrderman, was aelected as the first year student. 15 It was proposed

3

“that upon the ccmplation of his second year, Lie.utena'nt Rhoads would
~ * be replaced by another student., Thus, there were always two officers
'=‘pureuing this Bpecial course, one in his first year,. and the other a

; aecond year student.

The experience of Iieutenant Rhoads in his two years of trainlng

.reflected the variety of training in ell aspects of signal intelli-
l-l gence work which was offered in the eeheol at that time. He spent
.f.eevenlmonths on 61 cipher problems, six months on code problems, four

.'i'amonthe in the study of cipher machines, three and a half months in

- 15, Colonel W, Preston Ceae:man served as Chief, Signal Security

- Agency, and as Commanding Officer, Second Signal Service Batta-
lion, from 1 February 1943 to 31 March 1946, For much of this
period he was also Chief, Signal 3ecurity Branch, Office of the

- Chief Signal Officer, and Commanding Officer, Arllngton Hall
Station, and he held the temporary grade of Brigadier General
" from 18 June 1945 to 31 March 1946, -

- rl .
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code compilation and administrative problems, and two weeks on secret
* inks, During his #econd year, he studied Japanese with Mr, Hurt for

" three hours a week ' for eiéht montha and took an elementary course in .

ol
11 o1/ AT

-:'Russian at the Départmenh:of Agriculture for two hours aEﬁéek fof'
'{‘_.; 'f- eight months.l7' ‘ ’“/f: | ' : . e ;E' '
In addltion to the two Signal Corps officers trained in the Sig-
‘ - nal Intelligence S_chool, reserve officers also attended the sc_hool_ ba-
if o  1 ~fween 1929 and 1933. During this period Signal Reserve éffibers, bili- -
) _tary Intelligence Reserve Offlcars, and one Coast Guard Offlcer were

o

ordered to active duty for a pericd of two weeks, The nuzber in attend-

‘_ ‘ ~ ance each year was as follows:
L w3 ' , , Milltary :
g e . Signal Intelligence - United States
N : Year Reserve . ~ _ Reserve Coast Guard
- ' , 1929 5 - x :
£ @ 8T : 1930 8 - : R : L
' BRI S .. ;. . ; No funds available
(] 1932 3 2 '
b ; 1933 ~ 3 . 2

. The number of‘pergonnél completing the Extension Subcourses fram

1931 to 1933 was as follows:

Year . Sig. C. Sig. Res. Nat. Guard M. I. Res. Other

. 1931 2 3

1832 ° 3. .-6 1 - _
2 i

1933 2 - 15 ®

17+ The Chief Signal Offlcer from First Lieutenant Mark RhOdds
Subject: Report Covering Course in Codes and Ciphers, 28 July

e . ' 1933 (SPSIS-201 Mark Rhoads).




:'airable for more of their time to be devoted to current rssearch ac-

" Regular Army Officer (First Lieutenant W.—P:gséon Corderman) was detall-

ViI, Solution and Training Activities 1930-1939 - _oma

~ Until the summer of 193&, instruction-in cryptology was conducted
by civilian parsonnel of the Signal Intelligence Sectlon, in addition

to other dntles, but by November 1933, it was already consldered de-

tivities, ‘The ‘assignment of a Regular Army Officer as an_inspructor:

; ﬂ“iﬁﬁq
S g

was requested for this reason and because it would permit theiexpan— )

sion of the extension and resident coursés., Flnally it was hoped that

‘the assignment of Regular Amy personnel would render the Signal Intelll- v !

gence Service less_dependent on c1v1llan personnel.l8 In July l93h,

-

ed as instructor and the school was formally organized as a ééparate and

distinct unit. War Department restrictions limited the number of officers

assigned to duty in thhington and only one officer was detailed as a

. ;;\_studant in the Fiscal Year 1935, and it was recommended thit as increase

“in the mumber of student officers bg,authorized.19 In 1935 the number

was increased to two,;iﬁ addition to the instructpf, but appointments

were to be méds every two years, instead of annually as before, so‘that

the aVeragernum.ber.of officers per year was still only one. This move

made it possible to give identical courses to both officers, instead of

18, Memorandum for Major John. B.'ngan, G—2, L Nbvember 1933 (SPSIS
353, 16). . ,

19, Secret Supplement to the Anmal Reﬁort, 1935, Secs 11T, Pare ls
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20-

anddcoqferences, and visits of inspection, - The schedule of courses

- was as follows: 1

4 September 1934 to 4 dpril 1935 - ;

Analysis of cipher Problems, with special emphasis
i . 2 April 1935 to 23 December 1935 . L '
@R : ~ 4nalysis of code problens, consisting of both one~part
ity of the Division Fielq Code wus studied. Some
ness Machines to code_problams Was imparted,

2 Jamuary 1936 to 29 February 193¢ .,
¥81s of cipher devices and mechanisms,. including
the Wheatstone Device, the M=94, the Kryha Machine,
and the IT&T Machine, '

~ Two courses were given in thé Japanese lahguage.‘

 ;2 March 1935 to 30 June 1935
‘ hours per week

1 September 1 to 29 February 1934

hours per week

" Dre Abraham Sinkov, Dr. Solomon Kullback and Lieutenant Mark Rhoads ex-

: 20. Supplement to the Anmual Report, 1936, p. 2; The Adjutant Génefal
~ to the Chief Signal Officer, Subject: Quota of Students at the

Cryptographic and Signal Intelligence School, 8 October‘1§§5-—
(SPSIS 353) g .
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- and the work of the Prdvisionél Radio Intelligence Detachm.eht,21 |

l933-l93h (one lecture), Visits of dinspection were made to the

Accounting Division,. Public Works Agency, to witness the operation

of'busine:s machinery, 9 November 1934, and the United Sﬁaﬁes Coast

Guard Monitoring Station, Fort funt, Virgiats; on 12 November 1934,
' In this periaq First Iiaﬁtenant We Preston‘Cofdernmn served as
Tastructor and First Lieutensnt Harpod Go Miller,?? g4 .701 Corps,

and Lisutenant (3o go) Leonard T, Jones, USCG, were ﬁhe regular stu-

dents, In'addition, Captain Edward Jde iu"cgwsalz3 and First Lieutenant
Ulrich S..Iq,ronazl+ of the Militar& Intelligence Reserve, and Capta;n

J._B._Mathews, 2 Captain Ware, and Captain Cooper of the Signal Re-

- 8erve receiyed instruction in the gnal&sié of cipher brqbiems auring
',jzrtheir two-week tours of active duty in ﬁéy and Augus£. Thres othér
‘persons, two staff-sergeants, and Mr, Pickering, of the Department of
. Juqtice,.receive& instrﬁction in cryptography.26

X 21, On this topic, see balow._

#2. - Colonel Miller served in Furope during World Var IT,

23, Captain (afterwards ma jor) Edward J. Vogel was from 1913 to 1945
- Officer in Charge of the Special Examination Unit, ‘Signal Security
Agency, except for a period of detached duty in the European Theater,

'24.I.Captain Lyons (aftarWafds Major) served int he Signal Security

- Agency in 1942 and 1943{

© 25+ Lieutenant Colonel g, B. Mathews vas Administrative Officer at

Arlington Hall Station until 1 February 1943,

26, Signal Intelligence School during period September 4, 1934~ "
February 29, 1934 (SPSIs 352)., _ '

& A bigite
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]

Some of the students were exchanged with the Federal Bureau of

InVasﬁiéation,'nhioh afforded‘Signal-Inteliigence‘personnel facilities

.and instruction in document examination, In return-FBI personnel re-

ceived instruction in cryptography and cryptanalysis., Thisfoooperotion

was found to be mutualiy advahtageous.

The question of the removal of the Slgnal Intelligence School from

‘f.thhlngton to Fort Monmouth was con51dered flrst in 1934. thle the
ﬁ; school was located. in'Washington, it was not a part of the Offlce of
;  the Chief Slgnal Officer, but rather an act1v1ty conducted under his
v supervision, "because of the 1mpract1cabillty of prov1ding alsewnere

. adequate facillties in the way of secret material and qualified per-

sonnel.“27 Hence, it was considered adv1sable, in 1934, that the Slg—

:- nal Intelligence School should be- kept 1n‘uash1ngton "until -actual,

3* worklng 51gnal 1ntelllgence units" were established elsewhere.28

- Following the establishment of a signal 1ntelllgenca detachment

: at Fort Mbnmouth however, the question of moving the school to Fort
+ ‘Monmouth appeared no more feasible, It vas considered to be function-

.+ ing satisfactorily at that time in the Office of the Chief Signal Oificer,

i. 27+ Memorandum for the Chiof of Staff from Brigadier General Alfred T.

Smith, Subject: Cryptoeraphic and Signal Intelligence School, 11
September 1933 (SPSIS. 352). v

‘28. Memorandum on Signal Intelligence.School; 23 February 1934 (SPSIS -
(A 352)' ' .

L s e et sar
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 the Signal Intelligence School mdde it necessary flnally to remove it ; =

" School is as follows:

29, Memorandum for the Chief Signal Officer from Major W. S. Rumbough

 30. . The Adjutant General to the Chief Slgnal Offlcer, Subject° Signal

VII. = Solution and Training Activities 1930-1939 ngn

and its removal would be detrimental to the training of’ the students

and 1nstructor, 9‘ but the plan of the Chlef Signal Officer to augment )

to Fort Monmouth, where it could also train enlisted personnel There-

'fore, on 7 September 1939 The Adjutant General approved its trensfer

from Weshlngton, effectlve during the Flscal Year 19&1.3 The train-

- ot offlcera was retalned in Washlngton as a responslblllty of the Sig-

nal Intelligence Service. The list of offlcers in the Signal Intelligence

The $ignal Intelligence School
Officers in Attendance 71

Dates R Students o Instructors «

Sept., 1931 - First Lieutenant Mark Rhoads We F. Friedman

"~ June. 1933

* June 1932 -~ First Iieutenant We Preston ~We-F. Friedman
'June 1934 Corderman '

‘ ISept. l93h - First Lleutenant Harrod G. Miller  First lLieutenant W, _ o
. June 1936 Lieutenant Leonard T. Jones . Preston Corderman-

g Aug. 1936 - First Lieutenant George A. Bicher ' Captain H. G. Miller
~June 1938 First lieutenant Charles B, Brown ’

2 J
Subject: location of the Signal Intellinence School, 6 February

1936 (SPSIS 352),

. Intelligence Service, 7 September 1939 (SPSIS 352).

‘31, This 1list is based on material in SPSIS 201, and-SPSIS 352,16,
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Dates ' Students - Insturctorsr'i

"Aug, 1938 - First Lieutenant J. C. Sherr . Captain G. A. Bicher

June 1940  First Lieutenant H. G. Hayes ‘ I

Aug, 1940 - Captain Harold Doud
7 Dec.1941  First Lieutenant E, F. Cook
. - ILieutenant Rhoade, USCG

¥ ; . Dy The éggx_kmateur Radio S stem e

Since 1925 the Office of the Chief Slgnal Officer had conduct-

~ed tralnlng of and malntained cloee connections with the Amerlcan

“a

Radio Relay lLeague, In 192A the Signal Corps School recommended
that the members of this leadlng organizatlon of amateure should be

affiliated with the Army The plan was approved 28 September 1925

and a net control etetlon vas set up at Fort Monmouth in charge of

an Army liaison officer. An amateur in each Corps area was to ini-

: tiete the plan, organlze a net, and kesp records of its activities,

Many membere resmgned after the inltlal enthu31aem had dlmlnlshed

but the plan was revived in Januery 1929., The Army net control
- station was moved to Washlngton. The Amy Amateur Radio System ren-
‘:-dered valuable assistance in rellef in dlsastere, cooperating with

‘the American Red Cross, Starting with a small membershlp, the number

of those interested increased steadily until, in 1939, there were

3,700 members , 2

32, Courtney R. Hall, Develonment of the Office. of the Chief Sipgnal

Officer, Part 1, 1917-1943. (Control Approved Symbol SPSE0-100,
Project D-1. Hlstorlcal Section Field Office, Special Adtivitias
Branch, Office" Service Division, Office of the Chief Signal Officer),

290

Pe 22,

Captain H, G, Hayes

.
. = : s e 4
[ IP—
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g1t B _ This organ.lza.tlon also proved its valuein experlmental work and
W _' tests, under the Var Plans and Training Div151on. News of these actlv-—

“ities was reported 1n ‘the Signal Corps Bulletln and QST the organ of '

s S

. the American ‘Radio Relay Lea.gue. Instructlon :Ln t,he use- of codes and . .ﬁ’{

| ciphers was added to the tralnlng aspect-of this programlln 1930. This .
had a decided value as a war time t.ra:Lnlng measure and inoraaaed tho 1nter- o
est of the Army a.mat.eurs in their avocatlon. A spec:.al clpher system was
prepared for use by the a.mateurs in conducting regular communications.

¢ | _‘ The venture was so successi‘ul that further training along these lines |

7 gave early promise of becom.ng an important part of the regular act.lv-

) . ' 'ities.33 Some of the amateurs were enrolled in the extension courses

Fa) 3 and demonstrated con31derable ability in cryptanalysis. A greater num-

- .-: ber were issued "Cipher Busters" cert:.flcates for solv:.ng cryptograms

: o -..- during the Fiscal Year 1937-31“ Ca.ptain Noma.n L. Ba.ldw:.n, who- had

. taken practically all of tho crypta.nalytlc course in add.xt:.on to his
s -regular duties 'nhlle stdtloned in t.he Offlce of the Chief Signa.l

‘Officer in 1931-19314., was in charge of this work..

33, Annual Report, 1930,

3k4e  Colonel Stanley 1. James to Chief Sn.gnal Oi‘flcer, Subjeot. Army-
5 Amateur Cryptanalystg, 24 February 1938 (SPSIS 311.5).

Y
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I

E. Cryptanalytic Research and Solution

‘:* | When the c1v1lian cryptanalysts became sufficiently’ expert in the
- eub,ject, epec1al research in cr;ptanalytic theory and procedure was | %
ft conducted. The result obtained wers embodied in classified technlcal g
papers for reference purposes and for the training of personnel Some |
, 1y of theee papers represented important advances in the appllcation of |
i &\ oomplex statistical- methods,’ Procedures were dev1sed for the solution
ti of the difficult double transpoeitlon cipher and for the ecientlflc
conetruction of penmutatlon tebles for code compllatlon.35
Studies were also made of various codes dev1eed by the Code Com_
pllatlon unit to determine’ the degree of their eecurlty. In one in-
vestigatlon it was concluded that the adJreeses and signatures of
| tactlcal messages should. either be omitted or be cryptographed by a
i{:j-. eyetem other than that used for the text of the messages. Steps were.
:;;: taken to ellmlnate this threat to cryptographlc securlty.36 ‘
ol O By 1935 a series of 20 technical papers. on cryptography and crypt—
analyele had- been published for a restricted dlstrlbutlon.37 The manu-
'eoripts of all of them were edited and a number of them were written by

the Chief of the SIS

:L:f‘.35. Supplement to the Annual Report, 1933, p. 8; Annual Report, 1933,
5 -p.s.‘ . :

: 36, Annual Report:, l93h; pare 2.

37o~ Signal Intelligence Section, Major Acpompliehmente, 4935, par. 5.
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by First Lieutenant J. Rives Childs, Report on German Hllitaxy

. h._
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| The series was as follows:

Ana5131s of a Mechanico-Electrical Cryptopraph Part il (193&).
Prepared by Willlam Fe Friedman,

General Solution of ADFGVX Cipher (193h) Based ‘on Elements of
Cryptanalysis, Signal Corps Training Pamphlet No 3 and a paper-

.

Ciphers., .- |

Permutation Tables InVOIV1qg a Feature of Non—TrdnSposabllltx

'(l93h). Prepared by Dr. Abraham Sinkov,

Dxistence of Alphabets Having-ﬂg Internal Repetitions (1934).

_ General Solution for the Double Transposition Cipher (1934).

Prepared by Dr. Solomon Kullback, based on earlier research

going back to 1921.

%grmutation Tables for the Most Important Commercial Codes
1934)

Principles of Solution of Cryptograms Produced by the I. T. &
T. Cipher Machine (l934¥: Based on the solution of messages
of the model installed in the Department of State, 1931.

German Military Ciphers from February to November 1918 (1935).
Based on report of First Lleutenant J. Rives Childs, prepared

‘in 1918,

The Principles of Indirect Symmetry of Position in Secondary
Alphabets and their Application in the Solution of Polyalphab-
etical Substitution- Glohers (19J_T Prepared bj villiam F.

‘Friedman,

V'The Index of Coinc1dence and Its Application in Cryptanalysis

(1935). Prepared by W. F. Friedman.

- Field Codes Used by the German Army uuring the World YVar (1935)

- Prepared by W. F. Friedman.

1.,

Statistical Methods in Cryptanalysis (1935).  Prepared by Dr.

Solomon Kullback.

‘ti l"'}:n ¥
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; .-x;j.m. Principles.of Solutlon of Milltary Field Codes Used by the SRR
: g3 Wergg g - German Angz in 1917 (1935) Based on a brochure by a British R .
* v Y. Officer of the Code Solving Sectlon, General Headquarters, o
O P e e a0 L Bl Expeditionary Force , 1918, . o
. ta s i = \

General Givierge (1931:,). Translated by John B. Hurt,

S . n, Course in Cryptography Translated from the French Tork of é "

S -

i O, Notes on the Liaison Service and the lLiaison Intelligence ' . '
p Service of the German Anmmy during the Vorld Var (1935).

& e 2 . Based on a report of Captain Philip B. '.'hitehead Fo A., o
Tl <Y preparad in 1919. =

s i 11319 of a. Mechanico-Electrical Cryptograph, Part II (1935)
.. Prepared by Willlam F., Friedman on the basis of tests _con-
. ducted in 1932, ’

4 -,-.Qe Report of Code Comp:.latlon Section, General Headguarters, - i

ke American Expeditionary Forces (1935), Prepared by Captain : i
st . .- Howard Re Barnes, SigC, in March 1919. o o : |

e N 1 . re Final Report of the Radio Intelligence Section, General ,
Al gy " Staff, General | Headquarters, American Expeditionary Forces,

i o ' Prepared by Lieutenant Colonel Frank Loonnan, General St.aff i i
gt Gorps, | |

. '. 8 .The Contribution of the C r@tograohic Bureaus in the Vorld

Litila 0 e War (1935)e Prepared by Yves Gylden and reprinted i‘rom the
Zoow £ Signal Corps Bulletin, 1933-1934 :
: T ¢

o g, T Further Agg]ication of thelPrinciples of Indirect §_mmetry

*" . - of Position in Secondary Alhabets (1935)s Prepared by

Frank B, Rowlstt » based on work bagun by William F,

Friedman in 1923,

g
¥ arg

s In the next quadrennium four other papers were added to this 1list:

A T Stud.ies in German Diplomatic Codes Employed During the World
~' . ‘War (1937). Prepared by Dr. Charles J, Mendelsohn, formerly
- .Captaln, Military Intelligence Division, General Staff based

‘on work in Washington (1918-1919).

c 4

|
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! _ .be An Encipherment of the German Dlplomatlc Code 7500 (1938)
' ' Prepared by Dr. Charles J. Mendelsohn.

Bl i =) . ce. The Zimmerman Telesram of January 16, 1917'and its crypt— i
. orraphic background (1938). Prepared by William F. Friedman T
and Dr. Charles J. Mendelsohn.
Firge ¢ S - @ Statistlcal Methods in Cryptanalysis (revised, 1938) - Pre--’
il R N pared by Dr. Solomon Kullback, - I

: In addition ﬁo the service réhdered other governﬁental.agenciés
';in the construction of special codes and ciphers adapted to thel;'
ftneedn, asaistance was also given them -in the solution of. many code and
r:ciphar messages and in testlng cipher machlnes which they were con-
aidoring for adoptlon. In 1930, for three months,_all of the personﬁel
;f;of the Signal Intelligence Sectlon collaborated with the Code and_S;gnal

i Seotion of the Navy Department in an attempt to solve certain Russian

oode cablegrams. These had been passed between the Amtorg Trading Cor-

ot -t ®
A vy

T A
3 ;iz' Ii' “"
’R*T‘.ilfporation in New York and to headquarters in Moscaw, and ‘had been

Sk
3

Al \. "_ i
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T %
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submitted by the Chairman of the House Committee engaged in the in- -
vestigation of Communist propaganda in the United States, The Naval
unit had already devoted three months to the study, w1thout success,

=
before the assistance of the Signal Intelllgence Sactlon was requested. igé :

T

.

There was a simllar lack of success in the joint efforts. Not a
laingle code telegram in the Ru551an language, passing between officials
i' -1; _ " of the. Foreign Office of ‘the Sov1et Un;on, had baen solved at this time.
” 7;_ On the basia_of authentic information, the code and c1pher systems employ-. >
- ed by the ETperial Russian d@varnment_were‘qonsidarediamong the most com;
; plicated‘aﬁd effective ih the world. The Soviet'ﬁegime had inherited and
I’ .f -;iimproved on these methods. It was considered doubtful 1n 1931, whethar
"any of these code telegrams could be read wlth'bhe 1nfonnatlon ava:.lable?9
:ilater it was learned that these messages were all sent in "one-time pad"
. .en cippenients of éode groups taken ffom a large code, For'thig type of
I’ 4  -* encipherment, properiy prepared and properly used by pryptographic'per—.
| l sonnel, no gEEEral solutlon is as yet known (1945) |
l In 1932 another prOJect was undertaken at the request of the Navy
:Dgpartment. ‘For gseven years the Code and Signal Section of the lavy had
_been engaged in the'developmeht of a #iphep machine which it was hoped
could_be adbpted for use throughout the service. .The device.had been

: designed by personnel of the Code and Signal Section in collaboration: -

39, Supplemental Report to Annual Report, 1931, pp. 6-7.
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with personnel at the Navy Yard in Washington and a civilian inventor
of long experience in the field,-Mr. Edward Hebern., The naval experts

were considerably impressed withthe seCurity of'their deviee and chal-

1lenged the Army to solve a set of test messabes. The machine was fur- .
nished and keying 1nstruct10ns but’ not with the key list (dally settings) .
itself, The c1pher texts of 55 messages w.:re also furnlshed together

" with their corresponding plain texts. In addltlon, the c1pher texts of

110 other messages, all'of the same cryptographic period as the'55 a-

d 7?,: bove-mentioned messages, were furnished, but without the plain texts.

The Signal Intell:.gence Service personnel were challenged even wn.th

all the foregoing material in their possession, to produce the‘solu-

‘tion to any one of the 110 cipher messages. In other words, it was in-

tended that the experts in the Signal Intelllgence Service would be

presented w1th condltlons even better than those usually present in at-

tempting to solve the 1ntercepted trafflc of a 31ngle day s operations,

‘Th;s Buggesta that the Naval experts were extremely confident in the

security of their new machine, for theyfpermitted the test to be made
under unusually favorable conditions.

The Signal Intelligence Service experts were successful in meet-

ihg this challenge. The indicator system was solved end a number of

" these messages read.ho As a result of this test, the Navy continued -

. 40+ See Analysis of a- Mechanlco—Electrlcal Cryptooraph Part 11

(1935), pe. 7, “for the details.

- M# Ty SupAy he Sl
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. to experiment with its machine in order to improve it.-

A second project waé_also undeftakgn in 1932 af»the request of

r

. the State Department. A hlghly complicated but well-built prlntlng- ‘

telegraph cipher machine had been developed by Colonel Parker Hith,

o,

xS retired Army offlcer who for many years had been regarded as one
“of the leading experts in the field of cryptography and cryﬁ%analy31s.hl
The machines had been proguged by the International Telephore and .
’ f} .. Telegraph Corporation ana installed in the State Department for a test.
. The Secretary of State, not having any cryptannlytlc staff, OfflClallj
requested the Secretary of War to make sultable cryptanalytlc studies
' o to ascertain the cryptographic efflciency of the new machine. In
o -y brdef to provide materiai'for the studies, ten ciphér mességes ehciph-
ered ?& the machine with settings not indicated were ;rovided. The
. messages were solved in scme céses-after only thirty minutes'.work
v.and it was concluded that practlcally any of the messages anc1phered
by the machlne c0uld be solved within a few hours. The 1nsecur1ty of
the mach;ne was thus adequately demonstrated.- It was also obvious to
the'intgrnétiénal Telephone and Té}egraph Corporation tﬁat the machine
was not secure and.further work on it was abandoned. _
y;‘ h. . The cryptanalytic skill of the SignalﬂInteiligence Safvice was put

to another test in 1935, The German inventor, Kfyha, had constructed a

- L1, On.Colonel. Ritt's undeniable contributions to the science of crypt-

ology in the early period, see the index to this and the two pre-

. ceding volumes, A
| - - 7, .
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. o cipher machine which had been OfflCl&lly adopted by several governments.

1 s

Aboa.’i‘d 1‘L'. had been heralded as absolutely indecipherable ‘and was brought
to the attention of the Chief Signal -Officer in February 1935 by an

_ K America.n i‘lrm which had purchased the American right.s to the mchme for ‘? :

a considerable sum of money. ‘After some correspondence, a teg,t mes—
. sage was submitted by the pﬁrchaser as a challenge of the accuracy of

o s rcertain‘ contentions made by the Signal Intelligence Service. Solution . | %

S—— iha

was acco_mp]ished by a team of three cryiatanalys.ts in a little more : ;i-it"!“

ot LA than one hour and was in the ma.ll mthln thrae hours of the receipt. of .5 l

. +the cryptOgram. The method of solutlon was embodied in a techm.cal
® . .= - .
[ 'paper.

L v 3 Cons:.derable asslstance was also g:wen to the Departmnnt of Agri-.

-_culture in 1932, in supplﬂng the Crop Report.lng Board with a set of
:-Icoda words with three-let.ter differences for telegraphic accuracy. The
' ° ' . . Department of Canmerce'was given'coopera.tion in the solution of com-

mercial messages referredto it by business houses, Continuous aid was

4

: given to the Coast Guard ‘Treasury Dapartment, in the solution of dif-

| icult c:r-_l,rl:ﬂ:,c>granw«h3

Fo Intercept Activity 1929-1939

""" . The Radio Act of 1927, in its regulation of radio communications in

" the United States through the Federal Radio Cdmmissi-on,- effectively

- ‘ | 42, Revised Code Production Program, Individual Mention of Machines, -
@ . Pars b; Suppletient to the Anmual Report, 1933.

W e L3 l.Annualr_l__i_eport, 1932 pe 9.




L 1 Solution and Traininp Activities 1930-1939 -, 293

;f: ' outlawed, the interception or divulging of information'reléting to the
. ' contepi;s of messages. In 1934, ”wher; the Federal Commmﬁca,lc.icns Com-
' | mission'was created and assumed the functions of the federal-ﬁadio ’
-l:.' ._._ Commiésion, the new legislation which wa# enacted did not relax the

| - rigid prqhibitioh of intercept activity,. The Cqmmunications Act of

J%?’ - 1934 contain the following provision:

Unauthorized publication or use of Communications

No person receiving or assisting in receiving) or trans-
. mitting, or assisting in transmitting, any interstate or for-
: , - -eign communication by wire or radio shall divulge or:publish
W T the existence, contents, substance; purport, effect, or mean-
J - ing thereof, except through authorized channels of transmission
e - or reception, to any person other than the addressee, his agent,
* qI’ : .~ or attorney, or to a person employed or authorized to forward
such communication to its destination, or to proper accounting
or distributing officers of the various communicating centers
! - : over which the communication may be passed, or the the master
43? £ ’ of a ship under whom he is serving, or in response to a sub- _
iy - posna issued by a court of competent Jurisdiction, or on demand
= "~ of other lawful authority; and no person not being authorized by
the sender shall intercept any communication and divulge or
: ‘E’ .~ . publish the existence, contents, substance, purport, effect, or
‘ : meaning of such intercepted communication to any person; and no
person not being entitled thereto shall receive or assist in re-
ceiving any interstate or foreign communication by wire or radio
. and use the same or any information therein contained for his
" own bensefit or for the benefit of another not emtitled thereto; '
and no person having received such intercepted communication or
having become acquainted with the contents, substance, purport,
- effect, or meaning of the same or any part thereof, knowing that
] such information was so obtained, shall divulge or publish the
= : ,  existence, contents, substance, purport, effect, or meaning of
o ’ "~ the same or any part thereof, or use the same or any information
therein contained for his own benefit or for the benefit of g
another not entitled thercto: Provided, that this section shall
not apply to the receiving, divulging, publishing, -of utilizing
the contents of any radio communication broadcast, or transmitted
by amateurs or others for the use of the general public, or re- -
lating to ships in distress.b®

Lhe  Communications AL |bg]Hude 135" 1904518652 4] Sec. 6C-5, L8 S_t.at.ilOB.
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: ﬂfﬁ Nevertheless, it was eeeential Ior purpoaes of training and the

-

.=‘development of improved equipment that intercept work should be under-
"teken. Even more important vas the necessity of having certein fixed

-.'etetione available in an emergency to undertake the interception of

enemy messages. Toward the end of the Fiscal Year 1931, the ccnetruc—

'\:, tion of an experimental intercept station was begun at Battery Cove,

Virginia. Tt was located in the vicinity of Wushingtcn, in an area
-where remotely controlled receivers of radio etetion VIAR served the

War Department Message Center in the Munitione Building. Its primary

o objective was to study the performance of certain recently developed

* Signal Intelligence Serv1ce.

high-speed radio receiVing equipment, but it. wee also to gather actual

intercept material i‘or the cryptana.lytic practice of personnel of the
_/
. In the same period aleo Colonel Joaeph 0. Meuborgne, then Signal

Officer in the Ninth Corps Area, established an unofficial intercept

R station in the basement of his home in California. He possessed an Z//

; ; automatic recording outfit vmich recorded the 1ntercepted texts on

- & tape which was then mailed to hashington. Some intercept activity

* was also carried .on 1n the Eighth Corps Area, the Panama Canal Depart-

"" ment ‘and the Philippine Department by very small radio intelligence

"IIhS. Supplemental Report to Annuel'Report,'l931.
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detachments, but these prov1ded the Signal Intelllcence Section with
only "a fair amount of material for research.“ Many of these mes- .

eages were also eol'ved.46 .,;& :

Mention should also be made of the establjehment in 1933 of a

ProviSional Radio Intelligence Detachment at Fort Monmouth, Flret

J'-. Lieutenant Mark Rhoads, Commanding. hmile relatively little trafflc '

,waa intercepted much reeearch and development in the field of radic

.Q:intelligence was carried tn.h7 ) )

By the close of 1937 it was ev1dent that. such 1ntercept resources
as the United States had developed might ehortly be called upon to
render actual service in war. In November of that year, it was.pro;"

" posed that a radio intercept station be established in tﬁshington to

..": be used for monitoring the radio channel carrying the bulk of the

ju_diplomatic traffic between'washington and New York 01ty, during the

twelve of fifteen hours of the day when the most interesting traffic

was being handled,

L6 Major Accomplishments, 1935, par. 10; Supplement to the Annual
. Reper't 1936, sec, 111, par. 5. . . :

.~h7. See Report on The Provisional Radio Intelligence Detachment for

the Period October 1, 1933 to October 17, 1933, a copy of which

i3 now ¢n file in the Office of the Director of Communications .
. Research, Signal Security Agency. During maneuvers in September
i 193h, Iieutenant RHoads served as a signal intelligence unit

(there were no others imvolved) for the Black Side., He succesded

- dn solving most, if not all, of the messages intercepted. This
was the first example of a 51gnal intelligence unit at work in’

the field since the First World War, as the Provisional Detach- d

ment was the first radio intelligence unit to operate since 1918,

o




determined,
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The proposﬁl involved the installation of raceiving'sets at Battery
Cove and the War Department Message Center,rthe installation of the

'S
necassary equlpmant in the Message Center, and the transfer to Wash-r

ington of two radlo operators of suitable qua.llf:I.c:au:.:n.c:ns.l'8

The War Plans and Trainlng Division of the Office of the Chlef

- Signal Officer, however, did not concur in the recommendat;on.f The

'-va;ue-of the proposed station at Washington was deemed not sufficient

- to justify the expensb'which.would amount to $5,408.20 initial costs

and a rental of $72 per month. The Signal Intalligence Section was

by this time receiving from other sources more intercept material than .

-

+1t could handle, and had indication of increased aCtivitylfor which

there was insufficient personnel.. The astatliahment of an intercept -

station at Fort Monmouth was already belng contemplated and it was

’ j:;l anticipated that it would be able to monltor the c1rcu1t suggested -

for the %mshington.statlon. Consequently, it was recommended that

. the plan for establishing a station at Washington be dropped, at

least until'the poésibilities of a station at Fort Monmouth had been -
L9 | ' ’

By 28 February 1938 the Signal Intelllgence Serv1ce was operat-

¥

ing six intercept statlons.

—

484" Memorandum for the Chief Signal Officer from Major W. S. Bumbough,
Subject: Proposal for Establishment of a Radio Intercept Station
in Waahinggon, 19 November 1937, parel.

Ll-go Ibido (] Ll»—5o
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'-'If‘ha Vinsta.llation of the station at, Fort Monmouth had i)een comp.lete;i.

Two ot.l‘lelr- shsblons: wore: #ek Al within the cont.ine;'lta.l.l}nited States;

' one in the Ninth Corps Area, was located at the Presidio of San - ;:
- Francisco, California, another .lwas_ established at Fort S‘é;.m‘Hpust.on _ 5
“in the Eighth Cérpa'Aréa. Authsrit.y }w.d"been,obte'tined in 1935 for )
| ‘the establishment of sighal inte!lligsnce detachments a:t t.h‘e.sgr s-ta- 2
' .. tions and in overseas departments. As soon a5 The increase in S.ignal

A , - Corps per&onnel permitted the o'rganiiation of 'such detachments they

o il
A2

ey _-" f were established in each of the three overseas dapart.ments; one at
‘T i .Quarry Heights in the Panama Canal Department ;50 one.at Manila, in
'\ gy ? . the Ph:l.l.’q:apin.‘xe‘De}pa.Vr’t.men{‘.;5l and one at Fort Shafter, in the Haweiian

' Depa.rtment...S . The int.eréepted messages were rt.raj.nsmitted to Washington

g "i‘or analysis by 'i-egisteréd sécret mail in weekly batéhes.53

On 26 Jamary 1938 the Signal Int.ell:.gence Detachment at Quarry

' | .. Helghts, Canal Zone, had been-directed to at.tempt ?.L;-hour :mtercept
iR activity. '

- -50. Dr. A. S:Lnkov was stationed there as crypta.na.lyst. See Section
41 . ., . Bfor fuller details, :

| _":;A_l‘. Si. This station had no axpert'cryptanalyst.

L * Sika Dr. S. ‘Kullback was the crypt.analyst here.

53 See Memoranda to each of these St,atlons fram the Chief Signal Offi-
. »7. . cer, 28 February 1938 (SPSIS 320.3); W. F, Friedman to Capte.in Mark
ik e e v Rhoads, 1Q 'October 1935 (SPSIS 201-Mark Rhoads)
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‘It was to give first priority to Japanese and Italian oiplonetic
traffic from Rome to'Tokyo;'witn a secondary emphasis'on'the same
type of traffic trensmltted from Berlln to Tokyo. It nas also di- .
- rected to monitor Japaneee diplomatic trafflc between Tokyo -and the . 5 !
Central and South American Countries.SL . e ' _' | gﬁf
The locetion of the:Signal Intelligence detachments in Hewaii,
lgﬁ;s # Paname,zand the Eighth and Ninth Corps Areas, nowever; oie not per;
e, mit the 8ignal Inteliigence Service to take full edvantage of the
; . "golden opportunity" to obtain Japanese Army radio traffic present—-
2 ' ed by .the Japanese penetratlon into China, It was hlPhly d231rable
" : :"; Jthat the Japanese Army methods of enciphering and declphermg be
5~ studied in order that .the code and cipher solution section of the Sig-
.(ﬁ . nal Intelligence Serv1ce might have some experience in the analysie
ey 2 of thisﬁmaterial. It would prove, of course, of inestimable value‘in

. BT
w1 B

g #"q:n  the event of hostilities,”” .

5. 2

(] ‘In 1935 the War Department, with the foregoing purpoee in view,
had established an intercept station at Fort Hughes in the Phillpplnes,
with- Captain Mark Rhoade as officer—ln-charge but he was taken ill a

:‘;'few months thereafter, and was shortly forced to retlre from the Army.

.. | He was not replaced until March 1938 when Captain Harrod G. Miller,

‘;5L. Memorandum form the Chief Slgnal Officer to The Adjutant General

- Subject: .Intercept Activity of Signal Intelllgence Detachment,
‘26 January 1938 (SPSIS 320.3), .

’ . 55, Chief Signal Officer to The Adjutant General (through G-2) Subject:

', Radio Intercept Activity in the Bhilippine Department, 9 February -
1938 (SPSIS BQQ:&}‘EDQT ]fcxr:lr"-\r—\ e

s w TR
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who had been graduated from the Signal Intelligence School and after—
" wards had served as instructor in that school,'was‘sent to the -

' Philipplnes..

Nb effective use of officers of similar experlence and tralnlng '

had been made in the Philippine Department. Instead officers equlpp?

- ed by skill and tralnlng for the task had been -placed on routlne Sig- -

" nal Corps work'(e.g. Captain W, Preston Corderman became a Slgnal

Officer, not a Signal Intelligence Offlcer). It was requested'that.a

apec1f1c dlrectlve be lssued to the Commanding Genaral Phllipplne De-'

‘3 . partment, Unlese the necessary men and equlpmant were prov1ded for

'EL-Captain Millgr, the efforp to actlvgte,radlo interception tprough him

would prove abortive.'mﬁen‘enlisted personnel were considered necessary

< to accomplish the desired monitoring.56 ' The Radio Intelligénba Com-

- pany at Fort Monmouth was also directed to concentrate'bn Japanese

Government traffic from New York to Tokyo, Rome to Tokyo, and Berlin

: to Tbkyo. ~ S

ity, whlch was stlll prohlbited by the Communlcatlons Act, required

‘" official approval by higher authority 1n order that it might proceed

"56.' Ibid., par.'3-4

. 57« Chief Slgnal Officer to Commanding Officer, Fort Monmouth, Subject:

" Intercept-Directive of Radio Intelligence Company, 10 Eebruary
1938 (SPSIS 320.3).

!

ity A f,.-'.-n i -
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unin’:peded.' It was necessary to protect the War Department and its
_}I :, . personnesl with a record _oi“ official authorizat.ion for ‘'such activities,
applica.ble, incicient.a]ly, to the Navy as Well.s8 A memorandum was

_therefore transmitted to the Ch:.ef of Staff, recommendlng that author-

Sty

it;.r be granted to-the Chlai‘ Slgnal Officer, under the dn.rectn.on of the

-y

_"Assista.nt Chief of Stafi‘ G-2, "to malntaln and operate in time of peace
. : : under strictest prov:.sions to insure secrecy, 'such radlo lntercept and
‘ cryptanalyt.ic services" as were "necessary for training and for natlonal
" defense purposes.“59 (The Operatlon of the Signal Intelllgence Servn.ce
" had been of value to the Military Inte]_.llgence Division, In two in=-
_stanceés it had obtained information which indic.at..ed that two' foreign' '
.~ Ppowers were "us:mg ‘theif diplomatlc codes for- t.he transmission of in- -
( . . formation prejudicial toft American preparatlons for national dei‘ense) o
Thia recommendation was approved by the Secretary of War, 30 March l938?l
. 3 . The intercept a.ctivj.ty of the ‘Signal Int-elligence ;Séwice Was con-

Lh sequently accelerated in 1938.

584 Memorandum for the Ch.'Lef of Staff from the Asmstant. Chief of Staxf,
- ' (}-2,'1‘*5 March 1938

g .. 59« Memorandum for tha Chief of Staff from the Assistant Chief of Staff,
* i % T G2, &bject' Radio Int.ercepts 26 March 1938 (SPSIS 676=3).

60s Ibid.

61, Ibid., indorsement by Deputy Chief of Staff,

”3#}" ik e A
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e

On 6 Aﬁfil 1938 the Chief of the Signal Intelligence Service, Major

" We O. Reeder,62 summarized this activity as follows:

Six months ago only two stations were operating effect-
tively and the mission of these was somewhat general,

We are now operating four with good efficiency and one
is coming along gradually. The first steps in organiz-
ing the work has been to assign channels to each station.
Obvionsly, we. cannot cover all the air, and therefore
those channels which are currently the most interesting
have been assigned. These assignments are not fixed but
were made solely as a point of departure. Of course some
of these assignments may be found to be beyond the cap-
abilities of certain of the stations. In that event, no
greater service can be givengylthat.station than prompt
report of its difficulties. .

£

By the end of June .1938, it was evident that the location of

-ﬁhe intércept station at Fort Monmouth was unsuitable, It had been
.0perated by the reorganized detachmeﬁt éf'the-slst Signél_aattalion,

: the Provisional Radiq-lntalligence Company. The sife; however, was
not well-suited fﬁr 2A~houf,radio reception and in addition;the occur-
- rence of manfmégs'radio inferference gada the functioﬁiﬁg of the moni-

toring station difficult: Surveys were made to find a site better a-"

dapted to interception and a part of the Fort Hancock, New Jersy, re-

. servation was found to be "vastly.supe;ior to any part of Fort Lonmouth

. 62, In view of the growth and greatly increasing importance of the

activities the Chief Signal Officer deemed it advisable to assign
a Regular Army officer as head of the Signal Intelligence Service;

Mr, Friedman remained as the principal assistant and chief technical
adviser, ' : '

v

63, Memorandum to the Commanding Officer, Provisional Radio ‘Intelligence
Company, Fort Monmouth, 6 April 1938 (SPSIS 320.3).
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ggi' .~ as a site for a mbnitoring station. uOh
L ® . 3 It was requested that the 18 Signal Corps enllsted men, First
' Ideutenant Earle F, Cook, commandlng, should be transferred to Fort

; . J Hancock from Fort Monmouth not earher than 1 September 1938. The g

=

"station would contlnue its OPEPathn under the direction of the Chief

‘ 6
Slanal Qfficer, The estimated cost of thle transfer was $2, 618.80. ’

By the autumn of 1938, preparations to send to the overseas de-

partments the necessary cryptographic equipment had been undertaken.

T;;f}.;}lt was now p0331b1e to supply these units the Converter M-134A which

had recently been develeped.' Heanwhlle, ‘the Tenth Slgnal Company in

the Phllippines had been strengthened far its prospectlve intercept
“activity by the transfer of four qualified radio operetore from Fort
5711.?'ubnmeuth. | - _ ‘
i L0, f . Ge Cryptanalytic Solutions . y

,. s Throughout the period u.ndef discussion (1930—1939). attampts were
ﬁff'4 {;'{'i' made to solve certain diplomatlc traffic w1th1n the limits of available

3 f etaff and facllities, and whenever sufficient volume was available to . =

?;:.-* X 64, Memorandum to The Adjutant General from the Chief Signal Officer,
Lt e " Subject: Establishment of Monitoring Station at Fort Hancock, N. J.,
s § 8 5 23 June 1938 (SPSIS 212,2 Fort Monmout‘T

. ok 'l

e A 65, Tbid,

T . " &6+ Third indorsement, The Chief Signal Officer to The ‘Adjutant General
o Poh, @ .. 24 June 1938 (SPbIS 320.3),

n- oy Ll n-n.m
.r-[r
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justiff hope of‘solution. The government which recelved the great-
est attention was, of course, the Japanese, The cryptanalysts of
% ~the Slgnal Intelllgence Service had the beneflt of the records of

solutions made by MI-B in the precedlng decade,67 but not untll

1933 was any-serlous attempt made to resume the.attack on Japenese

, 8ystems, In that year Dr. Kullback and Mr. Hurt were assigned some
.Japanese encoded messages conszsting of two—and—four-letter substl—
_tution groups of a Japaneee syllabary and small vocabulary. It was

* not long befora.they could read thems Although these messages and
U-lothers provided 1nformatlon of no real value as 1ntelllgence, they

.did provide a basis for a study of the type of vocabulary, the gram-‘.
,; :matical forms, frequenczee, and cryptographic hablts to be expected

1; in other Japanese traffic, Typical of the solution actlvitles of this .
1ﬁj?period is that of a system knovm as "J-6", a three-and four-letter code,

which was eolvedlby March l93h.6

Between 1933 and 1935 five Japanese'diploﬁatic systems were used in
: _rotation at intervals of three months, These systems, solved and read,

;E;ﬁwere all of the two-and: four-letter type 01 code with syllabary and

4167, See Chapter ILI. .

fji?68. A description of the steps leading to solution is ncw filed in.
e ~ IR 5010-50-12, togsther with.the traffic and worksheets, The
date is 5 March 1934. ;

X 'l,‘ 1 "“}'“rr'v'?‘
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1
,:f"(’]

' "ﬁ*1_‘vocabulary. By 1938 nine Japanesa diplomatic systems had read by the
.3 r';Signal_Intelligenca Service, The appearance of new systems and the
YA e ' « . ' : -

"4l increasing complexity observed in them during the thirties is believed

ﬁto.be the result of the publication in 1931 of Yardley's book, The -

' i Amarican Black Ch&mber.é?

il |

: a Japanese systems known to the Signal Intelligence'Serviceiduring

tha ten years before World war II include the following.

;'7, Digraphlc substitutlon Dates effective
i AW . July 1932 to December 193&
% cCA © November 1936 .
‘;;- YO ' September 1938 %

quygraphic substitution

XA 1931-1932
iB : '
: DA < ‘ ‘October 1932 to 15 October 1935
: L5, *HRR ‘January 1933 to 15 October 1935
e W . . April 1933 -to October 1934
AT N PR December 1933 to October 1934 )
v el WAL - J-6 o . 15 October 1935 to 28 February 1938
j P W = ; S - 1 January 1936 to 26 February 1936 .
: J-8 - . ‘1 July 1936 to 31 October 1938
C e g9 : -1 July 1936 to 31 October 1938
- J=10 Rt . 1 November 1938 to 9 April 1939
K-I 1 November 1938 -
J-II . ; . 10 April-1939 to 1 January 19LD
" KO E April 1939
C J=12 i - - .. 2 January 1940 to 31 May ‘1940
J=13 "+ . : "1 June 1940 to 15 July 1940
i S T : ' 15 July 1940
Wl g Al AT ‘ 15 July 1940
R - 15 July 1940

J-16 - " 15 August 1940 to 30 November 1940

'§'69.. See Chapter IV.
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The Japanese introduced transposition as an encipherment of.various

codeis. Usually the transpoéitions- had to be designated in the traffic -
by an indicator. The following systems were 'known.' ALYTA, ETOME, FIPUF,

~one without indicator, YMMBO, XUMFO, POSTA, BYVWDE, VO3AI, KALNY VERDI.

' y Transposition was appln.ed to the various codes ‘as follows-
: ‘ Code . . . 'Effective
B ey @ 0 T W pamm
. s E-1 19 Jamuary 1939 to 1 July 1940
ey i e 0 Ke2 : : -+ 19 January 1939
. K-3 o 1 July 1940
admd of Bhad,  Bely h 15 July 1940 to 15 November l9l+0
e el % e : 15 August 1940 to 30 November 1940 .
S I k=6 ‘1 December 1940 to 28 February 1941
o 1% | e o : ' '
. o ¢ l K=8" * & ST i 1 March 1941 _
B asiaw s . B9 . _ 11 March to 25 April 1941 ,
» o K-10 ty Rt 23 June 1941 to 15 August 1943

o ;.. The following spelling tables were a_léo used:

the . i L JE English Spelling

~Eh aRE Y English Spelling and Vocabulary
D #ain® i French Spelling and Vocabulary
LI W . HE Code
B EX Code
OG Code
UJ Code
S A CH Code .
S & . B Table
el g PA English Spelling
G g T ey CA English Spelling

-
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\0 ~ under the general supervis:.on of Mr, Friedman were Messrs Rowlet.t
Kullback, and Sinkov, and later Messr Ferner, Snyder, Clark and
o Bearce. By 1938 Mr, Bowlett had the direct supervision of Japanese

solution} he and Mr, Ferner were coneEntraﬁing in parﬁiéular on the

bl E Japaneee machine cipher, known to the Signal Intelllgence Serv1ce as
| . the "Red System, n

ek . Though the Signal Intelligence Service had already studied a

number of cipher machines during tests, the first study of a machine

“. -cipher in actual use by a forelgn government was the Japanese Red

°{§5; ‘. machine, As the machine was first known, it contained two wheels,

Lo ) .,A\ ,- ] ' ‘
I';f', one to encipher the six vowels and the other to encipher ‘the twenty
'FEF"f;; consonants separately, " Thus the resulting c1pher text was composed

of vowels enciphered only by vowels and and consonants enciphered

only by consonante-—an attempt to reduce talegraphlc expense by pro=

ducing artificial words_in the cipher text, later the "six" wheel was

owe T wmm

used for any six letterss A third wheel controlled the motion of the
"cipher wheels, In addition to the daily cipher sequences, 240 indi-
cators for the wheel settings had to be solved, The system, put into

. use before 1932, was undertaken for .study in 1935 and solved by 1336.

.71, At this period colors were used as short titles; though they
have been officially abandoned except for subordinate phases of

systems, this short title is still used colloqeially.

e
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. 0n 1 December 1938 the nmachine was modified by the addi£ion of thras
spocial cmmuut#tors of interrupted motion to onciphor_high}y secret
messages, Tho List nessase received in this syatem vias daﬂed b2 8 '

" August 1941, It was shpersedod by tﬁa mors securs I"Purple Lachino",

2 description of which'will be included in the liistory of tho Si-nal
72

Sccurity adzency.

The friendly rivalry which had existed betweon the Signal Intelli=
gence Service and the Code and S5ignal Section of the. ilavy in the solu=-
tion of tost messaces vms also evident in the tﬁsk of interception and
subsoquent solution of diploaatic traffie, Iach of thoe services at-
f,j> tonplted to intercept as much m&torial us.pousibla, to solve it imme=-
(L, ’ diztely, and to gain credit for itself as the agency by which the in-

7 formnation obtained was mude available to the Covernment., uch a con-

dition wus, of course, highly undesirable, and steps wero tuksn to

/T) - eliminate ths fcelipg of ri#ulry as much as possiblas Tho first steps
wore, however, anything but successfuls It was ajreed after langthy
‘negotiations that the Army and tha Navy would exchange wll diplomutic

" tralfic {rom their inte.cept facilitiocs, and that both ssrvices would
work on this traffic., But in ordor to avoid as huch duplication of

effort as possibls it was apyreed that the Aray would receive 21l traffic

72. Atteapts at tho solution of systems used by other governasnts did
nel biin 2 enrly an phese atbtacks upon Lha Jupuanusa sysbonsg. vor
this reason, the e~rliest activitles of that kind wlil Le included
in tho Liiubory of the Ji-ml Gecurity Azeacy.

X, ' )




-one, 'since all available traffic was necessary for solution énd it
" was desirable to glve both services equal oppcrtunitieé for train-

* .ing, "credit," and_éo one

~ but merely having him do in the field much of the work he now does,
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of days with an even date and the Navy all traffic of dé}s with an .

" odd date, This arrangaﬁent was deemed by the Chief Signal Officer

and the Director of Naval Communications to be the most practical

He Cnyptanaly31s in the Departments

One of the plans made for the Signal Intelligence Service in 1930

had included the sending of ciyilianlcryptanalygts to work in Panama,.

- Hawaii, and the Philippines, but no stepé wer; taken to carry out this
‘recommendation until it was leafned in 193673 that G-2 in Panéma was
eﬁplpying an amateur cryptanalyst and "thereby infringing upon the

- prerogatives of tha,Chief Signal Officert"7k The civilian chief of the

Signal Intelligence Service theréfora recommended that if a cryptanalytic
unit was thought to be essential at that time in the Panama Department,

one of his assistants should be sent there to establish such a unit

under-the Signal Officer, Although the staff in Vashington was small,

% .3 thisrarrangement would not result in "losing the services of a man. . » iy

73« Memorandum for Major Rumbough, signed \. F. Friedman, 16 January
1936 (SPSIS 201: A. Sinkov). The sources of all statements in this

section are the 201 files of A. Sinkov (Panama Department) and S,
Kullback (Hawaii Department).

‘The Major W. 0. Reeder, Duties of Civilian Cryptanalysts in Hawaii and

Panama, 15 October 1937.
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with the results immediately available‘to those who want them in

‘Panamﬁ.“ He believed tha£ the inevitable slowing of the work would

have leés serious consequences than the decentralization of signal
intelligence activities which would result: from t he taklng over of .

cryptanalytic functions by G-2, and hoped that the plan would result

in obtaining backing from the Department Commandgrs for the work of
the Signal Intelliéencb Service.75 Yo T ow : ’

: ) _ 6
To implement these recommendations in July 19367 - Dr, Abraham

Sinkov was sent to Panhma where he reported to the Department Com-

',;_mander for duty, No written instructions had been given him in

Washington and contact with him during his stay in Panama was main-
tained partly through channels and partly through personal corres-
;i

An intercept station was set up in Panema during Dr., Sinkov's

stay = and apparently its program was influenced to some extent by

. the needs of the Signal Intelligence Service in Washington. Inter-

- cepts of Japanese messages Wers forwarded to Washington; those of

75, W. F, Friedman, lMemo for Major Rumbough, 16 January 1936.

.~ 7T6s Letter of A, Sinkov to his friends in the SIS, dated 2 October

1936, in which he says that he left Washington three months earlier,’

7. Memorandum cited in note 76{

- 78+ Sinkov to Friedman, 16 Aprll 1937: "The radio eQulpment for the in-

tercept station w1ll arrive on the next boat and I am hopeful that
we will be able to begin our intercept program by the first of the
next month." .

TRV wgvm;(




?II! dolution and Trulaing - Activitiea 1720=1939 311

‘otner fovornoents wero clagsiried und Hspt on £ils 4n Pnn.zw. L2 Yre

- ¥riedman wrote in the swwer of 1957:

I viould ¢ o o Vory smch anprocinte your sundiine cn &l J
intercopt mutoriale wur station at i'be nenmouth his gonu to
pob sined thay took all the men awsy for Lhe Toxag cxerclao,
A8 a result, wo uru ,gf.t,b‘n very 1ittle Suropean maburial and,
1L you. cculd gob any of that ror us, it weuld bo ap; r‘ct.iuh'.’u.

hile in Panama Dre Sinkov centinued tn work on Ju.@'p.;r.es'é t‘ro{'e'rn-
pental systeas, o was given matorinl for the solution of diplomatic
codas and ciphara and w:s tuught the osolution of -t,ho ded Cipher },'z;chino;"
rhich had bean solved in iashington alout thls tine, in erder thit ha
riaht work on the current diplaaatic nystem, “submitting ocessional tranc-
.1atlona to G=2, “;:3. llo was, however, Lundicapped by lack of mt.ariul.&"
In the surmer of 1937 tho docision was mude ‘..-o l.iiﬂcunt.'t.mm york in Llie

‘filald on Japanaae systeono,

~— —

77« Gintev to iriudman, ;o dunz and 15 July 1957; riodwan to .-Siri-:ov,
o July lu?.

150 Fr.!.edm:u'l. to Yinkov, 2 Auyuat 1937.
Ele Sinlov to friedman, 15 Cctobor and 7 Decwsler 1337.
2e  honorandiun cited in noto 73,

0 €le OSlnituv to irisdman, 16 Aprdl 1957,

E4he Jlriwov to fricdmun, 15 July 1937.
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The dlrector wrote:

I think you can deduce the reasons when I tell you that
they are based entirely on the desirability of avoidirg the
demise of the proverbial goose

,Obv1ously, it was thought that activity in the Department mlght prove

a danger to the security of cryptanalytic oparatlons..

' The decision placed Dr. Sinkov in a dlfflcult p051t10n. The Slg-
nal Officer in the Dapartment was in the habit of submltting some of
Athe dlplomatic messages to the Commanding General in order to win sup-
port for the 1ntercept actlvity. If no more Japanese meesages were
to be read and translated it would prove dlfficult to malntaln this
support. :A.compromlse was tharefore evolved. While work on the dlﬁ
plomatic traffic ceased, Dr, Sinkov conﬁiﬁued-to p?oauce for tﬁe Sig-

1

}7_na1 Officer translations of messages in the slmple commerc1al system——

P the Department even provided an officer who had been a 1anguave student

‘in Japan to aid in product.ion.86

During the remainder of his stay in Panama Dr., Sinkov gave some time :
to-the study of Italian Govefnment messages. They were chosen because,

of Europaan "Axls" statlons, interception was easier in the case of

Italyo

"f85.‘ Friedman to Sinkov, 2 Augu;t 1937; 1 September 1937, .
86. Sinkov to Friedman, 12 September and 15 November 1937.
87. Sinkov to Friedman, 19 August 1937. ' .
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- ; ‘
- 3 - i a o~ " 1 * E
Yoanshilo, in Vareh 1957 Dre Solomon Zullbock wis sanb to tawsald,
: ’ :

= 0y - l e »
apparently in reapenss to a requezt for 2 code clorke’T e roesived no

writton innlructions in vasliington but reported for duty to ba 2asijned

by the Comaunding General of tho llavall 1h31:-3rtmsn§..92

Tha eryptosruphic duties dld nob occupy much tima, Soon alter his
arrival Dre Rullback renorted that Poxeopt whsn regsajss ruy pllo up Uik
duly, I will not bo called on to o all the oncodlag, ottey of lar dee

. 2
partnont traffic,” l'o other mention of Lhla task appesrs in the

A ——— o S o= -— -

G2e Uinkov to Frisdoan, 11 January 195, Ono of tho povaramonts siwited
VL o frarlie in ono of Lba systus uns stadled dnbuncively
b An enlisted s in the separtment, irivate otanloy ne hiwbleir,
alftountaeds Captain in the Ji-nal decurdty d-zneys  Aretlou pocore
clructad the carrubation table of tho code thcn Lelny used,

87« sinkov to rrieduan, 27 Cetobor 17373 Irleduan to Sinkev, 10 ilovedior
1357 ' .

UnJor Ve 5e Mwnbouph to Coamanding Ceneral, liwwallan Dspartzont, 15

o

February 1527, :

[V}
(&
-

91. Major 'ie U4 iteager, Dulles of Civilian Cryptenalyeis ln jineall and
Funama, 1) Jetcier L3071 " o o 12 his(fullbuckt) wis hob seat in
vesjonse Lo Lhis r2uast, the colneldunce nag chronolusle:l b dusie"”
L sliculd be rointed eal that whlle ir, bulliack w.n cotatent to Luerva
48 & cwda elark, he wan much noro expore than wag necassary rer suell
a pealiion,

*y 2 )
T | __‘_:i'ud

92e Hullhuchk Lo Jriedian, 25 Farch 1937,
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correspoﬁdence except;one reference to t he effect that arrangements

were being made to have the work done by others.gh
Dre Kullback's most valuable work durlng hls brlef stay in Hawali
was in obtainlng 1nteresting intercept material for the Slgnal Intelli- .3~
N\ &=

gence Service’ in Washington.95 “He helped to reconstruct ‘the Japanese =

dlplomatic net and what was belleved to be a kana military “net in

'thCh eaveral Navy statlons were found % and was obviously able to
‘o 97 :
W give axpert adv1ce on the traffic which should have priority. By
o Septamber, however, he ev1dently thought that he had accomplished all

_that could be done along these lines because he wrote:

- From my experience to date I would say .that it were better
. for somebody from the office (in Washington) to visit these sta-
tions, say yearly, or once every two years, to malnt@én closer
and personal contact, than to assign a cryptanalyst. :

Aﬁ the time of Dr, Kullback‘s departure for Hawaii it had been

;‘f: intended that he contlnne work on the solution of J%panese dlplcmatlc

codes and ciphers w1th materlal frcm'washingtonigifcut ‘before the ne=

‘ ceasany charts and tables were sent, the loyalty of one of the enllsted

94+ Xullback to Friedman, 6 Aprll 1937,

- 9% Friedman'fofKullback . 244 June 1937, 2 August 1937,

96, Kuliback to Friedman, 6 April 1937, 27 May 1937, 17 September 1937.
97. Kullback to Friedman, 16 July 1937.
98. Kullback to Friedman 17 Septémber 1937.

-99. Major W. G. Reeder, Duties of Civilian Cryptanalysts in Hawaii and

: PanAma, 15 October 1937. -
"1
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~ and the material was never sent,

' Japanese diplamatlc and leugun systems and other materlal Vs sent him
from Wash_mgton,lo2

-knew GCerman,

. tieal Methodslps

.100,

104

105,
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men in the intelligence'detéchment at Honolulu came under‘guSpicion,l
ADr. Kullback was advised not to at-

" A - :
tampt to reconstruct the tables, He did some work howevar, on

He reported that he had never used anlisted men

on this project and had “kept all idea of the J systems _ from them."l 3

~ While in Hawaii Dr. Kullback began a study of German systems, con=-

'5 centrating on a four-letter code w1th the help of an enllsted man who

He also rev1sad for publication hls paper on Statls-

106
and wcrked on solution of the Kryha Cipher Machine.™ .

Ibid.; Friedman to Kullback, 14 April 1937.

101, Captain Harrod G. Miller to Kullback, 17 May 1937.

102, ‘Kullback to Friedman, 23 April 1937; Friedman'to Kullback, 7 lay
1937; Kullback to Friedman, June 1937; Friedman tq Kullback, 24
June 193 7 e

103, Kullback to Friedman, 17° September 1937, but see letter in which
"~ he, speaks of working with one of the enlisted men and says,". o .
if you feel that you can lend us , . « scme of the Rikugun messages
we could make copies of them hers and send the .originals back to
you.* Kullback to Friedman June 1937, Friedman replied, "I have

- gotten together « . « the Rikugun stuff and w1ll send them on."
Friedman to Kullback, 24 June 1937. :

Kullback to Friedman, June 1937; 16 July 1937.

Friedman to Kullback, 27 November 1937; Kullback to Friedman, 3
February 1938; Friedman to Kullback, 14 February 1938, .

106s Friedman to Kullback, 24 June 1937,

T

ﬁ
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- His relations with G-2 in the Department presented no difficulties,

They were apparently.satisfied with translations of plain-text Rikugun

~

messages the content of which might later be found in The New York

’

Thexdecision_to recall both cryptanalyéts to Vashington was made.

" because of the very greatly increased bﬁrdep of the work being done by

the SIS in Washington and because it was believed that their services .

é'could be put to bettgr‘use in Washington than in isolation in a De-
' 108 : ; -y
‘partment, The cryptanalysts themselves were in agreement with this

- decision., Dr,-Kullback wrote on 17 September 1937:

I think that I can be of much more service in Washington
than here + , o We have neither the facilities nor the assis- .
tance to carry out real solution activities here and in any

case the results of the same ars of interest to Washington, not
here o o + - w :

I. ‘Secret Inks
- The specialized nature of the responsibilities of the Signal In- .

talligech;Service in connection with secret inks also demanded highly

qualified, technically trained personnel, - At the close of the Piscal
i Year 1931, stepS;were taken to estéblish a laboratory for research in l.

" the field of invisible inks and to obtain the necessary equipment and

1 107, Kullbapk-t0~Friedman, 17 September 1937.

108, Friedman to Kullback, 1 September 1937; Friedman to Sinkov, same
- date. Major W. O, Reeder, Duties of the Civilian Cryptanalysts
in Hawaii and Panama, 15 October 1937, B :
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d--cated for Wer Department work was de51rable.

‘special tfaining along these lines.,
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supplies within the limits of the small funds available, Originally

it had been contemplated that this work would be conducted at Fort-

Mormouth but the establishment of a laboratory more conveniently lo-
09 .. .

It was proposed that secret ink 1nvestlgations be undertaken as
soon as quallfied personnel ceuld be obtained., In 1931 thle work was

performed by & Military Intelligence Reserve Officer, Captaln A. Jo

.~ McGrail, who was considered the leading American expert in'the field

of secret inks, . The Chief Signal Officer, then Major General Irving

" Js- Carr, recommended that'the enforced dependence on an officer out--

side the Signal Corps for such investlgatlons be remedied as soon as .

possible. He requested that funds be made available by the Fiscal

Year 1934 for the emplcyment of a secret ink chemist, who ‘possessed ;
’ 110 ' '

In 1932 Captaln McGrail was transferred to-.the Signal Corps Reserve.

" He was ordered te active duty w1th the Slgnal Intelligence Service for
- the customary two-week periods, Durlng these terms of active service

" he worked in the small laboratory and "was able to impart some valuable

lnfonmatlen relative to methods and precessee of detecting secret-ink .

.Iwriting" to two selected membera ef the Signal Intelligence Servmce.

' . 109,  Supplemental Report to the Annual Report, 1931, p. 2d.

110, Ibid.

111, Annueereport,.l932, pPe 8.
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Thlis method of instruction was contlnued until regularly employed

personnel could make the tests of a routlne character, but Cdptaln

McGrail - was still consulted in the more difficult cases, It was there-

fore considered'expedient to employ a chemist with specialized train-

ing, if he could be'found as soon as funds pefmitted e The per=

sonnel authorized for the entire serv1ce, however, remained static and

-

‘the slight increase authorized toward the end of the decade was divert-

ed to more urgent tasks.

- 118, Jhid,:

-
‘.
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* in order to show more clearly the significance of earlier develop-

ie, of course, obvioue prior to that year the act1v1ty of the Signal

CHAPTER VIII. IN RETROSPECT

The reader will have already-heted that, except for occasional .

digressions in which the events.of World War II have been anticipated

ments, the narrative of the two preceding chapters, which cover the

same period, hae in general been ended with the year 1939, The reason

Intelligence Serv;ce had consisted of a general preparation for a

4 * hypothetical war, though, to be sure, there was a strong emphasie upon

a war with Japan motivated by Japan's operations on the Asiatic main-
land and the hrecarious state of Japanese-American relations ever since -
World War I. After the beginning of 1939, howeﬁer, events in Europe

made it increasingly clear that in that qﬁarﬁer lay an equal, if not,.

_Eindeed,'a greater, -danger to the peace of the United States,

- Though for the twenty-seven months between the attack on Poland
Ll September 1§39)7and that on Pearl Harbor ( 7 Decembeg 1941)‘the Sig-
nal Intelligence Service was still in a,seese ehgeged in preparation
for.war rather ihan'in actual eonflict, henceforth that activity had

indeed entered a new and greatly accelerated phase. ?or this reason,

"'the narrative of events after 1939 has been made a part of the History -

“of the Signal Security Agency in World War II for which the Historical

" Background of the Signal Security Agency is but a prolegomenon.l

1, In the Histery of the Signal Security Agency in Vorld Wer II events
prior to 1939 have been summarized wherever & knowledge of the. back-
. ground is essential to-full comprehension of Iater developments.

N

‘{} .-.
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Before con.cludlng this 5tudy of the historical background, how—
ever, it will be well to sumna.rize the achievements of the Signal
Int.elligence Service in t,ha nearly ten years raft,er its i‘ounding in
T 1930, . This .éan best be done by a’comparison of the situation exist-

ing in 1939 with that prior to the mobilization of 1917, It will be

O recalJ.ad that in 1917 t-he Unit.ed Sta.tes Arny faced ita new respon-

E
|
!
?
flos
A

. s
‘

iv .4 '._' aibility i‘or both protection of its own commnnicatlons and cryptanalyt:.c

.f_l

a.t.t.ack upon the corrmunicat.ions of the ene.my and other foreign govern—

' menta.3 The Chief Signal Officer had, indeed, been officially entrust=-

ed With the task of code compilation but. the only code ready for use

. Waa a one-pa.rt affair, provided with a not very secure form of encipher-—
ment for the more -secret messages, and it had been printed under in-

( _ae‘cure conditions and was believed, with, as it proved, complete jus-

‘: tifica.tibn, to ba'al:teady_ compromised. No unit Withi!_‘l.the AAnny vas 3

r charged with solution. Indeed, there were only_‘i;.hred officers who were

' -  regarded as export in the fisld. - Thus it was that reliance hed to be

"oL i placed at lsaat for a time on the efforts of the cryptanalysts at -

'i';';.‘ Riverbank Laboratdries.. Both in Washington and in France, the Army was

See above, Volume One: Chapter VI, and Volume Two: Chapter I,

%. 3. While the unpreparcdness in this field was probably. no greater t.han
t¢ v. in other phases of military science, it should be said in defense
, .+ -of the Army of thirty years ago that in that period radio commni~
. w.. - ‘- catlons were only beginning to undergo large—scale devclopment.
'~ © -, World War I was the first in which radio commu.nications played a
< significant part

ved i .
1 1’.‘ ’. o "—. . 5 e = '
L ¥ gt B & & .
iy o . o it . ’ "
4 .
i
.
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G | forced to build new organizatlons from the pery foundation and t,hisi | B |
B while the War was already in progress. That is surprising is that
¥ 'a.nything was achieved in the eighteen months during which the Var

3 lasted: the personnel engaged in the work were hardly seasoned be-

fore the Armietics rendered their efforts largely no longer: necessary.

In comparieon u:i.th thie etat;e of unpreparedness in 1917, the
: ‘Army epproached the outbr_ea.k e.f.‘ what prov_ed to b_e World War 11 reasen-
' '.‘_L'ably well prepared. In spife of the extremely limited funds available -

e :'.'for the ent.ire signal—intalligence program, much was aecomplished. ‘A o ® ;

| group of Regular. Army offlcers had been tran.ned 1n all phases of signal |
-' 3 78 mtelligence and were ready for administrat.ive_chxt_.ies on high levels,
S A nucleus o_f expert cryptanalysts; while far from adsquate in number ‘ | N {
to face the tasks which 'ult_.ime_;t.el'y they were assigned,l nad been«thi'ough— |
1y t;ra.ined in all methods of solution then known, The art of crypt=

: , analysis had been dev:eiopegl a.long scientific lines far.beyond the high-

,I'est, point of efficiency:;'ea‘ched i_n onr:ld"??ar‘ I and the groundwork was
.. well laid for still gree.ter advances when, in ac_‘eua.l operations, ‘new
problems would present the necessity for findﬁng'.new_solutione.

Automatic macninery had been placed in the service of statistical an-

ls.lysis ‘to make possible computations not hitherto dreamed of,- Crypt—

= eme R ey

© analytic continuity, which had been. broken off completely in 1930 at .

* the time of the dissolution of MI-8 had, at least in the case of the

Japanese systems, been resumed. . :

—
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Interéept stations had been established for "the systeﬁatic gathering
'-of the raw material w1thout which there is no hope of cryptanalytic
-solution. The chief def101ency “in the fleld of solution was the fact
p that lack of funds prevented the training of enough cryptanalysts,

b = For the protect;on of Army communicationa, an ambitlous program .

of codé compilation Hgd been compléﬂed, made possible'by the then -
'i?;:revolutioqary use of tabulating machinary; Moresover, the manual ci—
lphers had been greatly perfected and Qare far more secure than the
'j 5 best that had been used by the Anny in Wbrld war I, yet even more
Bignificent advances in this field were made in the dev310pment of
fcautomatic cryptographic machinery. The M-13h¢A cipher machines had
'_beeq.put into production and were in some cases in us;. A more prac-
tical méchine, the SIGABA, with equally high security, hadrbeen'iﬁf
‘ﬂvented-though the l;ter phases of its development had beeﬁ carried
‘Qtf.on by the Navy, the basic ideas.unQerying the machine were contfibu-
'“'l-ted by the personﬂgl of theiSignal Intelligence Service--and was ’
though th; Army did not.kpow it in 1939, almostrreaﬁy for production,
' Thaa?lmaéhinea subsequéntly served és the b#sis-for all research and

".f_development in-Wbrid War II in the field of automatic cryptographic

f?__ ‘machinery. Though limited funds prevented any real development of

‘methods for the protection of speech communications and picture
communications, these had been at least cohcaived. A small beginning,

also, had made for the provision of secret ink facilities, though




-
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£ il

. . here again lack of money prevented the davelopment which was known
to be desirable,

» Thus it will be seen that the Signal Ietelligence Seﬁrice, while

4n.no way failing to exploit the experience of World War I in the field

- flict broke out, it would be merely a repetit:.on oi‘ the same conditione

. a8 had been encount.ered in 1917-1918, Careful a,t.tent.ion had be’en paid

_ ble the use of new, epeedier, and more- secure technlques of e:.gnal
;"1._.:,. - camnunicat:.one. | | . A_ .
. i The Signal Int.elligence Service was t.herefore well prepared far

the taek which faced it,  Looking backward over the whole period of .

t.he peacs, it 1is possible now to see that the t.wo chief problems which

in those years hampered progress wers (1) the la.ck of unified control

. ..... 'over all phases of cryptelogy during the first’ decade 3 and (2) the ex—

; tremel.y limited- funds with which the Signal Intelligence Serv:.ce had -

[ e

to do all that was neceesary J._n the second,

:; of cryptology, had never bllnd.ly assumed that if and when another con- ‘

to all of the eclentiric research and development which had made possi— Ak

‘._7 ‘_

-
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