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HISTORICAL KHOTE

VYhen, 4n Cctober 19%%, plons vere firet rede for tho
rrovaretion of o coopreacnsive Hictory of thoe Sirnel Soc-
urity dAcency, it wan intendsed t0 include thiemein oo cccount
of thoe historicel tacksround of tie Ascacy Lzgicning vith
the et "'1.1.08\- roco~d of the uzo o*‘ crrpiorrathy by tz2o tnited
8tates Ar—y. A5 the ceterinl waes gdtncrcd TOrGiher, h*&evcr,
it bocesmo incrcasinnly clcar that to do this vould rosult
In expanding the bull of tho Iistory to suca prop ortioas
£8 to clzcourarn oy -reedcrsd. For this reeszon, the nlge.

torical tackmround e been propared as a eewate vork in
thrao volu...ss, &3 follodes

voluzs Onel Codss and Ciphers mrior to . -,
. World ¥ar I 1776 - 1917

‘Yoluzs Twos World War I 1917 - 1919
. Yolume Threet The Peace 1019 - 1939

" Volu=es Cno end %vwo of .this sexrles ers poovided vith
irdexes coverians the cecotent cf each eppactively. TR0
frden in Volime Tiree, however, covers the tcxt and feot-

rote3 of the entiro eerios of tJ“O valuecs,

It ves pot plemned in tho bnr.:..in.g to énclude any
teb matexd c.l in tno distorical Beciymound of ths Simal
Sccumt:,' Arencye After tho work ves finiched, hovever,
£ ZI=LHar 01’ cccunents verc found vhich secred vortny of

rote, eod thoese vore sizply listed and acced &3 en epan=
d.i. to vollung 1arce.

. EISTORIAN, ASA
2C April 1958 .
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HISTCRICAL BACKGROUND OF TEE SIGHAL SECURITY AGENCY
| VQUAE ONE: PRIGR TO TORLD WAR I -

CHAPTIR I. TE AERICAN SISTRES IN Te= RZVOLUTIONARY P=RIOOt

Ae Yonoslrhabetic Substitutions

The simplest form of substitution cipher is, of course, the
monoa.ipt;abetic » 80 it is not surprising to find that ciphera of
-this type were used by Americans in the P.evolutionary. period.

Such a cipher appears in the letters of Tiilliam 1@92 and apother
was used by John Jay in a letter to Robert Morris dated 19 November
~1780 in which Jay also suggests “the use of Entick's dicticnary
_paged backwards, to be supplezented by the use of a transposéd

1

alphabet "3

1. Tnls chapter and the one following present a su=mary of what
is now lnown coacerning the cryptographic sgystems in use
during the Revolutioanasy Period. The sources zre in every
case secondary in character: no atitempt hz2s been made to
exacine the original cocuments in the lLibrary of Congress
and the National Archives. Nor has any exhaustive attempt
been mads to exploit the voliminous literature on the period
for incidental references to cryptography.

"2, Pdzund C. Burnett, #Ciphers of the Revolutionzry Period,®
The American Historical Rsview, vol. XTI (1916-1917), 330,
citing Ford's edit.io‘n of the letters of {Hillian Iee, vol. II,

117, €66, . .

3. Burneit, 330. dJay is referring to a dictionary code (see Sec.C ).

A v"transposed alphsbett is gpparently a substitution systea in
wilch the cipher alphabet is a reversod standard alphabet.
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.

Anoiher type of cipher, essentizlly monoalphabetic in charac-
ter if not in origin, was used by several persoans in this périod.
Tnis employs a sentence or pazragrash—all that is necessary is a
passage long encugh to contain each of the tweaty-six letters at
least. once—in which the letters are numbsred in order. Tnen each
plain letter is replaced by the number ol that letter. Tae effect ’
is to produce a cipher zlphabet vhich is a completely mixed lsequence.
Yoreover, variants a;'e provided for the more freguent letters in‘

direct proportion to their respective frequencies in the passage chosea.

 as the key. This type o substitution is said to be found in the

papers of Benjacia Franklin in the American Pnilosophical Society.l*

The key there used was taken from a lon3 passage in French, contain-

ing 682 let.ters nunmbered consecutivaly, which resulted in providing
many variants for the more frequent letters,

Another form of monalphabetic subst.itution was .employed by James
lovell, when he was a member of the Coznittee on Foreign Affairs, in
letters to John Adems, Abigail Adans, and others. In this case the
plain zlphabet vias mixed by writing a key word first and then adding
the remaining letters, including the azpersand (&) as a letter after

2. The cipher alphabet was spparently a series of numbers, prrobably

4. Burnetit, 231, citinp vol. L(i), p. 24 cf the Trenklin Papers.,
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"I, - ' The Azerican Svstems in the levolutionary Period 3

in nu:ier_ica.l order. Burnett (331) describes one example of his use
of this alchabet as follows:

Letters in which it is used ere found in the Adzms manu-
scripts, June to Decexzber, 178l. Tne key, as suggested by
lovell, was "the first sixth pert of that femily name where
you and I spent our last Evening \'.'ith your lady before we
sat (sic) out on our Journer hither.” The key turns out to
be "C R", The neze wes probibly C:'a:rh. A letter fraa Lovell

. to Ceneral Gates, Yarch 1, 1779 (N. Y. Eist. Soc., Gates
Papers), uses the key-word nlames M

Robert Iivingston used this cipher in his first correspondence with
John Adams, who apparently did not understand it.5 Thomas Jefferson
had also used a cipher of the same type at an earlier period in writ-
ing to Tiilliam Short, the key word then being Miicholas. "6 * James

. kzdison wrecte to Zdnund Randolph during the suﬁmer and the autuzmn of
1782 vihat proved to be the most notewvorthy series of letters in this
cipher. Errors made by liadison in writing the cipher texts prevented

Randolph from deciphcring them, but the alphabet was reconstructed on

the a.ssu-nptlon that certain cipher letters stood for the \wrd "commis~

B

alon,“ as proved to be true, 7This is probably the first emple of the !‘M,“ S
o — i T 11y ‘ﬁ\

use of the probably word method in Americe. Ladison's footnote! giving "'-..-—"." \
——ee %

the key word was later found: it was proba.b]q, accozlding to Brunett,

.

"5+ So Burnett, 331, citing Tharton.

6. Bufnett, 331, citing Southern Bivouac, new series, II, 425-427.
7. Burnett (332) does not state vhere the footnote was found but it

seeas probable th t the ker was concealed somewnere in the letter

079 097
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YCupid, ™ the name of a slave who used to serve !_fa.d:l.son.8

B. Thomas Jefferson's Cioher Device

In the papers of Tnomas .fei‘i’erson nov in the Library of Congress
there has been found a description of a cipher d.en'.ce designed by him
at some unknown date.9 Tne device, whi-;':h énticipated the basic features
of ‘another invented independently in the late nineteenth century by
Commandant Bazeries, the eminent French cryptographer, am.i a third in-
vented, also independently, in i’t%i% by Parker Hitt, now Colonei, Sig-
na2l Corps, United States Army, retired, was designed to encipher plain

-

text by providing twenty~five different ciphLer variants for the single

] A g 1 v R Aotk
plzin sequence. Essentially, the device was a series of twenty disks, . .~y
) 27, L. 0
- N

(>

on the periphery of which mixed ciphLer alphabets were lettered. The
disks could be arranged on central shaft in any agreed upon order,
generally accecrding to a key. Then, by revolving each disk, the plain
sequence could be Iformed. Following this, any one oi the tweaty~five
cipher sequences found on the otber lines could be set dowa for transe

rission. This device was of so high a security that, in the form designed

8. ( this point Burnztt cites a letter of Randolph to ladison, 5 July
1782, Library of Congress, aAc. 108l.

-..

9., Jefferson Pasers, vol. CCXXOI, itex 423575, reproduced in a photo-
graph in Articles on Cryctorsrachy and Cryptanalvsis, reprinted from
Tne Sisnzl Corns =ulletin (.ashingten, 1942), pp. 190-161, trans- .
cribed, ibid. pp. 161-132. )

.

bty b e Ay
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]

"oy Colonel Hitt, it wes adopted for use by the United States Army as

Cipher Davice 19, which becaze obsolete at only a recent date. Though
both Bazeries and Hitt worked without knciwledge of the Jefferson paper,
the resemblance between the three designs is strilding, and to Jefferson

must be attributed great credit for designing a device far ahead of its

. timeo

C. The Dictionary Code

~

Another well-knomm cryptographic system, the dictionary code, was -

extensively used during the Revolutiopary period. The cdictionary code

" "@differs from the ordinary code in one respect oaly: dinstead of pre-

paring a list of plain. equivalents and equating them with a series of
&rbi:trary code groups, a published dictionary is used, the location of
the desired word.being incicated by ‘the nunber of the page, column and
line desired, a method used by some goveramenis es recently as the First

Yiorld Yar.

That such a system be used vas proposed by Arthur Iee in a letter

dated 3 June 1776 addressed to the Cazmittee of Secrei Correspondancelo

o L) )

] /41‘ T
10. Burnott, ‘330, ci‘bﬁ'x; Force, Arwericen Archives, 4th series, vol. VI,
p. 6B3: wiharten, Revolutionary Dioslczziic Correspondence, ‘vol. II,

95; Papsrs of the Coatinental Concress, io. 83, vol. I, ps s |

i .
T TR I T TR I N eyt

Ll e ol e’ e ) ot
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One form of the dictionary code used an arabic nuaeral for the page
symbol, the letters a or b for the colurn, and a roaan ;mmeral for
the line. A system of this kind was employed in the correspondence
of the brothers, Arthur, Richa2rd Resnry, and ’.'."il].i.e;n lee, in the years ;
1777-1779, the base chossn being the 1777 edition of John Entick's

fewy Spelling Di::t:i.one.r:?,3-l a dictionary suggested for this purpose

also by John Je\',’.l?'
Instead of using a‘dictionary in this way, other published works
could be used, but there is no evidence of any American using such a

work except in espionage activity (see Chapter II).
- De Codes , - -

" Yo exaznple of the true code has been found prior to the autumn of
1781 shen Robert Li.fingston became Secretary for Foreign Affzirs under

the governzent of the Continental Congress. At that time Livingston had

1. See the letter of Arthur lee to Richard Henry lee, 25 Novezber 1777,
in the Life of arthur Lee, vol. II, p. 117. In this work the leiter
b of the cipner text is usuzlly rrinted as 6 through error in read- 1
ing the handwritinz. 4n editorial note in the letters of Viilliam :
lee, vol. II, p. 417, deals with this and other cipners used by
Tilliam lee (so Burnett, 330). 2 A

12, See above sec. A. |

a o a o dl.e. 0.
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had some forms printed, on one side of which vere the nuzbers fram
1 tc 1700, and on the other, the alphabetical list of wofds and sylla-
bles. Correspondeats then ?repared two identical copies of th;ir cods,
using these convenient blank fo:ﬁs for the purpose.l3 The Virginia
delegates to Congress in 1782 wrote officially to £heir governor in such
© a numerical code,lh the code groups being‘thé nucbers 1-8456. A great
deal of fhe private correspondence between Janes Yadison and bohn Ran-
.dolph during the year 1752 was transmitted in this code.l’ .A dictionary
code was used by Jefferson and ladison during Jasuary and February 1783,
but fram April 1783 to lay 1785, a numerical code was exzployed, fthe key
to vihich has not been found."l6 A cocde Tas reconstructed, Burnett does
not sa} by whoz, from Vadison's decipherments of some of the letters be-
tween Jefferson and Ladison aﬁd this aided in the deciphermants of other

letters.

In the Tritings of Jefferson (ed. Ford) same attempts toward
decipherment have been made, but with indifferent success. Not to

" speak of erroneous renderinzs of cipaers,- sare mist&ken editorial
interpretations cell for correction. A foot-note to Jefferson's

13. Burnett (332): "A good many ciphered passages in the diplomatic
correspondence of the period rem2in undeciphered. In particevlar
may be mentioned the letters of Livingston to Jay fram hoveaber 1,

1779 to April 16, 1762.0

1. Burnett (332): "The code is found among the Executive Papers in
" Richmond." ~ *

.

15, Burnett (332). | A Ly B ‘Y

16, Burnett (332-33). X )

—
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- The American Svstezs in the Revclutien:—:r;.' Period ° 8

letter to Madison, lzrch 18, 1785 (iiritinrs, IV.35), suggests
that the paregraph relates to Patrick denry. Jeffercon is
actually speakinz of lafayette. In his letter of August 11,

1793 (VI. 267), he says: #Just as I had finished so far, 812.15
called oa me." A foot-note says: Bfdmund R=ndolph." Tne cipber
means '"the Presideni," that is, fashinzton. In the letter of
April 25, 1784 (III. 470) severzl .r‘ong rendenngs give quite
erroneous suggestions,

l During the same period L‘or;roe eaplojred' a nucerical code of lirmited
extent; in a series of letters to ladison. - Burnett (333) states that
Ythe interpretation of most of these ciphers was found in the text of
the letters,” but what this statement means is not clear. It probably
means that the plein text of the letters was written under Fhe cipher
text in the extant originals. No key has been fouad, however, for the
letters written by lMadison and Moaroe between lay 1785 and lay 1785,
but even in these cases it was possible to decipher the texts'by ro-
comtructing-the code from extant cecigpherments. The code:;: by which
Jefferson and lonroe corresponded between Xay 1784 and larch 1785 are
5till in exdistencel’ and permit the reading of letters otherwise ‘

undeciphered. Using the printed forms which Robert Living'ston es~

17. Burnett (333): "In the Jefferson Papers, 2nd ser., vol. LVII.,

fol. 172, are three codes, one marked 1st cypher," another %2d. .

cypher," and a third endorsed: "Cypher sent in Col. Xonroe's lre
(sic) of April 12, 1785." 1In fact, the latter is a copy of .2 .
cipher sent to Jefferson by lionroe July 20, 17€L4. At the sams -
place is found the alphabeticzl part of the "2d cipher." The,
Yalphabetical part® is, of course, the encodse. i ’

N Tacy e -

.s¥e
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e, The American Svstexzs in the Revoluticnary Period 9

._pablished in 1781, Jefferson coastructed a new and more extensive

_code in the spring of 1785, which was then used in correspondence

with Yadison and Yonros.18

"The Culpers", two. American patriots whose identity was cobp~

-cealed under this designztion engaged in espionage for Tiashington

and‘used a numerical code in vhich the group 729 stood for Setauket,
long Igland.19

Shortly after the government of the Unitéd States had been set
up under the Constituticn in 1789, an elaborate code, called a cipher
after the terminology then current, vas made for official diplomaﬁic
use, There is no record of the.person or persons who made this code,
but.as it was said to be based on the '"Rossignol cipher,fzo there is
some probability that French experts lent their assistance,

Tne American code contained nearly 1600 digit code groups provld-
ing every possible English syllable, several variants for each letter,
punctuation marks, and a considerable nuzber for words. Tnough small,;

this code at first rendered good service, and was used by the Lew

L 4

18. Burnett (333): %One copy of this code is in the Jefferson papers, ,
5th ser., vol. XI., fol. 35, and another in the Honroe Papers, vol.
+ III., fol. 2925. See Jefferson to Lonroe, lLarch 18, 1785, and to
Yadison, May 11. Jefferson was still using this cipher with ¥adispa
in 1795.% ' " a_

19, John C. Fitzpatrick, The D1a~1eo off Gﬂo*ze nashlngton 174841799..°
(Boston 1525), vol. I1, pp.20E, 214-215.

¢ e

20, Antoine Roesignol, a sixteenth cent ury cryotographer. See Fletcher
Pratt, Secret and Ur-eat (Garden City, 19.2), pp. 127-128.

Gl s Ko 2 4p 1)) T.Ham'th T
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ministers our government then sent to foreign countries, These men
understood the cryptographic proéesses and knew the value of security
but with the close of the Nepoleonic ‘Tars, diplematic matters lost their
wvartime urgency. W%hen dispatches were seﬂ‘ durlng peace tire, the
ordlnary diplo=matic m2ils could carry them in comparative safety,
as ships'were no longer held up by the navies of warring powers with
the conseguent seizure of all dispa€Ehes. On account of this changg@
situation, the Arerican diplomatic code fell into disuse from 1815 on,
to be revived for a short time in 1866.21 _
("_ A good illustration of the lack of interest in cryptographic zatters
(2 in-this period is to be’'found in a letter of George Washingten to the
Reverend illian Gordon, dated Lount Vernon, 23 December 1788:
4s it is really so long since I have had any occasion to make
use of a cypher or key to coz—unicate oy sentimeats to my Corres-
pondents; and as it was so little probzble that I should ever have

any occasion to express them by such modes in future, I have ab-
solutely mislaid or entirely lost yours, with others. Desides, I

have not a single idez to comrmunicaie to any person while in Zurope; °

the knowledze of vhich covld give any advantaze to those yho should
be curious enough, or mean enough, to imspect my letters.2?

21, Ibid., 128-129, 169-190; John H. Haswell, "Secret writing: the
‘ciphers of. the ancients and some of those in mccdern use, 3 The .
Centurv Tllustrated Lonthlv larazine, vol. IXGXV (1912), p. 88,
The source of this ¥nformation is unknoun.

Hasgutu_- . .
' 22, John C. Fitzpatrick, The Yiritings of Georre ¥ashington (United:
States Government Prlntlnu OiZice, Yashington, 1931-19LL), S
vole m, P, 1590 Ll *
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.Bere is a curious anticipation of the common idea, prevalent in the
first decade after the First Torld Tar, that the desire to read diplo-

r2tic correspondence exhibited tfaits of a lov character.

B. Secret Ink

Prior to the salling of Silas Deane for France in June 1776, John
Joy furnished him with a supply of invisible ink which Jay's elder brother,
Sir James Jay, an English physician, had invented. Later;.Sir James
wrote to Thomas Jefferson, stating that although work in sympathetic inks
was not unlnown, it still was highkly necessary that a new invisible ink
be invented before the actual culbreal: of hostilities which were then
clearly foreseen. Hetfelt that Ma fluid zight possibly be discovered
e for invisible writing, which would elude the generally known means of
detection, and yet coulcd be reqdefed visible by a suitable countgrpart.23
Sir James not only furnisbed supplies ¢f his igvisible ink and a
chezical preparation for making it legible to his brother John, who
gave tlhem to Silas Deane for his French mi;sion, but he also supplied

General Vashington with this ink. Fram Zagland, Sir James conveyed

© 23+ Victor Hugo Paltsits, "The Use of Invisible Ink for Secret ¥riting
during the aAzerican Revolution," MNew Yorl: fublic library Bulletin,
vol. XXXIX (1935), p. 362; Haswell, p. &7-ES. .
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in invisible 4n% "the first authentic account vhich Congress reéeived,
of the determination of the British Ministry to reduce the Colonies
to unconditional submission.?4 By the same peans, Franklin and Deane
were informed by mail from London to Paris that Burgeyne was planning
to head an expedition from Canada down-thé Hudson River. .

Al of the first letters were addressed to "John Jay{ Esq.,
Attorney at law," as he was the only one who knew the secret. After
a time, Sir James was afrald suspicion would be aroused if he wrote

only to his brother, John, so letters were vritten to other mermbers

of the faxily as well., Three or four lines writtea in black ink would

constitute the visible letter. - The remaining blank parts of the sheet

of paper would be filled with invisible writing, containing intelli-
gence and matters useful to the American cause,

Deane's secret messages were at first boldly addressed to the
Conzittee of Corréspondence but later Deane was advised that.he had
better sead the letters to individual memberss In the end, he even |
wrote to fictitious persons. A1l of these letters were then sent tg.‘
John Jay who had the developing fluid and vould forward the letters'
to the committee. |

"The Culpers" also used a secret ink which required a chemical

reagent to produce the secret writing.

24, Paltsits, 362,
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% CHAPTER II, THE BRITISH SYSTZUS DURLIG TiE RIVOLUTION

e A. The Clinton Papers ' \

Informztion concerning types of secret writing used £y thé British
during the Revolution is available in the papers of Sir Henry Clintoen,
now preser;ed in the V1illian L. Clements Library, Ann Arbor, Yichigan.
A short article on these ciphers vritten by Koward H. Peckhaom, then a
member,of the staff of the‘library, appeared under the title, "British

Secret VWriting in the Revolution," in the }ichiesan Alumnus Quarterly

Review," issue oI the winter of 1938 {9 lovember 1938), a reprint of
vhich ié available in the Pazphlet Exchange Collection, Library of Coﬁ-'
gress. Peckhan's specialty was not cryptography: his article would Aave
beern improved had he been a cryptographer, since in some instances it
" is difficult to clessify the system he is describing fraa the scanty de-

tails given. 0a the other hand, for most of the British systeas Péck-
han's éaper is the only available source. So far as can be determined,
£he 3rit$h used during the Revolution the following types of secret
writing:

a. Monoalphabetic substitution;

b. 4n unidentified type (possibly a modified Vigendre table);

c. Grilles; ;

de The dictionary code;

e. Codes; L . .
f. Secret ink. o = e

-
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IX. The British Svstems Durinz the Revolution 1

B. Monozlnhabetic Substitution

An exanple of monoalphabetic substitution found in the Clinten
Papers is the following: : ‘

plain: s e D E P B HIK LN NOPE QRS T
cipher: 51 52 53 54 55 60 61 62 63 64 65 65 67 68 69 70 T1 72 73 74

plaine =V W XY -2
cipher:. 75 76 77 75 78

liote the absence of J and the repetition of 75 as the cipher equivalent
of both V and I. The following message d&s deciphered exhibits the sime
type of systea but the key is not quite the sams: ~

cipher text: 75 62 55 57 77 68 74 6% T1L 68 69 68 72 55 54, 73 62 55
plaintext: W h e ooy 0o u-p r o p 0 s e d-t h e-

cipher text: 66 51 73 73 55 T1 73 68 66 55 63 73 62 68 74 61 62 T3
Plaintext: m a t t e r~t o-m e- I-t b o u g h t-

cipher text: 63 62 51754 60 74 65 65 77 55 76 69 é5 51 63 67 55 54
plaintext: I-h @ d-f u 1 1 y=e x p 1l a i n e d-

- cipher text: 66 77 72 55 65 60

plaintext: m y s e 1 £

C.. MThe Decypher of Mr, L.®

Peckhaa quotes a manuscript note found in the Clinton Papers as

folloms:

-

The Decynher of ¥ro L
Reversing the alphabet, uclng the last as the first letter,
in the first llne, in the second line, using the last but one
"as the first continuing to drop a letter each line in that manner
to o inclusive, then beginning again as at f;rst.

The description is far from clear but it seems possible that the .

idea was to use 2 kind of Vigenére table contzining & reversed standird .

- e
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k. " .

_ a.lphabe-*.t: instead of a direct alphabet and to use only twenty-four

alpbébets, the followlng twelwve repeated:

-

LI S

o~
128

LB ZYLVUTSR PO X JTHGTZDCBA v
e YL VUTSRCPOIIANJTHGFEDCBAZ )

X\VUTS2IPOM A NI IRG=DC3AZY

WWUTSRIFOILINJIECGFTIDCSAZIX

VUTSRPCILIKJIIEGE=DCBAZXYY

UT3R PO AN ITNGE0C3AZY GV

TSP I X JINGFZDCBAZLLVU

B ROPOILLHJIINIGEZDCB4ZLIVUTS
QFQITAXJIRGFIDTZAZYX . VUTSR
EORJIHG-XDCBAZY X VUTSRY

*LTLKITHGT IDCBAZ YL ZVUTSRRP

If this is the correct explanation, a key would be necess;z;y but no
key is mentioned. Uoreover, if only twelve alphabets are used, the keys
{ can be cozposed of only the; letters O to Z‘ inclusive; if so, why there
should be a need for a repetition of the square is not clear, Finally,
Peckhan calls this a transposition. It is therefore impossible to
classify the cipher.
~ Peckham suggests that the "Mir, L." may have been either a British
agent named lawreace, or William lee, an Averican agenﬁ abroad, of whom
mention has already been made in paragraph l, above, or even James
lovell, the member of the Committee on Foreign iAffairs whoz Peckham
credits with deciphering *nearly all, if not all, of the British .code. .
messages intercepted by the Americans.” As Peckham suggests, t.h;s -
paper may have been an American document capt:ured by the Britiéh. 28 -

s0, it does not seem to bear any relation to lovell's monoaJ;phaSet:iE .
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L. The British Svstems Durine the Revolution 16

substitution., The problen needs considerably more investigation of
the primary documents.

D. Tae Grille

The grille was not used'by.' the Anericans but was employed by
General Clinton to inform Burgoyne thg.t he had sailed to Philadelphia,
and that Burgoyne viould have to fiéht his way to Albany and south of
that city without the promised reinforcements. Iike many other grilles,
“the letter iv@s prepared so as to involve also tl:le' use of open code. -The -
grille was placed on the paper and the secret message written in the
Exk openings. Tren the grille was rezoved and the remainder of the paper
filled with innocent .m'itin;, In this case the grills was an hour
glass figure, a particularly weak arrangement, since fai?ly long frag-
rments of the secret text vould rer2in continuous.
That the British also used a grille cipher of a different sort is
clear froz evidence in the Clinton Papers, so Peckhan says. In this
case the grille was the form of the message vhich wes transmitted.
A newispaper or book known to be in the poésession of the addressee
.was parked in such a way as to make the cipher tex£. Then a gri_l.'la
¥ould be cut so as to reveal only the cipher text when it wes placed -,
on the page. The dii‘ficulty- of cutting such a grille wopld seen t?‘ . e
make the ldea lmpracticable. If no book or paper was known to be in * .

s

o' the possession of the addressee, the grille and the printed text would

have both to be sent to him, perhaps by different messengers and routéa.

3 Qo0 220,
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E. The Dicticnarv Code

-

Like the Anericans, the British also employed a dictionary code and

actually used the very same dictionary for this purpose, John Entick's

Hew Soellins Dictionarv in the edition of 1777. Doubtless, this was

ths most cozmon cictionary available to both sides.
. . L= 13

F. Codes

Peckhan (127-8) 2l1so mentionms a small dictionary containing ~
approxdmately 700 vords, including personal and geographical names, -
erbitrarily arranged so 2s to have some one-part and some two-part

characteristics, The sample he gives is as follows:

A T X above 50
-about 51

abound 52

abroad 53

The arrangement continued to be approximately one-part until the number
200 was reached, vhen the code looked like the following:

destroy 199

detach 200

discourage 1

determine 2

dispatch 3 .

Security would haw're been increased by introducing thoroughly two-part

characteristics. If the code were used by spies, then it would have

‘e

the disadvantage of being in danger of capture, and, of course, it was

- .
.

8o sm2ll as to limit the vocabulary which would be transaitted, since, Ty

s

it apparently hed no spelling rroups.
—
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G. Secret Ek_

Tnough Sir James Jay'!s secret ink y7as actually prepared for the

imericans in Ingland, the British themselves seem not to have had much

success with such ink. The state of chemistry at the time vias by no

means advanced, and consequently, it was necessary to use the greatest

c2re in handling the secret documents. A letter dated 31 May 1779
froa Jonathan Odell to Major John Andre, s ©of whon more in the next

paragrarh illustrates the result of neglect and bad handling of secret

ink messages:

I assay'd it (the secret inl: letter) by the Fire, when to

gy inexpressible vexztion, I found that the paper, having by

-~ soxe-accident got c2m> on the way, had spread the Solution in

~-such o2nner as to make the writing all one incdistinguishable
blott (sic), out of which not the hzlf of any line can be made
legible. I shall use every diligence to forward a letter to him
(the writer), and to instruct him how to gusrd against the like
accident in the future,_and hope it vill not be long before I
stall receive a return.<?

H. The Arnold-André treason

Toe history of the relations of General Benedict Arnold with kajor
John Andre are too well known to recuire repeating in this connection.,
The reader is referred to an excellent vork by Carl Van Doren, The )

Secret History of the American Revolution (New York, 1941), which is

largely based on the papers of Sir Henry Clinton already mentioned a's.

=

preserved in the William L. Clements Library, Ann Arbor, Yichigan. ).:a:v

25, Peckhan, 127; Carl Van Doren, The Secret Historv of the American
Revolution (Hew Yoriz, 1941), 2C3. - }
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of these papers contain messag.es in code and cipher, and some in
gecret :.nk 26 . o oo . ~

Andre, whlle st:.ll a captam, had corres oonded in ci pher \nth fa
rdld, pliant man" named Joseph Stansbury, who kept a glass and china
shop on Front St;;-eet in Philadelphia, and Stznsbury was selected as
one'of the intermediaries between irnold and André. The key was chosen

from the fifth O:ford edition of Blackstones Cozmentaries on the lams

of Zngland, in four volumes, or frcm soxze other egually long book. The

method wes that elready described as.a dictionary code, except.that the

.operation of encoding involved a search through the book until the de-

sired word was found, whereas, if a dictionary, alphabetical_];y érrénged,

had been used, the search viould have teen much faster, .In some instances,

invisible ink was also used and in these cases the letter F (for fire)

vas marked at the top of the letter to indicate that heat was to be applied,

or the letter A, to indicate acid. later, Nathan Bailey's English
Di ctionam, in the twenty-first, twenty-third or tf:enty-fli'th edltions,

was also used to supplement Blackstone's Comaentaries.

Another intermediary was the Reverend Jonathan Odell, a graduate
of the College of New Jersey (now Princeton) and a grandson of its
first president. On 26 May 1780 Stansbury wrote Odell that the cipher

26, See also Peckham, oof cit.; Oscar Shemrin, Ciphers used b by N
as told in "Bened.lct. Arnold" (llew Yorl:, 1931); The smerican His- °
torical Record (Pniladelphia, 1872), vol, l; John C. ritzpatrick,
The liaries of Georre i'ashin-ton, 17L3-176Y (Boston, 1525, vol, II°

(L771-1785) %
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of two ietters, now missing, vhich he had sent, was based oa the twenty-

fifth edition of Bailey's Dictionam. 02 9 June, Odell replied:

¥Stick to your Oxford Interpreter,® in other words Blackstone's Comznen-

taries. Stansbury virote from Moorestown that same day, telling Odell

that Biackstone had its disadvantages and that Bailey was to be pre-

ferred.

These correspondents devised a sz2)l code to conceal the n2zes of

prominent'persons and places. Tne following appeared in the list:

Plain

Philadelphia -
Datroit
Pittsburgh
Suscuehanna
General ilashington
General Sullivan
General Gates
General Bird
Indians-
Congress
Delavare

Code

Jerusalem
Alexandria
Gamorrah

Jordan

St. James :
St. Latthew -
St. 4ndrew

Judas Iscariot28
Pharisees

Synagogue

* Red Sea

27.

Peckham (131) makes the undocumented stztement thet the German
Foreign O{fice in 1918 used Clifton's llouveau Dictionnaire Fran-
c2is in the same way vhen sending the ramous Zimmernann message

to the German ambassador in Lexdco.

false,

Tnis statement is completely

it

An inappropriate nane for a man frelatively harmless and innocent.® * , °
See Peckhzn (178); Sherin (278).
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A. The Sources )
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The sources for the present chapter and the next are for the
rost part the work of eyewitnesses and are, in ‘Lhose instances of pri-
mary value., Though they are long since out of print and difficult to
obtain! no serious attexzpt has hitherto been made to assess their value

in teras of modern cryptography. They are as follows:

a. Myer's Manual of Signals.—General Albert James Lbrer (1827-1880)

the first uh:.ef Signal Officer of the Army and the man i‘or wlion Foxt Mrex
w2s nz=ed, served during the war as sign2l officer with the Army of the
Potomac and 2lso as Signel Officer of the Army, the latter position being
roughly comparable in scope to that of the present; Chief Signlal Officer.
Yyer's earlier career had been as assistant surgeon, but in the yeérs
irmediately preceding the war he had been experimenting with signals,
aided, azong others, by two young officers who later served with consider-
able distinction in lee's A.f:r,’, 2. Porter Alexander, signal officer undsr
Beauregard at the first battle of lizanassas, later Chief of sctillery of
Iongstreet's First Corps, Army of Nerthern Virginia, and J. E. B. Stuert,
the fanmous Confederate cavalry comzmander. lyer's career as Signal Officer
of the Arny vias s‘toz—.ny; ‘he was relieved on 10 November 1853 and dic! not re-

gain the posit.ion until much later. The sto}y is interestingly. tol@i in

considerable detail bv J. illard E*oxm (see below)

~e—per
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¥ . T,

Relieved from active duty, Colonel Myer, as he then nas,-
apparent}y decided to ultilize the time for the preparation of a
field manuzl on signals, a sﬁbject on \éhict; he was undoubtedly the
leading authority then hvmg on tbls contlnent. In any case, there
. soon appeared, with a prefatory note dated January 1854, a pamphlet of

1,48 pages, of which a copy now exists in the Rare Book Collection of
the library of Congress, Tne title page reads as follows: "4 lanual

of Sienals: for the use of Signel Officers in the field. By Col.

Albert J. Uyer, Sign2l Officer of the Army. Tashington, D. C. 1864
The prefatory note already menticned-is printed on a slip attached
to the cover and states t;hat a coxmpreliensive vork on sigrals was then
@ R G | pr‘eparation but that the urgency of the war had made it impréative
: that a part of it be printed in acvance for the use of ‘Signal officers
in the field. Zven so, there was a space to include a good deal of
theoreticel information on signals but the section on cryptography .
(pages 114-118) is relatively small and is, for the most part, limited
té: a description of the cipher disk. The auithor found space, howevér,'

to reprint an article on *Modes and Curiosities of Cipher' which had

originally appeared in Herper's Yeekly, 19 December 1853 (the article

was also included in the second edition of the lanua2l, pdges 302-317)

Tois pamphlet was, then, the first edition of the Manual; only the

second has been used in the preparation of this paper, since it is much

larger than the first and is identical on every essent:.al point.
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The second edition appeared in 1856 and was published by D. Van

Nostrand, New York, with the following title: A lenual of Signals,

for the use of Sisnal Officers in the field, and for Military and

laval Students, 1flitzry Schools, etc., Subsequent editions, of which

there were several, need not concern us hereJ; It is interesting to
note that in the library of the Office of the Chief Signal Officer
(then Colonel Xyer himself) there w=as in 1872 no copy of the first

edition (see Catalomme of the librars, Office Chief Signal-Cfficer,

United States Army, Yashington, June 30, 1872: Tashington, Governzent

Printing Office, 1872). The materizl on cryptography in the second

ecition appears on pages 256-317 and includes two plates of illustra-

.. tionss .. It should be pointed out that the plan of the work ‘excluded

the historical point of view: Myer was interested only in methods,

not in historic events.

b. Plum's historv.—In 1822 ¥i. R, Plun, a former captain in the
Yilitary Teleéraph Corps, published a two=volume work entitled m'

Military Telegraph during the Civil ¥ar in the United States, with an

exposition of ancient and modern means of communication, end _o_f the

‘1. 1In 1868 tvo editions, one in 1871, one in 1872 and one in 1874,
a1l published by Van Nostrerr; an edition appeared in Vashington.
in 1870, and two were printed by the Government Printing Office -
(1877 and 1879).
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rather than history itself,

- L0
Federal and Confederate cicher svstems; also 2 runring account of

the Vair betwsen the States (Chicago: Jansen, LcClurg & Co., 1882).

Plun's primary interest was, of course, ths telegraph, but since the
telegraph operators had, during the war, assumed the function of cipher
clerks, he gives a good deal of information concerning ér;,’pt.ography.
His style, however, leaves much to be d'esired and the me=terial is not
well 6:.'ganized. Specialists in Accerican History regard hiz as highly
inaccurate. The chief passages dealing wtih cryptography are the
second chapter (33-61) and the appendix (370-377), ‘both in the first

volume,

¢. Brown's historve=—J, Willard Brovn, who began the war as a

rivate in the Signal Corps but ultimately rose to the rack of
lieutenant, wes the author of a one-volume record (916 pages quarto)
of his experiences, together with much historical material, entitled The

Signal Corps, U.S.A., in the Tiar of the Rebellion, iwith numercus

i1lustrations and m2os (Boston: U. S. Veteran Signal Corps Association,
1895). Like Plum, Brovm was primarily interested in preparing a voligie
of re:z.inisccnées for the Union veterans, but since he wes in the Signal
Corps, rather than in the Military Telegraph Corps, his work supple_ments
rather than duplZicates Plum's tvo volumes. Neither Brovm nor Flum were

historians; their work is a rich source for historicel research, .

»
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d. Bates! reminiscences.—David Homer Bates .(died 1626) had

been from 1261 to 1866 a telegrapher and cipher clerk in the teleg*aph

-~office maintained in various rocms in the old %iar Department Building,

located on the site of the present State Départment. He there came into
daily contact with President Lincoln and vas an eyevwitness of many
isportant events in the course of the mar. In 1898 he published a short

artlcle in Harcer's iieekly (pa~es 105~ 109) entltled YA Rebel Cipher Des-

patch", ‘viaich has some information on Confederate cryptography. later

he published his reminiscences in a book called Iincoln in the Telegraph

Office (New York, Century, 1507)%.

8. Haswell's article.—John H. Haswell, for many years a State

Departneat employee, published in the Century Mazazine, voluze LIV

(1912~1913), pages 83-92, an article entitled "The Ciphers of the

Ancients, and sozc of those in modera use." Haswell is a primary source:
be cozpiled an unpublished history of State Departnent Communicatioaos
of which the article is probably an abridgement.

f. Pratt's book.—Fletcher Pratt, the author of numerous articles

and books on military subjects,. published in 1939 a work called Secret
and Urzent (reprinted, Gerden City, 1942), This book is entertain@ngl&

vwritten and Pratt followed the laudable practice of checking statexents

found in his sources, even to the exteat of making certain that the .

l. Parts of this book had zlready appeared in & series of articles -in~
the Centur: larazine, volume LXYIV (lew series vol. LII), lay to.
October, 1307. Lincoln in the Telecraoh Cffice was attractively re-
printed in 1639 Ly D. .;Dpleton—Cennu‘v.
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* .

cryptograns used as illustrations are deciphered correctly: his

.. text is frequently more correct than those he has followed, but

Prailt possessed no inforzation concerning officiel cryptographic
systems not available in the published books or articles already
cited, except that he was much beiter informed on the history of

cryptograph& ihan any of the others.

B. The Vilitarv Telezraoh Corps

When the Civil V/ar began, the el;ctric telegraph had been in use
for less than a quarter ceatury (the date of Lorse's patent was 1837).
In the Crimean Wwar of the preceding decade telegraphy had been used for
militéry purposes for the first tice in history: .it was now to bs given
its first thorough trizl in combat operations on a large scale. Tith
the developament of the military telegraph the present paper is not con-
cerned: the reader is refefred to the works éf W. R. Plun and David
Hozer Bates cited in the foreword. Nevertheless, since the personnel
of the lilitary Telegraph Corps servéd 2lso as cipher clerks and on

occasion eveh as coapilers and cryptanalysts, it will be well to give

a short account of the founding of the corps.2

5

2. Apparently, the word Y“corps"® was adopted by the members without
authorization: see Plum, vol. I, page vi.
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V¥hen the var broke out, David Homer Bates was exmployed as a

telegz"apher by the Pennsylvenia Reilrcacd et Altocna, Pannsylvania,
Jbout 22 April 18561 he received & message from andrew Carnegie, the
Superintendent of the Pittsburg Division of the railroad, ﬁiuen tezpor-
arily in Vashington viith Colo:iel Thomz2s A. Scott, Assistant Secretary
of Yar and General l'2nager of I.Eih‘.tary .Railroads and Telegraphs.
Carnegie and Scott were organizing goveramental control of ;'ailroads
and telegraphs, and ordered Bates to proce;ed to Washingto'n- viith David
Strouse, Samuel M. Brown, aﬁd Richard Ot!Brien, also operators for the
railroad, to enter the military telegraéh service. These four mez
reported at once to Colonel Scott a-nd vere followed by additional
operators in liay and June.3
These four operators formed ;:n 27 April 1851 the nucleus of the
United States kilitary Telegraph Corps, which had a rzxdmun strength of
over 1,500 mezbers, and rendered much important service to the Federal
Government during the Civil Viar. The first superintendent was Davdd
Strouse, one of the origin2l four operators, who held that post until
October 1861, si:ortly before his death .'which was caused, aﬁparently, by
tuberculosis, cc:nplicated, so Bates implies, by overwork. Strouse was_;

i

3. See Bates, Centurv, 123-125, and his ariicle, "A Rebel Cipher’: .
Despatch, one wnich did not reach Judah P. Benjazmin," in Harperls'’
‘ieekly, June 1898, 105. _ ®
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-
succeeded for a short period by James R. Gilmore, and he in turn by -
. Thomas T. Eckert, who remained in charge from 1861 to 1865. Eckert,
first a captain, was promoted to major and ultimately to Brevet Briga~

dier General before the war was 6ver; he took a large part in the appre-

ad L s e e it iy ] N shsa

hension of the pzrsons charged with the Lincoln assassination plot. After

p—a
.

the war he became presideat aad later chairmén of the board of the lestera
Union Telegraph Company and was still living et an advanced age in 1307. _;,

Brovm and O'Brien were soon sent elseiihere as operators but Bates remained

il

in the liar Department.Telegraph office until 1856, He had thus an -

unusual-opportunity to observe President lincoln and to gain-a first-

hand knowledze of the cryptozraphic systems used for enciphering lincoln's

LR 1]

:y .-dispatches. . He was aided.also by Charles A, Tinker and Albert B. Chandler,
who after the war long occupied influential positions in the comzercial 1
telegraph companies ,l" as did Bates himself, . . :

These men continued to serve as operators of the telegrabh through- 4

out the war, but they did not participate in the field activities of their
comrades in the corps: they laid nolx':ires and were not subject to the

dangers of battle, Instead, they mastered the techni.que of enciphering

and deciphering cryptographed dispatches and at timss succeeded in solving

Confederate ciphers. Bates alone of the four War Department operators

has left any memoirs. ' ’ i

L. Bates, Century, 127, 132; Harper's 105; Pluw, I, 66-68, 79, .-
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. At this point it would be well to point out that the frictioh —
.- which on both sides so fregueatly interferred vith the efficient -
prosecution éf the waf did not fail to infect even the Military Tele~
. graph Corpé. Plua (I, 59) goeg so far 2s to express in &etail his
opinion that the telegfaph Operators'ﬁere more competent to serve es

cipher clerks than staff officers. Surpriéingly enouzh, he suggests

that staff officers had during lulls in campaigns very little to do,

and therefore attempted to usurp the functions which Plum, rightly or
vrongly, believed the privilege of the telegrash operators.5 Certainly
“:7it can-be said at this“lzte date, with the advantage of the eXperiencé
of two World Tiars, that assignmesnt of technical functions; sych as
cipher ﬁork, to personnel not required to AO anything else makes for
greater efficiency. |
Commanding generals themsel;e; undertook §n occasion to handle
ciphér catters with unfortunate results. General Grant, for example,
when at la Grange, Tennessee, sent a msssage in cipher. to General Eamil-
éon at the front.6 Bamilton was unéble-to read the message and asked

for a repetition.s Grant then insisted that the enciplerment he had made

1P ede et

5. See the letter of Colonel Anson Stazer to General Halleck, 21 January
1854 (Plun II, 171-172) which confiras Plua's feeling. Stzger signs
the letter as superintendent of the Military Telegraph Corps, g post
vhich was held, according to Bates and Plum, by lajor Eclkert. ' Stager:
seemns to have served in a confidential capaﬂlt), not. clearly deflned.,
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6. Plua, I, 59-60. ' | : LR
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was co?éect but handed over th; message to his operator. At another R
““time, Grant weat tq Knoxville from Kashville and left his-operator,
S. H. Beck&ﬁth, at headquartersﬁin-Nashville. Xeanvhile, several
cirher telegrams arri%ed at Knoxville, aﬁd Grant, unable to read thenm,
gave orders to his operztor to give the cipher key to lieutenant Colonei
Cyrus B. Comstock of his staff, so that all future nessages could be
read. At this Juncture, the operator, Beckgith, refused to turn over

the key to Comstock,

~

7 B T

4 s
i I L

s

stating that his orders from the Var Department were not to give

it to anybody—the coomanding general or any one else. I told him

I vould see whether he woulc or not. He said that if he di@-he
would be punished. I told him if ke did not he most certainly would
be punished. Finally, seeing that punistment was certzin if he re-~
fused longer to obey my order, and beinz sorzentiat remote (even if he

sz inwas not .protected zltogether from the consequences of his discobedience

‘to his orders) froa the ilar Depariment; ‘he yielded. lhen I returned

frea Knoxville I found cuite a comnotions The operator had been rep—

rimanded very severely and ordered to be relieved. I informed the

. Secretary of Tiar, or his assistant secretary in charge of the tele~
graph, Stager, that the man couvlcd not be relieved, for he had only
obeyed my orders. It was ebsolutely necessary for me to have the
cipher, and the pan would most certzinly have been punished if he
had not delivered it; that they would have to punish me if they
punished anybocdy, or words to that effect.

The operator, Beckvith, was unfortunate enough to be in a position
where two Jurisdictions conflicted. General Grant was, surprisingly

enough, unacqualnted with the following adnireble order:

7. U. S. Grant, Personal Henmoirs (New York; 1886), II, 103-105.
Grent's memory was thea faulty: he calls Comsteck a ceptaine. - ,
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- TAR DZIPARTUSNHT
Yashington City, Januery lst, 1864.
ORDERED: o
That the cipher books issued by the Superintendent of Milia
tary Telegrephns be entrustcd only to the care of telezraoh experts,
selected for the cuty by the Superintendent of Telegraphs, aad
approved and zonointed br the Secretary of tiar for auty at the
respective hezaguarters of the Military Depzarimeats, and to
accozpany the amies in the I{ield. Tae ciphers furnished for
this purpose are not to bs imparted to anyone, but vwill be kept
by the operator to whom they are entrusted, in strict confidence,
and he vill be held responsible for their privacy and proper use.
Tney will neither be copied nor used by any other person, without
special permission froa the Secretary of ‘iar. Generals tommanding
vill report to the Var Department any defauit of duty by the cipher
operator, but will not allow any staff or other officer to inter-
fere with the operators in the discharge of their duties.

By order of the Sécretary of War. E. 'D. Townsend,
(“.. ffiCial: T. s. BOWBI‘S, —!:. ﬁ. g. : '.e:. é. Q.

X Had Captain Beckvith presented this order to General Grant, the fric-
tion would bave been avoided; why Grant himself had not already seen
it is not clear. In any case, General Halleck's letter to Grant is a

masterpiece of exposition:

Head-quarters of the Army.
Viashington, January 22, 1854,

Najor General Grant, Chattanoogas

I enclose herewith a2 copy of a note fram Colonel Stager, in
regard to his instruction to lr, Beckwith respecting the new cipher,
Your telegraas in regard to lLieutenant Colonel Comstock's orders to

» Becitvitn~ have been submitted to the Secretery of lVlar. It vwas
knovn that the contents of telegrans communicated by means of exist-

vy

8. Just when Beckvith was made a captain is not knowm. , e
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ing ciphers, had been made public without authority. As these
ciphers had been ccrnunicated to a number of persons, the De-
part-ent v=s unzble to discover the delinguent individual. To
obviate this difficulty, a new and very complicated cipher was
prepared for comunicztions between you and the ‘iar Departrent,
vhich, by the direction of the Secretary of Var, was to be con-
cunicated to only two indivicduals—cne at your hezcd-Guarters,
and one in the Var Department. It was to be communicated to
no one else--not even to me or any mexber of my staff. 1ir.
Becravith, who was sent to your heac-quarters, was directec by the
Secretary of ‘iar to coz-unicate the cipher to no ones, In obeying
Colonel Comstock!s orders, he c_sob=yeu the SECFE»GTV, and has
been cismissed. he should hzave gone to prisoa, if Colonel Ceaz-
stock had seen fit to put him there. Instead of forcing the
cipher froa hio in violation of the orders of the war Department,
Colonel Comstock should have recorted the facts of the case here,
for the information of the Secretary of Uar, who talies the per-
son2l supervision and direction of the :idlitary Telegraphs. On
account of this c*pher having been cemmuniczted to Colonel Con-
stock, the Secretary has directed another to be prepared in its
place, vhich is to be cozzunicated to no one, no matter what
his rank, without his special authority. 1Ine Secretary coes not E
serceive the necescsity for ccmminicating.a special c;:ner, intend=-
" ed only for telegrams to the Viar Department, to members of your
staff, any more than to meobers of my staff, or to the staff
offlcers of other Generals comranding geograpnical depariments.
&1 your communicetions with cthers were conducted through the
orcdinary cipher. It was intended that Lir. Beclawith should accom-
pany you wherever you reoguired hin——transportation being furnished
for that purpose. If by any czasuazlty he shoulcd be separated from
you, communications would be kept up by the ordinary cipher until
the vacaacy could be supzlied. It is to be regretted that Colonel
Coxstock interferred with the orders of the iiar Derartment in
this cass. 4s stated in former instructioas, if any telegraphie
employee should not give satisfaction, he shovld be reported, and
if there be a pressing necessity, he may be suspended; but as the
Corps of Telegraphic Operators receive their instructions directly
fron the Secretary of War, their instructions shculd not be inter-
ferred vith, except under very extraordinary circumstances, which
should be lmmed-ately reported,

R O TS

Very respectfully, etc.,

* H. W. Halleck, y s
- General-in-Chief. S

e
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Grant's repl&, likewise, is of great interest:

P. S. Colonel Stager is the confidentizl agent of the Secre-
tary of War, and directs all telegraphic matters under his orders.
5 g s ol . A

- Head-yuarters }ilitzry Division of the Yississippi,
Nashville, Tenn., February 4, 185.4.

liajor Generzl H. W. Halleck,
*+ General-in-~Chiel, VWashington, D. C.:

Your letter of the twenty-second, enclosing a copy of Colonel
Stager's, of the twent;-first, to you, is recéived. I have also
circuler, or order, dated Jasuary 1, 1€64, post-rarked washington,
Januery 23, and received on the twenty-ninth. I will state that
Beckvith is one of the best of men. ke is competent and industri-
ous. In the matter for which = has been dismissed, he only obeyed
By orders, and could not have done otlieriiise than he did and re-

- m2ined. Beclkddth has alwai's besn employed a2t head-quarters, as an

operator, and I have never thought of talting hin with me, except

when head-cuarters viere moved. :'On the occasicn of ry going to
Knoxville, I received Vzshinston desgztches which I could not read
until m¥ return to this place. To remedy this for the future, I
directed Colonel Comstock to acquzint himself with this cipher.
Beckwith desired to telegraph Cclonel Stager on the subject before
coaplying with my directions. iiot knowing of any order defining

vibo and who alone could be entirusted with the Yashington cipher,

I then ordered 3eclaiith to give it to Colcnel Comstock, and to
inforn Colonel Stager of the fact that he had done so. I had no
thought in this matter of violating any order, or even vish, of

the Secretary of Viar. I could see no reason vhy I v@s not as

capable of selecting 2 proper person to entrust iwith this secret

as Colonel Stager; in fact, thought nothing further of the matter
than that Colonel Stager had his operatcrs w:cer such discipline that
they were afraid to obey orders from any one but himself, without know-
ing first his pleasure. Beckwith has been dismissed for obeying my
orders. A better man can not be selected for the position. I re='
spectfully ask tkat Beckiiith be restored. %hen Colonel Stager's
directions were received here, the cipher had already been corsmuci-
cated. The order was signed by himself and not by direction of the .
Secretary of Viar, It is not necessary for me to state.that.; am _
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no stickler for form but will ober any order or wish froom any
of ny superiors, no natter how conveyed, if I know or only think
- it comes {rom thea. In this ins;.ance, I supposed Colonel Stager
vias act.m for himself, and without the knowledge of any one else,
I a::'., Gene ral very respectfully, your obedient servant,

U. S. &Grant, Laj. Gen.

C. The Siznzl Corps

7 Tne vork of the Signel Corps, as organized and directed by I.!a;)or
(later Colonel) ilbert J. Lyer, has been already described in other
publications to vhich the reader is referred for full accounts.9 It is
sufficient here to point out that there was a sharp clea.vage betveen the

assignment of the Signal Corps and that of the Yilitary Telegraph Corps,

‘the former organization confining itself to providing signals by nsans

of flags, lights, and even electrical means for the use of units in the
field, vhile the latter concerned itself primarily with telegraphic comuz‘z..i-
ca:tion between less mobile stations. That there was rivelry, at tizes in-
n2tured, betireen the tvwo corps,-appears occasion2lly in the narratives of

.

Plum and Brown. ‘

\

Iyer's great achievement was not, of course, in the field of cryp-

tography ather is he to be credited with developing in only a few

9. See Historical Sketch of the Siznal Coros (1850-1941), Eastera
Siznzl Corps Schoolt Pazphlet io. -2, For: Lonmouth, New Jersey,:
191¢2 pp. 1-17, and J. i11ard Brown, The Sianpl Coros, UaS.A., '
1851-1855 (Boston: U.S. Veterans Sizazl Corps associztion, }896).-.

10. Brown (24) says that liyer discussed methods of decipherment with
Horace Porter at iest Foint in 1250 but he -i_v'%s no deteils,

070 238
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years time the science of signals, and with organizing an efficient

--8ignal Corps. His YManual is concerned primarily with visual signals;

when he sp2aks of encipheraent, he does so only incidentzlly because
nessages to be transmitted often need to i:e enciphered. He apparently
did not rezlize the fact that the problem of enciphering plain text,
rhether the message was to be sent by telegraph, by visual signal, or
by cou.riér, was largely the same. Had he remezberzsd this simple fact,
bis description of cryptographic devices ywould have been much easier to
follouw. As if is, in illustrating his methods he often.converts lstters
‘to 'signals -and t:hen reconverts signals to letters before encipherzent ,. '
finally recoaverting eaciphered letters once nore to signals.

:Our knowiedge of ~E‘ede:‘al systezs not based on transposition is
confined to lyer's Lanual: this is because the lilitary Telegréph Corps
uniforaly used ti‘a.nsposit.ions. & description of the Federal systems
becones therefore, except for the sections on transpositions, l?.rgeiy

a surary of the pertinent paragraphs in Myer's Uanual,

D. Yonoalchabeiic substitutions

The term which heads this paragraph was, of course, unlnown to
Y'yerts contemporaries but the-section of his bool entitled "pmptograms n
(p.a._ges 256-266) contains no ciphér not included in the term. A m:rc& -
must be said of Uyer's type of signal code, the best exzople of which,

for illustrative purposes, is his "Code of Two Zlements™ (page 80) vhich
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is fuhda.ment.ally not dissimilar from the Yorse Code. Each letier is
indicated by a symbol composed of two elemenis, in this case, the
digits 1 and 2, Thus, Az 11, B= 123, C = 212, etc., and in this
way the letters can be converted to 2 flag movement, a colored 1light,
or any other mediu::,. including the electric telegraph, which the sigaal
officer might choose. But m illustrating his ecryptographic systezs,
¥yer selected an eight-element code in vhich the digits 1 to 8 form
dinomes, one for each letter of the alphabet, i.e. A = 12, L = 52, etc,
At this point Lyer digresses for the moaent from the visu2l siznal to )
"~ one written 0;1 pazper'and carfied by hand, He suggests that the arromw-
head may be used as a sy=bol: tio sizes of arrowheads z2y be eaployed
‘to represent the two—element symbols, 'a.nd by changing the direction of
the arrowheads, syzbols for the eight-element code may be. provided.11
In enciphering, the process begins first with the conversioa of the
plain te:tt to the eight-element code, that is, to a series of dinomes,
and then converting the dinomes to a seo;uence of arrowheads, He poicts
out, however, that if a tvio-element code be used, then the large arrow=
heads could represent one element, the sm2ll ones the other, and the
direction could then be varied et will to provide for confusing the-

enemy. Instead of the arrowheads, a succession of éiraight' end curved .

v .
11, This idea seems to have been derived from the cuneiform in..sc:r"ipticns'_
of Babylonia and .lssyria which, owing to the fact that they h2d . - .

only recently become imown in America, were enjoying a' grezt vogue.
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lines ;a& be used, or the message may even be sent in a bouquet of
flovers, certain types having been agreed upon in advance or by using
different size n2ils in the shoes of the _messenger.12 He'also gives
an illustration of the use of his "General Service Homographic Codett
(Manual, pages 130-149) to send a message disguised as a coacissary
memorandun {page 261) .as follows:

OFFICE OF ThE A.A.C.S.

Yerorandum of stores issued,

Pork (b‘Dls.) ® 00 0000000000000 0000000000000000000000000 2251
Beef (rations) © 00 0000000000000 001°00000000000000080000 33,531651
Salt (Sac}:s) @ 0 0000000000000 00000000000000000000000000 llsb

Rations-cofree 0000000000000 00000000000000000000000 BB,MB
Ptations-Hard-bread ..'.....‘."‘.......'.............‘ h2’22325k

The digits-at the right wthen paired off in twos can be deciphered from
the Homographic Code as WZ NOVE AT LIDNIGHT.

ti11 arother means of transmitting a message on pzper is to draw
a series of dancing men, after the manner of the eryptogram in Sir Arthur

Conan Doyle's Story of the Dancing Yen (see the illustration on page 262).

It is possible that Doyle got his idea from.ﬁyer's Yanual,
That the use of variants increased the security of a message wes

well understood by Lyer who suggests that a cipher based on a two-element

12, Vlere such methods actually used during fhe Yiar? &
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code but using several symbols, either letters or digits, es varients

--would be preferable. He gives an i1lustration of a five-elezent code

(22nuzl, peges 101-111) using letters as variants., This worked as

follows (rages 264-5):

elenent 1: AFKPUV
element 22 BGL QY
elez=ent 3: CHMRX

. elezent 4t D INSY.
: elerent 5: E J 0 T %

Notevthe.progression in the columns and the position of V. The _letter
}:!-which in the_ five-element code has the value of 12, may be enciphered
by any letter in the first line followed by a.n-y letter in thke second.
Thus, there are 30 perzutztions of a digraph for a single letter. “hen

- the first element is not involved, then the permzutations are only 25.

AT 5N
3

To 11lustrate:

plein text: P L E E T

five-elexment: 12. 23 51 65154

one variint: FB- QX TA 2P EY

another: K1l IR OFf JR TI .
and so one. .

The final monoclphabetic substitution is mentioned by lfyer not because

scldiiid LA BESE Sns et G AG a1 S e S T B R T Fre A

" he regarded it as worth recomm-ending but because "it m2y sometire be

.encountered”. The 2lphabet is written as follows:

13. Thus, the vord FLZET might have been enciphered by 4,687,500 differ— .
ent ten-letter combinations without a repetition identicel* in all. .. . .
ten letters. The fact that I is repeated reduces this figure ffom =

117,187,5@0
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Each letter was indicated by its nucber inserted in lines indicating the

proper angle, e.g. A -_-'_y, N :@ etc.'u‘

E., The Cicher Disk

Eyer!s section on the cipher disk is entitled "Signalling in Cipher™®

(Yanual, pages 266, 278,15 plates v and ‘&717) and the\description is as

~

follows:

Descriotion of Sigcnz2]l Disk.—On a small disk of cardboard, or
other materizl (2l. V, Fig. 1), are written or printed the letters
of the alghabet in irregular seguence and arranged around the cir-
.cunference of the disk. Tnese letters are so plzced thzt vhen the

- .disk is properly held, 21l the letters are upright. On this szall

disk are aiso printed t:i.ose cozbinations of letiers whnich Irequently
occur in wonds, as Wtion", ting", Youst, etc., and a sigzn to mark

the end cf a word", On a lzrger disk are written or pinted arrang-
ed arounds it ci:cuzmference in the same manner, either the letters of
the alphzbet or the syzbolic numbers of signals which are to be used,

The disks are fastened concentirically together in such a m2nner
that one z2y revolve upon the other, and that they m2y be clamped in
any position. They are of such sizes thzt, when so fastened, the
letters, etc. upon the inner disk, will each appear close to and
directly opposite one of the signal combinztions upoa the outer disk,
(See Plate V, Fig. 1).

15.
15,
17.

This type of cipher is called the "Rosicrucian or pig~-pen cipﬁer." .
by Fletcher Pratt, Secret and Urzent (Garden City, 1942), 142,

Reprinted, without acknowiedgment, by Brown, 99-101, :

See Figure 1,

See Figure 2 v o
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. The figures "1" and "8" are sozetines used instead of the
figures "1" and "2", to symbolize the elenents 'one'" and "tivo¥
because the figure "8" is upright in most positions on the
disks,- ) )

Having & disk arranged and clamped as at Fig. 1, Flate V,
it will be clearly understood by any signalist that so provided
he h'as before himm an alpnebetic code with every letter opposite
its signz2l symbols. and he will comxpreiread thet, by referring
to the disk, he can iranszit it in secret signezls or cipher by
mOVinf the disks upon each other, and so mzke - changes in the
code.

The use of such a disk requires, of course, that both the sender and

‘-hhe recipient know the key. The most secure vay of effecting this

would be to have the keys determined by a central bureau and made known
to the signal officers by some publication._ This possibility was not

overlooked by lyer but, surprisingly _en'ough, he seems to have intended

. the keys to be chosen at will and the key indicated'to the recipient

at the beginning of the transmission of a message! Under the conditions
of field signalling during the Civil Var, it would often happen that an

enemy signal officer might easily intercept such a message, key and all,

-

‘That the Confederates were unaware of the general character of Myer's

systems of signalling is impossible. The Confederate signal service

was organized at the outbreak of the war by Captain (later General)

18,

Rules for the iise of the disk are given in the Yanual, 269-273,
Lore cooplicated disks than the one described are cdiscussed:
they 211 utilize the same basic principles. J. Tiyatt Reid

(lanuzl, 287) had prepared a brass disk in vhich the letters were

dstaciable for changing the alphabetic seguences, .
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p i 0 Tne Tecderal Svsions in e Livil .or Ll

. G&F E. Porter Aloxander, who hac been associated with lajor Vyer in the

old Aroy vhile the latter was devising his signals.19 Xoreover, it
.seens improbable that at ro time the Confederaztes captured one of the
cipher disksf If lyer knew of tpis, then his confidence in the security
..of the disk after the wer shows how little the possibility of cryptan-
alysis wes understood at the time, : ; -
6né of the weaknesses of the disk was,lﬁf course, the abnormally
high frgiuency of the signzl standing for "end of word". Sergeant
Francis k. Metcalf?" realized this and called attention to it in 1854.
To obviate the difficﬁlty, one had only to elirinate the signal; runAing
the words together, but this seems not to have occurred to Eetcélf, who,

- 1
instead, invented a four-disk device,2 the first and second having the

letters (an alphabet plus &, "tion®, "ing" and "end of word"), fifteen

o~

on each disk, and the third and fourth the signéls; but before coxzplet-
ing his experiments with the disk, he discovered that it would be better
to place all the letters-on the inner disk and the signals on the three .
outer disks, ten on each. In fornarding Metcalf'!s cipher to Washington,
Captain i. B. Norton emphasized the weakness of ihe "end of word" signal

and his suggestion that it be omitted was ap;arently.adopted.

[
£

19. See Browvn, 213,

20, See Brovm, 118-119. ' . E

2l. This may have been similar to the five-disk device stown in lyer's K
Ylanual, plate V, fig. 5, which has a second alrhavet on the outer-
most disk.
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F. Polszlchabetic substitutions

Yet the vulnerability of monozlphabetic substitutions such as weculd

be produced by the cipher disk vas to scme extent, real:.zed—Poe s story,

Tne Gold Bujz, probably was sufficient dezonstration, for Lyer (pages 273-

277) advises the user of the disk to change key in the middle of the
message, anc specifically, at the end of each word.22 This would produce
a kdnd of polyalphadbetic substitu tn.on, and would delay a cryptanzlyst to
- some extent. An alternztive vy of changing the key vould be to use a

key word—liyer calls this a !countersign word"—such as BALTILORS,
G"’T‘l_':‘d"rc ECSTS, and the like. In this \.'ay, each letter of the key
wculd dete rmine the settmg of the disk for a single word or for two

e consecutive tords, Care should be tzlken to choose keys in which letters

23

were not répeated. Lyer adi'ises-“-at ‘the sentence be reversed before
enciphering, or that at least the clzuses be rever sed. He appears never
to have reached the point vhere he realized that the obsex;vance of the
word lengths wr2s a weakness., The following ‘,is his illustration of the

cipher disk used with the key viord LOHICAN:

Key u 0 H :;
Plain text: The enemy have crossed the river. Send a

22, Yuch to the surprise of the modern reader, Lyer (paze 278) actually
mentions as a permitted practice the inclusion of plam text in a,
cipher messagel . , |

23. Confederate keys (see Par. 13) overlooked this point. . i iy
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. Key: o] A N
Plain text: cavelry force to his rear,

Vnen the cipher disk is set at N = 11, the folloving is the cipl{er text:

FIV GV=VIH GRPINGZUSIRRAILGK ITNGE QMTFOCZIZEC, UDR &TRIDJITEXRVLTHZ
INGIJTION.Q ISTFL

YNote the repetitions of ING and the cozbination TIC: which result from
the fact that the outer ring of the disk, having the tio-elexzent code
written'on it, has been u_sed as the plain alphabet, and the inner ring,
vhich has the cozbinzticns TI®N and Iil3, as a cipher alphabet. The four
exanples of cipher ING stand for different plain letlers in each case.

Another v..ay of prcducing this kind of polyalphabetic substitution,
involves the signal on the disk called "end of word" which ¥yer calls
"the front signal" froam the motion of the flag indicating it. Iao the pre-
'cedin;-_; exazples, the "end of siord" signal would have its'obv-ious plain
value, but it could also be used as the cipher eguivalent of vhatever
letter happens to be opposite it, and some other combination be agreed
upon as the signal for %end of word", and ;s.lso as a switch group.

The possibility of making rings for special purposes is mentioned
and also of using Greek and Kebrevw letters in place of the Roman, (I;re-
sum2bly, the chaplains would be called upon to assist signal bi‘i‘icqrsl) "
Moreover, it is suggested that rings_ can be made to be- .used according to

the dz2ys of the week, or the disk m2y be provided with variants. . .

|
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G, Hawlev'!s Cioher Device

Sergeant Edwin B. Hawley, of the Signal Corps, devised a "very
ihgenious and valuable plan of cipher', A

Tne apparatus consists of tuwenty-six long and narrow tablets
fastened together at one end, arranzed as the ta2blets or strips of
soxe Xinds of wcoden fans., On each tablet is inscribed an alphabet
&nd the nucerzl signz2ls for its letiers, and the co=bination of
letters generzlly used. The alphadbets are so arranged thzt the
alphabet on the first strip conzences with the letter A and its
signzl at the top of the strip; the letter B and its siznal zare at
the top of the second sirip, and so on. In enciphering a message,
& key-viord being givea, the alphabets and signals upon these tablets
are used, each being talten in such szgusnce as are mch.cated by the
letters of the }.ey-words.

The device pro.‘uced, of course, no other effect than that of po_lyalpha-

betic substitution using different sliding elphabets based on a key worc.2b

_Be Anton's Cioher Device
Private John C. Anton, of the Sign2l Corps, was the inventor of a
cipher table?5 which he intended to be marked on tin or leather, or soms
other durable natei-ial. The table is nothing more than e series of direct

standard a2lphabets to which the polygraphs tion, inz, and, and a dash

have been added. These are placed as follows:

i FOO XTI 0PIRSTUT.OYZ tion ing and — ABCDE
IT JSRIOPIRSTUV.LCYZ tion ing and — ASCDZFGHI
ITI STUVIXYZ tion ing and: — ASCDZFCHIJALLZIOPQR
IV  OFRSTUV.SIYZ tion ing and — ASCDIFGEIJKIMN

v UV &2 tion ing and — ASCDIFGHIJILUIOPIRST N
2,. Yanual, 287-8; Brown, 118, " - . g

25. llanual, 288-291.
:
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( Above these five alphiabets is a row containing the signals, e.g. 1, §,

11, 18, etc.,, and below them a row contains numerals, e.g. 10, 20, 30,

.- ete.; 1, 2, 3, etc.; 200, 3CO, LOO, etc.; up to 20,000, A fin2l rew
contains siznals for “are you ready’"" and the like, The transmitter
establishes comrunicatica and first signals the nu=ber of the initial
alphabet, or it has been agpeed that alp‘l‘.bat "I 3111 be used to start
every message. Then the first letter of the pla:m text is found in
alphabet "I" and the sign2l taken froa the top row of ‘that coluan. The .
second plain letter is found and the sign2l likewise taken from the top
row of that coluan. Before end after numerals or abbreviations, the signals
are, respectively, 11811 and 8¢123. This cipher table will have the same

effect as that produced by Hewley's device, but is inferior to it in that

~

only five cipher alphabets are used, vherzes in Hawley's device there
are tweaty-five winich can be chosen accoréing toa key wvord, percitting

8 large veriety of polyalphabetic substitutionse.

I, Tne Fwvy Cipher Disk

Hzswell 6states, without eiting hls atthority that during the Civil

Var and until the eighties the United States Navy used a cipher disk,

-

The descriptien shows that this was icdentical vith the simpler disks

86. Century LXCIV (1912), 0. e L T {

Q.8 2381
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described by ¥yer and produced only monoalphabetic substitution. It

was supplanted by a digit code,

J. Route Transnosition

Of 211 the ciphers suzgested by Lyer, route transpositions are
ostensil_aly, at least, the vweakest, since the units transposed are not
letters bﬁ‘:. whole viords., Besiczlly, the methed wes this: by pre-
concerted arrangement it has been decided that a rectangle four columns
wide is to be used; and the number of rows is deternined, of course, by
the lenzth of the message which it is dssired to send. In addition, the
route has been agreed upon and is, for this illustration, dovan the first
column, up the fourth, doim the second, and up the third. Every fifth
word is to be a null ("blix:xd vord®) inserted to cause confusion. lLyer's

exarple is as follows:

Plein text inscribed

The night, Saith the
eneny Deserters retreating during
has say is position
changed that he his °

Inscription is according to the route agreed upon, transcription is normal.
The cipher text, with the nulls inserted, as as follows in lyer's version:

The night., Saith the attacking enexy Deserters retreating )
during suwmer has say is position unchangzed changed that ke his him. -

The words "attacldng," ¥“sumaer", 'uncharged" and *hiz" are nulls, but Xyer

[ 4
L *

hes inadvertently transposed "changed" vith "unchangéd". The pse of cagital-
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T

izatio'n and punctuation is, of course, ver}; vulnerable. The capital
_let.ters of "The"” and of "Deserters" show that these words begin sen-
tences, the period after "aight" shows that this word is final. Zven
vithout these telltale hints, tne ingenious reader could easily proceed
with the analysis and soon reach solut.ion.

"y s‘pite of the criticism vhich can be 'jus_tly made of the weak
security in this type of transposition, the Federal cipher operators coo-
stantly made use of only slightly more complicated forms of-the systém
and with great success, as they claimed, since they never knew of any
solutions made by Confederate agents, The systex vias first devised by

27

tnson Stager,”’' a telegrapher who was later commissioned and rose to be
a General Officer. In 1851 Governor Dennison of Chio had asked Stager to
arrange telegraphic i‘acilitiés and to prepare a cipher so that' the governors
of Chio, Indiana, and Mlinois , could conduct secret cozmunications one
with a.not.her.. A1 that is knovn of this cipher—Plum and Bates appareatly
never. saw _it—is tha‘c; it wes "doubtless the first telegraphic cipher used
for war purposes", | |

tager was a little later asked by General McClellan to prepare a
cipher for his use during the campaign in Viest Virginia, prior to the
general's coming to ‘._’.'ashingt.onin the summer oi‘. 1861, It is knovm that:

Steger 1;ased this LcClellan cipher, which was afterwards adopted ag the *

¥ .

27, Plum, I, 44; Bates, Centurv, 290, . ‘-

28. ZEvidently, cirher had not been used by telerravhers in the Crinean ¥ar.
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known as "coamencexent words!,
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official cipher of the Var Department, on his earlier work made at the

instance of Governsr Dennison.?? Froa the description, it is clear that

"Basically the new cipher was similar to modern columnar transposition ex-

cept that it was a transposition of words, not of letters, and it used

nulls. One of the first copies vas given to the famous detective, Allan

C. Pinlkerton, for use in Kentucky.Bo

Judged by the stendards of its own dey, this cipher was adeguate: it
was not too coxzplex to be practicable, and yet it delayed solution for a
Uyer's illustration of the systez involves nothing

sufficient tize. Thoug

but word transposition with the insertion of nulis, the system as actually
used during the war added to this the elezent of code s though that word was
not used at the time. A list of code words, in the modern sense, called by
"arbitraries,® vas prepared, and the users of the
ciprer assigned to these code words values made froa lists of place nane.s 3
personal names, and, on occasion, freguent comaon nouns and phrasés. Stager's
system, then, was rezlly a combination of code .and route tra.nspl)sition‘ -.
cipher. The user wes giveh a printed caré, about three by five inches
in size, on which were printed the code words and the keys. The keys were
a terz wnhich also included the ‘check words"

The first column

-e

which was the designztion of what are now called nulls,

29. See Plum, I, 44; John H. Haswell, "Secret iiriting", The Centurv
Tlustrated Lonthly lagazine, LoV (1912), p. 91. . . A
30. Plum, I, 4L-45; Pratt, Secret and Urzent 178. ¥
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contained the key words indicating the muzber of lines in the nmessage,

- -

the second coluzn the nulls, while the remzining columns ccatained the
code words which, incidentally, included in some cases variants for words
of such i‘requen_t occurrence as the names; of the President, cabinet offi-
cers, importanit generals, and the like. The heading of the cessage iras
regularly subjected to encipherzent as well as to tne text. In additioh,
the route of the transposition was indicated on the card. Y{}xy it was
thought necessary to indicate the number of lines in the message is not
clear; since the number of coluamns wes in each message the sa.'ne. (adx),
the dimensions of the rectangle, which was always filled by t-he addition
of the necessary number of nulls at the end, could be deterained withou®
an indicator of the nutber of lines. If; for example, a ;nessaéa of 54
vords were received, it was a foregone conclusion, even without an indica-
tor for the n;lszer of lines, that there would be nine lines in a.'l_l.jl
Had the compiler intended the user to construct rectangles of varying
width, as was certeinly done in later writing, then the indicator would
be nec;ssary, but in that case additionzl information as to route must
also be agreed upon. _

Plu.":x (page 44) makes the definite statement 11;1 régard to the cipher
devised by Stager for McClellan that in this case the route, number of

columns, and nazes of the holders did not appear on the card, being orally

¢, ! ¥

31. Bates (Centurv, 290) shows clearly that he understood the essentially
rectansular nature of the transposition and he also reali:zed thet the
system was crude. He wrote, hovever, over forty yocars after the war, and
as he was then a telegraph official, he was in a pocition in 1907 to
know something of the advances rade in cryptography during tle interim.

He reparded Flun's work as edequate and tnerefore confmed himzelf %
giving such deteils as bore dlrectly on his sub_ject, Abrahw .t.,;.ncpl,.%
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cocmunic;ted, but Bates (Centurv, page 292) prints a facsimile of another
"of these cards used as early as 1851 which does have indicatién of the

route and instructions as to use, It is pfobable that Stager at first

ozitted such significent details because they could be orally arranged:
vhen this type of systeﬁ wias p;oduced.in quantity, then the necessary

details were added.

Colonel J. J. S. liilson, one of the officers of the Kilitary Tele-

graph Corps, carried the small card which was used not only during lcClellan's
cazpaign in Yest Virginia, but also in Anderson's early operations in -
Kentucky, and in Fremont's campaign farther west. It seems cértain that

this card was identical with Stager's cipher prepared for XcClellzn. The

‘t\ : following is an exact copy (see Plum, I, 44=L5).

®
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30 Abstract.
31 Unitedo
32 Annual.

33 Duplicate,

No. 1ines.32
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&
COZTTICEERT 1WORDS. ARSITRARY VIORDS.
w« Cipher Vords, o . C's : FAN
1 i, Check.. ‘Scott. Bagdad. Dsnnison. London.,
2 Uay, Charge. Y¥cClellan. Yecca, Curtin, Vienna,
3 August. Cnange. teedazn, Brezen. Private. Star.
4 Yarch. Cheap. Kelly., Berlin, Bird's Pt. Uncle,
5 June, Church, Yates, Dublin, Colunbus, Xy. Danube,
6 April. Caps. Bates., Tupin, Lezphis. Darien.
7 Jay. Show. Korris. ~Venice. Paducah. Darby.
8 Telegrarh. Sharp. Cecxb Brussells. llound City. Geneva,
9 Larine, Shave, VWWashington. Niorod. havy Yard, Yexico.
10 Board. Shut., Parkersburg. Cain. Pillovw. Brazil.
11 Accountve Ship. Coravallis, Abel. Ben, X'Cullovgh Grenada.
12 Director. Shields, Szithton. Kane. Fremont. Paris.
13 President. Poles. Clarksburg. Hozh. Hunter. * lMoscow.
. 14 Centrzl. Tools. Grafton. lot, Grant. - Arabia.
15 January. Glass, Curberland. Jonah, Gen. Smith. Baltic,
16 Buffalo. - Pet. “heeling. Feter. Gea. Payne. Britain.
17 Pittsburg. Vile. 2irmount. Paul., Gen, lcCellan. Z=gypt.
18 Cleveland. Bzse, Eornert's Ferry. Judas. Gen. Allen. Negro.
19 Rochester. Xiscreant. Cuxberland. Job,
20 Audit, Scoundrel. lartinsburg. Joa,
- 2) .Company - Scamp. - - Richmond. Frank,
22 Station. Thief. Cairo. San,
23 Report. Puppy. St. ILouis. Hen,
2L.December. Gentleman. Yarietta, Shexn, ,
25 Boston. llobleman, Prentiss. Xary. X
26 Balance. Just. Lyon. France,
27 Refund. Blair, Rome.
28 Debtor. Pope. Miagara.
29 Creditor. Xorton. Peru,

32.

That is, the words above are the indicators of the nuzber af lines.

Cer-

tain traces of one-part arrangement mey be seen in the second cdlumn.
This is probably accidental. It is possible that the second column of
eipher words" was meznt to be used as nulls, rather than as.variants

of the indicators for number of lines, The use of "check" as the first
word suggests this.
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The.following is an exazple (Plum, I, 45-46) of a message encipher-

“Ted by this systea:

Text 2s received by addressee
., Ferkersburg, Va., June 1, 1851,
To Yaj. Gen. G. V7. ¥clie1lan,”” Cincinnzti, Ohio:

Telegraph the have be not I hands profane right hired held
cust start oy cowardly to an responsible Critterdean to at polite
ascertain engine for Colonel cesiring demznds ~curse ths to success
by not reputzticn nasty state go of supsrsecded Crittenden past kind
of up this being Colonel my just the road division since advance
sir 411,

(Signed) F. . Landor. %
The recipient proceeded to the decipherment by notinz fre= his card

the indicator ol the numher of lines: Telezrach = eigﬁt lines. A rectangle

it

‘of six columns and eignt lines was then constructed, and 2 seventh coluzn
was added to provide for the nulls which were every seveath word., Then the

.'cipher text was writtea in the rectangle in normal crder as follows:

o .
2 2 2 L 5 8 mulls
the have Dbe not I hands profane
right hired held must start ny : coverdly
to an responsible Crittenden to at polite
ascertzain engine for Colonel desiring demands curse
the to success by . not reputation nasty
state  go of superseded Crittenden past kind
of up this being - Colonel ny ‘Just

the road division since advance sir R -5

The messagé was now read by columns: up the sixth, down the first, up the

-
d A
.

33. DNote that lcClellan's niddle initial is incorrecte. s : T

. o 3150 See le, I’ As-mo
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fifth, down the second, up the fourth, and down the third.>?
. The cipher text then becomes in plain language the folloaing:
Sise - ‘ ' it

Xy past reputation demands zt my hands the right to ascertain
the state of the advance, Colonel Crittenden not desiring to start,
I have hired an eazine to go up road. Since being supcerseded by .
Colonel Crittenden, must not be held responsible for success of
this division.

In this exaaple, no word has been intentionally misspelled, but as
the cipher operators developed maturity, the device of nonstandard spell-

ing was frequently used to increase the confusion, e.g. meet becomes

me2t or even flesh, wood is used in place of would.

Stager, the originator of the system, appears to have continued to
§ompile.new editioas of his route-éransposition cipher as necessary,
eided by the practical experience of men like Xajor Eckert, Bates, Chandler,
and Tinker, and also by operators in the field, like Beckwith. successiVe
editions E:bodied constant ioprovexents, iﬁcluding ;ver-increasing lists
of code words, longer lists of nulls, and variations of the routes. an-.
standard spellings were probably used at the discretion of the cipher clerks
‘since the interpretation of su h a spelling wwould be comparatively ezsy,
once the route ﬁas known. As the ciphers increased in_complexity, the
old form of & ‘card was abandoned and a pamphlet substifuted fo} ite Trelve
pocket-sized editions were printed, the first tontaining sixteen, the last

of the series 48 printed pages. R

5 o

.

“ 35, Plun states that this 'es the only route used in this cipher." He

neans, of course, the only route used vwith this particular card. The
facsimile alrezdy referred to (Bates, Century, papge 292) employs a -
route quite differeat: up the third, aown the fourth, up tie sixth

down the first, up the fifth, and down the second. 21"2\ J::é
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ITI. The Federzl Svstems in the Civil Fiar 5,

The earliest were designated Ciphers Nos. 6 and 7,36 and were in-

troduced in 1851. They werc patternea closely after the first cipher

devised by Stager, and were used for General Buell's eerly bperations

in Kentucly and Tennessce, and also for General Hazlleck's operations

pricr to €he occupation of Corinth, Mississippi. Cipher No. 6 was a
si:éle elaboration of the original cipher, the colurn routes and the
genefal arrangezent being left the sarme. The indicators! however, no
longer represented the numﬁers of iines but the number of.words in the
ressage, e.f. 21l meant siz; ggz; trelve; August; eighteen words in the
nessage; in modern parlance, they were a group'count. Thi; change proba=~
bly reflects rezlization of the fact that when the mumder of ?olu:ns did
noé vary, there was no real need for én indicator; the compilers were
epparently not yet ready to abandcn their indicator system, so they used
it for a group count. _

Cipher Eo. 7 was very sizilar to Cipher No. 6lbut the incicators
once more were used to represent the number of lines and there were

Indicators for as marmy es twenty lines: evidently dispatches wers

" getting longer. Both of these ciphers were discarded in 1862 when one f

of the operators was captursd with the ciphers on his person.37

360 Plum’ I, ‘#7"‘68. . . . ‘
37. This was Brooks, czptured by Generzl John K. Yorgan at Gallatin, -

Tennessee, in rfugust 1862 (see Pluz, I, 47).
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An example (Plum, I, 47-L48) of a ressage enciphered by Cipher No. 7

-

is as follows:

Text as received by addresses

Colcael Anson Stager, Washington:38

Austria awvait I in over to rezuiring orders olden rapture
blissful for your instant ccmmand turned and irnstructions and
rough loordng furiher shall further the Cemden me of ocean
Sepiember poker tweaty I the to I command obedience repzir
orders cuickly pretty Indianapolis your him accordingly.my fourth
received 1£52 wounded nine have twenty turn have to to to
alvord hasty.

Villiam H. Drake,39
The word Austria was the indicator of a message in nine lines, vith ﬁhe
route up the first, dowm the sixth, up the second, dovn the third, up the
fifth, and down the fourth column. Tnen the text as received had been in-

scribed normally, transcription of the plain text was by the route indica-

'

ted. The plain text is as follows:

Louisville, Ky., September 29, 1€52.
Y2 j.-Gen. Hallecl, General in Chief:
I have received your orders of the 24th inst., reguiring me
to tura over &y cozzand to i¥2j.-Gen. G¢ Ko Thamas. I have accord-
ingly turned over the cozriand to him, and in further obedience to
your instructions, I shall repzir to Indianapolis and await further
orders. ; :

¥
’h
.

D. C. Buell,
Major-General.Lo

.

38. For some time all telegrams sent to officers in Washingtod weere _
addressed to Colonel Stager. They were then deci:hered by the clerks
and the text forwarded to the addressee vhose name had been encipnered.

39. The name of the cipher clerk who brenared the message,

40, Pluz, 48. (
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Cipher No. 121,‘1 edepted in 1862, tarked a great improvement over
its predecessors and reaained in force until August 1861“' It contained
code words fo* each hour and each half-hour of the day; for the nzzes of
all prominent Federal and Confederate civil, military, and naval officlals;
for the names of 211 the States; and even for words and phrases in comzon
use in messages, Stephen L. .Robinson, a cipher clerk vith General Szith,
was ceptured in July 1864 by guerillas (see Plum, I, 49) and Cipker No., 12
was thus comprezised and abandoned. In addition to abundant provision for
indicators of the nuxber of lines, there was a page of 1"1dica.,ors to be used
with a transposition not based on routcs .of the type alreadq,r discussed but
a somewhat different route to be described below,

The followding is an example of a message enciphered by Cipher. No. 12

using a route of the more conventioral type:

’

Text as received by addressee

To George C. Kaynard, ifashington

Regulars ordered of oy to public out suspending received
1862 spoiled thirty I dispatch conmand (sic) of coatinue of
best otherwise worst Arabiz my cozuznd discharge duty of my
last for Lincoln September pericd jour frem sense shall duties
the until Seierd ability to the I a removal evening Adam herald
tribune.

Pnilip Brunerys - “
Yhen deciphered by the route and rectangle prescribed by the ind:‘.i:af.pr i
"Rezgulars® this message becomest .

11. See Plum, I, 48-52. 2%

L2. Pluz, I, 49-50.
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louisville, Ky., Septezber 30, 1862,
Generzal Halleck:

I received last evening your dispaich suspending my removal
froz cozmand. Out of a sense of public duty, I shall continue
to discharge tre duties of my comsand to the best of my ability
until otheriise ordered.

D. C. Buell,
lajor Geaeral.

Note that in the case of this mess.age- the encipherer inscribad the plain
text normally and transcribed it according to the route: up the fourth,
dovn the third, up the fifth, dovm the second, and up the first colugns,
The nulls were placed at the end of. each column. L‘orreovez:, this message
in Cipher Nos 12 wes sent only one d2y after Buell's message of 29 Septem-
ber 1_862 vhich was enciphered by No. 7« Perhaps the'two vere used simyl-
t?:neously &t Buell's headcguarters.

_ In January 1853 it was considered adviszble for security reasons to
substitute for Cipher No. 12 a new system, but distribution of the re-

placexzent was apparently confined to the liestern Departmeat. Cipher No.

943 was therefore compiled and delivered, but Ho. 12 was left in general
use, No. 9 being vsed only in-the Testern Department..u’ The code wo:\c.is
for intervals of time in No, 9 were girls' n2mes, and there was provision
for the names of all Federal governors. A wide .vax;iet.;,' of different routes

was provided. ' .

43, This cipher is printed in full in the appendix to Plum's f:.rst volume
(370-377). See also I, 52 for Plum's description.

LL., No., 10 follo:ed a few months later.
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One of these was devised by Stager, so Pluz (I, 50-51) says, as
the result of & conversation he had with a reformed gambler., Tne gambler
had told hic of a card trick by which he vas able to identify cards
through the use of a key sequie vhich v;'as as folloiws:

13-8-4-2-12-7-9-5-11-3-6-1-10 |

Appare'l‘ly the garmbler had used this key seguance to effect a transposi-
tion of a simpler type: '
Key: L8 4 2 12 7 )
Plain text: I am going home on today's express.
Key: 5 1 3 6 1 10
Plain text: Please meet me on arrival there.

Transposing words, the cipher text becozes:

1 2 3 4 5 6 7

Jack (indicator) arrival home me going please on today's

8 9 10 i 12 13
am express t.here meet on I.

Stager developed this simple idea much further and :Lnsart.ed the device into

ciphers nos. 12, 9, and 10 in the follo,smg manner:

VESSAGE OR PART OF LESSAGENS
Six column route
H Indicators: Stanton
’ LicClellan
LMicDowell
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X X X X

. 6 17 27 35 26 15
7 5 28 35 25 15
8 18 L 34 24 1L,
9 19 29 3 23 13 -
10 20 30 33 2 12
11 %2281 32 22" 4
bd X X

/ﬂ\,,"\.\

“~

The letter x marks the location of nulls. Xote the

diagonal across the

rectangle. Tne route then i'ollo“ed the progression of the nucbers. The

following is an example of this cipher:

Text as received by addressee

Vashington, July 15, 1843,

To V. G. Puller, lemphis, Tenn.:
Clara lcClellan applause query spare safe occupied for
present sufficieatly your forces preantiss if the world valley

"the render have caught bear line you to he hard chorus to all

to zebras run if-the can operate wafers lean towards on send
wiley blubber up.

TNa T Et:kex‘t.l*"6

In this message, the word #Clara! meant 10:30 A.U. and "UcClellan' was the

indicator. The decipherment becames therefore:

' Viashington, 10:30 A.Y., July 15, 1853.
For Genl S, A. Hurlbut, Kemphis:

If Gen. W. T. Sherman's movemeats have sufficiently occupied
the enezy to render your line safe,. send 1l the forces you can
spare to Brig.-Gen. Prentiss to operate on Prlce‘s rear if he
advances toward liissouri.

B. ¥. Halleck
Yaj.-Gen'l, g8

LS.

Plu.m, I’ 51.

N [ W VN

o L E R Ty e T

. . W=

Lhs X o=

12 B - e 4
L L

il od b

Y
——t

el Y BT FReChwAPL v | vk S iy et o1




——

o0
v

3
Tevt i b

wean
iy ‘IQ

o . r )
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Captz;in S. H. Beckwith, cipher operater for General Grant, vhile
at Lemphis made a single key bocx to contain all three ciph.ers, using
black ink for No. 12, blue ink for Ho., 9, and red ink :.[‘of No. 10. Since
the key indicators and the code words were identiczl in all three ciphers,
all that was necesﬁary' to change frox one key to the next was to use the
writing'in a diflerent color. Bates (Century, 293). reproduces as an
illustration two pages of Beckwith's copy of t;he last cipher used. At

the bottoa of the page are two phréses with digits as follows:

Papge IX
4 2 6 8
K I S S A L A DY
;| 9 5 7 3
' Page X
. . 2 6 L 10 8
T I 2 HEWRGSUHUOHRB
9 5-1 7 3

This is probably only an ingenious method of indicatinz the route. He
also was &ble to suggest many plain eguivalents for future editions.
147 '

Cipher Neo. 9 was supplanted by Cipher No. in which were sent,

so Plun states, more important telegramrs than in any other cipher. Con-

piled in 1862, it did not come into general use until .February 1854,

47. Plum, I, 52-55. Apparehtly No. 10 was not abandoneci simultaneously
with No. 9. : ¢ g
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The pamphlet in which it was printed contained twenir-five pages. One

page was devoted to code words for time intervals; six contained indica~

tors, and there were variants for each indicator, and nearly 900 code

words, of which the following are a few:

Adanm _ Uaine

Animal Fort Xonroe

Apple Fort Sumter

JArno ‘ Arkansas

Attica Potomac

Berlin Red River

Bologna (and seven veriants) President L:.ncoln
Bruno (and five variants) Secrstary of Tiar

There were also code words for arus, bricadier general, br waw cf, cavalry,

defeat-ed-ing, movement, surprise, reziment, trooos, encountered the eneay

in strong force, etce This code had clearly passed the rudimentary stage.
Cipher No. 2, not so .widély distributed as No. 1, was identical in code
words and indicators but the values were assigned differently.

An interesting message enciphered by lo. 2 is as follows:

' New Orleans, June 19, 186L
To Albert B. Chandler, Yiar Department, ilashingtons

YcDowell unsound returned vessel period vias pine squad also
store this nz2y of Russell hot ginger revenue for leavs to brocade
this each revenue at wonderful feat jour tulip flower Bzker violet
side date houses at of by former he cant audit bzale they in possibly
guack about sun bale mason Saint Luke { burning shreve byrne and
party place F shreve Fremont Dayton law cipnrer Austin black at picked
proposes a happy marriage Cupid made fork French etc. 2nd or in about
the same port T vardstick wilby Eonduras and port the T liorgan.sailed
for Peru spit with boats fraction Arnold male like is volunieers re-
sist surprise sometimes good Steghen of & on Ben freckled or clear
Dovming swallow recently Stephen little nose hand deal they feel hot
poplar spits inside the above scars &*op slim George Clarke phased
has probzbly and sulphur of a close cz1ll ¥Windhzm all thum head are

p———
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spit as swzllow swellow Jonzh inches Erovmne cut side behind and
spit while wviare rooms awful in he on at heed leave tesh slender
- girl built mouse tv:.o topoph also a2lso yzcht wiilby mastiff flower .
pistils conversing the four the and so hare high flyer.
S. P. Kimber,48
The first word "McDowell" indicated a rectangle of ten coluzns; the
second Munsound” that it had-two lines and the third "returned,” that it
had eight, making ten in 211. (By inadvertence Plum's text omitted the
- word "returned.") The route used vias up the fifth, dovn the first, up the
tenth, dovwin the sixth, up the fourth, down the second, up the ninth, down
the eighth, up the third, and down the seventh. This rectangle was, how-

ever, not large enough for the whole message, even when the nulls at the

end of each colum were discarded, but at the.point v:hen the rectangle has -

# N

been cozpletely filled occur the three words volunteers resist surorise,

-

which are a new set of indicetors: wvolunteers indicates a nine—coluzn

rectangle, resist anc surcrise add to nine lines. Therefore, the recainder

of the message was enciphered by a square of nine columns and nine lines,
and transcriptlon followed a different route from the first: up the second,
down the third, up the ninth, down the first, up the sixth, down the fourth,

up the eighth,‘down the seventh, and up the fifth. .

Then these directions are followed, the plain text becomes: .

L8, Plum, I, 53-5k. ' _ - ;
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New Orleans, la., June 19, 1854,
To Gen. Halleck, Vashington, D. C.

lieut. T. F. Beal, of rebel secret service, made a lieutenant

for burning the "Sunny Side" near lemphis, proposes to leave Shreve-
port a2bout this date witih ten picked assistants to burn and destroy
storehouses, boats, etc., at louisville, Cincinnati, and St. lcuis;
possibly also at zemphis and Cziro. This pariy will be in sguads of
two or three at each place. Tney correspond by mail in cipher.
lieut. T. F. Bezl was formerly a lewyer at Shrevepcrt, la. He is
about five feet six or seven inches high, light built, slender,
slim faced, freclded, light browa hair, light mustache. Has been
recently cut so as to leave scars, probably on left side and near

- top of head, above and a little behind the ear; also at the junction
of nose and forehead; also on inside of left hand near the thumb.
He spits a good dezl while conversing. A1l will be in citizen's
clothes; sometimes they wear pistols.

E. R. S. Canby
L2 jor-General

The first of a new series of three ciphers, No. 3, was introduced
25 December 186L for use at headquarters of Generals Grant, Sherman, Thaxes,
Sheridan, and Cadby.49 Adthough intended for western stations as well,

it is believed that it never reached the Vlest. In fact, after No. & was

adopted on 23 lMarch 1865, No. 3 was little used. Plum says that No. &

" was the last cipher used in the war. Upon its adoption it was sent to

Captain W. G. Fuller at Headquariers, lilitary Department west of the .
Vississippi; to Captain 5. H. Beckvith at Grant's Headquarters; to C. G.

Eddy at Sherman's Headquarters; to Captain W. R. Pluz at Thazes's Head-

LS. One of the more interesting features of the compilation was am attempt ,

to choose code words in such a way as to reduce telegraphic garbles
to & minimum. (see Flum, I, 55).
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quarters, and one copy was kept at the Viar Department. Apparently, it
had been prepared some time before and was avaiiable in the ﬁar Depart-
ment. It had been used by the ¥ar Department opzrztors in 1853 to
encipher a famous message fram Lincoln.to Simon Cam;ron, temporarily at
Meade's Headguarters shortly alter the Bzttle of Gettysburg. The message
referred to is described by Bztes (Centurv, 291) a2s in cipher lo. 12,
vhich, howiever, had an eantirely different route. In any case, whatever
the explanation of the inconsistency, the messzge is highly interesting
both from the point of view c¢f historicel significahce and as an example
of unusual cryptograpﬁy.

Tne following illustration of the message is a coxbinaticn of the
versions given by:Batés (Centurv,'29i) and Plua (I, 58), vhich differ 4in
minor dgtails. The plain text wasrfifst written by the operator in a

rectangle seven colu=mns by eleven lines, using noastandard spellipg, as

follows:

P 2 3 L go ] 1
Viashington July 15 Iz . ] for
Sigh man Canmer on period T .
give much Toby relieved of the impression that.
lieade comma Couch cansa Smith and . arl
comTa since the battle of . Get ' ties
burg Corma .have striven only to get
the eneny over - the river without another fight period
please tell pe .. - i you know ~ who
was the one corps commander yho was .’
for fighting comma in the counsel of “war
on Sunday night signature 4. Lincoln Bless ° him .-
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Note the introduction of punctuation, which has a modern appearance,

and the position of the postscript.

Tne clerk then substituted code wor s for such ideas-es appeared

in the code, producing the folloiwing text which is merely a mi>tture of

plain text and cods words, still in normal order, the code words being

~ underlined:
Incubus Stevart Brovn MNorris Xnox Yadison for
sigh  man Caraer on ile= 1 wood
give much Toby trammeled serenade ifpressioén that
Bunvan bear ax cat cixildren and awl
bat since the knit of get ties
large ass have striven only to get
‘illace skeieton turnio without zanother octic hound
Please tell ne if you no ¥ho
vias the Herry ladrid locust  who wes
for oporessine bitch cuueil ccunsel of war
on Tyler Rustle upricht Adrian  Bless him

The next step was to transcribe the text according to the route pre-

- . scribed, prefixing the indicator of the route ("3londe!) to the beginning:

To A, Harper Caldwell,

VWashington, De Ce

Cipher Operator, Asmy of the Potomac:
Bl onde bless of who no optic to get and impression I Yadison

Square”Y -Brovn ceammer Toby ax the hzve turnip me

Harry bitch rustle .

silk Adrian counsel locust you anoiher oaly of cihildren serenade flea
Knox County”> for wood that awl ties get Lound who wzs war him suicide

on for iwas please village large bzt Bunyan

give sigh incubus heavy

lorris on trarmeled cat knit striven wiihout if Xadrid guail up*ight
martyr Stewart m2n much bear since ass sxeleton tell the oapressn.ng

‘Tyler monkeye.

D. Homer Batese

-

50. Toe word “sguare® apparently stood in the code after "’adison" but e

vas oxitted in 1nscr1pt10n.

51. Tne word "Knox" was probably followed in the code by "County" which

does not appear in the rect,anale,

il
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As was seen from the text of the messege of 15 July 1863, Cipher
Ro. LSZ had code words for a few phrasées, the total nuzber of code viords

‘ being 1608, exclusive of the indicators.and nulls. The indicators occu-

pied twelve pages. The book was devoid of instructions: if captured

4t was hoped that the lack of directions would prove cazpletely ccnfus—

ing to the Confederates. Page 7, for example, appeared as follows:

—~

3 | TE I 2
8 10 1L | 12
[ 13 11 9
6 5 1 .
Bedrooms. 1. zy. Blondes 11l. Liniment.
. Bedstead. 2, lezgue, Bloody. 12, Lions.
- Beverage. - 3. leather.Boscu. 13. Liquid.
Eeyond. L. Legacy. Bog. 14, loafer
Big. 5. lexon. bBread. 15. log.
Bill. 6. lesson. Bride 16. Llamax.
Billiards. 7. Let. Brush. 17. Llong.
Bilious. 8., Library.Bulk. 18, Lucky _
Elanket. 9., Life. Bushels 19, Luscious - T
Bliss. 10. linen. Buxom. 20. Luxury,53

52,

53.

Cipher No. 4 v:as abandoned on 20 June 1865, vhen all existing ciphers
viere discarded by the Federal Government and supplanted by No. 5 5
vhich was then sent to over 19 operators. ,

This is copied from Plum, I, 57.
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According to Plum, the sguare at the top of page 7 of the cipher

book indicates the route: the route to be followed in this case. vas
.up the coluan marked 6, down that marked 3, up that marked 5, dovm that
merked 7, up that marked 1, dowvm thet marked 4 and dovn that marked 2.
The blank columns were inserted to coz*.fu-s$s the eneﬁy, a.s- vere the
f.igures placed in the second and third rows,. | Cnly the digits on the
top and bottoa lines were significant. The highest figure in the top
or bottom line indicated the number of colurmns to be used. .

On occasion, need would arise for special ciphers not to be giveh
wide distribution and a cipher would be compiled for a single depert-
ment of the Army. The Department of Liissouri used these so-called

( ~ M"Deparimental Ciphers', which were basically similar to the earlier

ciphers devised by Stager, more than any other department. -

K. Other Trensvositions

The following passage describes a transposition cipher of a soms-
what different type which vms devised for a spcéial purpose:5&

During Burnside's Fredericlisburg campaign in 1862, the War
Department operators cdiscovered indication of an interlopers’ on
the vdire leading to his headcguarters at Acquia Creek., Tnese in-
dications consisted of en occasional irrezgular opening and closing
of the circuit and once in a while strange signals, which were ,
.evidently not m2de by any of our own operators. It is proper to

.
.

5L. Bates, Century, 292-296. - ¥ g

55+ This is certainly one of the earliest instances of an attempt at °
interception by electrical means.

.

B 1 T s, IO L SR a eI | 4y o

o s

SR | Py

et ik

-

=
€.

-




FEE

TIT.

. FECE = . -

The Feceral Systems in the Civil liar 69

note that the characteristics of each lorse opesrztor's sending

are just as pronounced and as ezsily recognized as are the charac-
teristics of ordinary handmriting, so that when a message is being
transmitted over a vire, the identity of the sender m2y readily be
}novwn to any oiher opsrator within hearing wno has ever worled vith
the sender of such signals. A sanewhat similar mezns of personal
identification occurs every day in the use of the telephone.

At the time referred to, thercfore, we were certain thet our
wire had been tapped at an unguarded point. In soxze way or other
the-Confederate lezrned that we suspected his pressnce on the vire,
and he then disclosed to us the fact trat he vias froz lee's army
and had been on our vire for several days, and that, nhaving lezrned
all thzet he wanted to know, he was then about to cut and run. Ve
gossiped with him for a while and then ceazsed to hear his signals
and iwmnew, or believed, that he had gone. %

Yeanwhile, we had taken measures to discover his whereabouts
by seading out linezen to patrol the line; but his tracks were well
concealed, and it was only after the intrudsr had left that we
found the place where our iire had beesn tapped. He had made ths
secret connection by means of fine sillc~covered mzznet iire, so-
called, in such a mznner as to conceal tihe joint almost entirely, 6
leantime, Burnside's operator was temporarily absent froz his post,5
and we viere obliged to have recourse to a crude pian for conceal-
ing the text of telegrams to the Amy of the fotomac, which we had
followed on other soxewhat similar occasions vhen we believed the
eddressee or operator at the distant peint (not provided with the
cipher~key) was particularly keen and alert. Tnis plan consisted
prizarily of sending the message backward, the individuzl words
being misspelled and othermvise garbled. ire had practised on one
or tvio despatches to Burnside before ths Confederzte operator vas
discovered to e on the vwire, and we were pleased to get his precot
answers, couched also in the same outlandish lanzuage, wnich wus,
however, intelligible to us after a short study of the text in each
case. The general and ourselves soon became guite expert in this
home-made cipner game, as we all strove hard to clothe the despatches
in strange, uncouth garb.

56.

Replacexent pools were evidently unlmovn at this date.
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“In order to deceive the Confederate operator, however, we sent
to General Burnside a number of cipher-messzges, easy ol translation,
and vihich contained 21l sorts of bogus information for the purpose
of misleacding the enemy. General Burnside or his opsrator at once
surxzised our purpose, and the general thereuocn sent up in refply
a lot of Ybalderdash," also calculated to deceive the uninitiated.

It was about this time that the following specially important
despatch frcm Lincoln was filed for transmission:

November 25, 1862.

4JOR-BTZR4L BURNSIDE, Acouia Creek, Va.: If I should be in
boat off Accuia Creelc at dzarlk to-morro.. (t/ednesday) evening,
could you, without inconvenience, meet me and pass an hour or
two with me.—a. Lincoln.

Although the Confederate operator had said good-by several days
before the cate of this messaze, vie vere not sure that he-had
actually left. ‘e uncertook therefore to put Linzoln's telegram
in our home-made cipher, %o thzt if the foreign operator were
still on our vire, the messaze might not be reau."} made out by
the enexy., At the sane time extra preciutions were taken by the
viashington authorities to guard &zainst any accideat to Lthe Presi-
dent while on the visit to Generzl Zurnside. - lio record is now
found of the actual text cf this cipher-despatch, as finally pre-
pared for transmission ) but goi'l- back over it word for word, I
believe the following is so nearly llke it as to be called a true
copy:

. ' Washinzton, D. C.
. Novezber 25, 1852,

BURNSIDZ, Aequia Creek: Can Inn Ale me withe 2 oar our Ann pas
Ann me flesh ends N, V. Corn Inn out with U cud Inn heaven day

nest Yied ros Loore Tom darkey hat Greek ¥Wny Hawk of abbott Inn
B chewed I if.—Bates,
By readinz the above bacicsard, observing t'ne phonetics, and bearing
in mind that flesh is the equivalent of meat, the rezl meaning -
'is easily found. It cannot be said that .this specimenﬂ exhibits
especially clever work on the part of the \ar Depurtment staff; ‘mor |
1s it likely that the Confederate operator, if he overheard.its
trarspission, had much trouble in unraveling its meaning. As to*
this we can only conjecture.
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Lincoln was staying at City Point and Richmond. After 6 April the route

—

g 1 5 0 The Federzl Svstems in the Civil iar 70

Burnside readily translated this cryptogram, if it may be !
dignified vdth so high-sounding ncme, and replied in siailar
gibberish thzt he would mscet Lincoln at tne place and time speci-
fied. At that meeting on the steamer Bzltimore wvas discussed the
plan of a movement against lme's intrenchrents whnich was made
three veeks lzter, and wvhich resulted in cur ariiy being repulsed
with the loss of many thousands of lives,o7

Another special transposition of this type was used in 1865 when

transpbsition cichers were no longer used for presideatial dispatches.
The reason for this aBandonment of cpher is not clea;: t$e operators . ;
may have felt that now that the waé was believed practically over—lee
surreadered three days later—cipher communication wa2s less imcerative.
In any case, telegrams were sernt in plain text thereafter. 3 .

For an important message sent by,lihcoln on 3 April & special type
of‘cipher was used, closely reéembling tazt to Buraside. Tne reasoan for
the unusual encipherment was a desire to conceal the nevis from cipher
operators who might happen to see it while relaying it to Vashington,
The ruse resorted to was surprisingly sinple: the order of the words ' - ;
was merely reversed and nonstandard spelling adopted! The text is'a;

follows:

57. The battle of Fredericksburg, 13 December 1862, - o ’
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City Point, Va., 8:

30 AJB., April 3, 1835,

Tinker, War Department: A. Lincoln its in fume a in hyzn to start
I arny treating there possible if of cut too forward pushing
is He is so all Richmond aunt confide is Andy ewvacuzted Peters-

T;ashinston Secretary Var, Beck-

burg reports Grant morning tl.is
witheo8

L, Civil Var Terminoloecy

Durinz the Civil '.ar certein teras were used in senses different

froz those in use at the present time; likewise, techniczl tems denoted

ideas now designated by different names., Tne foilowing is a glossary o?f

such terns:

Civil 'ar tem

ad justment letter
arbitrary

bulled

check word

ciphex

code
cozxencemnent word
countersign word

to put up
translation

rodern ecuivalent

letter indicating key position °

code word or code group

gerbled

nell

both code and cipher in the
-modern sense

in general, 2 signalling cods,
not used in the modern sensse

of cryptograoric system
key indicator
key vrord in polyelphabstic-
substitution
to encipher a message
decipherzent

.58+ Bates, Centugi, 296; Plum, I, 35. The latter actually seexs to

attrioute tne encipherment to President Iincoln hirmselfl A
photograph of the message in plain text is printed by Bates

(Century, 295) so it seems clzar that

/

Flua is wrong zbout this.
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M. An Aooraisal of Federzl Crwotography

YModern cryptographers will be irpressed by the insecux‘it;y; of all
the systems in general use by the Federal forces during the Civil %ar.
These systems include monozlphabetic substitutions, polyalphabetic sub-
stitutions, and route transpositions. The wa2y in sdhich polyalphabetic
substitutions are mentioned s.uggests that’ these were not in much u.seé
indeed, {'.hey r2y not have been used by the Federals at all. If so, }.‘yer‘.
mentions them sicply because the Confederzates used them, aﬁd they were
solved by Federzl experts with caaparative ease. In any case, no Federal
system would long have resisted attack by competent crypta.nalyst; possessed
of a sufficient body of traffic, Though not inherently more secure ttzn

the substituticns, the transpositions proved to be. in actual -practice

adecuate against the very inexpert Confederate cryptanalysts. Both Plum

..and Bates make the statement that no Federal message was ever solved by

a Confederate expe: :59 indeed they cleinm ﬁhat the Confederates actually

published intercepted messages in the newspapers in the hope that same

one wouald come forward wvith a solution. It must be rexzeabered that Plua

. 'and Bates were Northerners, interested very naturally, in zmalking the .

achievement of the union operators seem more notable. Tet it must be
presuxzed that if the Confederates had succeeded in reading intercepted .,

traffic, they vould have recorded this fact to' their own credit., So

K iatN
, ‘
8

59. Brown (213) quotes Lieutenant Frank Larkoe, Confederate Signal * -
Officer at Churleston, as saying that he had rezd many Federal
messages, but the context clearly showws that thesc were unenciphered
signals, : i i ‘

=t
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careful‘é ﬂistorian of ihe Confederapy as D. S. Freeman says nothing of
any solution in his seven voluzes on the campaigns of lLee an@lhis lieu-~
tenants. Tnis failure of the éonfederates is the more surprising when
one learns that they were aware ci the relatively advanced system known
as the Vigenére cipner square. Perhaps the real reason vhy the Ccnfed-

erates failed was that they never intercepted sufficient traffic to

-develop a competent cryptozraphic bureau,

The route transposition, as outlined by Lyer in his Manual, seems
now, at any rate, a childish system, but it must be remerbered that the
illustration given by hiz vas'selected for training purposes only: in

actual practice the true meaning of the messzges appeared much less cb-

. vious, Compzre, for example, the cipher text ¢f the famous message .froa

Lincqln to Cameron dated 15 July 1863 (see page 33 above)., %ithout suf-
ficient coverage and modern methods, how would any one guess th;£ YAdrian"
;tood for Abraham Lincoln and that "incﬁﬁus" wes VWashington? And who would -
have supposed that President Lincoln viould have used the viord"bless” in
a telegram? % h ’ ’

The Federal‘code, called by its users a "list of arbitraries" was

" the Dost secure feature of Federal cryptography. It had been developed

# . . P
from a rudimentary form in Stager's earliest cozpilations to the point -

where later editions were including such code words as guail = in the,
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Had the %ar lasted longer and the demand for greater security been in-
creased, it is probable that before lonz the Fecderals would have been
“~using much larger, and therefore much better codes than.these; end with
the continﬁ;d use ol the route transposition the Federal systém wouid for
all intents and purposes have reached the stage of enciphered code, one.
not achieve@ during the First Vlorld Var by most goveranents, and not even

.

in the Second by all,

— -

-4 ¢,

P’ | G St




(

e

CHAPTZR IV. THE CONFEDMRATS SYSTZIS IW Tns CIVIL WAR

‘ ’ X\
’ A. The Viecenere Table

-

The most widely used Confederate cipher was that known to modera

cryptographers by the name of Vigenere cipher square and was thus a form

of polyalphabetic substitution cont*ol_leci by a key word or phfase. No

Confederate or Federal vTiterl actually calls the cipher by Vigenére's

name: probably none of them knew tkat it was first published by Blaise

de Vigenére in his Traicté des chiffres ou secrets maniéres d'escrire

(Paris 1586). That a copy of Vigentre's book was still extant during
the war in some Southern library is possible, but it is not likely that

it was coasciously used by Colonel J. H. Alexander who devised the first

Confederate cipher in the spring of 1862, Alexander was the brother of

_General E..Porter Alexander, alrezdy mentioned as an assoc:x.ate of Miyer °

in the old A:'my before the wer.

the task of preparing a manuel for Confederate sign2l officers, which in-

cluded "a table L@ compiling cipher dispatches.%2 Tnis scunds very much

like the Vigentre table which the Coni‘ederates were knovn to be using

in messages successfully solved by Federal cipher clerks. . "

The earliest dated Confederate cipker, hoirever, is a message sent by

2. .
2

A .

“a

1. Yyer, Yanual, 298; Plum, I, 38; Brown 211; Bates, Century, 296.°

Brovm (206-207) prints a letter froa Alexander dated 6 June 1888 in

2.
which the writer given no further details, Ny

.

In the spring of that year he was assigned
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__Beau:eéard after the Battle of Shiloh (8 April 1852), giving the nuzber
and condition of his forces 2% Corint'n.3 The texj:. had been enciphered
oy merely putting the last half of the alphabet first, that is, sub-
stituting X for A, N for B, O for C, etc.” The message first reached
Richmond in a -northern ne‘.vs;.:aper, for it vmas intercepted bg; Federals.
From Brovn's description it seeas clear that the method iias monoalpha-
betic subsf.'itution vith the cipher 2lphebet a reversed standard alphabet,
thus: | .

Plain: ABCDErGRIJ NI IOFIRSTUIIXYZ
Cipher: I VUTSRIFOIIKJIHGFEDCBA

This Beauregard message thus probably antedates the appearanc;a of Alexan-
_ der's manual, which accounts for the abrupt change in type of systea.

The Federals prepared cryptographic systems in 1851, whereas not until

1862. did the Confederates make any systematic attemgt to prepare' compre=

hensive systeims. | This is surprising in view of the widely held view

that tbhe Confederate Armies included a larger percentage of abler officers

of the old Federal Army than did their Northern opsonents. Brovm says,

however, that all Confederate signal officers were instructed in cipher

. and intrusted with the key word.% - o ’ .
u . . l_';.'.
3. Brovm, 212, . % e » - _
L. BI‘D?m, 209. e " F ] - " e . .:' .. y

rerfal ey
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O.nly fou:" keys are know;'\ tc have been used by the Confederates;
others lmay‘ have been use'd in traffic not solved. aneé of :t.he four
appear to ‘.}-{ave been constructed by the szme compiler: :
| CO.Z RETRIBUTION

COLPI=TE VICTORY

LANCHESTER BLULF
Note that they all contain fifteen letters, and thzt there are repeated
letters, at least two in each key, and in the first, several letters
(8, I, 0, R, and T). This was a defect which was recognized by Northern
cryptographers—see lyer!s M, ‘page 273. The fourth key vas 1IN GOD
T2 TRUST, and shows no affinity with the others: it doe.s. not have fifteen

letters., Brown (page 211) calls this *the Court cipher" and says that

...~ it has been much used in diplomztic correspondence. It therefore seems

probable that some one found it in an earlier work on cryptograrhy and
adopted it for Confederate use.
Myer's illustration of the Vigeneére table (pages 298-299) is based

on the first key and is as follows:

Plain text: TH2 ARY 7ILL MOVZ TOMIGHT.S
Key: (O PLET EVIC TORY COPLZT.
Cipher text:  VVQ PCIR ADTN FCUC VCZXRIM.

Note that the word lengths are retained, a vulnerable feature. Yhat is

~ " [ ] .

more, the Confederates enciphered only parts of their messages, leaving

the r.emainder in plain text, a fact which led to successful solution, -,

5. This is Yyer's favorite text; he uses it in most of his illustrations.

L4 i - 2
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Had the cipher disks been less clu:sf, it is probable that their message;
'.would have successfully resisted solution, for it is doubtful if any
Federal cryptanzlyst was aware that polyalphabetic substitutions can be
solved by factoringz the interval between repetitions of polygraphs.
. Tﬁ; following exaxzple will‘illﬁstréte'the Confederate methods:

‘ - ’ ) Jackson; Yy 25th; 1863

Lieut. Genl. Pemberton: Yy XAPV. USLX was VVUTLSJP by the BRCYA

(1) J 200 020 ¥=5T. SUaJ. N=ZRP. 2ZIFX It will be GFC=CSZ0 (Q) D

as they N3, Bragg MJTPHINZG a "P. (K) C:ZE5% Vhen it D23J7I will

ICIG. AS. OHY. NITY do you YTIAM the IIK.. VrVEY. How and where

is the JSMIGUISFTVS. K=Y is your ROEEL. - B

‘ . : J. E. Johnstpp.

This message vzs intercepted by Grant end forwarded to ‘.ashington on the
day it was sept by Johnstan. Grant revealed in his accompanying letter
that eight-men h2d been captured while at;empting to get through the
Fede;ai lines aﬁd that they had 200,000 percussion czps on éhem.

xhe nessage was ass;gned at once to the cipher operators in the War
Departnent who soon solved it, but Bates, who ‘must have part;clnated in
the wo:k,lfalls to reccrd the stepss It should be obvious, however, that-
'qne of the points for attack was the word VEGT, following 200 000, mhich
drmediztely suggested the plain text CAPS. Batesf description of the -

method of encipheraent used in this messege 1s incorrect: he states that

.

the key was LANCHESTZR BLUFF, as indeed it was, but he then goes on to _
s2y that the letters of the key were found on the top line of the square,

.
.

the plain letters in the column headed by the key letter, and the cipﬁér

-

letters at either end of the line in which the plein occwred. This is

probzbly only & confusion, in the mind of Bates, of the operation of re—

Q.2 ‘.M
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covering a key when both plain and cipher are known, with the opera-

tion of encipherment: Johnston actually found the plain letter at the

" top of thélsquare, the key letter at the left, and the cirher letter at

the intersection. MNote that the key was not written over tﬂe entire message
but only over those letters which were to be encirhered. 3By using this

nethod, the folloving plzin text was reached:
Jackson, Yay 25th, 1863.

~

Lieut. Genl. Pemberton, Vicksburg:

Yy last note was returned by the bearer. 200,000 caps have
been sent. It will be increzsed as they arrive. Eragg is send-
ihg a division. lren it cozes I will move to you. That do you
think the best route? how end where is the enery encacmped? Vhat
is your force?

" Jd. E. Johaston.
Three other Confederate messages were réceived in the au?umn of 1869
by the cirher department at New Orleans, of which Captain 7. R. Plua was
then o;ficer in charge. The first vias an old telegram partly ip cipher, .-

not hitherto seen by the Federals, which had been sent on 26 Decezber 1862

\

by Pemberten at Viéksburg to Johnston at Jackson, and had been intercepted
about the time it was sent. The second telegrar in plain text was, accord-

ing to a note attached, found among Confederate pzpers after the fa}l pf

Vicksburg in July 1863, and it was suggested in the note that it was the

plein text of the first telegram, inascuch as the two messages yeré idengf-.

o
s

cal in date, correspondents, phrasesclogy, and letter count. Plum, who - -

N T U RO "
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knew the essential features of the Vigentre table, did not take long to
prove that this assunption vas right. The following will illustrate:

Xessage No. 1: I prefer OALVVR, it has reference to X¥TiJ CCEFr IBPZE
Message No. 2: I prefer Canton. It hes reference to Iorti ficat ionsa

LREYP ZWTYR to prevent PNUZE YXSUWS TFJW at that pOlnt. ROZZL FPSGHV ELVIZ
tYazo olity to prevent passa goefr iver &t that point. Force lande dzbou

FIUTL JTLASL TLHIF NCIGT S!21F GCCAJ D.6
tthre euhou sanda bover outho frive r.

By searching for the plain letter at the top of the V:Lgenere table, and
runaing dovn the column to the cipher letter, the key letter would be found

at the left hand column. Thus, it was shown thzt the key used was YANCHESTER

ELUFF.
An atterpt to rezd the third messa.ge by using the key LANCELSTER BLUFF

mes a failure:. it had not been enciphered with ‘that key. The text was as

follows:
' - A Yontgomery, 30th (Septezber 1864.)
To Gen'l E. K. Smith, R ’

Shreveport, la., via Vi,

Vhat are ycu doing to execute the instructions sent you, to
HCDLLW{ =X CIG-KN=GOZI-D8 I-dN-VAiS-DGUSUED! ITD .~ I success will be
core certein, you can substitute-=JTRICPG-0rG:EVI-HIFARIF~T:0-HEEPZZ =
BEIYPHADN~CI'0:N"76~-By which you may effect C-TPIGEXYii-above that part
HJI-02G-K\. MC"'-patrolled by the 2. Dslf\ﬁGIJIJ‘C‘M—Ia'EﬂDm

_ ) _ _ Jeffn. Davis. .

. The cryptenalysts weré essisted by two facts: (1) Lhe plain text auggeated
probable values for the cipher; and (2) vhe vord lengths had been :.ndice.ted
by the dashes. The segquence O TPIGEXTK follow:m,,, as it does, you may

effect," suggested the plain text A CRUSSING; likewise, t.he c:Lpher text

6. Plum, I’ 37-
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"above thct part HJ-CPG—KW1'CT* suggested CF- Tn.. RIVER.

to _Tecover the key used with the first passage, Plum found - eae B

Cooo?

ing the two fragments, the entire key vias recovered:

The Complete
Cipher text:
Key: °
Plain:

Cipher text:
Key: ..
Plain:

Cipher text:
Key:

~ Plain:

Cipher text:

to HCDLLVW X277

CO:’PLET EVICTC RY CC:iP LETZ VI CTC
. to FCRVARD TRCOPS TC EAST SIDE CF TS LISSISSIPPI,

IG K2 GCZI DT ! VAS DGUGUHDIITD.

fror the other passage, the result was o..ORT COMPLE...

YCCLPLETEY

Havinv attenpted

L VICTRY

decirherment with the key and plsin text is es follows:?
That are you cdoing to execute the instructions semt you,

Yhat are you doing to execute the instruct.ions sent you,

If success will be more certain, you can substitute

If success will be more certain, you can substituté

EJTFRRPG OPGI=VT KTFARKF TiG FEZEPITY BITYSHDN QUOINNOG

By Jjoine
COMPLETE VICTORY.

2

Key: ICTCRYCO YPL=TEV ICTCRYC O\ 'L=TEVIC TCRYCCL?P LETEVICT
Plain: YHARTCHS CAVALRY CCI2D FCR WiLLERS TNFANTRY DIVISION
Cipher text: by which you m2y effect O TPOGZYTA above thet part HJ OPG
Key: 0] RLCOL?LE TE VIC
Plain: by vwhich you may effect A CRCSSING above that part CF THE
Cipher text: KVXCT patrolled by the ZLGRIK GGIUL Cvw EVENDLIL.

 Key: TCRYC ’ OLPLET EVICT OR YCCLPLET
Plaip: RIV=R patrolled by the L&GER CLASS CF GUNBOATS. .

Plum gives enother message sent to Smith, this tire by lee, which was

also enciphered by the key CCLPLEI= VICICRY: 2
7« There the key is not written, no enciphérment took place. : .
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following polygraphs:

. Xy - .
Head—Guarters, C. S. Arrcies, larch 24, 1865.

- Gen. E. Kirby S:ith, comdg. Trans-—‘ties. Dect., Gen.:=TT0

ECTLMWYLRN RVCCu UI LESERIDES IFCHE D7 YASKIT US TFCESTO ABXC
BIX AZJieGJzIinaveEeze r‘B IDZL UZISU KT KPS AUrD TZH OFCL LFS
UVAJH ﬂ""'C\ CI YU DDXTIPT IU ICJTHPXT ES VVJAU 1VIR TVHTC
L3N0 TN ZOIES O RECGT = UC2 FV NTIPTYYEC ROV:RIVYR RG77% RSPZ
RﬂSJC*d P”AX RSP EXEZ MAZCDSTRIPT 1ZUMS=B ACGG NSPOVVE MC KRG
S\HE FIRF WH XVV KKGE PYH FEFy CXFFLISYTYSL XJ JT23Y B2 HTAD
TBHZ AWVV FD ACGZ AVXCTVV YCIZG O KZY FoT LGZA SCUH.

1 am post respectfully Dour obdt. servt.

R. E. Lese,

ce

In this message, Lee's cipher operator,- enciphered the entire message,

except for the salutation and relatively mezningless complirentary close s

though he kept the word lengths. lYoreover, since CCIPLEIE VICTCRY was a

key known to be in use by the Confederates, it could be tried and was found

- correct. . "Tet, even if that key had not been knovn, this message, probably .,

the most secure Confederate message extent, would have been speedily solved

by a modern cryptanalytic unit. Note that there are repetitions of the

-  ABXC and 105 letters later ABIC
K°G and 165 letters later KFG
_IU . and 30 letters later IU

The factors are as followigs

: 105: 5, 7, 15° | S
20: 5, 6, 10,15 . e,
8s: 5, 1, 15 R

Both 5 and 15 appear in a.'Ll three intervals-. Solutlon could proceed on -
either assumption; actually, the nuzber of alphabets was 15, since "OL?I.SI'E
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VICTORY has 15 letters in it.
-~ By performing the decipherment, the reader will discover that the cipher
reads as follows: - ~

The President dee=s it advisable that you should be charged with

the cilitary operztions on both banks of the liss., and that you

should endeavor as prcmptly es possible to cross that river with
as large a force as c=y be prudently withdrawn from your present

Dept. You will accorzingly extend your command to the east bank

of the 3ss., and czke arrangexents to bring to this side such

of your present force as you m2y deem best.

Lee's cipher elerk was not always so careful as to eliminate from
his telegrams plain text of a revealing nature. The following message,
enciphered by the key COT P=TRIBUTICH, (ominous, in view of the date)
will serve as an illustration:

’ ( 5 - Confederate States of America, lHlitery Telegraph.

. Dzted Head-cuzrters, February 25, 1865. Received
. at Richaond, Va., 12:25 minutes, A.U.

‘I‘o Hon. J. C. Brec}fenr:.doe, Sec'y of Ver:—1I recomaend that the
TSYS:ZE FX P RFATVAP UBUACEQTY 2XFVAJ and ISVILNJRU KTMT?
are not of z:n_.ec.late necessity, UV KPGF:2PGR LPC THLFL L!""*z‘I‘S

B. E. Lee.
At once XTMTL suggests TWHICKE, and this is correct, as will be seen from
. the decipherrent:

I recomuend that the removal of public property, machinery,
: stores, and archives which are not of immediatle necessity, be
: coxmmenced. All pov der should be secured.

The only exzmple® of the use of the key I GOD T TRUST o o

6. Brown, 221-212,
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in a message of vhich the date and correspondents are unknown:

Keys ‘>ODVETRUSTIISCEETRUST INGCOVETR :
Plain: LCNGSTPEUTISLIARCHINGCRTISHERSHILL y 3

. Cipher: TBTUV2VIVHALUN X IZTRZFHBAUSL VDLEC

This cryptogran differs from others in that the encipherer.found his key
letter at the top, ths plein letter at the left, and the cipher letter at
the intefsection.

During the trial of the acco:pliceé of John ﬁélkes Booth considera-
ble attention vias given to evidence tending to shov that Booth's inten-

tions were known to President Davis and other Confederate leaders. On

-Booth's body énd 2lso in his trunk in the Mational Eotel there were found

after his deeth copies of "an 2lphabet square cipher”. This is described

by Bates as identical with those knovin to have been used by Davis and Con-

Iederate.generals, as well as with another found on 6 April 1365 by Charles

A.'bana, hssistant Secretery of Tar, in the office of Judah P. Benjanin,
Confederate Secfetary of State. Tnis eyidence, so Bates (page 293) 5253,
makésrit "inconceivable that Booth.was not supplied with this cipher—qode
by the Confederate government.® The evidence does not now see sQ con-.

clusive: if Booth merely had a cipher square ol the Vigenérs type, his -

knowledge of the system mz2y have been independent. I1Z£, howeve;,.BooiQ

also possessed one or more of the key phrases mentioned, the evidence

is mich better. ; - ' ?

. ’ - ..
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B. Th2 Ci=her C-ylinder

The Confederates found tha% the operations of enciphering and de-
ciphering a message using the Vigen?are Square vere laborious, and Captain
Wwilliao N, Barker, of the Confedera‘esicnal Corps, devise.d"a cipher
cyl:.'xder9 by which this type of ope*atlon could be speeded. The cylinder
was nounted in such a vway that it could be mz2de to revolve horizontally
on a shaft fitted vith a cran%, Cn its outer surface a Vigen‘.\are sguare

was pasted and a fixed pointer ‘mas attached in such a wey as 2lways to

.point to the left Land column. There wes also a movable pointer which

could be slid aloag a bar to point-tc any other coiu:r.n. Tne operator

began encipherment by turning the cylinde.r until the first line of the
square was opposite the movable pointer. Ke then s1id the ;novable pointer
until it indicated the key letter. ..The cyﬁinder was_then turncd until the .
fixed pointer would indicate the cipher letter to be used, Xyer illustrates

this cylinder on Plate ¥, figure 4,10

Another illusirztion (Brovm, _p.232)
is eatitled "Confederate Cipher Yachine." This m2chine is much sippler, -

and lacks the pointers. The cylinder is enclosed within a box which has

‘a slit to permit the operator to view only one line at a time. Obviously,

9. See Figure 2. One of the cy.u.nders is on exhibit in the ASA Yuseum;
another is in the lincoln Yuseua, Tenth Strect I‘oruh..eot, “izshington.
It is described as having been found in the Confsderate lar Deoar..men‘t
in Richaond, and probnbly is the cylinder referred to by Bromm as in
the lar Depart.znent at Vashington.

10. See Figure 2.
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the operator using such a device would be forced to mark the proper column

*~ 1in sone way.

Brown says that "a model of this apparatus is preserved among

the Confederate records in the Tiar Department at Viashington." He himself

possessed another.

Keither device involved any cryrtographic principle different from the

hand-operated Vigenére square,

C. The Running Key

-

e

Following his description of the Confederate Vigentre table, iiyer

describes (pzges 300-302) enother cipher which ray have been used by the

Confederates though ver does not specifically szy so. It is perhaps the

‘/"."“'\

ABCDEPGHIJKLUNOPORSTUVW"XYZ
123456789D11121314151517231902223 242525

Then, by using these nuzbers, the key is converted to digits, thus:

"Eey in letters:

Key in digits:

Eneipherment is perfor#ed as follows:

4 DI 8 C O TYTERTX
1 4 919 31522 51825

Plain text in letters: S ENDXEP OTWDE
Converted to digits: 19 .51, 413 5161523 4 5
Junericzl kev: 1l 4 919 51522 51825 1
By addition: 20 92323162032 2041 29 6
Subtracting 1:11 - 19 8 2222151937194028 5
Yhere more than 26,

subtracting 26: 19 8 2222251911191, 2 5
Converting to letterst S H V V 0 S ¥ S N B E

=B PBRl-Rw

*“the letters of the alphabet are numbered consecutively froz 1 to 26:

most interesting cipher in the Mznual. The procedufe is as follows: the

‘ ' 1l.

This is done merely to edd comrlicationsl

- -

o



The decipherment proceeds as i'ol_lowsx'

o Cipher text in letters:t S K V V 0 S K S N B'E. T
Converting to digits: 19 8222215191119 14 2 52
Léx in gimitiss 3 £ 9139 #1520 S$II88% 1 %
Subtracting:i< 18 L13 3B Lisah22 3 417
Adding 1: A9 B3 1L 433 S5d6 W28 & 518
Converting to letterst: S E N D X E P O W D E R

The operation is complicated, but suys lyer, it can be speeded in direct

proportion as the operatar is able to coz=it the numders to memory., Thus,
if the operator can through remory subtract digits from letters, some of

the operations' can be omitted.

D. Confederate Esvionzace Svstems

TV Ly

As is well known, Confederate agents were active in Canadas, perhzps,

4

~ &s-was suspected by the Federal Government at the tire, vith the connivznce

Lo F T ke ) e

of theGmadian authérities. Y.'it_h these agents cormunicztion was mzintzined
by means of a secret messenger vfno regulerly passed through ‘.’.'ashington‘ on
his way {rom Richzond to Canada 13 Ir no-t a member of the United States
Secret Service; this messenger was at least mf_]_ling to permit inspection
in Vashington of the contents of his messages. It is possible thzt like

| rany another spy, the man was wi_llix}g to sell hirself to both sides at

"the same time and that he also furnished the Confederates the results of

12. There minuend is less than subtrahend, add 26 before subtracting. -

13. Bates, Century, 2968-299.

[ " .
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: % E
his observations of Union territory. In any case, Bates (298-299)

-

makes the claim that the cipher messzges in his possession viere froz tine

"to tirme solved by the Tar Department cipher clerks, though he does not give

either the text of the ressages or details of the solution.

In Decezber 186314 the Post Office in New iork intercepted two
letters addressed to 2 mz=n naméd Alei.lKeith, Jre., Helifex, Nova Scotia.
The first vas dated lé December and tge second the 22nd. Both were in
cipher using arbitrary symﬁols. The textl’ is printed in  Bates’article
in Herper's (June 1898); sndanoiher transcription is printed by Plum
(I, 11): whether either is a photograph of the original letter is not
clear; probably both are trznsecriptions. Acéording to P}un, the first
message was passed around the Var Derartment to various clerks who could
AO‘nothing with it until it came to the cipher operaters who were zble to
solve it. 4As Plum was not an eyewitness of the events, it seezs better to '
follow Bates; one of the mwen who did solve the message, and state that the
letter reached the cipher clerks-without mﬁch delay. The document was
obviously a letter, beginning with the place znd date, the name of t?e

addressee, and enaing with a signature in three symbols. The symbols,

* however, were a mixture of cany types: there were some which resembled

script; some were géomstrical figures, musical notations, dots and dashes

-

14. Bates, Cejtury, 299-302, : . ox O F

15, See Figure 3.
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of the lorse coce, and at least one symbol was a caricature of a zan's
.;ace. Perhaps by error, near the botton of the letter the writer had
failed to exicipher two words !reaches you" and this proved the entering
wedze. In Plum's version .the words of the message are set off with

comnzs; in Bates, they are run together. As Bates, Tﬁ.-nker, and Chandler
studied ?he resszge, wit_.h President Lincoln looking over their shoulders,

it appeared that the encipherer had used 'symbols of & single type for each
word. It was therefore possible to cark the word lengths by noting vhere
di.ffe:.'ent types began and ceased. In front of_the words "reaches you"

was another word of fox;.r letters and in frent of that another of six letters
in vhich the second was identical_ with the sixth: 1.e. it i‘of:::ed the
folloving pattern ASCDZ3. On the basis of this pattern and the plam vords,
the experts hit upon the phrase "befcre this reaches you," which proved to

be right. From that point on, solution vias repid, the entire solution taking

or_xly {four hours.

The letter when deciphered was as follows:

-

New York, Dec. 18, 1863.

Hon. J. P. Benjamin:
Tillis is here. The two stezmers will leave here about

Christoas. Lanar and Bowers left here via Berrmuda two weeks ago.
12,000 rifled muskets came duly to hand and were shipped to Halifax
as instructed. e will be zble to seize the other twio steemers

2s per progra—me. Trowbridge has followed the President's orders. -
Ve will have Sriggs under arrest befcre this reaches you; cost °
£2,000. ‘e want more money; hovieshall we draw? Bills are for- -
warded to Slidell and receipts received. irite as before. )

J.H.C.

. 90 086
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This mesgage was, of course, intended to be forwarded from Halifax to
Richmond, and the initials signed to it viere those of J.ZH. CamQAck,

a Confedera;é agant in New York City. Acting upon the'intelligence ob=—
tained from the letter, the Federal authorities were able to prevent
the accomplishmént of the designs which Cammack and the others had in

mind.

-

Four days after Camrack mailed his first letter, he sent a second,
this time addressed to Benjamin H. Hill, another member of President
Davis's cabinet. The text of this meésage is not preserved by any of
the séurces, but the same system was in use as with the letter to Secre-

tary Benjamin. Thus, the solution was rapid and resulted in the follovi-

S )

ing.aécipﬁerméntz
New York, Dec. 22, 1863

Hon. Benj. H. Hill, Richmond, Va.:

. Dear Sir:-Say to Lednger that Hilton will have the machine
all finished and dies 2li cut ready for shipping by the first of
January. Tne engr avinv of the plates is superb., They will be
shipped via H=114ax.a d all according to instructions. The main
part of the worit has been under the immediate supervision of Kilton,
who will act in good faith in consequence of the large amount he
has and vwill recéive. The work is beautifully done and the paper
is superb. A part has been shipped and balance will be forwarded

in a few days. Senc some one to liassau to receive and teke the machipe

end paper through rlorida. T%irite me a2t KHalifax. I leave first

week in January. Should Goodaan arrive at Nasszu, please send word by

your agent that he is to await furiher iastructioas.

Yours truly, J. He Co

HITF P
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After the capture of Richmond in Arril 1865, the Assistant Secre-
tary of Vlar, Charles A, Dana, found in the Confederate State ﬁepartment

a documentl6

which proved to be the liey to the Carmack letters. The system
is, in effect, polyalphzbetic substitution, though the fact that each of.
the six alphabets is made up of symbcols of a different type defeats the
fun&amental purpose of tﬁat type of sub;tiiution; namely; to conceal the
identiéy of the different elphabets and thus prevent the preparation of

a homogeneous freguency distribution. Cammack had used the alphabets in

en enept way: he had used’a s;ngle alphabet'for each word, but haé he

been more skillful and mixed the alphabets thoroughly, still ?he essential
difference of the various alphabeté would have aided solution.

The nature of these alphabets will be clearly seea in Figure 4. Saxe
confusion might be experienced in separating the fourth from the fifth
alphabet in a message: a few characters in each resexble somé in the
others A4 good deal of'attention is paid by all the wri@ers.to the fact
that a few of the symbols s ow some resemblaﬂce to the cryptogram said to
be on & tombstone in Trinity Churchya;d, Ney York, in which the Rogicruéian

or pigpen cipher appears, but the resemblance is merely accidental—the

.
.

Caznack letters are definitely not in the Rosicrucian cipher.

16. Bates, Century, 300: a photograph of the document, reproduced as:;

Figure 4. :

Bal & o o & o oy
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Pmimxle of the Cocfcdcrnle cipher-code found on April 6, 185S, by Charles A. Dana, among the srchives of lbl
Confrderate State Department in Richmond, printed for the first time in **Ceotury Magzsine ™ for June, 1907
This ciphier was uaed in the renondence between the highest Confederste oficlzls and the Confederste arvnis in Canads and

New York City. The letteresirned *' J. 1. C."on pezes T4 ond 73, Mere writlen in a cnmminehias of thene aix sete of hicroglyDhicn

‘From & ronaderalion of such intricsry the rrader tay- Judee liow remarkabic was the feat of Wae C:pher oprraion {0 trapalating thest
‘Cmtcha witliout any oflrer Clues than thaee derived from IngrRuity and patience . £

Figure L. Confederate Cicher Key Captured at Richmond (April 1865).
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* B, An Appraisel of Ccnfederate Cryotozraphy

The Vigenére square cipher i72s of a.type of cryptograpﬁy considera-
bly.more rmature than the mcnoalphabetic substitutions and route transposi-
tions in use by the Federazls. ithere the Confederatgs failed wzs in their
clunsy use of the device vhich had many more possibilities for security
than tpey ever exploited. Cne of the viorst faults wias the fallure to
encipher the entire message: only one extaﬂt Confederate cipher message
avoids this fault, and even that has an unenciphered address'and complif
meptary close which aids the crypianalyst, at least to a limited extent.

Secondly, there were too few keys and these were not changed with regular—

"ity. Furthermore, the cipher clerks made no effort to see that repetitions

of the same plain text within a message did not fall into the same phase,
The skillful cipher clerk who uses such a polyalphabetic substitutloh will

first underline ell repetitions in the plain text of the message. He will

. then take the time to copy the text into columns uncer the key word or

phrase and make sure that none of these repctitions appear in the same
colum, If they do, all that 1s necessary is to insert nulls to throw the

repetition out of phase. But such skill was beyond any Confederate crypto—

" grapher. In their favor, it should be pointed out ﬁhat, except for.the

éingle letter from Colonel J. H. Alexander, all of the testimony concerning

the Confederate system comes from Union sources. i -




S —ry = e e o =

_'-v-—__" T

4
RO

BER e 2 oo

LN T L .
The CO)AGGG”&»Q b\s,c“s in the Civil

9l

ooy

4
A T

s ."..

Fig L: Confederate Cinher Key found in
Richmond in 1865 by Charles A.
Dzns (after Bates).
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An apprais2l of the e;pionage system used by Carrack has be.en
“glven above in pzragraph 15. That such a device was thought suitable for
a letter which vould have to pass through £he United States mails shows

considerable naivet® on the part of the cozpiler. Jja open code would
have been more suitable,. Poss;bly the Confederates did not consider the
possib;lity of a thorough censorship, or of their‘cover address in
Halii‘a:_: .beco:ning ¥known to 'the U.S. Secret Service. Their own_inability
to solve cryptc-agrams may have led them to a trustful confidence that
relatively weak_ systeas viere "ebsolutely indecipherable,” as in the case

of many cnother beginner in eryptography.
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N CHAPTER V. A DIPLCUATIf SYSTZ CF Tht CIVIL wAR FIRIC

Little is known of American diplomatic systems froma the Revolu-

-

tionery period until the invention o; the telegraph and the laying of
the Atlantic cable provided a means of rapid communication betvieen Vash—
ington and the European capitals. Nor is it possible to say much about
the diplozatic systems used with the first messages sent over the cable
vhen it was first laid in 1866. For a full account, the files of the State
s Department would be necessary.
Hasvell, who was a State Department ecployee for many years discusses

.in the 'article already mentioned,l7 the Staté Derartment system of the
period (pages 88-90). His statements are to be accepted with extrems

g caution, as it is not lmown how he obtained his information or whethner it

is authentic. The following is a transcription of the pertinent pera-

grephs:

‘Shortly efter this18 another cipher was adopted by the Govern-
ment, which continued to be used by the Department of State after
the inauguration of the Governrsnt under the Constitution, down to
as recent a date as 1867. It was very seldom used, however, after
the Y“ar of 1822. It wvias constructed upon the princizle of a combin-
ation of numbers ranging from 1 to 1600, ezch nu=ber rerresenting
either punctuation-zmarks, letters, syllables, or in soze few instances
complete words. It vias a cumbersome, laborious cipher, suited, per-
haps, to ordinary correspondence, with the merit of being easily
deciphered by an expert. It was found not only very inconvenient
for correspending by means of the cable, out exceedingly expensive.
A similar cipher, however, is now being used by at least one of the
principel powers of Zurope. . .

17. Centurv, LYXIV (1912-1913), 83-92.

18. Thaf iz, shortly after the Revolution.
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In 1864 the French government under the Eoparor Napoleon III,
taking advantage of the Civil iar in the United States, occupied
Yexico and placed 3aximilizn on the throne as emperor.  as socn as
the war was over, lir. Seward took steps to force the French to re-
tire from that country, and by that means enabled the people to
choose betvieen Lzximilian as easeror and Juarez as president, with-
out beinzg influenced by the presence of the rrench military forces.
A cabinet meeting was called, at which General Grant was present
by invitetion. The result of the conference was thzt zn instruction

- vas prepered by Secretary Serard to cur minister at Paris that plainly

stated the sentients of the United States, vhich was to the effect
that the French rmst evacuzte Liexico at once, or the United States
vwould send her troops into that country and help the forces of the
republic. The atlentic cable had only just been completed, and the
president of the company v:anted the patronage ¢f the CGovernnment to
aid the enterprise. ke czlled upon ir. Sewvard and requested hinm to
use the cable, promising that the rates would be entirely satisfac- .
tory to the Government, rotwithstanding those to the public were

ten dollers per worde In addition to the ordinery charge, the cable
company imposed deuble rates upon &ll messages in which a cipher code
vias usede The instruction wes given to the vriterl9 to put it into
cipher, vhen he called the zttentiion of the secretary to the great
expense that would attend its transmission by cable, as each syllable
.in the instruction would be represented by four figures,20 and the
"cable comzany consicdered each figure as an eguivalent for a wond,

and charged double rates accordingly. FHzving in view the assurances
of the president of the company that the charges would not be ex-
cessive, }Mr. Seviard gave directions to have the instructions put in
cipher and sent by cable, which was cone. The instruction would
occupy in print about z page and a guarter of an ordinary congression—
al docurent. The bill of the cable ccmpany was afterviard submltted,
and it emounted to over ¢23,000, which Lr. Seward, not considering

it reasonable, refused to pay. The rztes were soon reduced to the
public one half, and several other recductions follcwed, but the bill
which Xr. Seviard refused to pay wa2s never paid.

During the occupation of Yexico by the French, c1ohe* telegrams
viere sent to General £azaine, coxmander of the TFrench forces. Soxe
of these coming into the possession of the authorities of the United
States vere deciphered by an ar—y officer and much valuable 1nfonma—

-.tion was obtained.

19.
20.

This was obviously & form of dinomic_substitutio
for a syllableu

Haswell was evidently a State Department cipher clerk.
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found them to be only "a Jargon of unmeaning words." . »

The value and irportance of secret writing is of course obvious,
but the advantages vthich have accrued from it, while easily surmised,
have beccme knovmn only in a vague and general way. & specific illus-
tration cf a particular benefit cerived from it by the United States
in a very impertznt matter and at a very critical tice relates to
the treaty of 1871 betvieen this country and Great Sritein, whereby
the so—called "‘labzma Claims" viere to be adjusted by a tribunal of
Arbitration at Geneve, &nd which care very near being nullified in
consecuence of our presentation to thzt tibunzl of what vizs xnown as
"indirect cleims," raxely, claims not for zctuzl lceses, but for the

.deprivetior of prospective profits, etc. Crezt Britain sought tc use

the presentation of these claims as a ground for setting aside the
Jurisdiction of the trictunzl, and consezuently subverting it. Our
agent before the tritunal, Judge J. C. Zancroft Davis, devised a
plan for saving the case of the United States and preserving the
$he tribunal. The nature of this plan was such as to reaquire the
approvael of the President before it could be put into operation,

and had to be ccazunicated to him quickly es well as secretly. In
anticipztion of soxe such emergency, the writer, at lir. Dzvis's
reauest, had prepzred for him, just before his depzrture for Geneva,
a cipher which, while perfectly secret, could be easily mznaged and
the key of which could be mercorized. I, ‘Davis and Secretary Tish
had recourse to this cipher for the purpose of the important
correspondence above referred to, which could not have been conducted
openly and which resulted in the maintenance of the Geneva Tribunal.
An amusing feature of this correspondence was the perturbztion it
caused our minister at london, Generzl Schenck. The messages were
relcyed through his office and he, not being in the secret of the
cipher, insisted ugon having thea repezted, because, as he said, he

.
L
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CRAPTER VI. CRYFTCGRAPAIC PRiUGRIS5 1855-1917 .
3
A. The Telegraohic Code 1885

Following the Civil Viar the lMilitary Telegraph Corps has abolished.

In éhe Signal Corps, however, lYyer, by this time a Colonel, continued as
Chief Signal Officer until hi; death in 1880, soon éfter he had been pro—
moted to the rank of Brigadier Ceneral. The use of cryptography for mili-
tai-y purposes went into a decline durix;g the lqng period of peace, broken
only By the short Sp_nlsh-nmorlcan “ar of 1898, ‘

The earllesy extant Vlar Depzrtment Telegraph Code ias one called
"Telegraphic Code to Insure Secrecy in the Transmission of Telegrawus,®
bompiled in 1835 and pubtlished by the Governzent Printing‘Office in the
following year. It was issued by the au@hority of the Sec;etary of Var
and was .the work'of lieutenant Colonel J. F. Gregory, A.D.C. It was not,
however, a completely independent compilatio;mggt a revision and a&éptation
of a widely used, public code prepared by Robert Slater, Secretary of the
French Atlantic Telegraph Coapany. The code contained 25,000 words, numbered
consgcutively froz 00001 to 25000. The vocabulary proper extended from
00001 to 24200, the remainder being geographical names, personal names,
nanes of forts, etc. There were no blanks for addenda. The compiler *
intended that only the vwiords and not their equivalent serial or code;

nutbers be used, & limitation which meant, of course, that only eaciphered

code messages could be transmitted. The procedure was this: eachword

in the message was looked up in the code book and its serial number written'

P W W
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730wn.2‘Then a fixed number was added to or subtracted from ihe serial-
number; and thg word standing opposite the-result was transmit;éd as

the code group. If the additive were such that.the minuend was smaller
than the subtrahend, then 25000 had to be added; ishen a subtractor was
used, a sinflar coczpensation vias necessary. In addition to enzipherment
by addition or_subtraction, it was suggested that encipher;ent could be

by transposition of the digits of the serial number. The resultant trans-
position would then indicate which word was to be sent. Apparently, no
one thought of sending the serial number insiead of a word. Ead this been
done, the code would have possessed a greater secu:it& than zost, if not

all, of those systems in use by governments during the First iorld Tar.

~This is the only Arerican code knovn to have been used betvieen the Civil -

wa; and the Spanish-American ﬂér, a period of thirty-three years.

B. The Spanish-Zrerican Viar

During the Spanish-American Viar a telegraph and cipher bureau was
m2intained at the Lxecutive Office of the President for communications
between the Cozzander in Chief of the Army and Navy and his subordinates.d

This office, which not only performed telegraphic services but also was’

. responsible for encoding and decoding all traffic, was under the direction

1. Reoort of the Chief Siznz) Officer for 1900, p. 50; Report:for 1901,
P 23; Revort for 1902, p. 42; Recort for 1903, p. 33. '
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of Captain (later Major) Benjanin F. Nontgomery, of the Signal Corps

Volunteers, whose special report is prinﬁed_as Appendix lo. 212 of the

Report of the Chief Sienzl Officer for 1901. The report, however, gives

ro information concerning the cipher viork performed by the bureau.

Little other information concerning the use of cryptography during

the Spanish-American Var has surv1ved and that 1ittle 1s to be found in

'.the‘pages of the amnu=l Revorts of the Chief Sicnel Officer beginning with

the year 1898, The following passages are taken from the Report for 1698:

[Private] Cipher dispatches by mzil wiere elso forbidden to and from

any part of the ¥est Indies, as otherwise information injurious to

the United States would hzve been possible. . The Chief Signzl Officer
was not oblivious of the fact thzt secret inforrcation could be sent -

~.idn plain text by concerted code, 3 but it is to be said that while
~guch messages were frecuently accested it was often the case that

they went quietly into the-waste busket and not over the wires to

the proposed destination. ©On the other hand the Chief Signal Officer
aprreciated fully the advantages to be derived from careful examina-
tion of the thousands of messzges of unfriendly or neutral character
that passed through the hands of his subordinates. Frox newspaper
correspondents, blockade runners, Spanish agents, comaercial messages,
personzl dispatches, etc., there was reaped a rich harvest of infor-

mation .

The report goes on to refer specifically to special messages in

ficipher'—vhat type is not stated—but presunmzble what was really meant

i

Report of the Chier Sirn2l Officer to the Secretarv of Viar for the

Pp. 1LL4-1L47.

"Concerted code" is now called "open code."

-

Fiscz: Year enz iny June 30, 1893 (.ashln"toq, Governzent Prlntlnh Office, -

1893). pp. A~ 53, Supstanticliy the same facts are given by Captain
Howard 7. Giddings in his book, Exploits of the Sisnal Corps in the
Yiar vith Soain (Hansas City, Hud:on-ﬁi:merly, 1900), pp. 113-120,

gc i1
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was tge:code of 1885, though reference was made to a new code to be
described below. |

Herbert 0. Yardley, whose te;timony should be accepted with the
greatest caution for reasons to appear later; 21ludes’ to "the so—called
additive or subtractive method for garboling a code telegram (used durlng
the Spanish-irerican Tar) [as] a2bout 2s effective for meintaining secrecy
&as the simple substitution cipher which as children we read in Poe{s igg

Gold Bug." This probably is a reference to the type of system already

descrlbed as erbodied in Gregory's Telezrzvhic Code of 1885. TYardley goes

on to tell how he had attempted to educate "a higher officer of the Signal
‘Corps who had just been zppointed a militery attache to an Allied country®
;n better sécurity méésures. The attache was not impressed by Yardley's
contentions and said, so Yardley quotes him:

That's a lot of nonsense, whoever heerd of going to &1l that
trouble? During the Spanish-imerican l\zr we didn't do 211 those
things. ‘e just added the figure 18G8 to 21l our figwre code words,
énd the Spaniards never did find out about it. -

If any credence can be placed in the story, this v:ias what would now be

called a fixed additive, & very insecure systemn indeed.

At this point it will be well to note the solution of a number of

cipher messages sent by the Filipino insurrectionist, Zmilio A€uinaldo,

“to verious chieftains under hiam in February 1901.6 e

V4 .

5. The Azericen Plack Chemver (Indianapolis, Bobbs lerrill, 1931) pp. 11-42.

- ‘6. Frederick Funston, l'zmories of Two Tars (liew York, Scribner's, 1911),
chapter vii: "The Cezptiure of L:Allo h,uln_ldo."
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°~ The messages had been brousht to General Funston from Lieutenant J. D, °
Taylor, Twenty~Fourth Infantry, who had succeeded in capturing the bearer,

one Cecilio Segismundo, at Pantabangan,'Luzon.'

The cipher letters completely baiked us for cany hours. They
seeded to be made up of a jumdle of letters of ths &alphabet, r=king
vwords in no particular languzze. Czptein Szith, lazaro Segovia,
the versatile and courzzeous Spanizrd vwho {or nearly e year had done
such excellent secret-service vierk for rme, and I took off owr coats
and even other things, in fact, siripped for action, end with pencils
and peds of paper seated ourselves around a tezble and recked our
brezins. . . .Dawn was at hand before the reerless Segovia, whose

4 knowledge of both Sranish and Tegzlo now stood us in such good stead,
found the key werd of the cipher, which was in the latter language,
having done it by ransacking his brain for every word in that lalay
dielect that he had ever heard of. /rmcng us, vie then slowly unwound -
the mess, and mess it wes whnen there are taken into consiceretion

o the difficulties of reducing a cipher and of rendering it through
two languages to get the letiers in which it wias written into IZaglish.

Unfortunately, General Funston gives no more details but goes on to explain

how the decipherment helped to locate Aguinéldo and bring about his capture.

C. The Tzr Denertment Telezrzphic Code 1899

In the Report for the year 1899 appears 7 the following paragraph:

Under the provisions of General Orders, No. 9, Adjutant-General's
Office, January 16, 1899, the Chief Signzl C{ficer of the Army has
undertzken the preparation of a switable telegrarhic code for the
- officizl use of the Army. The extrazordinary telegraphic expenses
to vwhich the ‘.ar Department has been lately subjected rmade this a -
matter of great importance. Unfortunetely the conditions viere such
that the preparation of this work devolved upcn the Chief Signal
 Officer of the irmy personally, this resulting from the fact thgt

7. Pc 18.

I
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a satisfactor) performance of this wiork resuired a practical
knoviledge of telegraphy, & thorough faziliarity viith the hecessities
of the specizl vocabuleries to be used; also a knowledge of vorking
methods in vogue and rezulations in force on the various cable lines
of the world. It was evident that perfected work of this kind could
not be completed except zfter mzny months of lzbor, but on the other
hand, it was icportant that tentative and temporary sters should be
teken to reduce the enorzous cable exvenses then devolving upon the
Departinmient. The first zct was to adopi, temgorarily, such cozzercial
code as might be best suited to the uses of the Arrcy, which proved
to be a new code known as "’estern Union Telegraphic Code."
By assiduous personal applicztion the Chief Signzl Officer of
the Arry succeeded in constructing within siy:iteen days after the date
ol order a puallcatlon for ezergent use, which, lmovm under the title
of "Prelirminary Var Department Telegraphic Code," has been printed
and distributed to the irmy. This code contzins general and special
insiructions conbernlpg the prerarstions of ordinary messages, as well
as those in code &nd in cipher, end also pcints out to officers con-
cerned the most important features for A==y use of the Miestern Union
Telegraphic' Code.” The "Prelirinary Yer Department Telegrachic Code"
~contains, 2lphabeticelly” arra.se nearly 4,000 sentences that are
of more or lees frecuent use in m;litary ccrrespondences It is be-
lieved that the savings mzde to the United States bty this code for
the eight months ending Septes.ber 30, 1£99, exceeded the suz of 50,000,
In one case a single cipher word conveys 2 sentence of twenty-four
* words, a phrase fresuently telezrarhed. Cn an average each cipher

word represents about seven words in plain text.

* The Chief Signal Cfficer still continues, as rapldly as is possi-
ble, his personel labors on a perfected code, which, it is hoped,
vill be aveilzble for distribution by Decezber 31, 1899. s 2 saving
to the Gevernzent this code will utilize as supplementary the maln
body of the 'ilestern Union Telegraphic Code.

In the preparation of the perzanent "ar Depertment Telegraphic

Code very great care has been taken to omit words which, either in
the Continental Code or Arerican lorse, are of such character as to
lead to errors, whether in the transcription of the cipher messages
or {rem defective transcription.

//\YQ\'

The copy of the Preliminarvy Var Devartment Telerravhic Code which

bas survived shows that the plain equivalents included a few frequent phrases

end geographical and military terms. Its use, of course, gave no security
i\
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vhatever, the only object in adopting it being, as the Report cuoted
admits, the effecting of economy in telegraphic expenses end in code

compilation. As was predicted in the Report, the new V'ar Department

Telezrachic Code appeared eithsr late in 1899 (the date on the title-
pagé) or on 16 Januery 1900, as is indicated by a stazp on the leather
bindiﬁé. This code was in use at least as late as 24 December l?Od,
for an unknown officer marked the copy nov under examination (No. L45)
as received_by him on that date. Paragraph 2 of the introduction is

as follows:

Through lack of time it has been impossible to incorporate in
the ¥ar Departrent Telegraphic Code all desirable phrases, and in.
conseczuence the first 471 pages of the western Unicn Telegraphic:
Code nov in use by the Army u;ll continue in use 2s & supplezentary
code. This affords the :ry the telezraphic use of 100,000 code
vords, of vhich nuzters 1 to 78, inclusive are in the Testern Union
Telegrephic Code and numbers 78, 201 [sic] to 100,050 are in the
Viar Depertment Telegraphic Code.

This code was one-part in arrangement and employed as code groués
both bona fide end artificial words of 1rre5ular length. ?he bona fide
words were in many different languages (e.g. N.VIGABAT), while the art;-
figial viords tended to be constructed so as to make thea seem authentic
._(e.g. NAVISSET). They probébly wefe teken from the Beiﬁé (Internationel)
vocabulary. That part of the code which was a new compilation -contained.
the following sections: T 3 e

a. acknowledgements, incuiries, and references to telegfa;s,

b. annual and quarterly accounts, retarns, estizates, etc.,

c. errors and corrections; -
d. miscellanecus phrases irndicatin- t+r hourly, vecekly, etc.;

TP T
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e. cronthly calendar;
f. nuzmerals to be used in cabling amounts, weights, cuantities, etc.;
B+ quantities;
h. cipher phrases;
i. eppendixes :
“(1) militery orgenizations; e
(2) rmilitary posts, etc.;
(3) offlce*s' nazes (not complete list).

After these sections, a copy of the llestern Union Telesrachic Code was bound

in the same volume. The security reached by such a mzkeshift affair was
not high: it was one-part and unenciphered, but even the security which
would have been achieved with a code of this type, if an entirely new

corpilation, was vitiaied by the fact that the public could easily obtain

. & ccpy of the vocebulary used. Cnly the special sections would have re-

qQuired any cryptanaiytic study for solutien.

This code was again referred to in the Rerort of the Chief Signal

Officer for 1900.8 The chief point that is m2de is egain the ecozozy effect- -

ed by its use,

Fron tire to tire eppendices have been issued, as the code is
not yet in its perfected condition. . . ovhile primarily a code for
coxzercisl purposes, yet the i'er Depzrtrent Telegraphic code is so
erranged thet it can be used for enciphering icpertant confidential
‘messzges where secrecy is desired. Zach code vord has a nunber, eo
that any msthod of enciphering by key numbers can be readlly used,
either simple or complex. :

The Report for 19017 cites peragraph 1741 of Zrmy Regulztions for the

authority granted to the Chief Signal Officer to prepare the liar Dscartrzent

.
v @ . 3
-

80 PP- l&7""+80

22.¢
k.

.

Q"¢ 113

i

PEPUPEPY & VO, S e R e L

L SO



12- Pp. iii.—é.j-- ‘ ;
—=— l s
, / ; .

Bl W W R VYRS A% BAIA-I™ m i 5 e meemetar s s

b
[\.suuua-ah

| .

- . 2 > 1° E -

)
C s e AN Ot

YI. Cryptorrzchic Prozress 1865-1S1 107

Telerravhic Code, but the other details there given are largely the same

as in the preceding year. The Revort for 190210 again rereais the same

statements and so does the Revort for 1903.1l

D. The Cipher of the Tar Derartment 1902

?ome sort of dissatisfaction may have been felt with the 1899 code,
for in 1902 another was issued by direction of Major General He C. Corbin,
Adjutant-General of the irmy. This was inaccurately called "The Cipher
of the Tar Departrent™ in spite of the_fact.ihat it was a code. It was
prepared by W. H. Allensworth and V', G, Spottswood, of the Adjutant—seﬁeral'a
Office, and was printed at the Government Printing Office in 1902. Ths
arrangement in this code was also one-part, end each plain eéuivalent wes
given two code groups, one of which vas a five-digit group, the other a
vord. For example, the plain word abzndoning could be transmitéed as
either 10077 or aberrance. The compiler$ expressed their opinionlz-that
digit groups were preferable for traffic transzitted by cable, since fif
the’'word code is qsed; vexatious and other serious mutilations of.original

messages are ccomitted by operators ignorant of each other's-language."

" Each page has a hundred groups, numbered by the digit sequence 00-99, and

fhe first page is nuzbered 100. The mzin vocabulary stops with the'ﬁ%;in

word Zouaves which has the digit group 77138. Then there are blaﬁk:lines

- %

1Q Pp. 65~66. ,
18w Ps 270 . .
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to 77999, and after that an appendix, dated 1 larch 1902, vhich contains

. lists of arsenals, banks, days of the year, companies, headquarters,

P
1

units, and organizations dorm to and including companies, stations, officers-
of the Arzy, rallroads, phrases of relerence, steamship companies, surety
conpanies, telegraph and cable compenies, and transports. The last page

in the book is blenk and is numbered 850, so the size of the code, includ-
ing éhe blank lines, is 75;100 groupsa Following the vocabularf is a
;pelling table, which is a normal Vigenere square except that the horizon-
tal plain alphabet is a.reversed standard, rather than a direct standard
2lrhabets The method was to search for the plain letter in the horizontal
alphabet, the key letter in the vertical gl;habet, and the cipher letter

at the intersection of the row and colurn. The keys viere to be distributed:

' they were not included in the code book. This code merked a .distinct im-

provement over its predecessor in that it was an entirely new compiletion
and showed no relationship to any public code; it wvias also superior in

having either code words or digit code groups for ezch plain equivalent.

" The sections also were the most elaborate of any that had appeared in a

Yar Department code up to that time,

E. The Var Devartment Telecravh Code 1906

The code Just meniioned is the only one ever published by tﬁe_Adjutant

General's Department. By 1904 the Chief Signal Officer (General A.'R.'G;ee}y)
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was planring a revision of the 7'ar Decartrent Telegrazhic Code of 1899.

His Bepori for the yezr l90h13 menitions that during the current fiscal
year (1904) Appendix No. 3, which was nothing more than a list of irmy
officers with code grcups for each, had been issued.

A mich-~needed general revision of the code is now under con-
eideration. Steps have alrezdy been tazken to utilize tlie extended
privileges as to code viords authorized by the Internationzl Telegraph
Conference of 1533, It is plannsé to use only such code viords as
ere free fron characteristics that facilitate telegrarhic errors in
either the American or continentel Xiorse alphzbets..

The new code had a slightl& different title, Tar Devzrtment Teleecravh Code,

a designztion which was destined to remain constant through many revisions.

The vclume was bound in leather with gilded edges and a flaps It is

_ expressly stated in the introduction that the purpose of this code was to

produce both secrecy and econoxy. For secret messages the code was to be
endiﬁhered—-how is not stated. The code clerk was permitted to use
synonyms wherevé; the exact vord did not appear in the text._ The use of
comzércial codes by fhe Ar=y was also permiitted when desired. The users
might also cozmpose a message partly in plaiﬁ code groups and partly in
enciphered code groups. Perhap; benéfiting by acquaintance with the
"Cipher" of 1902, General Greely supplied with each plaig gquivaleht a’
six-letter éod; group and a digit group for an alternztive. The arrange-

ment is one-part except for the sections at the beginning, which include

13. Pp. L1-42.
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an Army list (names of officers), niiitary organizations, posts and

stations, numerals, errivals and departures, dates, ind:réeménts, letter
acknowledgments, reqguisitions, telegran acknowledgments,’mails, shipments;
transports, miscellaneous items, vessels, geograrhical, and radio stations.
The vocabulcry begins on page 89 Klth 10467 = LIFIK, the two code groups
for the_indefinite article A or an. There are many blanks left for
addenda. The last group i1s 62000 = TZ3BADU, so the size of the code is

62,000 groups, includirg the blanks.

F. The Vlar Devdartment Telecravh Code 1915

~ For the next nine years no new code appeared,lh but in the Report

of the Chief Signel Officer for 1913, there appeared on pzee 35 the state-

ment that the Chief Signzl Officer had taken up the task of revising the
V.ar Department code book, that is, Greely's 1906 edition. The old code
was regarded as inadequate because there were too many letters in the

groups, and, besides, revision was needed to bring the material up-to-date,’

4. That is, so far es is now known. There still exists a typewritten .
copy of an "lInsular Bureau Supplement, prepared in the Insular Bureau
of the Var Department, October 1909." The code groups are forzmed of
digits rang.n- from 8L025 to 107244, an? the arrangement is one-part.
The nature of the code groups mekes it unlikely that this supziement
vias intended to be used either with the code just described in the
text or with the Tabular Cocde issued by the Cffice of Isthmian Adzin-
istration, Vizshington, September 1905, since both of these used words.
as code groups. Rather vizs it intended, it would seem, to be used '
as & supplenznt to the so-czlled Cicher of the l'ar Depzrtment, issued
by The fdjutant Generzl in 1904, the hichest code rroup in vhich was

771380 - T " " " S
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Ain ﬁéxﬁert in code work" had been obtained for this purpose. His name

;is not stated, and his identity is long since forgotten. Cﬁ the follow-

‘ ing page the Chief Signal Officer proposed that an Interaepartmental Code
be preparéd for use by the Viar Depzartmsnt, the Navy Department; and the
State bepartment. He recommended that $10,020 be appropristed as the Var
Departﬁent's share in this task. ZEvidently a cozrittee was elready study-
ing the project, for representatives ?f the Cffice of the Chief Signal
Officer are stzted to have served on the comtittee thus far.

In the Peport of the Chief Siznal Officer for 1914 is a statezentl?

that the new Yar Decart:ent‘Tele;;ach Ccie was then beiné completed,

and that it wes to have 30,090 new phrases, 10,000 of the older code phrase
being eliminzted as obséiete. The principle of the twp-letter differen-
tial was to be used and the pagés were to be prinied on loose leaves to
permit revision. An expert had been working for ;evgral months on the
Tact;cal Code, but this code was to be only a shorter form of the l;rger
code. The Tactical Code was to have 25,000 groups and be distributed

to all of}icers above the grade of lieutenant. Little progress was
reported on the Interdepartmental Code end the appropriation of %10,000
vas again recomuended. " o R i

In his Revort for the year 1915 the Chief Signzl Officer announced

that the Var Department Telesraph Code had been printed and was ready. ;.

15, Ppo 514-55_'___
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-for distr—ibution in .the fell of 1915, but no further progress had been
“fade on the Interdepartmental Code, for which the appropriatior; of 0,000
was recor;*.:men’ded a third time. Ko mention is made in this report of the
Tacticai Codé: it was probably abandoned and in any case was not used dur-
ing the First Vorld ¥ar. . .

The Vler Depertrment Telearzph Coce 1915, prepared unier the direction

of the Chief Sigral Officerof the Army and published by authority of the
Secretery of Viar, bears on its title-page the imprint of _the Government
Printing Cffice, but it was actuzlly p.rinted in a comzercial _establish-—
ment in Cleveland, Ohio! In addition to the possibility Tt Phe cots
waes cormpromised even before it vzs issued—note that the Zuropean phase of
tke Var was already in progress before the printing beganlé—the ccde was
also ix_’xsecure in being one-part in arrangement. The code grcups were com-
posed of five-lettex_'s, ané the code contained 114,000 groups, the last,

a blank, being YSGKH., As was predicted in the Report of the Chief Sienal

Officer for 1914, the two-letter differential was used, and there was a
rutilation tzble, but the proposed loose-leaf feature was not used. The
groups were not pronounceable, and the failure to have the groups conform

to Internationzl Telegraph ReguLationé resulted in great cost to.the

’
L4

Governzant, : . . ’ ; ,
: . 4

16. On this point see Chapter II, note 3. -
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In addition to the general vo::abula..r)'r there were sections for the follow-

i 2L,

a. ,blan}fs for ermerzencies;

b. - organizations;
c. depzartments, etc.;

-d. redio and telegraphic stetions;
e, vessels;

- f. RNeval officers;
ge geographical names;

h. Ye>dcan geographical names;
i, specizl persons and {irms;
j. dates, etc.; .
k. hours and minutes; 3

1. numerals; i .
m. railroads; . o
n. cables and cable companies. "

A

The presence of a specizl section for geographical neares :Ln Xexico re;lects,

of course, the rising interest of the United Stztes in Mexico at that period.

“ i ‘ """ " This code ‘then represeated all the preparation for the security: of |
major circuits qi‘ United States Arrcy comainications which had been made

prior to the outbreak of the First World Viar. .For low echelon traffic there

was & 'cipher system known as the _repsating key system, which used a simple

celluloid device called the “Arzy Cipher Disk,® the Vbasic principles of
sikiioh were Modarstesd uf: descrilist & Lan Pack 5 Uhe ye.r 1500; and a

cipher system called the Playfair civcher, which had been frankly copied

froa the British, who had used it as a field cipher for meny yezrs bei‘ore
the [First] Viorld VWer and continued to use it du:'_ng the war.'17 '71th such

inadequate preparation in the field of compilation the Amw entered the

greatest war ever fought up to that time. . LN

i ” 17. Villien F. Friedman, American Army Field Codes in the ~merican Ex-
peditionary Forces during the rirst iorls " a- (-ash:.n:rton, Um‘ted.‘ 70
States Governrent Printing Oifice, 1942), p. 1.
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G. Suriresticns from Inventors

-

The Var Department, from time to tize, has received froz indepen—

dent inyéntors outlines of cipher devices and other cryptograzhic systems, .

believed fo be "absolutely indecipherzble." One such device is known to
have bsen subnitted for adoption cduring the period undér discussion.]f8
The inventor was $enjazin I'yrrick Des Jardins and his patented device was
subaitted by R. E. Kimbz1ll & Co., 27@.?;bash kvenue, Chicago, Illinois,
who wrote on 7 July 1905, to ¥ajor ™. D. Bezch, Genersl Staff, Tashington,
D. C. enclosing an outline of the Des Jardins invention. The device was
knowp as the "Permutator" and the.usual cleinm of indecipﬁerability‘was
macde. The Perzutator was a watch-like affair with two standard alphabets
printed on the circunference of two revolving disks, each of vhich c;uld
be fixed at any juxtaposition. No matter what'juxtaposition was chosen,
only monoalphzbetic encipherment would result. Des Jardins appears not

to have been aware that his device differed only in unessentiel details
from the cipher devices used by the Federal Axmy‘in the Civil Ver. Need- .
less to say, even though Des Jardins came to'Ua;hington for an interview
with Captain (af“erwards ¥ajor General) Rziph H. Van Deman, Militery In—.

telligence Division, General Staff, and with the Chief Signal Officer;

-his device was not adopted for Arsy use.

18. See IR 4388
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Ho The Eve of the Conflict

If the Arry was without adeguate -cx;yptographic systems for preserv-
ing the security of its own communications, it also possessed no crypt-
analytic bureau, tho;:gh there were among its officers a number who had
stu:hed this phase of cryptology- to so;ne extent. Certainly as early as
the s'chool year en:ling in June 1913, and continuing until the outbrezk of
the I-‘J.rst forld % ar, cryptography had formed part of the curr:.culum of the
Aromy Signel School, Fort Leavenworth, Kansas. Cn 10 July 1916, the Chief
of the Viar College Division, Brigadier General Y. ). lacozb, wro'f.e the
followiing paragraph in a letter to the Army Service Schools at Fort
Leaven\fozfth: . _ ‘ s

2. The Tar éol.lege' Division is frecuenily called upon to

decipher various messages and, as it has no one vho is an expert

in work of this description, vie would like to have the names of
such officers zs have shouwn specizl aptitude in such work.in
order to utilize their services.l9
This request ultimately reached the desk of the Acting Director{ ATy
Signal School, Fort Leavenworth, who replied on 13 July 1916, by the -

following second’ mdorsement. ‘ - .

1. Captain Parker Bitt, 19th Infentry, is undoubtedly the best
cipher m=n in our service.
Lieut. Joseph O. Mauborgne, 8th I!uantry, has done some excell-
ent viork in this line and should pe of value to the %ar College.
Lieut. Charles A. Lewis, Gth Infantry, has taken an interest in
cipher vork and if given scmething to do in this line should deve" op

e Amme Aot

into a valuable man. L -

19. ZLetter L131-14, copy now filed in IR L2ul. .

Q"¢ 122
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Lieut. Edmund R. ;‘ndva.'s, 13th Infantry, made a good record at
the school eni conducted the class in ciphers cduring the school year
ending June, 1914.

Lieuts. Charles E. Swartz, 22n2 Infantry, Clyde L. Eastman,
20th Infentry, and arl Truesdell, 25th Infantry, showed talent as
cipher men while av the school.

Lieut. Frank llocrizan, 15th Infontry, is interested eand would
be glad to undertake the worx of this kind.

Had this indorserment not bezn sigred by Lieutenant lfoorman as
Acting Director of the Arzy Signal Schcol, it is probable that his
newe would have appeared higher on the list and with a moz-re positive
statement of his abilities. Captain Hitt (now Colonel, Signal Corps,
re"lc.-ired) vas the author of a text on cryptanalysis entitled "lfanual for
the Solution of Military Ciphers,"zo a brochure of 101 peges, vihich was
the first text of its kind in the English language and excellent for its
day. It exhibits ccnsiderable acguaintance with the literature of cryp—-
tography, and discusses the solution of both trensposition and substitu-
tion ciphers. _

Lieutenant Yauborgne, afterwards iajor General }auborgne, was Chief
Signal Officer at the time of his retirement in 1940. Lieutenant Clyde
L. Eastman, afterviards Colonel Eastrman, was Executive Officer to the

Chief Signzl Officer before his retirement early in the Second ltlorld Var.

Of the othersmentioned, only Lieutenant Moorman had erny connection with

the cryptenalysis of enermy communicaticns during the First Tiorld ¥ar. .As'

2. Fort Leavenviorth, Kansas, Fress of the Army Service Schools, 1916,

athladeish Sud b 3 2 £ de




Y

PP TP O ey

P sl P

Vs . Cryctograrhic Prooress 1855-1G17 T

a 1.‘Leuuenanul colenel he was Officer in Charge of the Radio Intelllgence
+Section (G—2, k=€), of the General Staff, at General Keadguarters, Azeri-
can Expedit.ionary Forces, in France, 1918, Colcnel Ritt, though he served
prizarily ais Assistant Chief Signal Officer in France, was as such respon-
sible‘i‘or-the work done in Code Compilation and was one of the inventors
of the X-94 Cipher Tevice, now obsolete,L

The Mexican Expeditionary Forces, which occupied parts of Northern

Yexico from 15 March 1916 to 5 February 1917, greatly increased the grow-

ing interest in Mexican comt ications.Z? Froz time to time arrests along

the border produced information concerning the types of Xexican cryptog-

~raphy currently in vogue., The earliest such arrest now knomn took place

on 5 October 1508. At times espionage activity produced further infor-

mation. Yost of these systems viere monoalphabetic substitutions using
letters or arbit;rary symbols for the cipher forms. A favorite type was
a cipher table in which letters placed in the cells, were enciphered by
two digits representing the rox and the ecolurmn of the letter desired.

The monoalphabetic substitutions were in soze cases' besed on icey words,

that is, tre cipher 2lphabet was generated by writing dovm a word and

the remaining letters after it. On occasion, lexicans rould be .found

to be using commercial codes or short lists of code words especially

prepared for their purpose.

2l. See Chapter VIII,

22. On this topic, see IR 5049 If'cncm Crvotosrachic Svstems Prior to
1929, a paper (1945) of the Plo'ﬁCI‘lCdl Unit of the Signal ecu*lty

Agency. , ':' ' .,' 124-
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In 1916 an agent of the Departrent of Justlce, Victor Vieiskopf, wmnas

sent to Texas and in September he succeeded in intercepting and solving

" some simple monoalphabetic substitution ciphers of a military nature.

Teiskopf remained in Texas at least until Cctober 1917, for.in that
month he solved sore financial messages of the lexiczn lonetary Cozzzssion.
his ﬁork in Mexico would not novwi be werthy of note were it not for the
fact_that during the war he was a mem?er of the staff of the Cipher Bureau,
which vi11l be described in succeeding cﬁapters, and until 1929 maintained
his activity as a.Governmgnt crypianalyst. ) |

© "During the iexican expeditiog a nu=ber of iexican ciphers were in-
tercepted and solved by various intelligence officers on duty in the
Southern Department.23_ Yet the experience with exdican systeas was not
such as to develop much skill in cryp?analysis. The ciphers themselves
vwere far too sirple to be cha}lenging.zh Persons having slizht acquaintance
with the basic principlés of cryptography could, with a little practice,
solve any hlexican system then current: Captain Hitt and his colleagues
at Fort Leavenrorth had already advanced far beyond this stage in their

training program, even though, when cozpared with modern developxzents,

their cryptanzlysis vias rudimentary,

23. See IR LL50 for the keys and c1rcu1ts.
2L. The cryptanalysts of the Riverbanx Labo*atorles (see Chapter II) R
did much work on this type of intercept and had nearly 1003 'successe
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