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-prcraration of a comprchenslvc Jlictory of the Signal Sec-
-urlty Agency, it vas intonded to include therein an account
‘of" the hictorical btacliground of thc Agency beginning with

‘G
. note, -and theue weore ~‘1r3 listed and added as an appen-.
dix to volumc Throe. @ .. . o

|

HIoTOI?ICI\.L IIOT.. e N I

Uhcn, in Octoter 190, plans Were fir=t made for ‘the

- .

the carliest-record 'of the vce of cryptograchy by.the United

Stztes Army. .Az the paterial was gathercd together, hevever,

it becamc increasingly clear that to do this would result

in expanding the bulk of the History to such proportions
c..to dlzeconrore munj rcadera.  For this reason, the his-

torﬂcal b“ckrrcnnd 21z bemn prcparcd as a ceparate work in .

thrce vo’une~, ao.follow o . .

Volurc One: ~ Codes and Cipners Frior to

. ¥erld ¥ar I 1776 - 1917 - - . -

Volumec. Three: | The Peacé _ 'i°1°.4 1039

T~

Volun ¢c One and Two of this serics are proviceA with ™

indcxes covering the content of each respectively. The .\ :
index in Volmae Thrce, however, covers the text and fOOu" \

notcs of the cntire-secriecs of throc volumes

It was not planned in the bteginning to include any
talb material in the listoriczl Dackgrecund of the Signal
Security Meoucr. -After the worl: was finiched, h”"=V°“
2 nunber of docwsnts wers fouhd which seemed worthy of

.

IISTORIAY, -ASA
20 April-1ou8

- : ﬂr'ﬁclume,fhpl : 'Uor;d ?arvI 1917.: 1319_ T.j{,;j

< -

- —



Chapter"

s I.

T,

‘The founding of the Cipher Bureau.t.........,,..;.s.ﬂ., M '=;. Q?

IHSTORICAL BACXCROUND OF THE SIGNAL SECURITY AGEN CI.

VOLUME TV/0: 'WORLD VAR'T . | ' Er-

. Contents c & o ® ' e 4

* . o & - . -

a, The situstion at mobilizatioNeecsececeseectocccccsss 1 L
. be The Riverbank Laboratorisseccicsceccescsssoeccnses 3 -
_ce The eoming of Y AL Eensie o o0 S o R L e s B il e

d, Personnel.................;....................... 15 ;

26"‘.;.'-

Code and Clpher Ccmplletlon in ‘ashlngton.............
6. .

Crganlzaulon Of the tnit.eeeesessesesesoocsacncnns

a.

. be Encipherment tables.eciiteeciercccancsassecscceass 30 - S

Jc. . Military Intelligence Code NOw Seevesensesencences 3H a0

“de Military Intelligence Code Mos Feeceocessseacioeee 370 .07  Fo

i , 6. The French Geographical Codeceecereiseccacescaseee 39 0 *.
~ * f. Geographical Code MNo. R RS Y TR PR PR PP L1 %

IIT.

Iv.

V.

- g,

B io The AT'XT PrlnthF Te-' EEI‘aPh Clr"lcr....-...........

" 4. "Miscellancous prcblems.............l......:TTTI.. 102

L,
L5
L7

The Casua]ty Codv... IIIIII ..‘...'.I.‘I..‘.‘.‘.l‘-'..

h. The Ide=2l Correspondence Coce....

J+ . "Miscellaneous matnrial........,................... 54 ¥

The Comrwnications Subsection of the CipherBureau ‘;f’
. (with an excursus on Wocdrow Wilson's -5
ccrmunications with House).............I......... 59 o

Cods SRd Cipher Selutlce, Sr Uhe Cipher Burecatie....... 66

2. The evidence from Yaidley's reportSeeeeesenecesnes 86

b. Solvtion of German.diplomatic. 5‘5°e—~"L;:;;:'°';LQ7?~ i '

The Secret Ink Laboratories;....;..;.:..,....:....}.. 105 -« e

0°0 003




ia.

i . L . * N T . o , - % -~ e
e e = e Ly ..\.:;‘ TR PR AP L N T T [ LT T oD TV | et

PYLA Y SRy I P

thatae. At handi 5.

Pl ST T N AL 0 P SN P PP DU L 1N v

. VI, The Shorthand Subsection in New Yo;k;.:;........;...., 113

a.
b.
“c.

The dborthalld pmblem-.....-.............. ceeeor0 000 ]_18

Organlaatlon‘and pnrsonnel;.....s................. 113 . -

RecrUltlng fOZ‘ I‘u_e .I‘.i....;..l‘......l“.l..ll. 125 . .

Code Compllatlon in France.............;.;;....t......_128

‘a.
b.

e

.., ho

V1IiI.

d. The "River Serijes" Codes..}.................[...., 137 :}
‘es  The "Lake Serics" COCCSecescsecescsscrscaccssosscssse 146 7 .
£ Field Codes los., 1, 2, end 3-00...00,.0--00.000:!‘00.155 g
gi . The Staff Todeyceapnsersssviiesamussnssasnaunusass 57 “5 5
Arerican Radio Service Code No. l.....;....,...... 160
$. Miscollaneous eBUBS: s s amesiodmvessmentsoensdass 102 .
U9 The secret "InBtructitas me gane 5o emcehsaanssesss LD %
k. .Conclusion.......... Ceresetiseieatiraeaisiiiaieees 168 5
1. "The American Black-Charber" cn code &
" compilation in Franceees..... ..:............. 169 .
The Radio Intelligence Zection of Lhe Geners) - ; g
: T 00 W T RN TR AP ————r L e & it
a. Organization of the T S B 5
L. First Army Radio Intelligence SectioNee.eeeseoe... 183 g
c. Second /irmy Radio Intelligence Section............ 156 ey
d., The Goniometric SubsectioN.eceriececioneens ok S e B0 "
‘e. The Office of the AdJjutardt.i.ciiieieeciaraoneeessas 203 )
f: The Security Subscetionscececcscccccccsscsncoeseas, 207
g The Code amd Cipher Solution Subsection..e..cece... 209 ¥
Y. J s s RN NN N R — . B

The rron‘ Llne Cvdco...oo..o.;cv.otI.O.tl..... CRCRCRCIE N 136

il

2%

'meﬁualmu.. ........ “;“;“;u.g.q.";“.”.128.¥ 
“Thz American Trench Code. B e B S B s PEe s g LUl

v



found the Aruv nl-prﬂpared both cr}'ptog,ra}.,h:l.ﬂa.]_y and cryptcnal} ulC" a

-

: 'HISTORICAL BACKGROUND (F THE SIGNAL SECURITY AGENCY

' ¥ ) ’ L &1 SIS
T L

- CVOLUME T¥O: VORLD Wi I - - - . gl

CHAPTER I. THE FCUNDING OF Tili CIFHSR -BURS A | RV

A.. The SitUation st Mobilization® '~ | iy it

o]
......
5

The éntr;,} of ‘the United States ints Torld ¥ar I on 6 April 1"1.7'

ally to mzet the grcat gdemcnds \‘uch Jn‘rcdlately faced it. The omy

code in c..rrent use (the ar Denartment Teler r;.uh Code 1915) was

1.

As the narrative develops, reference will be frecuent to the :
testimony of Herbert C. Yordley, the chiéf of the Cipher Bureau ™ . .

. from 1917 to 1929. Specific documents will be cited as occasion
- ‘demands, but mention should be mzze al -this time of a group of
. his papers c,tlng from Lhe period 1919-1920 recently-collected

(1945) in a }JBL er of the Historical Unit of the Signal Security
Agency: The .)chievements of ihe "Cicher.Eurcau ..I%) in the
First World .iar (IL 509L), hereafter cited zs Ya ardley, Achieve-
mentz, - In 193 Yardley puollslwd a szries of censaticnzl arti-

- cles and an even wwre sensiaticnal book, The Amerlcan Black Chomter
_(Indlampolz..,, Botts Merrill, 19 21), hercafter cited as Yardley,

Black Chamdbw:r. The artlcles, all of which appe:ired in The Saturdar

Bvcnln" Fo: Post, werc: "Secret Inks," 4 .11:r11 1931 (3-4., 140-1/5):
"Codf‘s " 18 ipril 1931 (16-17, 1L1-142); and “Cichers," 9 May 1931

(35, 1Lb-1b9) Both the articles and the bock must be read with'
“extreme cautien. They vere ‘ghesl-written for #1000, it is alleged,
" by one Clem koulaul, an cngincer in Lhe eaploy of the American .

Telegranh and ‘l'clcphor'xe Company (sce notc on Lthe flyleaf of the i
copy of the book ouned by ir. .illiam F. Friedman)s See also
Vadume III, Chapter 1V. ; T
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. .’ The Foundingz of the Cipher Bursau 2

‘analysls of mero co*‘munlcatlons.

' prmr to mob:lizat.:.on are unknoun the meabu:es adopted in the eme"—

Departwht was i‘orced to rely for cryptanalytlc ass;stanc'—* at l°ast.

s o ) 2 .. e . o .. . ) %
_recognized as -1n3'—’cuma if not'COmpromised,B and there was no central

‘bureau ass:Lgned to tbe functlons of cryptograp‘xlc comollatlon or c*ypt—

The rt sponslolllty for forruq_; an orbanl‘.ation to fnj.l the needa :

L] € I3
v

of the ar Departmont in matters per tam:ng_, to tbn solutlon of mter—-
_ccpt,ed cr)ptopraphlc materlal fell to Ma_jor Rr_lph H. Van Dc:".an, Gensral -

: Staff Corps, t.hen in the "ar Co""ege I‘.lVlSiOﬂ.b ..'hat. plans were made

.

gency suggesu th-!t no plans at a]_‘!. were made, a pon.nt on vwhich the‘ e is _..;-;

v

fortunately = complct.e contrast between the tvo Vorld .ars. Thc \.ar

for a tlme, on the volunte°r efforts of a group of patr:.otlc civilians,

The fact Lhat a mabr var had dlreacy Leen ragmg in T"uropo fo*‘ nears ly
three vca.rs avparcntly had not much accelere.t.ed mlllt.ary preparat.;ons

2. The Assistont Secretary of State ‘on 13 July 1917 tronsmitied to the °
Chief, Militury Intecllisence Cection, General Steff, a paraphrese
. of a ezblegram stating Lm t the "British Government considered the
“Zar Departiment's re t.‘*ods of coding cablegrzms ware uaszfe and a
-memnce to secracy" (see lLemorandum for the Chief of Staff frem
tee Chief, Nilitary Jntelligence Sranch, dated 2 nnrll 1938, a copy s
of vhich is now leed in I® L328) - . e P
Ja 'IE same memrandum zt-.t.es that~a cop'y of the -Vlar Dezartment Tele~ -
pach Code 1915 had teen stolen in Mexico and that from various
.smrces it had been reported thet a copy wes in the hands of the
Cemnan Government, as 2lso stated by Yardley, Elack Chamber,. LO:

Lo Licr Director of Military Intelligence. Major General Van Demen
is still living in 19L5. L s =T

0706
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% lndood tl:c pohcnes of the ..d.vmmstr.at.lon pnor to 1917 had been based ;

s . The Foundin[; of ‘tte Cicher Burcau . = 3

.

-

“on oLrict neut,rallty, a view r:hlch in tlose days evidently pervaded the -

T‘nr Dcpnrtncnt as v ell as pubhc opmlon.

“ig & - B. '_I‘.hc_ﬁiverbar\k Lztoratories

A o!'fcr Nues rccciVFd from an unexpeﬂted source. At Geneva,

1)1tnols, a suburbof Cblcago, ﬁhere vas in 1717 an institution knohn

.ne Riverbank Lﬂboratorles, of W‘uch the name is snnewhat m.sleadlng. Rt

The Ldorauorles had boen found‘d not ]nng bemre as a ph"la_nthrop:.c

cnlnrpri..e by a man of means "Knovn .as Colonel ueorge I"ab,{an.5 His

ilan ms Lo establish at Geneva, an organization apparently scmewhat

stnilar in scepe end purpose, though not in size, to the institu_te dioe

Jdv arxed b’tixdv, more- recently founded bv the Banberger fami'lv at Pr:'..ncé-:
Lrn. The st.aff c'ms:.sted of sc}*olars ..nd sc:Lentlsts, vhose soie duty

%s g tocn"a;e in research J.n the‘tr recpectr/e flelds. Among the sub—

Jocts sLudled aL Rlvcrbank Lacorator‘lcs vere genetlcs and cryptogra chy.

. L

Tle l‘emor ne=d concern us only because‘ in the Department _of Genetics
.u-.e 2 35ung scienftis_t, ¥r. Vill3an F. Fr:'i-eri'r:.:n. Bei‘ore l9l?-heA had

Lnkcnm.xly a mild interest in é::;.-ptégrazahy bu.t he was scon to trans.er A
= hin ktivit.y.b-)"that“-fiold and Lo mz-}'c it his li*‘e wc"k. In the anart-—.

At :f Ll;hcrﬂ at th1< Lme vas fulss L”ll..eoeth Smith, later l..:-s.

Friz&an, who 2ls> has contlnuec in cr;,'ptanalyt;.c work ever since that tix

. - .
. ‘

5. s mllt 2 i ‘tille had been conferred on Mr. :a‘uyan scme years'
proviously Yy Lhe Novelnor of }.en?uck,,. ’

D)
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{ 1. e The Founding of the Cipher Bureau . g - L

] . L N » - .. = . & . .

J - 1n addition to thése two persons, mentitn shculd be made of "%

i . '_ : .- - Dre J. A. Powell fomorlv dircector of the Un:ners:.ty of Chlcavo Press, N

And of Dr. John Hatthet s Hanl}, at thet™ time ¢_nd untll hls death in

( - <7190 Professor oi‘ Eng,llsh and Head of the De;.artrent at the Un:wers;ty :

‘.;

of _Chieago. Professor I..arLy, though not a me'nber of the staff of

‘

; : e T n!\urbnnlf Laborator:.es, was” m close c:mt ct with Lhe viork there and -
% = ° + . - wan rcgardcd for many Jears as 2 leadmg auLhorJ.ty on llterary c1phers.. .
J . h The Dep. riment of Ciphers had been org._nl od as an attempt to

-_m;]\ clcntlfic procedurcs to the o‘zc.kespeare—oucon problem. It. vas ’-..',"

.ballovcd by Colonel Faby..n that in- cortam x.orks of the late slyteenth

__- =

- and eur’y seventecth centur* es there .ught be found a b:.l:.tev-al cmr

. Y w)ich toulc' dford prooi‘ that l-ranc*s Bacon, Lord Verul zr1, was the

- autlor of the plays eo: 'Lonly aotrlbuted t.o ¥illiam Sha_‘-cespegre. No

. -oclonLu‘iv rn.sults nere cbta.med in this dlrecuon, but 1t vas the

. ,

- - R wad for..una oi' th- Govem.nent that \’.te staff at R.‘_ver an}c was then
g . ) )
T en -nged in crjptogra;}uc processes end clso trarxed in the rigid tec..

: nif :uocs uscd in sc:.nnt.:.*‘:x.c re.,earch. .

6

Tho clalm is n.zde by Yardle) that the ."se *ch for this 'cipher had

TR TP PG L WP T )

riven I[r. Fabynn‘s Stoff no real =>pc'-1cnce even m the elem°'1‘...s of

1 - cryplogrnphy," -a Judpement cex:tan.nly unjust, to the Rivervank experta-'

1t lstrue tint they could have had no experience at all in ou:rent

eilltary traffic, since at that time, even within the Arzg itself,
O - 6. Tardley, lchic-ementsz, 7. He mal».es no rmnt.:.on of Rlve“ban}' in
Tbn ;\.no"lcan Blaclt Charber. 2

020" 08
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. oz;l}'. a few officers had hdd the opportunity of exanining actual dnter= -

-copta. - Yot.. the contributions vhich they soon made to the field of

L o Lho?r'ot.ical cr-yptafxalyé is supgest ihatﬂthey viere well a;:quainted with" '

.~thu hictory and literature of cryptography—they could hardly have g

. boen novices in the e'arly. mont'.h:z-oi‘ 1917. ) o
3 - -, ..To gain acqueintance with militery eryptograghy from a firsthand .

n:J\xrcu, Dr. Powell was sent to the Arcy Service Schools at Fort oo - -

gl o®

: . - - I‘"‘“’““"°rt-hi-"".fhel‘e.ilé';ltt_ended the.co'u:_s.e then bei.ngjiilcn_.by Lieuten-
: anl JOs.eph C. -}Ia_ubéx;gn.e7 and Bro-ught b:i_c}-c the cur;e-nt treatise . the\{:': ‘:
1 _ a-\xhjcc‘t, Capta_in8 'Pa.rker H_it.t;‘s L!zmu:ﬂ: for ti:evslol;tion af L-.'ilitl.;:ri N f‘

. s . i _ ; ST

‘ o ThQ' achicvements.of the Riverbank staff were threefold: 2r &

8. Intercepted materials were sabmitied for solution to the '

experts tlere by various depuriments of the Coveinment | )
until the Cipher Bureau vas well established in the .

3 7‘ > fau' of 1917- S N ' : . . . -

' 9. Mlersards the- Chisf 5ignal Officer (1§37-19L1).

} b 8. Now Colonsl, Signal Cerps, Ref.’ired,. . "

[ . 9. }';art l:énv:c:n\-:or;(.ln, Pr’e:;’s of the Arry Service Schoolsy 1516, - = '

] Yardley is wrong in stating (i’\_c'_xg;.t_c”'_m_t_é, 7, note 13) ‘ T

. " that )lr. -Fricdumen also attended this cow'se. ; .
4 " R A )
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_The Founding of the Cipher Bureau _ 6 ™
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b. A vigorous training prozram was inaugurated at Riverbank g
. under the auspices of the “ar Deportment. A group of - - o~
four afficers vas trained in cryptographylV for six '.‘..-"5-'
w?eks in Octoberloverber 1917; a second group of some e
sixty officers vas trained in Jdmary~Februsry 1918; . .. ..~
vhile the third, and lust, group, consisting of seven .7
or eight, wes trained in MNarch-2pril 1913, lr. Friedman . P
prepared Lhe instructional material, gave the lectures, = V7% <.
and directced the school, the first of its kind in ST
_-American history.- o g

.

c.. Research was conducted in the theory of cryptanalysis ard =~ ~-...'.

: an extensive series of technical papers was publisted by -
the Latoratories. }ost of thece vere by Kr. Friecdzan; R
except _v:l_)ere pthery:ise stated, he is the author.

Riverbenk Funlications e @ m

@) 5

A method of reconstruciing the primary zlchabet from
a.single one of the series of secondary alchabets,

- 3:917 3

sclution of runnir':'r;—!‘:ex cichers, 1918,

No. 16 Methods for the

@_ introduction
1918.

Ho. 17 Lo methods for the solution of civhers, "
RN

No. 18 S-moptic tables
* . rachy of civher

for the solution of civhers and 2 biblioz- - ",
literatura-g' 1918. R

ARS s . . S ONC =S

" 1D,

., - - ? & "v
.

Until 1921, when lir. Friedman coined the tem cryptanalysis, it was .-
custamary Lo ‘use the word "cryplogrishy" indiscriminately for what . ¢
are now termed “"eryptography” urd "eryptunalysis.® A memorandum
for the Chief of Staff from the Chicf, lMilitary Intelligence Diw- .
izion, dat.d 1.3 May 1918 (copy now filed in IR L152) states that - -
bhe officers sent to Riverban? Lacoratories were to be traimed in - .
cryptography [ 1. e. as distinct [rom cr;ptanalys;i] ard that i
through error they were. trajned in solutian. Tr}e ;2r Departzent,
' guides or limitaticns fer this program, other

however, set up no for : 5 A
thon Lh::t. siv weeks would be devoted to instruction in crypto- e
nts were later

grafu. . Ls it turned ovt, a good many of the stude

assigned to cryptanalytic dulies. . ol 4 ) &

In spite of the number, this was lae Iirst'in the series.

- ool
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, The Founding.of tte' Civher Burecau x : 7
) ) . ' s . . ‘ . B " Ry 'J
i No."19 .Formulac for tb» solution of geomn_tncal transposition- :
w ® clphers, 1918.*- . e ; ]
‘ "0-, 20 Scveral machine cmhers and methods for thelr solut:‘.c:mJ =
1918. ’ " - . ks e . ~::I ..
A . iy ' & pICH
: Nos 21 unthodfam ihis Eisans t:un on of nn_n:..rv E:.Jih..b_?_i’ g e
' B 1918. ';.._ . ¥ -.
. . * . % " J-. e b
Noe 22° The index of colncmﬂnce and 1ts auphcatlﬂns m "
- ' cryptograrchy, 1922.14 .
* No« 50 The productim and detection of messages in concealed | . d
: * writing ond images, 1918.57 , _ -
- No. 75 l’e'norl tlhn H""‘u}"‘OdS, s"ec.lflc.:.'_".y lllus..rat d in rcspe.t -
. - to the%r 21.0licability to codes end toposrannical matar.1=l,
1919 ol e
§ynot1c tzbles for the Stor éi:her., 191'8.1,7-_' E iy _' _' .
12, By Captain Lendx R. Lohr, CZ, USk, and ¥illian F. Friedman. :
13, By-Elizebeth S. Friedran and ‘.’.’illiam F. Friedman. v e )
14, A French iransla tion of this p)per h'_d appeared in the preceding
year ds. L'Indize de Cnincidence ‘et ses inplicaticns en Cryvoto-
garhie. (Paris, “Imprimerie—Librairie- Militaire Universelle L.
- Fournier, 1921). This (Logether with its anpendix: see telow)
©s the first payrer in the his tcry of cryptanalysis to use
statistical ‘methods. = & e
15. ‘_ft,nv- ]qo. 22, the numbers visre no longer consecutive.- From No. 50
en, they were to dcal with secret L']ko-' from 75 on, miscellaneous
subjects. ’ x 5 : . -
. 98 n_w 1. ‘. Nolan, lh. B ;
17. Tris and the i'ollo.ung vere not mumbered. -
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- J . . - & . - . ..: . ..'.\..'
An an: »hc‘xtlon of the science stutl'-tlcs to crvoto ‘rachy:

““arnendix tho | sic ] Puohc-t.lunTJ.“z_Z-. 18

The collaborat.:.un of Colonel Fabyan‘s stai‘f w:Lt.h the '.'ar Deporb-

ncit- c.mt.lnu=d not. "nly in the earlj mont,hs of the (.ar but alSO ai‘ter

-

-~

" was available, the decllne in crope vntlon wiis rapld, but as may be

,nont Lo France, v.-here he re:naimd on duty in the Radio Int.elligence .

‘vas slill doing-wor}& i‘or'the Yar bepa:'tnln'wt as lm,e as Aprll 1918.-

e Ne s

Secting, General Stal‘f, General Heﬂdcuarl'.f-rs, until April 1°19. ° . Tl

he bLest interests of -the service."

.oy ratifr unwarranted ﬂnd it is rosslble t.}*ut.

".hc Cipher Bur.au had been qst:.bllshed m,..ashlnc"uon amd vas running

-u.noi.hly-‘ Time 'im-pi- smn is g:.vm by Yar dley 19 that, once his unit .- '

acen froa the da_tes of the training.

counses for officers, Rlve-bank

In Lho m:'t mant.h Mr. Frledmm was c"":um*‘s:.cmcd f-rSu lleute'xant and L A g

Y:udloy Iurther malz‘t.alns t.l at ":Ln Splte of repeated adrnonltlons by l

_Colonol Van De'.an, }Mr. Fabyan vias unaole or um"lll..ng to snppress

pcrzhnnt, for a puollc:Lty which was re-ognlzed as detricental to

.

is

This ‘chzrge ¥r. Friedman feels
\ .

this was oﬁly Yzrdley's

“viny 6f eliainating quonel Fzbyen i‘rom the picture. There vere, hovever,
12, Tais }-‘n(_,llsh cdltlon, and a_French translztion (Aupl 1~_1t10" des
Ythades de la Statistisue a ervetorrarhis: asnendice a la
E}ianic Iln. 22) were toth printed in Paris by the “Llicrairie- ¢
Imprimerie Mz.llbal.re Universelle L. Fournier -in 1922._ )
19. XExdley, ichievemonts, 8. i i -
X. Be=then re't.'ur;xcd to Riverbanl:, vhere he rem mained until 21 Decerbder

¥=0; his long connaction hlth-th“ Signal Corps began cnl January
1, i
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- . ¥ d'isndvonLax-és 'in the arx:;nrenent 'c-u"ite‘ apart I‘rcx-n any .personal fric- .
tion t}mt uught have ex:.sted between Yardj-.ey and Colonel Fab_,'an . the
- '_distance from® ,-agshlr_)gton to Gcneva the fact that the Var Pepartment -
was not baying 'any'ﬂhi'n'-‘ i'or' the Rivcrbnnk viork cnd cou"d not there~ :
fore control it ‘cio sely enough t.}-e gr0wth of the C;pher Bu.eau in

a.,hlngt.on, makmg av aJ_'Lable to thc Govermnont facilities pax‘al_e1 ing

those at Thverb.nk arri fmally, th& co:mn*ssa.onmg of both Nr

7 Friedsan and Dr. Fow e'll all tended to czuse the e'ner ency opgrat..*‘.-on"

PYPr S LI S L Y P L L LT )

- - . -
& F s - o

\"3-"5- S €8 _Fhe Com.mr' o“ Y-\r x

To seliErn o the early months of the ¥ar, !!ajor- Teh Deu.n&:x h‘is .
__ - . search for e'qnerts to form the the'- &u'ccu had found thet the only
=y officcrs ;:nox.‘n to be cwcetent in the fleld of (s yptograph) were

Captaln Far ker THitt and Lleutenc_nts Jo.,eph 0. hauborbne ard Frank

a : Yoorman, M1 Lthree,. as hos been 'Lﬂted in Volume ‘Cne, C! hapter VI,
g =0 % . _'uectmr H, had been on the s»aff cf ‘the Lr"w Serv:.ce Scheols at
: % & ‘DOt Leawm.orth Captain Hl*t hzd vr:. ten the Lmud for the So*t..._:m

.of E:J.lt.\arv C:thers in 1916 and the otl‘f-rs had filled impor tant pos*-—

Akogsa

tions elther -as 1nstructors or ‘adiministrators in t.be Ar-v S*gna_ Schocl

but, th*ugh ‘helr services were requ" ited, none of the three se*'ved =

Adbaadbnde sl ok s dor

to ccase fu.nct,mmng.. ‘ 3 w® e R TR

v e = e 4 il
" s g P R ]
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Lieutenant Herbert 0. Yardley
1917
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7" YVhile 1t vas unfort.uncLe that nelthsr Colonel H:Lt.t. nor L*eutenant

*  the great der.snd for }ughly tramed oxf:.ccrs in all branc‘ues of .the o

.'of "'orld an 1, hov e\'er, Clc:.!"lj s hov.ed t,he A 1sdom of tra.m:mg in o =

I. . . ' The Foundinp of the Cinher Bureau - ' i | '_
o e . X . . i PO . ‘. . . L o '. * ‘ a - ‘ 5
“Curing the ‘..’:u' in a purely cryptologi'cal capacity in.'.%'ashingt.on. g% o3

- jColonel Mauborgne couﬂd bc a551gned t,o dut.y in a cryptographic unlt "E 8"

Lh L . . LS

Arnw and the expe'rlcnce"of both 'these OfflCEI'S in other Slgnal Corps

actlv:.t:cs full_/ ju.,tlflcd ‘their a-sl&m*nt clsewhere. The experi.ence : £

advance oI‘ mob:.llzat:.on a 1._rger nunbﬂr of ofi‘lcors ‘vihose serv:Lces .

ZE = g - o I —T P
AT T e,

would not be in de:ruxd i'or other assu_;nmcnts when war canme.,
- ' “ I o i

The sztuatlon outlined above’ ncde 1t. necessary, t.berefore, pies

. : o) -

ajc.;r ‘Van Deran to seck his ex}\.rts in the ran}'s of civilians, Aside "" .
fron tbe staff at Rlverbank, Lthe I'nrst rcc'-ua.t. Vs lir. Herbert O. -
Yardlcy, ho vas co.m:r_usswned a ;.u'st. lleutcnant-, Slgna_l Corps Rese-rve,--_::
c;n 29 Jupe 1917 and ass.i 2ed Lo active.dxity ox;x s.July 1517. 2 His i

- . P

qu_alii‘ic:ztibns for this, work were dcrlv-cd from Lhe fact that since

2l. "0Of tle cther officers-deucrited as having prdficiancy in crypt'o;- oy

raphy in the memorzndum cited in \’oh.. e Cne, Chapter VI, Sectien
H, mne was so far as. is knovm, associated during the .Ja.. with
ayptograrhy. loorman served as Chief of the Radio Intelligence |
Bectinn, General "Zeaff, in France; Hitt as A -sistant Chicf S:J."\a1
Ifizer in France; l'aubergne as Chisf of Lle Tiesearch and Tevelop~
.ment Pivisico of the Office of Lh: Chief Signal Officer. As such
Hitt and-Xauborgne had. sume contacts =itk code ard cipher procuc—
-tion but they vere also conce:‘ned vith ot.l*r activities. P

22.- The date of the estabhslm nt of Mi-€ is leen as 10 June 191

ir a memorandum for the Chiof of Staff from the Director of - -
"Militery Inlelligence, Subject: Flang for MI-3, 16 May 1919 "
(copy in IR'4365) Lut the date cf Yirdley's commission was 29
-Jur= as siated. Since he wits born on 13 .pril 1&&9, he was
comissiored «t the aije nT twenty-eight,

‘ DD 0L

£ |
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- cf!tc ard slull 1n the solutlan of codea, of co=.:rse, fomed no part oi‘

N (. Tl{e___Fbund_:'g}_g_of the Cipher Bureau : . 11

16 floveaber 1912 23 he' bad been 5, Gede clerk and telegrather in the

< - 5int ¢ Dcp rrtzent Codc Roon, \bcre, according to hls ovn statemeqt he .

"du:eloped kn:v'lcdre and sidll in Ahe solvtion of codes." Such movﬂ.-—

- A,

l\la ofricial dutles at the St.l‘ e Dep: :chnt hls task there vus crypto- ’

frac wluc, rathcr than crypt.anal_/tlc, i character, since the State Depart-

5

menl has never r".amt.amed an :muenendent cr,'pt.anal rtic um.t but has

-

" r-)L,ulurly d‘.pended on the Yrar Depaerent for such seruces. 2" The

rol:.tively m)de.;t statement guoted a.oovc, \'.Iuch was vritten in 1919, a2

nas’ c:q:andﬂd in 1931 J.nto the flrst chapter cf The nne-.ﬁ.c élack Checher,
“When Lhe nxtraneous material of a -sensaticnal _-character is rénoved, the K
zsLory dvun in that chaptcr is a br;ef one. %

Whue a codﬂ clerk and telegrapher for the. StaLe De,artu-nt. (¢
1’)11); Yardley concelved ihe po.aslbllltj of solvmv cryptographic
oyale:s and borv;r.a to sLudy works on. cr!;ptography in the Library of

26

Conrress, These p:oved to 'te of litlle help—he even s_peaks con—

2). Te initial saJ ary was ,900 _per annun; Lhe hlghest was {1440,

2h. Fram 1919 Lo 1929, as will be later dﬁscru‘od, it. bore'a sha-
of Lhe “ar Departizeit. ecp\.nses met in wmaintaining a cryptanal y.lc

sTvice, |
-

?5. Yadley, Achicvenents, 5

26, Skce Yardley lmew no olter languae but Lngl 1sh a point waich he

,mccwl,, beoks in other languares ‘n.re, of course, closed to hm, :
:zm in the puriod of this aclivity, worls in Znglish were few and
Sanentary. Morcover, tle Library of Con.recss had nct yet received
L cxtensive Fabyan ccllection.
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temptuously of Captain !iipt‘s lianual,

. solxe current State Depau: txnent. mcssagcs, "copies of v\‘uch viere aval._- S

* uble to hin as a code’ clerl.

- sented to his superior, an unnamed off1c1a127 who had comp;led the T

“mont cablcs, he also had access to the code bﬂok and prcsurably .\lso

o decedings. -

. codn clc—l's, had r‘en'orlzed Lthe = ‘st frequent groups.

-.may therefore have bean much less than he cl'xms.

. . -

'__tl.hough he neglects to name t’}.’e.

’ .-mLhor'—-but.'ass'irmnent to the night shii‘t afforded Ycu‘dley'time for :_ B
Tt '_.:\1" 2
= 2 inde; endent. study. 1thout au Lhorlzatlon, he’ began an att tempt to - -7 ‘ £,

Two years ‘after he had bﬂgu.n, he pre- _

.:LaLe Dep‘-"t'“-—"t code, an aﬁalvols ihlch, it is clamed, shocked the - .

SiEerien out o ik comrlav’ncy. It shoilld be- pointed out, since - .

Vem e b, "
i .

R Yu dley falls ’c.o do so hz.m.,elf Thak, 11‘ he had access to Stat.e DPPQI'V‘

e P
SrLtis

He creates the inoressmn, of course, £hat Vhe analysis '

e

.
e,
1

wag done without any previcus knowledge of t.he system, but since he was . i

<A
=40
.

.a code elerk, '~'he must have had the incalculable 'a;:h‘.rant,aae.of l-cnowing -:"

much about the gerbral i‘oatures of the code, and probably like most y 2

- ‘.

Hls acnlev°~z°nt

He also .':.J.ucles28

to "friendly connecticns’ previously'established,'."’through which he  * . 3

"had oo ‘difficulty in.obtaining copies of code ard cipher communica=.

tions dispatched bjr_va:-'ious embassies in '-'."e_.shington."-

27. becording to a note in the margin of »’r.-f-‘riedman's copy of
Yardley'c.Blnck Chambe:, 29, this vize Pavid Salmon, Chief of
¢he Codes ard '?eco Ics Dl‘uslcn, vN't.e Derartment. .

N

29. Bluclc‘Chr'Lmbe_r, 2L, Hie W W oo g -
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comniasinn, Only after a call u;on Colonel George S Glbbs,29 Signal -

“ Cor;-s, 1a1ned him an 1ntroduct1<n to l'ﬁgor Var Deman at the Ver Collége, —

.-'_' . »

Upo'r‘nith'e outbreak of var Yar.dley'at.once atterpted, but in vain,
'’ A - .

' Lo put.arelcue from the State Department so that he might seck a.

Sl ol

<
wg the releu.e obt -n.necl, and he vas Cumnlss:..m°d a flrst lleute—lant i.n

_' ',' the Naticnal Ar:v.. How: mich”of uus story is Pt sl HoW, mUEh famy

e hurdly be detennmed but Tor dlcy i35 as eble to convince lajor Ven

" Doman of hl" cm},etence, aid he conducted the work of t.he Cipher Eureau’ .

e - =l o

oo sat.l..factorlly that u..tlmr.tely, though not until 1923, he viae given o

.
.

the Distinauish‘*d Servic° li::id @ & 4 P S s _

Lioutcnant Yamley wzs assig nnd at. once o La‘(e c‘u.re,e or all
codla and c:.nber work for the L':..J. ery InLe'Lllgence Branch viith the

nld of t.wo c1v13 Jm ‘clerks wham he dne., nct name. 'I“—1ey \.ere, houever,

J.-mcs E. cKenna ul]d Jchn C, leath and \::_’Ll bnth ar }.ﬂar 2gain later in

; thn ')Lory. ' Faz_lure to give much crcd,lt to ‘115 d=scc1ates is c}‘a. acteris-

Lic of thc man in every period—the only war-tinme suoordm‘.te \ﬂ'xom he

. nanes i:j his book: is Cr. ilanly, who had \'olunteez_-ed his assistance in

Lawreh .1917,30.though his scivices vere not icqe;ﬁtcﬂ until lster in

-

29. AMlervards Chicf Sipmal Of ficer (19,_’6-1931) . General .Gibos was
later unable Lo recall having ever net Yardley (testimeny of °’
“Tilliam F, Friedimwn, October.lt hS) .

3. TYardley, Achievemernts, 6. Tf)is is prcbably en error fo April.
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A X . The Founding ‘of the Cipher Bureau a ‘ ’ '.‘ub i

- nupply enc:.phcrmr' tadles, and a‘tacle eneny codes and cmhcrs

- this purpose. Ilven th.xur_',h one’ of t'he t.wo cleﬂ's, James E. )[cKenna, “'

'f,lvcn chnr{;e of th‘s Fhase of the ucrl-c, 'L"xe volu.rne of traffic g*‘ew to )

SCp't.omber end 'thcn'for. a time only as a civil.'ian. At ‘the beginriing

Yndlcy s exact re<pon-1b1_11t._,' vias not s‘u.rply defmﬂd but. he was

crvx‘ctcd to encode n:] decode a.ll H:_lt-ury Intelllgence messages, ;;: :
31 .

The Ar.ljut.dnt. qencxal's Off;ce should hc.ve been responsible for the

~erk of en"odmb an" dncodmg, but. "on pleas of greater securlty, the

Militax‘y Intelllbence Branc‘h set up its own fac:.l;.tles and st.al‘f fo.

.
o e
.

fnculy cormissmncd 1 F:Lret Llnt_tenant (af't,er.zards Capt.a:n), was soon

- o, [T
5

L.

.such .m e>’£en1. that the time cmd ei‘forts of the ent.lrc stafi‘ vere con- .

. =

-yu: nwi and there was no opportmnty for Lleu\,e"-nt Yav-dler to e’:gage

in rescarch, thaL 15, to attempt to solve enemy cocdes and clphers.

Ao a partlal remcdy }'ajor"!an ‘Ceman now in‘vi{ed Cr. Iianly to ccme'to

" mhmgton as .a civilian; he vias c'*-r*.mssmned as a capta.n on 5 hoyemer

1917 wrd e5515n°d {o actiwve dut three days later.- It was at f*rs..

lnLr.ndud by l'agor Van Tercan that Lleutenant Yardley would specizlize

10 codes. and Captain l'anly in clpne”s, but thcse tvwo offlce‘ s, deexming

ik mxdcslrable that such a dlfferen 1atlon of funct:nn be nade, suggested

Lhal u_snct:.rm be organ;zcd to d_eal m.th secrect co:r.-nunlcau:ons of all

3}, lemorendum for the Chiefl of "t.aff from tle Dlrector of Kilitary
Inlelligeuce, Subject: Flans for Ei-8, 16 Lay 1519 (one cczy is
filed in IR 4,566, another in the fJ_'les of the D::ect.or of Co=—
munications Rcbearch)
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und uf the Dcpaz‘tmﬂnt of Justice, znd later with the Postal Censorshlo

33, Tardlcy, Achlevemnz'ts, 6, s . 7

1. The Founding of the Cisher Burcau . 15

sorls and that this section serve all departmcnts‘on an equal basis and

. . . - . . .
- . . * e, i f]

" bo located in ﬁashingion.':The enphasis upon Qhe'locétion may have been

tho rosult of a-desire to eliminate the Riverbank Lazboratories. Confer- . °

. c'ncos' viere held with repreéentativéé of the Mavy and State Department.s -

A}
23

ond other OrflCl'*.l dnd senu-offlcn.al orr'amzatlons. These orgam.:,ations
nm ced to cend to thﬂ ‘new gectlon such cr.rptograohlc prcblems as came - :
Lo their attentnun.qz LleuLeﬁ_nt Y rdley wes 'in cHarge of the section,:

in spite of t.he fact that Chptz\m Lanly outr,.r*ked him, at least after
.33 ) : ': )

" Lthe date of the latter's conenission. < E R P

- =

:*Tho unit was first set up at the iar College, 'but in the spring

of 1918 it was mov~d to new cuarters at 1.156 l5th Strect (nea. u Strect)

;_Nor.hr eal; ‘in July 1918 to l)30 5 'Strect, norths est the site of- the

p: csont. Hatwnal P"ess Club, t_nd in 1919, it Occupled quc.rters in Stlll

nnoLhcr bu*"dln(; at 7th ad B Street.s, ]\orthhest. ; ‘ : _

D. Personnel

’l'hou{ h exp anelon ¥IES necessary, acdltloncl Fer sonn el vere not ac’.oed

until the nccd for thea wus prcssma.. The socond chaoter of ‘I‘ne é"ler icen

-
- -

3] ~ck Chamber dcscrlbc.. Yerd1 cy"' fn R attevupts to organize a Cip her.

.

A

.13, Mandy's co---ussion as a captain-dated from § Noverber 1917, th.e

Yardley was not promoted to that ran% unlil 27 February 1918. This
Information is ‘on file in the I'emobilized l'ersonnel Records Brench,

Ad jutant Ceneral's Offlc,, remorandum deted 28 Acgust 1G945,1st inder
cent. . .

0°3. OZ0:
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The Founding of the Cloher Buroru 16

Borozn at t*o Tar College.

In the nane of Van Loz 1 at oncs sort cahles o landon,
Pryis eod Ruso, urging thet pressure be browh?! upon our Allles
to teX eryplozriiher to wushinglon capelent Lo teuch studeats
an e saluticn of Gonazrp =104%ury cudes and ciphers. Also to
eend by poueh & few hundrod exaples of such rocszges snd all
svallatle cxpositlin on tholr solutiorns.

The Teply was Lthatl exa=ples of Csrman nliitery ccdo Rrd

cipher intereerts torelher with explezatiins vere in ths pouch,
Put Lict erypiogra; tic Snstructors €ould nol be spared.3h

It was only 4n 191s thet Captain J. A. Voxell wus zant to Fruncs

41 order to oblain i.nr-.»x-::atic_n_ ;oncemir.g Eritish arxd French watiede.

[ X

"""Be eanforred s eerly ac 28 Pebruury 1918 with ths Chilef of the Second

Sectisn, Caneral Sitaff (then ‘olomel Dennis 2. Nolan), xho wrote co

- . that date.to Colunel Van Deiran ‘in - eshington za follouss3?

- After conferencs with Camtalin iowell, I &2 satisfied t)at
mich good would recldt fre= a close Licisun tativeen ths cipter
puctlion now being developed in y.ur office and thzt at tlese
beadrusters., Cupiloiln iowell huis levzed over the situaticn,
eech the penoral cystez of work of both Wie Eritish end Preach,
&nd kg o Qlenr underzsianding of the nceds of our cipher gectica.
“ne 2 thuce nseds tu wkich I wish to ezl) crocial eiltenticn is
thet of mutual co—op=ratioun between all ofllices enguzed in cipher
¥ork. ~o hve arranged Zur keeping in touch with the Eritish
end rencl, Wut feel tik-t izich canm ve dope in Four offica to
hetter ecvantnze than argnhere olas.

;. larpge cirler soclisn in ixwhinglon could be mule very
valuntle. You can exploy code and elphar exporis vwho, fur one
r~23on or ancther, are un:hle to comue Lo Frunco. Mocdern rudlo-

5.

Yardley, Bluck Chent:r, 27,

The letter iz n= f£led Zn Ik L251. The eloniture 3s eountersig-
2 vitl the snltinls of jirutenmzrnt Culeonel irani: ¥oorcan, Chief of
the Redin It licenee -wition, Gene—al Stuff (sce below, Chapter
VEEL)s .

0\
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Th° I‘ounc‘ln" of the C1nh=~r Eurcau ot ____1_'[

. Lclegravhy will enable you to intercept cany of the Centinental -
ro, . code and cirher me.sages and thus have them vhile fresh. Cur

i sLaLmns here will also copy many of theve messages and send them

: o = to you by mail. ..e will slso send you notes us to any solutions
) . ' - found or suspccted zs probable here, and, in addition, suggestions
t.. from the French and British cipher o,,lces.' If you, for your

Ea part, would send’ surwestions as to kind of code or cipher end
' ony sclutions discovered oy jyour office, we will disiribute them
. to the French erd “iritish, and ma!fe use of them in our ovin office. .

The Fmt;sh have a big ci rher offlce in London, and another

; at"their headquartcrs in France. The French have Ferheps the
"% T bi;west cipher office of all, in Peris. * Ye_are slowly develop~
. ing such an office of mur own. - If to these four could be added
' - a really big and efficient office-in.washington, "it seens to me g
we should so~n be handling- Dr..culcally all the dipiomatic ard . ..
. . : -special cocdes and ciphers. 7These are w1l regarded-as of great s
: ’ - _Importance to us, .amd I cannot too strongly urge your most cor- .
¢ ‘dial support with 211 the fac:.l:.t.les and mer you are a‘\lo bor « fma
.. ..’procure, o I E 2 . Fa Saowgp

Yosirs o

’ Additional evidencz is available Lo show that the search for .per—

" -sonnel \r.cs'still' going on in March 191e. On 21 March 1918 Colonel C. '

- Fraonch, o.f,the.Er‘itis}} Embassy in Washington, wrote Colonel Van Deman

" . -
FARLIN PP L TIE, oo Y

n-letter enclosing a merorandwa on the solution.of codes, in which he

* . .
. L -

; o - included the .following p.‘n'zxgx'arﬁ'ls:3.6 : T '

I should like, if you will let me, to emphzsize in this con-
- pection the irjortance of selecting the rizht kind of orain to do
this work. -For* research of this kind reruires an-active, well
2 trained and scholarly mind; not mathemziizal out clascical. .As am
y $lustration of the rigit kind of wman, one of my experts hss sug=
- gested to me the name of a well imown .uaérican schg;l;.r, Iouis
Rerberl G ray of 25, Brimmer “re\.t _Boston, Lacs. It is of course

A I UR TTTVI B T

PR TP ITI PN (PP PR UT TR Ly

36. A copy of".this'c::rrespondence is now fil'ed in i.". bl53.' .

37. Profeusor Gray huc been for muy years Professor .pi‘ Lln"ulSulCS
al Colu’ubla Umvers;ty. AL g
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"~ peorle.”’ "Therefore the only test applicable is that of scholar=-".'::

Colonel Van- De en courteouslj rep lled on 18 lprll 1918—the delay 13

sn.gmflcant-—mclud.mg the follonm" paagruph on 1’I-3 perso'mel

" .university training

The Foundinp of the Cioher Dureau . . . | 18 R

undéniable thet ﬁnnsg oy be 2, Jiy IR who, without having had
or without having acquired a great repu~
. taticn for palaeog,ranl'“ca.'l vork, nevertheless are well suited

for thig vork. But there is no method .of ‘discovering such d

-ship.

'.'.’hen'oncé You heve got together two or.three men of the -
'r1ght cless they will soon mzp out the work of themselves. It .~
is for this reason amung vthers that det.ziled instructions of

N Lol SKK
e <0
O O il y

hor to deal with the soluticn of codes would really be of little. ., -
use, for whole volumes on this subject would be useless to the ™.
wrong kind of man, and the rlsht iman nust and will prefer to

work out his own lme and in so \.ork:.ng would become an expe rt.

» . S et

You will, I am sure,.be interested to know that-while we éo -
mot think that men of University ecucation possess any monopcly R
of logical thinking and powf of ane l}’s:l.s, we have not discrini-
paled against them in organizing our Cirher Sectizn, ong its
menbers are- four persons who are cor have been university instruct--.’

crs, five vho hold the degree of t'h. D., and tiree cthers who )
_ bzve had 2 t)nrough collegl te tralnmg.‘* : e

Yardley‘wn:h ch:n'act_erlstlc dogmaLlsm disinisses the problem of -

)

.pcr.somel.iri the folloz:-in'x:; vay:

s -

'38.

39.

LO. .

L1l.

"ms this a cirect reference to Ya:dley? There may be much more s
behind t'r!is lef.t'*r than nicets the eye. P

-Prccn.sely th: most difficult o*oblcm before the U:.gnaﬂ oecur*ty

Ig,ﬂncy ln ..orld Gar 1X.

Tte 1nst:rucLors vere probably Captains Mamly, Beescn, and Mencel so’:n;

and Miss Rickert. These four aid. Cartain Knott were probably the

Ezldt.rq of the I'h. D d°f_‘,re°

Hack Ch:'_mbe r, 38.

A1 will presently be identified.
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The Four;diﬁg'of the Cinher Bureauw =~ ° g * 19

From among the, former I cuickly selected a. fe\d scholars ’

2 ' - g = .

Judging from the letters I found in the files of tle Vir
College, nearly cvery one in thz United States had dabbled in
ciphers. ‘The aulhors of these letters were either offering -
Lheir services, or had a new and indeciplierable cipher that .
the goveriment should .urunndldt.ely purchase, il

“yho appeired. Lo heve a superficial }fno.\ledge of ciphers, and
ordered them corrv.}..,sﬂonec:l.L-:2 . o
The s_:xz':tacle of an cager thin~faced lieutenant,. surrounded
by & group of schalarly captains, vas indeed a noteworthy sight,.
ard 1 vas obliged to submit to a great deal of good-natured rail-
lery. Hove.rer, they 'seemed “to enjoy my energetic illiteracy, )
vhich Lhey kindly termed "native int2lligence,".and I was amused
nt their eagerness to master the princigples oi‘ cryptography. o o
sL. of thc:n were dls'nal fa:..l‘urcs,o ' -

He gocs on, ho.x'ever, to mentnon Dr. Hanly in & favorable ligﬁt but ]

Lhe latter is the mly suboxdmaLe cof Ya. r.ley s to be memxoned by name :

ir The mc-lc n B'*-zck Cha'nber. i

A coursga of instructicn in codes and ciphers was prepared, on the"

_ baals of Hltt' Manual for the Sclution of L-llit:!':{ Cl_hers, es is

L

clear from t.he Iesson shcﬂts in tlc.hles of the Slgncl ur t.y Agency.

I: wlnv spok en cort.crrptuously of Hltt‘s Vonusl at an ee.rln.er pomt,

- Y ldlcy coqu hzrdly now ack Tov’ ledbe h.hs 1xxdebtedness to }’1tt.

¢f tlen in all.u‘ Sl 5 , . ; .'-

il Lina‘.el;, subsectluns waie orcuu..ed for specmlza.lon-—f;ve

’l?.u
43

I‘Jlo l

-

At this Limc hé,wr_:s a tirst'lieutenant.

IR 4293,
These subzections are called "ouriaus" in a Brief Outlmc of Vork
Covered by 1. T. 8 for the year endint Junce 30, 1919, a cory of

vhich is now in tre files of Lhe Dirécltor of Qonmunica;ions Research

| - oy
. g
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: & ' The Founding of the Cipher Bureau ° 5 20 7
. a. Code and Cinher Compilation (in ‘‘ashington) . . - ) :: .
b. Communicatiuns (in Ysshington) - B
¢. Shorthand (in New York) § =
.. G4 .Secret Ink (in Hew York and ! eslmngton)
o+ Code and Cipher Soh\tlon (m wshingt.on)
.Just. how manv-dlffercnt p°rs:>ns r.'er'e employe'd by uI-8, as the

Ciyher L*uru.du \ms called, canpot hew be d;Lemmed with ceruamty,

but thcre are several sowrces froa wh ich names of enployees can be

dcrlved°

. = . T .

.a. A curd Iﬂel‘s coniains the nomes of 270 persons. ‘It does o :

not, hovever, iticlude fourteen persons vhose nemes zre
" knonn from other sources,.and it is clear Lhat it lists

not only members of MI-2 but also fref*uent visitors on
. official bu...111°ss.

b. Two _rout;mg s].:Lps‘6 give the namnes of the supervisors.

co’ _l\ payroll cﬁ L';ining names.of Lhe perso'ns employed on ' ‘
-1 "ay 1°l° . ) . ! : - .

&: Peeorie 58 Vhe EhcrvhEnl Suliseriiant’ sentztn the hames
© 7 of six full-time employces, not lisled elscvhere,

L5 .

.in IR L160. The list of erployees to which Yardley refers in 2
letter ‘to an unknown person (ibid.), deled 20 October 1525, has

L6,

7.

L2,

Fow 3n the files of the biréctor of Ccrmunications Research.
Sce letter of Yardley to llajor C. K. Millikin (10 Leceiber 1924)

apparently not survived. ‘It contained the names of 211 who woriced
.In T8 betiveen August 1917 and 31 Jenuzry 1919 and occupied eight
legal-size pases. . : €

Qe is'in IR L474 attached Lo = letler daled 12 July 1918." The .
otlher,in IR L49L, is undated, but it is apparently later , sincs
!ardlcy s nane is omitted. It. Lrerefore must have belonged to
tha perind when he vas in liurope (November 1916—23pril 1919).

Row in the I'Jles of the Dﬂrector of Corrmunicati.ns Research.

Fer t.}c Wldcnce, see below, Chap\.cr VI.
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The Founding of the Cicher Bureau

Dy conbming all thl.. ev:.dcnce, and subtractmg n..mes ‘vihich appear ’

< moro Lh'm once, 2 total of ”87 dlffcrent pe"sons is recached, but t.hz.s .

does riot mean t}mt 1I-3 ever had a strength that large.'
. Liuutcnant Co'l <.ne1 A J

) fpwer than 200 pcr«:ons in ‘.lI--S and this is conflrmed by a memra.nd\:n

The late

}~. .vra:.l recalled in 191;5 that there were

for th: Chief of. .Jtaff from t.he Dlv-ector of 1:Jl*tary Intell:.gence, da.ed

16 way 1919,"9

x.h:.ch states tlpt thc peak was reachﬂd in Noven.ber 1918

- when U‘cre vere 18 off:.cers, 21* c1vlllan cryptogrhphers, and 109t ypls ts

und atmograyhers, a totdl of 151 persons.

"' This i‘lgure “oqld of course,..:

v

n;L indude any oné who bv that’ t...me had ccased to be e'nclo,ed in the

¥

ool L\lrnau, and there must have_be.en rr.any oi‘flcers,,at.l'east, vho had‘ been

aent tor?rance—-'Céptain Y':rdlﬂy. WS onee

nonLiczd

50

In addl»lon to Cyrtains lardley, L;nlv, ad Lc"enna, 2lready

. Al
)

of Lhe Clpher Sureau et one t*"re or aﬁotﬁe*'

taln Davld H. Stevens, who signed cor rs—s,,cndence in the

tbe fpllowlng officers are }fnown to hs.'e been on the staff

absence of Czptains Yaurdley and llanly, ..::d is now connected

* mith the Rockefeller Foundati Do

.Ctain Thom:s .A. Knott, one of l!anly‘s' former pupils, now °

Professor -of English at. the University of Hichigan.

A49.

) 5U|

Dq;'/ no; in IR.4366.

T3, Thomas, for example, wi's trained for w:r}' in France
(= letter of Cyptuin Mamly to F. il. illen, 5 llovember
3, in IR L204). U=e also z letter of Major James L.
Gitins to Yardley, dated 21 Jonuary 1521 (IR 4161), which
refers to a lir. F. H. Hyde. of a.sh ngton, who may have
‘wked in HI-8. :

026
- s PN f‘._/ .
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Seatedy

Standing:

STAFF OF CIPILR DUEAU (12-8), 1919
Ioft to Mght

Captain David il. Stevonsj Captain John B. Manlyj Captain Thomas A. Knotts
Captain Charles H. Beesonj Captain Charles Uendelsohn,

¢
Captain itobort H. Marviny/ Lieutenant Paul B. Yioodfinj Captaln Frederick B.

Luquiensj Lisutenant villiam 4. Darlow; Lieutenant Ceorge W, Dioknells
Captain Kmmet K. Carverj Captain latheway; Lieutanant Robert 0. Klotsp

Captain llerbert 5. Spencers )

At the time thie photograph was taken Captain Yardley was absent on & trip
overseas,.



vee ao

Tha Foannin" of the (‘m‘u:- Baresu P

Captain Cherles d, llendelsohn, head of tls Cermun Code Solving
Unis, eftemeards a lecervo O ficer ensaged dn part-timo wviork
for ¥I-3 in lLica York while lrofensor of History ot City Cal-
lep=. ile wos about Lo be cailed to work in the Sirnal Intul-
lienro Service in 1¥37 but died before reporting for duty.

Ccptain Charles ll. levsnn, now Irofessor Ixmeritus of lLaiin ot
tho University of Chicago. .
: Captalin {lerb crt Se Spencar, win was recoinzended fzr tho cozmlssion
by ¥r. F. Ve Allen, hoad of tho Sherthaad Gubsection,

*

Captain Rotert M. lervin, a te: aC]lCI“ of Gpznish in he liew York »
schools. He was also recorwmenxied by iirs Allen.

Captain Fredericic B. Luquiens, 1resyonsible for thuo colutlen of
_ codes,

“Captain A. "s Prince, who wad in chnrre of Code Con,:il..;t-ion. .

Captaln T. !'. Childs, in the Cu:.nr;unic:xtivns Subsecltione lle
rust nol Le eonfused with First Liculenant Jo lilves Childa,
“Vi}10 hever becasie a captain. .

Captain J. A. bowell, foiwerly of Piverb:rk laboritoriss, win
rzde a trip to Frince In an crinort to obtain zgristones iroa
lie cr"’t.lsh and i'rench. lio dicd edoutbt LY:S5,

Caplain Bomeit Ko Carver, who wus in charpe of tho Secret Jak
Liloratory 3n ifew York, sami wes zftdraards Professor of
Cremistrv et llurvard,
"
“»
Fircst Lieutenat a. Jo M2irail, in charge of the Secreob Ink .
swdratory in .‘ashingten. :iftercurda irofessor oi Chexiztry
in I'rovidancs Cailesse, ihoade Izlwrd, he v28 cz2lied Lo wctive
duly in 251 sad remained continususly on Jduty wntil hia
suideon death on 30 Aprdd 1945, e ves .;\, rdad Lo lagion of
Verit posthumdusay in Sectionn 1II, tar Lenarbzeat fo:cral
Crders ilns G5, 9 Juv st Y305, "for excenlisially meritarious
can:‘.uct in Lthe pvrrorn:'.nr:o of ovtlatunllng servicas fiom Lay
ASKL to rozil 1W5." TSt the Ll"'c of rds ¢rath liv was a
Jicu enant Celonel erd Cixlof of the Lovoralory Lronch, Gipeal
Sscurity sgencey.

629 °
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‘o The Founding of tte Cipher Bureau ) 23 .
First Licutenart G. C. Chandlee, who \'{as~a'cherqisi. ‘ "'.;";'7?.
Firs't' Licutenant D. F.-J. Lynch, vho vas also a Cheaist, '_-
“First Llet.'cen.,nt Hugo- Br Ca-q.wgnoll. "% *

..Sccond Lieutenmt Lce est ‘:elle..’“'"“ S " '

First Lleu'c“n‘.nt Henry D. Leamed who is knor.n to hzve been on”

duly as’ 2 Naval Officer in the Off:.ce ,of Naval Coma un:.catlcns

in ..orld Jiar II.
Second Lleuten:mt P. I Dunne-, a cbemlst..

Second Llcutnnc.nt Ed' ard F. Snyder, a.lso a che'n..st.

. L1euLen?nt Faul B.%Woodfin, who remained with the L‘:..J.t:av-y
Intelllgencc ‘Division after the removal of NI-3 to llew York

. m Au{_;\.xst. 1919

) Lieut.enant len Stinchfield.

T Lie{xtenant A. N.-Dodd.

g, Py 5 ¢

Licvtenant l'lot.‘,, flr.,t neme unknox mn.

-

The follo\g.ng is a l:.::t. ¢l the, ,}‘ex SuIs kno D to h..ve been en

%
- "‘-l
s h

‘Dlo;’ed

cs "crptobrh,he"s,' i. e. as c:'ym‘.-.nely.,ts, as they hould nowt be ca.Jed
’ }

tvs. Charlotte F. Baldwin (upamsh)

-. e, . ). Barlow. ) ) i | "o

"Ur. Paul Cervhard

Ur. Claus Bogel (texican).2® LS e e
Urs.-Clara S. irok‘m (German). -
l.r. Kenri S. Broun (aftervards cor'].'ll.,s:.oned)

e

51,

Mr. Borel ronained vith M-2 in Mew York unt;.l ke Joined tb°

-,Offlcc of Naval InLLlllenv in l°23.

—

.



[ WL W P o L SR VLT LU LA | 'h-.—-.-...... g -

T O e LI PR L L T .

ATt

3

2.

: ' 7
o
k

didaead b L )"

I.-

- Mr, Jobhn C.

« Ur. fusltin ¥.

“The Founding c;f\ t.!-ﬂ.-}__(_:_ln__bl.aurcau

Mr. Kent J, 3rown (1ftf>n\m “ds comlssmned)

Miss Anna F. Carter. . i

Yr, Pauwl Dutko.’ . B w2 PR . ]
Miss Mary L. E. Frenels . S B

M, John llornicek. S S S el s oyl ®

Miss Dorothea B. Jachens (Spmlgh) . ; : 2

“lr. Robart H. Keocner (aft. erzrds C’)’umlsslr)ned) ., Rk
“Mr. Samuvel: Kroesch. d N o b
© Mr. Froderlck Lnesev.52 ] T 2% & AL

Mr. Klias Avery Loew, 92 - . ' _m % ey 3

Miss Laura E.

Mr. o Lorn.an.

Mr. John 5. Norris (aftervards commselc,ned)
Mr. John Rice, Jr. . S~

Miss Edith Rickert. L

lr. Eirtin B. Rund.

lir. Austin E. Speer.

Mr. Bdgar H. Sturtevant.
Miss Anita Themas.

ezre’

Mr. Victor “eiskopf- (Mexics
Miss Iwth lJlls'm (5p _nlsh)
“torks (aftervisrds comraissicned).

% 57

s McClery. g A T L S e LT
* Unss Janes Jo 1t :rgzn}_

56. .
57.

- Department of Justice, .

Mr, Livcsey_..r'emained with MI-8 until 1923.

T

. Later l‘rofessor.of Falaeograbhy at the Uni»"e:'sity of Oxl‘oﬁj'..
Now lroj‘essor of Germon at the Ur‘lvers‘Ltv of Chlcaeo.

.For many years )'1:;5 Rickert was }rofecsor of Lnglls‘i .—_t the

Uni ve.rslty of Chicago. .

Now Professor of LL"IL,U:LSL:LCS ‘.t .(ale Unlxex s:Lty.
llr. Jnls}'o':f ves not oi‘flc;ally an cmployee of L1-8 but of the
He had becgun his inlerest in c:-yp.o—
rraphy- while an agent of the Lepartment in Texiac curing 1916.
fle remained vith LI-8 when moved to #lew York in 1919, and after

 the closing of the office iu 1929 ccnducled 2 rate stamp and

‘coin business until his de:ith in 1¢40.

Miss Willson likewice remained with MI-8 until 1929.

(o)
L)

It is he who figures e
.in Chapter XV of The imerican Black Chember as "Charles lundy."
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In zddition to these persons, there were a nunber of others who .
tj._occupied supervisory, i:osi'tio'ns, of "vihom no.t.hing else is know_n.. These .
wore: . '_.‘ R A % e R 8 _ . -"'-.-
i - Y. Harry E. Burt. - ‘ A e . i
' ‘rs. Bessie 3. McTueen. ’ o At un @

Miss Marion E. \icodvard.

‘Vire Frank J. Kennedy. S i E T

Miss Ruth lansing.
Mr. Hulbert. .
lr. Theobal. d.59

The payroll mﬂntioned e_bove shois that, of the c1v1lians on the

fa Ulllly wareem o

gt g one rc'*elvcd .;l 600, te': rocn;wed 51, hOO and one only VABO
(al‘parsntly custorl:.al personnel), the .remainder recelved 31,200 a

yc:z:’. A banus of 91 20 vas pivin to L6 of these porsons, but not to

alxtcen vhose appointments vere evidently tuo retent to have earned such

a borus,’ The 62 civilians cn the peyroll received as.salary a téta_l'of .

'37& 380 and as bo'nus‘a totél of ¥6,200, t.hn grand total being. &‘.82,080.
‘' This pnyroll 1s, hov. ever, that of 1919, after considerable reduction
ln force h.d taken pl.;ce, and doc< not account for the Shorthand uub—
scctlun, for the becret Inl: Labcrat.crles, or for mllltary personnel.
IL seems. clear t.hat. tre tetal pe_) rol" of U"e C*Dher Burcau for the entis

pc-md of 1t.s e.dst.ence 2s prob,.bly conalce-ably less than 3500 cco.

59. It is iutcx'cst.i-.n_!;' to r'ucl.c't.hat_mnuus the other employees was
Mr. Stephen Vincent Uenct, zfterv:ards a celebrated Arerican poet,
who s on the slaff fcr only =even days in Noverber 1918.

-
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8 4FASS: HELEN HUBBARD. ‘-

WHOSI FHOTOORAPH IS ATTACTHED

HIB PASSE HII“ L 14 wllll‘ﬂlm WHENM THE BCARER

18 MO LONGER CONNE THE M. L B,
. ~ u.con_.n n..il.n.

nu:umo-vmn _‘--‘-

IR IERRRN ) G W T

i/

R

Slpuu!urc

Coulorof hair........

ALlerciacnisoee

Jicight..........- - "Colurofeyes........

“t'l"ht.........

- -NOTICE.

This  identification - eard is protected
umler severe peaalticn by Beetion 3 of
Titlhe X of the Eupionage Act of June 16,
1917, whieh reads ax followa:

“48ra. 3. Whnever shall falsely make,
forgv, eowalerfeit, alter, or tamper soith
any maval, military or afficial pass or par-
wit, ixwvel by or uwder the nutbority of
the United States, or with wrongful or
frowldulent intent, shall vae or have in lis
Jrsnacasion  Bny surh pass or permzt, or
xhall persmate or falsely represent him-
self to be ar not to be a persun to whom
such Jxs ur penait bas been duly ixasved,
or shall wilfully ollew any otlier person 10
lhiave or war uny such juns or permit, is-
wmacd for hin usc alone, shall Le fined not
wore than §2.000 ur tmprisoncd pot more
than Ave years, or both.

Pass used for personnel in
The Cipher Bureau
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'able 1n 1917 for current use, the Yiar Decurtneqt Telesravh Code 1 15;

) this code was conplnued in use throughout‘the Var, chiefly because

Y s T - * a
] fembipene 8 L g

3 ; . - l ':7 .

- CHM"'I'ER. I1I. -CODE ,{m_) CIFHIR COLPTLATION IN EIASHINGTON s . ¥ -:- ' .
: i . -- - --. . e A. . ('}rgaﬂization O_i: the Unit . f_-‘_f’..:--‘
In the period betheen the Clv1l War and the Flr orld Var a1l '1’?1

code and c1pher comullatlon had been the work of the Chief’ Signal -??:ﬁ

Officer, w1 vh the notable exceptlon of the so—falled "Clnher of the -

o= . v .

Var Depart nnnt " publlshed by authorltv of The ndjutant Gen:r in SN

4
l90b. The Chlcf Slgnal Offlcer2 had prcpared tre only code a Ll-

whzch had been based on, 1nsecure pr nc1p1e53 and was bellevcd tO'have

been ccn ronised even before tra outbAeak of hostllltles.h Even so,

1. See Volume Une, Chapter VI, E

"2, Sece the Rerort of the Chief S:cn1l Of;lce“ to the oecrcta-y of'

.1919 (:ashlngton, Govarmment Frinting Cffice, 1919), p. 12, tsnich

. 1isls ‘as ‘one of the functicns of tle Adwinistrative Section "the
supervision of the preparation of codes" but this was a pre-war -
arrangement datlng frem L Novembder 1615 and was a function nct
much exercized in Vashingtou durlng the War. The Signal Corps dig,
however, control coce ccmpilation in France (s=e .the Report, pp. 52
538, and below Chapter VIiI).

"3 It vus a one-part code but it must be admltted that_ln 1915 tvio-

© part codes verc a novelty.

‘L. For the ev1dence, see.note,Z of Chapter I.

s .- 1077 D34
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g ? Code 2nd Cipher Compilation in Yashington 27

: f.’hcro v:as, ‘at least until’ July 1918, no élte‘rﬂative to :'Lt.'5~ No code

had bcen ccnpnled for use in an emergency, aqd none was bema pregared, -

Horeover, thcre was in e:u.stence no unit charged v:.th such a respon=

sibi_lity. The so—called "'1‘.=.'<:l‘,.1ca1 Code," at best only an abr:.dgner”

of tho Jar Deoartment Teleecravh Codc 1912, had never been c'~:nplet.ed

and the "Inte"departmental Code " hg.d been rerely Setensrended e

. a code fcr its own cammunications with military attachés;' This was .

dcsir ble project: funds were never. approprla‘ ed.-
e (’\‘l: -—

The S:Lgne:l Corps d1d not’ rel..ngu1=h its respons:.olllty for” code _— RN

compilation, but the luz_'l.:_t.ery Inte]lig_ence D:.v:_:.smn decided to }-_epare' )

donc, and later this product of 1!"'-8 vas Lsed 21 so for other. Tar

Departmnnt pur;:oses. Tlms it come about that \.h..t co...::xletﬂ.on s

d—\ne i.n "Iash:.nrton durmg the Var was perforred by t‘re Military Inte.L-

—
-

ligcnce Division, not b;, the Signal. Carps, t‘uouc,h the latter did con-

Lrol. ecde compl_lﬂtlon o Frcnce.
The Code Compﬂ.ﬂtlon Subtsection of KI-8 wes crgenized in 1917 while

the Cirher Dureau vies st,ﬂ_l at ‘the Tler Col.leg 6 Tlvs caze 2bout as the

‘residt of a cormxmucatlon from the nss:.st.ant Secretary- of State who on

- 5« Tho. encipherment tabl.c_:s used with this code will be ‘described later.

6.. Yardley, Dlock Chamber, pp. 3S-=L7. 4 more trustworihy account
of Lhis subsection, 2lso by Herveirt C. Yardley, acrezrs in the
history of MI~8 which is the .fl"st docuwe:t in Ia:-d..ev, Achievements,

12"1&. : . : . '. ‘. .

9°C 232
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Codc and Cipher Compilatinn in Yashineton': A -

o

12 July 1917 transmittéd to the Chief, il m»ry Intelllgence 5ect10n,7

Gcnera’l Staff (thﬂn Colonel Van Deman), a paraphrase of a cablegram

etating th:ﬁ, "the Brltlsh Govemment conglccrﬁd th:

4ar Depa. tment's

, . 8 .
i mothod of cod:mrr cablegrams was unsafe and a menace to~secrecy. <%

The sowrce of this 1nformat1cn was xot of" course, at once dis-

"closd to the Urxlted otates Gowernmen “ It seems probable that ths

- Britkb Governnerrt w‘_a :.Lself subJectlng ‘ar anartmcnt traffic ..o . -

9" :
crn!’-zalytlc attack though :.t is not mposslble t‘na» the ﬁmerlcan

7 s samﬂ um.t was aftﬂr'.vards }mv“n =lso as th~ l..}.htary Intelligence
&anch and lilitary Intelligence Division. As the narrative develors,
ere will e taken to refer to t» orgznization by the proper title
= each instance, but it is not alwai’s poscidle to-do s9, particul-

' xxy in the case of events which cannot be dated exactly. "There

O 2 ong reason why ve were so late in getting our system across the
- ®ean, Up until sugust {1912} wwe wiere a branch of 2 division. A4t
Z=t thought, you would not realize that that was an obstacle, as
‘“®re v:zs only one superior bstween us.and the Chief of Stafif., £ °
tonly had one-superior interested in what we were doi"xg, it would
e been different, but he wes running a division made up of unrela-

i I brahches, which wos unfortwitte. The Chief of tle Divisicn

. =ld not know and would not lncw an;-/t'ning, abecut what e were cCoing.n
- 7 3ied from-remarks by Brigadier Gensral larlborough Churchill at

alecture by Licutenant Cclonel Freamk _‘cor".a:), 13 Feoruarj l°20
?51., 311 7, 1519-1940, Case . 597).

- \ .
. i ,"’
s iios g g

R L R
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8. = L'e»m cndum for the Chie'f of Staff from the Chief, Military
&clligence Bra snch, 2 spril 1914, a ccpy of which_is now fj:led
x=IR 4328. = ¥ o ' '

9. 3 Yilliam F. I‘rlec.n.m and Clvrlﬂs J. Mendelsohn, Tho Z:_.:::cr..—.am
© Eepram of Janmery-16, 1917, ind its Crvntosravhic Backzround.
Schington, United & ..:xt..*s Governmnent Frinting Office, 1932), p. 26,

3 . "X a statenent that in 1917 the Dritish Governuent wvas p'-obab"'r .
' =ing Amcr:.can d:.;:lonmtlc traf"lc.

PP, gLy
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- » .

. -authorltleo in France had dlvulf-ed to the Brltlsh the nature of the - .

I\nencan S:{s»em- In any case, the expression of a lack of confldenco

" 3n the cr_,'ptogrhphlc S}St"m used by an 2lly is a dehcate ma..t.er, md |
_it. 15 probable thtt the Br:.tlsh C—overnmnnt acted only w hen the oanger
'to the securily of Brlt:.sh systems, counterbdancad the dcs‘rability o-

: rcad:ng amnerican trai‘flc. ]

The news mu't have been startllnn to tl‘c }-J_:Ltary Intelllgence '
Section \-.-hen At vias rece:.ved‘ Yardley is probably not mqu.gmg hm

=10 RO
pcnc:ant for sensatlnn..l exaggerat ion \zha—x he \Jrltes, ulo 'nor\”‘:r

. “w,.v
- . . DR

the merorandum from tha Assistzmt. Sncretary of Stzte frig‘ntef:ed the 2

"'.larnepart,:nem.". The ‘Chief of Staff macle a person 1 recuest for a -

p'rcz;:t report." H:Ls ofi‘lclal hlstory,u hoviever, xrnrely states that ’_-’_- "

..

_sho:ﬂy after’ the orc,a.xn ation of MI-8 Mt was learmd that the Ger'ﬂ
viere rcading confmnntla.. nessages p -zg b e en Genera_s Pe:‘shing

and dliss and thz ..a<h_nrton of*‘lce‘ " L&

~In any case, ihe Code Compilation Subse“blon was then orean::.‘.ed

g anma ety
L ]

andglaced ‘under the d;rect:.on of Ceptain A. E. Prmce.lz His nzze .’

(T Y

; , " ismt mentioned in The Ameridan Black Chamber, - but the following =~

; 10. Black Chamber, 4LO.

1. Ac'hieven.:ents, 12,

g : ’ 12: Yardley, Achieverents, 12; see also a lewer o‘ Yardley cdated -'_
25 December 1918 (IR L149). '
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" of mcipl.xeﬁx-ht ta.bles for use v:if.}.u tHe ilar Deoartm‘n'n“ Telegrach Code

.;3:_‘9.1.5;

'Lc_t:-.-.- Code

13- Iuid Tuid. .po. LO—21

. boeey

11, - __°_Code sfid Ciph=r Comrilation in Yashington . 30 )

13 . &, " {

.- paragrafh = cin refer only to him: :

I promgtly chose a man in the St:te Depurtment Code Recoam
whom I considered best qualified to follow my directions, and
.tempted. hinm with a commissicn. I vished him to take immediate
charge of a subsection vhich vould compile codes ard ciphers.

‘I h:d ro intenticn of being oversihelmed with the details of
.this vork for'I hxd ruch else before me. .In a very short time .
the sulisection w:2s efficiently functi;ning viith ten clerks
essisting the man vho had been put in charge. " The arrangement
.us hholly szatisfactory for the vork was being done well, and

. X' nced to cevote no i.re ti:zcn an hour esch day to r=v1cv1ng
some of the. morc ;nmort 21t details.. i R S

The.work of the yubsectlon ultimately:ihbluaed_the.preparation

and the conpilation of 514 codes, as fol.or i PR . ™

- - Miitery Inuelllbcncc Cede MNo. Slb , £ ; _:-“
“it:.e Militery Intelligpence Code ol 9- ‘ ;
< - - The French Geograpltical Code . § E ‘ r o
Geogrephicel Code No. 2 R T g -
The Casualty Caode " g ;

The Ideal Correspondence Code

Fnc*éhnrr«nt Tablés

‘0

: _'_- - Be

'hnn the-: .ar Devﬂrtrcut Te’errath Code 10‘5 was first 1ssu=d it

wrs Intended thﬂt coec grou,s \oqld be, vihen Q"Sl”Cd, .enciphered by the

usaaf a substltutlon table knorn s ’Ihe T;ble for Forn;rs

ive-
~ - b
Ylords."

t

Such a table ves actual_y 1:sucd_§cne»1me in 116

andwms still in force in the office of The Adjutant General as late

'1L. Eo th‘tur; Iute‘l:rence Codes were numu»rcd l—L or 6—8. ]
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.3 "moo._‘_;cat:on of the Brlt:.sh, th- o\.ate, .enc€ the Navy Dccart:c'xt

Code and Cither Compilation in achington *

' * b --'l. . ¥ o . i S k - ¥ i ¥ . .. _._':c-'q'..:
."33, 2 April 1918 2 for the enciphcrpent of comvunications other than -

those clas 1f1e:1 as .,ecr"t J'L'Ll.' confidentizl and semi—confidcntial' .

-

e K \ ]
co;-mumcatlons from t.b:Ls source were thus bemg transoi ..tcd in an . plamg me

ansecum codc, \.hlch 128 almoet certa:uxlv connromlsnd and enciphered -

by .1nsecure tables not changed, so far as ev1dcnce now available 1nc.i-.'

- cates, since 1916.

Tte action of‘ The dej'utént Cerar

al in permttlflg th:.s bre"ch of

gaod scznrlty regu] atlons vas not. the requt of necess:.ty, for th° Code

.-
i w7 -

Ccmpﬂ:lon Subsect:.on had prepared ncorly 2 year before, "a newer ard

better i=ble for supolantlng that i=51...d in 1916 Thls is descr:.‘.)ed 2s

- .
.

ysmzr.!cr encx.,hermg cocie:s.l6 It was 1ntended for use by the -~

l.nla.’t.z Intel ligence occtlon, Gen I‘al .:t.ai‘f for enc;pher_ng a1 conm ..

17.
fidents? 7' code mesm.ges bet..een Tte Adgut:.nt Generel of the Aray

and Ge:g-al «I—‘; rahxng, ._nd bet.\ecn t.**e uh*e" )u_.nary Intelligence

* _.'1.5. Szhcx-ﬁrandum for thr- C‘unf of Stuff frJn the. C'h:Le“ ¥ilitery

ielligence Zranch, Subject:! Coding aud Ciphering Cablecrzms,
&rd 2 hrril 1918, par. 4 (cory in IR 4328). This memorandun
s t.he..mt:.als oiff B O Ya1 dey and 15 th°re"o‘e to bs- reg:.rced "
axiris dlctatr‘n. :

. - -
- g ¥

16, X&. par, I3.

17. Sevword "confidential" may. ‘here have been’ usod in a gﬂnﬂral sense,

s#icer than precisely as a classification lower than "secret!. The
wxl “"secret! vas ap;wrentlv first adopted es a stendard classifice-’
&m on 1L Decenber 1917 .in Change Mo. 6 to Comoilztien ¢f Crders,.

P 176 and wes written into irmaw Repwlaticns, 330-5Lcic) on 22 ..
&r:ry 1570, This infermtion has been supplied by the Historical
Eesion, Var Departreent Special Staff; § /;mil 19L46.
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i Sectlon, General Stdfi‘, and all :Lntclllvence offlcers and mlltary bt

Ao

o4

) hccord:.ng,ly, a nevw d.lr Cth" \:us prepared i‘or The AdJutant Gene—al,

att'xchcs, and was to be ch;mred c.t frequent :.n..ervals. As a matter
oi‘ fact. The Adgutant General did use this new ._nd bet.t.er @able for ’

secrct cablegrms but not for mcssn,,es oi‘ lower class:.flcation.

dated 4 April 1919, vhich read as follons. .-

.The Secrelary- of Vor directs thau "Tuble for Form.mv Five-
Let.'c,er Code ‘iordg' be . discontinued as a weuns of enciphering all =
-. coded cablegraias betvieen The /Acdjutent CGeneral of the Amy, the
Connanding General of the Exp editi:m?rj Forces in France, the
" ‘Cowaanding General of the Jmerican Forces in England, and P
General Bliss; that secret tcbles, to be changed frequently, ;
“furnished by tm Cipher Section, Military Inte..llgence Brar .,
EXccutive Divisinn, be used for enciphering secret catlegracs
betvecn the forcdomv, and thot cther mz2ssages be enciphered - -
“ by ‘dinother set of confidentiz2l tebles also to be changed fre-
quently. These tvio-sets of tables will be delivered in person
by an officer of the Cipher Scction, )ilitary Intelligence Branch,
* Executive Division to The sAdjutant Genaral of the Army at_intervals
of tvio vieeks to Le transmitted to Lhe feregoing offices.’

. L4

] Curiously ~e_n'ough, while these neg'otiatior_ls viere taking place, the

-

Cﬁief, 'I.b'_lit.arjr Intelligence Sectisr, received from the Secretzary of.

_ the General Staff a messasge transmitting a .reguest Irom General Tasker

H. Hiss, as follows: - : 2 T :
l. Ycur attention is mv’it 4 to- the 1ol‘owm5 extraet fron
cablegram Nu:*oer 74 . from Gemeral Blzss. .

-

Paragrn;.h 3. Ple: rrange te furnish a saec*al per e”tiy
" safe cede for comldentlal communicztions between Gene*-"1 &
N John J. Parshing and rgseli‘.

12. Copy now “filed in IR 5328, =.J so bearing Herbvert O. Yardley's
initials. For. 6 of the memorandum cited in note 12 stat=s
that The Adjutant General had been consulted and concurred.

.

T .
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v Blis® rnqx.:.zene'xts, an:i no action was taken.zo

17 e ommle s s war ) d e

Cédc- ‘and Cicher. Compilation in ‘."."‘.:;-s;hing.tovn: y - "33

2.

* Reference Paragraph 3 your 71; spec;.al code \71_1_1 be sent by

. a comm:.ss:.orPd offlcnr in near i‘uuure.
3. The Chief of Staff directs that you preparé .the necessary

Staff for transmission to General Bllss by a con*n:.ss:.oned
N officer.t

l:stead et compn.l:mg a new codc cr a °ep"=rat.e C:iphe‘ sheet Ior '

use l'eh.een Genexal Bisy ss and -.eneral Pcrshlng, Captam Yardley con=

L

sulted he .,ecratary of the General otafi‘ (Colone‘ P. P. sthOp) apd

also&jor c’h.lson of the General Stefi‘. It vas dec:.ded that: the plan

set i:rth in the d:Lrect:we oi‘ L Anm_'L c2! t.ed above v:ould satlsfy Ge“e

It chou..d be po.n ed

that She task of ca-npn_'L:Lng a coqe for an emergency such as this would

havt.ren beyond of the pOW"I‘S cf the Codc Compilation Sucsectlon,

-code and thzt .you deliver it to the Secretary of the General

The i‘ollowmg rcply has been sent to Genera1 Bllss this date..

out

\luihad then’ been at work on ‘the prepara+1on of Military Intell igence

.,

Cou:&"o. Y for nine months :md nended th:-ee months more to compleue it.

'ﬂwough the old "Table for Fcrmm I‘l‘.e-Let.er Cods *ords" was

rc.mlzed as insenure and was pro"xiblt.ed ‘for.use in éncichering code

~ .
mesnces sc'it ‘to Frunce, it vias, sx.rprlsmg’y enough, cont_nued i -

-

foe for co'rmunlcat mns m.t:h the Co.., a'xd:uzc Generals of ‘the Panaza,

12 Yenorandum for the Chief cf the Milit.s Ty Inteﬁigence Section frea

_the Sccretary, General Stzff, 3 spril 1018, copy now filed in
- IR L328. . ...

21 See Memorzndum 51gncd !I. O Yardlev, 9 Aprzl 1919, ccp, now fz_.ed
in I» L328.

41
g
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TTer o Code and Cipher Compilation in Viashington™ . + 34 . :

Phi_lippme, and Hav:aiian- Department S Not unti]l August 1918 did tre

.. Code Gcmpllntlon Suusectlon prepare a new enc:.phennent table for this’

corresponde_:_mce. X :

: '7c.'~ '-L{i:lit:-r;g‘ Intellizence Cade No. 5 f-
'nus code, the first on, whlc‘i the Subsectlon began. to wrk, ‘was e
. completod on 1 July 191822 ‘and. vas prmted at the Govemment Prlntmg {

. Offa-.u: in the sa:-..e year. E:'ccpt for the great wealness tha'c. the bulk -

R of the vocabulary ‘was one—‘part. in arrangennnt this‘ compilation markc.d; *)" o

- 2 distmct advance over the 14‘ evious codes us'ed by the Viar Depe et
(\' e F Zach group cons:Lsted oi‘ a pﬂntag.ra“h ccnfor..mg to on° of ths. : .":':

- s

' .fonmng pa\.terns $

a. vo-:el-ccnson..nt-vox°1-c'ms~n nt—vo..el
* by wvowel-consonznt-conscnant-vcwel-consonant .
. ' ; C. conscnantuvo..el-consonant-ccnscnant-vowel

The bo—lotter dlffercnt:.al vas. uss d, ever,' group hc.vmg tr.o vom.els
\

andbc constmants and another letier w}u ch of course, might be

P oeithe, Pasted inside the front cover vere the t_hfee mutilation

21.. See Memorandum for the Chief of Staff from Chief, Uilitery

. Intelligence Braonch, Subject: Cither sheets for Coiviandine
‘Generals, Pannma, Fhilivpines and Huweiinn [Depcriments,
T Augusi 1%13, copy now filed in IR L32%; ancd llemorandum for
the Adjutant Generel of the Arsy from thé Bxecutive Assistant’
Lo the Chief of Staff, sane subgect, 10 nugust 1918, C"Dy now

anandanaosea b alh ardet 2r 0 o b h e
.

ﬁled also :.n m 4323.

1 22. Yardley, Achicvenerts. 12.
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Cods and Cicher Comoilation in Vashington . 35
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tablcs, onc for each pattem. The instrﬁctions'(i—ix) viere generally
'y . 2 . id eccord w1t.h more recent practice, excepg that permission’ vas given

. to int:lude whole paragraphs of plain text in a coded message, provid-, -
i ed th xt. the encoded paragraohs d:Ld not discuss. the sanie topics as

those in plam te;t..

' The code vas sectlonal in: tlmt thure Yas a gcneral vmabulary
1-1495) ard three sectlons containlna, rcgpectlvely, the 365 days of

.. “* " the year,'a numerlcal table fer cardinal nunerals (a_u rmmerals to

B )

Sy
Wy $3
.

C T lst to 5% Oth) I-Io ct.her sections afncared Th° arrangeremt ¥as cne—
oo part m the [_’enerL vocabul_ry and tao—pa.rt in the other S“CuanS-- This

£ made 1_t nccessary for the grougs in the sections to appear slso in the

general vocaiaulary out of their alphabetical positién, in order to provide
4 * ® ke g decode for them. Moreover, there vere on every pzge, at the bottom;

"ten groups-for the following frequant plain eguivalents:
> ke

k: el ‘

1 "t s comna v . cuocte

3 i ot o the suffix “ing". . z semicelon. '

3 : o .. the suffix "ing" [_slc} " spell o i
E & SO paragraphs (s) o spelling ends

3 "~ .. " -periocd ) .. ¥ g 'UDO.UOte 2

_ These were, also i 4o-p.ut in chas acter and the’ groups tbe re“ora al so hcd

to anncar on the pares of t.he vocabulaxy in thelr norrm.l alphr.be.lcal

11, ©  sequencc. In add:.tlon, on many pagcs»varl..nt.s were provided for very

CPETY PO XL SPPLT )

1 frouucnt group.,, e. g., the main emrj for the letier A was ABACE, but

. there wmere also the varia nts ABHIX, ACZiHO, HAHFO, QACEN, and Z}LBV...
; (4%

il Bl

'300 and many hlgher), ‘and" a numerlcal table for ordlrals (a._l from o
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. These wrle' not printed in the columns but in the ‘blank ..Space between

: t}e columns. C o 0w . - ey

- The serla_l numbers run from OlOOO to 99999, mhlch malces it appear

"k fl.r.it glance that th'cre cre 99,COO groups "in the code book, but t}us

*is 11lusory, since nany of: the posalble serlal numbers are omlt.ted, in L

‘irregular rattern...Sample _sec_ucnces are as i‘ollows:

; ipumb“r of groups is’therefore h°5 pages x 06 {,roups = L7,52O groups ' -

0100 - . 01100
01202 T TR S L A ) e

.+ 01004 = ¥ .t onoe -

.. 01006 : 01103" - S A
A 100 e M “*“0110&*-- e e =

On"cach 'page- thei-e-'az:e to 'columns vith 13 grouos ‘each. The total'

_' . the mazimua munber pf-r'ut.ted by the thrce per:nutat:.on t.ables. _The

- varmnt.s_m the nergin anc'at the bottom o.‘.‘ the pages, as \'.'e]_ as the

' groups in’ the sectiuns, may be disr'evar'ded in 'computing the total,

as a ércode .mr tl*e pﬂcne_l 431 our:s. :

SFTAE BT S S

s:mce each of t,nc'n must ‘appear in t.he main vocabulary which serves

s =& - .t 23
The i‘o]’ oving- st mt anfe«. rs .ln Yurdley's sichievencris:

This Dokt . o o _would. h.ve cerved its’ rurpose \ell Ter &
dong time but for t)= fact thet cther orr"'u:atlcvs of th: Ay
hich had been permiited to use the book misused it™ in such a
‘®y as t.o destroy its sccurity. . . s ©

/‘. raint this st...‘l.cm'am it nay. be po*an.d wut thot "U:"r viiinesses

opr "-Itﬂtly dﬂd hot believe t‘ e cod° comrro Jdsed: - 1t rer: .med in .
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.' ',classiflc.st.lon s ,lowiered from SECR .‘I‘ to CCII"II‘"J'“IILL and the book

. 5ICOT. ) Thls reuse of -old naterlal vias justifiable, of course, o.nly

‘because of the lack of.adequate funds to prepare new ccmpilations.

. _Code and Cirher Compilation in ‘iashington i © 37 '

: current use Ior mlltary J_ntelllf'-nce purposes until 1931+ when the e

' vie s rei.,sued on il eptembf’r l93h ulth a nevi t:.tle—page made by pa<t1ng .

. over the old a sh‘*ct boarlnﬂ the .followug title: ‘zgr Denartmnt

"‘Cov.hdmtlal Code Nn. 1 (formorlv Nilitzry Intelld cence Code No, i) . ¥4

':D.' -1€il:'ﬁtza'1 ntelliFer'ace C-od; No.. 9. '

B S

Bork on another code of 'c.he same general tyoe, )-Jlltarv Into 5

“

'1: renes Code No 9, - wzs initizted with Ccrtam mproveme.nts in plan

- and under’ pressure of neces:ity work vias hastcncd»to such a degree

that e volume was. rea d_y for use on 2 Dcce Lbc.r 1‘51 8.21“

© 2he inprow;'errmts "Pntlf.;ned_ gcn51sted .of the adoption of the two-
part F‘nciple thrvughcut._ 'r’l":lle this was the only besic cranve, S
wos am in:portant cne, since it rcsulted in glvmg the code much geater

;ecurm than had‘becn mherent in the one—pert I‘ea.,ures of MJ_'tharz

Intel¥Ezence Code Ilo. 5. The decocde had 495~ pages, each s :.th tvio

-'colum of 18 gjoups each, mak:.gg a total of 47,520 groups, exactly

-/ Erdley, Achievements, 12-13. The mnllc‘.tlon there made is tha.‘

acopy wzs talken by Yardley to France and vias uced there by hime

"X is known thst- it was ‘used by the late Lieutenant Colnnel kicGrail,

Ten o First Lieulenanl, for encoding a few messages which in 1519

Ik sent for Secretcry Ba.’er from Frznce (seez Yardley, Black Charbers,

©py of Mr. #William F. Friedman, p. 40, marginzl note of Ao Jo 7
¥GCrail). ' :
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1L . Code and Cipher Compilation in Viashinston 38

. -the same number as appeared in the earlier code.' The code groups con~ .

fomcd to’ the sam gennml pattem as tho se of lh_'l.ltnrv I.ntella.g-nc:e )

Code No. 2-‘ The encode had several prcl:m.ma*y sect:u.ns. ' _.
'a. Days of the year P R S = ’-
Jbe. Cardinal numbers (1 to 5uO and many hlgher) Do e

'There ¥cre no varlants prmted in the -arg,lns or at the bottom of the

=

'Lher;_remqined a reasonzole dewt in the minds of the authorities in:

" the @fice of the Chief Signal Officcr. The oiler copies were stored

¢. Ordinal numnrals (1st t.o SUOth)

. 3
e = .

papes; but 1requent 1de s had eeVeral E_-roups .—.551gn~d to tbc'n in the [T

norral’ Sequence: e. g+, A had 'c.cn varlant ‘ccde ETours.
L]

-B1 ccplcs of hllltqrv Intel"lun'uce Code lo. 9 viere rec:e.1 led a.bout

Y R
DRAE

- =
-r

: 9"3, nut it developed t‘}at the cop,' vhlch had been 1ssue4 to the offlce

=

of t!z mlltary attach€ in’ To'qo vas supro"ed, ‘.ccordmg, te cereful

. inveﬁggtlon, to h.—.ve been bur-)cd to ashes during t“e Tolkgo earuh- ) *

quak= and fire. . Vihile ‘this 1nvest.1;;ata.cn scemzd to be ‘conclusive,

A

in t= vault in the Yunitions P.uildinc znd aTter 2 slecade Lijlit.arv

InteZivence Coce l‘lc. 9. vias rcl.,o.xed, sti1l with the classdlcatlon

of EIL,T on 1l Aprll 1933, with the new L:.Le—page nede by pactl.ng

P Y

ovur the old a sheet bcarlng tie fcllowlng titles war Deo::t...ert,

Staff Code ‘Ho. 2 (Fn:merlv Eilitery Intellirence lis, 9), with the °
sho titles SIGSYG (enéohdc), and SI5PTK (decode). This reissue of.- .

oldmlerial was 2lso the result of financizl "stringency.
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. in that the plam ecuivalents’ r;er» ,"11 rcogranhlcal nemes taken i‘rom

mnps of France. l( c._ble*ram from Gen°ral Tasker H. Bliss, dated

w5 IR Code and Civher Comoilaticn in Jashinston  + .- 39

E. Tbe French Gcou"'ohlcal Code

[ &

"The Code Comp:.lat.n.on Subsection proauced Lﬂo codes for ‘use in

Fr:mcc'only. The first of thcsg vas known as the Frcnch Georirachical

_Code, but the name was somevhat misle'ad'ing: the code \.as Freanch only

10 June 1910, had .,uvrvested to The Adjutant Gﬂnc:_-a.. the prepara\.lon.' )

of a list of code vords for al.l geographlc._'l25 na.ﬂes in sect.ions of

_France wlere mllt'.ry operatlgns viere then takmg p ace, based on a
" Frenchaap of the sca.lc'l-lO0,000., Th*s vi3s dﬂsirable b-cause the - g

" codes Ahen b.ci_n.g ‘used in France (see Chepter ‘III) did not. provide for

place maies. .As a result of this reouest a.French geographical cocs |

vius. a':'rovcd in "2 memorandum for The idjutant C-aneral of the iy,

i‘rum a1 Ch:.ei‘ La_l:.tgry Intenlgence Srancn, dated 1l August 1918.

Three !nndred coples were t.o be prm* ¢d, ecch to be r°g*stered and -
glvnn e following distributicn:
. S copies to the Comviz nder in Chief, laer ican _J:C_)editio-:'z.ary Forces
. copics to The /djutant General of the Army '
3 copies to the Chief, 2iT3 tury Intelliience Sranch- X
cher C"‘pl°s to uu.l:...‘.ry att aches and .,pec;al 3 eoreseA tives.

A mem::anuum of 8 Jwgust 1918 d:.rz.cted ti= Chief, Military Intslligence

" Pranch, to procesd with the prmt.mc of this code at the Governnmert

n

Ixmtx_;IOf.L.J_ce. 26 o . " I

25. Er 01‘1"1!‘.’11 copy of the telegrum (fllcd in IR LBJO) reads herc
‘gologlcal" but the meaning is clc,r.

" 26. Se IR 4330 for all thece memor:mdums. o~

s 04

4
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II. ) Cod= and Cicher Cemnilation in %ashington Lo ..

»
.

'rﬁis'code,'which vas finished 1 -October 1518, is one-part and
ree 38 provided vith both flve—letter and Ilve-dlglt groups, so that :|.t
could bc usod in conjunciicn 'r:.th other codes usmg eithter letters

& .
# 5 Ry
{

‘¢ or diglts. There are 10,800 code groupo, of ‘lthh 9 7235 have pla:l.n 7

cquwalnnt th.. remamd“r bc.m" blank., for addenda, arranged t‘:rough-

. 12 .o ’

'out the boo}' at ir recuL.r intervals.

The plain eoulvalerts are éntirely r.ade ub of F'rcnch geo"g;'abhical'_

P .
A apa i
il asily clar g N o

_ names "taken from a str:.p o[ the map of France (on a scale of 1; ?C0,000)

L+ s T
LR (AR T IPTeT

i, SRR, e “exténding t-a.ent.}-i'lve nn_'l. s on ﬂ:!.thcr s:.de oi' the battle front as it

existed on July 10, 1°lb as \ell as from the nucrs, Paris, Lille, and

.. Chalens areas." Thﬂ naraes of the ;,r:.nc:\.p al.towns amd cities throubh-'

_out the remainder of I-‘rance vere.2lso included in the list.  The dis-

skt

tinguishing i‘eature of thﬂ letter code groups is- t.he use of a dom.ble &

-

_vox«el in each _Eroup. . 'T‘hazc are th-ee- forms. (1) VO--Cl"'CCﬂSQDnﬂt‘VO\-Cl‘-'

’ .
T By
alaigoatl ofy 0 e

vov:el—ccnscm:nt" (2) cDnsonant—‘:cna%—-vov:el'—ccnscnant—vov:el ; end (3)

'

conson.nt-* > el—ccns onant-vowel-vouel. The letter groups begin with A5

FRTTLH W F Py

;nd end with VUII'Y. Though this code vas to be tsed cnly in 1:‘x'a'xc"
thc"e thc rwulrcmcnt of the cablc ccmpanies th t l-’tter coce. groups

"huuld b= pmnounct.able \wulc not be effeculve, tie cod- groups never-

thcle.,s met the requlremﬂnt. (It was then cusucm.r,' to jo in two

PER Y P TY PO oY

- groups together, eid send t)"em as one group, w.h.c‘l v:ould th:n be

Bt aashd

'chargedr for as one word., -This pract;cc ra t.l-cn allowed by t.}-' chl-

ccopanies in transmitting messages to all points except these in the”

048

A MNAQO
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Pre > 9 - Code and Cirther Commilatiod in Wwashington. RS
United States,' Alas]:a, Canada, and lie:nco.) — T o 2

Three mutn.') aticm tables are p"ov:.ded J.n the front of the code

boolk, one I'or .ezch of the th‘ee types of code groups. _' . . % .

i 3 Accomparwlng the I':.ve-let'cer code proups are flve-c‘.igit code , e
'éroups to 'be used alternatelv but nzver m.thout first erc:Lphermg
P thcm by a method to be supplled. These grcups rarge from CO000 to

3;9”7, wlth eclectlc cmrsmns. The dlglt 5roups are 1dentica1 vith -

“those. emplo red- ln c.ther "ar Dep:rtmont coce books, except those in :

IUlits.ry Intellﬂ_y'nce Code Ho. i That code conta:.ns nions of the . )

"numbess which’ have_been used in'the French Geograph:.cal Code and’ con-

v -l sequenlly 'no' ccnfusion. cuuld result

= X ...ncmhermnt could be appllec. to the wde groups fcllo .vlne, any )
E i prcs::-lbed met‘uod mp) ojed w:.th any c code for vhich _the French Geo-
1, . . - : - %
-} r,rnnb.z:al Code wes wd as a suppl....._nt. e
1 8 o - : Px "W
i . g - . ) - '. ® ., . . - - (]
Fra i _ F. Geograrhical Ccde Ro. 2 .
O = .. "
1 . i “Geopraphical Code.No. 2,”". -a new code made nececsary by the

27. ©n tlus mcsLlun oi‘ rer r.1°s:.ble grcups in internztionsl cable
and radioteleyrachic lmg,daﬂe, zee Lilliem F, Friedsan,” Revort
en the Historyv of the Uce of Codes and Code Lanruzre, the Inter—
at.:.onal Telcaravh Rerulct ivns vertaining therelo, and the beax—-
Ing of this history on the LorL:mn Revort, to the Internaticnal
Badioteleprarh Confurence of wshingtun: 1927 (2 ashington:
Uniled Statcs ‘Government Yrmtmg Office: 1928)

Seih st Sl Basats 4 od

-28. Geoprm\hlcal ‘Code llo. 2 “(Wiuzhingtorn, Ocuou"r 1918). Tork was’
L on 17 Octobrr 1715, but the book was net ready for distrlbu..:.on
. n : lmtll 1s l!ovenbc* 191s. 3 E

5 , : _. X ;0..4:\'
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‘p1u1n cqulvqlents and l,S vere blanks for addenda end 5 1nd1cators,

. "made up of French geographlcal nanes taken from "French maps scale

- A map on page. ii. °hovs the eyact terrltCry frem hhlch the nzmes vere -

. = . . .
T L ot i o o e S TIPS

1I. . " Code amd Civher Comhilation'in “lashincton - : 42

‘;chances in the front, was mlmcogrephed in October 1918 as a supplementary

' code to be used in connection with any current code book end was also

one- part wlth flve~lctter or flve-dlglt groups, of whlch 26,7&2 had

'totall;ug "6 ,ES5 code groups. The plain eculvalents viere araln entirely

“~<
]

©1:200, OOO and coverlng the area beblnnlnr with t}e Eottle Llne as 1t

[

exxsted ueptember 15, 1915; north ani ed<t tuklng 1n all of Belglum, a

* snall portlcn of Holland boroerlng on the Belglan Frontler, end Germany

- from the 3elglun-French Frontler to acout 25 mlles beyond the Rhlne.

drawn, ™

The prlnclple of ehe two-letter dllferentlal ‘was emcloved in the 3
con“truction of all the codie croups.;hlch vere el thcr (1) conson:nt-
vowel—consopant—consonant-voyel or (29 consonant—vowel-consonent-voweI;

censonant in form. Ezch group therefore hzd two vowels and three cen-

* gonants. If all ccnsonants and 211 vouels are used, it -is possible to

-

huve'éB,SSO combinations of -five lntLe s, rh*‘e still meln.alnlng ‘the -

‘trio-letter differential. unly ebcut ?,,OOO geograrnlcal nzmes were ucﬂd,-

however, so all al the possible coﬂe comblnatluns Viere not used. The
first code group was BMUAL xnd the last XO7ZYY. The pronounceab;.liy_of
Lhe code groups, whether sent singly or in pairs, agein setisfied; unneces-

sarily, the reguiatiuns of the cable companies. -

0~g 080
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_over the t}'.ree—-pa:'t. table nccessary in t.he precedmg code.

Ly ucing low:er nuobers.

1. © . ° - Code ard Civher Cimnilation in Vashinaton L3

Thls code contalns 2 smgle I‘utzl 1on Table, a distinct advance o

'I'ha I'J.ve-dlg:.t c*de groups, rangmg from 07500 to BBLLS with

eclcctlc o:.u.ss:mn.,, were to be used as alternat lves to the flve—lotter ‘

: groups, but never u.nleas the entire mess’age vizs, in digits. The main

. % i

code book used for the bcdj of . the me.;sag,‘a wo uld determinre ths mam-*.er.'

in whlch code groups i'rom this. code book are. enup":ered._ ol P

. It wzll be rec-:lled thst th'= '-e.xch Geozrap l Code con»amed

PR |
~z - »

" code groups e-nnloyed by no o’cher cono--qll bru s ha .mg do' .e vo‘.-.'cls—

and that this dlstlngulsh_lng charea cter*sulc ncde tne ccoe grouos fro-'

that code’iimediately recognizablc in traffic. Geo:ranhi‘cal Cotle l.'_g. g

‘did rot possess that feature. Therefore, indicat.ors, flve in na:ab-.,

viere provided to designzte what group or groups viere taken from t'u.s

- - - % . -
. .

 cods.. .- y Zq - - . = 3 .. .': :
i ’ N e %

. " A .
o

The indicatoré vere all hizl 33758, 93512, 93573, 93985, 93587—

but Lhe norr.:ll 'ode ETCUDS vere lo..er, tre last one be~—~ e2n48. I '

-
Cp - -

the mdlcaLOrs wiere rlaced ’_"1 the nlnety--,hree thouzends to facilitele

decoding by malflnr p0551ble easy rﬂcog’utlon of g:—ou*s tzken frea

G-::m-aphmal Code Ho. g, ~then this _would cor:'espondlng_y also aid the
eoeay cryplanalysts by sh:v.:ing' them that a s‘.lift Lo other grouss "c:a.s

octurring in the mc:sagé. This weak point couwld “ha 1ve beon eliminzted

. s -

In the Introduction is a list of "modifying térms, articles,
adjeclives &nd prepositisnc® in an abbreviated forz, covering almose

- B o5l
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X1, Code and Cicher Comnilatiun in Mashington - : LL -

.

". " seven pares, which are for the Furpose of aiding the encoder and B

W o decodcr when such ubbrev1atlons arpsar on a map or elsewh°re.

-.G.l-The Casuelty Code

. “The CasualprCodé, as pianned in‘thefCodp Cumpilatien Subsection, _{

- 3 . .

must not be cohrused'uith another code of the Eaﬁe nane compiled by the f}

C“dc Complldtlon ~ect1.n, Geveral Le:ncuhxbers, nmerican Expedltlo¢ary

. g i e : 30 | )
Thls code cn mhlch vork Lo berun on 16 ueptembor 1915, was ‘|

- "" .
& -

1ntended to provlde a substltute for the liar Deo: rtnovt Teles: anh~

-Code ]le for the special purpose of casualty reports. The older code

rcquired frem five to seven or eight groups to report a single casuzlty.

_ The Casualty Coce vias plauned to cemprisa a long list of
ncmes, necessory nwnvers and dsve's, Lhe .name of every individ—

. uwal organization in the ./ ray; including all branches, together
vith a number of provisional organizatiuns contemplated at thst
.time, and a vocabulary sulficient for the .purpose fer which the
3 ~code was infenjed. The names, ‘detes, nuibers, and voczbular

- zore nut especially difficult- to comi'ile, nut when en effort

‘w23 made to sacure a cumplete list or org =q’h=ulcnu, it devel-

oped that no cepartirent Ln washington ‘had sach' a list. Censid-

.erable diflficuliy wes therefore experienced in obiaining the ’

r .infomation neczusary, but it wes obhained. TProbably uhls

section had in its possessicn cn lovember 15 dabta with refard.

‘%o the varicus vranclies of cur Ariy, which, had it been properly

tabulsted, wiculd heve formed the most cemplete @nd comprehensive

cxtalogue of cur militory resources in existerce. .

29. Sec Cﬁaptcr VII. . B .'. . . . : ; o

30. a1 evidence concerning tids code is teken frum Yardley,
. Ahicveaonts, 13-14L. ) . . . .
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Code and Cirher Compilation in washingten L5

., . § = . % 1

- " The work on this book wcs nﬂnrly co..x,)lﬂted, vilen the signing
of the armistice, and the necessity for the immediate compilation
ard product.l.on of Code MHo. 9, renderad further viork undesirable.

The materi 1 gather c,cjllat thgt time, hoviever, is still in the

fossession of ¥.1I 8 and would be %az_'l.able if the publlca..lon .

. of such a code ever becme necc.,sary.

-
-

‘He The ‘Idenil. Corresvondence Code

. On 2 Decembcr:'l‘?ls instructions were given the Code Ccmpilation

_S'u'b section to prepa.re a "pocket code" for use by. nilitery attachés

vilien on du..y away Irom thelr regula:- pb;sts and for other special

mi.] itary abents in the fleld, par 1cu.1arlj those who w-u"d g0 mto

-

il enemy terrltory w:.t,h the’ /'u-m of‘ Occuuaulon. _The necessity for_ con~
. cea..ing the true _ne.ture of th‘is _,cwe result.ed in the adoption of &’

. subte_rfnge': t_he code was-'entitled tle Ideal Corresmndeﬂc- f.'k:~<:1eJ

.thc yuhbsher VIS suated to be the "Idoal Ccde Comp ﬂy, Nen York

. .

‘Clt_v', and a’ stat.emsnt. vas made on the tltle-pa"e t‘mat the purpose '

3 R - ] i
of the canpilation was to diszuise ''commercial, Journallstlc and

.
- .
* -

0‘.

veneu_l correspondence.”  fctually, thie code vzs a broduct of the :

of the mnson.nf.rvoz';el—cor;sonqnt.—vc'.':el-consonur'xt formaticn.

" ordinary publicaticms of that office.

' Codc Ccn_lat isn Suksection c..'ld vias prln»e'* at the Govem"xb'lt Pra_n“

:|.nr_', Of.qce, Lh'ugh in type &nd formt it was cam_n'letely different from

The two-let er c.lfferentlal was used threughout; 211 groups being

. 3L.

3.

It s oS pro‘mb"-f later des..ro_,'cc as obsolete matcrial,.

Yardley, Achieveir=it's, 13-14. ‘ . 8
F . ’ 2 .

A mutilation




II. Code ard Cinher Cormoilation in ashington hé

tahle appears on the insids of the fromt cover, Ths arrangesent is tao-
part, and both encode (callsd "cods®) and decode are printed in the same
volnzs in a poculiar fashion. Yhen the book s held so that the title-
page i3 right side up, the right-hand pages alone eontaln the encode,
The decode is printed on the left-hand pages tal upsids down, so that

in decoding one n:;\st turn the book upa}de dom, in whick case tbs decods
_pzges w111 2130 be on the right hand, The resscn for such an arrangezeat
vwus this: the cods clerk could turn the pages with his left hand, using
his right hand for writing. The left arm eould cover the paée on the
left, concealing the printing on thatlpaga; '

There 1s a rumerica2l tahle on pages x=xvi providing for 211 ordirals
and ca;di.nala up to 500 and soms higher than that. Each page contains
L2 groups in each of two ccslumz,‘ and there zwe W48 full pages (12,1432

. groups), one pags with 25 groups, and 532 groups for mumbers, a total of
12,929 groups in 211. Saze of th» plain eguivalents ars jrovided with

variznts: 4in ope instance (cinher indicator) there are es zary as 51,

though oore norzally three is the usuel nu=ber for very frecusnt words.
Sori= of the plain equivalents reveal the silltary crizin of tho wd-e,
e. g. 'oALK = "Counander, &, in Chief, Amex Forces." Unusually good
provision is made for suffixes to be added to roots. Thomgh the code
e~bodied & numbsr of ingenious featu:-.es, it ¥a2s rever used very mich

and never wzs closely imiteted.

0574
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Coae'a'nd' Cipher Comnilation in “ashinrton

- A "dlstortwn table" (mcrely an enclobcmoﬂt table based on mnaalp‘)a-

.

betlc suosultutlon) is rlvcn in the Introduct.lon (p. vii)—one of tl-e

. very .few, -l not mdced the only ‘ex amnple in ;merlcan cryptosroohy of

* to Willizm F. Fricdean, 16 Yareh 1S4/, 11_led with "Extracts"

cited in preccding note.” See also a paper bty G. 5. Vernan,
“Cipher printing telzcrarh systens for secret wire ard redio-

telegrajphic communiczticns,” in Jrericon Jnstitute of Eleciriczl

Enzineers Journal, Hew l'c*k, Pebruery 1§50, ‘Jol. LS, pp. 109-115.

-

i .o ﬂ“r’}

the pubhcatlun o; un cnc:mhe-u'.cnt table in the sax voluze as a codes

3 . % 5 A
I. The ATST Printina "relggrai-.h Cinher s
; = There remams to be cu.scussod one J_mport_n’c. development in the
4 _- field of code and cluhnr conp:l‘.tlon m vhich l.. I. 8 f‘am-ed durmg
3 the ..ar, thouvh not on 1t., own 1nl 1ativc. Thls was t..-.prmt*na
= telegraph cmher deslgned by the englreers of the Aner._can Teleohh'
- ) ™
! . and Telegrahh Comp‘_ny ..)uch was t.Le SubJeCt of a lengthy controve*‘s;
A ..
: . . '-be_tfwecn_‘ the Rlverban)c Laborc.uo rles, the llilita'ry Int,elligence Divisign, oy
. " .the Siy;na.l Corps, and officials of the Cenpany. 3 -] ;"

; The engineers 6f the Comr‘.eny had bcgun :m the spring of 1914 t
_] vcr}' on +he prcblnn' of devlsmg a nrmt:.nb telecraph el pner,-""" and
k - they y:ere later, during the iar, requesned by.Colonel John J. Carcty,
j T Sipgad (szas, £o continue thoir researches uito the possibility of
1 obtaining se racJ b) some rmodificetion of tle prin{ing telegrazh.
: ) 33. Sce Reuort G the Chief Sieael. Sk, cer bo the Secretary of Ver
] . i 1919, p. 139, Tue :Lor_,' iz told in get2il in nixiracts frem
] : corrcspandence relsting to solution of Al F. and T. Printing
3 Telegraph. Cipher," a cocumcrt 'T‘e"u:’eu in 17b3 by Mr. WVilliam

: Fo Friednian ard novi in the i'w"e., I the Directer of Communications

Rescarch. , :
34. Lc.t-t,(:x' of R. D. Farker, 'i‘c‘ enr ‘1 b D‘"elo“m"n* D::ccvor, ATET,
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II- e Code Pnd thnr Cur*:ul'*t* on Ei;T_shmrton

In an efi‘ort. to speed tlhe tr:u*sru.sslor; of tra.['flc between

) ..a.shmgtcn and France, con51d°rab1e atten..lon had been glven by the

.Simal Corps to-the po lblllty oi‘ cﬁcnv :mtarceptlon of cablﬁs,

«since 1t was’ uesu-ed to <cnd m°SS:_L,\,S in plain test- by this means.

Y . .

- The. conclpsmp_ dra'.'.'n vfro.—.ﬁ carei‘ul- study ws that, thcugh difficult,

tlea and that "t.he prmtln'r telerrra h system, valthcu'c f\..rt.her 1nve'1'c10n,

-

could nct be depenned upon to sai‘e—guard a message sent in plag,.n Engl:.sh-

" apgainst the efforts of an enterpr:.s..n" cm‘_ry with propcr scientii‘ic .

.

'I'h: AT&T engmeers, cooPer._tmL, with Lleatenant Ce lone1 J..0.
S ubors: Signal Corps, conducted a series of exi:eriments, and
cowdd te quickly e-nchiphered, printed in plain letters similar to the
printiz of-2 t;,'p-'z'é:rite:r, and transmiuted over a telegraph line and

received ot the distant end. This printed cipher telegrom, copied

" upon tr= decirhering mzchine, wovld finally eppeer in plain Engiish.

"Yany forms of this system are possitle, each adapted to
&iferent circumstances. For sume cazes Lhe best plan is as
feilows: Erite thé mmeszare to be sent first in plain Enplish
jathe office vhere it orisinates; copy this nmessagie upon a
tgenriter lieybomd which perforates a long peper tupe. These
p=forations a:jpeir on the tare in telegrrihic code and enciph-
e=d. The tapc thus perforzled ¢nu enciphered is sant to the

35. Boort of the Chiel Sirpal Officer T2 the ccret"'v of lizr 1919;

Y

) c'ncng; int.erception of the cables vas not beyond tre range oi‘ poss:LbJ.'L:L- E

final.l] cdevised arparztus vherety a messoge wiritten in plain English.

B
ghe

-
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Mg Code and Civher Comnilaticn in “iashin:ton - L9

telegraph of'flce, yhnre tit 35 pas..cd thrﬂugh a transnnt.t.cr and '
thus sent cver the wirc to the distant end, at vhich point it

s again appears, still in cipher, in the form of a .zerforated a

~tape. This tape is delivered to its destinaticn, vhere, belng
put through the deciphering muchme, the 1zssage appears in -

.plam ‘English. . . - . _ " cuhl o o

= The "sending of t.}:e enclphcred neseage over the wire is
accomplished as. auiclkly as the sending of an ordinary message.

" The cnciphering of the nessage or the deciphering of it is LT

-accomplished ¢s ruicldy as an orch.tu.ry ressage can be copied .
upon a typevriter. .

= o . 5 SOl A=

l.anl.festlj ‘a dﬂvn.co ‘such as this overcomes all of the

delay caused by’ enciphering and deciphering, end if proved = . '

to be reliable in operation and if the encipnered message
is in sccure form, a method has been developed vheredy the’
time of encichering znd decirhering is szved and the trans—

y .
UG

mSsaion of the ressaze over the telegraph wire is accemplish- | o

_ed as rapidly 2s the transmissicn of 2 message in plain

" Zaglish. .In addition to' this, the safety of Lhe message is
stiervise ‘enhonced beczuse’sf the reduction in the number of
tose viho must: possess the c1vh-:- 2nd beczuse the messaze in
.Essing throush the telegraph office is in the form of‘ a
$rip of paper arbitrerily pexfor?md n36 .

In hJ.s Reoort for the year. 1919 t‘le C‘uef Slgnal Oi‘i‘lcsr stc.ted

% t,hg.t ‘.:e spved =nd I‘ellc.blllty of tnls ap}.qratus h:d been thorouvhly

testei over lines carrying mossa"s oI the mo e conflcent.n.al curacter

"~ from Ebolfcn to ..:shlngtou end i‘ron szshington to lievport News. 'l‘he s

p c1phe:-p1 oduced by this appa:-auus vhen used in accordance with the

m"th:s cnv:l.sed by the Slgnal Corps s s.::.d to have succ°ss-ully

rcsl:tzd all the eifo"t,., oi‘ ciyw uer cxperts to solve .it. 'I'hese state—_ )

ncit g h..lo doubtlcS“ tru= ._t the time thej v.ere pr epared for inclusion

36. Toted from.tle Revert cited. .

051
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1T, . ____Code ard Civher Comvilation in lashington 50

. in the Re_gg_rt antedaLed the concl' 51on of ‘Lhe unt ter, since the

-alution cf test messages vias not. . achieved unt:.l 8 Dece':ber 1919.

It m.ll be re].'!. to su"m"arlze the story in some detail, On 11

Ju.ne 1918 Xr. Ghﬂx ard:., an offlual of the Ccmoany se'nt.‘to.Colonel -

¢

_the following corrunent.

I am not a cipher expert.ond wevld ot presume to say |
viat. can or camot be done, but should you-and Frofessor
Friedmen decipher messages Nos. 1, 5, 6 'and 7, I shall feel
that T oue you both a geod dinner. I have no doubt that-

- ~.you'can decipher Nos. 2, 3 and perhaps 'li. These, however,
as you understa 1d, are not.the arrangereit which e propose.

" The next imbortant docw"nnt :Ls de ted 8 J\l!&,uoﬁ 1918 and 1s a letter

37
from tie .Du-chor oi‘ J_ltary Intel ln.ronce to the Chief S:Lonal Officer:

Goozcc F,.b,'an, of Rﬁveroaxﬁ' IstI'EtO"l“S, seven challenge messages with

=8, Thc mechamcal means of enc1pner.mg ‘messages .uth
an arbitrary, meaninpless running key of 999,000 letters,
provided no two messzges are enciphered a2t {he sazme point
on the tape as e*plaund to Major Hauvorgne, Sisi2l Cerps, .
. am Caplain Yardley, :.'.:llt.-ry Inicllizcnce Pﬂnch by
officiols of the :merican ‘lelegraprh and Telephone Congrany,
'is condidered by this off ice to oe absclu‘.ely indecipher~
.ble. ; :

¢

Message Ho. 2 of t‘.e G..e .:rdi challencge nessazes was sclved on 22

Morch 1919, messare 'Ho. 3 four davs .later; when ::é:sége No. 4 was

< -

~
solvcd does not :\ppcar in_the rec”‘d cut 1t v:28 cez‘tal.nlj sc._veCL.

2:1:'1 solutluns of the Hu-ce viere annecunced, the propoqents of

“the Jmecmhcrab:_hty of the prlntlnr telcpra, h c:.phe'- refused t.o

acccpt. l.lﬂs 23 prool uf t,he ‘insecuri t_{ of the svystem and claimed

37. Since this rdocunent be:rs-'the initials of Il. C. Yardley, it
sems clear that he dicteted for the cignatwce of his supericr.
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’ .po..:tiou to couthc th;t f‘lc.lm, smce the chanenge mes sages vere

3 prcparcd by the C\m] :my ond nct ‘the ulgnal Corps the ‘P...v -bank

_ncgotlatlcn, thev rece:.ved on- ¢r noout 6 October l°l9 2 set of 170

* Gpinion that atte nipts 4t solutiz n rould be- un=ucccss.ful is .nd::.cated

ki o ... Code’ard Civher Compilation in '-.‘-’éshi:mt-oﬁ '

‘that tie three solv‘**d ncs“aae. had ‘mt b2en encirherd in accordaics PRl

*'1th the I cthod ;cttiulh'-u..ed by th" ..a.g_,nal Cor}.s. Hot bei;:g'iﬂ a s Sy

Laborat.or:.: contlx:ued to Dre for more tc*t messages \hlch v:ould

actu ly confc\r'n to thc ..’1;“ a "nrp nctl'nd F:mil.ly, aftcr much 7

c:.cher tapes C')n°f.1tutlnf—‘ "the totel number of mes"ages actua‘b'

.

reer ~mas

cnt in, one c._y by thn four stati:ns of the Prmt:.n,_., Tel egraph

.

Systm 9 % opcr;.ted by ,.he S:Lmal Cor Ps bet..ecn Y.;shmr:i on, Lur"o"k

ch Iork Clty and liobo}'en.'f '_ ' e ' TR B '.::5

That at _tlus _date Colonel "aubor‘g;le wes still sti‘cngly of the

by the i‘ollox"z.n., quotatlon Brtn Bis T5kter &y Caleme Ff.byan daued —

- ; ol
LY - - 3

?b Noverber 1919 ) TS A

§ 5o =
. - .
-

S i

< o o You )mo.. I ncver havc ad:'“ tted thet you had any method

for solving thic cirher, and, s in the case of 211 these
acacdemic cobate reu will give to produce the proofl 1 1 . .. '
As you recogniz e, the by~products of tiis investigatiocn are’
highiy worth wiile even though txv-re never vias, &s there mever
il be, a rﬂ?_l soluticn. .

- Colonel l’nuborbne was, howvever, imistalien, for on € Decezsber 1919,
Colonel Fabyan was able to wire a repcrt of cuécess. Colonel liavborgns

now ws willing to admit his error; for he vrote tvo days later:

. ‘ . ®

<
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’ '_ach:.cvc'nr.nt. ci‘ the Rlve.rbank solutlon. L . . }

. " . '™ Code abi Cihor Comuilsting in Théldngken - B8 -

: O Your telegram of 5.00 p. m. of the &th wcs received hei'é

" about novon, the 9th. Your .force is undoubtedly to be con-
E,ratul‘*t.ed upon the cecivherment of the messajzes vhich you.
"aanoiice in your t"legx em. I take off ry hat “to R.werbax}kl.

-.axfd agam on 29 Dece'ﬂoer 191

"-_ o e You have done a greau viork ard }(-ur c"ntcntlc'l of last
__Liwch is"sustained - that tie method of using the printing

" telegraph ciphcr as used last yeur by the blmal Corps wes -
. decipheraple. - This is, purhaps, the toxchost individual ‘cipher
. y'ou-have"ever hgd to taclde. To the victor oelong the Scollsl

. Thc "letter Ju..st. csuotcd in ourt. makes- cle'\r the prec:.se l..mlt.s of the

=S S < PR

. I « o« o did uot receive, until my r°Ltu-n on Satu.day, t}*’
little tape messarc which ycu -had prepared, which demonstrzted
. beyond a chedow of a doubt, tint you had not ‘only troken the
" one hundred fifty mess2;ies preparcd on the printing telcg**ach
according to tle rethod used last yueer by the Signel Cerps,
_but thut you had also reconstructed the rwning key which
cnabled you to prepare messages to te sent to the Chief Signal
Officer, to Gencral Churchill and to myself, all of which were’
this morning put thrsugh without mishap, on the cipher machine
_here, using cur ey tapes uccordlng to exasting m,thods.

lee s:.gnl.flm nce oi‘ the .,olutn.on deeervcs sonle i‘urt.he* enrsment.,

There is 1o ds.ubt thqt it rep rc°enﬁf‘d by far the most ﬂhportent cryp..

analjtlc ac‘uexe ment of any ,Lnﬂmcﬂn grouo, 4% dis procable trct it wes

v
-

* far in advance of m}—t,h:.ng thet nhad been done h;the:*to by an;f group

-

else\r.’here. That it took oimly two munths to accomplish the feat was

g ..»omc tiing thﬂt Vs made posrlblc on]y by, tle preceding eight months:

of speaal studlcs by the ..rmJ.'L r;r.:un mxc‘cr V.. F. Friedmzn's leader- . E

-

ship cnns:.st.mg of tzn or tlrce crypl.an-.\lys.s and a-similar nuber of

clerks.. As a matter of faect, had it not been feo a single error made

(]28)

ooy
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‘ - 11, % ° - Codé:?rfd. Cipher Compilation in Yashinrton |

by a clerk in Ll*e very flrst stages of t}za prepc.ra tion of t)*e r.aterlal

Ior salutl.m, an error kh.lch remur'ed unc.e»ected for over ‘a month and

2 hali‘ thc solutin 1.ould probablj have bcen reached in a fe'r deys .

.«in,,tegd of ‘.bfut s:.yty. ‘The pr:.nclplef unc.erl :mu the solmlcn,

_developed at tbut t:.me, rem..med practlcal‘y unchnngnd.

Ai‘ter the solutl ;1 had bf;.en accompllshed, the pr:.nciples ard
'métho'd'vicx‘é exj -lained to' Colonel auborcne and to Naaor Yard_ey.

The latier undertock 10 "mnrove" the system- by supe*‘:.m::oung a

" method of encodmg the mdlca‘o-s, wiuch }utherto hadb een sent

-

m c1°ar. The m.thod vas sabm::.tted. to Plverbamc and a relat:.ve..y

T smple solut:\.on wias, founri, nn.ch to the chagr_n o" I.. I. 8. -‘There-

..I'(.ﬂ.r no fu.rtner vorl on t.lve \.hole proble-n was done by elthC" tbe

- Signal Cor}:s &> L. I 8.. The med for tle m..chmas kaving pa <ed,

they viere dlfcontmued frem s<."v1ce and sent to storage.
In t:onc1 usion it _.h.,u_.d be pc..ntq.. out that the \'.eglmess of
this‘svstem lay in part in its use of & dﬂuble rather than a s‘_n"e

t.ape of the tjpe n,.w l.n.nn as "one-ti e, " and t.h.t orlgmel_y the

I enngcr.. of the nT('T CCI{}.QD\Y had w2 ted to use the -single tape but

were prcvented Irom d.)lnb so bv p" czs, on the pav-‘t. of -ths irry off;cers

viho' were shovm  the ey::t.em, thzt _t.hc production znd dlstr:bﬁtion of
such keys would .involve insuperable difficulties. -Consicer the

folloming stctementis talen frem the letter of R. D. Parker alreacy

‘32, Threy were eibedied in technieal ['2pers on I.J.e in'the files of
the Director of Cewmcunications RBesearch.
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I vias vin" on’'this from the start and the printing telegraph
cipher system, as originaliy Iropo.,ed ccntemplated the use of a
random non- reuc‘.tm[ key Lape. Ve were disappcinted at the first
‘dem>nstraticn of this single o7 system to an officer .of the -

& signal Corps in that he censidered the froblem of preparing and

L distributing key tapes. insurmsuntable. I argued with him a bit -
et that time.on the valve of ‘thie sccrecy obtzined by the single - -
ey system. . ‘It is.reme: sbared that this crgmrc"tat:. ve a.,t.:.t.uqe '
vas out—of—-llne Y:Lth the ‘feelings of ny bosses. . " ,'."_?’;:

Horcver, nobody seens tfen to h"ve po:mted out \Vncb stl..l re"ma*ns t.-ue,

that one of the ma,)o‘ obJet‘trns to ‘any one—tlme sysuen 1; the .

pxac..:.o:bnlnv of. mtercon.num.caul i, by t}us ne'ﬁs, among a la::"e i

numbcr of Sue.tlunaa u.ere 1t. n t. so, the une—t.:.'nc tape svsue'n I.Ol..ld

\ 5 g
- e =

h:vc reac..cd "ull developﬁent. long bafore l°h3 and the SSA \.ould not

have hod to acopt the t.::>~t.aoe sy st.cn &s an :Lnt.erm Reasure. .In

elalx atmg the latter, full ...lvc.nta.'e VLS ta}'en of securlty prmc*oles "6

based upon the 1919 rolut:.on a» Rr erm.n}f L;boratorles. It is doub -

i'u.l if tbe interm sy'fte'n sould have been adopted had it not bee'l for

L]

these’ ear’y qtud:es, .ah;ch t.‘-erefo.- se:-ved a hlbhl}' use.f.‘ul purpcse .

-In “lorld isr II.

-
-

o é - o 39’ 3 > - & =
Je Misecollaneous laterial : :

3 . a2 : . - . ]

Cryptographic bureaus receive frem tle general pudlic from time .

to time plons and px‘opo's's.l.'.s for new cipher systems which to: their

39. In‘this sccticon will be discussed certain activities in the field
¢ of ex® and cipher, compilation sihich were rot carried con by the
O ' . Code Cempilativn Subuection of M. 1. & but rather by the Signal Corps.

a-n 62
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g inventors a.ppcé; to be ""bsolutclv lnd°c1]‘hc*able. ‘dost of these

made. The h'n.L‘.n reason ..lv cutsme eu;_,_,cstlﬁns have provcd so useless’

foilures @ - N B . = G e

. . 40 - vy "t
-bank Laboratorles end KI-8 concernirg the runm.nc-key type of

.cir'»hcr. In tm.s czse the l.ey con..lsl.ed of in: cl.lr.g* ble t.ert Lsuauy

~be using 2 running-key cipher, and a siarler and more rapid‘rethod_ of

e 3, PO S oo Ley . .-

e © o ¢ fude and C..n!.er Lo n'u_L Lion 1n ashinston . >55

‘ie [ . L
. . .

: prov'e upbn close e:: am:.mt.lon to be elthcr t.oo smple for securlty,

or too compllcated for prgct:.cal use under the cond’tlons of m.._l t.a.y

ccnm;unlcatlon. 'I‘he Unlted Gtates .\r 7 has, =s a mhtter of i‘act rever -

hccept cd a proposed cys tem conu.n[, from an cu'cs:.de source, though doubi~

- .

less 1t wonld do so in the cvent thct a merltormus suggestlon vere.

-

hus beﬂn t.he foch that scCurlty ha prcvent.ed the ‘gener a_. pubhc frc.n

. . =3 v ..

galn’ng nny kncruledre of t‘e ccncltn..ng on \-thh a1 crvptologlcal s
. . . . . o ':"_'
development must be based.- ,Consequcntly, inventors are doomed to

c . M 3 o . . . -

- Durmb th= war cox1sldex~able co-re.»l_oridence p :sed betv.een River—

tal'en from an o*d_n._ry bool‘ or 1'1f:.nre1.l‘:L The crypta::elysts at R vior=s

bank Imd d°v1sed mean 15’ of sol ving, such‘ a clpher, but as the Chief,

I.Iilltary Inuelll"enc= Sranch, statcd in a memorandun for the. C‘uef of
. 42 '
Stai‘f dat.cd 13 ray 1918, *“no enaiy or ncutrval ccuntrj{ v::’.s_lfnc:m ‘to

-

attack had been dovized in liI-S some months 1:>1°cv:'Lcusly.fz3 This iy Ype

L0. Seec Chapter I, ;’Jct_:l;ion B, . . § v P

I1. .3ce Riverbank I'ublicaticn iio. 16, cited zbove on p. 6.

42.: Copy now filed in I? J152. '. . '_

4,3. Despite tliis stateirent, the method ¥as not simple,

.
.
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Colonel Josenh 0. lL-uborgne as :.nc.ecla‘xer-_hle, and they challenged

i - i Captg_m Yardley to sr\lve some’ samc"e incssages. The cha.leng,e was
3 . accppted, nnd in the: f:l.r_,t wcek of DeCenbcr 193_7 Yardlcy Was able to .
KRy
) b . - l’ } LPRO
X* s . 501""3 the messarc.,. = .-.ccorcnn{,ly, Colonel T.guborgne adv15ed Gene"al T
’ Pex.,lung not t° use "f‘i§ type ‘65 l]‘h g unle..s cmxb.uwd w:.th trans- " .5'.-'
: POSltlrn- RN - F. e RER e
. ‘ - . T £ i
; f*mth@ device JJIV"stlaUed by the ¢ urnal Cu*ps, not by }1. 1. 8, -~

~

at fu'st a; pe=*'ed to Tt i menh, I has Bn the form of a type- -

. _ . . [T

] r"r:.ter oi‘ thc type-uheel lnounl. A key disk was_so arrgnged_ thet the - 7L

cony obtamed ‘.',:as a miscellmleous lot’ of letters which could be deciph-"

W45 T TR LR, PB L | PR P o)

1. % T 5 Tres
. . Cv-ed on any othﬂr nachlne of tne coie type,_'provided the -operator was . "
& . - i'urnlshed .ut.h 2, ke dlsk corresr.onding ?.o.tlie ore used for énciphering I

2 thgz.-messa;e. . Arransement of the plﬁgs in .these disks 'could be changed

. . . . . . i \.‘
) I - - at the wil) of the correspondents ccncerncd‘. - It was 'scen found, how ever,

that there ras 2 certam secquence to the letter .-:1d there was but

little trmble in solvmg the cipher, J.f an ex; .t vas supn1 ied wlth
B oS

Yy &

v *  the nuzter of messagcs written with the -same key disk.

L. -See lstter of Yardley o Genercl 14 Chuichill, 15 Septeaber 1519, .

JU . in IR 4332; other corresrondience in IR LG53; and a Memorandum for,
: * the Chief Sirnal OfTicer, from the Chief, idlitory Intelliyence -t

-Branch, 16 Yarch 1913, in which Colwnel Van Demwan reports tnau he

had advised the-Inteilizence Ofiicer, fserican Erpeditionary: Fe: ces,’

. ) th:at. the system was not :Lu'!cc:u.hc.r'xblc. Gee Rewvert of the Chiel |
> ’ irnal OfiJ.CQ!’ to the ‘Secrctary of ier 1919, p. 240. Cwm A

. O 45, This was scdved by Liculenant Frieds an in France,

. . - 2 - = T S, - ) . el
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Code and Civcher Comnilation in .,..shmg.on

@ . » . . § 5y
5 *
L]

N Anothcr proposed sy's tem, known as the w, J. Atchley Secre.. Code ;'-

- ¥

: 26
e uystem " was m I‘ePllt) 2 c:L“her <'ystem vslng a dev1ce of cylm-

el
.

drlcal shape. iy r..ndom—’nl ed cipher- alohabet va .:rltten en an exter~

1

Ll ads
.
,

O .

m.l cyla.nder, t.\ centy-six othnr clphv- alphabets on an :mtemal CVllnd

‘I‘..A.

J both cylmdnrs being so arra -v‘ed as to rcvolve on a cemacn ac:.s, m.uh
. . i _" i Il an
the mner alphao°1.s ma\-e v1s:.ble, one at a t:_ne, through-an open‘ng.

The n. G. Saa_l Conmny of Cnlcag,o c.es:u-ed in Ju; 2 1917 to manu- .- <

.

.
IR, FOYT
| il
~ .

factu. e the dev;ce in nuaqtl ty for ..,overrnnnt u..,e, at a cost of ‘10

PIOTINY TR

-

each, _if S,OOO_ dcvices-'.-:erc pu‘rchased, oxj at U5 each if l0,000 viere - .

‘purchased, but tie cempeny refused to give the Government the right

of exclusive use, - : - - .
= - N ¥ = . .‘

' Ei;él;sé; it apheared t l*"t £ he Goverraent mlblrt ..ccapt the ET oposals ©|

~+ . Cap! a:ul J. O. I.‘auborr:ne, t}‘en still at Fort Lc:ven.:or..h, \':rote ot 3t 50
- : 1 i
. K far as he could see, the device vias indeciphez-able._ 1he same opinion - 3

.
- .
- . sF A

_was eiI;rtsed-b'y-Cpt—ln de N Hug,hes, Jr., who visited t 2 cc"Lany ) TR

- _amwd (;= ve a Tavorable report on e‘ver_‘,r de\gai‘- except the Frice, which g :_3"
hp tl\:aug:.;t_ sim;ld not'.c;,;cced 'oue doliar e-e'-,ch. fiis rece ':.xend.:t‘c-ls St
1-:ere.a'u;3-:vcd -b‘y the‘ Ch.if.;i' M -llt ry Int.ell:.genc° oectl.m, i Colleee
DlVlSlOH, in a meror.. ndu.rn da Lud 15 August 1917, acddresszed to the Chief

.
- = o Ve

Smnal CE'icer, uut, the LEV:LCE arpears never to have been adopted. It

aad i ot Vassl B lel d il
.

“may Le pumted out thnt it anu].VCd ] ittle more security than a cipher

- e¥linder evised by.thq Confeae a.,es dur"xf_; the Civil ¥ear.. & . .

'ﬂ O L,6." The=idence cn this cystem is filed in IR 433k. W
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»II. . Codeard Cipher Comwilation in iashinrton

' "r._l'.'r.c-.x-lbcd' as "en ab olutelv nau cypher bullt along ent:z_rely new- ..

.
™

= -
- = . . . . .

. = .

The r.-s’c.cm kno:m as the “Interlocl\mg the .;z;bm'i,t ted b;"

. *
.

__J.uues e Pryor -on 25 l‘.y ’)18 b1 _vizs r'e_j'ectcd as too camplicateds, -

Seorpe II. Pe.rl:e, of _'..’iJ_].ian:sport, -Fennsvlv-mi'a,'un 16 Jénuar}: 1918

" - . . . ¥

_submttcd to the Dor\art-uant of Just.lce a sam:le m»ssage in wha’c. he

. PR

linde. Aasolutel), no person on e..r'h knows arutmng whatever about

.1t except m_/self. L ..'l*ether c..ny ute'apt %ias 1eace t_o so'.‘._ve‘t.hs'sen'ple _' 3

message is not lmown. - -. % I EE IR T -
& - -
. b : . . - 0 »
- - r - - - 5 .. * N 3
1 b i - B 4
- - - - . ' 2 -
P - - . E D - M -
I &2 4 , ’ T
a : ) <3 . = i . <" ‘...“
- - . P 'R . :)e
- ” ‘. ':"
. a O OIS
¢ . . - o b o T B
- :~. .u t
. &
. e " - Ty
- - ._ —_— — - . - = N "..
L7. See IR 4335. - . G T " . B =
43. See IR LG31. ' it . ’ . :
‘T ol
- 5 .' 00-1 ry
. . QL <
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.;- first operations Ps’f°”-‘3d by any personnel “of ths Cipher Eurcau. "

e ——— ——

The Comunicatlc ns Sub section of the Ciphcr Bmeau, though not

¢ W’

offic:.ally organl‘ed 2s such unt.:l soner: ha... lnter, grew out of tho ) :

Yhen Horbert 0. Tardley v2s CO'mesn.oned Sipst l*eutem-.nt on 10 Juno

¢ 1917, ha \-as glven two civ:..n.c;n assistants and vas expected to carry |
on thc vark of encmhng and decodmg sl M:.htaxy In.,ellibenco tra.ffic,

' as v.ell as oi‘ prepq-:.ng tables fer enclpher'ent and the solut.icn of

.

-~ "CHAPTER III. . THE c:o.\sj-.r.ur}ICATIo:;s susésbnon OF T}E_czém B.UB.F;AU_ R

.

) S Sl

8 by 73
encr'y cOdes ard clphers. Thc fu.nct.:.cn of encodmg and decodmg, e Cx lE

Vunder the reg'u.'lations thcn e:dsting actually belcnge"’ to The Adgv..ta.lt K

General'.s Offn.ce, bu for reas:m., of g; eater secz.rlt.y, it ﬁas assus ed’ .

" by the lﬁ.li't 7 In»enigence nranc‘l. The resz..lt was th=t the volt.:'e
_of treffic 't.o___be prcccssed_“as socn 80 _great that the'time of I.icu-
tcnanﬁ'l’ar:dley and his tvo assistaﬁ_ts"was' entiroly Cc;us:..u:e;:l in this

’ relat:':.veljf mechanieal task. First Lieutenant James E. McKenna was

1. T chief sourco of information concerning this subsegticn is

Yardley's paper: M. I. 8, Cods and Cipher Section, the fir

‘of the.ddcuments ¢211 S R ardley, schisverants (5-6, ll.—15)
* Tals paper includes all ‘the deta contained in his Brief Ot.t.l*ro
~af Pork Covered bv M. I. 8 fcr tho Year Ending June 20, 1¢19

F2Ly Bow) in the files of the Director of Conmunications Resezrch)

&xd in a Memorendum for the Chief of Staff from the Director of
_RKitary Intellizence, Subject:’ Flans for M. I.- 8, 16 May 1919
_.(3bid., ‘another copy in IR 4366). A single perazraph on the

wrk of the "subsecticn appears in The imerizan Rlack Chexber (45).

-
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: . the diepatch, and douthe-s did not :mclude the time needed Tor eo-

% S The Communications saﬁséétioﬁ'B? the Cipher éufEau' )

) assistants he’ ultinately had is u:*knoam. )

’ £ . B . . e RS
v’ . . . g "-\I'-‘ R0
3

‘
# . . . “ 3 ; gy

aoon after appo:mted to take ch_rge of thls mrk, but'how' rany - -,:li_'-'!'

For two yeers tho Conmunlcatlons Subsect:.on mamta..ned cable and

officcrs stationed in a.u ca.mps and imDortant cities w1thin the Un*teﬁ

" States. The OfflC" was open for busmess tv enty»four h'"urs a day. '.-- S

GRS
o Hi
.

telegrarhic ccn'nunicat jon with ebout forty military attaches and 1ntel-. :

' ligen ce offic=rs in forelgn countr:.es ‘and wlth hundreds of intelligence ~:.:

OO

Special wire ccnnections xrade posSJ.ble exceptlona_ly fast sern.ce,

ai-ticulerly Wlth Pari the most mportant cente s frcm nhlch ce™le . T

- half hcur after the t1~e of .sending." i This inte.rval pust ob :Lously

hzve been the.. bﬁtneen the tice of fi.lmg ..nd the . tn.me of receivmg

coding and decodmg the mecsage.

A“proxirately half of. the volu:ne of messages tre.ns..dtted was

R sent in c*yp’tograpbed i'om, the: rest ‘surprisingly enough, i.n plain
! te..t. o messages rere sert, it would appea.r, :’m unenca..,'hered ccde.

-_only encip hered code and plam text were used. i

From Septev-ber 1918 to I.ay 1919, the subsec:ion 'sént and received

o 25,000 mossages, CCnLaining 1,300,000 viords. Iardiey was izpressed

with the fact thot the use of code had effected great econcmies’in” i

2. If he is the unnamed man mcnt.i.oned by Yardley (Black Chz*>er, Ppe L8)
be had had expsaricnce as a cocde clerk for the Stzte Departazents -

mcssages are said to have been oi‘ten receiv ed "m.th:.n 1ess the.n “-‘; Ao
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.‘J.'II. « . " The Commihiéa"cisns Subseétidn of t}lé' Cipher Buresu & .

i

 ; L _tcleg.rap'nic efpenseé: the 1as., paragre.ph of his account of the Co...
' .runications Subsactmn states that :Lt vas estmated that. “the sav:mg

s .. . to the Governmﬂnt was at least fifty percen’c of whe.t. the cost would

have’ been, had only plain-text messages been sette

= ” - . . s
o . - o Eoan

O PP ) '
ut -~

-EXCURSUS . on v "‘CD“O‘:' :-‘ILSON'S COL'JIUNIC!\TIOL.: l‘."'T-I HOWSE  » %o 7

- T ‘Ihough not a part of the - ac.,:wa.ty of the Cor.rrunications Subsec-

(AR, (% AL o I 61}
14

‘ t:.on nf the Clpher Bureau, thn communlcatlons syste..s 'i"hlch Pv-esi..eut

'_ _‘a'Ioodrw nlson u.;ed for corresponaence “1..th hz.., i‘r:‘.end ead com:Lden— 2 o

N e

'
PUTIE LR, ) T

. )

) t:.al zz;e'zt, Colonel E. ].. Hou se, ere of :.n.,erest becc.use tby zlim:é- :

b ‘. s -‘
[P oe

_trate fhe type of cryp»ogranhy used by emrmnt .,tat.ee"en of the

‘-_-j i 'perld. The cluer source of our’ 1ni‘orr~at.1cn is Pay S"n.na:d .e_‘-:er 8

5 i -voluﬁnous blogre.p}w, -'ch. o "h._srm, Life and Letters (Gerdon C*ty « 3"

-Douhs:iay Doran), espec:.ally volumes v (1935) ad VI (@ 937)

: a 2: earhest re; erence to crypt.ograuhy in Eaker's book concez’ls

-- . the sxoremise’ o-,a State Depart:nont code (v, 203), and arpears in a

; lbtb.-:to Anbassador walter H. Pas 2, 14 prtcnber 1014

I canr*ot teL'L you how chagrined bcth the Seere "*‘5 ‘of State
axd I are tlat the leaks should have occurred of vhich )ou.:' dis-
"Tessed cable of the other day spoke. Ve have for sore tim

¥en trying to trace them, for they hxve occurred frccuntl,,
axl vie are ncw comvinced thot our code is in the poszession of

" 7ETsons at intermediary points. Ve 2re going to take thorough
ging n:easure:. ko s

In ﬂe of the narw bm dens vhich the Precldenu bov-e, he was ser.viﬁ‘g

as Emorm code clc*-k at least i‘or some .of the nessages. l’:s'. E. T.

0 Bromya v:.sito'- to the Vhite House, wrote on 2. February 1515 to her
[} T : _ . 069
o BT, -1
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. ‘ ) '00 39 Ja.nuary 1915 (V, 307) Colon°l Hou e, as he was leavmg fo-

ITI. *  The Comnications Subsect ion of the Ciol'er Eu.:-eau ' = 62
fr;end Mrs. H. S. ¥itchell (v, 260) B e T g
y ) The poor Presidert ‘Kas had an epidh'nic of cipher dlspatches—-‘
one ‘to make last night, which took him until nearly midnight, and
s two to read today vihich took him every spare moment betneen C‘mrc‘i
tow & driving and dinner--and when ho came to dinner the sccond vias

not’ cuite. worked out yct. - G " 5 s '

Europe, set up a spoclal code :Ln "‘uch prope* ‘naces vere used as code”

cqunalents i‘or pro'n.nent stat sz2n and cauntrles, e g. - . e _7,_' v

'_ p_laz.n teyt o g W cods worc‘.. " . X :_1
<. Allles -~ . Wilmot : e ]
" Austria oot Zeus * ¥ Remas
o ‘Englard. . _ .. _Cenobia b WG
8 ; "Franee « =~ - . Varren ’ .
* Germany . Zadok . Tu ST &
Greeco oo Vendell - L
‘Italy - .. Yest . we i
~Rownania - - .- -Yhitney - - et
Russia | ; Viinter * °°, . R
- Asquith . . " Agsk 5 ° 2 g o g
" Balhntteff .7 ¥izen , ¥ e
] - - :+ Bernstorff .. - .valter N
w &, % [Eroxn Paines, ° Yamer S T R
“ .- Gerard" - -Touth .- I
.Groy . - Yhite ° . " .
.. Hinderburg [ Tonder | - N -
e " Housa _ __ EBeverly :
“+ Jusserand : Young - =
"+ Kalser ’ SR Dante
llarye . ; - -Zeaith :
". Page (T. N.) Tew i
Pzge (V. H.) . Yucca . .
Penfield : " Zebra % i
* Sharp- " Keen ‘ :
Spring Rice " Vinkle : .
© Stovall .o Pelhan : R
Van Dyke - Y 2den M, s “
Von Bethrann—‘-o.lwcg Ato ; . )
Von Jagow . ) Othello
Vhitlock ’ Zenda
Willard ; " . Zeal o
Z mmermann T s Violt
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"III. °° The Covmnicaticns Subssction of t-h_e Civher Bureau T 63 i

" Baker comients on the lut that Man ecper’c could pmbably have ""

solved [the syutem.l in an hour.

, _llst., be received fro'u the Presldent a cablegre'n dated 8 larch .1915,

the Qear t°x‘b of which is glven by Baker (V, 318) as fol.ows.

enccg e'nd decodlng . by her (vI, 52-53):

. The Prosident's papers reveal the fact that almost at

. . ) ¥ P e
., . . Sl . .

Ho‘te the euggnstive nature of ‘the 'code' wox-ds. far Grey E.nd Sha.rp:"

. . a3
. o o

Durmg the trip for v uch Colonel Hou3° prepared the foregomg

Thers is nothmg speclal to report on this side, a‘ud you o

-® not need instructisns.: Your admirable letters and telegrezs - -
"keep me posted in just the right way. Your cable of today. . . ..

- gives me the fceling that there is at least soms real hope. o,
"This is just a message of personal greeting end to express the - -
. bore that the Journey-you are zbout to undertake may be . . . .+ %
z:o:nplished withcut untowiard adventure and in perfect hes’
Icntre;y' manage all the rest. I have no anxety ebout it.

Do, ., - ,

Thc :@her t.ext of this message (as vcall as Preside'xt H.lson'a i

shorﬁ:vj drai‘t) appear on page 317 as follo\.s. :

For Eeverly. Yisspend ro.,ebud Plunkets repulses upsets

réxtier innerly upstreem apogee lamely bedsite slacked joined

: tes orthoep:.c :mpleader Jetson. presidency truncation con-

- Txles sp:.ues graduation frencs smallness snells burdoss right-
S1y pavo .Koosiers solemnized ji’cter lcwlanders moons nuglfy *
zoth bedsida-foddered hopping smiter jaunties blendoas R
z::aosﬁ-y sunk lobir 2l%alize unpunished Tacoza a2rgol bedsore

. 3xlead ncnpluses Hester truss lobuler llg,.:wn baby pouched ) ey

kmdreds Denthanite adhesion. _ o : %
Eer the Presilent's mary isge to Hr:s. Galt, some of the labor of

== Mrs, [Edith Bolling] #ilson began to co¥perate with her
Iaband in Mis lonely labour. In Februsry vie find notes and.
moranda showing that she was helping hin with the- difficult

" Zwks of ‘codiny; and decoding the most confidential dispetches

fwand from Europe. They vorked together, she with -the secrct

. =@ keys, sprlling out the messazes word by word, end he at
&= typewriter, sctiing them down. Or they reversed trs process,
Enriting out his dispatciies and she translating ther into the

. & Ty art
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_ _'ferqnce he’ had served -as cmf:.dentlal secre}ary t'o the Presidcnt and

'_

L

.’L_916- As‘can bs seen i‘ro:n the illus ations, “the groups 235 50 Hlivs
" '-digits;, inters parscd w:Lth code v.ords t.a.ken from House s coc.e (7e'wbia % 2 :

Engla'zi- Zodek = Ger'!arc,'. Tt is dl"ficu..t to dete"‘m_wa whether the .

III. - . The Comzunications éubsectibn of {he' Cipher Bu:x;eau ‘ A o
h code symbols ready for “transmission.. They Spe_nt nary houre.of'
; many nights in th;s painstah.ng employmont ) ‘ “: ."'-
- Note Bakor'a prec:.se ‘use of code vocabulary during the Peace Coz- - '

“go doubt less was i‘amiliar with codo vork. a

The same volume contains a reproduction (143) of the pla.n tex'c

u.:'.!

'."ilson's hand.vrltmg of a meesaoe to Hou.,e at the E..bassy in London, ._

‘.‘ . :‘.:
Iollo ed (lAL)I‘ by the code tert also in Hzlson 8 hand*.ritmg, of-

¥y .-
R SR

the sams mcosage, and (th) by the ‘seme code- text in. typi.ng (on 'E'{'.-_:.\;:.,‘.

hi_lson'a own mchine by ths Preaident lm:.sel_f) The date is 1 Jmuary

RN

7

o

code is one-p;rt or t: o-part, since we-do nct know which units of the " -
_code group formed the paz,'e'syr'ﬁbol ang vhich the lime s:ym.bol, end the
length-of'th" code grcups is nct'rr.z.rk'ed of;' in j’-!:s.plaif:; text. Th.sr'a
_ geens 2o be no corr escondenc= b»theen t‘ze alp haba cai rang‘é of the
plain-.ext units and tho nu:mri;:al range of the code grougs. There is
no inf=maticn aya;_lable es _to vhether any fem of encipherment was
uscd. '

‘lnmlar exhibit of a Yilson messags to }Iou:se5 wag- on view i.n 3 |

L

Iy 'm:re is enothcx' rcference to Urs. I'ilson ) wcx‘k on ..he code
: zx:sages on page 176. 5 ‘. '

4. F‘gmes 1-3 reprocduce these pa(;es.

5. ThZson to Hcuse No. 5, 30 October 1918, discussing the coming 072
Pexe Conference: the plain text is eiven by Baker (VIII, 533).
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629 _-.III.. " The Co:muﬁicaéions Subsoétiue of th;"diéhhr Bureau ’
B '. a dlsplay case’ J.n the Library of Comress6. m the snrmg of 191;6. The; :
plain text in h'i_lson s pcnciled script is marked off in code—-group
.lengths. There is only one repctition, the nord "mclude" represented
k : by the: code group h290h.? The cipher text,’ also i.n hzlaon'a hand- ; g ":'
:-vrrn.t.:.ng, sho WS thﬂt the code vias one-part. After e':cod.\.ng, tha mﬂs-ége, K
'the flve—dzglt groups were converted to 1‘:we-letter grouns by a process

* in which, annarentlv, each diut i_n each pos:.t.ion in the cods group

could. be converted to one oJ.' tvo varian..s. Thus, tho Code group L290h

M s - Ll "‘~'appears once as FOC“O endthe second: time as- KOCBQ. - Every intial 4 - .. G He——

' is represented by en.uher For h. .The’ sa:::e phenomenon was elso vis:.ble :
<. 4 the case of the fmal dlglt of othcr groups-—-it would protably
have been noted in every mstance, had fu.'l_l exa:nina..ion of the r_essago 5_.'

-been possible.

6. The ‘exhibit mas in a case on-the north sme of the esrridor l-’ad-ng
to the Rotunda, second floor, main building, and hzd becn on view
for ‘several months. Examinuticn of the message, which took place
on 11 May 1946, was hampered by the fact that t.he corridor was
cronded with visitors and it vas nccessary to prevent unduwe
ettention from being dravin to the examination by taking a quick
look end then rcturnmg, severzl times, after an interval. Rt
7. or course,. “other vords are repea.,cd in t.he plain text bu. no othor
code group is repeated. . .
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Azecbassy,

. Esgyskedun

Lbndoq-

--'39608

-'733391' -

Yy
-;’.". : ; .
- 87200 o
Cﬁﬂﬁﬁ-_- 67906: -

.32040 - -22114 - ‘52927 =~ 12725 = Zodak. . :
85082 =~ 29004 = 72610 - 20885 - 68813
“h U B4DEE = 43338 = ~49874 ‘=T 4E8E2T & 22043 =
85082 - . 42217 = 17802 = 47188 = Zozobls
86858 ° - 68308 - 49738 = 58438 = 17288
% ’ ! J2-- S0
16187 = 68967 - £3758 = 24558 = 17503
39195 - . 44120 =~ 42630 ‘= -22682 - 17688
_ 47124 = 41128 -l 70104 = 44865,
. T : AN -Hilson,
. . » l‘ -. 3
S T'hrc: documents shomng Prcsndcnt Wilson's mcthod of com- A
1 [+ mumcatmg with Colonel House, in Lendon. The message_was written . e _
1 out'in the President's vwn Imn:! and signed “W." It was then trans- e iy
. ferred into the cnmpﬁcntcd code figures and letters by Mrs. Wilson o
; _(the code word ““Zadok™ signifies Germany, and *Zenobia,” Eng-- e »)
< land). The President then copicd out the figures on his own :) pewriter, y s
for transmission by the Departinent of State. D Iy
s M Sl
1
'f ® .;;gié
. j. - = »
s Ficure 3 s
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ChAP’IER ,Iv. quE JND CIPHER 5QLUTION IN Tné CIPHER BUREAU --
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-A. The Evidence i‘ron 'Iardley's ReDorta ’

.An nttempt to vrite a history of the wor}f dore in L’I-S on the

Pl solution or ene:ny codes and ciphers encmmbers the dlff cult,, t"za..
. ‘a reaeonabb' larg» porulon of the’ re"ords of that subsecticn aTe. no

. longer avaﬂable.l. One o.f the gre&*est lo"ses, ﬁ‘om ths poin. el
:- J ‘vic‘n of the histcrian, is the file of progress repov—t.,, which rould.'_'..-.."

T N
b b TR <R - .5

e B RE A Saaes hmm been in*aluable in dat:.n,b events end s{:_o.n.ng 'rthat achie"e._ez;ts :

"r'ore ccasidered aignii‘icart et the t.l:ne. Thot.c,h much i_ocrtc.nt

SISO 5 O T Ay |

RV IPRIC IU A T B TR AP
A - p

: . ‘1. Sme'of tho files ELn the posSessidn of ¥I-2 (probehiy every~ R *
" ‘ ~"  thlng pertaining to cryptenalyiic work) vere tzken to New York - 7'
in 1919 shen Major Yardley moved his sn2ll staff thereo' There.
they remained until 1929 O, when, togather with the files of the
. 1od 1919-1929 and those of the Shorthand Sutsection sthich |
ad never becn in tashington, they siere brought to ¥lzshirsten
.'amd beczme the property of the nevdy fermed Signal Intelligencs
. : Sextion, Office of the Chief Signal Officer. 1hey wtizately
: e " pm=msed to the Signal Secur:.ty Agency and vere reexamined with
: o c=® In'the spring of 1945 in connection with the preparation
F ow — ‘of this History. A nunbsr of special historical papers have
* - be=n prepared on variocus phases of the work and vdll be cited
az'occasicn demands. That thase files are incoaplete is quite
Qsar ‘from the fact that there exists 2 card file containing an
I ixiox by .subject matter of the cryptenalytic files of MI-2.
i - " References ere there mde to reny folders vhich have d..saop= reds
- ’ Ty couse of their disappearance. is a matter for shoculation.
Aparticularly importent lacuina is tho complete absonce of a
* reord of the vork done on sccret inks, thcugh the Shorthand
Simection 1s vell roprosented. Somo of tle missing materiel - ,
may be in the files of the /dninistrative Records Eranch, nl=ze - % 4
e 1s also other MI-2 raterial, chiefly copies of letters W
'I:nnrding reports of ind.widual solutions of no g"ea. interest,
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]
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i Cnda avy? Olcthier Salatian in tl‘s Cirher "chw!

cS
~2

|

r‘.n!.cr.!..nl $2 nissiazg, the part whizsh hes survived is considersble, umd
it An.cti1l cocrible Lo duleraina the main oullincs of the story. on
m'ury ocoand 3-1:; thougn ot alasye thn camplote dstalls.

Thers axdal, Do eraeple, throe hlstordesl dwu..u.ﬂ,s vhich wers
a;_‘i‘pro;mrud by Najor Bucbart Do Tardley svon aftor tha inr. Thazo

=are in 1745 collectol in a paper of Lha Historleal Unie, Nfgncl

Cagurity ..'E'_mcy, antitlad JTto Achlizvonanls of iha Ci-her Fuvenu

('1=3) durlan Bha First Torld Daps Ioowsests Ly ¥alsr Herbacd o,

Y?rr"-fc'.'. Ths cwtanta ol' tha Faper ara #s ful‘l.-n-s:

i AT TR e s ey o L

a. & siart plebary of the Sirbinr ureay, pravared in )iy, —1%
s larpely cuncetned uith achluveaent s other Lrent Lheize in
k3 Tleld af aslutiom, Sub 4La pursprarins on this tople 282

be miticed alaprlly,. .

ta fd=aclor of 1'ilitary Inteldlyenca,

be Amamriadan {00 L
. of pilen eviea s g eltbaps Lir ven, 5 vuns

fusls \‘h 1

15700—inll 1a @ i o lenn Lot of Anstror ra ;.AL Ui
thz nane auilact eontedned in e werarindun aat.d 10 kg 171Y
hich ...U.'L 9 untismd lstor, .

ee Tohibite trenmred in 1719 rnd 170 ts Sistilfly Ly ewdlnew:s
of a u2is lire il=J.=—i%e vmphasls Woire L3 ant LAy oo calu=
ti-o'n.

2. IL hitToen pliarimd th axpladt the oo dleationa of Lisuterunt
Caleed) e d, dopnll, Shinf 5f tha serst Iak Lasrais y in
Seatlanoan sl Letes LRl A Lhe LibnratayT tansihy olmnld Dzoarloy
faunnry kb his walimaly anvth e W) Lerdd 104D pravoentac Lhdy o
Jaete Raowae, lowrczr, gL Whe Lise a7 his dould prararll the
Yialory of *t. ireileh ctd fortenainds bad eosatleimd Ll Lt of Lho
’ N rratiTe dhiatr concornesd iy or Joo Hig recoaileclisong une el
tharea o 110 wore I Ld=8 oz with Rlae Inniuenteily, hio was g
ALY iePiel of Lisd in nnRingten wta 2l conves nith Uds - eney
o a2 leler Cutae 6 Loa rat Lven dewned porsliice, for roasau of
tonurity, to sitza conracio wALh Llhier NI-d rerazunel arouvi Lo el
li‘:.'..".}.;o
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TV, Code and Cinhc'x- ‘Solutior in the Cinhc'r Bureau

. w5 ow STl

'I'ho first document contams o short paJ agrhphsB. ostensibly dcvoted

to th work oi‘ the (‘oc‘.c ard Cipher Solution Subaection‘ - :__ : .'""*'

ge e In the CT"PtOBI‘fPthL section itself—rhich will hereafters
Y for -the sake of clearness, be.referred to as M. I. 8—as in the
T "t whole organization of lUilitary Intelligence, the incresse in .. -
. pCrsonncl w28 closely d ependent upon the pressiwre of the vwork . °
itself. Dwing the first year of the var, additions to the staff
vers not made until they viere ezbsslutely necessary. The growth
- - was thorefore slow and the time of the staff fully occupied by |
cront routine viork.. Plens for ettack upon large prodlezs or = .- -
‘. - far rcsearch into new methods. had con.»tan.,ly to be postponed g
o s Bty ,-'bacause of the unecccapable [sic] demands of the deily worke Inm v ° 0 7
I - fact,-it was not until the beginninz of ~ August, 1918, that tts
y o stsz was enlarged sufficiently to pemit of serious attack '
wm the large nunters of codz messages in various codss whizh
hzi been =ccw'm.13tmg in the i'_les. . .

-
1 .o -
1 DS _'n

$ .

1 ; O i : L The rcsults obtained should be. judged in the light of thase
3 > ©  fadlgs /nd for the futuro it shouwld be borne in mind that an
- ‘sd=uate personnel of clerks and typists 23 well as of .crypto-
LI ’ - . B=hors is necessary for satisfactory results in code sttack, -
i axd that the perscnnel is not adoquate unless it is large erz:u_z,h .
torelease the time oJ‘.‘ one .or more experts fcr resear"h._

—_ '1.‘:’.3 short swtcnﬂt g su.rpris VA contalns no reference to

Lo taa oken
.

aqy apﬂic nChiEVE‘!ﬂCnb of the s..bsect.ion but merely dlscusses percon-

x_uol pr._.‘emn.. The brevlty here contracts su;ong.y vith the fullrees of. -

~
s

3. Te:ir;j, Achievenents, p. 9

-

PP PR P e T UrT I g e |

L Un-t'l 1921 !unérican use of this tern dinplicd what hes sirce been
; caled cr)ptanalysis, ‘as well as tre purcly cryptogra;nhic op=raticas.,

[ ‘ S+ 'I'hiis, in Yardley's rejort: thc officlal t:...le wes the Cipher . -
i - Buamn a designetion verified by the fact that the dating stazp.
: _usedin MI-2 so zaorked 21l inceaing dog:uu_.\.s. . ;
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Te Cz22 and Ciuher ColutSon dn t= &1 hep Pupciv £}

the eencription of the wiork of otror gubsectiona. Thay are frua Li

4

te Tive tizes es long po this dosorlpticn, ere wpeclllic; w«id glvo &

definite idon ef wht won achioved, Uhy, then, Lhe silencz cn cuch
rattorn in the jrsront instence? Tho rezson is probadly to be found
in & kealthy rozord for spourity. . -

T

Tho eeernd ducument rroeented in Yardley, fchicymrzertn, i3 a2

sumsrardun ¥hich ha nrepared on § Juse 1720, pirvlng the status of
salallon anthat dalee Tho ¢ifllculty dnvolved in usin_ tlle musv-

ranius to ¢vzluste e work done in Jlashington Lo that 4t in clu.un

“Andlserizinaglely -tho worit of HI-8 buth In ¥aghl- glon boforo fugast .. .

102 &nd in Yow York sSuer thet duto. To gotermina thich of t;).o
golutlng thero Zantispd bnd bemn eecenplizhiod b2fore Lt reve Lo
Fow York, thera in avsiiatle another end orrliar documd, whilsh dooo
rot, Lozuvery inclwie eny wclubllens reschud betworn 16 Zny 1YY and
Lo tlms of the pozwval 1o liew York, apjroxizataly 1 Mg S 1919, iha
¢asurant in eua=tlsn iz ¢ Sowopindun $op H}? Chial of 2tafr S Lhe

l,
-3 W - 2 \,
Lirsctor of Miltery Intellipgoace (Subjeet, Ilezs far ). T, £)7 e

nust Juvs ban based on e rough draft by Coplaln Turdley now lout.

Parugrazh 3 Msty tle Torelgn eryptographle oystaxs then rosdabloe

ap Pallows

6o Tao un3 in I.L_::_' in I8 1.2058) anather 3n the filas o0 tiv
O Lo lduiiing tosvarehs  us oo Yolvszo ihres, Ghusle

g o~
> .
ra
°
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Iv, Codz and Ointor Solution 3n tho Ciiher Hurnau 73

{1 .=,
3

"Total ' 578
It wis predictud thit by the emd of dune, with edeguales parsousnel,

P ) ' would Lo
. :

solv.d, in a.cl..!.iun to Wove listed- ‘h:reove T 1t. vzs stntr.i #lco that

P
3 e L R P S

St veme - 40 Lhiw a'u;?:teen monthe of ite e:d."tanoa the subcac.tion had mde ree :h.m.o

12,735 mea:a:_cs sent by foreipgn governacnts,

( Sum This IxTorsive total ¢f 573 oolved erutens wu3 rucched by counting

X each peintien of o alujle or diffurcat

~ - - -

epcciiic ksy used ¢n a basie syatom as Lle ejulva-

lent of tha long and painztaking molutlicn ::.I.'- a codey Lleru con, lwwaver,

“) be n> cmparizen bulwean bhe enalytis ok (411 or tins recuired in tho

solution of the Lin types =f eyslexs, e B

Puring the su.sur of 1719, ©s wlll b3 doscrlied in detall 1.n. Yuluns
Thres, lamfey mevad hla unlt to lewm York and eantinued wak there,
chiefly Snthe fivld »?2 cr,vp:.una_lygis, thoush oot terk woe douio foir &
t-‘.;';z.’t Llng 3In eipher—key comi:ldaticne Cn § June 1920 hae matlo Lhe rojx
$n which lallated the jrincipel codes end ciphsrs wulch soro rodailo

7 :

on Lhet e’ The 1lct in this case I8 ruturally lonzer slnes over a

Te A cuigd nov £i1ed 3in 1B L1538,

| 0% .
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L . g 5 Tafe and Cledhur Yoalutinn In the Clotar Buroza

Fonr imd puaswd. it ia ra;t, hrrevar, paunible to sbtaty cxa:ley how

srch work s actwlly acnoixlished dn Seehinston, elnco, ec hea baen

8&&4, thero 0 o rejart eoverdng spociilenlis tho ;~.~e~:1z':d belvaza 16

uy 1719 £nd 1 fugucht I917, 'I‘Iho 1570 1is: catalre scvorsd luers ths
]

dutes of which aro kaumn £rnn :;'.mr saureey and can thyrelforu te '

dofinitaly gscb duwt 23 ashicverwntn of iha Doy Kook perioad. #lth Lisce

=8tlod, tis 2ist io 2s Lullowat : : .
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b i I Codo und Civher Solullon in tha Cl:lsp Durcau i 72
- -
; -

.‘ 3 = - -

= ' .
i T 8
1
]

—— ———— ——— . ——
- T A LR " VT AL T R B R e T ST 300 L — %

N e e —

. — VoPLoT e i a2 T - -
— — . —— e - ——
.
T — — 8 e e ene—
.. cm—— e e e — - ——— e — —
T —— e = 8 = e e e ceeiis B mae P ® - o e ——————

el ap . 657

Dstalzencorning tis oluticon of then srotess will Yo glven lzler
‘0
in the o= dascriblng s specillic procicas, bus corlodn facts clswidd

Lo poinlod = which quzlify the clsics mala &0 bath tho reports of 2

toy 1519 of= June 1950, In ths fimst plrez; uhile tha teid of the

-

dgier possmly  maorcly gtatas thaod the 1wt L3 cirmsoced of L

nordneipieZe] codes end elphera then [vic] can bo road et precsat
S

8, Yurdlgtatul ol 713 systeza nas edtulned Ly including tires
’ o (zciliz cnly tro eocenl), snd
four #meniy codes which hed Loen cclved sfler thy tove %0
Lew Yok

9. The v of the carlier mamrorlus isaoss carefids 4% porcdy
poiots® thol the systewn era recdzllia,




C" ’ V. Cz2y ard Olzher Solution in the Sl Durpnn

-]
)

t}.n-mbjecb n«.--.\dms' 13 Fhpeksr of elien cocfr-: nod eiptiery brolmny Ths
Tord Morsh m, 2n oldep tern for what 1s naw called u-:'.‘.n'.icn, ouwrely
L.:;:liud polvblon by exyplanslytie meansz, yei tha 18ss ceubsitc A nunizr
of qstans whieh bgeane rerdebdls, ab Jomet Ia pert, thiwugh Lha posses=
glen of cwonps sotced varwiom of the calo bool W, B 5. .

el & musbar of Lhe elphor oystosc. Ba meutlon, morcmver, 45 =uls of -:-:a'

L3

rsietanee fron tlg
T34 VYLs real schievassito of tha wuu end Clibar Selutiin Gube
RIS R e lna were meny snd,TAlven the Biatus of TFyagMihlo aludies &b
ths bogir 11~g of tha Yoo, thry wers hghly pealetwarthe, nscdlng 1o

Ceneczarstion S0 pnkd thew Lvpresalve, s fedleulng parasrsphg ars

f
L

e =p
tzlen from s mevorandus o.f.' i Dirsetor of Mitilery Faidllmrnea ta
the Chiaf ol ttaff, 26 Uay 1407, slrsudy clicd, zud zro indicotivo of

¥het Corerzl Cimeehill, ond doubilzass &loe Rajor Tardley, Lhem oone

( : clifered the wlwr of the tork done Ly Kl<0:
““

Tre ¢:162 velus of tI) thls wacll Rag yszlifid 4n Che' lagas

and ere=tait stremdy of qnfarnatlon LU Lan tescladd In ieraU W

Lhe eiiltvles, perpuzas, wad dmna af cur n*lg?zh-'w Tt & Tsp
clordd orz-oles willd exnhnclie tid rosults of the pact. end t
poesiLiiitics uf tho futuie

. 10 A loti= dsled A Lipeh 1012 (e:py 4n 17 4053) fr=a

—_— e sanhinglom, tng r.::::;'_; athad \_r-w o
& psnmandium on €558 MRSRIHSS pad tnelr milutdin. 11s ariler of
the seorandns hed uat‘t.mip.-.ud. in ¢co2’2 r:c«n?_n“al‘ion’ R

18 oulig evivort thelh ko )2l caver baen foond wilh o seally

P
43

diflissSy vrcldenm, Coo above Chaplcor 1. roleriul vuo
Al 37 remeived by s Germa Lode Selving UnZf (2za tio lonzur
" (eow==2cn 4n Sectiun B.)
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T — e =




Cods ard Cipher Solution $n the Ciphor Purssu /"

F SV B e ey b

L. Insight fnto German Secret Bar-rioo.n

. &s) The Taberski Cinher 43 an official lstter of
introduction given by Minister von Ecardt
Pablo Taberski, a secrst apsnl of the Gsrman
govermerd, addiresssd to &1l Ger—an consuler
agerts 4n oo, ordering thea to furnish hia
aid and support, rrovide funds, and form=xd his
ossapes in cods &s official. This was eaptured.
cn a Cerzmn s}y and vas a principzl factor 4in
hls eonviction, ?mizthh cipher and its decirher-
rent see Exhibit A,

b.) The yon Mrenus Cirher—imowmn offisilly aw
"Docu=et PLR~—18 & very long end elaborate
quadruple transposition eipher, addressod by
ths Gerr=n Charpe d'Affaires in ¥exico City .
to all Gersan consular officfals in Yexies,
civing directions concerning the careful end

© comjlete dostructisg of eorrespondancs,
agcounts, receipts, lists, resisters, and
all other pepers hoying to & xith "the
Secret fiervics cod the representatives of the
Gencral Staff end ths Ad=iralty St2f£f" and the
resorvation of "the strictest silence car
cerning the existencs and sctiviiics of thess
roprescnlativos now and for £l futwre tma,
evsn efter the c-neclusica of peace.” i is
cirher and its deciphermenit see Exbibif. B,

c.) ©f ths numesous Car=m cods rsssaces deciphered
by 2. I. 8, tvo belonz specificelly under this
heade The first mas sent out by wirelszs fron
Rauen end intcrcerdied by our stetions sixty-
four tizes beilwesa Jamuary 13 and Februzxy 2,
1%13. It incluces an order from the Germzn

On Germen gyste s s=e eacticn B of this chapter,

Tris exhiipit 4s n-ov £8ed An IR 43553 it 3is a duplicats of
Fxhidbit IY in Yardley, Achisrerents, Fart III,

Tris exhiibit 43 now £83ed &n IR 4365; 4t is & duplicste of

Z2:hibit 111 &n Yerdley, Achivermente, Fert III.

-
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v Als Code and Cipher Solution'in the -Civhor Bureau ° S .
. Foreign Office to th= reclpient to avoid . -
negotiations-with the Japaneoe, because
, " fcommunication through ymu is too difficultn
* %+ "+ _  and the Japanese have "representatives in-
=t - Europe'; and presents a plan for prov:.dmg a s R
P . . Mexico with arms, and machinery and tech—-- R %
s & "t 77 . .nical staff for the manufacture of arms™ v LT[ ltil
B s and air-craft. The seccnd message — also S T
. . - a wireless from llauen, intercepted in . o eg
" " . -February 1918 — informs the German Minister * -
in lexlco of the deposit of.ten million
"pesetas in t.he Geraxan Oversea‘Bank; Madsid, - . R
g . which he is authorized to offer to the = e
. p P mmd * Mexican GCovernmart as a "preliminary aaount” 4
B e %y " "on suppositionthat Mexico will rezaj T .
oo e et nauti‘al' @uring var." -See-Exhibit“B37 = kL

3 Spec:l;_l Yar "Ba'u.rcs.. The most impbruant ressage - e
r of this character deciphered by M. I. 8 i3, ‘ '
’ .’ “ths code cablegram ..ent by Eubasszdor {sic]
e TAnTy wesmnt Vyon' Bernisborff on Jznuery 21, 1917 to the

e e e B .+ German Consul at Manilz ordering him to take e

- up at once the cuestion of meking useless the

" machinery of irternced Gerazn vessels or, ia
"case that- proved imwpossible, of sinking thez.

(for message and decipherment see Exhibit c.)L0

It will be noted that this messags was ‘sent
- ten days before the' -dzclaratisn of unrestricted
. .submarine warfare. If the U.S. Governmont had

e possessed at that time 2n organizziion capable
4 ; “. . .. cf.deeiphering this and the other zessagcs relat-
1 - _ @ . ing to this subject — as was later denz by
' .¥. I. 8 — precauntions ggainst the crippling of
.~ . thess vessels cowldd have teen taken, with a
-+ ." - -saving to thi's govermasnt conservatively

.7 - estimated at twenty-five millions of dollars.

|
-

PLY TR T W R R o 13 T
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@

1l,. This exhibit is now filed in IR 4365; it is a cuslicate of Exuibit

V. im Yardley, Achievemerts, Part III. : e ¥ . 8, 5
: 15. Thiseshibit is nor filed in JR'4366; it is a duplicste of Exhibit
| . .- 1 imYardley, Achievements, Part III. “« T e s
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. Cod= and Civher Solutlon in the. Ciohor Bu*eau

Although M. I..8 as an orgenization did
not take part in any of the work on the front,

it vas in constent comtunication with G-2, A-6 .
“-and furnished aml trained most of its psreon-

nel. The distinction Between M. I. 8 eand G2,

A-%, 16 therefore purcly ons of nemes and the - e

vork of G-2, A-5 should be taken in%ocon-

sideration in estinmating the value of an ergan-

.ization for code and cipher attack.

i ing incidents 1llustra..e not only the value of =~ ..

The follow-

this work'in actual military ope*atnons but also

"-the absolute necessity of preparing in sdvance
the tra__nd personnel required by this 7'::“-:. :

: R a.) In’ l'mch 1918 the Germzans put into
waeoioy e . pervice along their entire western fronk.a new..: .

code, different frca anything they had had.
the second day after it was issued the ccmpl..e .
system had bzen worked out by the experts of

“ourselves and our sllies ard ve vere reading it

““currently before the
become familiar with it.

" .
.

Germans thegoselves head
Colonel Ycorzzn, chief

" of G=2, A-S, the authority fer this Incident,
Mnile it is too much to say

Justly remarks:

,marv of th° All:.es.

. 26) In 1916, T.hen ha Gerrzns macda their -
‘great withdrawal in Flanders, the coda experts

~ of the British gave G. H. Q. advance infor:z=tion
not nerely of the fauct of the intendsd withdrawval
ime gnd ranner of it.

- but also cf the

the tige the. officers .
*skeptical of ccede attack and put no faith in the

in charge of opza

Bub

43 A
w2l

at
ns were

inforration until Lhey vcke one morning and found

Similar skepticism, szys Colonel
Moorinan, awaited the first nessage deciphered by

. -2, A-6, giving cefinite inforzation of an ,
intended attack, but in this instance elso the - -
'_attack itself authentica ed the war.-: ‘of the codo-men.

" . .the Germans gone.

16.

This snd the Iollo*‘mg paragraph ce: s thc statements mde con- -

.cerning Brltish cooperatiocn.

050 Q87T

L

hiedy, o i e

-

that it changed the result of the ver, it certainly .-
'+ cost the lives of many German solda.ers md saved ;
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W.* "  Code and Cipher Solution in the c:LrBhér Purent - -° .97 *

A " SiieE The S begun, British officers daclared that' .
. the Playfair ciphcr—-the officizl cipher-of the British
. ~ " Arigy—vas indzcipherable. llessages in this system czn
© - now be easily sclved 4in thirty minutes, and the system
has been gbandoned as insecure.  Vhen the United States
‘entered the var the officiel cipher was the Army disk

< - - . with running key.

This sethod wras believed by experts -

By Novesber 1917 -

=l - of the Amny to te incdeciphcruble.

Sl atiiea ad o
.
.al! '
. Z
“e

‘M. I. 8 had shown that it was ret only decipherzble but L s
. ' “yielcded easily to scientific attack. The nuuber of g g BN
official ciphers and codes which have been successfully L
‘attacked by i%. I. 8 bears witncss to the seze truth. _
‘Scores of systens subaiited for Arsy use as inTulnerable N
hzve teen examined by lf. 1. 8 a.nd reJected as insecure. . - . -

' The exhibits ment:cncd as forming, the thlrd docun-er't in Iardley,

=== | 5 P

Ac‘zievemcnts all rei‘er to speclfic Prcblems anu wﬂl be men..lon' aa

'+ . occaticn demands in folloving sect:.cms of this_chapuer. Fa

. B. Soluticn of German Dinlcmatic Svstems - . - - ..n'—

In Iorld War I the cluef mtagonist of the United S..aues was
_Gemany, a'nd it is n.atural tl‘lct the chief effort was made ard the he
chlcf success obtalned in regard to th.;s oppom'znt.17 - .. ¥ A -
The outstc.ndlng succc<s, jt.cxged freo pre.,ent perspective, vas

tnat of the unit, directed d by Captam Charles J. Ler.delschn, vhich

solved tr_)e Geman dlplomtic ccoes, yet nothing concerning this work

17. The story of the wcrk of Amr'ricen cryptanalysts at Ge'mrel Heed-

i quartezs in France on German m:l:.tax'y cocées ard ciphers will be
told in Chapter V1II. The prccent c.a; ter is limited to v.ork S
.done in KI-8 in I,ashington. ; L o

- i « g .0ty Aoy
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.‘IV.-- - Code n;ﬂ Cinher Soluticn in the Cinh:::- Burcau B . ;

-

‘ appears in Tho ﬁ.merlcan Elaclc Chm.bcr. 8 For the story, ttn reader

:L': roferred to the m..nographs by Capt.am }'Pndelsohn himse..f, nh:.ch - *5

l'g&ve appoa:’ed aa fol.lots.

a.~ ‘Studies m Gernan dmlcm;.tic codes en nloyed du:-:.nrr t.‘*e f,o-’d
g R P _ Jar: I. Code 18470 and its derivztions; iI. The
" 4 * . . °° VFuenfbochatebenheft"; 13I. Germen metlnds of code encipher—
M ~pont. (Vzshingten: © United Statea Go- 'e*ment Prlnt._n.g Office, "
. 1937)._' L . ) I
. An enci:hcv-mnt of tre Ger---x dinlematic code 7500 9_ (*-'-’ashington: ' .
o Unlte.d States Govelr.ment. Prmtmg Oifice, 1938). e e

.'These ht_ve recently (19&5) been simmarized .’m a paper of ths hist-c'“ical

,Unit Si;yul Secur;.ty Agwxcs" C-cn".an Crvutor-ranhlc S:,'s‘c.er-'s nur;ng the

S : Fir-;t. ‘Yorld ‘rar (]R 5006) 5 w!uch corta.{m an evaluaticn oi‘ all Gc“:mn

o :systems used @urmgﬁthe pcriod in questic'n.zo ' L e

18, .This ca.nnot be tlhe result of any en:u’cy betreen Yajor Ya —dley and
-+ Captain Uendelschne The two viere on firierdly terms, and llendelsolin
! . maintained & quasi—<f{ficial relaticnship to-tle cryptanalytic unit
. . 3n New York, working there as his™cuties as Professor of Histcy
7. - in New Ycrk University rermitted. le was a reserve officer in the
. Military Intelligence Division at that time, end.he was also assccie-
ted. wrt.h Ya.xd.cy outside of office )Mm's in a bu°me°s venture.

19. Refe"e'lce should 2lso be mgde to a ronﬂgra"h pre'ﬂared by Capla
: Yendelsohn in ecllshoration with Mr, Williza F. Fried=an, _';‘_rx_ﬁ_
Zu-rc:"ﬂ"x Telezrzm of Jsavary 16, 1911, and its eryoto r,ra:'.".ic back-
und, - (Wa sl*:mrt.on. Un.lt,ec States Government Printing Office,"
1933) o ¢

a &

20, The pc‘tincnt pa.rts ere in sect ion III, pp. 27-53..
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v, Crrlo erd Sirhor ..clution in tha Civher Turean ) 79 -

The firot Cerann dlplaoratic cods knam to IT-8 wes desipnatod

as Code 130":0,2' “a short title darived fruz the dlscrimtnant used

S:f\ the nasssgoo. :

t

4

of L’I—S tbroforo vran to use this pa.rt.inl rwconntruct.ion to decocs
Ln!.orccp’-d traffic and to comploto tie roconstructicn as far cs

poozibla. .
Code 13040 was of a hybrid typo, now callod rcpan..mzt.od: thst
i, nevw == nundrrs hare aasi{;nod to t.ho on--pqrt- code in blocls of

four. T=m, t.hs coda ¥as vne-pert within nequoncos of four pares but

Lno-pu'ts rogards soquences ot blocks. Fages which c"-nt.:‘.r::d fro=

quent ==s ware givm t.wo elpher page nuzbers to docrsase ths fro="
guencys £further rearrangement was mace con ¢xch pagoe in that blocks

of ton ==ps were rearranged on tls papge, -Tls cods had, in additicn

2l., Tr=rto the far /nmas=ndor von berndtorff hod dapocitod wlith

tists epartrert a eopy of tha ono-part German cx’e dn the
Lz==xh lansuape znoim 08 zniliashor Chilfra Y372, 3To

== {or t!fo wnusual clivatilion wvae a vvsire on tiha jart

of ® {tniang to obiadn a citannel oo diplermvic treilio
b= s.m.hi*ft.o'\ Grad L’:-rlin. Sos tto 11l stery In rrl'ﬁ
ea=rriclzobn, ihy Zirwersaza Valetriny of denvaey 16, 1417,
o=y cited, mnut 4 r"_"-n RN TLEITATIAC Liabeas GiTiL Lid
F==.or)d iar (IR HVhv), pare 13,




o

" to the main vocab'ﬁlary, fou;t" special sec:ti:ons. ;I‘hose containin-g g

R S T

-the voc::bulary. = ow rw

‘._numbers nere differcnt, i. ©s pages J.O-lh of 13:JL,O beceze :L'a 5°50 —.-~' .

. W, ‘Code an.i"Cichcr Solution in’ tre éipher Bureau e

'groups for message numbcrs, dates, and frequant references and for '

) nﬂscellc.noous ccmmon phrases, were both placed before thc vocabul

[

""‘those -for proper naacs.arx_i for gremmatical nii':}.ections, be..h al‘ter i ‘ :":

The sama basic code was also used wlth t= encipheme‘.‘ts ho"m,

respectively as codes 5950 and 260&0. In the case of 5950, the FREe

i paces luv-llB etc., and the bloc}..a of ten groups on t.he pabes vere '.'

'_,'renumbe*ed so that thn order of blocks was difi‘e*ent. Coda 260~.0

'sub_tractor, that is,  when thc message had been encoded, a number

was an. enciphement ol‘ ccde l"»OI.O by al.pliC"tion of an add-tivo or

. between 100 and 999 was either added to or subtracted from each

.groub.. Tbe hum’cer uaed as ’edditive or subtr'act.or wzs iIndicated to
‘the recipient in the mcssage by a group artfully conc"a..ed.

Havin.g b°gun the:r first’ iject vuth the adv unta,_,a of lcw—_ng

ISOmcthing oi‘ Britiah experience, tho cr"ptane..fsts of 10-8 were ree..y .

to uttack new proble:rs on which tl= Br itiah had sent no imor'"ation.

For thei.r study there was a con.,idcrc.ble body oi‘ n-ate"ial hhich hed

‘bocn inte-cepted in France. A knox.le‘ge of the position oi‘ ths

5 discr.ainant used w:...h code 12040 ard its t\-o derivati vea led to

- was ultimtely re;: ched in the case of tho six codes having as

the discovery of mmila.r discr 'unants in the raw tra.ffic. Solutica

o
.

W
. >

07G. o1 .




IV.. - " Code and Civher Solution in the Cipher Buress  81...

- " discrimimn s' th?O 12bldu 1777, 2.310 2815, -a.nd 8657&. is *®as later ._ :"'_
discovered the last three were sn.n:ply variants fer the same code, 80 )
there were only four d.x.ffereﬂt codes. represented in the 1ist, ﬁ.L.ther-
more, .as aolution progre.,sed it was found t‘*.at all fotr \vere ne"ely
canversions or thc semé basic onmpart ccde to r‘uch ‘the hypoth~tical
deaignation of xx vias give:z. "'hethu- JO( hod ever becn uaed tre.f"ic

or was m"rely a step in the ccmp:.lation oi‘ the codes ahich %ere . &0 u.sec‘.,

was m_erer determinod In any csso, )CX never appezzred in any in‘ r~

the ex;zr:.ence of the cryptanalysts in ){I-Q. : @ ) . '_ -
. w_ll serve no u:s=i‘ul purpose tq recomt here i.n full detail
t.ho ateps by nh.ich solution vias reached—the reader \.ho ia :Lnazres ted
. will ﬁnd a ccnplete record in l’m;elsohn's _monogra rhs alree.dy cited.
Certam fac, ta beczane apparerﬂ: : code XX:vas on°-part in ar"angen:.nt a:zd
not dlssi.."ular to code 130L0 but it dcfinitely was a d_u‘.;ere:‘t co:'.pil
ticn, 'l‘ha c}uci‘ dii‘i’erencc was thn absence of the eaction containing -

frequent phras-s, i’.lx*ugh XX did cc'mtaln sections for g:-am-.atlcal inflec-

tions, for veriant d:xscriminants, and for g=ographical and pe*scnal

nnmes, in add:.tion to the gererel vocabulf_ry. The vocebulery was

L bt e B

a.rrang:} in one-part fashion excopt for the in.,ertion of a faw n'.:._nra..s
punctmiion, and frequcnt viords on each page, accord*ng to a ccz:.plica..ed

and mﬁtly concezled pat.em. The size of the code was in excess of

27,700 group:._

o SR LT
S . = OTrgaE:

= ‘-‘.“'éé;iilbd'ti-ai‘fici i 1 was used ot aJ.l, itves et o dste an..erior B Bt e
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Cod= and Civher Solixtién in the Cipler Burcau =

AR A0 sy a0 @
-

. Té_ cﬁm'c'r-t XX _t.o.one_oi‘ the fom.s in vhich .it was used, €, g., °

. code 18470, cha'ngcs wére néde beth in tr'ue’pa ge numbers, by a pattem e
somcwh'nb 3milar to that used :m the case of code 13040 and in the

i line sy'nbols, Yere also changed but. in thls instance not accord:.ng

" to arv pattern that was ever dlSCO\ ered. Soms doubt was entertaired

.’

TR PP P A TR T Yy R PP

':' . ¥4, 89 &0 v.lr-t.her tbe Ger.mns had prmted t-o copxﬂs of the code, one far
) 'encoding and the other i‘or decod:.ng, or v:‘aether they ha.d used a 8.".1"1:’19 a :

b R R Lot P L PR SRS S

{
: , " . & print:mg, but t}us point chd not affect the result. : ‘
g - Code 12!.% was a corzvers:.on oT cocfc 18470° ‘by & simdle monoalpha-«.:--'.-'

‘ . 4 g betic subsl::.tution of the last d:.g:b of th° code group, and a renun-

{ A '_'"ber.ng of the pa,_,es--‘lus t:.me not in blocPs of” i‘our pages but sim_',ly.

. The same mzans was uned to forrn cods 1777, but in for ‘_:.ng code 2310- .
. 2815-80571;, a s:m_,ls enc:.uhemnnt, the page nm:ber:.ng was aga in accom
' ._ plished in bloc’-cs of four.

Slnce all those hjbr:.d codes bore a nathcmatical re.at ionsh:.p to

~ each o.her, once sc_:lutlon was begun, coaversion tebles could be con—
structed §0 tha any fact discovered in_one in's"’ nce could at once be

Flolted in as many other instances as poss;ble. Y

-

LAAE o dhrae’S ga . on

. In Apr:l 1919, while JEI—S v.as stlll i‘mct:.nm.ng in T'ash.r'g‘tcn, -

JAmerican ot‘ficiala then in Helland were auproac‘xed b:( a person \J‘o.:e

POPTRRT T

B identity was never learncd by the crypta.nalysts \u..h tl‘a oi‘fer thn..
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- this unknown, désignated thereafter'in MI-8 as’the Dutchzan, " & Few
muld *e]..l the Um.ted States much Anforma t:.ou conceming the Ge"man

" systems.~ The purchase of fhe materlal never took ple.ce even though

E R ” TermTreTgs 2500, with tables for convertlr,g this code into three otha‘ i'o"'ms, ‘._,

- l'.novm as 37003, 29000, and lBI;OO. Upon e*:aznnation code lShOO pro- 'ed

We .- Coda And Gipher Solution in the Cicher Biutesy : 83

it was. brought to "{ashmgton in Deccmbe" 191° mth thls end in viewe -
\fhlle the nattcr 7as under revie., ho wever, the material 1=s ‘photo=~
grap‘lcd a.nd tl.cn returned as "not 'ranted. ' Although this infor._.ation.:-" .::«; .
_ was not obtainod by ).!I-\S durmg the I(a.r, 1t will be well to 635 thg R

the mat.enal COnvained inter a.lia, a reconstmct.on oi' a code }cno-.m T

1.

-

- .' JA'.‘- .,

: .’to be 1&:1t.ical w;th code 181.70 thou&h, that cade had never been u:ed

with tho d:.scriminam lShCO in any traffic inte“cc“ted by tk= A::sricans.

™ . "'I'he N-dmm" belie‘red tnat Cods 2500 vas. the besic book froz ?.hich the )

. othors nre, as he said "derivate':l. "ith this view, Caﬂtain Vendelschn - |

Yas in dl.ag,ree'reat for what seem excellent reasons, but i'c. vzs cdear
'0

_ 'that 25m 37ooo 29000, and 20000 were really relaued to t1~e aschetyps -

II'.. A stema was therefore prepared of an tb=s= relJ;a ccces, as

follons.r 7 -'_. _ Qo w & T '~ p .- .

"2, It tas,.of course, recognized that he was probably‘not e Dutc!'r_an,-

but-fram the evidence it is clear-that he had perticipated in ths.
recnstruction of German dirlozatic codes in some cryptanalyiic
‘bwrena with considerable resources at its dispssal. - The Duteh @ "'..
Goserument is not likely to have.sup orted the burcau in widch. . -
tbo man worked, and the point cannot be scttled, but it is :

narth suggesting that he may have been a former rmerber of such
a Wreau previously maintaiied by the then defunct Lnoer..a..
- Re=wian Gorermcent. _

| o | - 0T 094
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Code and Civher Solution in £he Cisher Bureau:

* The Germm Code Solung Subsect:.on recelved from a vc.riety of

urces ccmpronised copios of other Gemman codes “hlch were avallable

or qtudy and for d°cod1.ng .,ny trnfhc whxch mlght be intercepted.

-

Jhese viere: -

a.” The Englischer Chiffre 9972, which had becn coposited .
by von Bernstorff while he was yet in Weshlngton. )

b. ' Boy-Ed's code, a system devised chiefly for reperting
. &hip movements. The code grcups viere viorés: &, g.,
_EUBBARD, HUEER, MUBSRTY, KEINZ, or HAY, -could stand
* “for Greece. e S

TS Ve
e
- g ~.____

" ¢. The Von Igel Code vias avallakle in a recons»ructlon-
received from 2n unknovm source. It vwas a cne-part
code having 1izhtly rore than 10,000 greups.  Only

. oné message in this code vius zvailadle, one vhich

" 3zd been sent by von Papen to Berlin on 4 Avgust .
1915. Ho*r. ths rc‘.ched 1I-€ is unknowmn.

s de The H:mdcls-Schlffs-\’erxehrsbuch fur den chiffrierten
- . Yerkchr it deutschen Hondels-Schiifen (H. V. B.), Zte
- Auflage, Berlin, 1913, was obviously received frcm.the

. British. The arrangement was one—part and sectionzl.
The code, vihich as the title indicztes, vias published .

.-for th: use of shipping cempsnlies, was used by the
*  German Mavy ard Uy counsuls in Spain es well. A few

- messages were interceptsd in it.

A ﬁirly J.arge volume of nessagcs m Ge*man cormarcial codes

-naa inu::ept.ed a.nd read, cluefly o afflc bet’ueep Germiany erd German
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T e

firms in South A;nerica. Since the reco'r.ds now éxtant consist orih

of work-sheets with th~ decodings writtcn 1n, 1t is probable that

the ccdes im'olvcd wers regularly published con-:r.ercla.l t:cmpilaticns )
aveﬂable m the open nar‘cet. and that this trai‘f:.c d:.d not mquire

cryptanalytic technloues. - . = '_ Sl 5 - I

(';.. Solution of Gerzan Cinhér Systems -

.‘ In"the bnﬁorandmn dated 5 Ju‘z'u"e 1920 Iardléy repc;rt:ed as re.ad‘able
ﬁ.ve Gor.mn int.elliger.cc ciphers. Which c-iphor systexs were meant ia :'_."'
not entzrely clear, "but it is cé-rtain that - t. 0 of th°m were th: .
. ( bersld. cinl-.er ard. the von ‘fagnua cipher. e . kS
Tho '-'Iabcrsrfi oipher- w-as. i‘ound amon‘g other papers, on thé ps.rson R
* of a Gerzan agcnt arrc<ted as Fablo Haberski at t-ogdes, Arizone, on .

.l Fobruz:y 1918. The true namn of the man was lothar ‘5'4t":ke ho* VWitzke; i
he vra's prm'ed L‘y.the docunent to be & Ger'“ =3an spy and gt hia tr.al ras .
. ‘.cond;.,z;ed fco dcath._ ‘He we.s, however, not executed, t)‘e sentence bavicg
been c.c:.:.:.;ted to Li*'e impr"sonn’"lt by President Wilson on h Ju:lc 1920,
-Lat_,etr,' @ 23 .I"ove:x:‘-»:?er 1923, aberski vias dcported to Ger"' r;y and is
ibelleved to' hve died there. ° - - i
The docuncnt in cue st ion was forx\arded at once to L{I-S ard was
. received there, accor‘ding to tle Officia.l Pecord oi' "Iabereld's trial,
on 7'Feh-u§ry_l918. It.s import.anc_e was not, howevex-, realized at .

onco, tlugh severzl persons in 1I-g, inciu_ding Yardley, tried their
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hends at. solution and failed. 'I'hon, Captain John X. Manh took up

.I;.qibci).:

. .. tho task, apcnt a woek on pre iminary 'nork tw weeka Tore on the

. T PPPT PELIY

eolution which 1as achieved on 18 L’.ay 1°18, a.nd, with l.iss Edi h

up ol
-

Hic} ort wor}'ed out the detaz_ls of the system after tre message had’

‘been read. S ¥ i 3 _'; :'- v . s :', & r':'
‘ The docum‘-\t had been dated 15 January 1918 and solut:.cn ah:md
. -‘_it to be a letter of introduction to Geman ccnsular off:u:Lls i.n

' Hc;.ico signed by the German Lmuster, von Ecl'ha:dt. It consisted of

¥ . e v i
. . . .
TP DY TIPSO 0 B WY UL T )

et et ey k32 lﬂtters and prmed to be 8 route -transposotlon, the route being

]

1 _. v 'diagonal ‘ard controlled by trio nixed nu:nerlcal 1eya, the hori:ontal

-' 2—9-8-1-4— -6—5—7, and the vertical S- —8—9—1;-—6—7—1—16—11 2-12., '
-Lctters were taken in grcups of four, eyccpt at th: end whero thres |
'.‘ vere ta}mn, ard inscription was by dlagona_s, transc pticn by the
- nw::crical sequence of tbe hor;zont:al key, one letter et a ti.:e. Tha *

,teyt ‘translated, is ag follows:

v -
'l

To the Irpe"lal ConsalaI‘-Ofi‘lc.als in the Rapubl‘c of Vexico
h - Stz ictly Secret'

The be;i'er of th*s is 2 c*tiz"n of the Roich who under the
nane of Pablo Waberskl is trav-l_ling es a Russian., He is
a German secret agent. :

-23. The statements in this paragreph are based on mariginel notes by .
Williem 1. Friec:zan in his copy of Yard..ny, Bla2sl: Chamber, 153-171,
reporting coaments of John Y. Vanly mads on 15 Juno 1934, The
accomt of the solution by Yardley himself is faulty, Tra imores-
"sion is there given that the importance of the mes=age was realized

~drmediately and solution apcedi_ly, if not eas i];,',_az—“ ved et..

ggpl

<

_O-:‘
. “
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V.  _*  Codo and Cibher Solution in the Cioher Burean 88 -

i beg you to ai‘ford him protection and

ass:.stance, al so edvance

. . "him on demand, up to one thousand pesos of Mexican gold, and:

i
1
£ 3
3@
: .

dlspatches.

_Von 'Eckhardt.

-send his code telegrams to this er:bassy as offlclal consular

"The von Ha@u ciphcr‘v:as a me.ssage ordering the dgstrucf.f.on of

‘ ‘all urrhives :.n aJ_l Ger_‘:n conswt a.es in Lex_ico. Trans::itt_.ed cn i6_ d

Januauy 1919, it %as solved and read by 1[[-\.. on 22 pril“ 1919. "The

text vias scnt in grouos ‘of ten letters, th_e

transpo31tion am elghtcen colunns. ,

" The three add::.tioml mt..lligc'xce ciphers reported as readable

- must have beon includnd among the follow\_ng.

3

system being a columar -

bt -
205

.a+ 4n opon code <vste*~ s‘-id to have bem used by Germanag ents

In France. A cover letter vwas rritten in such a way that
* the number of syllohles in each three words would refer to
a threo-dizit code group cor respcndirg to a single letter

gl .o.ftheplalnta:t.

b. .!nothﬂr open coda system in vhich Cermn age'r‘s i.n R ence
- and Svitzerland inserted want-ads in the newspapers. The
. - "first lstter of each sentence \‘ould _nd*.:::.-.te, by referenc
_ to a cipher table, which word in that semiencs vzs slﬂli‘zc
_In the secrect -tesxt.:. This infornation was.obtained frea the-
- Egldan m.lltar" attoché in La*‘hmgton. . e

“Co F3 thl..d onnn code was }mo'm frcm i.nfcrna‘*"n received from

an Anerican 1n.ell..g°ncc pflicer.
Insertion of 2 'feeble sort of joke

Ing thinl S veiled references to th: words of the secret text. -

The plan inveived the -
in a.newsgarer, contein— '

2L, Ses Exibit III, Yardley, Achievements,
pagesX49-153, and IR L6COH.

pages 27-39; Black Chacber,

(O
0



r
! . IV s Cxin pidd Cither Soiutdl n in 1he Gicher Puresy £9
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s’ ;
de Bt111 aoother systoea of sinilur typu, eeld Lo hove boon
o urad in Llo feiteaip, concisied of inraaes in Spaniszh ard .
& Sorz=n which xorn:::cnux: vocrob tudts proviovel' vgroed
_' U;<n.
o
*. ©s Cofins cf novgpapess gent throunsn Lhe nalls by Gerasa
. z2als turn corsed LY Bin priceme e mlth damin .!\.be in
o=h a 1 ny ar Lo ooeil ol Lhe seerct tovi., Thy fenvct=-
cez o~f Justica had Anleressted guch s.casszes which wore
t 3:‘.:!‘«‘::!\-.:.) X‘m.d 11"«. Ll 30
fo 2tIeonst ol dlfferent vursisns of munszlrhabstic sub-
2Ratiany yvre kaown Lo have buen vzed Ly Goren aseals
_ Szthe Wilted Ltutoo, 211 of thecse vurae lo-tned of Sro3
- a==i:is eyencien, '
f-\ . -
N\ o .
ge 2Icavt tro ralyalphabvot lerd subotivveidion tzblen vars
_m, and thero vwars, rigy dLorantiio vusstitutlune wad
T sdcrran of lears in texdcoe
h. LuiLl"n i Lho tr: svoq.\ti ™S z.lr'y’dy -o..ud, Gernans ..
== helisved Lo have uzed nrilles, Lut. wirsthup =8 golved .
& or not, i3 nut clwu‘.*’ -
' 7 x = ) ‘ )
. Y g v : . . .
De ==tinef
. The ngng-n;'hic syutors of only end ctlup Lurspean govormn-
ant 'r.:-ra.'%‘.o:n ':aly studled by the exports in )I-5, thoce of
C -z, Pre=a to time ¥I-U lerrmacu of crdll Coded d.ni. ned” for
li‘-?-f.u ¢ in erplargng dn tho Undlod Siaolaz, but Lons. ol these
ses¥liive boon oalved in tro Burcesu,
25, SoeRantlon wio glven Lo the c:staiua uzed Uy cihor Zuraep-on
R s i
7\
. . Jobut i cont enres Lthis conninted nreily of Lile
I, Zin v -unh w3 resoelved, roes up Joss by accleent, Jron
tho=xras ol Inwuresctinn. e x~":\‘ll‘. Iar:r-mion evallatle In
Ltismeseg, «nd wlso dn Lhe =isiler dnstoricos o) & fen non-
CUTTEE 5 ovoruaenos, w sa 3pnvhind In (ol g lHxzeilomgios
farsaem i Leigtass 1dS=20Y, § recor of Lhe Sistiilesd undl,
'J._,—ts_."lu Weansy ("‘" 509




( ' : kad Lo Ls p-eri.red to t.:.e r@as3zde |, .

N . l -
C-/'-' . I Coetg nnd |..‘.'.?'1.r i2)ution I the Girhoer Furesu 2
- - '
Ly esplonage scllvzily, wno naia. Tiie code as originaliy printed was
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28, Tha g ..D—J'.‘-'ﬂ..l naw filed in IO, & The -t.:;ry of Lthe cepturo of
Lhis exie wrldeh nrpenrs in qu'dlc)"n traal, Tha ’::Lt_j_"_'_rg il.eit
{raries (chaprer vxii‘, e X72-135) pratan :i_, concaius a ;s Jool
of L=y, il Lrulh absul this aeclivity Lv that s aort s coab
) fi2a mahiustan t.v ootalin a copy ol Lhe crxia but ho acted 29

,—7) fniii=seoely tiny Cis Furpaso in cuming t:_ _ . t2cime knsoa o

- revremtnlivus of the intelllsauce oirlser on duty dn \re .
Denaente  Gha f'";!.l?. v asprseched with Lhy wiior that, "M ko
.'.-J.xm‘:xth.zx".l:.' valt far g stort Lino, vthe c-do ooauld ud ﬂ-munv--
for Zd by 1ha reor .:unLn..r'o.. of L'a intoill wave ofrizers T
storgzie Ladd i oonsiler wlo devudd in testlirany rivan Lo Y.
YA S nde ._.ur.n Uy o of 110 rarssng ywhy solwday asuloied
1 bElhviloseaihing of tho e u-.'.f.t..

T —— ruz made ("'\mrc, erd wrily Lrn.\., e Wy
Ty =i Al ans «t2lon from him.  in inpresaion of tha svy
: VinG TR @it ‘..‘--e Lay re cturncd o Lhe _rithuut arousioag s
sasdSon, ULLiliiz t*5 knunledre o thc Aavomniz, 8
tiz2=5 maleciod when 34 wnp kaowa Lhel WE woGid e ot iy S ¢33 Kis

alfli=m an! the wode wit Lthon photovrarhed, a0 cremilicns ivst

Lo wemopnoated, pinoa un e [liret Loy crs af Lo jages mol niv
N Tholspeshes clc:.xlz'
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by Vles duth 1idesn, vho partlednanid Tan Lho =-10lua. nuw
flled in 7 Adsle  Jhe loller rapoer Sadls o ke cless tug

' fact LS Lo guifce nod baca sarlleldy capranizeos  th ;
Jraplicrtion Lo thet pll Lhe coiod wel'e reconsirucied cutlruly

by cnsirslic.

Lildisa Fe Yriedaoan An L4G3),

«17%crs ernlalning the trenalatlong, prosented

30, {'ce the idat =f
& Ia 58557,
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. Code nndl Clrloe Sslvtizn dn Lo Cloher iimunu

1923, the latter until 1975, felskepf had Lzea an aezploycs of ths

Tﬁp:x";*t::ent. of Jusilee oz sarly us 1916, rhaen he wzs sent $o Texas os

a cﬁiqf&dontlal o7505te For & ling Lie he resuined an tho payroil of

the fopzriunnt of Justice sn lonn to WiI-Z,

i*%un work en ' firet beucan in W1=-2, Lelsioplls’

vporvices wrra obtzined, nnd =ith him thore beczmo usvallzble sn exlen-

give amrunt of infersztisn concerning alscollancous systens wod oF

— o ———————— 4 48 A b - am eme e - - -
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C ) b it 262 :ind Clntg  Leluti.on in Lthe Clither Hurcusu
-

with endee Trejuency couwats of Lhe proups wero s2ue, end foud wWe uss
nrda_of the protuble wurd tethnd, In the care of this exiv iL 1s joo=-

“bls to get mxis liss af wion esolutlon begpant tha earlient mencape

oy, i
SAULLEL YAS 38hv T

: Thus, tha

inteliiponco ob Li’ﬁd frum the reading of thlp 4rafllic wre not rade

.-:'.-ull:,b.‘;.e until the pesiad aftcr‘tha Lrzisvico.

g
Go Efndutiip of the '
Tlha eoletisn of the . wis L5 Cirst probles unlertsien
by the Cade ard Cipher Aclutiun Sudmeclicn. Captain Fe D Lunuions
r wilartosk this assigeiant, soslzted by a lurge stalfl of cierluad pc"r*-
“ ' 5 .
. rnel and by experls in Lho Sperdel Ixnsuage, &onng whloa ¥Fre Viclor
“plzkop! wue ons, The chiuf avuree of infeprration concernlig Liho
pm jasct 13 a documart eatlitled . wizioh 1s wine
Cud cartalinly the =ock of f'{:;:'.u.gn Iwjulens hirzelf, The dncwuseat convilims
- :
[} R _‘.t 5
g feil a=coeat, ctep Ly -.ztep, of tls solution, .

30« Tha rard Orsal of Lhls purer hus Leen reyreaduvced in Coste'n V.oB

l=vionn! Sacerd Li 0 el tha Jenl 1“ a of yha

1S3kt in § o nuid, o peer of Whe LISLeriel SR, T AL T Ly
‘,-"".'-' VS Diadje wtd nlsy. Limend .1.— E S, ¢ -""-'-‘:..-'L B vPa o Bilellg
Al =ty irauiog o tedar of Lhe pist.pdend wadt (L. Dedly, g

Ty THYCLT ;.".ly 1ATe Lo

; .. 1064
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1. Cafa ent Cladwor Salutian ia the Cl, hor liuresy 122

J. lMigesllinooug 'imblens

In aédlt.lcr:; to the dipl:in;mti.o jroblens elready discusved, tho
exports iz DF-3 stluciind many probless of o eryrtandlytic naturs
arlsing frx nntunrl rocolved from a varlety of cources, )

Cna such J-r.;blow. vip Lo ba found in o vorles of rossugasn cubmlie
ted hy tis Lelagraga c-:\:::-psnlqs. A1l of thio reus :.pa:x yvara §llaod in

R
Sugt asber 3717, :‘ru" had been enclpherad by a Lrensposition of Lhe

wonlo uf e rluln taxt, Thozgh tne tru.r.s;nnlti. P R ERY. m,lw.—{, tiv

kN

roamliunt fcelpirroonls ure nt e:direly cloar, nnd Lho aucpielon
reusing e .L in ] :1h.lu'| o the tru fu.iit.l.."'l, sosa Lo ol ojen cido
s nley i—:n'-:l_?eu. #zong Lhe nersens vho hiod £filed Lhcus neroaen

with Lhe t=lo:ra;h cominulea were

A3« IR LEZ nov eaul=ina ihn texts of Lhoso messages.

e 105
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. 5
] Bok .0

"Considerable intei'est w&s shovn in t',h:S possil;ility that eﬁ_uv : A ;

'A agcnts might uso for trans::uss:Lon of tb=s<ages chess problens pr:lnted
" dm nenspapers. Colonel Van- Deman sent a lettor on 13 Aprll 1918 t.o

i,

th» v;rlous offlclals of uhe Cen°orship c_alllng attentwn to thu

" gource ordanger‘- I N I L TR T

. It has often been suggested tiat messzges in cipher may be

and are bem[ tranemitted by the standoerd s,"nbols for chess rmoves,
Careful investigation convinced us that it is not possible to
convey a message and at the sars time play a correct game, It
aprezrs, hovever, that it is possible to devise a sycztez whereby
the positions of the pieces in a chess problem can be rmade t- con-
vey a message ..-1d at the sa:::e time satisfy the cond-tlons 0. good )

" play.

‘:".'hat:her ary actual checs prcblens were found to e suspicious in

JI o cl*arac er 15 net }:nov»n- the Lilitary Al tac‘ue in London reportpd to 5

'Colonol Van De'-aan on 16 April 1018 that tb’ Britiﬂh had been hol ding

up- che.,s proble:'.s, em'rdxung the..., and a]_'l.cv'mu Lthose to pass vwhioch

D Y

: ~appe1“ed innocen't. O'ze suspicious p*oblem had been found in e‘.gn..ee::
: ‘months. Tha French were imm essed sufi‘ic:Lent.ly by C-olonol "i’an De::.an a

Vs

) ie ter t.o reccmond to the Bureau de la Presss @ ban ara nst chﬂss '

probler:'.s in Frcnch pa.pcrs. " An elaborate analysis of'means oi‘ conver=-

ing a memage :.n ‘a chcso problem was. received from Captain P. M, Liddel.

N R L L e N
-

'of t)‘a Egn.pmcnt D:w;slon, igna.:. Corps, in liew York, dated 6 Mzy 1918;.1"2

1, 'To‘z_ L )'ar'dov., Chalrman, Cenrorship fNeard, Vashingten, ‘end to .
Captain Benjaain ). Day, zow-cutive Postal Ce 1sorshdp Comzities, .-
New York (see IR 50133

h O 42, Copy now filed in IR 5015.

: '- SR (R 5 1.
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S\ ' _Code ard Cipher Sclution in the Cioher Bureau . . 10k

s . such problcm consls»ed of a mcssage in letters .:hJ.ch was subzit ted on .

’,

There exdist in the files several i‘olée;‘s containing other ciphers

‘wwhich vere rcceived'from various sowr'ces but were never solved. .0.13

18 Aprll 1918 by L*cu..en_nt herbort s Rogers, Imustrlal Ser'v:.ce )

Sectlon, Offl\.e of the C}uef of Ordnance.h'B 'hac of the cxperts eac.h

sPenu tm hou.rs on the proble’n v*xthout success. Thls ma; h ve been

& s=ple mnssage 1.n ‘a new sysve:n devzsed by I.i°ute ‘ant Hogers or a

. mcesage whlch had came to him in lme of duty.u‘ : '
. A g a
e &
. s
- ‘;‘

UEe T 4952.

~
ot

L., . l!iscellaneous cipher probla.s of ro great importance are row filed
in IR 186, IR 1568, IR L928, IR 4939, and IR L93l. Verious recorcs

- of 1g-8 (103 bool:s, noteboolss, mcmorandum pads, ete.), of little
historical value, are filed in IR 4347, IR 4348, IR 4376, and IR 4377,

g o 107
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The Secret Ink laboratories

106

duties st Harvard.

K. Ca:ver, ras assi.gn:d to css:.s‘t Profeaao* Bicherds. .

we e

e & hiz wo:‘-kmet.ﬂarvard Professor Bichzrds had the eld of Prd-'
temrs Barter, Kohler, ‘and Laob of that univarsity, bu’:. in the '
" pumer of 1917 Proroascra Kohler and I.mb joined the chemical 8‘&&.1‘!

% iitbdrar fra the projeet on \ accomt of prcstmro of adai.nist.ratiw

To £11) the nca.ncy, & young cheist, Dr. Emmstt

Bichards had

been, in tact, offered a corsisslon as capt.ain in the United States

Eationzl A==y (the hoqu&valout of tte present—day Arzy of the Unitsd‘

Sta‘.:es), but the eondition of his bealth made it impossible for him

to acce*t.

laboratory in the Postal Ce:xsorship

- City, which was placed under the directicn of Dr. Carver, who in

In Movezder 1917 the Mitary In enigence Branch set up 2

at 641 ¥ashingion Strest, New Yerk

p-‘..l 1918 was cammissioned a captain in

the liati.oml Ay, In the

la.te sing of 1918 a nacond laboratory was set np 1n Ea.:hington in

.tbo .ofrico of the !ﬁlitm Inte.llgeaco Division at 1330 P St.roct

Bor‘hwes t, a build.ng mich ococupiad pm of the aito o the prm:tt

Bationsl szeal Clnb.

. _KcGrail, 'a gmduato of H.a.:-rc:d Univerai 7 (B. A.) and The Cuholiz

Un..nrsity (Ph.D. ), who was comissioned a first Jlettazast dn the

lia.‘.acm ritb ths British and Frenoh in all mtte-z pe-ta.ining t.o tbe

i 85 ional ﬁ.nv

In Decc.ber 1917 Captaib .T - A Pcull was unt abroad to oattbli.h

This 1ahorato17 ws placod in :ha.rgc m‘.' D—. 4. J.

6 i s e e et s & S @ =& 818 08 % 01 B ENE Berasemenr e
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CHIPTER V. THE SECRET mxix’ec:wronmsl

531‘13' in 1917 Colonel Van Derman beca.me 1nterested in thﬂ question

' _,Dr. XNarston P, Bogﬂrt Chalrman of the Chemlstry Comziitee of the =

5 _of secret J.nks gnd aonlicd to the IlaLlonal Re.,earch Council for help. ) @t

Research Counc:.l, reouested l‘rofessor Theodore .I. R.lchards, of barvnrd e ’

Unlversity, to undertake tlus s udy, and’ t"ze flrst sc:.ent:.i‘:.c vork on )

’-

o secret irks ever donc in t)us country 133 carr:.ed out by Profe°sor

- ed out that Profe.,sor Richards at that tize was outstan:ung a:ong

'American chm"stwﬁs had been Exc‘ ange Professor at the Um.verslty

of Eer.:m .md h..'i in l9lh received the Ivobel Prlze in Che:r.:'.stry, the

. flrst American- chamst ever td rocelve t!us avard. For many ycars - |

; he was the 1ead1ng author.:.ty in the world on the qu.st:.on of the stomic.

=]

‘\\eight of the elements.

T

This section is based very lagely on an acccunt being written in

the spring of 1945 by the late Lieutensnt Colcnel A. 'J. ) c-rai_l,
Sign21 Corps, then-Chiefl of .the Lzboratory Branch, Slgxa.l Security
Agency. Colonel LcGrail had been a first lleutcn..nt in the
Washingten laboratory during ¥erld War I, and an officer in the

‘Militzry Intelligence Reserve from 1919 to 1941, 2nd since that
.time had been on duty with the Siznal Intelligence Service and

its successor, tle Siznal Security Ageney, until his untizely |
death on 30 April 1°1¢5. The. account was not ccmplete at the

time of Colonel McGrail's death, but it fortunztely told the stery
of secret in) activity from 1917 to the point at which the account
cun be carricd on through the re"ollecticns of other meabers of .the
Labtoratory Branch. ! X

5 Richanis in the Violcott . cmbs Laboratory at Hanard. T mar B '.nt-,

-
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-work of ICHB. He sent bac)f vhat 13 dﬂscrlbed as a volum..nous report G g

s 4 Buk th:.s vas comrosed almost uholly of ma'cerial on cryptanalytic mrk'-

T

there nny have baen ‘some ini‘ormat.ion on secret mk, as Yardley mnlies.

5 3
>

i 'It 53 certain, ho-ever, that much holp v:as derived frem a 'ns:Lt of

Mr. Stunley Y Coll:ns; Chlei‘ Che:ru.st. of the Br:.t:.sh Ce*:..horslup, vho - .-

PO\ PPIL)

“cane to tha Unlted St.atcs in the sumer of l°18, br:nﬂmg with h*

,comﬂlete f:les of :mfor'xat.lon on enc"ty mi's, rethods of detectid on, a.ni

se g Sy 8.y

3
: -actual exha.blts of. enenvlsecrct 1et.t->p3. He devoted two months t.o .,hn ey
J - *  “dnstructien of the American chemists. 5 . G R g e
3 L - ®
= 2. See Tardley, Achi.evcmeﬂ.ts, 11—12.'.' _ 4 - & F o o ; LY

. 3. Tbasubstance of his nain report apreurs in T}we fericen Black
‘ @ Ch=er (62-£9), dicguised as a lecture given ey lr. Collins,
- vidk lntcrruptlcns by Cartain Yardley, wlo refers to-the visitor
_.as ®r, Collins.". A leclure was inde ed, given by Mr. Collins,
bud the stctements made in the book are taken, rather, frem his
wr==en report which he trcught with-him. One copy of this :
-_' re;rt was retained bty Lieutenant McSrail with officizl per=is- i
_ " £img the o¥her had dicarpesred frcm the files of the Lilitery
‘. 2 P IR ligonce Division as early as 1929, vhen Captzin XcSrail,
- t==.on temporary duty 2s a reserve officer,.searched fer it in
- v&2 In June 1931 he szw in the-vindow of Futnam's Bockstore,
LB Street, New York, an exhibit of Yardley's bock, The tmerican
' Bxx¥ Chasber, in which were a nunbder of photoststs of docucents
bexing nuzbers exactly cerrespondinyg to those in XUr, Collins!

. - .
VYL WP SRR W RO P TR LT PRSP B

Lhas 2 Al

e L

i i " . rexrt. The inference is that the bookseller vizs given these.
] exr=et British docurents by Yardley., See a letter of Ceptain
j o 13211 to William F. Friedman, 29 June 1931 (SPSIS 201: A. J.

L&a:l) , R _ o .
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In his work at. Harvurd Proressor Richards had the aid oI Pro—

.

-_' .fessors Baxter, Kohler, and Lamb of that. un*‘ve-sz.ty, but in the

sutmer of 1917 Professors Kc‘xler end La_b Joined the che'nical -staff

* “duties at Harvard. To fll_l the vacancy, a young chemst Dr. E.-rmett

" K. Carver, was ass:.pned to assist Professor Richards. _ Rlchqrds had

\-

been, in fact, offered a corm.l sion as capta:m :.n the Unitbd Sta.es i

= '. Natlonal Army (the equivalent of t}n presenu-day Ar-v of the United

States), but the condlticn 6f his health made it imuos:nble fer him

.
..

to accept,

In Hovem‘aer 19].7 tha lleltq.ry Intelllgence Branch set up a -

'\

. laboratory in the Pos..al Ccnsor«-hlo at 6!.1 ‘ shington Street, New Ycrk-

Clt), uhich vas placod uncer tre d.rect:.on of Dr. Caraer, v.ho in

Noio g LT LT

L Apr:.l 1918 vias co~1m1551oned a capt,am in the Nat.iooal A::y In the

aa

'3 e late spring of 1018 a eecond laboratory was sct. up. in ?.ash:.ngton in

'. e the office of the )hlitury Intellzaence Dlvlsion at 1330 I-" Street

NOI‘th'QSt a bu.la;rg nuc'o occuoied part oi‘ the s:.t.e of the pv-esert

TP L P PRy LT

National Press Cl\.b -Th.ls labor_a.t.or;,' was placed in charge _of Dr. A. d.
¥ctrail, a graduste of Harvard University (B. A.) and The Catholic

Unlversity (Ph D. ), who was comtissionsd a first 1ieutenant in the

DT PO U0 L I WPURELL TP T |

. Hational Lr'rw.

In Decenber 1917 Cap..am J. A. Powell weas sent abroad t.o establish

llaison with the Brltlsh and French in all matters pr.-'-tamin° tc the

‘ to withdraw from thc pmject on account of pressure of ad'nﬁnlstratwe




"t .¥.-. " . . . . The Secret Ink Laboretories WwI T . Ape S0

. In the New York Laboratory suspect letters I‘rom the New York
Censorship were exammed, con»ents of parcel post pac}cages Were

: check°d, and much wor}' was done for Amerlcan and A.lled mtelligence
* o T agenc:.es w}uch Operated in the New York area. The r.ashington

' Laboratory re'*elvcd each day packages of maﬂ. {from the Censorship )

f . Stations at Key &egt New Orleans, San Antonlo, San rranc-sco, e:xd <

Seattle. In addltlon, it e\amnad suspcct letters end materials which
, \vere submtted by tI‘B )..Jla.tary Inte]_h.acnce D* +ision and other ageﬁcies. i

The 0ff1ce of ;aval Intelllgencs early in 1918 set up a labora- =

. tory in 2 bu:.ldlng which is st:.ll s.andlng at 1710 Hew York henue,
= 5 North.:est. Th.'xs laboratory vas vell supplled wth chemicals and wvas
o far better equlp}fd m.th apraratus than was elther of the kemy - :

: laboratoriﬂs, but 1t vias dJ.rec ..ed by an’ensiga viho in ClVll llfe had

g S Seelmtbet G

becn a fmgerprint eypert. It accenpl {shed llt.tle, and on 25 Septa':ber '

PO R ) G - TPy )
.
.
.Ia i
L]

‘1918 the equipmant and. supplles vere'" ;ta}'en over by the Arry Laboratov-y :

-

".on F Street. .

Diu-ing" the Var the Arry Labsratories found and Ceveloped fifty

. letters :m secret ink and aided in the prooecutlon of the:German agent

ol
’

.L!arla de Vlctorlca, tut m.th the sie,rung of the Arm.s\.lce, the censor—

. sh:.p of ma:.l- ¥3s d;scontlnued and in 'Fcbrqar‘j 1519 the two Arny

PO T S )

Laboratoriea ‘vere corisolidated into one at New York. . I-'ro:n that date .
until June 1919 a é,roat deal of research was done. In the suzmer of 1919

the Nem York Laboratory was closed, its eguipment and supplies turncd

.
Cete e tih - - mr e Mmoo k b IG
: I e -
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-.:Lng in the llght of st‘ tanﬂnts mace in Chapter 111 ("Socret In_fs")

i V... - " " - " The Secret Ink laboratories ) 109 B
'_ov'er to the sﬂva'go éuthorities, and it s r"eccrds were sent to the o % ¥ ,
- . ® g - N T

u.ﬂ.it.ary Intelligence Serv* ce ard promcft.ly lost. .
' At 7.hat date Captam Cgrver m de his trlp to Great Br:.ta_n and . 5

’ Frr_nce i‘or study in the labox atorles there is umcno.m,l* nor is much
~knov.n of the t.r:.p made to }‘rance J.n 1919 by Lieutancnt l.cGra:L. boyond ot

‘ the fact that he ass:Lsted Secretary Ba‘fer a0 the Peacn Ccnrerence by

%y ," I

h:mdling the codmg of sore of h:.s telegrams. LA ¥ KR _' * e ,;.:.;:‘_, :

A paragraph wrlttcn by L{agor Iardley in 1°l9 es part of a gener&l "

N e mammn oA,

report on the work of MI-€ contains the fc]loxs.ng sigm_flcant. p .ege:s._ ..'

e Corrcspondnnce ard otl‘er p-elzr'_nr':.es delayed fer a pain-
g A b long tirse the establishmert of a lzboratory-in M. I. 8. °
* This did not actuzlly take place until the removel to 1330 F
: ‘Street in July 1918. The laboratery was, nowever, at this dete
" eble to:function i-mediately in highest efficiency. Iis record
uncer Captain Carver—aznd in his absence, under Lt. A. J. McOrail—
". is one of thoroush ecuicment for any ‘problem in its field and of.
. great usefulness. Cn ap average over 2000 letiers per week viere
eszn;ned from July 1, 1918 to :ebruc.ry I, 378 & ¥,

The f..vo zble cor..ue'uts concemlu_, the t.vo cne:_xsts a*e :.nte:-est- ’

" of The Amencan Blac‘{ Chémter, Yamley f us to '_reqt:.on the t..-o ‘

-

-ofi‘lc"rs by rare but g".v es the impression thet thc-y vere not re2lly

mmpetent to do the:.r ..Drk. The t‘u'ee chapters in that volu:ne vhich-

“"treat of Secz"et. :'ml-:'solv.ntion6 are untrustworthy eccounta of events7
- - a—— — i
L. - Tardley J‘.c'.‘!ievcﬁc:it.s, n-12. " B B : 5 ¢ &
5. Ibid. - o N T
6. Chapter III: "Se'cre_t Inks" (55-76); Chejter IV: "Patricia"
(77-89); Chapter V: "lladame Victorica" (90—11_9). e

D C1128

7. P. 89.
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whlch Captain- Iardley was often in no posltion to describe from first- '

& hdnd experience. He was, i'or exnmple, in France at. the time m‘hen ) ‘.
._ Lieutenant I(oGrall, and not. a comicted coun.,erfeiter, es Ya"d..ey
maint.ains, vas able to replace a seal on a L’ey‘can letter add.. essed '
to a high 1’ex.1oan offleial (not to Carrc.nza, as Ie.rdley states) The '_-'
" long story9 on the dotectlon of a secret—in}' letter written in Gree:c ..
vonteins many inaccuraeles.lo The wrltmg had alreac‘y been brought to;'.":_ ki
Wy light. by the aopllcatlon of heat fro:n a8 small electrlc stove, even .:: ‘
. - befere the letter ‘was sent to ¥ ashmbton. Ih1s ¥as’ done by Lieutene.ot- .
Colonel R. L'. Camobell uz_h.tery At tdché in ) 4 eyico Clty. The rr'-ethod-
J of proteot.ing a ‘message agamst the ef*ectlven ss of | tbe iodme vapor 3"
. . tesb had been dlscovered as ec.rlv as 1915 by the- Brn.tish end Fr ex*ch
(not as Yard_.ey ma1ntams, by the A::xericans :Ln 1918) The Paurlcia

l “i
1 T letter, moreovcr, ‘was not .i'ound by a censor on the Mexicen border, but
1 by the San Francisco Censorship which 'sent the letter to Washington:
' 8. The authority for this statemert snd the other criticiszs:following,
© istobe found in marginal notes by Colonsl LeSrail in Mr, William
"Fo Friedman's ccpy of The #merican Black Chozber. This copy of the.
book contains many criticis=zs-from otler firsthand sources,.

9.  Pp. . 55-60. : ' o L5

.

S ratis holisa bl

10. The' 'originai documents acccmoanyi'ng'tm letior are nos on file in
*  the Office of the Director of Cecmmunicaticns Reoeach the letter
itself 13 in the Laboratory Branch. .- d

el

WK y .
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Shdalds

- ) S ' : .
because it was suspected of containing code, 'hen some one in 1T-8

. m - . 5

L tbqught she saw traces of ‘secret viriting bet..:eon the l:.nes ol t.he

-

letter,- it wss brought to Llcutenant 1. eGrail who placed J.t. under an

ult,ra-*vmlnt le_'np and re ad it—it vas never treated che:uc.-ll,; .
Apropos oi‘ Ya.rdle} s co.mr-ents on Lad..ne Vlctorlc it shou.ld be

pozntﬂd out th=t -she c:I‘I‘lVGd in, thﬂ Un_.ted States on 2 Jcnuaxy 1917,

was arrested on 27 .'LpI‘Jl 1918 and the. le..ters were obtaired and

g developed-—sono oi‘ them-—in July lql\,, \:hnn they vere ncre than a }ear

old." Her azrost led to ‘the discovery of the levters, ra..‘lc. t"xa.n the x“ ==

reverse. Enoughev: dence has been ;rcsent,ed to show the ef'5°nt1...:..y

i‘alse ancl 11'*.:;:;1'9.q d.mg c‘n._ra:.er o.f th° :.nfcrnat;on on secret. inks g:wen

; in The fnerican Bloc‘f Chazber,

" The ‘-"'\shmgton laboratory Ao suppl"ed tramed chext s..s recuested

by Parn.s in Au"ust 1918 to prcv1de secv-et 1rﬂ< fac._htles fcr the t.est:‘_'xg

of solchers nalI A s"xall leberatory had been s°t up at t‘-e Ease

Ccnscr's O“fJ ce in Pd is on 11 Yt.l:,' 1918 under ..he m“ectlon of Captain

| Lucien 'J. Desha, Sen*tary Corps. The first tvo months were s;env :.n

gettmg equicment ‘and in e.cpenmcnta’ work. ® The first vork was done

by Captam Desha and four enllsted ren, but t.ramed chenisis were

_‘necded. Flr.,l. Lleutenznts G. C. Chandlee and D. F. J. Lynch, bOuh

trained m t}n \ashlngton laboretory, sr\ent a veek in the, E-itlsh

Laboratory in London, "and z'tzpov-te"1 for duty at the Base Ce“or" o1 ":.cs

in Paris on 4 November 19_18. On 13 l‘ove bcr 1918 Gezo r.d L‘eu..e':a.n.s

3.
e o
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3 ".from the Tashington laboratory.

i
o
-

X s ; 'The Secret Ink iaborat.orieS ™ : 112

Ps By Danner and Fdﬁard F. Srvder reported to ’che Base Censor di:ectly

~a
JRUSIN

The close relat.lons establ:.shed by the 1hlltary Inte_ligence :
D.wlsion and the branches of the Brlt.ish Postal Censorshm do.ng '
similar work made posslble co].laboratr*n bethe en the Base Censor s
ol 1aboratory and those .Br::.t.lsh ofi‘lces. Lost of the mail exa::ined a_t .

the Parns laboratory vwas fron sold::.er.. in France to corr es;.:ondmt.s ia

\.-

neutral count.rles. : Du.rmg the per:.od of the occupation of Lu.xe ..bourg
. =.and Gormn.y,' several‘ hundred levt.ers froa various divislom of the _
.'.'Amw uere tested each day. When this l:xboravory vas closed on 8 = & .
'.‘Fcbrua.ry 19 9, a tot.l oi‘ 53 658 lettero had been exa:n._ned for secret
':i-.iti.rig. of th’se, h28 rencted in such a mamer as’ to rﬁoun‘s further
._exnm.natlon but onJy o let.ters _were found to contain secr et w .5

- = ek - . . . - . & .
. o . . . . 2 % = v, W

11, atements conceru.n.a the Paris l?boratorj are taken frcz an-
- "Exirzct from Final Report of G-2-D, G. Y. Q., A. E. F., Lay
1, 1919 (s~sxs 311.7, 1919-19L0, Case Ko. 597, 1 Yay 1919.

978 B
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X the stenographc'-s avallable in the Vlar De':artn.eqt buu -soce (:ould not

. .-.. et

CHAPTEZR VI. THE ShC‘RTH AND. su:ssncnun IN eV IC‘RKl .': o et

.

A. Orgfanization and Perscnnel .

"The nced' for éhorthand experté aroce when, in Oc‘..:oberrl‘.317, the .
CJ.phcr Bure‘..u began to rececive from t‘*e Postal Censorship C'c':.'nﬁ ttee

ccrtain documcnts su<pecteo of conta _mng cmhcrs. Sorn'= of these

prc:ved upon exa.nu.n._tzon to be Yldd.l.sh ard Arablc, hhﬂe oth&rs were

_Io\md to be shortbmd notg;. _The lgtue;- were doubtless su...'n.u..ed to, __" _ﬂ_‘_

P R T T Iy -3 073
.

be read. The un.eadsble °horth=nd notes were appe.rently in i'o.-,.gn

. - -
. 1 1) -
2

‘ 'lnnguases, or foreign syste:-zs of shorthmd, or both.

~ To procoss thxs ma..erlal the services of 2._ Frankl:m W. Allen ,'

_viore secured. How 1):. AJ_len vas’ selected i‘or th= tasx is un.f’xo.m, .

the two accounts or the Sucsectlon ‘made by YXajor Ya:d.ey and M, Allen

-

~mere1y state .)xat "recourse vias had to "Mr. F. We Alen." He 7as, hov—

ever, a partnex‘ in Hulse eand Allen, a x.ell-—":roxm fira oi‘ law repcrters,

with main offices at 165 Broadw aj, New Ior!f, and b-arch ofi‘ s in a

1. The-evidence for 211 ststements made in this chanter is to be found
in a semevihat fuller account.prepcred in A=il 1545 by the Historiczl
Unit, Signal ..:ccur*t.y Agency: The Shorthand Subsection of X=-€ 3n
the First Vorld Vlar (1011—1019), and decumnented as IR 50&2. :
fppendix A of IR 5012 is 2 rough draft of peragrepnhs on the Short~ .
hand Subcection vritten in 1919 by lzjcr Hercert 0. Yardley, while.

Appendix B is the same draft as revized oy F. . Allen, chief of
the Subsection. In adc.ltlun to' tnesc tuwo doc.u\on..s, the entire

files of the Subsection wiere utilize %
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R, __The Shorthand Subsection in New York . 14
number of o;thnr r.itics, inclx.ding "lashington. ‘Hulse & Allen vere o 1%

: -off1c1al reporters for the Inters»ate Commerce Ccm:zuss:.on and tte .~

! _Federal Trade Gontni.;s:non. The cholce of L.r. Al_len for this t:ork v.-aS

) . peculiarly fortunat.e, for not only vias he 5uccessfu1 in ha:xﬂing the
3 2 _ . "dlrficult prcblems present.ed to hm as ‘a shorthand ex::e md in

' rccrult:.ng lmgulsts arx:l stenograohers for other muts, but he aISo' ".. '

.'.sel'ved thrc,ughout the war m.thout conpeneatlon c.nd, u:zt_l Lay 1018 . .

' paid out of his ovn pocket a.U. the expenses of hls orgc:uzat..on. He L :“' Y

',.__ Y was, ho:ever, la.er reimbursed for these expend_tures. ‘The ex.,en't

of la-. F‘_cn ] contrlbutlons of tine md rrvn‘*y had by l'ay 1918 bec*::e ‘

LAV PR T R SOOI N TP

: .so gred that he vas rﬂquested Yo orgnnz.ze the r.ork as a 'ﬂ.b-eectlon ) s

' of MI-8, vwhich he consented to do, m.t)*out re—ureratlon, % be_.,:I

' grantcd the status of Chief- of thre Subsecticn as a civilian fcluntce'r,. :

E . 5 I . - . d

and the :‘»afi‘ was s..om in ‘as Govern:nent ennloyecs. This unit is '_: )
,descnbeﬂ- as t.he ea”llest or the subsections formed in  MI-2: since
.J " e 'thc Secr-‘ Ink Laboratory in New York was set up in lNovezder 1917,

‘ th*s Stdm" x\. must refer to the bsginning of werk b_{ U=, A__'Le'l, not
to the fa—..a.l crganl‘.atlon of M2y 1918, . - _
. The earliest dated docu.nbn.. now in the 1‘:_'Les is aldetter of 2é
j ' a2 Decerber3917 (IR h238) from Captain Iardle to Mr, A__er:, but t'né

’ prcli'n_m negotlatlcn., had zpparently been ccmpleted a‘ this t*-ﬂe.
N On 11 Jn]g 19‘9 the Shcrthand Subvect*on czmo to an of*lc_J. end:

b ' . after 8 Fruary 1919 there was no flL..-'tl.mD shorthand expert wieoking

N
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for thc s;a e used by t)*sa Govex nnent t.‘wugh most of the t:l.me there

©

YL : The Shorthand Subsection in New York =~ . 115 :

] f_for )EI—8 ‘but spec:.a. bx:oble:m: v.ere procecsed on an hourb’ bas:.s.
The Shorthund Sub..cct:mn i‘wuct.lunnd :m Hr. A]_len s ovn oi‘f::.ce, . "
whlch at flr*t vas at 165 B"oad'. :ay, but vias moved to the sscond Iloor" .
, ¢ of 244 !..ad:.scn I.‘v;nue- in }ay 1918. No charge vias rade by Lr. Allen -
.'\-.-ere at‘least. t}rce pe'-sons at-\'or!' bes:.oes Hr. ﬁ”en l"lmself. The
Alatter did not anparentlj mal.e the neces..cu'y transcrlptlc':s ln_seli"
he vas px‘obably not. ab'le to read the foreign systems oi‘ shor"bcnd bub -~'

-

he dcserved credlt for or,_,an:.zlng ana direct‘ﬂg the unﬂt.. s ”‘"‘.:: *

A S
”

Mmmee . -
L W

Slx persons viere e'r.nloyed on a fu_l—t:u_n bas:.s, not al'ag's oizul-

5w
. da

P tancou:ly. Th° chlef of these vas Arn._nd B. Co:.,_,ne of P‘u_ladelp._a, ':, e
. who was then so yc_ung th._t. the pros pect of his in..uctn.on in o tle Ar:v -
E -created cc:ns*der.-_ble concern in the unit: Mr. Con.g'ae pe*fo:‘nod the
duules.of exzmincr and class:.fler and also aupear« to Lave acted in
©T M. AlJ en's absence as adndm.stratr.ra assistant. To soms e/‘uer‘v Le
. served. as an :mvestlgc.tor for I.agor t-lcholas Bldc’._e, viho was Chlei‘ of
.a lu_htary Intelll-o"ce um.t at 302 Broadv:a:[: at least he 'r.'a: author- .
izcd to c:u-ry ldentlf-ic':z;tionl card No. 499. Yr. Coigne was on the
Govermuent ‘payx_-oll from ai:cut -21; May _19.18 untdl B.February 191¢...
“Miss ).!ar:}a No;":n:n, a'highl;j t.rusteci enployee in sjaite of her
Gc;man ;:it'ize.nship, ;-.a.s the Gtelze-Schrey German stenggr'aphe'r. She -' 5

worked from about 2l Yay 1918 unt t41 about 11 January 1929, Tn edcition )L

to transcrs. b:.ng the Stolze-—bc‘x. rey p"ob-ems, she also gave a goci rany
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.shorthnnd and lonzuape tosts Lo arplicanls fur pooltizus,

Zosiden Liss Norman, the Uorman staff included &l sona rave tizes

two Ga‘.-clobc:;;er stenasgrathoro, Frans De Xey and Dgur Ziscnhiauer,

i )

uld at, }'ov-u\r'-r, resc 'ln leng with the ualt ..nd .o wltlnn La]y

reclzaccd by Eisenh;_-uur.

For Spanish uh'Jthz.nd thero were two stendirantors, both fpanish

‘subjects, Vincenta M. :x'iel,a end José Re Alvarez. . Horiezs wos able

Seecaa s e 4.

to ermmand the liggoie GAVATT ,:a‘d to any c:‘.c_l intho Lnit; (:‘:1?5 ﬂor
r'.avxth.) in at.d*ticn o t'w. @ porsins, & nuroer ¢f others mrmd i‘mn
“lue Lo t‘L B N an h...nrly basis.

Ths expenses of the Shwrihand cectien were pald in the follow=
ing mam=rt certain of the eaployoes were rald by check recalved
frem ths cffice .of ¥olor Bludle, while cihuar expenses ware jsid in
cazh by Ere Allon, who wes later rciub{z‘x-:zcd Ly Major Hiddle upen

prosentzlicn of zn iece-unt vith eunpynrting vouchors.

Tle total co3t to tLla Governoznt may Sc ol down &0 fullorns

~

Salarics .’:3,5'-5.39
Slar vr:anses 'r"l'."- 3
Te=Zernine chiriies . 1,605,002
i'l=ellnnesus tle vulv l/’ 9) . éo..:')
I erpenses of o o iilen &5 .-.‘_2
.&-3‘-11 h J .V'\')’ ...,lo- }

o IZEN2, pe 7 ond e pendixes C, D, 4ard T
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: -_ '-experts, and sz.rned by the L‘:u-ectcr of )'zlit....ry Intella.genc Several 3

" 3 October 1919, S T R B & T s

* since the envelope:_.were uot preserved. To judge freca the sizs of

¢ ol

¥r, Allen himself w._s not the cnly person who gave voluntaraly

' of hls t:lme and energ_y to the success of th° \‘or}c. Let rs of appra—

cnation vere prepared for ten persons, mostly prominent sho*thar.:‘l

1. A

’ O

other persons, .:ho, for unk‘noxm rea.sons, u:.d not receive letters of

'apprecmtlon, made ';.mler contr*bu‘;zons to the ‘7or"’ }.(.r'. Alle'x was

(]
.

‘himeelf thanked :m 2 personel Jetter s:."ned by Secretary ..alfer, dated

o ke D
T . . gt e

The secur:.ty of" the Shorthand Suosect:.on, ex.stirxg as it dld, in

New York C_ty, rerﬂte fron the iar Depcl‘t.l‘ent, vas 1:'e1 auive_j neg,.ec..ed.

No dOCMu vias ever nar"ed SJ‘RET and few vere mz *ked Pr.“SC“-.L A_ZD

-,

; CO ‘FID.&IIAL. Ro specn.a.l nullt.ury channels for com mnlcetlon beu..ee'x
New Yorkand ‘ias hmgecn seem to have exi te:l as the regt.l ma‘"s were

) -hsed_. ".."::ther the nore mportant docun ents vere rcgls»ered is ‘unknova,

i Ny
s

the telesmone bills, commn;‘catien of this typev must lzve been frec;uent.
}.’:._Allen rcgularly s;aned himself' as "Oflicial Repci-te:-, Sl.mor'chend
Subsectm, 1.1..1t=1‘y Intel.lrence, Gene“al Stafg," a.."d his let ters 'co )
..ashinntm adw: ays bo*e the .mi‘ormat:.on that his correspondents vwere

’

also a's'mziated vith Military Intelligence actlv:.ty. He seat out mach, ~

: correspoxnnce vhich m:Lght presu:nzbl) be read by enemy a.la.ens-—so e of

it wanH_ even these ci:-culars i'runl:ly divulgzed his of ficial pﬁsitien.

e
r"|-." | .") f g

s

S
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B.. The Shcrth:md F'woblem IR T S
The Prlmary t‘.s}' of the unit, a.nd the only ona which engaged the‘ B

attcnt).on of most. of the persorxs on the }Q-S payro.l was the ;:'oces-: -

: "smg of slnruhand cocumants. The exo-»rt l-:nowledge of the stafl .. .

probably solvcd zrarxy of t.he problcms encﬂuntercd v t.hou.. zr.':re t.ram:mg‘

- f,han they po sessed au th° outsnt but it vias well’ un:erstood that 1n e

the trafflc studlod there fou"d be - reuresen..ed ma:;y deLerept systu

of shorthnnd and among the ;e not ;;nly the vell-"ecobnlzed srsters such’

-as Gabelsﬁerger gnd otolze-{:chrey in Gzrian, bqt zlso obscure sy- s :

é E u:sed by-cnliv '-a Lew p‘eople.' The first i:r;:blem vi2.3 tharéi‘ore the' pi-e; an
. i . i

paratmn of an adequ..t.e blbllograbhy on the subject of shortrund v.:.t.h

.~ the ultizate crcatlon oi‘ as la.rge a sh:rth?ﬂd l*br Ty 2s posuble.

.

'I;ecordingly, l::.sts cf special shor‘ hmld l_brar.:.ﬂs vere obtal ':nd mng.
) otI’P'x"s-b'oo}'s on forel‘_,n syst.ens of short.hand in the Cﬂlcago Public
B I.J.braxf, the New York Public Library ( Zeale Collect'\on), the
Gabe" si:e"ger Qhorthcnd Sceiety of New Vorl' the Ph::')og_ aph:.r‘ Ir‘sultt..,e,
Cmcir:atl, thﬂ John Crerar Libr ary i:x C)ucaro, and t"x" l...c zries of
““certzin experts. Fro:n these sot.. ces,’ ::mc. probably others :*-.l- -,. tyvo

card ﬁlcs were px cpared:

2. Blbliogr.\phy of foreign shorthand tcxtbool's and n...nuals in
- & publlc and. prlv& ite libraries in the United Shaues, and °

T b B;bhorraphy of Lm—llsh shorthand publicatione in li:;ra*-les
- in the United States. .

=

| Y
j_l'\)
i
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“Agency. In Februdry 1945 thore vere 115 t:.‘le.., ﬂh...Ch could he

languages.’

) ¥I. .- The Shorthanci Subsection in Néw York - - - 19

_ Nclthcr of these two c.,rd flles {s now avan_lable, but the 11bra"y _-

which nas collect.ed for use by the expert.s in the St.bsectlon baca:s

-“Lhe propcrty of the ..:13331 Intellizence Service at 1ts fomdation m

1930- It i'orm the nuclous of the son'er; lnt l‘.rner collect:.on used since

defmltﬂly traced to the Shcrtl‘and Suboectlon lerary, of huch at

. " “least thlrty—two tlt es. came fro'ﬁ the llbrary of the C.—_b°lsberger
. Shorth:md Sociehy. These hcd been ootamed, ap;arently witheut pa;,'-

men';., thrbuéh t'he ki_r:dness' of the’ prcsiéént of ‘the ssociety, LCr, Fudoll '

'To'nbo, and the secretary, Yirs Jabob Co-'ro‘ter.

.

The collect:.un ‘28 flnally buﬂ"’c up by tna Shortbmd Qubsectlon

can be classlfled in the folloam" vay:
a. Engli sh-and lu'xerlcan s;,'ste'-xs .of shorthand;
b.  Gabelsberger sherthand; 5 &
c. Stolze-3chrey siiarthand;
d. Various othar foreign shurthﬂnd systens; :
e.. Masterpieces of Gersan literature transcribed in shorthend.

kmong the foreign systems represented are some in French, Scanish,

Italian, Hungarian, Turkish, modern Greek, and the southern Slavic

-~

-

Using this material as fest as.it was obtained the' shcrthand -
experts p*eoared churts of the chlcf ches dct.ew.s..lcs of each known

system. A total of 54 di fi‘e:‘ent. syste:ns was ultmately, includec,

.
]

-February 19L3 by t.hc- Spac:.al Bxam.mt:.on Um.t of the Si -m.l Secur:..y

»
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on the basls of these cheu ts to 1dent1fy the system m.th those already cen
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Yhen a shor*hand docunent vias received for study, an att.erot. was made :

known to the expcrts. In solre cases, hovever, no success could be

thc docu.mcnt. to any experts not on the stai‘i‘ '\.hose lmouledge xught be

. '. obt.aimd by thls metl: od and \.hen Mr. Allen \xould send photosuats of

,presxmed to cover the systems used in t.ho docuncnts in aLest:Lon. :.'hen

'ch.xs source also Ialled the shorthand nctes vould be s..udied b the

e>q=erts preclsely as 11‘ they were de".l:u* w'-.th c1p’1e“ . Frequency

wwth sm;lar frequonc_; test.s oi‘ kown s:sten-.s.

?’eekly progress reports were suh'm Lted from IU. June 1918 to

-

‘ pletely unl:no.m to t.he stafi’. :

’ studles would be nzde oi‘ the characLers in the doc'.ment and mmo red

' poss:.ble to tra.nscrlbe t.he text of sho'-tb_nd notes in syste-ms com~

In thls viay 1t vas

T

'

20 Janua:y 1919 and are stlll e:d:mt in R A387. A toal oi‘ 76

ouestloned docr."lcnts came to the .u“se"tlon frem the follcnmg sources:

Ca
b.

d.

€.

1'_1-8 in % ashmfton L6 problerns,

The Eomcutive Postal Ceosors‘up Co: --11 tee in New Iork 22

problcms 5
The Bureau of Inv cstlgatlon, IepartNOnt of Just

‘The Office of lajcr Diddle in MNew Yeork: 4 probi exs
Other sources:' 2 problems.

proble..s ,

. Upon l*ecel1 t 2 dcc.m.:n vas «t once studied by a meaber ci‘ the -

" staff and a report was fc'r\ardcd by I'r. AMlen at the earlle

date, giving the\i‘ol].owlng facts:

possible

NNtk
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VI. The Shorthand Subsection in few 1orx
2 a.. The languare used; .
. - . b.. The shorthond s;ﬁtcm uscd; - @

y "

" hCe
4dh, =

The Iollowing docuncnts unre 18 ﬂcmved from MI-2

OW RN oWnE
Vvuvvvvvv

o B

(28)
29)
30)

(31)

(32)

(33)

(34)

(35)

(36)

37

A transcription in the original 1..nguage,
An Enghsh trunslctluxx of the text.

- The
Tne
The

Franc1:ca Martin uot.e (IW 1,238)
Teresita letter (IR 4238) .
Castellanos letter (IR 4268)

. Unknovar problem (IR L176G)

The

Brothcér Anteonio cor: cmcndcvce (IR 1,194)

Unkaiovin German problem (1K 4191)

The
The
,The

"*The

The
The
"The
The
The
The
.The
The
The
The
.The

Cenoveva—Chita letter (IR 4263)

Jchn F. Jazes letier (IR 1,252)

Arthur de Villers notebooks (IR L255)
¥aria Rcblos Leon notes (IR 4171). ...
N. Grayson papers (IR 4163)

Felix Conde letter (IR 1199 ard IR L252)
Fabela papers (IR 11g€3) :

Hay Inderscn letter. (1R L2£7)

Jos= Ibarra Sanchesn (IR 4271)

Bouilla letter (IP L1a2)

Feorle'!s Ccuncil Corre..,:ondc'ice.(IR 4,263)

Hermamn Lange notes (I n27L)
Miss Z. Jacobs letter (IR 4251)
Reyes 0 letter (IR 4257) .
Gallaga letter (IR 4231)

- (IR 4196) ;. s

Papers from the German Legation at Stockhelm (IR L2)O)

The

The

The
The
The
. The
The
The
The
Tho
The
The
The
The

Faul E. Hernencdez 1ett°r (I7.4,259)
Matthews Kiernan notes (IR 4279)
Hernandez letter (I £173)

Grand “uPlCS notes (IR 417¢€)

Ernest Eichenberg notes (IR 4190)
Alejendro Finco letter (IR L267)

Luiz Valenzuela letter (IR 4236)
Rodricuez-Villalobos notes (IR 424,0) -
Cota lotter (TR 4195) :
Pravo letter (IR 4181) ’

Josefina Valarde case (IR 14,239)

sesus Corteés letter (1G-2 No. 10110-656) °
Mirs. lioliie-Frico Cook letter (IR 42CO)
Zurita letter (IR 4150)

in Washington:

The: notes of Licutenant Ccitmznder Coulmen of the "Planet"

"

a'ray
.,

e 124
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L T

(38) ' The Rodrigiez-Villareal letter (IR 4150)° - " iy g

(39) The Gretchen Jander letter (IR Ll?O) : : Wiy Tm

(L0) The Margrit lotter (IR K176) . ‘o _ Jw et £

(711). The Juan Janez letter (IR 4150) - . aa B it oy
"(/2)" The G. Nallemon notes (IR £4150) . e el Wl eY

. (43) The Lollie letter (Ir 1159) - § * v m ow., o §hs TN S

i (Id;) Feur \1ords of ghorthand (IR 4150) ’ Gk AE O Y,

sfavk haian

Aadoat a2

Boxt of these problems produced only nef-at.a.ve results: pereens

» .

‘ suspected oi‘ Sk 1c1t comnunizations were often exonerated when t‘xe shorfr- '-‘

LTI [ TP | Ly o e v

hand notes vihich «.hcy had n*ltten could be read. In e few cases, how-—

Q - Pver, theen cnce shm ed that t)w vriters had been erga.ged in c:unstion—
'able practlces St REL Y e »e e’ inos o be ene:q 2gents, and

. ’ - . ™ . : A

- the transcrxptlon of the not.es proved valusble to the authqrities who

tate 0o
‘

L

L4 * . « o
F WE - - S %
w g . : i

e were mvestlgatlng the cases. ' ¥ ¥ ? ey T RegloweT

. eneat

-y P

bt tae e sl kel dig

" Cne of the latter cases was that of the Peopie’s Counedl co
respcndence (No. 17). " This problem orll.,ma..ed m.th the I.n..el_lgen*e
) Offa,cer of the ‘.es\.c'-n De,.artn.ent on 8 June 1918 and vas s.::au.ued to _'

Mr. A]_len -on: lh Tune 1918. It cons st.ed cf three shor‘thanc natehocks

1a
.
’

phot.ogr;rhed by Ig’}atlus }cCaerthy, spec;al agent of the De,ar‘tme:zt. of

" Labor, v con the nlg,ht. ‘of 6 June b SCalt ga..ned access to t}s offices’

(T UF W TP P TR Y
.

of the Feople 's Council in the Feéxcroft Building, San Francisco., and

PUTPE R VY 1Y

seized tke three nofebooks and olher pepex_,. .'I'hcy were“the propsrtzy .

£ Bais

of Blum Zalaznelk, alr’s Bluma Krduse, then under secret indictnment;

but littde is I:nom of these nntes. L’r. Allen wrote to Cao..a.m

".
-

Yarﬂley In Paris cn 30 nugust. 1018 (IR L1L9) thut the problea would

. & prcduce about L4CO pages vhen con:leted. The documeris thenselves s-e
‘T O issing
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A second case subn*tt&.d 3 Septen'ber 1018 \"'nlch was of consn.der-.' ) 'r

b able 1ntcrest becau.,e a Germen Naval Oi‘flcer vas 1rwolved, vias that : ..’
. pv-csented in the notebook taken from Llﬂutenant C:mrr.'mdor Coulman of r "
the "Planet B But t.he notes con:u.sted merely of records of Coulma.n s 2’
-reudlng, tha plan of ean orlgmal short st;ry, _some materisl on rellg-
' ] -ous matters and CouJJnan‘s opn.m.ons on society and the var. etk ":
The office of the Postal Censorsh*p Co'rm.ttee, also called the ) ",,'i'
Executive Postal Censorship Co"mittce, was locat.ed at 641 l-ashmg‘ton L E '
..:trect. “New Yor}’ City. Cn dut.y in t.m.s off:.ce vias Ce_ptam Bﬂnja.fn.n - :

. .N.-Day, who forwarded twenty-tvo shorthana dccummts to }ur-. J‘J.len, as .:. ‘
-.fo.llo-.'."s:_. A L= -_ S . “!P
) b (1) - The'.};’oun‘t Hersen School-case (® 1249) N ' < 5 :";'._: "'“’
(2). The Gertrude Fox note (IR 4256) . L e

"(3) The luisa Sznchez notes (IR 4243) i T

- (4) The "J. G." note to José Herrerz (I® h256) b ’ *‘ ;-_

- >

LAY PR TR R P R LR S T

. (5) The Tully-Lozano ‘card (IR 4262 and IR 4243) ok, A8

(6) The C. F. de la Reguera notes (IR 4243). g
A7) The Frank P. Lucey notes (IR #243) . 2N &
. (8) The A. Czballerc notes (I“4256) -

(9) The P. K. “'11son notes (IR 4243) . BT e e
(10) The Lamentin Letter (IR 4286) . ) . LR ¢
(11) The Eeil letter (IR A1E8L) > w X
(12) 'The GarzizGonzalez lettier (IR LZQL,) g 8 oS,
(13) The Lanzraack letters (R 1172) ' I L
(14). The Veizhart letter (IR 4175) . " . e o
(15) The Bricailla Lettss (IR L253) a -
(16) " The Romero letter (IR L186) S R
{17) The Juan Fernendez letter (IR £174) ’ : e s g

- (18) The Eerliavsicy letters (IR L193) . A T
(19) The Bermardo Fago Canido letter (TR 4157) e

(20) The Vincentico P. /fsuayo letter (IR 41€5)
(21) The 7. R. Grace coamericzl letter (IR 4235)
(2) The Grulter letter (IR 1,233)

- o g

il

124
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V1. The Shorthand Subsection-in New York = -_ %
agds & Of ‘these the ount Hennan gase was :mportant (though the results 2 ‘;

'nere negative), because in t}e perlod before the har the School had
| L e, ;:A:.

e'nployed t.zo Gerr"ans who disappea.red at the outset of hosti.ities. .

. ‘The note to Jose Hcrrera may have been .,ent by a rwan engaged in .

-

espionage, but the transcription led to nothing." The Langraack
. letters, scnt by a Gcrman m Lima to his brother in l’e'/.ico, showed - .
clearly hostile J.ntent though probebly no subversive act:w;.y.

The cace of- tm Juan Fernmdez 1etter is dii‘ferent. This proble:n vias

- .

submtted on 26 Augu.t 1918 "the reoort is” dated three dr—ws latér.”

~ e . =
£

~ The 1etter vas s;gned "P" ‘and adaressed to a post ~office in Ca.':areez, g

Cuba. "P"_ wrote in Spanish, us:.ng the "‘""ti system. He a;:;:c:-;:s to

:-_. .hav.e been a pa.ci.fist, laments the draf.ting of his friend, and spezks

j .
1 ~

hopefully of German victory.

-

'I‘r:o documents, neither of much interest, vere submitted by ths ..
Burcau of Inyestigation, Depert.ne..t o:t: Justice.

- ’ (1) The John Rinder czse (IR 4265)
it - (2) The letter frem the Geraan mother (IR L<L7)

Somexh=t more significant vicre Lhe problers éub:r...tted by !ajer Biddle's
. ¥ . " . » a & 5 2

office: . .

s 088 s .
PP PPTRITIR T S N T PR L VEPIE L SN US| WP

(1) The Victor ieiss nate (IR 4390) . ) ' . s
’ ~.(2) The letter to Count Bernstorff (IR 4155) I Y
- (3) The Edmund Vater alias Edmund 'alter pzpers (IR 4237) g
- ' (4) The Pan-imerican Supply Coep‘.ny letters (IR 4155)

I\'Ieiss. had 2’ criminal record ard ¥as being held on charges ef bligeh="

> &

rail by the Mew York p:lic‘e. His notebook proved conclusively.tihzt

0 O _he had been’ engaged - in espionage activity. The letter to Count von

i
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Bernstorff vas of :unportance only beedine the adcressee was.well known:

. . it proved merely to be a greetmg.: Edaund Vater was an itinerant peddle

’ who may have pce_n encagt.d in espionage. The Pan-,:erican Supply CO‘JFd\Y

“tec S g *3

, i 'le\‘:ters were unim{nort.nnt. . 5 ‘., . .

C. .Hocruitlnv for UI=2 S i I

Duriing lay 1918 Jr. Allen had Seen .,uccessful in recruiting ehort—

hand experts for his S\wscction and it vas doubtless this succees that

P Ty ;“-a
P = .

- -led Captain Yardley to ask hz.'n on 4 June 1918 t.o e\‘tend hls rec*'uitmo .

_ to otI.er fields, timately, ,rccru_tlr}g mvolved the sqpply oi‘.

. &.. Linguists for }I-2; i L ) -
b. ‘Army Field Clerks for France; ) o % Mo gt N
c. Army Ficld Clerks for Lhe Sibe eriun exp°d1tlon. K

1
;The' first request{ was for thrce experts who cowld think in Germzan,
vere willing to wcrk for ;lI.OO a year, and ‘were above draft age. A , ’ !

veek later a simitar call was mace for three persons

e e e .

U1t imately, Mr) Allen stated3

that he ha.d supplied s.7 c""ptog*ar:hevs to MI-3., The names of only

3. IR 5042: -appendix 3.

e Tl
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‘; i‘ou.r are known, Uisses’ luu'ca Ihomao, Dorothoa E. Jachens, Ruth ¥i11lson, ¥
. * ‘e
E- and inne B Carter. He also nentions having suuphed t..elve candidates o
‘j ~for cc'mj.sslons, of vihom the names of ten only ere known! F§ . {';. ,"1'
b . Captams ) . 'Fo B. Lunuiens . : . L e
& ¢ _ Rotert H. Maivin L ’ g Cat e e
q = . PP s . Herbert S. Spencer : T 2
; = ' . ‘- : : - . s '.(
b Licutenants H. G. Campagnoli % 3 @ = ¥ B ot
E _ 5 . Eugene Jackson _ = - ) ol e
h # """ Robert H. Keener ) R, 'O a g rn S
KR . A .+« «". Charles G. Montross . . e e L T I,
_._i. "+ I.<" John S. Norris.. e . B i SR
o 4 g vt MO0 Skinner 1 e o T gt
2 : Austin Vi, lorks o 6 g il S e
3 . . : . . @ e e g
- Al e ‘e
N On 17 June 1918 Ganc “‘ Pershlng reqnested in cableg,ram Ko 1323 s
H - Q . "flftecn stenol;rcrhers ccmpetent to take dovn exw.motlons of Gerzan —"'.
; : . . prisoners." In the course of events, this request vias referred for >
¢ - action to Mr. Alen by the Chief, lMilitary Im:ellirc'lce Brench.. M. 2
) '.Al.len had no success in gottlng any candldat.es i'rom the Co. mittee on k&

of Personnel in the Army. He accordingly wrote a

g C;.asslflcatlons _
large nurmber of letters. to represéntativé persons in the law reportj- .

ing p'rrofession, conculted emplcyinet agencies ¥mevm to fiznish Cerman

Lionadel

stenographers for co'n.'o"c.lal and legsl parposes, end even advertised
) ;

8 ~ . - . . - .
) in German-American newspapers. As_the replies were received, each -

sugzestion viai followed to its couclusion, and.each person to whom

1r. /Qlen vwrote 1as asked to make recomnendations in turn.

was that a very large number of persons was enlisted in the search,

The result
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ard a census of German stenographers ¥as compiled. This ‘census con-

tamed the names of approx.mately L00 stenographe-s writing Geman .

syjstems oi‘ shorthund. A dlfflculty vshich plagued the Search was the

faéf..that, at first, only natlve—born Mrericans were eligible, but-

.

. this requirement vas later relaxed and naturalized citizens could be

"' appointed.

How marv stenogranhers ‘r‘ere ultmate cbt,ai.ned is not known but

the followmv vere sent o France. ,,-.'._,.' Sl = =
Jacob-Ble:threu ] l " Seymour F. le3ell
John-¥, Greb . -, " "+« . °" Frank H. Lomer
- Arthur Hurtig _ ; . Otto A. Nilbzuer

- Apout 15 Auﬁ‘ust 1918 a spcciai call was received to supmy 't.r.-.:-

persons qualified feor appointmexrt as ’u‘my Fle;d Clc*r's to serve 22

stenogra;.hers with the Merican E.cpcdltlonary 1"orces in Siteria. Two

'm°n nere located on three days notlce, but the nam= of on.y one of -

these is kno.m, chry H. t'erblow,
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CHAFTER VII. CODE cés.wmmofx IN FRANCE'

Al Introductinn

In the sur::er of 1917, when’ tbe flrsh un:Lts of the Arerican Ibqaedv

L itlonary Forces arrived 1n Fran.-, only three e.uthor:...ed cryptog;raphlc

-

. ' systems viere avallable. -Tha firet was the large code dcsignod for

* - administrative tele"raphic correspondcrice,'the ar Derartment Tele-

"granh Code 1015, but in adcit:.on to the insccure features of this

-

g The second w s the well-}mor.'n Vleennre c:Lpher system (with 1~ep°titive "‘_'
. kcys and reve*sed standurd athab°ts), the reans employed was a o

. simple ce_luloid device ca..led the Arzy” Cipher Disk. ~The tha. rd na;s g
: a I:.e’d cipher system c2)lled the Playfa r Cipher, copied frem tba .

ABrltJ.sh_c.;pher of the sare nare, l'cg.sured by ths stendards of l9u.,

.(:ode, it was not adapted for rapn.d and efflclcnt tactical operatlons.

the Ame‘x"ic'an Expedit.ipna.ry Forces vere 'cryptographica_uy unprepared.

‘The Brtitish &nd Prench allies vwere, moreover, very reluctant, for -

.

‘caticns sec:t*rity.‘.'2 By 11 Hovesber 1918, l"aox-:évcr, the American

L 4

_obvious reasons, to divulge their herd—earned inforration on communi-

1. See Volume Cne, pp. 110-114, for a hcscripticn’ of this code which '

~ in addition to being onc—part, had, as was later learned, been
: compromred. ¢

2. This was in France. Thc insccurity of the Yar Decarimert Tele-

prarh Code 1915 was so great thot they did reveal its unsetis-

factory nature to the aut}orit;es in ‘as‘x’ngton. See sbceve, Pp.

.28 ff.

~128 - °°
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. cryptographic rethoda}
i
‘ ciphers for v artim-e corrnunicatzons. The first was the augoented use .
of. wi.re. c°m:nunica?ion following the’ great:'inventions of ths ninotecnth |

'ccntury.. The sccond faétor -was ‘tre greater mbility of tactics made

1 ~_Code Cemoilation in'France . ° A |

'anaeditionary f’érc.es had caught.up ari:l ev'en, in some .cases, sx:u'pas-

sed the other Allies, so th.-_t the latter were even adopting luaerican
| o

" Four important factors led, to the incrcased use of coces and - i

- o

poss:.ble by ma.rv :mventions in the field of trc.nsportat).on and the con-—- ’
sequﬂnt increa.;e of sPeed of co..mmnlcations "made 'necessary theraby'..
The inventlon of the rndio ‘end its sp°edy adoptlon as a military aid P

~vias the thlrd factor. Thls creoted one problen, t.he dang,er of radio

" inte rception, and solved another, the great dLand for ure fer= erly

used so nuch in telcgmphzc cozrunications.. Thc fourth Tactor ves the
in\'entlon and dcvelcpmﬂnt or alrcraft ard the speedy adaptation of a
craft to military operat:.ons.“ - e ‘

. Cryptographic -systems in the American Expeditionary Forces

. 'e'nbraccd three forms: manual cipl.ers, cipher deviccs, and codes,

"both uncncipnered and encirhered. The United States Ar'v C...pher

."Disk was the only c:.ph°r dov:Lce lmovm to the funcrican E>oediticrary

e Forces.' This device, though taught at the Arncy Slgnal School in the

3. VWillian F. Friedmun, fmerican firay Field Ccdes in the /xzerican
Expeditionary Forces during the First Vorld Y.ar (United States.
Covernment Frinting Office: ‘ashington, 1942), p. l. ..

L. ‘Ibid., Fp. 2-3.

(32
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. _Arifan ‘8 Itionry Forces, was never Us-d in France. The ’>Iay
-] - £ fair tlpher elso taught a'f th S|gnal School, \"as not ver secure.
?; Prior to l9lh the 111gh~st }raduuart.ers Ond the headqu rers staffe - - g
g :
1- ; ~in tle urted Stltcs A.m had alono en;lol-d cee systems in cox~ R
.4' ¥ ; L : ° - = ! :.
A . munications. In the field certni disadvantares in the use of a codo - -
i : system \icre encountered First. there vies t.he dlfflcuty of COIpl - .
'-_:i_ e = ig ard reprodu0lg codes by fi" Id forces under field condltlons .
3 “i@ ; ;? :
1 . SeTondl thibe was the IZIDbIem of the proper dlstrlbutlon of coples 2 N
;1 R A R . - -’ D_>
¥ whi=" -had to be sen to rany. —'idely".Dcattered orgaizatiold. Thi.., "3.4
-.'; = JF : L ) = : . " ® e _'?
: ‘there nas the wrtter of the proper safeguadiig and accouting fd;' &
o . i ? ‘ e R 5.
-theDe'copies.5 ’ ; , R ¥ : ) A
- . . = . 3 . - i . X - i bl . . . .‘.‘-

) i R

Y @I@U

al'ah LR DR o

. silnl Officer to the Sectetarj{ of lia 1919.

. ' 'to duty at General lieaduat(rs,

A Daptaln (I'o] ard R. Bares), thres second lieutenans, ad one :'.

corpral ccIpri; ed the Code Compllatlon ScOtion org"nized in Decec - ® .

ThD uit wal a Signn Corps orga::ization ‘an:l a short account

1917.
of its work appea;D 'as Chapter XXXIII in the Peoort of the Chief

.*

& =

They Viere assigned
Llericon E=editionay Forces,
nnd at once set to T.ork CCop m ﬁ& for field use emall codes-theh.

O&.ed "trench codes®.6. - . . @ W T .

Ivid., pp. 3-5. - .

5.
6. Ibid., p. 9; Howan R. B3ncl, Renrt of C:de Com: Bation Seciion
. Genc m— Headrmnrtc::s, AI]ric.n Exieditionary Fforces, DEconbe! 1S17v-

tates Goverrdent Print m Office, vashington,

Novenber 1918, (U“Atcd
1935), p. 2. :
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VII. i ' Code Comuilatiou in Frence . R iy 8

’ Ha:bord, Chief of Staff and Eenjanin Al\oxd, Adjutant General, and

" Two oppoping‘pa es were taken together to form a cr; -ptégranhic paée, -

'] B, The°American.Trehch Ccde

The Americﬁn Trench Cor‘o7 was a sectional one—part code, uslng

-groups of three letters or fbur digits, It vies 1ssued $n'1918 by Cc”—

mand of Gennral John J. Pershing, signed by Brlgadler General James G. '

was printed in t e Adjut ant Genc al's Printing Office, France.

[

Thls code, deszgned to be dlstrlbuted as far doxn as and includ- ‘ N

 —-

e

“ing corpanies actually in the llne, was printed 1n a breast-pocbet,
paper—bound, edltion, about L-1/2 by 7 inchcs in size. The code was
printed in an edition et ¥, OOO coplns, but never actual 4 }ed:hcd the
front line, because the danger of captu;e was con51dercd too great, .
Its loviest point of ectual usé vas thcrefore reg;:ental heaccuarters. s,
The code book consisted of 32 pages of code_g:oups, ruzbered 4 . S

through 35, with 6ne.page of instructions for the use of these grougs.

-each containing space for 120 groups. Th= size of t“e code Vas there-

. fore 1,600.grbups. Five blanks at the end were prepared for zddenda.

* The line symbols vere the dinomic scquence 01 to 00. Paralleling ths .

tvo—digit code groups down the pare were tuo—letter line s;rbols of
voviol-consonant form (J, 0 trd X were omitted and the digrezhs AH and

OH vere omitted a’so), cuylng exactly 1CO dij raphs to correscond to the

7. Friedman, on. cit., pp. 9, 132-139; Barnes, on. cit., po. 2-6; The
An°rican Trench Code (The idjutant General's Frinting Office, 1913)

-3“%*;5"?‘
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“to form code groups, either digits'or letters, bty prefixing the page
_ symdols to the line symbols. In this way digit code groups’ would
“range from 1%00 to 2700 inclusive, while letter groups would range

$ alphabetha.]_y {rom. BAB to 2YZ, no J, 0, or X ever appearing,

dlnomes, a few decunals, and the days oi‘ the ree‘c ard months, a -'ell."-‘:‘ -:

as 2 fen frequﬂnt abbrevmtlons. Then, bcgi.m..ng uth code group 32

" hamd’ marsmrof each pag. near the bottom, four lines contairing the .

P R TR . N
= .
. @ .
. 2 .

" -following:

. R s s e Plleanie P

VII-'_ ' ) Code Conailati';n in France ' g By 132

*. "200 dinomes. At the top of eadh double page 2 peared the page
.‘symbole, vhich were either tvo digit.a or single let.t.era. The digit

. page s:,mools r:mged from 12 to 27, the letter page evmbols being all

consonants (H, J, 9 and X vere omitted). Tho - code c.lerk "'33 ex_pected‘ L by

The first 131 plam equivalents prov1ded for the hundred ‘plain ._

-

on page 13~C (the plain equivalen.. ‘of which was A,) ~the plain equiva-
lents b'rogressed in alrhabetical sequence tﬁrox;ghout the remainder of . -
_the code book i. e. the code was one-part and sectioral. e

Starting ni.th the secorﬂ page (6—7) there appe._red in the r:.;.nb-

—ing-—2999---LYW . . .° g " E ol
¢ ——]ly—2033—1MNUZ - ) F o« W
_-ment—'--2lZl—-E'::G : -

Theso are t.he most commonly uocd prefixes and suffixes which dthough _— .
they arpeared in- thon- proper places alphabetically were elso rc“eeted

on the mrgin of each poge Yo SV Dikie Al hunting for them. A

135 .
143
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,

In case a phrnse was’ used several times in the saue message,
dlfferent code vords were to be chosen each time, and, plag p0551ble,

X the phrase vias broken up mto sepa:-ate yov-ds. .'hen nu:\._c"s nere

.~

sent in the clear, they vere elways to be pz-eCeded by the figu.res

237Q_or.the. letters RUF, a cods group meaning "Reed next (follow*.ng)-.';
" group in élear".-_ The:l o'ss_ of a code tfoo}‘c was to be reported by | :’. E -'.<.4;
number at on;é thx:ohg-}_x ni.‘.l.lit;ry ch.ar.:lels to Ge;'feré.l Heédquarte_rs, ey

-3l Fmerican Ext;edit.iondry Forces:. Tho code group 1592 — FYu stood‘

=8 for "Code lost (memorize group)" c T et _ . 2 T, N &t ,
| . e er the cede were enployed ranoal,.habetic encip‘:e:':.en. tables— F
i O " 30 different tables were iSSued. Such a ‘table ‘was preparad on a .

separato ca'd then cal1 ed a "dlstortion table", \fthh accc-*oa.nied

j W r ‘each copy of The Amsrican Trench Code, but was no_t printed in the .

: , 3 . code book, .,A'dd.it.ional security was .effected in this x::ame'é', becaus:e )

j . - the ._d‘istorted alohabet viould be frcq;.xe-ntly changed. Figure 5 sl';ov:s'.'

: ' ) 5 the appearance of the card. - - = . 3
i- - . The effcct of the use.of such a table was sn._l_l, smce al) that

; . ‘was involved was monoalp*‘abetlc substitutlon.' The ene..y cryp.cnalvs. .

was expected not to recognize the code group FAG when he saw it in

-

the distorted fcrm CBZ, but since all plain éode groups had the i'orm

e s i el

of consonant-vowel-ccusonant, such a group vould at once ceuse hin to

’

” : 8. Friedman, or. cit., p. 142; Bames, oo. cit., -p. b

o~ 1
0

. -
.-
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.
.

1. .
Bl :office'to which itsreturn is*ordered. S . ST p—

Aial. wdChs
.

2.

THIS TASLE MUST NOT.FALL INTO THE HANDS

" OF 'r}t;s E?EL'I
Ii‘ destroyed to p:-event capt'.u-e, report mll be made to the

Thls table wm be used from 3 a.m. o-o--o:-o.oo.-o-...-..o :
t°3 a.m- .I.ll..ll.ll.....l., after Yo'hiCh it “m bO retuned

'in..se.aled On‘!elope to....-._..c;l.....;......’0..0.'000.0.00006

", " ENCIPHEIR

" ABGDEFGHIKLMNOPRSTUVWYZ
gkhw'aozntfiljbes.rdpcvum
-~ .. DECIPHR_

L] .
L] . -
. . -

'.abcdefghlklmnoprstuvaz

13-a o e - ™ e

L S
-
.

= ..‘?_1 N

’ EOVTP_KACLBMZHFUSRI?'-'«’_DNG
xey .Tloi.'.do-o.oao-uo--ooo---oou.‘.oc.o -_.'
SeI'Vice message--oooooa--ao--oa.l = .
Privatec messagCieceescetcocctacee
" Figure S
)
Id i
' gy S
J

i U).‘ .
C 2
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VII. ; _° . Code Compilation in Frence . « 235

;ﬁspect that 8 Uifferent code was involved, 'ﬁy'separating the

-:’intercepted traffic into the consonani~7owel-consonant type and

_ the othe;fréssages,-code reconstructicn could progfess on the basis _f" 4

tof nnénciphered_bodp.. If in some way, the remaining traffic could.

s -

be sorted into hcmoééhcous pileé; they also were material for un—

"_chciphered code reépnstructién. The;usg of a."Distortion T?bie"

amounted_pnly'to tﬁe issﬁancé of a new ccde with the same plain-

: nlthln the “volums of uncnciphercd traiflc. A S N

equivalehta:, 1t did not cut down frequencies hzthin messaces or , B8

PhysiCal securzty of the ccde book vias prcv;c=d fo in the n.nth

" . and e’ewcnth 1nst-ucticn3 fcr ua*ng the code (pube 3), nhc-e tta bua“—'-'.i

" . ing of all papers uced for en~oding and decoding the mescaze vas or;er-';:

¢d, and dlrnctlon is glven that subord;natcs vere to be informed where

the code vas being carried 50 as to save it in en. emergency. The

e tenth instruction states: "Your eec:ct instructions for this code

must alweys be used in connccticn with it." Nelthcr a copy of these

“‘secret instructicns nor the dis torticn tables nthh =ccc~“an_ed the

- coce are available. The copy availablq is mzriied with the notgtion

by Mr. William F.-Friedman (l°2l) thzt tle Amsricon Trench éode was

issued about March 191€ but was. l_m;diate_y rocal]ed 2s too easy to. .

_eolve. With thls judgwcnt, posterity can only conCur.

.
ALE
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. - . The Front Linc Code, 9 a seétional, one;part cde, using a two-

T letter group, was 1ssued by General Hesdquarters, Azer ican "Expedi- .

'-_distributed for emergency use dovn to ccmpanies. This code and the
Amerlcan Trench Code pxobabl} did not rcnmin in force 1onbc. than.

" trwo ncntbs, and there is & possiblllty thﬂt tre) “were never uged

» Code. - i .: = ) 5 LA " = .'_ -‘x'_.f -’ M o::;.-

. 500 tno—lctte* oa groups of which 25 wero blank at the end of the e

- the digits 0-9. There ¥i:s no syllabary R-oper, except that a code

C..The Front Line Code . .- =~ . =~ =",

'-tionary Foruea, 1n 1918. An edltlcn of - 3,000 coples was printed and

except for tralnlng purposes. The size was about.31/4 by 7-1/2

. s
L e
e -,

“.inches, and it more easzly fltted a pocPet than the Amsrican Trench = 3_

e moon ]
oSl - P JUUR S U SR U o . R A .

The code book consistcd of txelve pages, of hhlch Fages 3-12 had

~ plain teyt and their eculvalent code groups ‘on thea. This code Tes ;{:j'

.strictly a letler.ccdﬂ, wlthout the use of digit grcups. There were

code book. Theee Ccdo groups were arranged alphabctically, runnlng
from AB to ZZ. Each 1etter of the alphubct v.2s uscd exc-pt J, Q and
Doublets viere cmitted but not douwdble vor els, .except AE, E, OE, vz

and YE. The dlgraphs mlght therefore hzve a voriel or consonant in

.
> -

" either position or both. ) : S SR L

"Tho codo was seétional'only to the exlent that th; first ten were -

.

gfoup'stands for e;ch plain-text letter. As a result, words vhich

9. _Friedron, oo. cxt., rp. 9-1C, 2?3—2?9, Ber:iiay; oBy 8., IP- 6
Thc Front Line Cods (Adgutan» General's Frinting Office, 1918).
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- 1' letters., :Eight nulls viere provided throughout the code .with the

VII. " *__'Code Comzmilation in {rénce . .. 137

-~

'Vore nbt in the code had to‘be'speilcd out by digraphs for single

folloniﬁg plain equifalent wording' "(This group means hoihing).".rﬁ'

- o o

No code group re:d’ "Codo lost." ¢ w4 o g P PRE

For encoding, a code group was substituved for each plain oquiva-

1ent. No vords were to be sent in the cleer in thé message.

The same type of dlstortlon tatle whﬁch vizs used for the Amsriccn .

Trench Code vas elso USed for thzs code, the c1pher equivalents being

22 bt ma AL cn . = o

frequently changed.

i Aa in the case of the Amerlcan Tr°nch Code, provisiors vere nade

-

morksheets conncctad thnrcnlth. The pxeparatcry remar?a nlco allnded ;

to oecret 1nstruct1cns to be used “1th the book but th»y are no lonaor

available.

A code of cnly 500 groups 13, of ccqrse, 1nsecure when not

encipheued and impractical in 2ny case becau<e of the lack of rany

‘groups., Vhon wcwds rere missing, they hed to be spelled.out.

.,

.Xoroover, the same criticisn arplnes to the mcnoalphabetic substitu-
tion encipherment tables as was made of thcse used with the Americen

Trench.Codo. ’ ’ A B - _ .

D. The "River écries" Codes

- Vhen the principle of the two—part code was adopted in cezpiling

o ..‘-.

) 2 P
e T ; 3o . e G o T IO

"~ dn the Anstructions fer ttre rhysial.securlty of thls code book and all z

. 2 Q
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. 'A;nex'ican ;E'x;editiona}y Forces i';leld codes, the name Potomac Codelo

was given to the first of a series deslgnated by nates of American
- rivers, - It vas .1ssucd on 24 June 1918 in an cditlon of 2, 000 c0pies, ‘
iancl ‘like. all subseouent ‘t.rench codes in the "River Series™ end “La.‘ce._;_?..'_;j-".
" 'Seri es," -was sectlonal and tvo—part. The c;ade .group was forxed of t}ré:;
letters, ard variant EFOuFs vere intror‘u-ed. The code 'c':.as issue'dl to :
all ccmbatant troops down to bat allons.- hcugh inte-nded for .cc“— .: K .
' munication within the d:.v:.slon, :Lt. could also be used for messages to ‘
higher hﬂ&dquarters. C-2 had planned. tb° dlstrlbution of the ccde in

three ec’.a.t:.ons-—cne to regiments, one to I.rrv }leudquar"ers, snd Loe tO

i -
e

] be held inm reserve at Gcneral l:'eac.gxa. ters. Yiith the Potomac Code

G begen the pollcy of - relieving the from line of a].l possibtle extra.

work in cOnnectlon with cc.n:i.ing sy.,tcms ‘or enc;pl-ﬂring end dec1pher~ .

ing the tode messages, thus transferr:mg tha.s sccur:.ty-t_:urden to - y

headquarters’, S,e-ci‘ecgy' vas provided by the’ Ireque.nt'revieion' end

reissdamc 61‘ c.o"‘e boo}-cs. Messages in this code cou‘d be’ tr=n°m1tted;
' bj arv mans, but’ radlo or ground telcgraoh yas x*ot to be e-ployed

unle..s more s;:cure. r2ans were unavan_lable. The code was ca_p.u.red in

July 1912, one month after its isqu - i

.The Potomac Code wes printed in typewr:..cr type, abOut 7-1/4 by i

10, .Ibid., pp. 17, 153159: Barnes, oo. cit., -pp. 6~7, 13-15;
The "Fotomac" Cose, Gereral Hezdrjuarters, American Expeditiorary
Forces, (Adjutant Genecral's Printing Departmert, G. H. C., -

A. E. F., 1918.) , o _ :
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. —3/1, inéhes' in size., Besides 10 blank llncs for addenda, 1t con-
ta:ncd 1,787 plain equivalen..s and 631 varlants, mak-lng 2,1;73 code
g.r.oups..‘ The code book - cons:.sted of two pages of mstructions, 18
- ipeges. of encode, and 35 Pagﬂs of decode. On each page of ‘the encode -
'."- viere two colmnns of 50 lines each, making 100 lipss to the pa,,e, ‘but
:Ln the margin of each column (exce pt the first coluszn) was a null, e
35 nuls in all, Under each Anull vas printed a 1ist of spelling 3 -: =

' . groups,' usually with sare code variants. Theee spelling groups end

TR ST he” nu.'nber or times each appoarcd m the encode are as follows: ~~

2]

Ed (8), r.n (7)7 Er (7), Es (8), Ing (11), IOn (10), (9), Ly (9)

(.'.Ll), PS (8), s (9))

wn
e

. (1_1), Th (11). I‘Iul_lsw-fez-_e never repeated, :
q - -' but some of these epelling. groups vere. '

The i'lr.,t rage (5) of the encode cons:Lsted of the nuzerzls O to

()

9é. Fol_lowmg these weré code groups fer 108, Dec:al point, L.2,

2.9, 9 2 9. L5, 9'5J 155, 2LO ard mnths of the yec.. . T‘m‘e- 7

U ST TS

1 ' after, the general vocabt.lory foﬁo.,ed :mcludmg letters, spelling
~ 2 - T groups, viords and phrase- The days of the ¥ eelf ware lis‘ed in their

re<pective alph‘,betical order. Varient code Eroups were fre::ucnt. _
Cne code group read "Codo lost (mmrlze g,roup)...D“ i
In t.ho-Decoding> Sectlon, Lhe nul_’!.s end spelling groups were,'of .

course, incorporated in t.he body of t.h° pl.ain equivalenta. The
trlgraphic groups \xere forn.cd vith either conson.nt or voel in any
position, but E, I, H, T, and U, veere not used in first pos:.tlon, D,
” o H, 0, T, and 2, were never used in second; and I, Q, and 2, were never

: O . : il . s !4%

.
S Wi
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,.used in third. "No groﬁp cbnta'ima a rcpéated le"t.tler.

@

©

@

- VI1. g ¥ Code Compilation in France ik . 1L0

and the hour of filing vere sent in clear text preceding t)“e firat

' code group, and the ordgr directing transz:usslon was sent in clear
* and placed under the mesfage, but the signa‘ture itself vwas only sent

‘hhen absolutely ne"essar)’, and then in code. ks ‘a rule, the ]:Olnu of

In transmlttmg a messaze in this code, “the nuzber of the msssage

.- orlgln of a messags could be 1nd1ca».od by a code group :Ln tha code book._..

Vhen the ccntext of the rressage clearly 1nd1cated the addrossee, addresses

"vere pot to be us“d, but when used they were alvays to be cncoded.

' every ten code groups a null vias prescr:.bed plc.cﬂd at irregm.lar inte
Vals. A nuJ_l was always to be uoed between double letters, in ‘case the .

‘vord was s;ellcd out.

-

Tho messages were to be Pept short, buE. if a lone, message need°d g

*to.be sent it was alr.a,;s to be ‘divided :.nto two or more pa.rts sent . '

For i

as separate messaggs. .men the tncssag~ was long, unnecesaary ncrds )

"were to be le-ft out. This sequencs was alm a}s to be adhered t.o. '

,'_nu:rber of message, hour -of filing, body of message,_ _order directing

trunsmission. . - - <. 7 ) -
- - ‘\ & & s

. The instructicns included the following prév'iéicns for security:

" Messages once transmitted in clezxr or in any other
code or cipher smust not be repected in this code.

I'essages once tra:xsrr;ittcd in this code must not be T
repeated in any other code or cipher or 'in clear.

Frem Jute to November 1918 a series of 1l codes was prepared—
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nearly three codca per month. - On 15 July tha Suizanee Cods, 2,500 . °

copies i‘al_'lcmed the Fotom:-c Code but: contained o radical change;
,'I‘h:.s code vids 11}'0\0 se a sectlonal tvso-pnrt, field code using a ¢ 25
trlgra’\‘uc group vith varients, and lt vias issued to aJl cor:‘:)atont "%
troops down to battalicns. Its code groups nu...bered 2 500 (l 787
: 'plnm equnalents, h5 blenks, and 668 varlmts) ~ The instructions

: for its use vere exactly the sa:ne as for t.}'c Poto-nac Code, even to .-

‘,the tvo examplcs, though not th’lr code goups. The 35 nuJ_a ard

s tge -———--epelling groups were placed in the same manner in’ the margin of each

) column (exc_ept the second _column of page 22) nith, oi‘ course, €0 ., - .

R

-* - .., equivalents different from those used in the preceding code. Cne

ol . group read: "Code.l.osi_- (memorize group)....L03.m .

" The preli.r.xin:u'j'sect.ion -containing nuzsrals and a few epecia;.l_

groups was’ identical with that in.ths Potoiac Code. The encode
filled 18 pages, the decods 25 ‘pages, both being identical with

1 ‘- ’pag.ins:tion of the Potc;mac Cod3. In contrast to the ten blank lines.

for addenda in 'tbi Poto-xac'Coda, tha Su?.:mee Ceda had h5 blarks.

The code groups again mlght hzve a consomnt or vowrel in any ' i

posit:.on, but no E s X, T, or U in first pos;.t.i.on, no D, H Q, T,

i .- . % [, Friedman, o, gith, pRs 28, 169-16L. Barnes, ob. cxt., P. 75

== The "Suwa.nee" Code, Gencral Headouarters, Azerican I‘.xpedlt.lon_ry
’ * . . Forees, (Adjutant Gemral’s Prmtmg DepN:t.mn'tt G. H. R.,

i : ‘A E. F.,1018. ) ;

1 . 12. A1 later field codes were t.he same size, though the number of
” O *  plain equlvalen..% would fluctuate some hat. g
| - g . pw e

- . e 0 m ‘ t

[y
. e 4

: . " . (\J.\)’




s -..-. A iy . ¥ s
e ¢ FES CP LT G OV TN T 5 SOl 18 P R L P L. 2. G P A WP, 5.y

LT
- .

vII. 5 - . Code Comoilation in France

) or Z, in second* and no. H, I, Q, or 2 in £hirds

".phic groups wlth '.rarlants, vias issued in an edition of 2, 700 coples on

Tne T.ab‘ish Code,:L3 also a Sectlona.l ‘-:o-part code, using trizra-

.. 31 Ju.'ly to all ccmbatant tro::ps dcr.n to bat.tallons in the F1 st A.r_:f.
I‘c i‘ollowed t.he sa.me general plan as the two preced:.n,_., codes. It- con- ".."
ta:.ned 1 768 pla.m equlvalent,s 5 SL blan}-., , and 681 va_r:.anvs , making R
1 B 500 code sroups, as in its predecessor. The‘instructio'ns 'i‘or ics ) :'-j-"-;f',.'

‘use viere the samwe as in the case of the two "H.wer Series -codes. - ..

. .

. proviously described with the exceptlon, of course, tI‘at t.he code .

,..-i 200 o
- /S L R . e -

Bt = e AP f 3 fhne ~ae 2 2% L e

- . . =

groups for t‘xe plain equlvalents 'in the sa.,.ple rassage viore d..fferent. _ _': !

group read: "Code lost (m-..orlze group)....LPU *" The pag.nation

“was the same as for the other two codes in this series, and 50 Ves

The locat:.on oi‘ the m.lls and soelling greups vias aga_n the saze. C‘ne’

F

the pr-lminary section of, munera.ls and spec:.al groups.

- -

+ This code left S1 blanks at the end of the encode for addenda ;.'1d

.the code ,roups aes*.g"l"d to them siere f..o-part in order, He_nce, there _
was no blanik scc‘.:.on .at the end of tle decote, as in the case of tbe

" Potomac Code and the Suwance Code. & ' . _, .

o,
.

Following the jiabash Code camo’ tha Mohaik Qodg,u issued on

“A. E. F., 1918.)

‘The "abash" Code, Guneral Headquarters American Ixpeditionary

Forces, (Adjutant Teneral's Frinting Department, G. H. Q.,

The "Uohawk" Cods, General Hcadv;u‘:rte:‘s Anmerican Expediticnary
Forces, (Ad_)ut.ant oencral‘s Printing Department,”G. H. Q., A. E. F.,
1518. o . )
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'3 Ausust in"an echt.ion of 3 200 copies._ It vas captured in Ovtober

1918. Tlus code was also scctlonal and tv.o-part using four-digit = "_--_",'.'

DR

groups m.th var:.ant.s, t.he f:.r.,t. code ‘'using dlglt groups to be pre- )
i 4 .

pared’ for the Iua ican lepedltlollal'y-Fo:C°s. Again, there viere 2, 500 -
code groups—l 771 plain equi»alonts, M; blalﬂ’s, and 685 vamants. S )
The code greups rangcd frem 2500 through 4959.° - = . - ,f

'I'he pa:mat.:.on for this code follo.:cd the Sae pattem used in

the f:.rst “three "River Serles" codes. There was one null 1n the

Preniang v P eimes P g mam v femsim e e — v Tl - e S e -

margin .of each col.urrm (except the laot) of the encode but there 7.tre

L3

o spell_ng groups. Cne group reads: “Code lost (memorize group).... [

$q o 3782. The preliminary section of numer rals bnd spec:.al groups wore

ag...:m the seze 2s in the prev:l.ous codes of the serles. There were

% RN blanlcs for addenda ».1th code groups in t..o-part order.

The A]_.ezhen_; COJ“ > s iscued on 12 August iz) an edition of

‘.‘ o ] s " Y

*

. '- 3,200 copies. It. r.'as.als.o. a sectlonal, tvo-part code using a four-’
11 .. d.{git. group rwit.h \ia.r_i:ants. Its code'g’roup-s were 2,477 iri auzber, |
-:: _ connting 1,773 91a1n cqu..valents, L7 blanks and 657 varlc.m.s. ‘The
' "first group vizs 1500, ‘the last 599o, 2 total of 2,019 g oups being

om...tted acccrd:mg to an J.rregular pattern, ’I'h:Ls marl-'ed a defln.lto

PRPSIr 7 W W VT I L Y
.

advance toward grﬂatﬂr securluy but the code \ras captu:ed by the

4

5 . Cermans in October 1918._ ' T E L o . &

155 . . Friedmzn, 'oo.'éit., Fp. 13, 17,-175, 3r*es, B, gty pe T;

“ The "Allezhenv" Code, Goneral Eeadquarters, fzerican uscditlcna.,
O Forces, (Adjutant Gencral's Pmutlnn Deoax ..nc'xt G. H. Q., A. E. :.,

: 1918. )

: lA'r.
~ ”~
e

L .sl
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) groups printed in blocys, numcxals, and th~ first 21 plaln equiva~

) lcnts. There vere hOucver, 47 blan<s (*nstead of LL) for addenda,

the code _groups used 2s 1llus~rat10ns vere dlfferent. . o3 ..‘,'-i

. dlvlt group’ “with varlants. Its code groups were 2,&85 in numbor-_ :;...

¢ Fu o _ : T g el

" The, Allegheny Code closely regcmbeld the Lohaak in spelllng R 5

. BER R
- " o lo

aﬂaln arranvcd in uwo-part order. The- instruculons for thn use of. = 25

the code fere. the same as before with the usual exceptlon, i, e., i

I . o s

- > _sore: =

' on. 2 Septembor the Hudson Code16 vias 1ssued in an edition of ?;.

3 200 c0p1cs. It sias also a sectlonal two—part code uslng a four- .’ :

‘1 909 plaln equlvalents, 16" blbnbs, and €30 vaxlnnts. The ranse was53f-

a'ain rron'15UO to 50?6, w1th 2, Oll groups cnltted in an irregular

pattern, - : ; '- « %3 . G . SO o i)

In paglnatlon and l=ck of spelllng groups prlnted in blocPs, the

form of the Allepheug Code vas followed but thnre were soze changes'

.. in the placing of thc sequence of numerals (00 to 102) and-ln the :

-special words on the s=cond pane,'ﬁhe@e the-months of the jear ard -

the days of the~weeh no lcnﬂer anpeared but were glven in no*ﬂ,l

.

alphabatlc 21 progression throaghcut the excode. At the end of the

encode Vere 46 blanks for addendn, in t*n—part orde Y

In tead of one null in the margin of each column as was Lthe case

" in all thé précoding codes of this scries, there were five to eéch'..

16, Friedman, on. cit., pp. 18, 175- 17o, Bar1cs co..cit., pp. 7,

16-17; The "liuiscn" Coda, G;zﬂxal e nd“uarte-s, bmerican
prodltlonarJ Forces, (idjulunl ieneral's Printing Departrent,
bl By s r., 191€.)
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. column (except the last), making a ‘better reminder to the oo clerk '
that nulls should be used. This nade a tot.al of 175 nuD.s, at least
one to be used for every ten code groups in a mess..ge. In thls code
the group rcad:.ng "Code Loet (Memorize this group)...2222" did not "'.:"n'-._'.j
appear in the code proper. Instead it was printod in red (a.s is '_ LA

. the copy number) on the outside cover of t.he wde book. _ -:-_.'-'-’_:-.'
- 5 A

The last code m the "River Series" was the Colorado Code, e :

. .
. - o .ew -

is'-ued on 21. Septern.;er in ‘an edit.mn of 3, 200 copies, agam us:.ng

lettcr groups instead of digits. From the beginning of t.he "Ri‘.'e*' ’

Series" of codes, t‘:e code books had been gradua.. reduced ia size

unm the final I‘oxm t of 5-1/2 by 7-1/2 inches had been reached as

compared to the 7-1/L by 9—-3/& inches of t.he Potonac Code. Another_

innovation was tbe prmt.mg ‘of six ueen spel_ling grours at the bottom

oi’ each tv.o pagcs, \llth tvo or more varionts for each plain equi\a—

4
i
5
-
3
3
3
X
E

. " lent' On the outside cover vere printed. in blek these .words “lemo-

At s

" ri:e Thls Group 'DAJ.! Code Lost."_'.

This code was sectlcnal ¢,rzcl t.ro—p...rt and u.,ed a tloTee-letter

gt-oup vith vnriant No explzmation of the abundon. ent of the fouz*-

| DHPRG OBy W ]

digit type of codo group amd a ret.urn to the thrcc—lct er t:,pe is

17. Friedman, on. cit., pp. 1lE, 179-153; Barnes, oo, cit., p. 7; .
“. The "Colorado" Code, Geﬂﬁral Headquarters, American upc"“tion—
eray Forcen:, (Adjutant Gencxal's an.mg Depar..me"t .He Q.

A% B [, 1918 ) .,

::} | -r. :, | - - _H%'
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" "blanks, and 5‘0 vanants. "The prelmmaz') section oi' nurerals, etc.'. .."":-3 A

-follcws exactlv the pattem of tha Kudson Code. At the erd of the = K ';3 i
‘uencodo w::ré 51 h.anks .vh:Lch had tw o--part cbaracteristics. Ther°~ 'f...;':

. 5s i.n the Hudson Code. " The total nu.mber of nulls W2s 190 &oups.

' _The 5roup readmg "Code Lost ("emorize t.}us Group)...DA}'" did not s 3 O

and read' ”L’e...orlze Thls Gmun. D:J.’—-—Codc Lost." The msuructions

_.-VI'I. . k. '. Coda 'Coméiiatioﬁ in l‘:r:méc v 146
e o YW g . . 8 —_ . Ty R e
' 'ax'nﬂaﬁle. Th° first three of the "R;wer Series“ of field codes—tls .- -
'. Potomac, e Suranee_, and the \'_’?ﬂl’_&_&—re-s thres-letter codes, T}}e J ,

next three of ‘the same series-—the Mohawk, o A egheny, and the .;” ff”;f}
.. Mgg_—r.ere four-«dlgit co\des. The last of the series——t}*e gglg_xz_g__o— ' ’
" and all Iour of the "Lske Series," whlch were issued prior to. 5 :""
l HoVember 1918, vere t.b:ee—" ctter codes. ‘I’he four—dlgit code g,.oup ""
"'mas probab]y found to be less practicable in transmiss:.on._ i T “)' :

Agam, there ).ere 2500 ccge groups—l 929 Dlan.n equ_lvelents, 51

.

viere five nulls in’the margm of each column (eycept the last t.n),

appe‘.r in the codo proper. Instead 1':. nas punted in black on the

outsa.do cover oi‘ the code book, 80 as more eqslly to be mmrlaed,

I8

for the use of the code vere the seme as before with the usuel

-

exception, - . e., t‘u- cods equivalents vere di fferent.

E. “The "Lake Serics" Codes.

R

Sometime in September 1918 it vas decided to issue a new series

of codes, Jnown as tie "Lake Series," to the Second Army, end to reserve °

- -
4
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for the First Arn:y dlone the use of the current edition of the
‘." "River Series" The i‘irst code issued in the "Lake Series" was

:the M Code 18. .of which 2, SOO copies vere distributed on
7 Oct.ober 1918. To diffe]rentiate between the t’no sarias, the cover N

' print.:mg on the’ "Hiver Series" was in black :mk that of the "Laks
Serles“ in red in}'. . ' . g
The Chamolam Code wes eleo sectional and tvo-part. us_ng a
.three-letter group with variants. It contamed l 931" pla_n eouiva- B :

1ents, 69 blan}'s, and 500 variants, ma}'mg a total of 2,500 cods .

-

groupse The Charmlam Code closely resembled the Colorc.do in

X '..’nearly evcry respcct. One sl’ght d:.fi‘e"ence vz3 in t.":e treatmen?;
of the spelling group uhere "-nt" was replaced by ‘feun® in the
proper alphabetlcal pos;tlon. ) .

At tho end of the enccde were 69 blanks for addenda, in tvo-.
part order, and tl*e instructlons for t.he usé of the code nev-e ths
.same as- bofore w:.th t!’e ‘usual ex ceptlon, :L. e., the eode groups
were different. , -- _.

Instructions h‘ed been_i's_s(:efi- directing tl'at.-all m.esseges sent.,'
in the 'R.ivcr. Series" sh-ould.bc‘z preeeded by a t;}x'ee-lett:er group

(no.t' ac-tual’!;v,a code group but an unenciphered’ r.l_isc'rimina.nt),'which'

'18. Frisdman, on. -c'it., pp.-18, 189-191; Barnes, g. gi_t., pe 75
Tbe "Cherirlain” Code, GCeneral Headguarters, erican

Expedlbionarj Forces, (Adjutent Ceneral's Prmt.lng Ec,artm_nt,
Q., A. E. F., 1918.)
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’ would indicate the partlcular code used. Thus. a Hu:!son message was

o preceded by HUD a Colorado by COL' an Osa"e by OSA, ‘etc. These . * "

. :Lnst.ructlom when used for’ t)'c "R:wer Se*ies" wore 1ssued sepa.rat.ely’-" .
. ‘and no nﬁntlon of tbose dlscrz.mnan..s vas made in any code book prior - £Fg:
to the issuance of the Hu.ron Code.on 15 Octcbe" 1916. The dlscr!u:i- ‘:f
: nants theredi‘ter ar.pee.red on-the out.aide coxer of each code book as * ';-’-‘

¥ voll as 4n the ;x-ellminary in t.ructions in e cods ook itself, o =

S & The second oi‘ ths uLaLe Series! ‘of field codes vas the Huron " | . d

Sk dad Sl
LN

" . 19 s
Solin mindH S, O Cod° 2,500 copies of r:hlch vore issued on 5 October. In the o = o0

back of the " code book ‘was pz-epared a detzcheble double receipt for i

P ) T .

- the corvenience of ofi‘lcers who received and re'furned tle code booxs. v,

) . ._ 'I‘m.s code vias also secti.cnal and two-part ond used three letter ‘code o 1

5rou,,s xith varlents. 'I‘here vere 2 500 code groups in this codc-—-
l 927 plam equvalents, 60 bla_nks, and 513 varlants. In every res_pect‘
| except tie assigm\cnt of code groups to values and the ‘number of
“'blanks for addenda (60 in thls case), thc Huron Code vccabula.r'y

followed the nora sot by the Clm*ﬂam.

'Ihc instructicns fer tl‘e use of the code under cnt several changes
't.orthy of ~pecial mentlon. Fir..t., all the "River Serics“ codes and
. the Iirst. codc of tho "Lake Serics” codcs state in their instruc" iox:s

'_ that the code boo_k is issued "to all combate.nt troops dcrm to battallonsth. |

19. Fried,..nn, ops cits, pp- 18, 19219, 231 Barnes, oo. cit.
p. 8; The "Hur'on" Ccde, pres\.mablv Fubli sl.ed Ly Geperal I Head-
cuarters, American m}.“"ﬁl\' ivnary rorces, but no statemmnt in

th= code bcok appcars to that effect

r
A

-
”".f.%r
o
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vBegmning wlth t.h.e Huv-on Code and conti.nu*nr' on through the Osazge code_,

brlgade, regi.rnnntal, and babtallon he,dquartcrs of your division- ,.

Vbethcr ‘or n~t it is 1s=ued t.o neighborlnn dlvisior.s oust be dete*mim@ [

'-.

Code Compilation in Fr'-ance-;-

'by-you before you send t.h&n telegrams encoded by :Lt.s use."

and t.ha'c. although "J.t is prlmarily J.ng.ended for cormzunicatlon nthm

3 the dlvismn," i "may be used i'or nessages to h;vher headou.rters. :

‘ the instructions sEake th.,t the code book is to be issued "to division, L

This de

eI’t- ," .

‘.

\.u'e tended to bm.ng about greqter s\.curny, as. the dlstr‘bution of the i ~4

code book w2s not- so m.de as bei‘ore.

i._nclud ed in f,he mstr\_.\ctlons .

Sccorzi, a phonﬂtlc alphabet for use.in telep%onma cessag es *as

Yhen such messanes in t.h.ls code vare

- sont by this ng:ars; _they were always preceded by the word "Huron",

The phonet.ic- al.phabct provided is as followszzo

A Able | B
B———Boy (Baker)
C——=<Cast (Chzrlie)
D——Dock (Dog)
E——-= Easy
F—=——-Fox
G———=Ceorge

. . B——Have (how)
B Item

* 0 M——-liike

¥——TNan

0———0pal (Qixoe)

P Pub (Peter)

- G=—=—0uaci (Quecen)
R Rush (Roger)
S—--5ail (Sugar)
T——Tars .
v Unit (Uncle)
V- vice (Victor)
W——Vatch (ulll:.t-.:a)
X T"l‘cj

Y Yol:o .
2 Zed (Zebra)

'"Exanple.. If the operator receives 'buy' as 'vie,! ard
" difficulty is experieuced in dlstlnm__shmg 'g! f'o:z 'V'

. Tbuy! ray be spelled 'boy-u—-y LU

20.

"In parenthesis are placed the. 191:.5 equ* falents viten these

are different.
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‘= ‘Thirdy’ this was the first codo to ‘bear instructions. for the: < 't

" use of a dlscriminmt. Instruction~ 4 read" "Coded messages sent

I T
e ot L aadtt et as tatl -.ln.lll'" g
b
. » o 5 . 1
. b .
. o' _ -
-

by televraph o r-_xdm wiJ_l be p:-ccodcd by the group ‘h'UR gry _@a * &5 % "—
o the outside cover of t.he code bool-' was t.h:.s s»atex:gntt "Precede . . '-

", e'very message in thls code by 'HUR'” _ .' T .'""-."-'."'5

Fou*th t.he last instruction wh.ch had not acpca.rcd prev iou E f_."'-. -
:i.n any of the lunem.can Expndlticnary Forces i'leld codes studied so - g -

' fa.r, stated t}at any new vords or chanres since the last edition

———e - v .. AP R e ]

(the 'Cham.i'ain Cod in this J.nstance) had’ been rarked with an B

. t
DT PRLWE (5 W PPEPRA, e PUTIRY

asterlsk (*) As scme of these new \'ords seem quite useful, it is 7| '—_: B
. odd that t:hey were not. 1nclmed in i‘ormcr ec:.tlons. A 1ist of th°: :'J_L"
G 13 gn'en haro to show that t;pe of hc"d or phrase forz erly ormit ted .« ,

is now . conndercd desn.rable: ce2ll lett.er, Ch:.ei‘ of Stafr, cmsu..;t-, _ .

d..stance, dcne, enemy being relicveg, eneny rea.nforce ﬁts, furnish, . * ‘ _

in t he nﬂi:hborhnod of intensifier, s th.s corruct horn, lini*c'a

! ' "officer, li

not roceived obf:c rver, orj_ng to, receiving ste ..J.on_,- same, Second Ar

_next (not a new v'ox-d--thc ‘Chamolain Coce lists lt), . W g

il

s Sncond Im"v qurs send ing :stc.t.ic.mJ shelled, s":clls, szde,

' slznul officc. ; stubborn, table tom, vicinitw, vave lenzth, viithirswne

- On the outslde cover of thc code boolc viere thﬂse vords: "NCTZ: The ¥
indicates new wow-d or phrase.*

& S

One other new feature of this code, not mentic;ned in the instruc-

tions, was the placing of three code gr:;ups to be substituted for the

Q ;53

~r
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PP PPLTI PLP LA TR T [ (18 PP )

PR R WP ST IeT 0! I\ PRl WRCSUT TSNP TITICF CIP0 PRpPay 10

pnge (p.3) ncar the numerals.

o The: cmplete list 13. :

in thls ordor- ' VPN, CSY, B"I‘; in the second column:

front of. the code book of thc Emc

‘7o be used only with t he "Hurcn Code."_“-
"'To be issued'down to companics.
. To bs used only for conmunications mt‘un d.w:.sions.

The 1ast inmvation in this code vas the :mcorporation in the - '

E"T-‘HI‘ENCY CODE LIST ' A

' word “o clock " llsted both in alphubct.ical posit.ion and ‘on the i’irst L

~ In the fir st c\.lunn_ the varlants appga.r : _-‘

L]

0SY, BIT, VPN..:.,

gency Codo List with c}igraphic,groups‘.‘ o

—— W ahe o te e e

To be completely destrcred, by burning, when in danger of capuurg or ' ‘:

. after a new code has been dscued.
: Precede Fveiry Messzge in This Code by "RO"

[

About tro éd\'anceooooo-oo.'-o.;- QSP
Armunitieon cxhaustedeececeeaseeBX
hre advamtingeecececccococccioes T
T T T —.
Attack failledieeeTiecctacaseessFS
Attaclk successful.ceeeccccceceeXA
Barrin e Taibede o oos silene asss BB
Be ready to 8ttacKeceeeececees S
Being rellieved.csevacccas eI B
CaptUTIESere1s iojeraform.iiifs sloernioretossialere dLK
Casuzlties heavYeeeseceecsonse s BJ
Cesualtjes lightecccecccecseessSF
Ccnter.........................XI

'Ennnv.................O."OQII.PA

Enery barrage commenced........SB
Encity fire has destroyede......AV
Encmy machine gun fire serious.zZF

. EDDHV tl‘encheﬂo.--...........;‘-BS

Evemt)l.ing 0' K.""‘.......;..‘.CZ
Everything quiet.cccccececeeeesfC

,}auing &CP.............IIQOCCSA

Gas is being relcasedeeccccccss AB

‘Have broken through.... SO o0) A

How in everyihing.c.vc.... eeeseFA
Increase rongecececeaces ood o Sa

. LeftiueeiieieaiesmeeasarerranBP 2o FlliauStavoed _ e A

| AF. .«Trenches

- BDe.oSzrrage warnted - ' Ny

_BP...Left - - - .

" B8 Everydlning 0. M.

"AB...Cas is being released

e oAt A . : = o ’ d A
AP...Objective reached b A
AV....Eneny fire has destroyed "t el
Al...Relief being sent R
AY...Captured g B
AZ...Look out for s:gnal ; '

BF...Right ! e
BJ...Casualties heavy . o8
PM...Ulsing gas shells v SR,

IS...Enegy trenches o 0 s ‘*
BX...Amrunition exhzusted i -
BY...W%ire entanglenents destroved

5 CA...O’UJ‘ o -.';'.-.

CB...Situation serious
CM...Uessage not understood

. CP....lleed water : W aen-

CX...Ralders have left

FiAe..llow is everything’ %
FB...Racall workdng party ? )54
FC...Everything quiet :
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Loolk out ’fdr aignhi:... — L

Yachino gun ammunition nceded...XB

- Message not understood.eeeee.e.oCH .

Mesoago receivedeceesececeeiaia 2P
rlear.ﬂi.o.............C..'..l...SA

= Need watErooconloooo-Q.o.r..oococp

}Io" reaﬁ'..... lllll o000 000 000 .FZ
. Objective reached...............M’
Our...........‘.......‘0..‘.Q...CA

. Our,artillery is shelling us....FV
"+ Ralders have lefticei.eccveedeasCX

Reczll working Part¥eceeccceeessFB
- Reinforcements nceded.ccceeese e PX
Relief belng sefbicciie cee e seadll
" Rclief completedecccecccccscese o XP
. Rifle _ammunition needzdicecees..S2

nght..'........l..'...'.ll.‘...EF -

Rus]‘....uoo...Qo..o..o‘.........Fo )

-Situntion improvingee.eeceeeee.e2X
- Situation serious..eccceccecsesssCB
- StOPPedecicsccsccccsssccscsscessFY
Stretcher bearers necdedecee ecee2J
SEronE A, o e datssiinarressrs $EL

... Tank sm c—k. 00 00 00 000 00 0000000000 FY
Trenchcs..l...‘....I......C;..I‘AF'
"Trenches have been occupied.....PB "

TI'OOPS.-...-..-..---...o.o.oo...sc
USi.ng gas sheus...otoootoon...QBM

Using high explosive shells.....FX ‘.ZP...Mlessage recelived
. h’:.r-a mtane,lome'lts destro:y ced....BT

0o 28 Octobr the Osaes Codo,? - the third of the “Laje Se"iea"

mzde 113 appearance i.n an adltion of 2, 500 coples.'

[3

Code Compilation in Franée

. SF...Casualties light o al

SP.esAbout to advancs.

c 2852

FSoooAttack faﬂed i o A "?: ;;j
FX...Using high explosive ehells 1

FY...Tank stuck . .- ) Fiom
FZ...Not ready i = ; b
PB...Trenches have. been occupled ;* 75!
PF...Enexy et 4
PG...Hlave broken t.hrough 3 3o
PM...Strong attack . . AN
PO...Rush : ‘ :
‘PV...Cur artillery is shelling us -
PX...Reinforcezents n>eded Y e
SA...lear B wE WD
5B...Zneny barrage cosmencod ..

SCsre oTrOOPS

S¥...Be ready to attack
S¥...Falling tack T
SZ...Rifle ammunition reedeu i
XA...Attack successful 5 Y e
IB...Lac‘Lne .m a= anition reecnd
XF...Are advancing ; .

JG...Increase range : b ,.‘:‘_: f
XF...Reliel completed =
noo oCQ'}ter - v ’ : .::‘A.-.'

g

2B...Being relieved . 2
ZF...Enexy rmachine 'gun fire serious -
2G...Stretecher tesrers needed

N

2¥...Sitration improving ' .

It nzs a’.so

sectiﬂnal and t..o—-part usmg a thrce—lctter code grouu 'nith v.—_ria*:ts.

It. cod.ained g, 500 codo g;oups—l 927 plnin equivalcnts, 65 blanks,

2. }‘riodnan, _g. c,t,., pp. 18, 195 197, Barncs, ob. cit., p. 8;

The "Osage™ Code, presunably published by General HBeadcuzrters,
“fmerican Equdltlona:y Forces, but no statement in the code book

agpears to that effect.
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. ~ &nd- 508 var'iants. Aga n, the re=emblance to the preceding ‘code was

" At t:lge end~of tpe encode vere: 65 blaiks, in tmo~part ordsr. . cooeln o

took the place of the 'codo equlveﬂ.cnts i.n the ev.-r:les shown. The

* tho laat ed:.tion (th—n Huron Code) ' vicre _@__,_ =ad, all concerned, chasse_, A

_ 25 such ETCUpS.

‘of t.};e codc. The plain equivalents were exactly the same 2s given "in

" .the correspond ing em"rgcncy list ‘of the Humn Code, .-.nd 8o vere '::He

N = _-'Codo Co'mfailati:on in Fr;nce ) W . "

. ciose. Evcry ::essage in this code was proceded by the gmup “OSA" el

."The instructlions for the uso of the code rece .word for word the -

samg as thooe in the Huw Huron'Codn e:.cept v.hcre dlffererzt cods groupa

:.. new 'nords or changcs, :.ndicated by an astcrisk (#), employed ainca

continuouh_. court, dmm,_ ~de, designate, echclon, endeavor,” efidine; Tarm,

formation, low, messare center, permission, referance, relav, ret:alaceJ
sy PCT. ). ’

_-'_rofllinv barra:{e, ...hcll—fi:e, try, unnuot,e_, vhare is ycu.r front 1line? .

. The code book ho..nver, listed a total of 121 groups as new or c‘::nged

words or phrases since the Huron gode, ahureag there were a.ct.ually cenly
For this ‘code, tco, there was an-Emsrgency Code Li.,t ircorpo. ate d

into the code bdok jnmmediately pr°ceding the .'mnt.ruction.s for ti» use -

digraphic groups, but dley rero as.;ignod in a d.ffc‘ e:xb' tywo-part c"der.

. The last of the "Lako Series" to be issued prior to 11 Novecber

1918 nas the Sansca Codo 22 .which appoared on 6 Novezber 1918, This

" 22. Friodnan, op. cit., pp. 18-19, 184-188, 212; Barnes, oo. cit., pp. 8,

19-23, 29; The "Scneca® Cods, presumably published by Gensral Heac-
quarters, Azerican LVpedl\.ionm'j Forces, but no ststerez in the codo
book appcars to that effect, - ) 5
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( VII.
0.
code vas sectional and two-part, using three-letter code groups with
variants. It consisted of 1,500 plasn equivalents, 102 blanks, and -
498 variants, making 2,500 cods groumps in all. - Every message in this
code was preceded ky the group "SEE" as discriminamt,
Certain innovations are mort]hy of note. The plzsin equivalents
vere no longer printed with 4initisl capital letters. 7Tho ﬁ.rst page
contained groups for the ordinals first to tenth and for battalion,

.bricade, corps, division, mimutes and regiment.

At the end of the Encoding Section the instructions for the use
of the code were ord for word the same &s those in the code book fo-
“the Osaze Code, exz:ept wbere d;_tferent code groups take the place of "
t.he code equivalents in the emnles shorn, ZThe new wo-vds or chanoas,

2 i.ndiccted by an astcrisk (*), eaployed since the last edition (the

".

‘Oeage Code) were: &erd, arranre, by radio, Comanding Orfice_!:,

Corps Com-znder, each, enery seroplane, nission, p:-acﬁicablg_, pursuit,

‘radio station, such velehted mes&az:e, wrons, your briczde, your F, C.,

Your reziment. Forty-four words or phrases vere marked in the code
book 25 new r.srd:.s or changes sinece the lesst edition, but only 21 were
correctlr s> marked. o

For this code, likewise, there was an Erergency Code List‘i-nccﬁ
porated into the code book immediately preceding the instructions for the
use of the code. The plain eguivelents and the code groups vere exactly

the scme a2s given in the emergency lists of the Oszre and Furon codes,

but the groups were assigned to the plain enulvalente in & cletely

~ 5




P

ARPTPW BT ST

ol Ytk ead i

" were preserved v

= .the code bocl.s, hov e'.er, 1t. seems cleur th._t t.hey vere la.-ez- then the
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' . ‘different order. . p ¥y Tw 7 @ E S & U Mt Ly "

3 ‘F. - Field Codes Yos. 1,2, @md 3 . ERE MR

- s . ) .-..‘..-’ --1.

i 'Three cther codes, designuted as Field Code No. 1, Field Cods
-2
N°~ " and Fie’d COdE “0- 3 P . vere print.ed by the Amrican Imdi—

t:.onary Forces’ aft.er the Ar-uct:.ce and vﬂre t}'us rever used. 1h~y

mre leter brought to the Uni’ced S aLes, "kept in reserve i‘cx' aboub

threo years, a,nd.then dcstroyed as obsolete.” File copies, ho;:aver,. J 3

. -
— . - - - == . - . 3 5 @ - . . A — - e
- - .4 . 3 .

- . = B Ih

e . . : * S5 L A

: Captain Barnes doe:s not even ment:.on then, Frcm the foz'“=t. of : ;"'f:‘

'.Se'\ec& Code, i'or all ‘three of the'-e nunbered i‘:.eld codes not only

;contained the E'ncrgency Code L:..,t, whlch f.e.s e...ploved by tbe Htu-on

i Osage, end Sarees ;odcs, but tl‘ny "alzo had szall in:.t:.al letters ~-

-Sencce ‘Code. As has bcen said e1=ewhere, the Hu:-on, Osace, ard

'Sennca Codes ‘were the la.-:t fle.ld codes to be 1s.,n°d befc'-e the

23. Friadman, op. c1t.., pp. 19 note, 198-208- ?lO Field Code Hos 1,.

= = " s -
. -
= .

for the.coumon nouns, ‘a fcature present"for the first tize in the

_Ar.rivtice. At that tme, three othe" field codes—uhe II:Lc.rrav-a in

-

the press and the Lichlgan and the Rio Grande, in mr_nuscript—were

Pield Codo No. 2, Field Code No. 3 (all prlnped by sdjutam”
Goneral's | Dcpc\rtn ent, Gener neral H Headquar ters, Ancrican Expeditilon-

ary Forcos)..

-~
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in preparation. ].ir Friedman, however, sta»eszh. f.hat'lh codca were

“prepared from June to Nover..‘.)er 1918,. an ..verage of nearly th’ree a

month but u.'ll these are accounted i'or r.:.thout inclwding- the threo

field codcs now’ being descrlbed.,

Field Codes vos. 1, 2 ard 3 slow strong a.fﬁ.nit:.es 'ru.th bis

" Huron, Ooaqu a.nd Senecz trench codes, cepecia]ly the latter.

Tho discrimmants vere, res pect:.vely, "FCl n upc2,n and "FCB"

'I‘hese th‘eo field codes are also two~part and s°ctional ualng

. '-three-let»er ccde groups w:.th varlan\.c. Field Code Mo. 1 contunai

2 SOO code groups—-l 890 Plain equlvalents, 95 bla..ks, and 525,

- vnriants. Fle’d Code No. 2 contamcd R 500 code’ sroups—l 890

plain ecui\alen\.s, 10& blanks, ard 506 varlants. -Ficld Code No. =

- -

. c_ont.ained 2,500 code groups --1 890 p1 aip. equwalcnta, 105 ble.nks, a.nd

505 var-iants.. The :Lnstmctlons for the use of the codes are identical, "

_codo grohp'sia'ke' t:hc ‘Place of the coce eguivalents in the exz:';ies k

shorn, and except that new words and phrases are not marked with an

~ . . =

- word for word, with those 'in the Scneca Code, except wlare different -

24. Friednan, on. cit., p. 19; Barres, on. elt,, p. 8, ‘Tnough fowrteen

.-codoa vore co'np:Lled, apparently not “all were used: Licutenant

Colonel Frank Moorwan in his Fin:d Rarert of the Padio Intel 14 rence

Section, General Steff, Generzl Headcuarters, Azericen Lomodisionzry

*Forces (Vachington, 1935), p. 34, lists the follewing codas as .

nplaced in seivice": Suvmnce Code (1 August 1918); Vabash Code

(24 August 1918); Mohawk Coda- (2L Septesber 1918); Allcshany Code

(12 October 1918); Colorzdo Coze (7 Koverter 1918)

s
="
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vii. .. Code Compilation in France R

."For each-of the three field codos, likewise, there iv-eas an Erer- N
gency Code List, Jncorporated into the coﬁe booP immedlately p"eceding ‘

-~ the 1nstructions. Tho hs..s .are 1dcntical witb those in the "La.I'e .

LA

: Durixig the m.riod of’ .preparation of the field'coée's, ‘tha Code.
Compilatlo'x Section of the A::erican E.xpeditlorm'y }‘orces vas &lso ;

2
proparmg‘ *smrr Code. 7 ~ The need Sor this nas great, ‘sifice” only

the Yar Deu artment Telec'ra'ah Cod" 1912 then existed for high eche...on

com—un.cations, and t"us wa.s not :Lntendbd Tor active oparat*:a"ls in

& foreign country but mainly fos oablcs. The new St aff Code,- r:.e.'ie

pri:xar;. ly for cmx.nlca tions within France, was comclated in June - °
1918, ‘and 1 OOO copies vere prmted. In contrast to the field codes,

whlch were all small, U;is has belicved to be the 1argest. and most

CJmprehens:.ve codc ever p:unt.cd in the fi=ld.

" The Stai‘i‘ Codo v2s, onc-p-u-t end sectional, having ...ou:-letter \
and five—dlglt. code g:-oups. Thexe wvere 30 BOO cooe groups, of whlch
572 (pp. 196—"07) and 408 (pp. 303-313) were left ‘blark for addenda.

"On cach ,page thero were 100 groups, 50 to a columr_x. o} each calumn

o 25 Frlch'n..n, oD. cit.., pp. 19, 213-220; Barnes, oD. c1.,., PP. 2L, 27,

2nd Enc:.pharlng and Decizher ing Tables cpposite page 27; The
" Steff Code, Cencral Hn’quw'rt’ls Imerican Expeditionary Forces,
*A. G. 0. Printing Department, G. H. Q., A. E. F., 1918,

"e LGy, The BelRl Coda . F - g o Taenc FET

PN DA
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-'the plain equivalents i'crmﬂd a ..eparate seouence, knorm, reapectively,

as the Left-hand Coluz::n and the R:Lght-hand Colx._.n, unt:l code group *

LO 200° (L”’BC) was reached en pave 208, where tha Left—barxi Colum

o ) ’beban to follow th° seque'ace -mployad by the R:.ght—‘)and col..:r.n from

the begmning. The di,glt groupa, hoacver, ran consecutively thrmxgb-
out tho codo book, from 20, 000 through 50,799, each calumn or. series
having a separate and dl.,.,mct quence four=1 etter grcup. In the
'Left-hand Colurn vere - glven in =.’Lphabet.1cal order the proper na.os, '
pelli.ng goups and numerals, less co: 'nonly uscd artic.ea of ecui_ '..:'-

m_cnt and supply, togsthor with a. 1ist of the A.ny- organization ln

'_Frahce'. .Conmonly used words and phrases, i. e. the 'rocabulary, wars

. .plac:d in the nght»‘zand Columm. .

'I'hewa r.ere no caption headi.ngs in this’ code, a:xd it. was on.'.Ly

necessary to teke .ths words' as they occurred in the x:essage and look,

thcm up i.n the code book for th' arrnnﬁ,e:nent vas alp‘m.betical threcugh-

out. For exmnp_e, m epcod:mg "Following suoolies urgnntly ncedcd"
one’ simply looked up "roJ_lor.J.ng" 917:1 t.Hc ent:..re g"oup would be fo..nd.

In a capt.on code, it would be n°ccssa"y to look up unoer t"le word _

- “supplun", .or under the vord “needcd"

Va:d.a.nt: alﬂe=red t.hrouqhout t.hc codoe book- in tho rargin of t‘:o

page,_amnged alph.mbotically. .ords such as: 'm.th t.o com-.zar;ling_

officer,  pararranh, period, etc.), o:nployed variauta. Thoir nisgj_on,

‘as always, vas to prevent the too frequent repctition of code groups

6!
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used for ccmmon words in long mssscges., o

'nue code groups in the Right-—l*gn:l Colum r.ere bmlt -up enti.rely i

'oi' consonants, those in the l.ei‘t-hend Column contamed t*.o Vowels

. -

"and tro consonants, the veu nls bemg always ..epa‘ ated tz,' at least o

' consona.nt

-

)

In messages 1"here clnrity vias of the utmost importance, certa_.n

.

phx ases were provmed, such as:

mes.,err,e, ond of word

beg:.n ou:n.e, b'-s-ln spelling, end of

comma_, period, inter-opat.xon ooint oue«tion :‘.—:k

ouotatioa bepins, cuotatlon ends, et.c.

Throvglmut the code book

'_,'marginal references were tre.de here and there to certa.n pa.rts of the

Left—hand Column so as- to faczlitate the encoding oi‘ m..ssages, e. g. .':

"A. u.").

;" -,"“See leMahd column for hours and mz.nutes"

(referenco on pzage with

TTnI.eft-band Column contamed the follov.mg types of plam

: _equlvalais

-

-eo
- £.
B

TR

e B
.2
.l".

A 8..
b. -

B . c..
o de -

iy Dlglt s

:- \._‘ N
Vlords cqgmbired with dlgits
Hours and minutes

Ordinals, singly and in cor:bmotion T g

‘Fracticns : z T
Cardinals a K _ &
Years o > ¥

..Higher numbers

Proper names intersporsesd with spelling groups :
Blarks for addenda. .

Continuation of tho general vocabulaﬂ f . &

Beghzing wlt,h page 208 (coce group L0,200) the Left-l‘nnd Colurn . ’

lost itsmplete ldentity and sx_bjoincd the T’lght-l'and COlL...’l in the

ccnoonan‘—i alphabctical prcgression towards the end of tha plzain

T
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_Bequence begi.nning nith the letter Jo 'fhﬂ Lo'ft—hancl Coluﬁrl codo i

AV IR

g;roups then cha.nged their appearance to ‘conform to’ the code groups

a0

vovel, form end assumod an al_l-consonant. fom.

Y The Right-—hand Colvan began on page 6 and continued ‘on through . ;

:' ¥ 3
page 207 as'a separate entlty. On p...ge 208, it combined r'ith the L st T

Lei‘t-hand Colunm and the t'no go on together to the ernd of the code R Lo

iant’ata
3
-

.‘ ' - book pege 313, the last l+08 groups being blanks Jor’ 8pecle.l uses,. ;_ 0
; B In order to’ bring about st:.l_l “i'url.:her security over- and beyond " ',
] the use of d::git greups, & di.,tov-tion or enciphex:nerxt tablo ;;s” ~ ‘: |
( : provided for th: st-n:r Code. "This ..;.ble consisved of an Enci*‘mering ::
. -- ; - Table :—md g Decip‘uering Table, and was a t.ype of dierap.‘uc substitu— ~“
1 . . tion b:—med on a rardoa secquence., _ ¥ _ C o : ='_"
q ‘ e o Aspar‘t cf the instructions of ths Sfaff Code, the’-'e.w.a's alsg . ~.
.t a Date aad Hour ’I’able, used to designa _“conczscly an:l accurately -_: ’
‘ " ) . the cxact date ard hour of a mes<age :‘ T o o ﬁ.
; - Ayermut.ation table was pr:.ntod .'m this code boo}' a:.d in.a ructio'xs
3 wo‘i-e gizen for corr_ecting errcrs in transmsslon. , - o . L
* ) He . .Amex-ican Redio Scrvice Cede No. 1 - g - '
i ’ "'}; only radio service eole used oy the Ame-ican Ar=7 before :
j! i OctoLer 1918 was the French Radio Code, but there t-as comtart
-

tr ubls ovu.ng to the d*_fferenco in lengu - In_tl'at mmh, an -

A:::enca radio eode, with about 1,000 words end ;.)hrasca, was compiled.




- L ) . e, % . 2
I T oL AR T s T O AL i L A L i Tt L TR ST T SV DU . o 2 . : i -
—l. £ o 4 . e L St 32 L L e L L I

o

sy " . % . ) : ? 3 , i _.-' " 1-61

Yil. .: : Codo Cemnilation in France.

o ' e . OB
It becnme known as Ansrican Radio Service Code No. 1, 2,(130 co'pie

or which were pr:.m.ed. Th:Ls ‘code was issued to “aJ.l continuous wave
radio st.a\.:.ons dovm to and- :.ncludmg br:.gades, and to a]_"_ a.rti_ler;' -

'um.t.s equ.lpped mt.h continuous wave radio." Rad:-.o operauors, chlei‘s ) i

. . ..
i b i e s 3
Tl R G LW IR .

of posts, anﬂ offlcers oi‘ the Arn-g' and subordi_nate units could uce -

“this -errice ccde for official .ns well a.s for pract.ice telegrams. '

In casm v.hera no spcclal abbraviations vere furnished for rnd:.o '

S e ting o3 ppeoct

servme ne.,sages, this code vas .usa:d. .The usual aecurlty instructions

srfe ot e

Iomﬂd a part. oi‘ t.he code beook.

Thz code was by o—part and sectional. The encode consisted -f ‘slx

kg™ soctiens, each arraq,_.,nd a._phabﬂticall)- as Iollcns‘ B

0 R N
y LT, o N
s

' .

-

=

_ - a. phrases used in transms..ion :
a . b.. edjustments A . ey
c. net operstions g T oy ¥ B L ow Von AW
d. miscellaneous - AL S W
-. e. radlo apparatus - | S W w e o g o
gu B Vocabu.lary N ‘g ' o TR . * g

Te grsups viere ccmposed of thrc;.:é digits without variants, ths
-:Hords, ;lhrases, ._nd syllables totalling 952 plain equ:nalent.s mith |
g prov:.smn made for 148 blanks dni_cd uneoually ;.’c tba end of each - |
“of the =ix sections of the. enf‘o"ﬂ. 'l‘h:.s makes 1,000 code grov..ps. 2.

_A‘c. thnmd of the code book ¥as a s full pag= of ccnvent:‘.oqal abbrevia—

) tions,:. Ee "RU......-e are having troublc,' "R:.....Sign..ls neak, etc. .

1 o ® h instructlons ‘for the use of the code follored tha patt.em -

]] o . sct £¢nh in p:‘ev:.oua code books. . g+ s | . ‘
“ e 2B Eedma.n, oD cit., pp. 20, 237-243; Bames, op. cit., p. 28; ‘
% ; Barican Radio Service Cﬁdn No. 1, Adjutent Gercral's Office, L
‘ Gmeral Hecadquarters, A=arlcan E)qac..s.tiona..y Forces. o (pljf
- - ‘l
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The Code Compn_latmn Sectmn of th- Amz'lcan Expedltlon&ry Forces
also prepared scveral othar co"‘ﬂs, no copies of "thh are nen ¢vail=.ble ,_'
f ....or stmi; One oi‘ thﬂse was me rely an, c.ddenda sheet, p*m*ed in l 000 i

copies, (}.!..rch 1918) to the flar De}gart-nzit Tcle*ramh Code 1915.27 I" ;

’ not only ,.rovidcd "'-oups for plain nqu:walents wh:.ch had been oz:u.yted

' i‘rom tba criginal cde, but also added code’ groupa disguising nenos oi‘

'transpurts and more Frenc‘l c“tles and towns. - AR A s e -

~ - - S =

- &
Ih: Teleohone Code (sometmcs called the "Female Code") 8 meme

of dzsgnsmg nanes of orgauzations a‘nd comnanding offlcers by usLng

‘:first xd last names of wosen, vas iésued in March 1918 with an encoding -
; sectic:-onlv. G—-3' reco;\. ed 500 ‘copies oi‘ tms code for d:.s"ribut‘on.

'Origm:]ly J.ts use vas :mt.cnded to be ‘restncted t«o the telephone o"_.y,

.

but - achalh it. vas used w:.th other types of m:'ssages. A_thoagh no ccpy

. of the csde book is exﬁant, ezople pa:'es agpsar j.n ‘the reoorts of

' Fricdza and Barrms. !

= - . [

htnnr code, no cogy of wlu.ch is’ now eytcnt, was a uhort ‘}"-ee-

:letter:::dezg prepared in June 1918 for Gse in six of the pr:.ncip?_..

telegrach offices to mnce_al the movemex_ats of troops. To replace '

- 27. E:xednan, oo. c:Lt., p.-19; Barnes, OD. c1t., P 8
88. E::d.man op. cit., pp. 20, 2&1;—246 Baries oo, cit., pp. B-ll.

29. Ezsdman oo. cit., Pp. ?0, 11‘7-"1.9, Barnes, op. cit., pp. 8, 12.°

l_l%g |

- Sp— - ' .

o’ ‘e
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—

this edition, there \-ras issund in the 2 xt month one more cozplete,
' . containmg about = 300 words an:I phrases. Only photostatic coples . : '

of the origmal codcs viere dlstribuwd. Barnes aha'ﬁs part of a, /

i printed page of t}us code, and Fried...an prescnts a report on it
e w-it.tcn by Captam Hlvcn*_nas of ths British Army Ccde Solving Sec..ion, By

" ,hascd_on en atte-npt at solution' the codc 1t=elf \fas not afaﬂable

1 % .".' ¥

to him. The code was two-part, and I‘oz- that reason a canplex one, aa,,s -
o
the British captain. He states that "it. abounds in altomatlve equ.:'a--—'lw'—- e

SO ( PSR
B SRy e re T

' ’lents, N € variants, in modern tnrmj.‘ology, a staternat not con-, e

fl.:acd by the repr oduct*on of part of on2 rage of t‘le code sbom .;y

Barnes. Some at.empt Tas made to nVOid casrbmatio-x: of letters
" T likely ts be xru.sta}fen in L!orsc code.

Anc%her of these codes was a shert t..o—letter codeso .prepared A

LLRTO Uy DT o T Y

Sﬂpta'.bnr 1918 in an ed:.t:.on of 6 OOO copies, with tm prL'z\.ry

Lot i et b

parpose c.f mneting the nneds of the frort l.me w‘xcre nom of t.hs . ’ t

' Ty exrh .odes" or othe- means of secret. ckw-..n-caulon vias ava:.lable.

A et epiars

'Thls code vias knorm as tle E—ergency Code List d vzs distribu ed

Al

dovin to mpanies. Only 2bout 50 coc.ruonl) used p}u-ases co'nprised the
code book, and the arraxgemcnt w23 t¥o-part, the group-a dlgraph.
" ¥hen eachissue of tho "'I‘rjcnch Codes™ appoared, a new__ed.u.ion of the

. Emergency Code made its acpearance. Bc(_iinni_ng with the Hurcn Code ,—

' 30, Frision, op. cit., p. 20. e A - - .‘ﬁ.‘._-'
05 P ¢ S

& P
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. the second of the "Laks Series"—issued '15- October 1918, the Emergency

Codo was insorted, as hos been indicated above, in the fromt of the e

L - ” 3 B - - . i_-/..--- . -
book for rcady refe*-cnce. ’ * e & B,

" . . o B
§" . K - : o * g la%es ;

A I:Lfth code was the Casvalty (‘ode3l vhich was a -short code list','-" E o
employmg a th:-ee—-" etter code grcx_p, for reporting casualt;.es, pre,ared
' and prlnted in U=y 1918. Thls code was later printed as a General Or-d.er.

It is hare reproduced in fuJ_l

R Rﬂmrt fo’lorlng aCCIdentaJ.y kllled.............-......AJL- - =5
7 . ' Report following killed in actichiceseeceecesestonessessBOX [ v %85
. Report following died Of VIOUNAS.eeeeeneneesnnnsonceseassCON  ° ©

" Report fol_lowmg dicd of diseas®eeetveececocsooscecossae DAT
.- .- . Report follewing missing in 3CtiONseceececoioccesenesseelilD " o X
-~ Report !.‘ollow:.ng severcly woun2cdeceeceecesocossccceceses FOIT o
. Report following slightly wounded.eeecececoseessceeceesssGAS
Drorned—Bcdy recovered.ccsicecetsescosscscssesascasassasBiK P
Dmmed_BodJ' rotv I‘ecOICI‘ed-...................'......-.Jrﬁ
‘' Dfath dn 5o [0 AV eceiersieiertinse o Xorene it oxolote, duolile, o drslivegd srerens A D L
o Deth ot dn X3ne OF GUUT. e iy sre critsite cooe sioiere aisieie i o7is BELE i
. Result of own misconducteeeercreeececncneccaccoacosneae P . . . ¢
* Fat result of ovm misconduct.....ceiiiiiinieiiiinnaes NG ‘

*

y £ in line of duty, not result of cvn misconduct.......04iK
. @ K A7 entitled to wound CheVION.eeeeeeeeccececccsesosesess PUN

bk entltled to wound CHEVrOnooucooooo-cu-..oo.oaoooo-toR“ '--. :

PP THPORLI-T T TP SEOF APCF Rt
.

.!-Arn\y regulat:on rade the printing of codes, as d:.stin"t from .
'compzls:.on, a function of Th° Ad,,u‘ ant’ "mrrnl'a Offien, in cooperas.ion

“with te Signal Corps and under the :s_upernsn.on of the Ccds Cozpllation

. .
PrRR o] PP TN TTUTIE A, LNy

"Sectime The ficld codes vere therefore printed by the printing offico

P

of thes idjutant General's Office at General }Ieadgusi—te:’s. Except for

_ GeneralOrders and Bulletins, codes were given priority over otker

-

31. Eedman, op. cit., pp. 20, 23\/‘231 Ba'uos, oo. cit., p. 28.

o
-

. . BRRC 18
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hadaded 2l

. had to be d:x.stnbuted to Ar'r,y H°adquarters b) offlcers of the P.ad.io
Intelligence Section at Gene"al Heﬂdquartels, acting as s“ecial

. couriers. The pcrsonnel of the, Redio Intclligenve Sect icn of tho & s

' 'aJ_l code. mrk, inclm:mg ccmpilatlon, prmt:.ng, d..stribution and

_ be prin..ed for each "'I‘rench Code was deter"\med by G—~, end the )

Vvil. : ; Cods Compilztion in France ) ) ' 165_

.
T

F printc;d matter. The Adjutunt. Gereral's Offlce likonlse e:'ercised the

function of distnbution of codes, at. did not give sat:.sfaction in

this rcspect.. Thex efore, the heavy packages containing code books

- —

Aty then dlstributed the packages bo d:_vision, corps, and t—oops.

This prcblem has since \'-c*'l.. Viar I bccn el:minated by concent"ating ,

o= mpemn D eimanm e st - e, N

accounting in t.he Slgnal Corp:s.32

. The Code. Compilation Secticn.'coo;:srated clcscly-with G-2 at

.General Headouartere throughout the war. The munbﬂr of copies to

copies wre dlstrlbuted through 1t Several \io"a iens of cozzuni-
- heHS g

cdtions secu.r::.t;y \are committed by our radlo opc*at.o*'s. En.*_re

!_r.essagez vere still sent at t:mes, in plam text. In or de. to evold . -

" this as'-xruch as po'ssible, the intercept stztions of the Signal Corps

~

vere given the addﬂtlomﬂ duty of z:on*tor:ng Azerican transc ..siona

and m!dng ‘a report of violat jons. This report was ‘studied by the Tl

32. Friedman, 6p. cit., p. 21; Bernes, oo. cit., p. 30. The

: arrangomeit, of course, has been different slnce the creztion,
in Septcx'.ber 1945, of the Ar:iy Security Agency, but .he .
statement in the text was true untid then. .
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control or so—called "Secur:...y Section, " set up for thls purposo under

tho Code Solv.u.ng Sectlon of the Padlo Intclhgence Section, -2,

r‘eneral Hcar’quarters, and consis \.in6 of trained off.gc=rs who hsd pa:-— L o

~

i ticipated 1n crypt.mal;s:.s of Gersan codes and <:1phcz-s.33

-
-

The send:mg of mzs"ages whlch had boen cryptographed by the codes .

described in this paper involved a grcat deal of ...\.pervision in or der .

t6 preserve cor‘ftant co-'mu'licaulons secu.rit.y. *The four most prevalent

types of v:.olations of thls aecur:.t.y cox«m.tt‘ed by our I‘adlo operators "‘

‘ in the same n.ssage w:.th code or ciphcr, (2) repetition of a message N

~.. dn any cde or cipher other then thet in s hich first se..t' (3)

d " repetitmn of a code or cipher ressage in plam 1a.qgu se; (L)

repetiticn of a plain 1mguavc message in mde or c:.pher.%

. ‘J. T'he. Sccret "Instruct.iﬂné" )

.' A yztostat of Colonel Hn.t's pcx sonal ccpy of the "Instructions
for use af Code ard Clpl)ﬂr in Armies and Lower Un:LtG L is.,ucd by

. Geroral Eeadquarters, Anerican E_xped;tflone:y Ferces in ‘France, is

availabl:35 for .s't‘;x'dy. ‘The cover bears the s:‘hple Injunction "lot

“33. Frisihen, op. cit., p. 22; Ba'mcs,'ﬂ. alits, ps 31,
31#. Friniman, ODe. g_lt;o’ Do 23; B.‘u"ncs,'g}:. _C_J'_t;.., P 31-50

35. Pilm of the Director of Conmunications Nosearch.

i_n tho lmerlcan Em:aditlonary Forces vere: (1) use of plam langvnge L
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. to be.taken into f’ront Line Trenches" but the titlepage indicates the -

g precise rature of the booklet \-luch vas also prmted in 1918 by the _ )

is expressl\y forb.ddnn

-The’ :.n:tructions proper begin with gﬂncral notes on the obse rence of

vii. -~ - " Codo_Comoilation in France : 167

V3 G.’Pr‘ntlng Department G. H Q., A.. E. F. -The date of these

instrm:tions is 22 }arch 1918.- A prefatory note emphasizes that it .-

a4 To use plann languags in Lhe sate messags vith cod° or _ e
’ ciphers . - R
b. " To repeet a message in any codo or ciphsr other ‘than E S RS

-that in which first sont, e g e w, o
e. To repcat a code or cipher massage in plain lansuaze- = -
d. To repeat a plain languuge message in code or c1,he g,

= SRR Sl T

' rules,on the guarding of the 1neructions and on spucial p¢cca"t.on.
.to be t-men.' Thcn follows a ‘soction on prcpuratioa of meesabes for

'tran51331on,‘1nclud1ng genﬂral instructiors on how messages should '33.

not ba;reparod how ressages may be prepared, and how messages should

.
- -

be prq:reih in enciphered code, plain code, Pleyralr cipher, and plain '

langqus Instructlons are also inclndcd for practice messeges in

1 the sausfour typns of cryptograrhic system, and for se*v1c-‘meszages.i

Tho £i=®'sections deal, respectively, with the variocus tvpes of com—
municaton:

rodiotelegrochy

earth tclegraphy

telephone ‘

buzzerghone

telegraph

visual .

messengers - . . = _

pigeons ’ S——— : .

dogs SR : _ ‘q@

other meana . ’ s A
é ’ .t

CEFRRPRP PR

!
b
.(;{
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‘and With distributlon of.codo books and cipher cax:ds. . w7 '.

One of. the rost. 1ntereqt1ng point.. which come to llf,ht froaz a
J . w g
readmg of thcse 1n:4tmctlons is the fact that \\henever a c¢ode boo‘c >

4 could not bs burned at could be dc.,t.roved by dmpi.ng t‘le psses mto :

\"nter a.nd thcn rubbing the she"ts briskly unt11 the printing disappea.. ed. -

> The ink- used by the printers was anpr.rent.ly soluble in rater. A gi=ilar ."-

. technique rras used . in ?.orld 1"ar II by the Gensans: code books vere .

printed in Ln.}c soluble in water but. ai‘ter the printmg had been dlssolved

e — ———

- o -~ -~ - .-

experts of ths S""nal Secunty Avency were able to restore tha n? .nting
. sufrimntlv bo per:nlt the' reading of the terts i

- . ¢ . ks i

aE “F '_ . £ %, ' .K. Conclusinn . B ) 3
Toe field codns whlch were compllcd by the A. erican Emd tiona.ry .
Forcea rell aupplied the need which arose when our military forces 3
\1e1:e rown mt.o.act.ual c_ombat, and- gicept for the use of conpliceted
- enci;itrixxdnts such as addit.ivés or subéracto:s, cods cozpilation has
' ma.d'e’ li-t:t.le progress since.B_G,-- B Ty , P

= enﬁipher'nent vas intended t.o be used "llth any of the codes

q

" vwhich sere produced by the Cods Comnpils tic’x Section. p o

letter code seeris to have boon more in "a.or than ths digit’
. group eode in the fl°1d codf- series, as moy te Judged ﬁ-o::x 'che fac"

that d’ the fourteen fleld ‘codes (Ficld Codes Nos. ]_., 2, end j_z:ust

36, " Iko riore significart developments in cryotosraphy have been in
" ' Erhers and code cnciphermnents rather then in eode corpilsation.

. - ; . U
' ; LD

n' 2
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b be included in thls count) prerured by the American E:mcdi ior.,ry

' codos probably Tas caused by fac:lit,y of transmission, v'ather thnn

“help fm th Br;tlsh and French forces they soon had such a list of |

..
el ¥ oo b

LY L O Ry S 4 - s . l -
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h Forces from ‘Juno to No»cmbﬁr 1918 _only three—-—tho Lohawk Code, the

A]:LGLB_Y_ Ccdc, d the Hudson Code--vere d;git codes. . The' letter ‘
ccdes all use thrcr.&;e...er groups, the digit codes are 211 four—

dlglt groups. It seens, ther efore, t‘-at the pr&erence fcz' letter

. The speed vith \\hlch “the codcs hercindescribed vere compzled

P e -
T -

\ms azg"n" and sen’ed immcdla te purposca wzthout long, unnecessa.ry

delay:. Satzsfs::tory, t.oo, Was tbe tboroughness wlth vhich the c..de

"..ccm::lzrs "¥icrked, so that wr.en the codes wore put to use they brought~- e g

.about ﬂz secur.nty necc<a'-ary for, the transmss*cn of sec*et messages

R R

) Though ke Amer:.cnn Expsditionary Forces .hcd begun to ope. ate m.thout :'- )

tho prqer meens of disguis.ng meseages and could not. alr.ays cbta:.n

\

usable :dc., that the British &nd French care to recognize ic value

“ of the Zerican co}:piléticns. - - ) L P B

. L. ®%e pmericsn Black Chamber® on Code Compilation “'J:_g‘Franca Q-

"Tt a1 be well at this point to notice cortain statements made ... -

b" Herte=% O. Yardley in The Americen Black Charber 60ncerzﬁirg the

codes bem, u..ed in Frc.ncc by the American anrdlticna:-y Fc"cs

The per'h?nt paragraphs appear on pages 42-46, as follows: . serow
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One?7 of the ycung officers whon we had trained conflrmed
this vhen he arrived at Genoral Hordquarters in France. He had
received his instruction and praclical experience in my buresau,
HEaving observed the necessity for revising the Viar Derartrment's
"coazunications in this country, he was eager to leern whether

..tho codes ard c:.phers of General Pershing in use at the Front ~ .

“were safe. . .y

The first thing?® vnich this yeung officor did after srrir=’
ing in France was to induce his superiors to intercept by wire=-
less our ovn radio code snd cipher messages along the Azericea
sector, These codes and ciphars were used to transzit the most 3
secret and importent messages and by tho,e who c.:ployed thea
they nere consmnred safe, -

’Ylthout39 ‘any l-'nowladge of the .l.merican m-thod of encip“rcr- :
1:::11: the young .officer solved these messages wlt.hin a few hours.
"The system vas wholly inadegurate and asa mzans of inst.ring eecrecy
=3 lit.t.le more than a fe.rce. . .

Through dcc;.phﬂr'u‘*nts of Ger'-.an intcrceptcd cizher m°ssagea, e

-*- oz Cipher Burcau.in France knew that the cnery maintained a largo .
. sfaff of skilled cryptozraphers. All radio messages of the Allies .

=d of the Azericans were intercepted and sent to the Cerman Cipher
Brcau for ettack. If this young Anerican officer, who wes still
mrely a student cryptographer, could solve these messages, the

374

38..

Second Licutenant (aftervards f-:ir-st Lieutenznt) J. Rives Childs, - T
5n charge of thz Cipher Scluticil.Subsscticn at General Hozdguar—
ters. Sce Chaot.>r VIII; Volume Thrﬂe. Chapter I“'I. .

‘IZeutenant C}u...'.‘.., reached Generzl }Ie:v*quarters in reb—.xary l°18

"ad that the test made by him took place in May 1512, This stete-

39.

x=nt 1s tased cn iczrginal notes by Celonel loor=an 41°v‘l W=, Williem -
¥. Fricdman in the latter's copy. of Th- Is:mrican Black Chasber

(aﬂ loc.).

‘Ieutenant Childs was in possession of tho cods end kne‘w,the '

‘a=thod of encirhercent—he had r2rely to recover the cigher

&phabot which had bheen useds This fact should not bo allowed
% create the impression that he vias less competent than IarLey
mkes him out to be. The mecssages were purely test messages
p‘epared for t.hat ‘purpose at Genn."al headquarters- % ¥ e
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13, cutting off communicaticn and stopping railways bot.sen - L2

" l=xched. Thls, then, the enemy knew!

German cryptograrhers, with their long experience of code and

cipher solution, without question had also solved end reasd these °
* telegrars even more guickly than he. And once the system was

broken, the enery could solve every message as easn_ly as the
person to whom it vas addressed.

_As it hnppencd the centents of this farticular decipher-
== vere so important and their secrecy so imperative that

1= young officer!'s remorandus on the mztter threw the General

Saf{ into a panic of confusion. From these wireless inter— hl

o:;’l’.s he learned the dispcsition of troops along the St. Uihiel
s2ient, the number and nines of our divisicns, end, findlly,

13- actual hour at vhich the great fmerican offensive would be .

The herculean effort of flattening out: the saiient, *hich :-.

far four_years had forzed a hugh:"poclet®. inside the French

Y:ﬁm and Toul, wzs the task of the Azericans.- And by reaa:.ng__
= Intercepts, tte Geraons had alreedy learned in detail, just.

s e&sily as this young officer had lea:ned, plans and preparatiohs

. Imthe great American offensive. Incrediblel No worder the

G=eral Staff was in a panic. In these messages were containad
== of the Rost :Lmoortant stratagew of ths r.:rld Wer, .

il 'I")e Germans consndered tteir posn.tion in the salient im
=e, General Pershing knew that the enczy had several lincs
I@&fense,; the second kncym as the Schroecter Zone, ansther as

.. G=Zindenburg Line or.Kriemhilde Position. . What was to happen

&3z great American offensive of+1918 if the enery was pre= -
== for it? Of, if the defenses vere not concidered strong
emach nov to mcet the offemlve, vias the enemy, warned by our
e=xzes w:.thdraa:.ng" :

I(O .

'Cs::czxtcre:.ut, s catngor'ically denied by Colcnel "éor*..;n, vho was-
Fmt, whereas Ceptain Yardley was himself in Vashington and did

. mieach General leadguarters until December 1918 when the Radio

Iil_.gence Sect:.on was about. to ceace operations.

e=xJuly, and the St. Mihiel offenuve did nct take place until

- %llu‘-mg Seﬂtemb:..

) k-achromsm. the tecst took place in lfa), the code‘s v.ero perfect-

e es "
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" not be read. at sights ™ T ""“.f“‘ e = o S i

. Thc latter was thke cace. Our young officer had shown the
Gensral Staff the lcak in the offensive, but it vas too late to,
swoop dovm upon the Gernans in a surprise attack. The mpessages
vere already in their possecsion and a retrest hed begun. The
hmerican offensive of September 12, 1918, was considered a
trimph; but it represents only e srall part of what might have
been a tremendous story in the cnnals of varfare, had the Gerrans
not been forevisrned. The stubborn truct placed in inadequate

"-ccdo amd cipher systems had takon its toll at the Front. The

enaxy had actually been taken into American confidence, through
the non--secrecy of co.imwnicaticns., It was nct a surprise attack
vhich was achieved. Pershing pursued ‘an already retreating hords
and entered St. ltihiel on Septenber thirteenth. The sallent 'yms -
braXen, but the- surprise attack never camoe to passe Too many -

steff officers in France had, like our authorities in “Iashington,"' '

plz=d & childish unfounded trust. in &n encipherment which could

S
B, &

.~ Seldom are the curtains dralwrn tack = t.ﬁa’c ths intricaté_ ey

secwt plots, dangers and discoveries may be knovme Ina . .
hisery of the .liorld Yar, one rezds the story of this amazed

ya=3 6fficer, 1n some short uninformetive gorerslizaticn. He
l:z;-tl'at the code and cipher systems vere :.nadoqm.at,e, but all he
cotd do was revezl his findings and give warning to tlm Gensral
St=¥. The stcry of his revelation is orne which, like many others

ecxted behind a curtain of warfare, is'seldom told. .It was too -

lze to undo the demage after the young officer had revealed the
i=gequacy of the ccdes and cirhers. " Of this whole episode we

" real but one sentence in a hlstorv of the Lorld I.a.r:

DeSpit,e a1l Pernhing's prccautions for secrecy in tl'xs
- St. NMihiel sector, the Germans expected attack and began to
nt.bdr:m.

‘By roadlng cont.r.r*porary hlstory of the horld Var we are led

_taTlieve that inefficiency was feund on this sids of the Atlantic

or. Such is not the case. In.fact, the fcregoing inzident is-

" b2one of the tragedies of tho Amcrican Expeditionary Forces, led

t=neral Pershing. The Signal Corps in France was using inexport

“skineffective codes .and ciphers to carry over the wireless the

mt_orders ‘of the Gencra.l Staff in France. 42

it not. been for the Signal Corps, there weuld have been ¢ -

mix greater casualties on the St. Uihiel front. I was not
ImHe Signal Corps at that time, but in'M. I, D." (Williem

e | T VO

Code Compilation in France : : 172 "
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P ' F>riedman in his copy of The fmerican Black Chacber). - ) 76 -




v B!t eh

. B det S

oo

(NPT GRS | o BIPT B Pa

L t ey
AR [ P )

Ahavatalod soaasda

PPN 1Y )

(PRI AR

_unita both knorm by the SETO sy t‘xe Radio Intelligence Section.

h o . 2
The i':Lrst of tbese ras the Radio Intelligenco Section, Simeal Corps, LT

-a.ftemards }cnown as the Radio Sectlon of tho Radio Division, S.Lgnal .

the otha‘, the ,Hadlo Inte]_li,sence Section, Genoral St.a.fr lcnown

: other\sm speciflcdly stated, it is the unit mean’c.

— B P el

e e .,

CHAPTIR VIII. THE RADIO INTE)LIGZHCE f"cnons IN FRANCE .07t

- - " Wl e e
e ¢ s S SR ; " 0 ‘el

A. Organization of the Scctione . » ) K. s -

Ll

There were in the Aner:.can ...x,:edlt.jonaxy Forces in France two *° 4

L]

Corps, mnccrned prm._m_ly with interception and gom.omct.ric a.ctiv.xty,

fa.nilla;ly as "G-2, A-6," was concer rv'd pri_marily with crrpumal}'tic

attack !pon the Germnn ml:.t;ary ccdes and cin‘iers.z The bulk oi‘ the

.pre.,en’c c"tapter \ull be concerned with the lattor orgam.zat ion, u.nless .

OnZB July 1917 Captain (afterw iards Lieutenant Colonel) }Yank

.

I.foorman, the'z ‘of tl‘e Coast Artlllery but later of the Gene*'al st a.i'.f ' ,AQ

-,v,.

-~
-

'0

Cox‘ps,3 was deta;led to form t.he Rad:.o Inte;.ligenc° Sectlcn, Geﬁeral

= m— - B

1% In'_-mat.ion ccn'ce*mrg this organl..etn.on is tzken from the Report % “
of the Chief Sipnal Officer 1619 (tash.mgton' Governzent Printing .- .
Ofe, 1919).- : I : 5 _ ; el

- .

2, Inmfzmaticn concerning this orpsnizat ion Is largely based on Par et
IO of Licutenant Colecnol Frank Msorman's Fm_l Revort of the Redis .|
Ifallizence Sectiun, General Stuff, Genora Heoaouﬁrters, Ardrican
Exiitionarv Forces (U ashmc,ton Goscrmxcnt. Printing Office, 19‘45),
nhzt -title SHSSEMO " ’ " : "”. .o

3. Cazain Moorman hzd in 1916 been Lhe Acting Director, of the A:'v :
Sixel School at Fort Leavenvorth. See Yolume Cne: Chzpter VI

4173 -
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VIII. The Radio Intelligence Secctions in’France b by )

. S"r.aff, a unit which performed functinns approximating those of a

' signal intelligence detachment in ’.'Jorld "’ai- II,'though it hed other' .-

BB sy T W 4 w4 R UL - .

' 'St.aff Corps. ‘The Informatian Division in turn belonged to the Intel-. s

_General) D, E. Nolan, Generzl Staff Corps, thé Assistant Chief of .

" were n:in .and much valt.able :Lnfomatlon obt.amed.

. = ; REY

duties, the neture of wlnch w:t.ll shortly appear._ .
'_ Until 25 Septembev- 1917 Captuin L‘oorxran norked wlthout ass;sta.nce
but on that date Firzt Lieutenant (aftﬂnu ds Captam) H. A. Ber thold

Coast Artlllery Corps, v.as assigned to duty with Capt.am !..oort:'...n, and

e e
(-

. ,.
ek
SRRSO

on 11 October, Ariny FlEld Clerk Ilax'ry Block Joined the tvo ozficers. ‘

T
iAok 5.

-
.

' The Hacho Int.elligence Sectlon v:as part of the In.for'"\ation Di'n.sion, '... .

e St

of wh:.ch tBe chlef wa.s Yajor (late'- Colon»l) A. L. Conger, Gener .':"';":.,-._;i‘;.-.., o

.n afe

o
3
oy
o
2

ligence Sect.mn of the General Staff urnder Major (1ater Brigadiér

Caatain ).[cormr;_*'n' beg‘an. hi§_v:0ri< wit.}.xou_t the benefit ‘of -p:'évioué.'.. A
pla.nnmg by others flvre were no roc.;ords ard no material on which i
to work. It v.as vaguely kno.:n that tbe R‘.dlo In»el_llgence Section
vas intended to read German code and cipher n°3°ages, but h ow this ms .
to be &:no and thp detal.s of obt.a 'ung messa,;“s were not srec-fied. |
Vost o:l’ the tire from 25 July to 29 October 1917 was spent in a.st 1...;,'-.
of Brit.sh and Frnnc‘l rethods and in consultatlou wlth the Slglal -
Corps = to the part Lo be plwed by pcrsonnel of that. corps in liaison ) |

nth Cxptain, l’oox—xan s st.arf. Visits to both Brn...ish end F-e'xcb offices

T

i
[t
i
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Two difficulties were encountered at first, as Colonel Moorman

-
- i )

.aftenrardS‘teetified'a EE ™ = O e =5 "_ Ca w ..

bl
-

" One is the dlfflculty in gotting men who are trained in g
the viottks * General Molin expressed the situation very well = oy
" toward the latter part of the wiar when he said that he started . @ . ™
".i - in-vith-a misconception of what .was required. He said that iy i

- o thenext time he would put into this work the best brains of . .. ..
3 ) " the country. He also admiited that he had not appreciated oL
T * the ‘importance of the ccde and the cipher .work. - - > AT Tee

-

o

AP S PRI

Next, ve lacked liaison with ifashington. I do not think , ™ .- :
% that Vashington understeod our problems in the beginning. We . *7: V¢
a8 * did not understand ‘issiungton, and did not rake. any particular g Pon]
8 ) ¥ o effort to aﬂpeal to them for help. e C o 2 g E S

v (g N0 2l
o= . -.‘- .

“As Amerlcan troops "then occupied no- .definite. part of the front, x

¢ B SRS

. ‘an agreement was made \uth the French to permt American stationa T

' 5
A uA.‘_.‘l.-on o n-..‘

2 _.'to be established in the vicl'uty of the lleuss for the Furpose of

Q.

_ interce;tmg mes.;ages on wh:.ch the Section could practJ. ce the r'e.,hods -

= of .,olution learned from thn French and Brltish.

Inaddltlon, arranger:ents Lere t".ade with the S:.gnal Cerps to L .-j"'i‘

PREBI{3-Y DU o ) Lt &

O - fum:Lsh zen and instrunont.s ror interccnting rwssases and trar_s:.ib- 2
_‘ B " ting thm to t“e Sectmn. The first mssa~es, intercepted by the’
- .Amet icaa s\.atlon at. Gon"“ccurt, nere rc"eived on 29 Octoter 1917, ’ .-.', "
but thes vere fe'.-: in nu..m.ber, smce the station wes too far from the &

-

battle Xino for successf‘ul interception in- volunc. Yloreover, a

Sdabacid ot Adamtadiiis
-

number of the intercepis prov ed to be mea.m.ngle LE practice messages

aatatid

8 5. transm.ted by stations att:ched to the American S:Lgnal School at Coe

'h. . Leckzre by Licutenant Colonel Frank Noorman before the officers
of 3he Hilitary Intellisence Dinsion, General Stafl‘, 13 February

QG ; 192 (sesIs 350.001). ~ . . . . : %
= - . % _ e s 'l'l
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j may havc made of them, b g thsy viere 1ntercepted by the Germns, is

) turned over. to the Radio Intelllgence Section 01' the Genreral Staff,

&n mc-ease "in the efhc:.ency of the personnel and clearly dc::orxst*a-

L Mt et e AL A L Lt m o e e P8 & =St e 2 S— S i

VIII. ‘ The Radio Intellieence Scctions in France . _176

Langfes. Considerable time vas spent on thc.-n under the mistaken

belief that they “ere Ger;nzm rnessages. what German cryptanalysts " gt .

a matter for speculatlon. _ . . . o3 TS

- T

-.On 12 Hwerber 1‘9:!.75 the intercept station had been opened.by'

thc Radio Inte.'!.hgenv Sectlon oi‘ the Slgnal Corps at So\z.il_Ly with .

one sergeant and elg‘vt men of tho Second Field Signal Battalion. ) . g

- bSO D

Continuous tv enty-four hour sérvice was mamtalned, and from the A '..::-.J..’

VAR ETITIET e g m s =

‘date of opening to the end of the month the s.ation Ncorded a total . :\.-;

of 393 messages and 1,173 calls, nh:.ch, with data as to the time or _i,';:j
caJJ.s, rave lengths, and the like, viere upon recoiot iz*ed.ately

' I'or tra:x.nlng purp:\ves. The urk turned in by this station shoved - .- i

ted the adv:.sabi.llt; of plao.ng tbﬂ :.nte rcept operators, ter they

had reoeiv=d pre z.m.mary trammg at the Langres ¢nd Gondrecourt ¥ . i

schools, as near the front line as practlcable fer their advance trai.n-.' F

:L':g.- . Shans ' L

~

’Dz: intewcept. statlcn at General Ee adqua-te-s recorded and |

tx.rncd ov»r to the Radm Iﬂtelligence Sectinn of thc General Staff

— =i s .
el

.5. Tke Radio Division w:as then under Major Loui.. R. Krmum. See

Remrt of the Chicf Signal Officor to The Secretary of Yrar 1919, X .

Pp- 301;-'305 .
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: W —_— i . . “‘}g
; en averzge of 15 messages and 7 press reports a day during Noverber ™. ! .-
3 . - 1917, ,C*wing to the limited perscnnel ‘available (only two operators), - T

. the z;t..—_tlon was open durlng the day only.
i . The Brltlsh First iray was vm:.tal in order to obtain as xmch .
1 % - i ' RS

4 mformatlon as poss*ble regzréding the Brltlch Radio In»e]llgence

Sex'v.Lce and the equ:.pment in use and the tramlng given by the Brltish

i el Ak Sy

Ju'rv. A.ft.er careful consider.;.tlon of the Britlfh and French syste...s,

-

plans were forn:ulated for a rad:.o J.ntell:.cence sect:.on :Ln an aroyy -

Doy e o
-

A su*‘flclently flex:.ble to fit ‘any army, w}ncb znight. be establishod and :

which could be dupl:.c‘.t.ed as acd:.tiona.. armies vers created. Pro— 5 -." 5

R W PN £ TR (TN TN

;visious were made for the radio equipment nccessar)f for one army,
*xith.a reaso'xﬁ.ble ancunt of reserve ‘equipment, This equ"pnent was
appe.rently obtainod frc'n the French, as French equicment seezed best

e adapted to the purpo e c.nd v as ava*.lable.

Captain ‘Stith G. )_'cCuuchcn, Slf'nal Corps, and 54 men froa the
‘United States.arrived on 10 December 1917 for assign:nent to ths :
S:Lgnal Corps' Padlo InteJl:Lgonce Sectlcn. Capta.in' ).Schtch_en.and X
39 of t.he men ware sen.. to the "Ariy Signal Schools :s't Langi:eé- for L
-trainmg.. A five-week cour:‘:e vias o.utlined‘ for these me"n, rho ;'efe o

. erpert operators and nccded onl} 'specml instruction with. t.he French

) equipme.nt and opera ting mat)-ods used, actual nor!cmg corxi:.tlons bei.ng
si:mlahed at the schools as . far as'possitle. MNine of t.he men viere _'
.sent to the intercept stathn at,. Souilly and six vere assigr_xg-d to the

" s w _ ’ . o - ..-k-) Ny

e’ J
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act1v1ty of the Radio DlVlslcn ‘b2gan to broaden. By the micdle of -

— e

VII. ._The Radio Intellirvnce Sections in France 178

preos statlon at Gene: al Headqunrtexs. T i o I )
ﬁlth incre351ng knowledgn of the rethods of the Allies and the

increaSLng size of the Am=ricen rorces in Lurope, the field of

'Decembcr a deflnlte partltlon of duties in the Division hed been :';'i f;-

- Loghry haYlng complete charge of" thc Slgnal Corps Radlo Int ellzgence:?lsi'

. SeCtion D RN o =Y "‘: : O T, ,.: 3% ,;.,___,1_:_-4-“. " _—__‘; PROL -.' .
k- the Rad1o D1v151on, Signal Corps, Amerlcan uxncﬂltionary Forces,

; .listening statlone, radio intercept and press statlons and gonio-

’mctric stetlons, and the Operatlon of such auriliary equ1pm°nt

elfected, with YieJor Krunm confining his attention to the eyecutive :-f'Zf'

work concerned wlth the redio ’ programs ard pollc1es and Captaln

o

O =
R o'

e mA A e -l el

Thls R“dlo Intelllgence oectlon, later te rzed the Radio'Section T'q}'

%as, chcrged w1th tre Operatlon of the necessarj groundcd circuit

el o

(tel phon° ‘ard telegraph ccnnectluns) as might be requ.red to .

.collect and report all pertinent lnforuatwon rebardlng tho actlv;tf,

character, and lecation of eoeny rwd*o and ground te‘esra;h statlons

in the armles operatlng opoosite Anerlc_n forces, Thls uectlon

accomolishnd ‘the necessary deciphering and 1nt°rp"ctation of the.. ™ . ~ -

operated in c0nnection with the Radio Intolllgcnce Sectzon of the

Gencral SLafI to which all 1nf0rmatlon wis trarsmitted end hhlch

information collected.. Because of the nccessity of Ebsolute accuracy

, Ior the proper transcr1ptlon of the inforrmation colJected, tie Redio

15'{
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Intelligence Section, Signal Corps, requ.u‘a:l the most expert radlo .

atm®®

oper rators for :Lntercept and gon:.om°t.ric st.etlons and persons capable .

of speakmp German for the listenmg stationss T " 2. B

From the date t.":e f:Lrst. intercept was received zt General Eead-

qu;u'ter‘s, raess ages came in so fast that t.hc perscnnel of tl"e Padio L Y

aalall

s Intelllgence Sect:.on, uemral Staff, were unable to handle tl'..m all, | o

-

and it b_ecame necessary to enlarge the sectzon.. Officers and c...erk_s-

AL T LA N Y
K .

+ wvere obtained from ail available sources: scoe were'detailed from ° :-;__'

d::.v.lsions, some {rom replacement depots, so.ne fro'n ashmgt.on, and SR

~- 3 7 .
'3 L o [ e I oy~ e

" some frem men reclassified at Blois. Tn the case of officers, a

bl indenals &
)
.

£ search ws made for men of high mantal caliber who also knew Ger'::an; It T

{a

i ‘ : but cons:.derable dlfflcultj vias encountered. Tha qual;.ficatlons i‘o‘

enllsted men were somewhat lower. ability to vork ef Iect..ve.y vwas
\ g
vy

- the _essentlal qua_lflcablon and a l-m'owledge of Geman only 2 desirable.-

competence,

: ' L The growth of the Radio Intelligence Section of the Gecez-a-l Steff

1 e

atuulated the Slgnal Corps to assugn more zud more of J.ts pcrsomal

to the task of 1nterceptlon. After -conslderable expensicn, by the t_....x Tt

~

' the Arericans acuually toox over 2 sc*tor the'-e vere ava_lable both

*

_ thc.meam an;l the exlrerience nccessary for 'h:mdllng the work. ) . .:'-’,_

6. "Thedifficulty exparienced in finding imen vho could aciually think
© 7 without a guardian wias surprising. It 3is to be hoped that one of
the aims of the future will be to dcvelop this ability in men chosen .
for code ard c‘lphe- work." (Fmal .Report cited in note 1, p. 15). ’

(9]
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-arra.nged in order of 'ohe date of reporting for duty.

. C. W. Birds¥®
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Exactly e:.ght.y persons vwcre merrbex s of the Gcneral Sta.fi' Radio )
‘Lligence uect:.on at one time or another fron 23 Judy 1917 to 2
ary 1919, the date of Colonel Moormen's final report, when only

of the eighty wcre stlll on duty in the Section. Colonel

o

=" . Yoor: aan- lists el the p°1 sonnel undt.r him torcthor with theu* ranks,

el P

. "dates of m.rt.y, and the unlts to ah’ch they vere ult:um.tely £ .—,nsferred,

kI

In th..s list thers - .-

LI ] '.,'f "

-C. H. Matz "~ - .. . 7 =p, B, Thitehead
E. ¥. Ncurse " . . . . . g

r

-

Frederick Livesey
C. G. Mcntross®¥
J. S. Norrisg*i=,
* E. F. Roosevelt®*
V. L. Sailor¥#

K. Bromley™¥ & Y e
H. C. Campagnoli¥* . e
J. B. Childs -

H. ¥. Coursall¥®=

First Lieutenants ) ) _'- %

E. ® Falk <. . . . H.C. Skinner#s¥
#iliiam F. Friedman®¥% - *- : Towmsend g s - ' 8
Eugene Jackson¥®t © " (other rames u.iknoxn)"""

Robert H. Keener¥i* Auvti.n l! ""o*‘ks“f* :

7.

Mem=s marked with one asterisk (¥) before the, nome are those of
the five still on duty 'on 2 January 1519, lemes marked with tuwo
asteisks (* “") are those of persons who had originally been
trained at Riverbznk laboratorles; naics marked with thres
asterisks (#%%-) are those of persons known to have been trained
in ¥I-3; vhere the cthers vere trained is un'mown, except in the
cass of Colonel Moerman’ h:.m_.e...f who had been trained at ths Az:'y
Sigml School. 3

. are seven’cy—seven names ‘r.h:.ch rearranged accordmg to ran‘c, ‘are as
follows: - ¥ “._ X .
oo Tt sldeutenant Colanel ™%
#Frank Mocrman * )
' N ) _ '_ . .. C—aotains ) E T ¥ -’ , ' :
"H. 4. Berthold H. E. Osann -
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VIII.

A. E. Billing
Rs Charderlain Y. J. Ladwig
). F. Eiseman- D. D. Xillikin®*
R. V. Gilmore L. Y. Sellers®#
; J. A: Grahen¥* E. D. Vioellnar¥¥
- Arny Field iscka s
H. K. Ballgardt : S. L. Kresser
Leonard Bickit? - . ¥ . V. C. Lyon
Harry Block " ) ' #A..S. Mangens
.G+ ¥. Daney: : " I " S R. March -
G. B. DePierri J. A. UcKenia
. ¥il. 0. Dodge - J. 0. llieeth
© P. B. Gallagher A. L. Perrle
-H. Gussack “"Dew T. Sapp’
.H. 4. Heiman - = . L. E. ‘Sherer
C. B. Hufnagel S. S. Shook
. H. C. Jacnues S« A« Snyder
" F. d. Xennedy Saruel Tartalsky
W. B. Kilbom V. A lfcciix
J. L. E. J. Vogel =

Cclor Sr'rgcant
Sexgeant .
Segeant'
Sergeant
Cxporal
Boeler

Xoeppler.

Second Licutenants

Honcor-tmissioned Officers

' Sexgeant Kajor..

The Radio Intellirence Sections in France

J. F. Gunster®* -

,

"E. R. Guldner

J. J. ¥lahl

E. S: Anderson

J. P. Nathan

C. L. Rosenthalér

e J. Thunder

L. i7. Robbins .

= 8|‘

.9'

10.

sl

ThJ rank corres ponded to Varrant. Officer

.. "
....

"In -orld Yiar II Lieutenant Colonel Biclkwit ser'ved vith the Sig}al

. Searity Agency ard was Chief, Signal
Bum-India Theater in 1944 and 1945.

Lah':- Leeth was a rr.cxnbror of the stai‘f

In.:orld Viar IT )Lajor Vogel cerved as Ch-of, Spac*al Exa:u_nsticn Unit, ;
Sigml Security Agency and a}.so in the Zurorecn Theater of Operaticns.

-

i

.
v
‘

Intelligence Service, Ch.na-

of ths Nem York ’offico o’ L’I—B. o}

At A o Tt ——— i 4, o s
——
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Privates First Class’ Hl § By -
" E. L. Froy _ . o b B% Cs Eylle « **, 45 :'.*.-
. J. T. Groham ) J. W. ¥ehan ' P o
' Privates’ . - i R ot g
E. L. Mbersen o 5 = B V. Scott #p ¥ g
+ J..F, Endrun . i -.” H. N, Tooliatos 3
L. E. Hendricks - ’ i . . e e,
To thls list shoulé be acdded three other names derived frema *- O, ' g
1iet of former perswinel in G——_2, A~6, to whom letters were sent on . , _-.
17 ¥ay 1919, cautlcning them of the need for secrecy in regard to
_ T : BT
- thelr rar worlf. %a Thc persons w}'xose rames appear on the later liSt et "'
but not cn that. of Colonel Yoorman are as fallows: _ . . ¢ .ioa0
CapLain ‘Herbert 0. Yardley - ' ' .- e = © 5 _'
 Corperal Jess Krueger - ° . F . T oL ' s = s T,
Corroral Lester H. Volff - T s ea
; BT e
The latez list al.,o m'hcate., that ueVeral of the persons nzaied hzd - ¢
raccivcd promoticns after they left, the Radio Intell gence Sect_lcn, 3
: g2y
' Ultimatdy, the Rsdio Inte.J.:lgence u‘.',':tl(m vias éivided into the o ¥,
follc»v.lng :mbdlvlons' ’ .' _ C ) ) e T TE _al
First Army Radio Intelligencs Scction | . . S I .i-_'_,.
.Seccnd Ty R..cllo Int.elllsu,nce Secticn . : » .
12, Sce lciter frcm. Assistant Chicf of Staff, G-2, General Headquarters, -

American Cxpeditionary Forces, to Directer of Kilitary Intelligenco,
‘ar Department, Subject: Prescrvation of Secrecy in Rezard to Code -
and Cicher lViort:, 20 May-1919, ccpy nowi filed in IR 4L154. Se2 also
Voluize Tirec: Chapter III, Secticn D, on the impsrtence of this K
1etLer.~ . . ' i . - : : . . ;_\: \?3
' ' lgo SN
D

-
.
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- Headquarters and ¥as Tequired to make deduc.t.icns from them and to v

' submlt s reports as though tte Arxy were actually :.n o,erahon.
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Coniometric Subsecticn
Office of the Adjutent . “y
Sccurity Subsection . .
Code and Cipher Solution Subsection -

The development of -each of these subsections will be given in turn.

¢ iF : \s

" B. First Ariy Radio Intellirence Sectiv:n13

In Jamuary 1918 -I-‘irst Lieutenart (later Captain) C. H. Matz,

Infantx'y, was detalled ‘to take charge of the vork of radlo intel-

ligence with the proposed American First Arnv. Lieut.ena.nt. Motz was i

giiren rq:ort.s-such gs it was presumed he would receive at Ay

.On 3 A;rﬂ he vias a531gned two clerks to assist in hls _work, and al_l

.tion a:niconductﬁd a s:nall—scale Army Radio Intelligence Section. A

_ sous’ J::arre (Seme ct ]’=rno) to jJoin the staff of ths Fi-st Ar':ar,

°pcc1a1teleg,raoh lme vas carrled to the office, w‘)ere m°ssages

*iere rf:elved dlrectly Irom the SlP!lal Cox ok} stat*ons and’ acted upon P

in all -espccts as they .7ould have bcen at. Ary Headqx.arters.

Tre s1all group workcd'firs.t at Toul, 'beglmmg on 12 June'l918,‘
on nafz‘él from the sector extending from the lleuse to tle Loselle.

On 20-nly 1918 the pcrson'uel of the office was tra.ns;erred to La Ferte

13. Ex the °vidc rnice sce Flnal Revort, p. 16 &0 nditeure C
Bl Report of First m-nl., pp. .7-36

, vere mored to_ a ‘'separzte rocm vhere they worked ocut their owm org?.niz_a- y

.".

-
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then i‘oming. A prelininary study wes being rade of the sect.or. which -

; the First Arr"y h.d Flanned to take over when, Orders were received to .

. cease \tork on thls .»sctoz-.' On 13 August tre Section moved with tho .‘

rexraindcr of. G-2 t.o Neui‘chateau.. Smce upon the depa"tu..e of the | gt

Sectmn from Toul enother st.aff had ccnt:.mmd operations in the Yeuse-

P PRI Ry JF W I |

L'osel_le scctor, the personncl of the 'Redio Intelligenca Section of.

< a o8 1

‘« . the First ltrzny, with the eycept.:.on of the chief, was transferred back ,

to Toul and augmcﬂted by the personnel already tbare. ) Upon the transfer

A A, T RS e (-h—.sr‘__A-;M_Aﬁ-

ol the First An",y headquarters to Ligny-—en—-ﬂarrois the enti.re office

b
¥,
Baatheitnden e
5 .

2248
ki
-

at Toul was moved on 30 August 1918 to ngny, frcza \h:.ch point lt ‘\

" operated during the St. Mihiel attack of 12 Sept"mbef R )

] Tha Radlo Intelllgencc oectlcn ai‘t.e* ths establ:.slu:wn" of an '
, -ad.r..nced P. C. of the Army. HeadQuarters, reuzincd at Ligny until . ’
2 » 10 Octoher 1918, when it .moved to ‘tke advenced P. C. at Souﬂly, -
. .. th . :d: rercained wntil A Ws e ose of hostllitles ‘on 11 }'ovemcr R

™ . 1918, -

Liacd s Rl sl dict o

The t.ot.al persohnel vhich served at one time or'amthar with

N

the Radio Intel1 igence Section of the Fn-st Ar.\{ was as follows' - ~ "_-'-‘.

% ¢ Captain Charles H. Fatz " B _Chlef " §

i Lisutchant Rotert %M. Gilmore(1-20 Sept.) Assistant Chief

: Liestenant John A. Craham (23 Sopt.) . ° Assistant Chief a 4

g Aty Field Clerk “m. C. Lyon ¢ . CGoniometric Section .' -

Arsy Field Clerk Jchn A. McKenna . Gonlometric Scction’ N

. Calor Sergeant John J. Vlahl = . Goniometric Section

1 * Aryy Field Clerk John C. leeth . Code Secticn- .

] : Ary Field Clerk Henri C. Jacques- . Code Secticn

-0 G Arxy Field Clerk Sterling R. March Code Section

5 Sergeant Edgar S. Anderson . Code Section

‘Arsy Field Clerle V alter He. }’JJ.bourn - Secretary ‘Q(l,cb
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= The techniczl sidé of the vork of ob,serving the enexy's com
, e
D municatlon serVices vas perforzed by the Radio Section, Signal Corps, g

Y e S
P

First Am\y Th*s vor}' cons.stod of the operation and maintenonce of

. ’ S -.l.
.thc,r_:ecewary apparatus, staticns, etc., by mecns of which the actual -0

) obscrvation' v:as made. Al.l results viere transmitted by the Radio Section

......

.'.‘

to the Radio Intelligence Section i‘or study ard interpretation. Alt’*ough

these two scctions were entu'ely separate and distinct organizations, ‘_ g

_the fomﬂr belonging to the Signal Corps ard the latter to the Second
(.

, tion betv.een the two 1ias- essential. IS

'.l'he vork of the Radio Intelligcnce Secticn wﬂ_l "be briefly

. -.r -
e

described under succeosi\re hcad_nga. T .. I A it

1. .The location of enemy radic stztions ard the grouning .
of these stzticns into divisional, corps, &nd s:mv nets.

Enem-r.radio etation.s vere located by beerings frem radio-. )
gonicmetric station., located at intervals along the frcnt. "These
staticno'wer.e able to m2asure within apnrom.ately two degrees the '
dircction fxcm h‘hic“x the signals of en en::.v radio station eaze.

By the ixxtersection of linﬂs drarm from tvo or more of these

goniometl ic stations in thc direction of the enen:v svation a quite T .

~

accurate map—location of the oner.u' atation could be obtainod.
Though, when an im':ortant mes.,age was deccdcd the location "

oi‘ the scnding station was cbtained by gonlor‘etry, t}z primary du‘y ‘

- of the gonjometric secticn vas to locate daily 31l enexy stations

heard and, by ccnne cting the se. stations by lines indicating an ex— %
i Q
B
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- change of messages, to determine groups of stations belonging to

divisions, corps, end armies.

-'pos31ble, having ‘stzticns’ conmunic te rerularly across divzsioxz;;

Vldils e The Radio Intellirence Sections in France ' 185

-~

-

1 - -

.The radio traffic of a division would normally be cortained

almost cntirely w1th1n its own limits, and similarly with corps

. .and arnies, so that, theoretlcally ‘the 1ntercorrun1cation of stations

should have disclosed clearly the boundaries of units. But actually

the cnemy, with the incent of destroying this source of 1nformation,_ .1¢

%t g ttenis

indulged in a cerefully regulated camouflage act1v1ty vhenever

corps, and army boundarios, so that the grouplng of staticns into

actual nets Y:as very difficult. Undnr very active conditions, ho-
exer, the necessary trafiic aft stations was so grezt that car ouflage '
was 1mpossible, and the various nots shovied’ up clearly. :

From the location of staticns a_so the derth of the enemy

echelons could be deter.ined, as well as the presence of his troops

" in doubtfvl areas, nnd during ver of povement "the positicas along

-

vhich he vias organizing resistanc

2. The 1nterﬂeotlon and deﬂodﬂnr of enemv radio mes saeee. o

Intercept statlons vere maintained at proper p01nts along the .
ny front to listen in’ continuaily for enesy radio mﬂssages. Th-se .

stdtions vwere connected by- direct wire vith the Nadio Intelligence f

office ard intercepted nessagcs viere telegrarhed in dlrec.ly.
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' _ca]led the "'I‘}-rec—ln.mber Code" M was used prlnclpally by | certain

e .

VIII. ‘The Radio’ Intelljpence Sccticns in France - A

The enemy had in general use, cduring the pe rlod .’Ln whlch the-
First Army wad functlonmg, tno d ffcrent types. of c:des ard. one

cipher s,ste'u. The first of the'se codcs, of t.rinumeral type, amd

nmiscellaneous units, =uch as artlllery groups, etc. for c.mmm:Lcation -
' m.th:m dlvislons. It wes the Germian "front-line code" end consiste_d

of a tase cont amlng 1rt..ers, syllaXles, phrases, and code rames,

and a separate distortlon table i‘or each division and miscellaneous

unit, which changed at :Lnt.ex-vals averagmg 'ien days or two nee‘cso

-« -7

Ot 0 Y Akl 4 TS P O s W = . b ——
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Viith a falr arount oi‘ text, it was poss:.ble to decode met!sages ln o “1

this coc.a with conmdorable succcss. Lxcept durmg times of great

oI mportance being sent in this code. Identifications of umts,

: ho\-.ever, and occasionally more vital infermation were often found

Irom def‘oded mes sagﬂs .

'act:.v:.ty, the ener:y a:parently took grcc.t care to prevent mformtlon )

Du.r:.ng period_, of actlvz.ty, pm-tlcularly durmg the St.. Mihiel

attac‘f the enery used this code much more freely, nd hlgh.y

- in"ortant inforratlon wias obtumed from c._.codad n:essaoes. .'

N

The second code emplo_,ed 5'-ou1)s of three lctters bomme cing

with X, R," A, U, or S. A scparat.e edlt.lon was used by each arny, -

]_.L;. On ch ran systems, and their solutlon see below, Sectlon G, - -
- PP 202—211. : ¥ ggt

N
£
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) and, on account. of the gr"at nunber of words and phrases and alter-

-Ior e:lch amv by the Code Solutmn ..»ection oi‘ General Fe=dquarte“s. &

.impértax;ce vere sent in this code, but during per:.od of funct.ionir‘g

“auch valuable -mfor-nat.ion vas obtained from the messages. .

" of” obta.mzng :mi‘cr-:atlon of value from thess’ messages vas do_c:.dedly..

e Rt ot A SAAL ahs 6m T e S
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chenging at intervals of from two.wecks to a month. This cods,

because _S.t,\;zas a true two-~part code, was very difficult of solution o

_ native groups rhlch ot Y contamed, tho princ:msl stud}’ of it was done "

A.l text rCCeived was for- arded to the Codo Section of General Heaf‘- i

quarters, \-here an exhaustlve study was made of the co"e, ‘and. all

solutions were sent by w:.re. to the armies. 1 saages of consldorable e

domek=ie s

oi‘ t.he I".u-st Army the code was never solved sufflciently to be o!‘

grcat value, thour'h u'ﬂon tm occasions s.hen a " code r.as cap .u.ed

The ciphcr encloyed wzs of a very difficult subst:.tut.ion——-

tran..posnion type (ADFGVX Cipher) used only for hlgh comrard com= .

) munications. It was ap“arently used betuecn Anq oorps end division .-_ ’

R

* stations, and for aBSSages of greau importance. l.essages sent in

thxs cl.her v.ere p actically sai‘e from da.nger of solut.:.on.

In ’che sprlng of 1918 the eneuny adapted a policy of .the stric-

>

test cantion ard conservatisa in reg:rd to codo me°sag°s, Y\luh the. - ,

result that when the First- ATRY bct,an functmmng tha probabilit.y

less tran it was during the earlier part of thq war,
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“to tbe-fr:mt. TPS st.at.lons had a ve'-y lmited range ard Yare used

by the enesv only in h:.s forv ard unita. For this reasonthe massages

daily repoi't sheets sent to the ofl‘ice of the Radio Intellicence

550 (. The Radio Intellicence Scctions in France 189

3. The intercention and decoding of enery ground

telerrazh (TP3) messazes. . e Tl

This was accompli'hed through listening staticns located close

senjt. were rarely of :Lm;:ortance. The cede used vas generally the- .

'!Thrce—f!u-ibéf Code", a2nd any messages intercepted .we;-e coried oa the

Sectzon by the vanous llst.n'ung =t.ations.‘ Indic; tions of doneilEres o -

enemy 'I'“S statlons, thclr a prox..r'ate locationa as det.em_ned by the

.‘int.enezty of tbe*r s:.gnals, ard chnm'es in their sending proc°dure.

2o

e Sl & C Sy,

able mpvrt.ance were obtalned by 2 close watch of the ectivity of. - -;.

Rel:.cfs were cften *ndlcated in the latt.er manner. ' & e «® %E

k. The iﬂterceatlon of eneny t=lenhone conversations,

This vias accomplishe d'by the sane listenins stat.ions -.vhich

interccpted enay TPS messzages, but owmg to the care wkhich ths enex::y

" had begun to eercise-in contmllinb his ccrr'e.satlons and :m the
-loc'-t:.m of his llnns, no h:.ghly m"oruart co’lvc"satlcns were over.—

heard duz'mg the pemod of functioning of the First Avnw. This héd =",

been the case in the earller days of Llhe \nr, 'nhen much Infermation
was obtamed from intercepted telephone conversations. i -. »

T value of llstenlng s»atlons for both TPS and telephom con- 3

versations vias, found during war of mcwerrcnt Lo bs cons:.deA ably dm.inish-

" ed, owdng to tha d:.rflculfy of x'.a.nt.n._ng c..oss car\.act with the ene'v

.
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‘long enough to instfa.xl_l the necessary apparatus.

T -

" 5. The _nterceotisn of r:dio sirnzls from aeroolanes ARy
¢ . = ranzing for hostile artillery and thz locaticn of . .- at PG
the plunes sending thise sienals. " S e

- . . : e by

. This service prim;_rily bolonged to war of position, since a - ,: B

Cw c.omplete system of telephone llnes bet.vlc.en gomcnetric stations and )

. ._ ) ~a con.rol station for which vannngs of the.,e flights could be sen£ ":
5 . " to ai_r pursuit groups was necessary. During movemmt of the f.'ront A— 2

it vias necessary to move goni iometric’ stat:.ors Iorward frequently,

T s 8 that ;’.Lt vas pract.icn_uy irpossible to :r.a*qtain the proper : -...',‘,- .',2‘ _
i\ : " telephone lines. Hence, wlth the erc»ptlon of the bricf time nhan : -"3-
i ' the I-’:.r..t. Arnw vas engaged in position warfare, thls branch ot the 5 E ,,

. sqwme received no opportunity to function at its full value. -_"'~.

During the earlicr days oi' the war the A.l_lies on steble fronts,

particularly the British, atvained great success in the dete"m.ma-
tion of the locatlon of hostile rangmn planes end th= interruption :
{ these ﬂights through warnings sent to their own air service.

.
-

[P I ITY TORPRLT W P 10 IPP0 ST WY

6. The pollclnr of Arerican telenhons llnes near . . -_ 3
"the front for @inrerous conversalion v’uch m_ght ’
be overheard by t.he enciny«

This was also acco'-xplished by means of listening atations, and
a geat doal of dan gerous conversaticn vias overneard duri.ng the . .. e
: funehoamg of_.'_.the First "Army. .Such conversation nas reported to the .~
. . ! & . N . : - . = 9 e s . >
i ‘ . ) . Cﬁ:
. ' . i » . i l43'¢- LI

. - "-'?
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Pproper authorities for dlsciplinary action with a view to i:np'essing

-upon the ofi‘enders the dangers of loose oonversation and the neces—

,t;ion to the.e'nenv. ) - s

_'in a study oi‘ the eneny cou:numcdtion services in the St. Ln_hld

. procedure prior to the operatlon which mlght reveal the enemy S-

- were required. Cn 9 Sept.c:nber list.enmv sta.lons in the Bo:Ls d'Ap. e..ont 0

sny of its elimination, be_cause it wa_s a possible source of-lnfortra-"

7. The distribution of our fmericzan trench codes to
div1 sicn, COI‘DS, end army troobse . Yok

Altogether five 1=sues of the Am:rlcc.n Trench Code wers placed in :‘..' gD

sérvice, on_the following dates: Suwe.nee, i} August 1918; Tiabash, -

24 Aogﬁst 1918;. Yohawk, 21 Scptember '1916; iilezhcgz,,l? October'l§18;

Colo'rado, 7 November '1918."

~The preparatory viork of the Radio Intel_hgence Section for the g

St. I.{ihlel operat:.cn (10 August—l Septexber 1918) consisted c‘ue._.y

é P T

salient with a view to dotnct.mg any charges in organiz ation er L H A

L3

inLer!tlonS'. g ) = g ’ vi o ~ p s

o c-hanve of har‘y sort f;ao obsc*ve'd’ uhti.l 8'Septexrber.- At t.hat ..:‘_:'-'4-.'-
tine unmstakable slgns of nervoos'lcss on t.he part of the enesy - i, e
becane not,iceable ‘along the southern side of the sslient. The - ;' CLE
a'ctivitiro:f radio s-tat: i:ons in this r.egior'x mounted steadiiy fron

8 to 11 Septe:nbor. .. The radio station attached to ihe. otservation

poat on the B te do Montsec wes eXceedmg],y act ve mring this 'pe:iod T

-an indj cation that continual rezorts on nove::ents m.thin our own linos

¢
)
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. Slrecelved durmg the da:,' from gonionetrlc stations d_.sc..osed

. VO The Radio Intecllisence Scetions in France

192

?zll‘ﬁ an abno"mal amodnt of telﬂphone coarnunication n..hin the

ua:a"mos, and on the same cate a llstenmg station near Llimey -
Temrtad ‘that cneryy ground telegraph stations had apparently moved -
. W =rear. A similer phenomenon v.as noted by a listening station °

:Li‘:y on 10 Septembcr.

This withdrawal 'of enexy ground telegraoﬁ

s=5ws vias an 1ndlcutlon of an echoloning in depth of. the enemy ]

. i .==and. of a fear of furprise attf-ck.

X the we..tev-n side of the salient, hovever, co*xditlons apoea.red
y £ .Sf'mialo

=ﬁ=n attc.ck between St. )lihiol ard the Hoselle but er‘tertamed le sa

=g about. the sector betv ;cen Les Esparbes end St. Llhiel. NS '-"‘

-

= some .days prcv:.ous to the date-set for t‘le -attack, honever,

x:::ons from o..her sources of intellig

ence point.ed to the J.nter.\-_'
dthe enercy to w:.thdraw from the salient, and every —— _
' &=5Te was adOpted oy thv Radio Intelligence Section to detect any ' &

" et such a with:lrawal. J.dence from otker sources that the -

W2l vias imminent kept increazsing,

s found from the enemy's comnunication service. Finally on

Xirmber the day before the attack, the situvation -becama acutsl.

Sweyidence pointed to the 'fé.ct that .the en=xy had alread\v'

. ™ . s
_=kished his withdra\-al. On the ovenlng of the l_lth howev.er, e b oy

m L..at a1l ene'ro' radio s.atlons were still in their norzal i “
O ﬁ., ad in ope-atlon—-an i:-po ble condition had the enemy ° .._-,;(_‘

1459
vy M)

L no indication that it had "

’ Th_c conclualon arrlved at then was that the enesy ant.ici-



FTTIY PLITR WY

P P T

i

d ode § e -

A

T —— . kN> o A OV o ® P

VIII.W - The Radio Intellirence Sections iLn France .. 193

actually wittdrawn. Hence, in spite of'all other indicstions, the

ene'ro' s communlcatlon service v:as at first thro'f.'u into cons:.derable‘

coni‘usmn.

.

" gtill occup:l.ed ‘the sallen’c..

' 'h.th the devclop e:rb of the attack it. bcc,_me eudent that the.

lin° becama evident and culckly developed.

During the n'ogress of the attack conslderaole 1'1fcrn.ation oi’

-

Aim“crtance nas gamcd fron decodnd rad:.o r.essa,;es. Thls induded

identiflcatlons end the locatmn of varlous P. C.! s, but p —tlcmarly

.the varning of an eneny coun erattack in the reolon of the Soulevre

Farm dn time to inform the troops concerned.

‘.

The vork-of the Radio Intelh*ence gectlon preparatory to the -

flrs.. sain att.ack of the Argonne-—l.!euse operat.lon consisted in a

*'t.udy of the enerqf comunication services v.est of the l'euse.

. Facn_lltles .for such study in thls sector were far less .favorab1 e

" than in the St. Mihiel sallent, prmc:.pa_ly.because the enmy'made '

.very little use of radio for his conmunications. For several days

prior to the attack of 26 September signs of mervousness on the -

.-

pa.i-t. of the enemy were observed, -t_.ho_ugh to a lecs extent than before

the St. Mihiel attack.

The'atlack of 26 Septenber evidently disclosed to the enery tle

need for a more complete radio organization west _br ‘the Yeuss, fcr

.Radio Intelligence Sectien vias eble to show positively that the enemwy "

However, on. ll. September a reorganlzatlon along the new £ &

v
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i=2ndiately upon the stabilization of the line following the Lirst
phass of the offensive, a consideratls concentration of stations in
this region became arparent. This concentration began 1 October and
by 5 October it was conlete. The distance of divisional stations
fram the front indicated that ths enery's forces were echeloned in
great depth.

Froz the establishmant of communications along the new line until
sbout 17 October indications pointed to the intention of the onexy to
hold the positions that he them occupied. Occasional identifications
xere obtained, including the loca-tion of carps headquarters at Stenay

and Bsawzont; but, generally, decoded messages comtalned information of

. anall importance.

On 17 October however, a gensral withdrawal of radio stations
west of the Meuse bogan. During the following week practically every
stetion between the Meuse and the Alzmse, a total of seventeen, mrny
of which were close to the front, disaspeared. This was strong
evidence that the enexy was planning a wlthdraml of his forces, and
this evidence was confirmed by reports from othe sources. On
24 October stations began to reappear west of the Meuss, but farther
to the rear than before. It soon became evidence that a reorganization
of radio nets was taking placs approximately along a line correspond-
ing té the Freya Stellung. This eeemed strong evidence of the cncy'j
intention to withdraw to this pozition. But about 29 October this -

197
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" (A . rcorgam‘.atlcn ceased crd tal'en in conneqtion nth other inforzratlon, ) .,
it vas decmed that th= eneny's plans for a nlthdrahal had been changed, ,-".:

~ > G RS

g > A8 and hls nev: 1nt.ent.10n was to hold the line he ‘then occupied.” . =B

A .

4 S . ’ - I.n prcparatlon for’ the sccond phase of t.he Argcnne—"euse operation

4 ’ an att emp\. vas. r«ade to decelve the enety as to owr own 1ntentions by

~ allowing r_um to 2cquire false infcrmat i_on by means of his orn Rad:._o *.'",._::, .‘} § g

PO TTIT Y PO

* Intelli.gence' Service. Prisoners Laken east of the Meuse, betwéen

. Beaunont and Fresnes about 20 October declared that the enenyy was

:‘:H. e P s ,fecrml of an'attack in the dlrect:.cn or Brley and l.’ tz. ACcordingly,

- ', . & plan was evolved to increase these i‘e‘.rs ._nd thereby divert his

attention and his forces from the west, of the Meuse. This plan “con=

sisted of est.ablls-’xmg an oI'-q' nct of rgd o staticns opoos‘te the S i3

front. Baau.'nont-“resnec ard spndmg m...sa es bew een these stct.lons ) o h

RTRTRR

in a c:l.;her which the ene"g',r could solve through apparent &.re..essnoss e

PO Sy

¥ - .. in its use. These meseares were of a nature whlch viould make the - '~ A
: encmy Lh:.nk tkat an at,tack by t.m.s new ”a my" vas i.'zmmeqt. Further—
An.ore, telep hone l_nes viere estc_bhshed along the front in a mznnor -

s la s

which wculd enable the enesy l’.sten‘.ng staticns to over‘.ear ccnver— "','j

sation carried on over these lines. Tlis conversation was 2lso such -
‘as vould indicete a coming offensive. This plan was put into opera-'
r. . . . R . - . . -, .

tion 9,}. 23 CGctober and was carried on until after the operaticn we'st

Sl Bl Clab b decade i AL s ada

. * of the Meuse started on 1 Novezber. This camouflage appar‘ently et -
C} .. with ém.sid'efable success. “Eneny radio statlons rex e frequen‘lv given © -

orders to be on the alﬂrt, and our ovn ..:Lste'xlne stations repcrted that Err
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The Radis Intellirenco Sections in France.

on 26 October eneay ground telegrarh sLat.iona' vere dravm back—both .

' =

. very
two en_e:.v divisions vere held in reserve at.Metz even after the attack
vest of the ‘Meuse began, becsuse of the fear of an attack east ‘of the

Ughgey * 5 &%, " . &

NS

‘Army delo Intelliger\c'* oectlon and acdmg Flrst Lleu ‘enant (later

good evidence of the fear of an att ack. It later developed that .-.":

’ ko,

e : C. Second hrny Radlo I.ntellif'erce Sec‘l‘.:.on15 :

Tt “:~‘:;1"
e

I~

Captain) Fhilip B, \nutehead, Fle‘d Artillery, as officer in charge, ;"-: ¢

and fa:r c'lerl-cs fram General Heedauarters.
First ar"ar Snctlon vere also replaced frem General Headqx.arbers.

"P.:e personnel on duty in the Second Army Section were as Iol.ors‘ ,-';_

o Cap.tam Fhilip B. Ilutehead (Chlef)
. Licutenant ‘Robert V. Gilmore (ASSlStant Chlef)

Licutenant E. H. Falk

I~y Field Clerk G. B. DePlerri ’ * } ‘
&ray Field Clerk J. Ae McKemna - -, S .
Imy Field Clerk Steérling R. March . 4 .
Corporal Lester H. iiolff - ' .
Corporal Jess Krueger . ’ : ) ’
Xrivate L. E. Hendricks . e . S
Zrivate J. E. Endrun . ST T oA B

YPrivate L. "7. Robbins .
. &d fowr t elegri:ph operators

The persannel frcm the

15.

Zee Final Report p. 16 and enclosure D, pp. 37-40.




' _This organlzatlon mace all preparatlona foA actlve service and sub—

.the armlatlce found it st1ll unhrled in actual battle.

’ of tha unlt prepared 2n illunlnatlng report jon the duties parformed ) 2

-

Y. = 197 - ¥
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m..ttcd routlne reports up to 1l November 1913 but the signing of’

The chlef

by each member. .

Dutle; of each member of the personnel: . Ty i
" Officer in Charge—Caplain Thitehead: ~ v o4 T il ®N
‘Supervision of @ll viork and reports of the Section.- = - ..% -
Llieison with other sectiens of G-2, with other branches
"of the service, vith neighboring zrmies, with G.H.Q and
G.Q.G. -
Assistant to Officer in Charue~—dleutenant Gilmore: e
In- charge of office during absence of Captain ﬁhlteheg4.~' p o
Has given sp2cial attentioun 'to reports on. listening SRS
stations, - airplane intercepts, and collection of infor— T
2 matlon frcm priscners and docunents .,

. ..
oo Gu woyiE
2 L

Officer in charge of Code D*surlbutlon——Lieutenant Falx*- c Ees §ae
Distribution of code books., . - sl e
Reports on infraction of r,gnlaulons regarding the use o
of ‘codes by our ovn troops. - - - 5 =3 Gyt ¥ WG

Chlef Clerk--4°C DePierri: T el y O o g
Receives and distributes all 1nccﬂlng nesgages, reports, S B0
and mail, g ) : . o
_Typeviriting and Stcnograﬂhy. ’ 8 £ %
Responsible for fora and agpgpearance of rﬂports and for
their distribution vhen prepared and signed. .
In charge of files and records of the office.
' . : T
Goniometric—AFC McKenna, ‘and Frivate Hendricks:. - # e
Tabulate 21l goniometric Learinzs and prepare da_ Y station~ - e
- 1ocation report from conlonetrlc boitrings., 5 € EF
. Keep record of interccmaunic:tionof stations. Y
Keep list of peinanent desipgnalion. of sudtions and their 3
daily call signs for each day. .
Prepare daily ani tr;noath]y nap show1ng 1ocation ani
’ grouplng of statlons. :

Y - i o o ,',-62 \
' - | i ] = _' : 4, _ %80,;)'}'{_-

- . - .
.
. ’ >
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- o . . y ' : .t .:"

Activltj—-Corporal Tolff: - N ot g
Records all intercepted mescapes as fast as receiVed and i
tebulates the activity of each stztion, i M S W

Calls attention muedi...t,e'ly to unusua_l actlvlty of a.ny
station or group of slaticns, -
" Keeps a record and a graprhic chart of dai_ly activity on
arry frout and of-activity of each station.
Keeps a daily record ard chert oi‘ dn.fferent kinds of -
codes used. . e
Pre;arcs tr Jmonthly chzrt of actl\ ity. i

Deccding—-ﬁ.FC l'arch Privato Endium, znd Frivate Robbins.
Decode inccaing messoges. % e ek
Prepare daily report on messages decoded. BT 4:_{'_.'
Prepore-telegraphic reports «n new solutions, =l & Wi

- Keep records of a].l cocde. solutlons recelved and serb out.

Cod.. men work in thx-ee shifts as Iollows. )
81900 fav. r. to 5 @] pP-m. B
.3:00 p.m. tolZCOpm.

lZOOp.n. to BOOam.I. . ¥ & . B e

Alrplane ﬁdgustn ert and Listcnlng Statmns—-(‘orpor’_l Krueger:-:
Tabulates reports from airplane intercept staticn and. '
prepares daily and tr:ﬂ*nthly surzary of airplans wire-
less activity,

"-Tebulates reports frem llstenmg staticns and prepares 3
daily and tr'fmcnthly sumrs ry of act:.v:Lty. 0wy s

the form of reports, as follows: .

Daily-, by telegragh: S e . ‘ .f-.;_._*j

(l) Summary of activity for precedlng day. Distr‘ibu'tibn:
Go H- Qo Flle- M
-(2) Llist of staticns heard during vrecedmo day with their -

. ociiticn by ccordinates. Distributien: G.H.Q, .7 *
. G.N.G. Armies on'each flank. File, oo o i

"= (3) New soluticns for enern .w_codes. Dlstrlbutlon. G. F B e
Armies on each.flank, F;.‘Le. . . % OB _:
Occzzsional, by telegraph: ' ' - W
(4) Unusual activity or changes in m.r.bﬂr or location of . '
Stations. Distritution: G.H.Q. Asmies on each flank. | ol

GOQ-GQ 'File. ., i " -- an < .

Bi g

R»cerds Pcpt.—Thc records kept by thi’s offlce are meinly in I . .
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" VIIL. Thg L Gl nes. Eydtiean 55 Fra'}ce P
Daily, vritton: . .
Lk (5) Indications from act.lvn.tv of ensay liaison service.

Dlstrtbutlon. A.C. of S., G-2, 2nd Arry. G.H.Q.
1st ltrmy. Radlo 'Officer, Signal Corps. Flle,

- (6) Intercepted encmy cor:xunlcations. Dlstributlon' ol
“ A.C. of 5., G-2, 2nd Mrwy. C.H.Q. 1st Army, File. -

'(7) " Map showing location and grouping of field radio
© statione. Dizctribution: A.C. of S., G-2, 2nd
Arn}’, Jc" o. G.QGG- Fileo .

. ’
.

Trlmonthly ' : g ) : ] v
- (8) Enemy Sisdsen service AW rap showing locat.lcn and -

? groupmg of enecy field radio and T.P.S. stations, K
..and a’'grarhic .chart showing activity of radio statlons,_:f
“airplane adjustment, ground telngrabh end teleghone’ .

This map should 2lso show areas in which airplane- Eh

: edjustuxerxt vias espcclal]y active. ) - ,
Distrlbntion' E - :
-A c. Of S-, G—z, Zpd hrﬂv.
< G Ho e
4 G. \QG‘

Each Corps of 2nd Army.
Aroies on both flanks.
Chief Signal Officer
Radio Officer.

File. Tn . . ‘ . . .t oy "

(9) Report on 6th, 1éth and 26Lh of each month giving
*  call signs used by each ciction during preceding
five days. Distribution:  G.H.Q. (by ccuricr)
G.Q.G. (by telegraph). File. - S

Speclal Reports (w}wn neces:ar:.)
.(10)" Infroction of rcgulatlons concerning use of code by

our own troops, in the form qf a letler to the Cermronder
of the Co:-p?.: concerned, through the Adjutant Gene:.'al.

(11) St ccial reports to A.C. of S., G-2, 2nd’ Ar:.v, cn eny
mfcrrrat.lon of :U'ned-ate :.nporto.nce. )
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Fleld Artlllcry, and Second Lleutenaﬂt E. D. Woellngr, Infantry, viere
"% the offlcers, submlttcd a detalled repor, cpntainihg the following

paragrapbs whlch vill descrlbe th"lr worlc:

engny radio scatlons. . ‘ : . .

-a

' Ihe Goniometrlc Subsectlon, of whlch First Lacutenant 2. H. Felk,

Toe Radio Intellirence Soctions in France 200 -
D. The Gonlometric Subsectlon o ' ,.':lﬂ;f;:

- Purpose of the zoniometric eerv;gg.;-The-fundamehtal
prlnclple of tuis service 1s to determine the location of

From this.infoimation the following deductions may be

made: . B i .
+1. Gaining information regarding the -enemy‘s order o
~ .° battle, r= gardleos of the actual contents of the
o messages.
. .2. Furnishing informaticn rhlch is of value tOJards 4
*.¢ v the solution of trench codes. ST
-.3. . Furnishing inforration to ‘the Air Service’ regard.ng e e

A the locatlon of hostile rnglsterlng aeroplanes.

Procedure of locatlnv radio statlons.-”he actual functien~ * 5;
ing of Lcnlometrlc stations ic under the supervision of the i Ve
Signal Corps. Thesz staticns ars installed alcng the entire ;

- front &t approximately 10-'dlometer intervals, the general - F;ﬁ

nspecificd intervals containing the following infcrmation con-

locations of which are determinzd by thess heazdguarters, . Ts
" Telégraphic reports are received from each stztion at
ce*nlng enemy radio statlons hezrd during thcse lntervals‘ *
T a, 'Cal1-slnns of hcstlle send_ng statlons. . .
b."Bearlngs obtainad cn senalng stations (etpressed in -
azimuth). . ol
€. Degree of accuracy of measuremont (very good’, gpod, =
+ . or poor). . '

In case slightly varied measurenents are. obta*ned on'the - .

‘same station, an averagc 1s computed,’ taklng into cons*dcratlon

- the degreo of accuracy.

16.

Ses Enclosure E, pp: 41—ib Final Recoort.

-y
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- during active operations, and are the'-efure usua]_ly dlfflcult
. to 10C3toeo 5 £ G .
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. The principal apnaratus necessary to carry on work in this . .-
office is the "map board." - This counsists of a table of suitable'.
dimensions to accomnodate a map (1/60,000 scale) of the area
concerned. Locstions of gonio stations are indicated by placing
a orotrzctor (co'nalc_te circle) on the m2p, with its center over )
the exact geographical position occupied by the station in the o

field, and its zero dezree mark pointing due north. A thread of ., "~
suitable length is fzstened at one end at the center of each == <.+

protractor by means of a thundb tack, and at the other end toa - "4,
emall vieight. To lay off a given bearing from a given station, - ,

move the weight attached to thot station so that the outstretched .© =+
thread will read the proper azimuth cn the protractor. e dnt

The locat,:.on of an eneryy statlon is determined by t}‘e :.rrt.er- P
section of threads representmg bearmés obtaincd by two or more - K]
stat:.ons. ) : v e RS

=3 -t . PP P v o W s ,_,-_ - =
= ST Vs A..A’g“-—*v‘--u_—... < .- e

Inforlr.: ion obtanwd on enen;r order of battle.-—Bei'ore any -

deductions can be kade concerning rove ments of hostile units, _1
as indicsted by redio evidence, it w:Lll be necessary to have a. ° ‘1;._'.
ccmprebensive knowledge of the TGerran forimrd radio orgznization, Ten

Army headquarters and corps headquarters are supplied with :_7:. s

sending stations, but these stations are gererally only used

.o
- -

Dlvwsions 1n line zre normally suopl, 1ed with staticns at
he'adquarters of-the division, brigade, regiments, and at the
command post of the commander of the front-line troops. Stations.
the farthest forward, or which are located on high hills, are

" also 'used by obs ~rv=t.10n posts. .This crgadization, however, was

not always strictly adbered to, probably .due to zn insufficient

"supply of mekerial, in soine cases only Liree s..at:ons havmg been

used by a division. .

A comulete divisional radio orga";zntlon, called a "oroup" ’

-(DL:UA), is assigned to the divisizn and moves with it. These

grnups ‘are deflned by the radio traffic within thé division end

~ by general characterlstlce vhich can only be observed with S
. expericnce and careful study. Luring the latiter months of the war .,

the enciy introduced an ex chszve system of ca 'muflage which

rendered tre determination of groups very difficult, ~ This e
camouflage consisted of a methodical exchanpge of rzssages between
forviard statlons in nelghbormg divisiciis or "Later?_l lizisone!

.. B Soj‘ q

-
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il - mlthdrawﬂ or dlsa ‘pearrace of divi sicnal and corps stations,

. One of the most . szbnlrlcant c'nanres to be observed is the -

i

:
K I
. - . .
. ! . . .
_1 ' . . - ' ¢

. . L‘g

41 . - ;.;
= R : g » 5 - e J:
.': P & 7.'.-
Al ) . w7 & . £5n
1

Lo: &, (o

]
A )

{! 3
N :
41
2 _
1]
g W
1i i '
T . e . " Inforpstion furnizhed to the code section—Since different .3
i ~ °  hostile armies enploy different trench codes, the conde section . .‘,.-j.‘_
q:. _is desirous of obtaining information which will enable’ 1t. to sort .
: mtercer.\.ed messages pmpnrly accordlng to codes. g i '-"'
i it
1 . B . . It is thc.refore necessary to furn“ sh de-ly lists ehordng the b
] .- . locaticns of all actj ve sto tlons and their cal.l signs heard dw ina o)

thc preceding day. :

- -
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By means or a syste'n of nammg hostzle stations arbitrarily,
a given station could be followed in ‘spite of the deily changing

in messages and trace ths novcn.ent.s of mzlltary units. -

Informot fon fur—r.sl‘ed to the Air "Scruce.—Ccns:.derable
hostile artillery registraticn vas done by aeroplancs, vihich

sent radm signals to t.}w battgrles. A

Onng to the shorter vave lencth errnloyod by regis.ering

aeroplanes, sp2cial goniometric instru:ents ere installed for W

the purpose of localing these planes. After a certzin plane
has been located, this infcrmation is communicated w:ed;ate..y
to the Air Service, for the purpose of sending out pursuit -
planes., Since registration planes usually carry on thelr work
. from behind the enery lines and are nat easily disccvered by .
‘7visual means, the Air Service has expressed its urgent ne=d y
" of this information.. _ - “ ¥ . R :

Y

. Reglstratlon actlvltj An certain sectors may be reaa*ded as .

"a barormeter of hostile intentions.  Thus an increase m.gH:. denote
the arrival of new bat t.enes, e:.t‘ner 1n preparation for-an autac‘c
.or to res:....t cur ~.tt‘.ack. . 3

E. The Office of the Adjutant

'The wor‘< of the Aéjuiaﬁt of the Ra-dio Intel_lig;nce Section .

ull::.ma* ﬂ.ly included r.hat has since bcon called d:.str_bu.lcn oi' crypto- .

grephic . 5;'."(}817'5, since dissatisfact:.on was exp"rienc"d in t.he vay in

'hhlch the rr..tt.er ‘had beﬂn hand.led by The Adjutant Gemral .nrerica.n *

Ex“ed’t,)onary Forc-*s. First L:Leu».enant H.” B. Campagnol:. weas plgced

~'in charge. HlS report,l7' p.rescnted below in full, will adequately. * -

explain the work done: -

of call signs.” This enabled the ccde .section to detect s*gnatures

'0

.
.

30854
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“ i _ 'The ‘office of Adgutent of tre Radio Inteclligence Sectlon -.;.
- i ,has under 1ts care the follouwing dutles. . gl

1. Distributjon of code books.’ : 2 .
2.. Distriltution of coordinate strips and squares. I "
3." Distribution of liaison tables. - g Toma T T gy SNE
L. 'Publication of conventional signals used by the enemy. - J

.5+ Distribution of official msil and telegrams; coding 2
. -and decoding of all te legranms. ' . 07 e
6. Supplies of tre sectlon. ) &5 L B e g

P YT AL IO A

AR Y PR L N
-

. : l. Distributicn of cede books.——-n armed force in t.he e
i .+ field ¢uring canbal or zt rest is in need of code books as - L%
’ one of its requlsltce to assure success to its arms. The R
_ reason fer using coce at the front is to puzzle the eneny e
. as to thz present and future movement of troops; therefore, I

e 8 . it is-apparent that code books should: be cu-efully taken s
mmvdegeso oo . cars-of and protecied to the utmost so that tl'ey _not fall© -

: " into t.hﬂ hands of t.be cnev . 2 Ty

‘. F % ..
POTOR L, PO YL A bag? PSP 7\ L LR L]

. & T . Ib has been found necess ary to create a cent.ral ofi‘:.ce Vo 45 g}
) 2t Generzl Headquarters so as to simplify the work, so make "~ . o
“rrdistribution sore speedy, and to asuure 2 gocd chPckJ.r\, svstem ‘

“in regard to coce books. . . %

Py At pr esent t.his office receives a new issue of code books =
k- from the Code Compilation Secticn. After expzrl'"entlng figm o A&
' ¥ some time as to the number of beoks to an issve it was found ° -
practicable to print 2,500 each time. . Along with the code - -.»
books we received Emergency Tables, vhich are issued down to ¥
cozpanies, while the -code books*are distributed only as.far 3
down as battzlions. After-checking up the new issue v= begin - . - .

- 2t cnce to peck them in packages of 24 gach, inclosing also 33

“- emergency tables. After a package is wraiped, it is checked,
sealed and the co:-z-csr:ond:.ng runber of the books in a package
indicated on the vrapper. * The packeres are tlen stored and -
kept here until asked for by one of the armies. lhen a c2ll
"1s received for a ncw issue-th? books are either “sent by
courier or by Vietor DeSpatrh Service. .In the case of the
cour:\.er, they are sent as’ originally wrapped, but if sent by

" M. D. S. the inner wrarper is stamped "secret" and adéressed-

- in full; and as 211 secrel.dncumemts they are sent in double
wrappers. A standard form of receipt has been adopted for .
cvery issue, differing only as to the name of the code. To i
simplify its working all tle receipts are made out-at General ~ , - .
, Headquarters amd sent along with the books. .Each individual . .

D ) -

-
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" code book conts .ns jn a detachatle fcrm ﬁ receiéﬁ wﬁich is to

' ‘only receipt that is remitted to us is 'tte receipt of the whole L

of the code bocks destroyed. A reserve supply of new bocks is " -

" other. independent organizaticns, vie have devisaed ‘a double-entry
book system. lie record on-the books the number of code beoks = | ;-

’ hlth the same code- book.

"iscued to inderendent, orga1x:atlon; tecause they usually receive

The Radio Intellicence Sections in France 205 . - aiwle

be filled out Wy the officer vho 3is responsible for that book.
The forms of othcr receipts are m:d° out.as attached.,

In the b°glnning vhen there vas no larse kmerican force in~
France and when the different divisions wers brigaded with the
French or British arrmies it vas found advisable to have the code
books issued direct to the separate divisions and viten obsclete

returned direct to General Headquarters; FHoviever, since the . o

formation of the different American = mies this process has .
been eliminsted and ve.send a whole issue of code tocks direct - -

to the Asst. Chief of Staff, G-2,-cf the amy in question armd :
his_office is rcsponsible for the code books. Therefore, the.

issue,- -Jt-has been found advantageous to_destroy the coda bcoks e ¢

as soon -as possible after it has becn assured thet the code has - NP
fallen into the .hands.of tbe eneny, ard in such a case we are ~ - i -

to ba forvarded a certificate of ‘destruction giving the nusters |

to te keot at all times: at the office of the A. C. of S., G-2.
\hen the working code has been captured by the enemy," the issue ’
held in reserve ic to be placed into inmediate service; we in

turn are to refurnish the A. C. of S.,G-2 office with a pew .0 !
set, In crder to meet this continued emergency our offics o &
keeps in reserve one or more sets,of code books. - T R

"To keep track of the code bcoks 1ssued to tkﬂ armies and °’

received; with the date; wiea they ere issued to the armies,
the number issued, and also the.nunber of the books zs individ- .
uals. ¥e have to be very careful in the recording of code books

2 smaller nuaber than is issued to an army. Again we have to :
reserve certain issuss for cach arnv and not- suuply an,on= else:” .-

-

‘At times, when we hear éhgt a cnde book‘has’beén'captured;
we sce to it that a number of the cbsolet'e books are returned.

"to us for Lte use of our Code Schocls.and-Divisions in trainirg. .

. For further infermation repgarding ragulatlons govarnlng
dlstrlbnti!n, see G. 0. No. 172 G.H.R. . AEFe oo '

YRS it  asem



L PN e el i Al M b ¥ ) e s S 2 D SR 20 M s i . B B, N, e =
—_—

<t _ of the different "ermies and tho Chief Radio Officer of the

[T TR LR P s

N

VIII. - _The Radio Intelliscence Sections in France 06

- .
- - L .
. . ® > o 3 F3EN
»

¢ gee’

2. .Coordinate strins and souares.—-The coordinate strlps :

and squares are issued for thc use of the office of the Radio . NS
Officer of -an army. The Adjutant's office is as in the case of . 7.
the code books the central office of distribution, as far as i ;'
the Amecrican armiss . are concerned. The French tieadquarters.. - :° - </

¢.supplied us with the coordinale strips as-it was found practi- ‘“;:
catle to hzve the sare alrhabet coordinates and more expedieat ™ ™ -
‘ to'have them printed under the supervision of French Head- . - _ .. 1
quarters. . As scon as ve received said sirips we had tables U
printed in an amount correspcnding with the nunber of stripse ...
Each American Arsy was supplied with 1.000 strips and 1,000 |
tables which were used by the zerial observers. Vhen a co-
ordinate strip or square fell -into the hanis of the enemy or
‘'was suspected,-French Headquarters was to notify us of. it' and
at the same time advise us when a new cocrdinate strip was to ° .,
be put into service. We in turn telegraphed the Radio Officers ™. :

- Army Group, advi'sing them of the date and hour that tke new
. strips were to be placed in service. Instead of having co-
~ ordinato strips nared &s in the case of code books they were
- numbereds’ -The Armies were usually supplied with cre cr two 4
‘--strlps as reserves, -.}uch .yvere to be held in as secret a plac- £* A

as poss:.ble.- . . —_ ; T ARl

3. Liaissn t. bles.—For the use of eanccding signals
. of List tlo. 2, pape 79, Lisiscn for all Arms, th=re has been
"issued to the American irmies-certain tables which zre changed -~ ™%
from time to.time. These tables and the coordinate strlps BEEES
and.squares go hand in hand as they are both used by aero .
observers at the cane time. The lialson tables contain g i o5
_phrases which are transmitted in.co'_‘e; they pertain to the s Y
general. enermy situatisn at the front, while the coordingte Fakx
strips with the aid of a.zap give ‘the location-of enemy .,
a positions wanted by cur armies: This infcriration is trans-. -7-, (% :
: . mitted by wircless., Armies viere ‘instructed to notify this o 5 W
; of fice irmediately should there be reason to believe that SR N )
a certain table had fallen into the hands of the enemy and . ; i
ve in turn viere to notify by telegram the radio officers of .° ~ . ' -
the armies at the same time fixing the date that the new °
table was to take effect. The usual time given fer changi.n.g"_ S
*  tables was not lecs than 48 hours and not mcre than 72 g P

. . é~
" S

el S la ) Sl
.

: hours- aft.er the sending of the telegran. .
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"4." Conventional sirnals.—This.office publishes whenever B
requested by the Officer in Churge of this Section a new edition .-~
of the conventional signals used by the enemy for cormunication g

.~ between aeroplanes and trcops. " These signals are compiled from

. to the different armles and 1neercept stations, . ‘ . {:Qi.

reports captured by our forces, or cur allied forcCes, or through
intercept by radio, and put into phemphlet [sic) foram. A e
sufficient number of these pamphlets is printed for dlstributiou i

g Ve,

5. Mail dlstrlbutlon and telearang.gJ coding and deccding.f— 3 ,5

. A1l official mail and docummits wlxt.her incoming or ouigoing 2

" 1ist which slhovws the offices or officers to whom mail under:

pass through this office and ere from here distributed to the :"f .
proper parties. Outgeing mail is distributed according to a * . . ;.

a certain distribution should be sent. A copy of the codes in .

.tse by the various armies and alsp 2 copy of the General Staff ;

= zof messages ‘gre cared for in. the AdJutant's offlce. Rl i ,f.;

" more practicable to make the Code Compilation Section part . ﬁ?:Arﬁ

code book are kept in this offics as-all coding and decoding

6.- Suoblies.—All kinds of supplles whether experdable | .,
or non~expendable are to be supplied through this office., | . ;
The Adjutant -is liable for ever;thing thzt has been ordered =
frod another department ard -at the same-time he is to ses
that needed supplies are alvays at hund.

..

- 7. Recormendation.—It is mny bellef that it would be -

of the Radio Intelligence Section, so as to expedits and g e
simplify the work on cocde books. Seid section should include Ly

" also a nuuber of officers whose rarticular cuty would be to . - .. 'rs

‘Securlty Subsection \hlch had the duty of monitorlng Ar:y trafflc

study past-and present code boeks ard improve tben and zake :
the necessary changes.. e o . . Y " e o

F. Ihe Sccurity Subsection ™. : S e

Lieutenen+ Faly and noellrnr also 51gned the report on the '5.:.;'§;

te"t vjolahlons of gocd securlty regulatlcns. A part of their :'{-h{

to “de :
= 18 . ‘ A : =
; rePort T S presented as- follows' ) e . e e
13. fﬁnclosure q;'final Report, pp. 50—52.° 3"“-- - _"" .:.'I .
- - - . . . ﬂ.'/a..l -
: ’O W
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The Trench Code now in use by our Army is a praiuction

‘based scientifically upon the. actual solution of enemy Trench

Codes; thus giving a practical code, that can'be used as the
best means of v1re1eas cormunication with absolute securlty,

but it is not. "fool proofe™
'Actual use of Our cods hzs shown thét; after all the.

care of producing a scientific, practical, end secure ccde,

it is used very carelessly and thoughtlessly ia the field.
This abuse of the Trench Code has in nearly all cases been
due to.the éffenders' lack of.knowledgh of the. use of code
as a means of communication. It is, therefore, absolutely
essential that béfore a man uses code, he nust be thorsughly

" familiar with 211 fundamental leHClpleS of code and with

the means of conmunlcatlon he is going to use., . - ., £

WhAle G*reral Orders -and inatructlcns glven in the code

book-thoroughly cover the questions regarding the proper use .

_of our'Trench Code; it has been found that a striét surveillance = . i
"of the actual use cf the code is necescary to meintain dls-' A

cipline and to keep our codo reesonahly safe [rox eneDy -
solution.. :

This surveillance of the actual mescages sent by wirele'ss
is carried out in the folloviing rmamer: ' A number of radio
intercept stetions ire installed along the entire front
occupied. by our Armies. The duty of trece stations is to :
intercept our Trernch Code only. These are knewn as "Control
Stations™ and their sole purpose is tu intercept all American

messages vhich have'been'sent. The mesczges thus int ercepted .

are sent. in to the Controvl Officer. This officer rust pe
‘thoroughly familisr with Trench codss. He nust be able to

.detect all infractions of instructions and Cereral Orders g

covering the vse of Code ‘and Clph“r.‘ He rust be able to
suggest Lthe best. met.leds for using Trench Code ard te so
qualified that he can criticize .nLelllganly and, thcroughly
the’ manner in which ow Trench Cole is being used in the
field, His further cuties.arc to see any wcelnesses that
make. this present form of Trench Cede vulnerable to eneay
code men, and make recommendaticns in this way for improve= -
-ments and correct.iona.’ In order to preperly criticize ard
to detect any faidts and weaknersea, the Control Officer

rmust place himself in the position of the encwy code man and
suudy our mesuages fron tJe eneny v1e.$oint :

-'"

.
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Y&wn mbs<ages are recclved bv tte Control Officer they
are decoded and if any violations of General Orders or instruc-
tions are faund in the manmier in vhich a message has been

. encoded, & letter is sent tlwrough military channels-to the Vi

officer commanding the unit in which the message originated, -
¢, over the signature of the Cemmanding General.: The officer

I PP g 1 VO 0 P L L P S e B DL PO NPT s Sl S o et

conmanding the unit concerned is requested to make an inves- . .

tigation and report the action taken in each case to General
Hcadquarters. : .
: & A ccnplete recerd is made of tke orlginal ns,sages.
The individual gréups sre recorded alphabetically cr numer-
-ically.as the case may be. This recorcing shows the frequ:ncy .
of recurring groups in the code and vzluable inforiration is
“and how the'se deficiencies ey be torrectedi—-From-the statis-
“tics gathered in this way it will.show whether cr. not the
. propir use of the alternste code values for a single word,
letter, number, or phrazss are being used and if null groups
." are being used in proper preportion., Cne of the chief

violaticns of instructiszns has been the incufficient use of '“ff
null groups ard secord to tbls is the’ neglect of uslng the *°
“code variants.. , 5

Prompt and strict measures are tazken when a message in
_ the clear is intercepted. Dccumentary cvidence proves that’
the ereny gained valusble infornation concerning our-order .
of battle, etc., due to the carelessness in sending of clear
"English radio messages by operators and officers.- Vhether
the m»ssage is of tacticsl value or nerely irresponsible.
conversation does not matter, the enemy can mzke valuable.
deductlons in all cases. % s

- g L G. Codc and Clnhu Solution Subse'tion ; .

A large psrt of the activit 7 ‘of the Radio Intelligence Sectlon

was spent of course, in attnxpts io sclve Genuan codcs and c1phers ‘

“in order to further the productlon of 1nte1115cnce. The story of:

_these gffonts-has been publlshcd in a series of studies.hs follows:-'

Ay 1)

.= +..._thus obtained as to the deficiencies of the code in g=neral .:f



o
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0

: Gern.an J-ilitary Clphers,"19 as yet unpublished in w11 but i‘orm-

VIIL. The Radins Intellirence Seetions in France

" German Militaory Ciohers from Februaryv to November 1918.
Technical paper of the Signal Intelligence Scction,

War Plans and Training Diviszlon, Tar Department .

(Washington, United States Government Printing

Office, 1935).

Field Codes vYsed by the Gerrman Armyv diring the Yorld Ware - . 1'%
Short title: SIGFSG. Technical paper by VWilliam F. o
Friedman, %ar Flans and Training Division, ¥ar
Department (ilashington: United States Goverrment
_ Printiog Oi‘flce, 1935). . ’ * gl

Princmles of solution of m_.l* ary field codes used by the
Germm irmy in l‘?lz. Short title: SIG7IX, “Technical - -
" paper of the “Signal Intelhgence Section, Viar Plans and -
raining DJ.v:.s:.on, war Departnent (ashington: United
States Government Printing Office, 1935).. s

CMe mll o e e m— w2 e e o st ive S ey o

In addltlcn to theSe, reference should be made to a repcrt by

P L

uThe H:Lstory end Princ1ples o.f

First Lleuteraqt J Rivcs Ch:.lds.

“ing the bas:Ls of nart of the: i‘:.rst study c1ted-20 @ .

The s:.mplest Gerrcan cipher used durinv the experzence oi' the '

ST RN

1

Amencan cryptanal"ets was a monoalphabetic substitutzon employed

for only a i'ew days in \u"ust 1918 by t}z Ger.an co'“"\arder, General

Kress von Yressensten.n, in t}e Bluck Sea area. Either the general &

e

h.nself or one of hls staff preparf‘d the cipher, but cnly three d.—.:,'e

aflter 1t vas 1ntroduced on 5 Aunust l9lo, von I‘ressenstem was di:ec..ed :

to abandon it, as.it had been solved at once in the cryptanal,fbic bureau

in Berlin.

19. MNow. in the Army Security Library. . . .

-See also German Cryotosrarhic Svstems during the First Viorld War,
a publication of the Histcrical Unit, Sze;xal Sec.u-a...y Aeency
(IR 5096), sections IV-V. '

20.

3:3
Q"
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e anal} 315, r.uklng use of the uninuc character of the Gor'na.n letter c

~ - case was reached by.British cryptc.nalysts, but the German keys were 5

| or phrases. ;.'hen aJ_'I. 30 keys had been used, the c,rcle v.as repested.

" could be aolved by anagra.rﬂ"\mg. These trar:sposit.lors used a mixed . e

o ¥ The Radio InLelllrence Sections in France ~n E

~

The Amerlcan solutlon vas reacned by - orthodox mechods of cipher »

whlch must be followed elthv T by K or, more rarely, by K.

tlon whlch ¥»as in use bew.cen 1916 and the fall oi‘ 1918 vitheut change
- of keys. It was erplo,'ed i‘or coz:mmm.catlons bct..een Berlin (po2Z) and

a clandestlnc st.at 1on in AfrlCa usmg the call slgnal GOl}-‘lence, the .

short tltle "Fuer GOD taken from the prea.:r.ble. The solut.ion in this

Besicdly, th° s\s..e:n e'nploved a modified fcrm of Vigenere
square corrt.e.mlng txenty L wo thorouuhly nixed c her alphabets. 'I'h.e

alphabets to be used viere controllcd by one of 30 repcatlng key words

The Gemans also used a double trp.nsposn.t:.on cipher, a svstem

.much more secure than thnse alrea.dy cescribed. Single trans;:oslt:.or_s a

viere . also used to some eycent and vhen cne w23 located :Lt usually
nurie rlcal key, perhaps based on a key .ord or phra.;e, usually qulte -
. long, t‘m‘ was never recovered. The nla:.n tcxt would be '..r:.t.t.en in

a rectengle having the vddth of the nwz rlcal key, and then the cipher

tert. would be constru"ted by rcacllng down- tha colu.ms, beginning with

The so—called " (1lh~lm" or "Fier GOD" c1pher v:as also a subst:.tu- -

- reco.rered by L:.eutenant Childs hmself. L . . '-'l'
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" same key had been “wied for @ double transpoaltlon;‘“ﬂad the Gema.ns

' five'letters, A, D, F, 16, and x. Thus, i€ the letter P ‘viere o, :

_ VIII. °° - The Radio Intellirence ‘Sections in France "~ - ° 212

) nwr.ber l of the key a-nd following'jn r.xu_w-ov-ical progx;ession;" Double i

tr..nspos:.tlons applied the sar= method but once the cipher text vas )

. reached, it was t_hcn treated exactly as the igmal plain text had :

" ‘beens Tho use cf the double transposition 'v-as‘, of course, re.atively...'.

very. secur'e. .Solutien was bas ed, in the main, on the fortunate dls-

covery of mess3ages in which the c1ph°r clerks thrmgh error had

neglected to trenspose t.m.ce. ‘Ihen t.he dally key had bcen recove*ed .

in this vay, it could be used to read othe. ressages in v.hlc‘z the

s=d a dl.fi'ere'xt kcy fcr each transpoeltlon, t.hz task oi' solution

viould, have been comﬂlicated beyond measure. .

‘l'he ILDFGX c1pher, ater known as t}xe IJ""C—VX ciph=r, %as st:ll

Car . .
.c s

,more .secure, being a cc:bJutlon of substltutlon and t‘ansv:sos:.ta.on. = .

A square vas emplo_,'ed in the cells oi' -\‘uch were m:ltten, in mlxed

sequence, tr,enty-flve lebters of t?‘e alphabet (J be.nc omitted) ‘Ibs o e

L4

coordmates across the tep. and down the loft of the sguare were the
to be at the 1nterqectlon of colu. zn G and o By 4t would be mclphered
29 .DG. In tm.s .\ay, the enciphered tcxt of.‘ a zessage vou.ld be tnice
as 1ong as. the plaln version. Vhen the cicher d:.graphs had replnced

thelr plam equiVelents, ‘the rosultant text was then treated to a.

numcrical—key colwnnar-trancpo51tion. The laber modlfication of

t.h;s ‘basic sys..em consntcd only in the use of a seua:- conta.inie;g '

eix columns and Six row,, Anstead of flve, mak:.nb 36 cells.in al.l,

lf5
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’ sufficlent for a t:omplete alphabet end the tcn digits.. "The sixth "; s

. The combined efforts of the c‘-yptanalysts in each of three AJ_'Lied ” "

) m.tted aporomately fifty percent of the mcssage= sent in t‘us

-

. letter codc" vere captured.
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le tter V was added to tre cooxdmates ‘used; othe.'-v,lse, there was no .' i .
l

change. Both the squares and the trcmposit.ion keys chas ced duly ’ ~
‘onL the "Ie';tern Front but the ch.rg_,es on the "ast ern Frorrt occur red .|

only at. intervals of tvo davs untn.l Scy:t.e"ber 1918, wHen the i.nter'val

was lengthened to three days.
armiea succeeded in solving only ten’ keys used on the estern Frorxt

but since thase were keys for days Qn rﬁuch heavy tra.fi'lc was’ trans-

;...

5 & SRS
v s a - ) =1 g el L
- " L. S e R et

’ ~-c1p‘her viere, read. . T oo ' L L e

The Gerr-.ans on tbe ":eseern Fro'xt. \n.l‘“ Lsmg dur:.ng the }-’e.rs of

Anerlc=‘s p;.rt:.c:.patxon in t}'e con"l*ct. a number of different tjpes E =Y

. o S8

of codcs. Several of t..ese, e. g. the avlatlon codes, the_telephone ) i .-...

N codes,' and the like, did"not' f_erm' the eubject of ’much:s.tudir' on the . )
part-of the Am:r:.c;n cryptanalysta. The tio tyoes.of codcs. *‘hich' '_
wero studlod lnt.ens:.vely vere the thret.hlctter coces, ueed bnhmd : ._- “ .

| the thz‘ee-ki_lometer d..nr-er zonc; and the three—dlvlt code, us;d % .

‘ mthin the danger zone. o ‘- ‘ ; | & | - '. ; ‘”f,i(

A3 the refult of combat operatlons cop:.ee of three.of tte three~ Y

Satzbuch 152,21 Cuptured 22~-29 Scptenber i918, used by the v . ,.‘I-"

G rman I-"Tt.h Arr;y frca 23 Septenber to 3 October 1928, . . .-% g

2. Copy now filed in IR 4341. This is Wltarcel Code lo. 2".. - 9
- & © L.J

| -\,.‘____.
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VIII; . The Radio Intelliﬁenéo Sections in France

Satzbuzh 140, date of capture ard distritution unkncwn.

" Verzifferunhegsbuch 05 23 date of capti}e and distribution unknown. ':,.

Al three are. two-part codes usin; a threm—lett.er group. Sstzbuch °

Vorbemcrnunﬂnn (1ntrhductlon)
Viichtice Meldunren (iLmnortant reperts)

12 , which is typlcal s dl\'lded 1nt.o the folloh_.ng sectlons'

-

Alcereine Meldunren (general reports)
Stations — und Ectreibsnezldungen (station and service report.s)

Fiettermeldunaen (weather repor ts).

Ortsnamen (plaf'e nanes)

Militarische Deckunen (m:.llt*-y cover n...mes)

. Zahlen (mmbprs)
Uhrzeiten (time signals) .

Buchstaben und.Silben” (1°tters and svllables)
Hilfs = Signale (auxiliary 51gnal.,) o

- Wiorterbuch (vocabulary)

Nelee
-

-

be.mg minor in character. The "use of a trlgrapnlc group lm:.ted, of

-

-

~ _Buchstabierverfzhren’ (d*stortlon)

.The other tao ‘codes are, in t.bP main smilar in t“.e, ths dii""erencea -

course, the size of tt.{e code to 17, 576 gréups, but thare was a further

B iy atlon in that only t"rrce, fcur, or f.we leuters were used in

I':u-st pas:.tlon. The MU-U\UR nunbe.. ‘of pnrmutatlons rangod thc*efcre

i'rom 2 O?B to 3,450 groups. Lzater edltlcns added u."ﬂ.auted vov:cla "

.

so the maxmum became 4,205 gr oups in t.hosc ed tlona.

for which they vere used."

" (n, 0 and U) to the letters possxble in secon.. and third pos:.tlcn,

“The codes were," ..

o

22, ° Cop}‘n6w~£iled in IR L4901,

23. Copy now filed .in IR 4327.

AMcrican short title unknown.

American short title unimown.

therei‘ore, small in si_::e 'but doub_tless edequate for tre limited purpose
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Ov_ly in the case of Satzbuch 152 is the. American short. title

k'nown. :Lt wiLs "Laa.rcel Code No. 2. Tvm short t.lt.lcs vere rebula‘- 3 v
ly g:ven t.o each c0ue as it aore?.v'ed in the traffic, onc based on
.the code greup l)n'ﬂ tatlon, the other an arbitrar} name, ’I‘he first o

\*
. series was ¥novm as YFritz Ccd'><", or YKRU codes" frem the fact tha.t

‘only K, R, and v, appeared in fll‘ot posl‘bion. This series appea:ed _.;5'.:

&8 follows.~

&

No. '3 . 29 August to 30 October 1917 .° ) o
Nos 6 . ° 31 October to 26 November 1917 - 4~
No, 11 27 November to 26 December 1917 G ®
Noe 14 - 27 Decemter 1917 to 28 January 1918

© Nos 19- 29 Jamuary to 28 February 1913 5
No. 23 1 Yarch to 4 April 1918 ) _ " e A
No..28 5 Apr:.l to 5 May 1918 - g o = @’

% Follcmng the "Fr:.tz codes" was a serles cons:st:.ng oi‘ only tao

: -
- - e . -
.

“‘codes, the "Jean codes,“ in which the co'rrllers had af‘ded S to K, R,
end U, in first position, hence the nume,'."mUS codes™s el

"No. 1 -6 lay to 23 May 1918 T I I ¥
No. 2~ 24 May to 20 Junc WS, » Tt w R BT

Y

Soon anot.her 1nnov‘.t.10n appeared m the - "Ardre codcs" the.coda

-

grouns used as f:u-st letter not only.K, R, U, and S but also A, h-‘mce

the t.:.tle "I’E%U“A cor‘es" f T‘Pse vere:’ B
No. 3 ' 21 June to 1l July 1918 - ' T

. Nosw 7 ° 15 Judy. to 21 July 1918 - " # s .
No., 8. 1 Augu..t to 14 Aupust 1218 -

No. .9- 15 August to 21 augus‘ 1918 i

The flnal “nnovatlon con51st.ed of addlng to the possible letters in’ : e
_sacond and th;u-d posﬂion the German u.mlauued vo.'.els A (-): and U._ '

For thls reason, t.hese codes were ca..led *he MRUSA codes" and ver T S

I O A
i - O
- . a - 4 .

LT
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No.

* No..

No.
Noo.
Ho.

H Scctor, similar series were all called by the short tltle "Albert"

il
2
3
A
3

The Radio Intellieence Secticns in France )

also given the short title Marcel codes":

"22 August  to
23 September to

L October to

" 13 Octeber | to

L No"ex ber to

.

22 Septenbsr 1918
3 October 1918
12 October 1918

3 Noverber 1918
Jl lovember 1913

They were used.as follows:'

(" = Satzbuch 105) **

'_ 3 Thus far, all these codes vere used in the G Sectcr onlj—in t}*e . '-

after 1t. bece.ne known th.~_t, ‘the French Codo Offlce had be°n using this s

ahort €1t1e, but pr:.or to t.hat. time the codes w‘uch later became

}mov.n as "Albert Codes" Nos. 6, 7, and 8 ‘were known to the A:'wrica.n : o

" No.

No.

4 o
No.

No«"

i‘IOo
No.
No.

S NO,
No.
: NO .

"No.
No.
Mo.

ocwvm=o

) crypt.analq'sts as "Nancy Coues"‘

_“Albert. C.odes" viére as I_'o].lov:s._ 8

12 .

13

11

X5
16

17"
19

Nos. 1 2 ard 3, respective1y.

0

-Thg;_fﬁ"

17K Type . .
. (= Nancy No. i) 28 Decc:xr:béx: - to 25 January 1918
(= Mancy No. 2) 26 January  to 21 February 1918
(= Nancy No. 3) 22 February _ to 21 March 1918
: . 22 March - to L Aprid 1918 .
5 April- to 29 April = 1918 °
KRUS Z!be A.‘\ o = ;'.::'
30 April to> 19 Hafi 1518 .$§23
20 Yoy to 6 June 1918 = T.agn
. 7 June "to 30 June 1918 =, ° "
: < C T e o i . DR :J
KRUSA Typs - . - - sl . -",'I_':
1 duly . to 14 July 1918
15 July to 6 Angust . 1918 «
7 August to, 21 August ) 1918
. IﬁUSA Tyoe - . ~ . Tl
- ke - .\l ’ ?
, - ’n.fm.,t to 16 Septerder 1918 s
- 17 oep..ertber ; Yo 2L Osteber 1918 .. . 5*
) 22 October to 11 Noverber . 1618 %
5 ﬁ -

DU.



__1918 vithin the thrce—kllorrmter danger RRme: The naximum nu...ber of

onc.hp?rt in arrange ment and in uncnclphered i‘or: was of so low

) a.lwa;s, cnclphﬂred by a forzn of sub-at:tutlon .thch afrectnd only the :

' ._ Hybrid code wh ch has bcen for.“ed by repagmatmg S one-pa:t code,

VIII. _ The Radio Intellirence Sections in France 217

“ . . " i

The Gerxr.sns ev:.dently trusted fcr securit 24 to two factors:
(l) the frcquent cha.nge of code and (2) the two—part arrangment
smce no emiphnr.rﬂnt Was ever used w:l.tH the three—letter codes.

The threc- d151t code vias enplo_,ed by the Gerl'ans af‘ter 10 “nrch

l-

groups in such‘a code s, of course, only a ,thousznd. The code was

: securit) t.hat. the Gemans “?COGHJ.ZEd that its value was: onl,. to be - =3¢

-

found in £CONOMyY e The messages were therefore u..u.ally, but not

- ¢ meneen e

first two dlglts of ‘the ccde grouo, t.he tlurd belns lﬂft in unencioher—
ed form. The code .book 1tself was g*ven a w:de dlstrlbution but the.

enc:.phev-ment tables, known as "Geheln.klappe" (secret flaps) were pre— .'-

pc.I"'d usually bv d1v1s:Lon headouarters. The "Gehezn}c.arpe" were cipher

scuares 10 x 10 in size vuth dlnomos in the cel.l... The f:.rst d:,:.t

. of the rlain group controlled thc row and the second *}'e colunn at

t‘he :Lntcrsectlon of v.h.lch the c:.pner dlﬂCwe was fomd. Such encipher-.-:.'j', "

ment- was weak: it prc"*uced no greatcr secur‘ty than is present in &

L) E
:

« e e

same. All tr-fflc enc:.phered by the same kev .\,uld sbow ‘Lhc character- -

- iS\.lc repct tions of uncnc1phc"ed code. the only effect of the

‘-

-
A
.

l‘:.' .
R
o

'Thn c:pher dmomes v.ere not page symbols but t}elr effect was tha o {. -

. enCthcrnr'nt was the pc-tlal 1.ntrnd ucLion of t.m—part character:.stics. B

Yoreover, since t_he third cdigit never ch=_nr_',ed, no_ratter what ep_ci_oher- .
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their 1dentﬂfication. l' j":

-It will serve no useful purpose at thls point to enter 1nto these

* yIII.

- technical details,
relatlve frequeocles of the dlffere'lt code groups, posit.mg of
.-'-prcbable words

o5 made by the ene-ly cr,ptooraphlc clerks, exp-olt.atlon of captured

- the Brltlsh ard Frcnch and, last but not least, the exercise of the

oo "

| . e

The Radio Intellipence Sections in France

ing table T}as used, t.h‘e third digits of code groups representing
Arequent viords would exhibit characterlstlc patterns permitting -

~

The methods used in .he attempts to solve the threc-*etter and ;-'

thrce-dicit codes have been descr:bed An great d.tall by dllllam

Fnedmnn, who, as a first llcutenant, par th;p:tcd inths solution.z'". Ay

' The methods rere those now recognlzed as standard

procedure in.the»solutlon of uncnciphered codes' study of the

exploltatlon o£ v101atlons of good securlty pr;nciples

-

cr/ptogrephlc materlal and of the lonw eypevlence possessed by both

cryptanalysts‘ ingenuity and acumen._

Villian F. Friedmz.n, Field Codes usctd by tke Gerran "Army
during tho “torld ¥ar (Vlashington, United States Gowermment
frinting Office, 1835); see also German Cryotorraphic Systems
durine the First Lnrld Vur, @ paper cf the Hlscorical Unit,

Slgnal uecurLty Agency (IR 50%6).
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